; e3e\ MYHHI dJLHK>M6t MTMEQS WO 02/ 054226 PCT/ US01/ 50508 SECURI TY ON HAl
LOOPS BACKGROUND I n designing a programmabl e processor, such as a digit ).
si gnal pmazexesureg (DSP) system processing speed 5 and porEx/USQrFss08pt i on 2
may formtradeoffs. Conventional processors include a variety of hardware
designed to increase the speed at which software instructions are executed.
The additional hardware, however, typically increases the power consunption

of the processor. 1 VREye PHARD S eed of a
pr ogr ammabl e pr oces;so%cqgi{:g may ?gpi npl erren{ eg us%’?@gﬁcat ed hardware

designed to expedite the execution of software instructions within a | oop
construct. Hardware | oops nay redﬁﬁ@ﬂdﬁb er of clock cycles used to
execute 15 a software | oop by caching the instructions in |ocal registers,
t hereby reducing the need to fetch the same instruction froma nenory

devi ce or instFudsDPERN R PFRAFEIIL G iRFEaCes s Par ditite 36ps i ntroduce
several challenges. These 20 chal |l enges include avoiding penalties such as
setup perdilditesl ovidnrahghr peesstnes(DBVt gy Pemal thesdswingeddsa | oss of
performance (usually an increase in processing WO 02/ 0S-122G

PCTI US01/ H@60B e 1) orassanet abrednay tfoettdadpdff o harawasretiloae, Sinmilarly,
branch penalties are the | oss of performance (again, usually an increase

in processidikddd®y BRSAAtLodyaidt A ¥ G BRIER JRICRPTI ON OF
DRAW NGS
increase the speed at which software instructions are
executed. The additional hardware, however, typically
increases the power consumption of the processor.

10 A “hardware loop” may increase the speed of a
programmable processor. This may be implemented using
dedicated hardware designed to expedite the execution of
software instructions within a loop construct. Hardware
loops may reduce the number of clock cycles used to execute

15 a software loop by caching the instructions in local
registers, thereby reducing the need to fetch the same
instruction from a memory device or instruction cache a
number of times.

Hardware loops introduce several challenges. These

20 challenges include avoiding penalties such as setup

penalties or branch penalties. Setup penalties include the

loss of performance (usually an increase in processing
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Figure 1 is a block diagramillustrating an exanple of a pipelined
programmabl e processor according to an enbodi nent of the invention. 10

Figure 2 w6 otvoddheick diagramillustrati ng an exanpl e execupc9ispi/fagbg ne for
t he programmabl e processor in accordance with an enbodi nent of the present

invention. Figure 3 is block diagramillustrating hardware | oop contr ol
architecture according to an enbodinent. 15 Figure 4 is a flow diagram
illustratthgepnaspecabtod §Othpsevtdhggusesuhatydwadne albep dware | oop
according to an enbodinment. Figure 5 is a block diagram of a nobile video

uni t inclyﬂﬂnmgamg OB 8886k Pgsﬁgzigi@g L9 apn&NPOLs "BAl per 29rdancdO
02/ 0S- 1226 DETAI LED DESCRI PTI ON Figure 1 is a block diagramillustrating a

PCT/ USOL/ %ég%npragﬁéﬁﬂgg%ﬁ PhOFESSE' 1400, BLLADOE h%glpégpgggécggﬁgﬁﬂre

| oops and curfty on ware T oop operations w srgnitrcantly

i ncreasi ng, power. consunption. The processor 100 nmay be operable in a
super vi sof*hBd®d BRha FH-a user node. The processor 100 may operate in the
supervi sor node when used by a supervisor program such as an operating
system The processor 100 may operate in the 10 user node when used by a
user program such as an application. In the supervisor node, the processor

100 may have
BRIEF DESCRIPTION OF DRAWINGS

Figure 1 is a block diagram illustrating an example of
a pipelined programmable processor according to an
embodiment of the invention.

10 Figure 2 is a block diagram illustrating an example
execution pipeline for the programmable processor in
accordance with an embodiment of the present invention.

Figure 3 is block diagram illustrating hardware loop
control architecture according to an embodiment.

15 Figure 4 is a flow diagram illustrating an operation
for providing security on a hardware loop according to an
embodiment.

Figure 5 is a block diagram of a mobile video unit
including a processor according to an embodiment.
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certain privileges. These privileges may include the use of certain
instructions, access to certain resources, e.g., 15 registers, and extended

read/ wri twoagnedss to nenory. These privil eges nay enabl e pogusSHpPREY SOr
programto control the overall state of the system for exanple, by putting
the systemto "sleep", witing to architectural registers and performng
read/ wite operations to nenory |ocations used 20 for vital system

operations. In the user nodETATIEP EESCRIPOTIMY not have such
privileges. This restriction nay be provided as a security 3 WO 02/ 05~226

PCT/ USOL/ sOS08 neasure, preventing the user program from accidentally or
intentional |y Fhovuenéi hg syblerk| dvevrapeibivohsatfog @xanple, a nalicious
user program such as a virus, could corrupt or delete operating system
files or ptheramsabbedpsabkesbhel8fstéemmget thesappooprhiatéwaceess
privileges. The processor 100 nmay use hardware | oops in the user node. An

i mpl ement abbps OhdasbatdnayechonpraRLrat 1 68p NBYye PAOVOHHE Wi tis&kt pr ogram a
backdoor into the supervisor node, thereby creating a security hazard. In

an_enbpdi gﬁifiegnﬂ@ handware; hQOPoRRE! 8bhoimb AEbydes a security feature,
whi ch may |nplenen¥ed in hardware that renoves this security hazard. In

order to suppo har dware | o , Lhe pr 1 ma ort_a op setup
i nstruction thg Cihrera F%és?pﬁem§g %§r§§§$%8%3 g@t i%u %ﬁﬁ??pﬁﬁﬁégiit
conditions for the loop. Entry_and exit condjfjons may be defined by | oop
conditiongﬁdtbb,abBF?BnPSEﬁ'COEﬁF.p?ﬂge?ﬁﬁrcLﬁgi??3n°%%¥?ﬁ%slThEh?irst
instruction (or top) of a |oop. The bottom condition defines the |ast
instructigﬁpgéylgggt@ﬁﬁe when used by a supervisor program such as

an operating system. The processor 100 may operate in the
10 user mode when used by a user program such as an
application.
In the supervisor mode, the processor 100 may have
certain privileges. These privileges may include the use
of certain instructions, access to certain resources, e.g.,
15 registers, and extended read/write access to memory. These
privileges may enable the supervisor program to control the
overall state of the system, for example, by putting the
system to “sleep”, writing to architectural registers and
performing read/write operations to memory locations used
20 for vital system operations.
In the user mode, the processor 100 may not have such

privileges. This restriction may be provided as a security



20 of a loop. The count condition defines the nunber of iterations of the

| oop. An instruction in the program code being executed by the processor
100 may hwmoeasnassoci ated instruction 4 WO 02/ 05-4226 PCT/Ud@Ek66508
address, or program count (PC), which points to that instruction's |ocation
in menory. In an enbodi nent, instructions nmay be aligned at even addresses,
for exanple, " the instruction addresses nay be two bytes (16-bit) or four
5 bytes (B2abuté, wdevert tgy abhe odee mayr ber &x efribre da sehdentahl { yotinl ess an
event occurs, such as a taken branch or an interrupt, that causes the

program CoHptREi bRa DIRANCHEI @eBcOh§f 8y 8Pbm! DEAL] OPpe TISonabsentra change in
program flow, the PC of 10 a subsequent instruction is the address of the

subsequent, LSt LucsiQm | B; Lhe &Qé£rﬁfggpgm?dg&ﬁgsaépécsifggr exgmle if

the PC of the current i1nstruction i’s 02 (in xadeci mal ) and the

instructign is 16-Dhi fwo_bytes) w de he.PC of the subsequent
instructigﬂrr H%dogeégbéa? Q%gﬁﬁg%?gogy%t%%r%ﬁgé% ?5o%t §w6%%ur at the
first "top.match.” A top match yay occur when the PCis pointijng to the top
 nstr bt 9hoepig FB%p$YE§?T Btth ﬁ%?dﬁBPEOPBb%t%a§C%%%%rpﬁ%vf%%g?%st

"bottom match." A bottom match may occur when the PCis pointing to the
bottom i nstructhenpsecessor| bdp may use hardware loops in the user

mode. An implementation of a hardware loop operation may
provide a user program a backdoor into the supervisor mode,
thereby creating a security hazard. In an embodiment, the
10 hardware loop operation includes a security feature, which
may be implemented in hardware that removes this security
hazard.
In order to support hardware loops, the processor 100
may support a loop setup instruction that initializes the
15 hardware by setting entry and exit conditions for the loop.
Entry and exit conditions may be defined by loop
conditions: top, bottom and count. The top condition
defines the first instruction (or top) of a loop. The
bottom condition defines the last instruction (or bottom)
20 of a loop. The count condition defines the number of
iterations of the loop.
An instruction in the program code being executed by

the processor 100 may have an associated instruction



By initializing the count at the first top match and decrenenting the count
at each bottom match, the hardware may keep track of when it has
encount ered ot/h&22@@ast bottom 5 WD 02/0S-t226 PCT/ USO1/ 50p08/used/sn8e8 | n this
manner, the |oop conditions top, bottomand count nmay define the entry and
exit conditions of a hardware |oop. The processor 100 may include an
execution the 5 pipeline 102 and the control unit 104. The control unit 104
may cont rafidréesf | ow pfognamractnonsP@nd/ whickatpoimrough thet pi pel i ne 102
during a clock cycle. For exanple, during the processing of an instruction,
the contrphstipct1O4’ BRYoGAEE6H fMenyabt PUSIEOIPOaRRSSimdnt he 1o pipeline
to decode the instruction and correctly performthe correspondi ng operation

inC|Udingin§9fu@§§8ﬁ§emayw$éi£§ﬁéﬁﬁﬂr§§ué§éht%ﬁ&ié§%é§¥f¥é& éﬁgﬁéi@Iions

may be |oaded into a first stage of the pipeline 102 and processed through
subseque t S rrent i t.h the pther

st ages. E%?% %%§§%%§E}§%t%§gﬁe$%%§Eﬁiggggiﬁﬁgﬁ%y%ﬁ%el¥§£§ﬁbb‘ﬁﬁrf% Fa cycle
of the system results of an instruction nmay energe at the end of the
pipel%ne HXEE?nlggb?ﬁggu%%%§sion. The control unit 109 may include hardware
| oop unit 20 108 that, as described below, may facilitate fast hardware

| oops Wi t hout BTQ#FERcEATE yRYicPR RF G pRthef e Ferisiuipt i writkeshear ocessor

| 00. 6 WO 02/ 0nmR226 PCTI US01/ 50508 Figure 2 is a block diagram

i |'lustraténgnancexanpl esptpeds ne Loen Theaptpeds nen 200t drasupiy) tilphe st ages
that may facilitate execution of nultiple instructions during a single

cl ock cyctgusés phpeprogr@Ocoamténsts Ustandh Mey » @tBIrdde i nstruction
fetch (IF) stage 202 during a first clock cycle. The instruction nmay then

continue toyiide. Pi PRLENCaNsEA Nt SERSREMENt SE8GKaBYEl &9, ANOtRETof

instruction may enter the |F stage 202 after a previous instruction has

eXitQQ' TQ“§ub§¥@ﬁ&ﬁ£|¥n§@9ﬁ9€fon is the address of the subsequent

instruction in the instruction address space. For example,
if the PC of the current instruction is 2002 (in
hexadecimal) and the instruction is 16-bits (two bytes)
wide, the PC of the subsequent instruction would be 2004.
15 Entry of a hardware loop may occur at the first “top
match.” A top match may occur when the PC is pointing to
the top instruction of a loop. Exit of a hardware loop may
occur at the last “bottom match.” A bottom match may occur
when the PC is pointing to the bottom instruction of a
20 loop.
By initializing the count at the first top match and
decrementing the count at each bottom match, the hardware

may keep track of when it has encountered the last bottom




10 instruction enters the IF stage 202 during a subsequent clock cycle and
then continues down the pipeline during subsequent clock cycles. Simlarly,
addi ti onakoiogredseasct i ons enter the | F stage 202 during subpegusisosésock

cycl es respectively. The nunber of stages in the pipeline 15 may define the
nunber of instructions that the pipeline may service sinultaneously. The
different stages of the pipeline may operate as follows. Instructions may
be fetchathtdtiri nglrt hehil & nsdrager 202hdyl dod etatditidn 2 tbmhdbatacadethd rom
instruction 20 registers 206 during a decode (DEC) stage 208. During an

address cabeild ahd Prud Ade stredeerdld; Lt a.addresyoensiateF s’ 212 may
cal cul ate any nenory addresses used to performthe operation. 7 WO

02/ 034226, P ‘65{%311%08 During the execution stages (EX 1 to EX n) 214 and

220, execut%n units 222 and 224 may perform specified operations such as,

for exanpl e, ding or multi in Execution units may contain
B gy

S ! t wo ]Eg{mer S. 4
speci al i zed ha SFIBT p nd THE S FEt ST HE I Ui ng, for
exanpl e, one or nore arithmetic logic units (ALUs), floating-point units
( FPU) SandPHREYEre sHi% tad the eer et dinidat’d 4ray IR tHritthe
execution units such as the addresses generated by data address 10
gener at ork04 dew ewtrial dthd riokewerdringrrwiHtipnretandiad datem dat a
registers. During a wite back stage (WB) 230, the results may be witten
to a nmenothyrdwgtatilon wipabire re sdwerimex erlnatk taydlwe. pipet i ne or to data
registers in the pipeline such as architectural registers 232. The 15
stages ofepimeld nedZdihdreyhé nNetsieles Oy Wf N e rsdtonadeidi f ciid s, such as a
flip-flop, for storing data.
control unit 104 may direct the various components of the
10 pipeline to decode the instruction and correctly perform
the corresponding operation including, for example, writing
the results back to memory.
Instructions may be loaded into a first stage of the
pipeline 102 and processed through subsequent stages. A
15 stage may process concurrently with the other stages. Data
may pass between the stages in the pipeline 102 during a
cycle of the system. The results of an instruction may
emerge at the end of the pipeline 102 in rapid succession.
The control unit 104 may include hardware loop unit
20 108 that, as described below, may facilitate fast hardware

loops without significantly increasing power consumption of

the processor 100.




Figure 3 is a block diagramof the |oop unit 108 of Figure 1. The hardware
| oop unit 108 may include a LOOP TOP regi ster 302, a LOOP_BOT register 304,

and 20 LGEBogAF12eegi ster 306, and a | oop control unit 312pcThgoheyseivar e
loop unit may initialize a |oop by |oading the address of the top
instruction of the loop in the LOOP TOP register 302, the address of the
bottominstruction in the 8 WO 02/ 0522G PCT/ US01/ 50508 | oop in the
LOOP_BOT regi sregud42 amda abTesktdiag£at i Noustea tikdein ofxdnges the | oop
is to be conpleted in the LOOP_CNT register 306. The loop control unit may

conpare the,¥pl 4es2hp. t hend QB dOR & epb 6184 s 3R aNch & he 4GP BAN 5 regi ster

304 to the current PC. Upon detecting a top match,” the | oop control wunit

may begi h ; o] Wo) : o C C s, the | oop
control EH?¥ gégfgégaggcgéﬁgﬁgf%%eg€a uge}§1$h%$€€%£€%iﬁh$é%#£%%g %06 and
« branch the, P bact tg t he. address of fhe tg@ 10 instruction. The hardware

| oop may OPEIHEeCTACENEY Bl el i 12 R $1-Ehe” 8% 278 oHf tHHAEHI™ tPRY | oop has
been satisfied ,e.g,, a bottommatch with count equal to zero. A security
hazar & nme§PeRF sEhef LRRBIUSEEOD: BYF@M b hi #saa® 20RIr&ssing anfi®nskruction
in the supervisor 15 program address space, for exanple, an instruction
address iolapkevenlevecThe imbteudEMd) m@Y (eygurentdnudhdod/Tthamy i ncl ude
the target address for event service routines.

pipeline during subsequent clock cycles. Another

instruction may enter the IF stage 202 after a previous
instruction has exited. Thus, typically another

10 instruction enters the IF stage 202 during a subsequent
clock cycle and then continues down the pipeline during
subsequent clock cycles. Similarly, additional
instructions enter the IF stage 202 during subsequent clock
cycles respectively. The number of stages in the pipeline

15 may define the number of instructions that the pipeline may
service simultaneously.

The different stages of the pipeline may operate as

follows. Instructions may be fetched during the IF stage
202 by a fetch unit 204 and decoded from instruction

20 registers 206 during a decode (DEC) stage 208. During an
address calculation (AC) stage 210, data address generators
212 may calculate any memory addresses used to perform the

operation.



Events may include exceptional conditions that cause a break in program
flow Events such as I/O device 20 interrupts, msaligned nenory accesses,

har dwar e wel aegebé ons, etc., may be handl ed in the procesgeorkdPsixds a
correspondi ng event service routine. When a particular event occurs, the
processor 100 may | ook up the appropriate 9 WO 02/ 0S-L226 PCT/ USOL/ 50508
target address for the event service routine for that event 5 in the EVT
120 and branchDtheén®Cihe thecettoh seayése(Exulive EX hpngdie ihe event.
When the processor 100 services an event, it enters the supervisor node and

gai ns thezgo|regpendiss Bhivi! 298sandf2es e ﬁ@@ﬁérh55§§89f£€h the
processor |00 may return to the user node and continue the interrupted

f : t i L ed in 10 th
BT 120, Toraviinr oot araar K0T eRElLE Poaddnd RETATLEREI RS L omon

1/0 device int Ld I oad the LOOP BOT register,304 with the add
of an eveRtrERr! cooFSRENaR:F Ol Y HESTCHR 10 P LG STt SOPMATH the

address of an instruction in the user program address space. Consider a
si tuatd ontPh RAFEATRERIsEpEr OPSBRCLOHR 1_CHudbpy, for example, one

or more arithmetic logic units (ALUs), floating-point units
(FPU) and barrel shifters.
A variety of data may be applied to the execution
units such as the addresses generated by data address
10 generators, data retrieved from memory or data retrieved
from data registers. During a write back stage (WB) 230,
the results may be written to a memory location or data
registers external to the pipeline or to data registers in
the pipeline such as architectural registers 232. The
15 stages of pipeline 200 may include one or more storage
circuits, such as a flip-flop, for storing data.
Figure 3 is a block diagram of the loop unit 108 of
Figure 1. The hardware loop unit 108 may include a
LOOP_TOP register 302, a LOOP_BOT register 304, and
20 LOOP _CNT register 306, and a loop control unit 312. The
hardware loop unit may initialize a loop by loading the
address of the top instruction of the loop in the LOOP_TOP

register 302, the address of the bottom instruction in the



| ocat ed at hexadeci mal addresses 1000 to 2000 and the user code is |ocated
at hexadeci mal addresses 10,000 to 20,000. In this exanple, the target
addr ess f\wo ob/g2event service routine for the 1/0 device povRISHLUS0d S
instruction address 1004 and the user program | oads 1004 into the LOOP_BOT
regi ster and | oads 10,000 into the LOOP TOP register. Wen that 1/0 device
i nterrupt occurs, the supervisor program checks the EVT 120 and branches
the PC tolécstinctheomd®®4BoThi sgLatses3® paiidn st imdiesponge to the
bottom 10 WD 02/ 0e1226 PCT/ USOL/ 50508 mat ch, the hardware | oop unit 108

causes then PG Emod AP Ci ihys PERECILE9 1herd Nd ratshs Ak addfgsspd n the LOOP
TOP regi ster 302, 10,200, which resides in the user code address space.

When the fGobr@RFNes. 1040861 NSHIUCIAG LA iR URel: GRAP. (ddie, Hoer

program gai ns—contro he” processor we € pro SO 100 may
remai n in_the supervjsor. no e _the user ogram acqui res_supervi sory
priviIegegh?tv?gg%iuﬁTI?h%eﬁﬁg%iF§§n5$9%?5%§ %@%rgﬁ$dﬁﬁ%ﬂ¥%Qﬁw%p%se t hose
privileges to 10 disrupt or disable the system Figure 4 is a flowhart of
an opér at WL AHBL a2 ebrlk nRe oCwhT b olF nenfPOTHEC $ P bW Ry ®RRcription is
one enbodi nent of inplenenting the operation 400. In other enbodi nents,

bl ocks nayabehskilppetoep @erfoehednin mayvtheiit er dmrdwaee . Logp shown in
Figure 3, a node detector 320 may be coupled to the LOOP_BOT register 304.

The node olesest don 3200y alebect omheant tiheoprwicesssidie eXods ¢drettser node in
bl ock 402. When the processor 100 exits the user node, the 20 node detector

320 may sghithe1densy &éapbhésaNthdi valksSBin 0ofhd hEodMSENTICEEPsBEEr ess in
the LOOP_BOT register to one in block 404. 11 WO 027 0S. 1226

PCT/ USUL/ $6508,, iBfgn&het}k?%é%A&Q%@ﬁ%@f%&&r@é@ gtigned.gn even

addresses, the Toop control unit 310 s d not encounter an odd address;
(he L3P shoulshal v, bRy ohauotnEe R, RLL OIBIED SO el gyt vher
above. The PPEr BLogLal (03dp L ORCHCLLEM 898N ess 007 (RiPeYeg " 0000
,€.9., a bottom match with count equal to zero.
A security hazard may exist if the user program
obtains an address of an instruction in the supervisor
15 program address space, for example, an instruction address
in an event vector table (EVT) 120 (Figure 1). The EVT may
include the target address for event service routines.
Events may include exceptional conditions that cause a
break in program flow. Events such as I/0 device
20 interrupts, misaligned memory accesses, hardware
malfunctions, etc., may be handled in the processor 100 by

a corresponding event service routine. When a particular

event occurs, the processor 100 may look up the appropriate



0011 1110 1100") in the LOOP_BOT register 304 in the user node. Wen the
processor exits the user node, the node detector 320 sets the LSB of the
addr ess twoopess2and the 10 value in the LOOP_BOT regi st er pOpusmemsig005
("0000 0011 1110 1101"). Since all instruction addresses should be evenly
aligned, if the PC does encounter an odd address in the programflow in

bl ock 406, the processor 100 may take an 15 exception in block 408. In an
enbodi nentarthe eddepbisofiohasha avghersprivdeét yotbane arbst thar nayyehr Thus,
even though a bottom match occurred, the processor 100 branches to the

event seryhCenhkodtirng2boanhapdhhBe the excepttRa &fbhers&éhancbdranching to
the address in the LOOP_TOP 20 register 302, thereby avoiding the security

hazard. Vhedeihe RLORERRGE ERENEGLAL! NewHaR! HRAS-HBLOEKIFhO, the mode

det ect or may set t LSB of e value 1n
PCT/ USAO / ~OS08 t he LOOP_B rggister 398 back to.zero ig blogk 412, thereby
re-enabl i AGFYAECRafBwar&  Foop-ar ChFtBct UiF e M BEERT 2°hr BRBE sBPC 188118
contenpl ated for use in, video, capntorders, tel econferencing, PC video cards,
and Hggh BhEEFPﬁF?FBﬁnﬁéPQVP§FBhl%gEﬁV).Afﬁeédﬂh?i%H?théSpP%E€§§6r 100 is
al so contenplated for use in connection wth other technol ogies utilizing
digital sthpabrprecessi A§O0suelr astusncEoptbeeysphgnadedand aobtisue
t el ephony, speech

the interrupted program flow.

A user program that acquired the a target address in
the EVT 120, for example, for an event service routine for
10 handling a common I/O device interrupt, could load the
LOOP_BOT register 304 with the address of an event service
routine and load the LOOP TOP register 302 with the address
of an instruction in the user program address space.
Consider a situation in which the supervisor code is
15 located at hexadecimal addresses 1000 to 2000 and the user
code is located at hexadecimal addresses 10,000 to 20,000,
In this example, the target address for the event service
routine for the I/O device interrupt is instruction address
1004 and the user program loads 1004 into the LOOP_BOT
20 register and loads 10,000 into the LOOP _TOP register. When
that I/0 device interrupt occurs, the supervisor program
checks the EVT 120 and branches the PC to instruction 1004.

This causes a bottom match. In response to the bottom

10



recognition, and other applications. 10 For exanple, Figure 5 illustrates a
nobi | e vi deo device 500 including a processor 100 according to an
enbodi menyo oZbs2pebi | e vi deo device 500 may be a hand- hel gctasigaswhi ch

di spl ays video i nages produced from an encoded vi deo signal received from
an antenna 502 or a digital 15 video storage nedium 504, e.g., a digital
video disc (DVD) or a nenory card. The processor 100 nay conmunicate with a
cache nemaychp6thehhehdwayesioop unstrigsi cassasdtdatbCfoo t he processor
operations, and other devices, for exanple, an SRAM 508. 20 The processor

100 nmay bempgl Mt £t OPrBEessnr toatHegihat reé80Nch QBQLESSOIn (BRP), a
m cr oprocessor controlling a slave DSP, or a processor with an hybrid

m croproc r P Ltec e.1dh r r yi pe r rious 13
V0 02 CRADD PCTT VBT SERbs 055 30 oo orire Srosdon vdehy ot

i ncl udi ng,, for e nal 0g-1 0-dji gjt conversio enodul ati on,
filtering?o%%t%8¢g%g§e? gcghd @é%%d#%%. h%r%?géggsg? g%% may decode the

conpressed digital video, signal accordi to 5 one of various digital video
conpré%sibﬁsggﬁﬁﬁb?ﬂslguEﬁeaES?ﬁec (}€8%1??eﬁfpg?%ﬁ@%r%§l%%d the H 263

standard. The decoded video signal may then be input to a display driver
510 to preeRieect hef vibeoPrAEgEsSeR- a dP¥epYay  sibe proce®eer of0@rvadi ment s of
t he i nvention have been 10 described. Nevertheless, it will be understood
t hat varioemsahmdifithei onsenaysbe mede. wi idmoe tepansengofogmm he spirit
and scope of the invention. Accordingly, other enbodinments are within the
scope of abguipésowiipgrelabsy. ptdvileges it is usually denied. A
malicious user program could use those privileges to
10 disrupt or disable the system.
Figure 4 is a flowchart of an operation 400 according
to an embodiment. The following description is one
embodiment of implementing the operation 400. 1In other
embodiments, blocks may be skipped or performed in a
15 different order.
As shown in Figure 3, a mode detector 320 may be
coupled to the LOOP BOT register 304. The mode detector
320 may detect when the processor exits the user mode in
block 402. When the processor 100 exits the user mode, the
20 mode detector 320 may set the least significant bit (LSB)

of the instruction address in the LOOP BOT register to one

in block 404.

11




WO 02/ 0y226 CLAIMS: PCT/USO hCsSO08 1 1. A nethod conprising: 2 operating a
processor in at least first and 3 second operating nodes; and 4 disabling a
har dwar e w@@poapsy ati on associated 5 with the processor upefiuesi/ioseyd sai d
first operating node. 1 2. The nethod of claim1, wherein the first node is
2 a user node. 1 3. The nethod of claim2, wherein the second node is 2 a
supervi sor node. 1 4. The nethod of claim1, further conprising: 2
initializing tdiedeardhwariendtoor toper atddor siske st laere3 Aliigsiedmate evamd det ecti ng
an exit fromthe first node. 1 5. The nmethod of claim4, wherein said

initiali zZqeedddis RHAWED |01 AN RAEIOB 100 HNGLIRS not |RrdiREean evenly
aligned top instruction address 4 in a first register; and 15 WO 02/ 0y226

PCT/ USO1hQpQ@p Jﬁﬁ%@hg%@%ﬁﬁd&ﬁ%ﬁ%%%ow nstlquct i}%{ﬂsca address in a

second regi ster. met ho almb5, "wherein said ling the 2

har dwar e .| oper.ation ¢ rises setting a.least 3 signif.icant bit of the
bottom i r?sot%rocf)?g{i %tc}dcf&‘eos@r%)r{l qscheocéf 1lsrec""ol’% rt(?& ?tréjrcetSoS%&nél.s 177 *Pfhe net hod
of claimb5, wherein the top, and, CPott%m 2 instruction addresses conprise
evenl § al§Wfdd HiR%e RPdGdr dEEtder dherpxamplifogloree 1Badrer, i her
conprising: 2 enabli n_glg:lﬁ;a;_i har dwar e | oop operation upon entering 3 the first
oper at i nASAFd X oY IRm Hetihott Bictdlon mdsiremsgr (9l ddrprainyt mg: 0000

0011 1110 1100”) in the LOOP BOT register 304 in the user
mode. When the processor exits the user mode, the mode
detector 320 sets the LSB of the address to one, and the

10 value in the LOOP BOT register becomes 1005 (“0000 0011
1110 11017).

Since all instruction addresses should be evenly
aligned, if the PC does encounter an odd address in the
program flow in block 406, the processor 100 may take an

15 exception in block 408. 1In an embodiment, the exception
has a higher priority than a bottom match. Thus, even
though a bottom match occurred, the processor 100 branches
to the event service routine for handling the exception
rather than branching to the address in the LOOP_TOP

20 register 302, thereby avoiding the security hazard.

When the processor reenters the user mode in block

410, the mode detector 320 may set the L3SB of the value in

12




.article of clai

2 loading an evenly aligned top instruction address 3 in a first register;
4 | oading an evenly aligned bottominstruction 5 address in a second

regi ster;wbodgipesd i ng entry into the first operating nodepctngifisokfs WO
02/ 0S. 1226 PCT/ USOL/ sCS08 8 setting a least significant bit of the bottom9

instruction address in the second register to zero. 1 10. The net hod of
claim8, wherein the top and bottom 2 instruction addresses conpri se evenly

al i gned byie BooRBESsEsgidtdd 3¢ Badk cde LOMPrisivmscie auamehi ne-readabl e
medi um whi ch stores nachi ne3 executable instructions for providing security

in a4 progessor.rdnendwsifdICth ONgs CASEND SbPBEILNE d Oy Qe OPer at e the
processor in at” least first and 6 second operating nodes; and 7 disable a

har dwar e | oop i Xq £ 4 [.I.St ratj de. .1.12. The
article of cl aél)dr)nﬁii% e(?éejlg%oj[ehieé(? ?%ssc%o%éeﬁ a|lés)eoca§ %szeﬂgsrrégoen. Vlldlef:p. The
12, rein_the secon de, 2 is a,superyisor, node. 1 14.
The arti c?%n%?r%’é?m%fe??ﬁf%?n%% :jps ng- 9 iardien i%’h‘! HYER~ cause the
machi ne to: 17 WO 02/ 05, 122G PCT/ USOL/ s0508 3 initialize the hardware

| oop Sperf@fbm tiPR heeke¥i$Len nbtViand B Rddctiony G BFRFRIIRT fir st
node. 1 15. The article of claim 14, wherein the instructions 2 that cause
t he machih@O tis il 3¢ addrreempeatted diver cusoi FYpwcitian wklpratger

i nstructions causing the machine to: 4 load an evenly aligned top

i nstruct i peclador@gises uii hititgtdi@pisl esigreald processing such as

voice processing used in mobile telephony, speech
recognition, and other applications.

10 For example, Figure 5 illustrates a mobile video
device 500 including a processor 100 according to an
embodiment. The mobile video device 500 may be a hand-held
device which displays video images produced from an encoded
video signal received from an antenna 502 or a digital

15 video storage medium 504, e.g., a digital video disc (DVD)
or a memory card. The processor 100 may communicate with a
cache memory 506, which may store instructions and data for
the processor operations, and other devices, for example,
an SRAM 508.

20 The processor 100 may be a microprocessor, a digital
signal processor (DSP), a microprocessor controlling a
slave DSP, or a processor with an hybrid microprocessor/DSP

architecture. The processor 100 may perform various

13




6 | oad an evenly aligned bottominstruction address 7 in a second register.
1 16. The article of claiml5,wherein the instructions2 that cause the
machi ne twodhpaket he hardware | oop3 operation conprise i pgifyset/sRpst hat
cause the machine to4 set a least significant bit ofthebottominstruction5
address in the second registertoone. 1 17. The article of claim 15, wherein
the top and 2 bottominstruction addresses conprise evenly aligned byte 3

addr essesepdraBiofbecAr thel enebaghavimdd, s{griher i §OTRALEENGESri NSt ruct i ons
t hat cause the nachine to: 18 W O 02/0S-1226 PCT/USO |/ 50sS08 3 enable a

har dware Loop,pRer ahkh PHgUPENGERE 8L NdofvE S b ! SheRBEhRLE DGy MOde. . 1 10,

The article o? claim 18] furthér conprising 2 instructions that cause the

machi ne tg. load a e Ligne OR._1 uctiQn address in 4.a first

Fegi st or : PhLPasdRd Babhr e dr o hda Bab Beb PaLEY ot s B8aPEEeE 0. second

. register; 7 dstect entry into the first oBera ing pode; and 8 set a | east
si gni fi califYbFECBRet FRebGPTBREFREHr BLFTbAL oVidar eSLIRAL t RECQELHRA FRyi st er

to zero. 1 20. The method of claim 18, wherein the top and 2 bottom

i nstr &t i oRcadfr BasésugofipeitaleVeAry aPrpredsbyresbandardssegchias). A

processor conprising: 2 a first register to store an address of a top 3

i nstructi bhei MPEGhéadhayeckoepandaadsegnddthegiis2 €8 sbastare. anTheddr ess of

a bottom5 instruction in the hardware | oop; 19 WO 02| 05-t 226

PCT/ USOL/ 50608c8 aibecdwageal ompycenthobkeinpsauptedat aisbeali asivdrand

second registers, said controller operative to perform8 the hardware | oop

operati ong18ndo980806e BRLEGELAECORRLGEI ¥8 hoadisaklestihe hardware 10 | oop
controller in response to the processor exiting the 11 first operating

mode. 1 ZZhDggﬁ RLRGESS8E QfnehdkEhel. owher gl Rt hgef bhShageOPELAL i Ny node

is a user

10 described. Nevertheless, it will be understood that various
modifications may be made without departing from the spirit
and scope of the invention. Accordingly, other embodiments

are within the scope of the following claims.

14



1 23. The processor of claim?22, wherein the processor 2 is further
operable in a supervisor node. 1 24. The processor of claim2l, wherein the
mode 2 deyg8ebmé2des operative to enable the hardware | oop BesRRbfsdLr 1N
response the processor entering the first 4 operating node. 1 25. The
processor of claim 21, wherein the address of 2 the bottominstruction is
evenly aligned. 1 26. The processor of claim?25, wherein the top and 2

bott om i ngtramigen addresses conpri se evenly aligned byte 3 addresses. 20
WO 02/ 0e221 PCT/ USOL/ 50~08 1 27. The processor of claim25, wherein the
node 2 controller is operative to set a |least significant bit of 3 the
address in the second register to one in response to 4 the processor
exiting the finst nadeethod8combeipiagessor of claim 25, wherein the node 2
controller is operative to set a least significant bit of 3 the address in

. the segond register sbara@ifqg B peereRs8rt OndathecpseCes$ak gRKering the
first node. 129. Asystem conpri sing: 2astatic random address nenory;

andSapgoc%%%Q?nggg&gqihgehgggggtggdrandon1access4nenory, sai dprocessor

conpri si ng: 5a regi ster to store an addressof a top6instructionin a

har dwar e | oop; 7asecand Egister to storean addressof a bottonBinstructionin
t he hatdware Ioop;9§ﬁ§?éwapg FoBRTE8RE Fol PP SREFEaPBt AESPErH8EE8and second

regi sters, .said controlleroperativeto perfornillthe hardwarel oop operation;
and 23 WhBhoEhE5PA2S65PET/ UBCRNEZAS 19 &2AHdE a8t eEPEFa5AERAMPPE -t 0

di sabl e the hardware 13 | oop controller in response to the processor
exiting a 14 first operating node. 1 30. The processor of claim?29, wherein

the fiyst 2 operatiAgeMRdenibs 8rUsdhifPde. whedlinTRRPEREESSALARS 16l ai m 30,
wherein the processor 2 is further operable in a supervisor node. 1 32. The

procesgoraomsgka%glég, wherein the node 2 detector is operative to enable

t he har dwar e 1"6op ? controller in response the processor entering the first
4 operating node. 22

.A9(?. Aas. Aas. A'. A". As. Aus. As. As. Aa . A" . As. As. Aus. AN. A,

“.Aa . Aas. Aa . A.. A TAN 8bBuRodf gitx cdaliix @nheh¥reahcaheakeabhdainodpcalcal cal ¢
a] ca] cal] ca] caV] ca] cRa] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] cal cal] ca] ca] ca
% 2 a supervisor mode.

1 4. The method of claim 1, further comprising:
2 initializing the hardware loop operation in the
3 first mode; and

4 detecting an exit from the first mode.

1 5. The method of claim 4, wherein said initializing
2 the hardware loop operation comprises:
3 loading an evenly aligned top instruction address

4 in a first register; and

15




_k "6 }+

X] "jyzupj e [V]ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] calU] ca] cal] c
aU] ca] ca]weloe@¥ned ca] ca] ca] ca] ca] ca] ca] ca! $ZA{ 1kF: ?M ?V4| weihsoviidgal cal ca
] ca] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]ca]c
ajJ ca] ca] ca] ca] ca! 4g06mM &) C~{ B! ! | w ngb] X] ] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca]ca]calcalcalcalcalca]jcaljcal!l)!]!!C
mrn et RERH S (B $ S 4 Yo RB AR E&EAK& V] wdlighkX] boaloal cakealiedlieal ca) ca] cal ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] caU] ca] ca]ca]ca]ca]cajca!'yY
""" 6 ' YeHaTe36E( Lh( k=kiekohw) kEgiBEEY 2+ +++| wrmhc”Y] ] ] ca] ca] ca] ca] ca] ca] ca
. ]Jca)lca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]calca]calc
ajcal+, @Y,,,,,,-- K----/.M...... 2/ n/1/1/0TO000| wmhc”Y]]]ca]ca]ca]ca]ca]ca
] ca] caLca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]lan] calca]ca]c
. a] ca] ch! 0<1ul1Pr12; B8s7B86Pe 6 PE6# LTy P7 Wherein said disabling the

8D8} 888888. 9g999{ vql gb] X] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]calc
a] ca] cal] balrcdapes] dappappajrediprakoapcdlses] saftahgah9lKagt|:::: %+, 9, H, P, Q

;; <Z<<x<$sXgnifizpnt>bH2T?0%| whehed¥lbcahealtakeahcabeakea)] ea] eakcal ca] cal c
a] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! 0??? @0 @ @D
A BnBBOCCY6r6nd register to one.
CDGDVDDzEEEEEFZFGG&—Nt oj e [V]ca] ca]ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca]
cal] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca]calcaUl ca]calca]calcal H I1'16]1JJeKKKXL?
LaLl L{ LL&N9OOPP&P6PPRRLSRSUS0STTzupke [ V] ca] ca] cal] ca] ca] ca] ca] ca] ca] cal] ca
] ca] ca] ca] ca] cd]-ca] T&ecaglesrc 8fc ladpca) caheapéa) Ehpcappahdapoateonl TAUUW
VWWWWWKZZzZzZ76[ [ [\ \ RRLSRSUSoSTTzupke [ V] ca] ca] caU] ca] ca] ca] ca] ca] ca] caU] ca] c
a] ca] ca] cahsélroaltdahc addeakeakc apopirdakc @veallgablldcghed] bgkea] cal cauRcB
PO 109% & ()-G 9! 10%&' () - GrsL! 109%&' ()-m sL!10%& ()-m 9 109%& ()- 9
10%&' (3 -t Rah>23sk@%k () - (109 ()-!IL$SHI0% ()-!,!10%& ()- FL109& ()-yL10%& (
)-dfgh}[:-10 OL* 10%& ()-2)!,7'10%& ()-'@
. SH109&' ()-3!. SH109&' ()-3Y7: 10%& ()-MF 4MLOY%& ()-shijxj K10 OL* 10
MLO% u&' ()-M 10% u& &1) -3MLO% u&' ()-!s10% u& ()-s10% u& ()-1010- <>\ dEK10 OL*
10% u& () - ML0%Pu&' (Fhs189+hed( PEs Fdosingle) fursheaeceyrryfingss ug () - GdEKLO
OL* " $10% u& ()-F"10% u& ()-, 10% u& ()--10% u& ()-!10% u& ()-10% u& ()-% _
k dEK10 OL* enabling a hardware loop operation upon entering
3910% u& ()-" . ML0% u& ()-,10% u& ()-*10% u& ()-(10% u& ()-y&4"10% u& () -

3 the first operating mode.

1 9. The method of claim 8, further comprising:

2 loading an evenly aligned top instruction address
3 1in a first register;

4 loading an evenly aligned bottom instruction

5 address in a second register;

6 detecting entry into the first operating mode;

7 and
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"b@0 !'f 10%u& ()-,Y 10% u& ()-s10% u& ()- 10-u 10-u
10-us9s10% u& ()-3110% u& ()-'6 }a?b@o0
11" 10% u-w&oeps2086 u&' () - MLO% u& () - Y10% u& ()-!!3$109NuNugciushedfRbe u& () -+
a?b@0 !'N)3"10% u-u& ()-G !10% u& () -
TI@10% u& ()-,!6 ! @10%c& ()-,F10% u& ()-@0% u& ()-XZ[\]jy~_@o !
10% u& ()-""10% u& ()-" 10% u& ()- 10-u 10-u
10-u9'8l0% u& () -! +S2bttDPO& ($adZaBirg@Bitant bit of the bottom
10% u& ()-10% u& ()-F"'10% u& ()-!! #109NuNu& ()-y
10% u& () 1hdP¥nb&ibh- AhddEss @R thd 0% Ué&nd) rd§¥eté (3o zero.
10% u& ()-f"10% u& ()-Lz 10% u& ()- 10% u& ()-1kFdE~_@0
's-10% u& () Y+:10% u& ()-,)10% u& ()-'10% u& ()-$-#10% u& () -
10% u& () -: <=>?avkK@uo ! 10-u 10-u
. 10- us9t 10% u& &9-5- 7% ugtpd! 880 bagmaes ( ) whened usthig-fop and bottom
10% u& ()-?M ?2dEVK@O0 ! 10 & 10% u& ()-f 10% u& ()-9m0% u& () -
10% u& () ih5i0%b&oh) addoes ads ( FomrafdEVEK@OLY 4D531d40% ks () - 9! 10% u&' () -
10% u& ()- 10% u& ()-10% u& ()-10% u& ()-qOCdEVK@O0 ! 10
10% u& () a83rdB¥es& ()-"10% u& ()- 10% u& ()-10% u& ()-I
10% u&' () - 6mvdBVK@LO0 !
13940% u-u& ()-1-10% u& ()-/10% u& ()-"-L10% u& ()-F+& 10% u& ()-,) & 10% u&

() -1 #$%RC~bC10 ! 131'10% u& ()-s' '10@6u&f()
1 11. An article’ comprising:

2 a machine-readable medium which stores machine-
3 executable instructions for providing security in a

4 processor, the instructions causing a machine to:

5 operate the processor in at least first and

6 second operating modes; and

7 disable a hardware loop operation upon exiting a

8 first operating mode.

1 12. The article of claim 11, wherein the first mode

2 is a user mode.

1 13. The article of claim 12, wherein the second mode

2 1s a supervisor mode.

1 14. The article of claim 11, further comprising

2 instructions that cause the machine to:
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F]11}A?2_ =101 +10%& () - S) 10%& ()-9' 10%& () - f#10%& ()-!D

f#lo%‘i)’\b& ()-!' @#10%LZEa(izb! €he" hatahabb<10b5168p€8at)on10h LR

10b9" 10%& () -! M3z&10%b& ()-& S -f#10%mm&' () -

\ - f#lOfA/ey@rg); mod&R#E#aBf [ <10I 1109& ()-!1 g&LO%XO& ()- yz

10%3& ()-":10%2% () -310%% (

S TSSO, O

. 10908 ()-"&10%0% ()- z 109%0& ()- 10%0&' () - D&WE&&' Y' " dBf[<10"5T&10°/©O&'()-
3z

10%0& 1) - 110%085( ) - The0%D8 ) e- dOYERE (- L410MDEFE R the' Lh5%bELALHh5910%&

()-310%& ()-!s10%& ()-s10%& ()- 100 100

100y9 A 0%08&5€) c¥636( Ehe) whaBb%Otolﬁm&lé).ﬁ’éO%& ﬁardﬁg%&iébpm%& ()-!

ZY%40%b& ()- yl0%& ()-w)))"*R***dEbCL0! " MLOY%&' (

10%3 W&ol ¢ )1 Wp&inf k- L2403 & bC10! / @O0%&
()2 00BR B0 r  Ron 1 3aihe Uy iy dgcio aones

@ﬂo' %Z& () 10b &géf gggé%g%?§fgl1%§g§19%%b§hg%ru Qgg&a&Aress in

10%& () -, , --K---

109Z&' ) 1 cyz&() L109@& ()-s109%& ()-3& 109&Z& ()-! 109&& ()---/.M...dE _
@Lo! 9 /é& EF V166885 @ e ()- 109Z& ()- 10%&Z& ()-z

1092Z& ()-..2/n////dEj _@0! 9d0%Z& ()-"109%%& ()- 109%&& ()-!109%&Z& ()-
109Z& § ) - S 109%Z& () LPRITOD<SUSBEY egmdwg‘t{ﬂ?mnns&aw&lw adyires@s’ ()-'g
109Z& ()-$ 109%Z& ()-/10%& ()-ull1111112xnbC10! *' 1 109%&Z& ()- 10Z 10Z
10Zs910%Z&h( - SBLOVBLTEPL5LOWE () - 3! 109&Z& () - 2p2234442X9nbC10

SH10%Z&' ()-L-!1 @ SH#10966& ()-L- S#HI0%"& ()-L-11G SH#109%&' ()-L-!I

S#10% [ & ()-L-!D S#109%&' ()-L-4576]676_6" 666{Y: 10 s! 10%& ()-!0s! 1094P& () -
10Z

1 16. The article of claim 15, wherein the instructions
2 that cause the machine to disable the hardware loop

3 operation comprise instructions that cause the machine to

4 set a least significant bit of the bottom instrgction

5 address in the second register to one.

1 17. The article of claim 15, wherein the top and
2 bottom instruction addresses comprise evenly aligned byte

3 addresses.

1 18. The article of claim 11, further comprising

2 instructions that cause the machine to:
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10Z 10zf " 910%& ()-!; S#H10%@m& ()-L-!1 SH#H10%e& ()-L-6#7"777 8D3dE{Y: 10
$109%& ()-109& ()-!109&% ()-& 109%& ()- z 10%&k ()-f109%& ()-D8}8888. 9g9dE{Y: 10
"Y10%&' ()wobDe®i2te) - 109& () -s10% ()-S 10%& () - 9F10%& () - gPePuKor/s08és Y: 10
y/ 109&' ()- " -109%& ()-F+10%& ()-,)y 109& ()-'9109%& ()-$!'109%& ()-::%(;);*; +
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;; <Z<<aBbCl1010%0& ()-!10%& ()-!
$10%0CK () - Y1098 ( prak¥le%@shayd84 08080 6P- spebaKiordihed 0A08O&NEG) - 10%OL ()
-F10960% () -910%0% () - 10%0& () - F109%& () - =>;
>y>>>*2dEbEA 0¥ 18 %08pe) =@ hdOMOS () - & | 10%D8! () - % L0%DR! () - " 9L0%DR! () -
110908 () - *?77?0???@aaB7C10
10089109 () - 510%0&' () -! 33&10%00&' () - 1910%& () -/
"10%08& () -s-10%% () - oD @B j HC10 100 ) "109%& ()-G "' 10%& ()-GY: 10%& () -
. "109%08 () - s10988- () &hfoer‘ie%/m ghppbetap¥eiofurther comprising
100910%0& () -! 1090&' () - & 10%0& () -y@10%& ()-!'Pz 109 ()-z
10908’ q ) - boseacttoasktoad ¢owss theloeshing) to:
A z&10%H& () - ! 10%0& () - YZ109%2&' () - 109%0& () - 100 100CDGDVDDDEaBI C10 100
"T1096% ()- "!10%&1lbpd an evenly aligned top instruction address in
, #10960&' ()-,1z109%0& ()-,, m 109%& () -! 3P, z&10% M M& () -  E=EEEEEEEEuj _@0
100 106085 (¥irs00rd@Ost8LeN10%0& () - ,f, #109%0& ()-F, f, #10%& ()-F! "!10%& () -
EFZFFGGGH A?) _ @O0 10 , #109%&' () -, #10%0& ()-!3 :'10% :
& ()-H <" 10%C0OCCs ( L1h, GO ()1 3 QYR -Sﬁﬁ?ﬁ%ﬁ% ]

5 03k ag@égé%ﬁXo llgn%g £§t£§%0e _n?E%H@EQd}gss

S&#109&' ()-m S&H10%& ()-m O () - m S&#
6 in a second register;
7 detect entry into the first operating mode; and

8 set a least significant bit of the bottom instruction

9 address in the second register to zero.

1 20. The method of claim 18, wherein the top and
2 Dbottom instruction addresses comprise evenly aligned byte

3 addresses.

1 21. A processor comprising:

2 a first register to store an address of a top

3 instruction in a hardware loop;

4 a second register to store an address of a bottom

5 instruction in the hardware loop:
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1 23. The processor of claim 22, wherein the processor

2 1is further operable in a supervisor mode.

1 24. The processor of claim 21, wherein the mode
2 detector is operative to enable the hardware loop
3 controller in response the processor entering the first

4 operating mode.

1 25. The processor of claim 21, wherein the address of

2 the bottom instruction is evenly aligned.

1 26. The processor of claim 25, wherein the top and
2 bottom instruction addresses comprise evenly aligned byte

3 addresses.
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2 controller is operative to set a least significant bit of

3 the address in the second register to one in response to

4 the processor exiting the first mode.

1 28. The processor of claim 25, wherein the mode
2 controller is operative to set a least significant bit of
3 the address in the second register to zero in response to

4 the processor entering the first mode.

1 29. A system comprising:
2 a static random address memory; and
3 a processor coupled to the static random access

4 memory, said processor comprising:

5 a first register to store an address of a top

6 instruction in a hardware loop;

7 a second register to store an address of a bottom
8 instruction in the hardware loop;

9 a hardware loop controller coupled to the first
10 and second registers, said controller operative to perform

11 the hardware loop operation; and
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1 31. The processor of claim 30, wherein the processor

2 1is further operable in a supervisor mode.

1 32. The processor of claim 29, wherein the mode
2 detector is operative to enable the hardware loop
3 controller in response the processor entering the first

4 operating mode.
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