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SYSTEMS AND METHODS FOR
ESTABLISHING CONNECTIONS BETWEEN DEVICES
COMMUNICATING OVER A NETWORK

CROSS-REFERENCES TO RELATED APPLICATIONS
[ooo1] This Application claims priority to U.S. Non-Provisional Application Serial
No. 12/426,103, filed April 17, 20009.

TECHNICAL FIELD
[0002]The present disclosure generally relates to systems and methods for
establishing connections between devices communicating over a network.  Such
systems and techniques may be useful, for example, in establishing connections
between devices that are logically separated from each other by one or more
firewalls. In various embodiments, the techniques and systems described below
may be used to establish streaming connections between media players and
placeshifting devices that provide media content across the network, although
equivalent concepts could be readily applied in any number of other applications

and settings.

BACKGROUND
[0003] The Internet and other digital communications networks continue to have
significant effects on every aspect of personal and professional life. Network
communications are becoming increasingly ubiquitous due to the reduced cost and
increased capability of portable computing devices, the increasing prevalence and
capability of mobile telephony and other wireless communications technologies,
and other factors. As a result, consumers are increasingly expecting access to data,
entertainment and other media without regard to the physical or geographic

proximity of such content.
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[0004] As an example, consumers have expressed significant interest in “place
shifting” devices that allow remote viewing of television or other media content at
locations other than the viewer’s primary television set. Place shifting devices
typically packetize media content that can be transmitted over a local or wide area
network to a portable computer, mobile phone, personal digital assistant, remote
television or other remote device capable of playing back the packetized media
stream for the viewer. Placeshifting therefore allows consumers to view their media
content from remote locations such as other rooms, hotels, offices, and/or any other
locations where portable media player devices can gain access to a wireless or other
communications network. Other media and other data-intensive applications are
similarly enjoying widespread consumer interest.

[ooo5] While modern computing and network technologies allow increased
mobility and improved access to desired content, a tradeoff often exists between
access and security. Although firewalls and other structures can effectively preserve
network security, these same structures can have the undesired effect of preventing
access to desired services. To use placeshifting as an example, it may be very
challenging to establish a connection between a placeshifting device and a media
player if a firewall or other security structure resides between the two entities that
wish to communicate. In addition to preventing undesired access to the secure
network, then, a firewall may prevent legitimate and desired access to placeshifting
or other services, particularly if the firewall is incorrectly or incompletely configured
by the user.

[o006] Challenges can frequently arise in effectively establishing connections
between clients and servers for placeshifting, media streaming and/or other
applications. It is therefore desirable to create systems and methods for reliably
and conveniently establishing connections between clients and servers across a
network.  These and other desirable features and characteristics will become
apparent from the subsequent detailed description and the appended claims, taken
in conjunction with the accompanying drawings and this background section.

BRIEF SUMMARY
[0007] According to various exemplary embodiments, systems and methods are
described for establishing connections between client and server devices that are

each communicating via a network. Certain methods and techniques described
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below may be used in some instances to establish media streaming connections
between media players and placeshifting devices when firewalls or other
impediments to direct network connections exist. Other embodiments may be
equivalently used in other settings, including any settings relating to media
streaming or the like.

[0008]In various embodiments, a method of establishing a media-streaming
connection between a media player and a placeshifting device that are each
communicating via a network is provided. A relay server receives a first request
associated with the media player and a second request associated with the
placeshifting device. In response to receiving the first and second requests, a first
connection is established between the relay server and the media player and a
second connection is established between the relay server and the placeshifting
device. Data received by the relay server on each of the first and second connections
is relayed to the other of the first and second connections to thereby establish the
media streaming connection between the media player and the placeshifting device
via the relay server.

[0009]In other embodiments, a method is provided for establishing a connection
via a relay server between a client device and a server device that are each
communicating via a network. A connectionless session is first attempted between
the client device and the server device across the network. If the connectionless
session is unsuccessful, the client and the server are directed to contact the relay
server via the network, wherein the server is directed by a message transmitted via a
pre-existing connection over the network. In response to the client and server
subsequently contacting the relay server, a first connection is established between
the relay server and the client and a second connection is established between the
relay server and the server. Data received by the relay server on each of the first and
second connections is then relayed to the other of the first and second connections
to thereby establish the connection between the client and the server via the relay
server.

[0010] In still other embodiments, a system is provided for establishing a media-
streaming connection between a media player and a placeshifting device that are
each communicating via a network. A relay manager module is configured to
receive a request to establish the media-streaming connection between the media

player and the placeshifting device. A relay instance module is configured to
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establish, in response to the request, a first connection with the media player and a
second connection with the placeshifting device, and to relay data received on each
of the first and second connections to the other of the first and second connections
to thereby establish the media streaming connection between the media player and
the placeshifting device.

[o011] Various embodiments, aspects and other features are described in more

detail below.

BRIEF DESCRIPTION OF THE DRAWING FIGURES
[0012] Exemplary embodiments will hereinafter be described in conjunction with
the following drawing figures, wherein like numerals denote like elements, and
[0013] FIG. 1 is a block diagram of an exemplary system for establishing and
supporting relay connections between a client node and a server node;
[0014] FIG. 2 is a message flow diagram showing an exemplary process for reliably
establishing connections between a client and a server; and
[o015] FIG. 3 is a flowchart of an exemplary process for establishing a relay

connection between a client node and a server node.

DETAILED DESCRIPTION

[0016] The following detailed description of the invention is merely exemplary in
nature and is not intended to limit the invention or the application and uses of the
invention. Furthermore, there is no intention to be bound by any theory presented
in the preceding background or the following detailed description.

[0017] According to various embodiments, a relay server can establish separate
connections with a client and a server to effectively bridge communications between
the two devices when a direct connection is not available. A relay server could
establish separate connections with a media player and with a placeshifting device,
for example, and could subsequently relay data between the two connections as
needed. Further, although the two connections established between the relay server
and either or both of the client and the server could be implemented using any
protocols or techniques, in some implementations the connections are reliable
connections (e.g., transmission control protocol (TCP) connections) that can be
originated from behind the firewall. By providing a relay server that is able to relay

information between two separate connections to the client and server, users are
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provided with a very dependable mechanism for easily establishing client-server
connections. Moreover, much of the information needed to configure such a
connection can be readily automated in many implementations, thereby
dramatically improving the likelihood of successful connections between clients and
servers while simultaneously reducing the complexity (and therefore the
frustration) associated with configuring such connections.

[0018] Although the following discussion often refers to placeshifting devices and
techniques for convenience of illustration, equivalent embodiments could apply the
same structures and methods described herein in any number of other settings.
Indeed, the techniques described herein could be readily used to establish
communications between any sorts of clients and/or servers over any sort of
network. Examples of such applications could include any sort of media streaming
applications, any sort of media sharing or storage applications, or any other
application in which a client is attempting to establish a connection with a server
that is logically isolated from the client via a firewall or other security mechanism.
[0019] Turning now to the drawing figures and with initial reference to FIG. 1, an
exemplary network system 100 for establishing a connection between a client 102
and a server 104 over a network 110 suitably includes a relay system 116 that relays
data between two connections separately established with client 102 and server 104.
System 100 therefore allows client 102 and server 104 to communicate using relay
system 116 even though a firewall 106 would otherwise prevent direct
communications between client 102 and server 104, as described more fully below.
[oo20]Client 102 is any device, component, module, hardware, software and/or
other network node capable of receiving streaming, file based and/or other data
provided by one or more servers 104 via network 110. Client 102 may be
implemented with any sort of hardware, software, firmware and/or the like,
including any sort of general or special purpose computing platform. In various
embodiments, client 102 is personal computer (e.g., a “laptop” or similarly portable
computer, although desktop-type computers could also be used), a mobile phone, a
personal digital assistant, a set-top box (STB), an audio/video receiver of any sort, a
video game player, a navigation device, a personal media player (such as the
ARCHOS products available from the Archos company of Igny, France) or the like.
In many embodiments, client 102 is a general purpose computing device that

includes a media player or other application in software or firmware that is capable
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of securely connecting to server 104, as described more fully below, and of receiving
and presenting content to the user of the device as appropriate. In other
embodiments, however, client 102 is a standalone or other separate hardware
device capable of receiving data via any portion of network 110 and of decoding the
received data to provide an appropriate output to the user (e.g., an output on a
television or other display). One example of a standalone media receiver product
that could be used in some embodiments is the SLINGCATCHER product available
from Sling Media of Foster City, California, although other products could be
equivalently used.

[0021] Server 104 is any component, hardware, software logic and/or the like that
is capable of transmitting packetized data over network 110. In some
embodiments, the packetized data is a packetized stream of media content in
MPEG, Quicktime, Windows Media, Real Media, or any other format, although any
sort of streaming, file based and/or other data could be equivalently applied in
other embodiments. Server 104 may be implemented with any sort of general or
special purpose hardware, software and/or firmware, including any sort of
conventional personal computer, workstation or other server system.

[0022] Several examples of servers 104 suitable for use in placeshifting
applications may be implemented using any of the various SLINGBOX products
available from Sling Media of Foster City, California, although other products or
servers 104 could be used in other embodiments. Many different types of
placeshifting devices are generally capable of receiving media content from an
external source, such as any sort of digital video recorder (DVR), set top box (STB),
cable or satellite programming source, DVD player, and/or the like. In other
embodiments, server 104 may be integrated with any sort of content-receiving or
other capabilities. Server 104 may be a hybrid STB or other receiver, for example,
that also provides transcoding and placeshifting features. Such a device may receive
satellite, cable, broadcast and/or other signals that encode television programming
or other content received from an antenna, modem, server and/or other source.
The receiver may further demodulate or otherwise decode the received signals to
extract programming that can be locally viewed and/or place shifted to a remote
client 102 as appropriate. Such devices may also include a content database stored
on a hard disk drive, memory, or other storage medium to support a personal or

digital video recorder (DVR) feature or other content library as appropriate. Hence,
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in some embodiments, a media source may be physically and/or logically contained
within a common component, housing or chassis with server 104. Examples of
conventional placeshifting functions, features, systems and structures are described
in United States Patent Publication No. 2006/0095471, although the features
~ described herein could be equivalently applied with any number of other techniques
and structures in addition to those described in that particular publication.

[0023] In still other embodiments, server 104 is a software program, applet or the
like executing on a conventional computing system (e.g., a personal computer). In
such embodiments, server 104 may encode, for example, some or all of a screen
display typically provided to a user of the computing system for placeshifting to a
remote location. One device capable of providing such functionality is the
SlingProjector product available from Sling Media of Foster City, California, which
executes on a conventional personal computer, although other products could be
used as well. And again, the types of clients 102 and servers 104 used in system 100
are not limited to placeshifting devices; any other clients 102 and servers 104 that
are capable of communicating on network 110 could be equivalently applied.
[0024] In other embodiments, server 104 simply provides streaming, file-based
and/or any other sort of information on network 110, including responses to
database queries or the like. As noted above, the present features are not limited to
placeshifting applications, and may be used with any conventional server 104 device
or application operating on network 110.

[o025] Network 110 is any digital or other communicétions network capable of
transmitting messages between senders (e.g., server 104) and receivers (e.g., client
102). In various embodiments, network 110 includes any number of public or
private data connections, links or networks supporting any number of
communications protocols. Network 110 may include the Internet, for example, or
any other network based upon TCP/IP or other conventional protocols. In various
embodiments, network 110 also incorporates a wireless and/or wired telephone
network, such as a cellular communications network for communicating with
mobile phones, personal digital assistants, and/or the like. Network 110 may also
incorporate any sort of wireless or wired local area networks, such as one or more
IEEE 802.3 and/or IEEE 802.11 networks.

[0026] As noted above, direct connections between client 102 and server 104 may

not always be available due to the presence of one or more firewalls 106. Firewall
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106 represents any sort of hardware, software and/or combination of hardware and
software that is used to restrict connections between a client 102 and a server 104.
Firewalls 106 may be implemented using dedicated hardware in some instances,
although in other cases firewall 106 may be implemented with an architecture of
server and/or client systems, router controls (e.g., access control lists (ACLs))
and/or the like. Often, a firewall is simply a feature implemented within a router,
such as a router used to provide an interface between a home or office LAN and a
cable, fiber optic, digital subscriber line (DSL) and/or other provider connection, as
desired.

[0027] When a firewall 106 or other feature prevents direct connections between
clients 102 and servers 104, then other techniques for establishing connections may
be attempted. A mediation server 112, for example, may be used to support
connections using user datagram protocol (UDP) or the like. Mediation server 112
therefore serves as a sort of “gatekeeper” machine that establishes indirect
connections between client 102 and server 104, and handles the synchronizing
details between client and server as well as communicating with the rest of system
100.

[0028] In many implementations, mediation server 112 is able to establish UDP or
other connectionless sessions with both client 102 and server 104. As a client 102
requests connection to a server 104 that is already in communication with the
mediation server, the two parties to the proposed session can often simply exchange
UDP (or other) parameters and continue communicating. This technique is often
referred to as “UDP hole punching”, and is often based upon conventional network
address translation (NAT) techniques. Such techniques are often unsuccessful,
however, particularly when the client 102 and server 104 are separated by a
relatively sophisticated firewall 106 (e.g., a firewall associated with many corporate
networks) that may recognize that the party originally involved in establishing the
UDP session (e.g., the mediation server 112) is no longer the party involved in
communications after the client 102 assumes the parameters previously used with
server 112. Moreover, UDP or similar sessions may involve some manual
configuration by the user, which can be inconvenient and often difficult, particularly
to relatively unsophisticated users. When neither direct connection nor UDP-type

proxy service is available to the user, it would be desirable to provide an additional
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connection feature that nevertheless allows the client 102 to communicate with
server 104.

[0029] Various embodiments therefore provide a relay system 116 that is capable
of establishing separate connections with the client 102 and the server 104 and
relaying information between the two connections to thereby create a bridged
connection between the client 102 and server 104. To that end, relay system 116
suitably includes one or more relay servers 120 that are capable of establishing and
processing the various connections between any number of clients 102 and servers
104. In various embodiments, each relay server 120 includes a relay manager
module 122 that invokes any number of relay instances 124 that process relay
sessions in response to received requests for connections, as described more fully
below. Relay manager module 122 may also interact with a database 126 and/or an
administrative interface 128 to control access to the relay function, to implement
business rules, and/or to take other actions as desired.

[0o030]In various embodiments, load balancing 118 may also be provided to
allocate relay servers 120 and/or other resources efficiently and effectively. Load
balancing 118 may be implemented using any combination of hardware and/or
software resources, and may be based upon network traffic, processor loads on
servers 120, geographic distribution of clients 102 and/or servers 104, and/or any
other factors as appropriate.

[0031] In various embodiments, each relay server 120 is implemented using
conventional computer server hardware and software. Each relay server 120 may be
implemented, for example, with a server computer system that is based upon any
processor, architecture and/or operating system. In various embodiments, each
relay server 120 is an actual or virtual computer system executing an operating
system such as any version of the LINUX, UNIX, SOLARIS, NETWARE,
WINDOWS, 0S/X, AIX or other operating systems, and/or the like. The various
UNIX/LINUX operating systems typically provide a computing core that is capable
of executing a relay manager module 122 as an application, as well as any number of
daemons, processes, applications or other relay instance modules 124 as desired. In
an exemplary embodiment, relay manager module 122 is implemented using the
JAVA environment available from Sun Microsystems of Sunnyvale, California, with
the relay instance modules 124 implemented with conventional C, C++ or other

programming. Other embodiments may implement the various components of
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system 116 using any other programming languages, scripting languages,
development or execution environments, and/or the like.

[0032] In an exemplary embodiment, when a request for a relay connection is
received from a mediation server 112, client 102 or other requesting party, the relay
manager module 122 allocates incoming port numbers on server 120 to the
connection and invokes a new relay instance 124 to process the connection. The
instance receives the assigned port numbers and waits until both the client 102 and
server 104 have contacted the relay server 120 to request connections. Requests
from client 102 and server 104 are received at system 116 and forwarded to the
appropriate ports by load balancing features 118 or the like. Although connections
may be established using TCP, UDP or any other protocols, in various embodiments
the connections are originated by client 102 and server 104 using TCP protocols to
aid in traversing any firewalls 106 that may be intervening. Because most firewalls
106 do not block TCP connections that originate from within the trusted network,
such connections can be very effective in establishing communications through the
relay server 120.

[0033] After establishing separate connections with client 102 and server 104,
relay instance 124 suitably relays data received on each connection to the other
connection to create a virtual channel between client 102 and server 104. This
virtual connection may be maintained or terminated at any time, based upon any
criteria. In various embodiments, relay instance 125 tracks the elapsed time since
the connection began and/or the amount of data processed thoughout the course of
the connection. This information may be shared with relay manager 122 to
terminate the connection after a pre-determined period of time or a pre-determined
amount of traffic has been processed. Time and bandwidth consumption may be
further stored in database 126 to allow further authentication, authorization and/or
the like.

[0034] Communications from the server 104 with relay system 116 may be initiated
in any manner. In various embodiments, server 104 maintains a relatively constant
connection with a messaging server 114 at a uniform resource locator (URL) or
other network address that can be readily contacted from behind firewall 106.
Messaging server 114 may simply be a TCP server, for example, that is automatically
accessed when server 104 starts up. In such cases, server 104 contacts the

messaging server 114 on startup (or on some other temporal basis), establishes a
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TCP or similar connection, and then awaits further action. This connection may be
kept alive using relatively low bandwidth “keep alive” features that are part of the
TCP protocol. By pre-establishing the connection from the server 104 to the
messaging server 114, a channel is maintained that can be used to send instructions
or requests to the server 104, even though the server is behind a firewall 106. This
is because many routers used in firewalls 106 will allow outgoing TCP connections
that are originated within the trusted space while disallowing incoming TCP (and
other) connections. After establishing a TCP or other connection from the server
104 to message server 114, that pre-existing connection can be used to transmit an
instruction to server 104 to establish a separate connection with the relay server 116.
This second connection can be established as another outgoing
TCP (or other protocol) communication that is not likely to be blocked by firewall
106. That is, message server 114 can transmit an instruction over the pre-existing
channel that directs server 104 to separately contact the relay server. This
instruction may optionally include information about the client 102 or other party
that is requesting the connection, although this information need not be present in
all embodiments. When instructed to do so, server 104 suitably establishes a TCP
or other connection with the relay server that can be used to transmit data to client
102, as described more fully below.

[0035] As noted above, the relay server 116 can establish connections with both the
client 102 and the server 104 so that data can be relayed from one connection to
another. While the relaying of data does place additional processing loads upon
server 116, this does create a very convenient and effective mechanism for
establishing connections between the client and server.

[0036] Turning now to FIG. 2, an exemplary process 200 for establishing a
connection between a client 102 and a server 104 over network 110 is shown. In this
example, client 102 initially attempts to establish a direct connection 202 with the
server 104, but this connection 202 is blocked by firewall 106.

[0037] Following an unsuccessful attempt to create a direct connection, client 102
attempts to create a mediated connection 205 using mediation server 112. In this
scenario, client 102 sends message 204 to mediation server 112 to request a UDP (or
other) session 210 With the mediation server 112. Server 104 similarly transmits a
request 206 to establish a UDP session 208 with the mediation server 112; this

request 206 from server 104 may be sent at any time, including at times prior to
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client 102 sending message 204. Server 104 may automatically contact mediation
server 112 with message 206 upon startup, for example, so that a UDP session 208
is already available when client 102 requests access to server 104. After both client
102 and server 104 are communicating with a common proxy (e.g., server 112), the
proxy may forward UDP (or other) information associated with client 102 to server
104, and vice versa, in hopes that the client 102 and server 104 can directly
communicate thereafter using the shared UDP information from the proxy server,
as indicated by sessions 212 and 213 in FIG. 2. As noted above, however, many
firewalls 106 will not allow such connections.

[0038] Again recalling that server 104 has previously established a TCP or other
reliable connection 214 with a message server 114, this pre-existing connection 214
can be used to establish a relay connection from server 104 to relay server 116.
When a proxy-type connection is unsuccessful, message server 114 suitably directs
server 104 (via message 218) to initiate a separate connection with relay system 116.
While FIG. 2 shows message 218 as being sent from message server 114 to server
104, this message 218 can be initiated in response to a request 216 received from
any number of sources. In various embodiments, mediation server 112 sends
request 216 to message server 114 to instruct the server 104 to contact relay server
116. In other embodiments, request 216 is transmitted by the client 102 to initiate
instruction message 218. In either event, the pre-existing connection 214
established from server 104 to message server 114 is used to direct the server 104 to
contact relay system 116 as appropriate. When directed to do so, server 104 sends
request 220 to the relay server 116. This request 220 is appropriately processed at
system 116 to create connection 226 using TCP, UDP, and/or any other appropriate
protocol.

[0039] Connections between relay system 116 and client 102 may be established in
any manner. In the exemplary embodiment shown in FIG. 2, either client 102 or
mediation server 112 initiates a request 222 that results in connection 224 between
relay server 116 and client 102. Request 222 may be initiated in response to an
instruction from mediation server 112 to client 102 when a proxy connection is
unsuccessful. Other embodiments, however, may initiate request 222 in any other
manner. Again, if client 102 initiates the connection using TCP, then the ensuing

connection 224 is very likely to pass through any intervening firewalls 106 without
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significant issue. Other embodiments, however, may use UDP or other protocols as
appropriate.

[0040] Once connections 224 and 226 are in place, then relaying of data between
client 102 and server 104 can proceed as described above over the relay connection
228. In a placeshifting application, for example, streaming media can be provided
over a connection 228 from a placeshifting server 104 to be played on a media
player client 102. In such embodiments, it may be desirable to limit the bit rate,
frame rate, resolution or other encoding parameters of the media stream during
relay transmission in order to reduce concerns about bandwidth and processing
capability on servers 120. This limit could be imposed by, for example, instructions
transmitted to server 104 from felay server 116 or another source, as desired.
Alternately, firmware or other instructions in server 104 may configure encoding,
streaming or other features as desired whenever a connection is made through relay
server 116. Again, other features and implementations could be contemplated in
addition to placeshifting.

[0041] Turning now to FIG. 3, an exemplary method 300 for establishing a
connection between a client 102 and a server 104 suitably includes the broad steps
of receiving requests 222, 220 from client 102 and server 104, respectively, at a
relay server 120 (function 310); establishing the two connections 224, 226 between
client 102 and server 104 (function 314); and relaying data between the two
connections 224, 226 at the relay server 120 (function 316) to establish the relay
connection 228. Other embodiments may provide additional features as well, such
as approving the relay connection (function 312), discontinuing the relay connection
after time or bandwidth limits are exceeded (function 318), and/or the like.

[0042] As noted above, relay connections do consume resources on server 120, SO
it may be desirable in many embodiments to encourage clients 102 to attempt direct
connections (functions 302 and 304) and/or mediated connections (functions 306
and 308) prior to attempting a relay connection. In the event that direct and/or
mediated connections are unsuccessful, then the relay connection may be
attempted. Any number of rules or procedures could be implemented to govern if
and when the relay feature is available to any particular user, client 102 and/or
server 104. In the exemplary embodiment shown in FIG. 3, relay connections using
server 120 are attempted after a direct connection (function 302) and a mediated
(e.g., UDP) connection (function 306) have both been unsuccessful (functions 304,
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308). Other embodiments may allow users to manually force a relay connection, or
to automatically initiate a relay condition when it is known (or when it can be
confidently assumed) that a direct or mediated connection will be unsuccessful.
Such features may be coded into a media player or other client application executing
at client 102, and/or may be enforced using business rules stored in database 126 or
the like.

[0043] As noted above, relay server 120 creates the relay connection 228 in
response to connection requests 220, 222 received from server 104 and client 102,
respectively. In an exemplary embodiment, a relay instance 124 monitors ports
identified by the relay manager module 122 for an appropriate period of time. If
requests 220 and 222 are received prior to the expiration of an appropriate timeout
period (e.g., on the order of several seconds or so), then processing continues. If no
request is received from either or both of the client 102 or server 104, then the
connection can be aborted.

[0044] Connections can be approved or rejected according to any suitable rules
(function 312). As noted above, any number of business rules could be
implemented to limit or restrict access to the relay server. Such rules may include
limiting the feature to particular users, particular servers, and/or particular clients.
In still other embodiments, users (or servers, or clients) could be restricted in the
number of relay services that are allowed. Such a restriction could be an aggregate
number (e.g., for the lifetime of the client or server), or could re-set after any
appropriate period of time (e.g., ten relay connections per month).

[0045] Users may be identified with a userid/password, digital signature,
biometric identification, or any other digital credential. Clients 102 and servers 104
may be similarly identified by any sort of digital credential, including any sort of
digital signature or other identifier (e.g., a serial number, MAC address, and/or the
like). Such information may be contained in requests 220 and/or 222, and may be
compared against information stored in database 126 or elsewhere as desired.
Approval can be processed by the relay manager module 122 in many embodiments,
although other embodiments may process approval using the relay instance 124, an
administrative feature 128, and/or any other feature as desired.

[0046] If approval is granted, then the connections 224 and 226 are established
from the relay server 120 (function 314) and relaying of data between the client 102

and server 104 can commence over the relay connection 228 (function 316). In
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various embodiments, data stored within database 126 and/or in the relay instance
124 can be used to discontinue connection 228 according to appropriate rules. In
some embodiments, it may be desirable to discontinue all connections (or just
connections associated with particular clients, servers or users) after a pre-
determined period of time (e.g., thirty minutes or so, although other embodiments
may use longer or shorter times) or after a pre-determined amount of data has been
processed (e.g., ten gigabytes/month, or any other value) (function 318). The
particular rules and parameters implemented will vary from embodiment to
embodiment; any number of rules could be implemented using the rules engine of
database 126 as desired.

Generally speaking, the various steps of method 300 may be carried out with any
sort of hardware, software and/or firmware logic within system 100. Method 300
may be carried out, for example, by a relay server 120 (FIG. 1) operating in
conjunction with any appropriate client 102 and/or server 104 as appropriate. FIG.
3 also shows functions 302, 304, 306, 308 relating to attempting direct and
mediated connections, as described above. In practice, these features may be
carried out by client 102 or server 104 rather than by relay server 120. In various
embodiments, the various steps of method 300 are carried out in response to
software or firmware instructions stored in a memory, or on a disk drive and/or
other storage associated with relay server 120 and/or client 102. Such instructions
may be executed by any processor and/or other processing features within server
120, client 102 and/or the like. The particular means used to implement each of the
various functions shown in FIG. 3, then, could be any sort of processing hardware
(such as server 120, client 102 and/or server 104 of FIG. 1) executing conventional
software logic in any format.

[0047] As described herein, then, new systems and techniques for establishing
connections between clients and servers over a digital network have been described.
Various techniques described herein allow clients and servers to separately establish
TCP or other connections with a relay server that effectively relays data between the
two connections to establish a virtual point-to-point link between the client and
server. By allowing each of the client and the server to initiate connections with a
common relay service, firewalls that would otherwise prevent direct connections
between the client and server can be traversed, thereby allowing data transfer or

other communications between the client and server without compromising the
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security of the network. This service could be used to support placeshifting or other
streaming media applications by allowing a placeshifting server device to stream
media data to the relay server, which in turn relays the received stream to the media
player client. Equivalent embodiments could provide similar features for transfer of
any stream, file-based, packet-based or other data in any format.

[0048] The term “exemplary” is used herein to represent one example, instance or
illustration that may have any number of alternates. Any implementation described
herein as exemplary is not necessarily to be construed as preferred or advantageous
over other implementations. While several exemplary embodiments have been
presented in the foregoing detailed description, it should be appreciated that a vast
number of alternate but equivalent variations exist, and the examples presented
herein are not intended to limit the scope, applicability, or configuration of the
invention in any way. To the contrary, various changes may be made in the function
and arrangement of elements described without departing from the scope of the

claims and their legal equivalents.
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What is claimed is:
1. A method of establishing a media streaming connection
between a media player and a placeshifting device that are !
each communicating via a network, the method comprising;
receiving, by a relay server, a first request associated with
the media player and a second request associated with
the placeshifting device; ‘

in response to receiving the first and second requests,
establishing a first connection between the relay server
and the media player and a second connection between
the relay server and the placeshifting device, wherein a
message server is configured to establish a pre-existing
connection with the placeshifting device across the net-
work using a connection-based protocol, and wherein a
message is sent to the placeshifting device across the
pre-existing connection to direct the placeshifting
device to establish the second connection with the relay
server; and

relaying data received by the relay server on each of the

first and second connections to the other of the first and
second connections to thereby establish the media
streaming connection between the media player and the
placeshifting device via the relay server.

2. The method of claim 1 wherein the first and second
connections are transmission control protocol (TCP) connec-
tions.

3. The method of claim 1 wherein the receiving occurs in
response to an unsuccessful user datagram protocol (UDP)
connection between the media player and the placeshifling
device.

4. The method of claim 1 wherein (he receiving occurs in
response to an unsuccessful attempt to establish a direct con-
nection between the media player and the placeshifting
device.

5. The method of claim 1 further comprising discontinuing
the media streaming connection after a pre-determined time
has elapsed.

6. The method of claim 1 further comprising discontinuing
the media streaming connection after a pre-determined
amount of data has been relayed.
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7. The method of claim 1 further comprising approving the
media streaming connection prior to establishing the first and
second connections based upon identification information

associated with at least one of the placeshifting device, the -

media player, and a user of the placeshifting device.

8. The method of claim 1 further comprising approving the .

media streaming connection prior to establishing the first and
second connections based upon identification information
contained in at least one of the first and second requests.

9. A method of establishing a connection via a relay server -
between a client and a server that are each communicating via

a network, the method comprising: ‘
ifa first attempt to establish a connectionless session across
the network between the client device and the server
is unsuccessful, directing the client and the server to con-
tact the relay server via the network, wherein the server
is directed by a message transmitted via a pre-cxisting
connection over the network;

in response to the client and the scrver subsequently con- -

tacting the relay server, establishing a first connection
between the relay server and the chient and a second
connection between the relay server and the server; and
relaying data received by the relay server on each of the
first and second connections to the other of the first and
second connections to thereby establish the connection
between the client and the server via the relay server.

10. The method of claim 9 wherein the connectionless
session is a user datagram protocol (UDP) session, and
wherein the first and second connections are {ransmission
control protocol (TCP) conunections.

11. A system for establishing a media streaming connec-
tion between a media player and a placeshifting device that
are each communicating via a network, the system compris-
ing:

a relay manager module configured to receive a request to
establish the media streaming connection between the
media player and the placeshifting device;

arelay instance module configured to establish, in response
to the request, a first connection with the media player
and a second connection with the placeshifting device,
and to relay data received on each of the first and second
connections to the other of the first and second connec-
tions to thereby establish the media streaming connec-
‘tion between the media player and the placeshifting
device; and
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a message server configured 1o establish a pre-existing
connection with the placeshifting device across the net-
work using a connection-based protocol and to send a
message to the placeshifting device across the pre-exist-
ing connection that directs the placeshifting device to
establish the second connection.

12. The system of claim 11 wherein the first and second
connections are transmission control protocol (TCP) connec-
tions.

13. The system of claim 11 further comprising a database
configured to store information, and wherein the relay man-
ager module is configured to allow or disallow the media
streaming connection based upon the information stored in
the database.

14. The system of claim 13 wherein the information stored
in the database comprises an elapsed time that the media
streaming connection has been established, and wherein the
relay manager module is further configured to disallow the
media streaming connection when the elapsed time exceeds a
pre-determined value.

15. The system of claim 13 wherein the information stored
in the database comprises a total time that the placeshifting
device has used the system, and wherein the relay manager
module is further configured to disallow the media streaming
connection when the total time exceeds a pre-determined
allowed value,

16. The system of claim 13 wherein the relay instance
module is configured to establish the first and second connec-
tions by directing the media player and the placeshifting
device to contact the relay instance module via the network,
and wherein the placeshifting device is directed by the mes-
sage transmitted via the pre-existing connection over the net-
work.

17. The system of claim 13 further comprising a mediation
server configured to attempt to connect the placeshifting
device and the media player via the network using a conuec-
tionless protocol, and, if the attempt to connect via the con-
nectionless protocol is unsuccessful, to initiate the request to
establish the media streaming connection between the media
player and the placeshifting device via a connection-based
protocol.
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