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TITLE:
Machine Type Communication using Mobile Originated Short Messaging

Service without Mobile Station International Subscriber Directory Number

CROSS-REFERENCE TO RELATED APPLICATION:
[0001] This application is related to and claims the benefit and priority of U.S.
Provisional Patent Application No. 62/359,508, filed July 7, 2016, the entirety

of which is hereby incorporated herein by reference.

BACKGROUND:

Field:

[0002] Various communication systems may benefit from being able to
communicate without requiring certain identifiers to be assigned. For
example, certain wireless communication systems may benefit from machine
type communication using mobile originated short messaging service without
amobile station international subscriber directory number.

Description of the Related Art:

[0003] Third generation partnership project (3GPP) has defined machine type
communication (MTC) with mobile terminating (MT) short messaging service
(SMS) (MT-SMS) since release 11 (Rel-11) without the use of a mobile
station telephone number, also known as mobile station international
subscriber directory number (MSISDN). This is defined in 3GPP technical
specification (TS) 23.682.

[0004] The general principle for MTC in Rel-11 is that the 3rd party service
application server can ping or send a small amount of data toward the device,
such as user equipment (UE), with an operator assigned external identifier (for
example, <device id>@Operator Domain_ID) via a standardized interface
(for example Tsp) toward operator network. Operator network then translates
this external identifier to UE’s international mobile subscriber identity (IMSI)
and uses MT-SMS to carry the application payload to the UE. If UE needs to
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respond back to the 3rd party application server then it is expected the UE can
establish an internet protocol (IP) connectivity access network (IP-CAN)
session directly toward the 3rd party service application server for
communication. Therefore, MT-SMS and IP-CAN session establishment was
deeming sufficient for MTC in Rel-11.

[0005] Mobile originated (MO) SMS without MSISDN was only possible for
an [P multimedia subsystem (IMS) UE, which required new IMS UE
capabilities, as described in 3GPP TS 23.204). Interworking with UE that
does not support MSISDN-less SMS was based on operator implementation.
Therefore, there is currently no 3GPP defined standard to allow a serving node
to accept and forward MO-SMS from a non IMS UE for which no MSISDN is
assigned. Conventionally, it is the serving node that knows the UE’s MSISDN
from subscription data received from the home subscriber server (HSS). Thus,
the UE’s serving node inserts the UE’s MSISDN into the MO-SMS so the
MSISDN can be used as a trusted Id by the receiver of the short message.

SUMMARY:

[0006] According to a first embodiment, a method can include preparing, at a
user equipment, a mobile originated short message service message. The
method can also include identifying, in the message, a particular external
identifier from a set of external identifiers assigned to an application.
[0007]In a wvariant, the application can include a machine type
communication application.

[0008]In a variant, the identifying can include setting an application port
identifier to a predetermined value.

[0009]In a variant, the identifying can include encoding the particular
external identifier as part of a payload of the message.

[0010] In a variant, the identifying can include encoding an internet protocol

address assigned to the user equipment as part of a payload of the message.
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[0011]In a variant, the identifying can include encoding a shared secret key
as part of a payload of the message.

[0012]In a variant, the method can further include transmitting the message
from the user equipment.

[0013] According to a second embodiment, a method can include receiving,
at a network element, a mobile originated short message service message.
The method can also include determining, from the message, a particular
external identifier from a set of external identifiers assigned to an
application.

[0014]In a wvariant, the application can include a machine type
communication application.

[0015]In a variant, the particular external identifier can be determinable
from an application port identifier set to a predetermined value.

[0016]In a variant, the particular external identifier can be determinable
from the particular external identifier being encoded as part of a payload of
the message.

[0017]In a variant, the particular external identifier can be determinable
from an internet protocol address assigned to the user equipment being
encoded as part of a payload of the message.

[0018]In a variant, the particular external identifier can be determinable
from a shared secret key encoded as part of a payload of the message.
[0019]In a variant, the method can further include mapping between the
external identifier and information in the message using a query.

[0020] In a variant, the query can include a home subscriber server query.
[0021]In a variant, the method can additionally include forwarding the
message based on the particular external identifier.

[0022] According to third and fourth embodiments, an apparatus can include
means for performing the method according to the first and second

embodiments respectively, in any of their variants.
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[0023] According to fifth and sixth embodiments, an apparatus can include at
least one processor and at least one memory and computer program code.
The at least one memory and the computer program code can be configured
to, with the at least one processor, cause the apparatus at least to perform the
method according to the first and second embodiments respectively, in any
of their variants.

[0024] According to seventh and eighth embodiments, a computer program
product may encode instructions for performing a process including the
method according to the first and second embodiments respectively, in any
of their variants.

[0025] According to ninth and tenth embodiments, a non-transitory computer
readable medium may encode instructions that, when executed in hardware,
perform a process including the method according to the first and second
embodiments respectively, in any of their variants.

[0026] According to tenth and eleventh embodiments, a system may include
at least one apparatus according to the third or fifth embodiments in
communication with at least one apparatus according to the fourth or sixth

embodiments, respectively in any of their variants.

BRIEF DESCRIPTION OF THE DRAWINGS:

[0027] For proper understanding of the invention, reference should be made to
the accompanying drawings, wherein:

[0028] Figure 1 illustrates an MTC architecture.

[0029] Figure 2 illustrates MO-SMS via SMS-SC, according to certain
embodiments.

[0030] Figure 3 illustrates MO-SMS directly to MTC-IWF, according to
certain embodiments.

[0031] Figure 4 illustrates a method according to certain embodiments.

[0032] Figure 5 illustrates a system according to certain embodiments.
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DETAILED DESCRIPTION:

[0033] In certain cases, the UE may need to send an acknowledgment toward
an application server. This acknowledgment may have a small payload. The
acknowledgment may be sent after the UE has received the MT-SMS.
Establishing an IP-CAN session for sending small payload may be an
overkill, as it may create too much network signaling for establishing and
tear-down of the IP-CAN session for such a small payload.

[0034] In Rel-13, 3GPP has defined MO-SMS from the UE to address such
an acknowledgement with small payload situation with a service capability
exposure function (SCEF). However, operator may not wish to upgrade their
MTC network architecture with such a Rel-13 feature as an SCEF.

[0035] An operator may have a very stable/large-scale SMS infrastructure
and may want the UE to use MO-SMS for sending acknowledgment towards
the application server. However, this may conventionally require a UE to
have MSISDN as per the SMS standard/protocol requirements defined in
3GPP TS 23.040.

[0036] Certain embodiments may allow a UE, for which no MSISDN is
assigned, to send MO-SMS. This MO-SMS can traverse within an
operator’s domain and be delivered toward a third party application server
via Tsp interface. Moreover, the payload coming via Tsp can be trusted by
the third party application server. In certain embodiments, the UE’s IMSI
may or may not be exposed toward an application server. Certain
embodiments, however, may provide a way to map IMSI back to an external
ID.

[0037] Thus, for example, certain embodiments provide the ability to send
MO-SMS  without MSISDN. Certain embodiments provide alternative
identifiers that can be used. Additionally, certain embodiments provide

ways to transmit and/or map the MO-SMS without MSISDN, end to end.
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[0038] Figure 1 illustrates an MTC architecture. More particularly, Figure 1
shows the MTC architecture as defined in 3GPP TS 23.682. There are two
specially labelled lines: “Path for MT-SMS” and “Path for MO-SMS.” The
path for MT-SMS shows the signaling path that is involved with an MT-
SMS/T4 trigger according to 3GPP TS 23.682. The path for MO-SMS is
shown for one of the two approaches discussed below. This path can be
similar to the path for an MT-SMS/T4. The MO-SMS signaling path for the
other of the two approaches discussed below can bypass the SMS-SC.

[0039] Thus, Figure 1 shows MT-SMS and MO-SMS signaling paths for
illustration purposes, with MO-SMS via SMSoverSGs. MO-SMS can also
go directly from MME to SMS-SC via SGd, which is not a path shown in
Figure 1.

[0040] For MT-SMS, MTC-IWF can perform an HSS query before passing
the message on to the SMS-SC. Similarly for a first approach of MO-SMS,
the SMS-SC can perform an HSS query before passing the message on to the
MTC-IWF. Moreover, in both of the below-described approaches of MO-
SMS, the MTC-IWF can perform an HSS query before passing the message
on to the SCS.

[0041] Figure 2 illustrates MO-SMS via SMS-SC, according to certain
embodiments. This can be referred to, for convenience, as a first approach.
In this first approach, the following are some example procedures that can be
carried out, as illustrated in Figure 2.

[0042] As described in 3GPP TS 23.012, section 3.6.1.5, HSS does not
contain MSISDN for this UE. The serving node, MSC/ visitor location
register (VLR) in this case, can then use a dummy MSISDN-value, as
configured in the serving node for this UE. Accordingly, the serving node,
for example MSC/VLR, can be configured to support MSISDN-less
operation. Alternatively, the UE can be assigned with a dummy MSISDN in

the subscription record, for example, the HSS/ home location register (HLR).
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All MTC UEs can be assigned with the same dummy MSISDN. This dummy
MSISDN can provide backward compatibility in the SMS-MO protocol at
the MSC.

[0043] The application server can have a real MSISDN assigned, for
example in E.164 format. The UE can send MO-SMS toward that number.
[0044] If the MTC UE application has been assigned with multiple “external
IDs” then the following alternative options can be used by the UE to convey
which “external ID” 1s the sending entity identity.

[0045] According to a first option, a UE can set an application port ID in the
SMS protocol to a certain standardized value. The range can be up to 255 for
8 bit addressing and can be up to 65535 for 16 bit addressing.

[0046] The MTC interworking function (MTC-IWF) can then query the HSS
with the IMSI and the received application port address value to obtain the
corresponding external ID. This may involve the HSS and UE having the
same mapping table. For example, the HSS and UE may have the same
mapping between IMSI + application port ID and external ID.

[0047] According to a second option the UE can encode the external ID as
part of the SMS payload. In this case, it may be up to the application server
to determine the sending entity identity by looking into the payload. This
option may prevent the network from asserting the UE’s identity as in the
first option. Thus, this option may involve the network exposing IMSI to an
application server in order to make this approach viable.

[0048] According to a third option, without IMSI being exposed to
application server, the network can indicate to the application server the IP
address that has been assigned to the UE. This may involve the UE encoding
the UE’s own IP address in the SMS payload as well. The application server
then can check both IP addresses to determine if the sender carries the
assigned IP address to allow some degree of integrity check. However, this

option may not work when the UE that does not have an IP address.
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[0049] According to a fourth option, an application server and the UE can
use a shared secret key in the SMS payload to assert the UE sending identity.
This can be based on an application level requirement.

[0050] The first option is shown by way of an illustration in Figure 2. The
other options may be similarly implemented.

[0051] As shown in Figure 2, at 1, the UE can perform a combined attach
procedure in order to send MO SMS via SMS over interface SGs as defined
in 3GPP TS 23.272. A dummy MSISDN can be assigned to this UE from a
home public land mobile network (HPLMN). This dummy MSISDN can be
stored by the VLR.

[0052]If MSC/VLR and HSS support MSISDNIless operation as defined in
3GPP TS 23.012, section 3.6.1.5, then in such a case the MSC/VLR can
assign a dummy MSISDN for this UE.

[0053] At 2, the UE can send MO SMS. This message can include the
SMS-SC address as a service center address in the SMS submit message.
The receiver address can be set to the MSISDN of the MTC Application
Server. The UE can indicate the external ID the UE wants to use by setting a
corresponding Application port ID value in the Addressing information
element of the TP-user data field. For more discussion of the fields of the
message see, for example, 3GPP TS 23.040.

[0054] At 3, the MSC/VLR can place the dummy MSISDN and the IMSI of
the UE as part of a procedure in MAP MO forward SM operation. For more
discussion of such a procedure, see 3GPP TS 29.002, for example. The
RP-DA can contain the address of the SMS-SC as provided by the UE.
[0055] At 4a, the gateway mobile switching center (GMSC) of the SMS-SC
can query the HSS/HLR using MSISDN from the TP-DA field, for example
MTC App server. A T4 indication can be included. The T4 indicator can
ensure that HSS/HLR does not forward the MAP to IP-SM-GW. This can
rely on the procedure described in 3GPP TS 29.002. At 4b, the HSS/HLR
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can return MTC-IWF/SCEF as the serving node. This can be based on
HSS/HLR configuration.

[0056] Conventional MAP protocol may require HSS/HLR to return IMSI of
the MSISDN. However, this IMSI may not be useful as this IMSI may point
to the MTC App Server’s MSISDN. Therefore, HSS/HLR may assign a
dummy IMSI in this MAP protocol.

[0057] At 5, the SMS-SC can forward the MT-SMS toward the MTC-
IWF/SCEF. MTC-IWF/SCEF address can be received at 4b, as described
above. Instead of putting IMSI of MTC Server’s MSISDN in the RP-DA
field, SMS-SC can put the UE’s IMSI in the RP-DA field. As an alternative,
SMS-SC may put the UE’s IMSI in a new information element field to
transfer this data.

[0058] SMS-SC can be aware of this special procedure based on any of the
following. The IMSI or dummy IMSI returned at 4b can be set to a specific
value as an indicator. Alternatively, the dummy MSISDN can be set to a
specific value as an indicator. As another alternative, the MSISDN of the
MTC server can serve as an indicator. As a further alternative, a new
information element (IE) can be provided at 4b by HLR/HSS as an indicator.
[0059] At 6, the MTC-IWF/SCEF can use the IMSI of the UE and
application port ID to query the HSS/HLR for external ID of the UE. If IMSI
can be exposed and external ID is not used, this step can be skipped.

[0060] At 7, the MTC-IWF/SCEF can forward the SMS payload to the MTC
application server along with the external ID queried from HSS/HLR, or the
IMST if IMSI can be exposed.

[0061] Figure 3 illustrates MO-SMS directly to MTC-IWF, according to
certain embodiments. This can be referred to, for convenience, as a second
approach. In this second approach, the following are some example
procedures that can be carried out, as illustrated in Figure 3.

[0062] This second approach can be viewed as an optimization the above
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solution by allowing the MO-SMS to bypass SMS-SC. This can be done by
configuring the MTC-IWF address as a SMS service center address in the
UE.

[0063] Many of the features in Figure 3 are the same as corresponding
features in Figure 2. For example, the features at 1 are the same as at 1 in
Figure 2. Moreover, the features at 4 and 5 in Figure 3 can be the same as
steps 6 and 7 of Figure 2.

[0064] The features at 2 are the same as the features at 2 in Figure 2, except
that the MTC-IWF address, in MSISDN form, can be used as a service
center address in the SMS submit message. The features at 3, can be the
same as the features at 3 in Figure 2, except that the RP-DA can contain the
address of the MTC-IWF. This address can cause the transport network to
route the message directly to MTC-IWF.

[0065] The first and second approaches can have various similarities and
differences. For example, both approaches can use the application port ID as
an additional discriminator to map the IMSI to external ID. As mentioned
above, there can be several alternatives to application port ID.

[0066] The main difference between the two approaches is in the signaling
path used for transmission of SMS message. In the first approach SMS is
sent via SMSC and IWF, while in the second approach SMSC is bypassed.
[0067]In more detail, in the first approach the MTC-IWF may need to be
configured to receive MAP-MT-FSM. By contrast, in the second approach
the MTC-IWF may need to be configured to receive or MAP-MO-FSM.
[0068] In the first approach the MTC-IWF can be reached using the serving
node address returned by HSS. This can be changed in HSS. By contrast, in
the second approach the MTC-IWF can be reached using MTC-IWF address
being configured to the UE as a service center address. This can be changed
by the UE, for example using User Interface MMI.

[0069]In the first approach, store and forward, and charging can be done
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with the SMS-SC, if needed. In the second approach, the SMS-SC does not

have a role in MO-SMS and consequently store and forward, and charging
may not be able to be done with the SMS-SC as it has no role in MO-SMS
[0070] In the first approach, the MT and MO paths can be symmetrical. The
MO path can have one HSS query while the MT path can have two HSS
queries. By contrast, in the second approach, the MT and MO paths may not
be symmetrical. However, this asymmetry may save network signaling to the
HSS. For example, in the second approach the MT path can proceed from
the AS to the SCS to the MTC-IWF (HSS query) to the SMS-SC to the MSC
to the MME to the UE. The MO path can go from the UE to the MME to the
MSC to the MTC-IWF (HSS query) to the SCS — AS.

[0071] The functional impact of the first approach may be bigger than the
functional impact of the second approach. For example, certain
embodiments may extend MO-FSM with Application Port ID and certain
embodiments may utilize an HSS query of external Id with IMSI and
Application Port ID.

[0072] Figure 4 illustrates a method according to certain embodiments. As
shown in Figure 4, a method can include, at 410, preparing, at a user
equipment, a mobile originated short message service message. The method
can also include, at 420, identifying, in the message, a particular external
identifier from a set of external identifiers assigned to an application. The
application can be a machine type communication application.

[0073] The identifying can include setting an application port identifier to a
predetermined value. This or any of the following options may help a
receiving network element to identify the external ID corresponding to the
sending entity, as mentioned above.

[0074] The identifying can include encoding the particular external identifier
as part of a payload of the message. Alternatively, or in addition, the

identifying can include encoding an internet protocol address assigned to the
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user equipment as part of a payload of the message. Alternatively, or in
addition, the identifying can include encoding a shared secret key as part of a
payload of the message.

[0075] The method can further include, at 430, transmitting the message
from the user equipment. This message may be subsequently received,
processed, and forwarded in a network.

[0076] The above steps can be performed by a user equipment. The
following steps may be performed by a network element, such as an MTC-
IWF.

[0077] The method can include, at 440, receiving, at a network element, a
mobile originated short message service message. This may be the same
message sent at 430 or a message based on that message, as variously
illustrated in Figures 2 and 3.

[0078] The method can further include, at 450, determining, from the
message, a particular external identifier from a set of external identifiers
assigned to an application. As above, the application can be a machine type
communication application.

[0079] The particular external identifier can be determinable from an
application port identifier set to a predetermined value. Alternatively, or in
addition, the particular external identifier can be determinable from the
particular external identifier being encoded as part of a payload of the
message. Alternatively, or in addition, the particular external identifier can
be determinable from an internet protocol address assigned to the user
equipment being encoded as part of a payload of the message. Alternatively,
or in addition, the particular external identifier can be determinable from a
shared secret key encoded as part of a payload of the message.

[0080] The method can also include, at 455, mapping between the external
identifier and information in the message using a query. The query can be a

home subscriber server query.
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[0081] The method can further include, at 460, forwarding the message
based on the particular external identifier.

[0082] Figure 5 illustrates a system according to certain embodiments of the
invention. It should be understood that each block of the flowchart of Figure
1 may be implemented by various means or their combinations, such as
hardware, software, firmware, one or more processors and/or circuitry. In
one embodiment, a system may include several devices, such as, for
example, network element 510 and user equipment (UE) or user device 520.
The system may include more than one UE 520 and more than one network
element 510, although only one of each is shown for the purposes of
illustration. A network element can be MTC-IWF or any of the other
network elements shown or described in reference to any of Figures 1, 2, or
3.

[0083] Each of these devices may include at least one processor or control
unit or module, respectively indicated as 514 and 524. At least one memory
may be provided in each device, and indicated as 515 and 525, respectively.
The memory may include computer program instructions or computer code
contained therein, for example for carrying out the embodiments described
above. One or more transceiver 516 and 526 may be provided, and each
device may also include an antenna, respectively illustrated as 517 and 527.
Although only one antenna each is shown, many antennas and multiple
antenna elements may be provided to each of the devices. Other
configurations of these devices, for example, may be provided. For
example, network element 510 and UE 520 may be additionally or solely
configured for wired communication, and in such a case antennas 517 and
527 may illustrate any form of communication hardware, without being
limited to merely an antenna.

[0084] Transceivers 516 and 526 may each, independently, be a transmitter, a
receiver, or both a transmitter and a receiver, or a unit or device that may be

configured both for transmission and reception. The transmitter and/or
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receiver (as far as radio parts are concerned) may also be implemented as a
remote radio head which is not located in the device itself, but in a mast, for
example. It should also be appreciated that according to the “liquid” or
flexible radio concept, the operations and functionalities may be performed
in different entities, such as nodes, hosts or servers, in a flexible manner. In
other words, division of labor may vary case by case. One possible use is to
make a network element to deliver local content. One or more functionalities
may also be implemented as a virtual application that is provided as software
that can run on a server.

[0085] A user device or user equipment 520 may be a mobile station (MS)
such as a mobile phone or smart phone or multimedia device, a computer,
such as a tablet, provided with wireless communication capabilities, personal
data or digital assistant (PDA) provided with wireless communication
capabilities, portable media player, vehicle, digital camera, pocket video
camera, navigation unit provided with wireless communication capabilities
or any combinations thereof. The user device or user equipment 520 may be
a sensor or smart meter, or other device that may usually be configured for a
single location. The user equipment 520 may be a machine primarily
configured to send MTC messages.

[0086] In an exemplifying embodiment, an apparatus, such as a node or user
device, may include means for carrying out embodiments described above in
relation to Figure 4.

[0087] Processors 514 and 524 may be embodied by any computational or
data processing device, such as a central processing unit (CPU), digital
signal processor (DSP), application specific integrated circuit (ASIC),
programmable logic devices (PLDs), field programmable gate arrays
(FPGAs), digitally enhanced circuits, or comparable device or a combination
thereof. The processors may be implemented as a single controller, or a
plurality of controllers or processors. Additionally, the processors may be

implemented as a pool of processors in a local configuration, in a cloud
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configuration, or in a combination thereof.

[0088] For firmware or software, the implementation may include modules
or units of at least one chip set (e.g., procedures, functions, and so on).
Memories 515 and 525 may independently be any suitable storage device,
such as a non-transitory computer-readable medium. A hard disk drive
(HDD), random access memory (RAM), flash memory, or other suitable
memory may be used. The memories may be combined on a single
integrated circuit as the processor, or may be separate therefrom.
Furthermore, the computer program instructions may be stored in the
memory and which may be processed by the processors can be any suitable
form of computer program code, for example, a compiled or interpreted
computer program written in any suitable programming language. The
memory or data storage entity is typically internal but may also be external or
a combination thereof, such as in the case when additional memory capacity
is obtained from a service provider. The memory may be fixed or removable.
[0089] The memory and the computer program instructions may be
configured, with the processor for the particular device, to cause a hardware
apparatus such as network element 510 and/or UE 520, to perform any of the
processes described above (see, for example, Figures 2-4). Therefore, in
certain embodiments, a non-transitory computer-readable medium may be
encoded with computer instructions or one or more computer program (such
as added or updated software routine, applet or macro) that, when executed
in hardware, may perform a process such as one of the processes described
herein. Computer programs may be coded by a programming language,
which may be a high-level programming language, such as objective-C, C,
C++, C#, Java, etc., or a low-level programming language, such as a
machine language, or assembler. Alternatively, certain embodiments of the
invention may be performed entirely in hardware.

[0090] Furthermore, although Figure 5 illustrates a system including a

network element 510 and a UE 520, embodiments of the invention may be
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applicable to other configurations, and configurations involving additional
elements, as illustrated and discussed herein. For example, multiple user
equipment devices and multiple network elements may be present, or other
nodes providing similar functionality.

[0091] One having ordinary skill in the art will readily understand that the
invention as discussed above may be practiced with steps in a different
order, and/or with hardware elements in configurations which are different
than those which are disclosed. Therefore, although the invention has been
described based upon these preferred embodiments, it would be apparent to
those of skill in the art that certain modifications, variations, and alternative
constructions would be apparent, while remaining within the spirit and scope

of the invention.



