SYSTEMS AND METHODS FOR REDUNDANT NETWORKS DESCRI PTI ON OF THE | NVENTI ON
Field of the Invention [01] Principles consistent with enbodi nents of the
present iwoenddoamogenerally relate to fault-tol erant dataTasensoBsasi on
networ ks, and nore specifically, to redundant data comruni cati on networks
whi ch may be suited for industrial applications. Background of the

I nvention [01] Data comruni cati on networks are playing an increasingly

| arger role in industrial, comrercial, and donmestic applications. As

dhare. i nf or mat i 9 S TERS X LTS PRIR REAGREINEREPBRRRE T or  ahia”
communi cation. [02] In an industrial setting, industrial equipnment is
typically networked using wired connections for nonitoring, comunications,

and control functionality. Conventional industrial equipment configurations
may include a group of industrial controllers and a host nachine, each

communi cating over a W r I& ) QQM may act as a

Human- Machi ne I nterface ' I ol and Data Acquisition
(SCADA) system Typical operation includes each controller providing
control_ fqr chine and/or process it is associated with, and the SCADA
systenﬁﬁ—laﬁm ng, event handling and | ogging, human interface
functions, and supervisory.control. Wil e for ne appl.i.cations it y be
desi rabl e t d0HabBNAAISH méls‘iewwwn@sm StRICEFBY PHUQN) genElY,

ot her over the data communi cations network, common configurations may

utili zeelatestonfaudirtolgsaniodata deynmunication networks, and more specifically, to

redundant data communication networks which may be suited for industrial

applications.

Background of the Invention

[01] Data communication networks are playing an increasingly larger role in
industrial, commercial, and domestic applications. As greater reliance is placed
upon automation technology and the ability to share information, there is a desire to
have reliable networks for data communication.

[02] In an industrial setting, industrial equipment is typically networked using
wired connections for monitoring, communications, and control functionality.
Conventional industrial equipment configurations may include a group of industrial
controllers and a host machine, each communicating over a wired network. The host
machiné may act as a Human-Machine Interface (HMI) or a Supervisory Control and
Data Acquisition (SCADA) system. Typical operation includes each controller
providing control for a machine and/or process it is associated with, and the SCADA
system providing alarming, event handling and logging, human interface functions,

and supervisory control. While for some applications it may be desirable to have



restricting communi cati ons between the host nachine and the controllers.
[03] The wire used in the wired data conmuni cati ons network has physi cal
char act erwetzn@g4wiech may depend upon the type of netwoPkirng2@8033cke

physi cal di nmensi ons of the network. A very popul ar type of w red networking
I's knowmn as Ethernet, which typically utilizes Transm ssion Contr ol

Prot ocol over Internet Protocol (TCP/IP) for data comrunications.

Est abli shing an Ethernet network can becone expensi ve since it usually

requir s in_cC per unit
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routers _and sw ches fo nage data traffic. Alternatives to W
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of these alterative fornms utilize radio waves for data conmunication. Sone
wi del y restaeiingeommpirigatians: hefweestheihoet eeshing: awd ieneontrlelisle vari ants of
an |EEE 801 . 1 1 standard (collectively known as WFi). O her alternative

forns of daf@3n€heavike ngediin theaeirethdata cdrmmuinications dietworlkbluds physiedlwor k f or
data communi cations, thus reducing the costs for running cable. One popul ar

| pl emeRbRIdtENstRS WISIER mdy A6pAR] UHK tHOHpBLAINdtREHME ana thé HQ%QI known as
HonmePl ug. By using one or nore alternatlves to wire netvvor I hg, the data

Com“Hﬁﬂgﬂglﬁﬁﬁ§ %‘FEH@ ter?K eve;y;@'pu e{refgpé‘BFw‘i 'rF‘eWBF@%adE Rt 8" educed.

[04] Re y I's typically or concern r an a communi cati ons

net wor £ fau Lt he tvvork in Str u suc | e break
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Such failures maybe difficult and _tinme consunming to resolve, and further
resul t (1GP4Pgferdataronypunicatiens oEstablighing amaﬁlﬁmewe’ty@m Ay became
traditional solution for reducing the risk of network

expensive since it usually requires installing cable, which typically increases in cost

per unit length for longer cable runs, and other networking components such as
routers and switches tb manage data traffic. Alternatives to wired networking have
recently been developed to reduce installation costs. Some of these alterative forms
utilize radio waves for data communication. Some widely accepted implementations
of wireless networking include variants of an IEEE 801.11 standard (collectively
known as WiFi). Other alternative forms of data networking utilize an existing power
distribution network for data communications, thus reducing the costs for running
cable. One popular implementation of Power Line Networking (PLN) includes a
standard known as HomePlug. By using one or more alternatives to wired
networking, the data communications network may be simplified and implementation
costs reduced.

[04] Reliability is typically a major concern for any data communications
network. A single fault in the network infrastructure such as a cable break or a faulty

connection can disable the entire data communications network. Such failures may



failure is to provide a fault-tolerant wired network by installing
redundant cabl es, network interfaces, and other network conponents. Wile

t hi s apprwechocdae®2provi de a degree of fault tol erance, PCtr/usagoshoasequi t e
undesi rabl e because of the significantly increased cost and conplexity of

t he data communi cations network. SUMVMARY OF THE I NVENTION [01] In the
follow ng description, certain aspects and enbodi nents wi ||l becone evident.
It should be understood that the invention, inits broadest sense, could be

practi Qut. .havin r of these. a
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i nstances, to redundant networking which may use cost-effective

al t er n&ailureds toprayieafadiiolersnt wedatetwodﬁéu imstalting nedindent keblesomre
aspects are alternatively (or also) directed to redundant networks for use
i n i ndustwork infpfzdespand other| iEvotkicamporemte c VW hiks theisiappresthadeker oadl y
descri bed herein, a systemfor providing redundant w rel ess networking may

be pregeoNigda @é{j’f’@é'o‘f'fé‘lﬁltﬁﬂeﬂa‘ﬁéétltmmfq@ité‘%ﬁdé@?@cﬁé bRRa0ESs of Wer e each of
the wirel ess access poi nts may be directly associated with a wired network

and CO%I%r@ﬁHa‘?ﬁlg n‘?cr%%g V‘éﬁ@k@ﬁ?l&&ﬁ/w&ﬁe aﬁfae icat ons%e?\yv A€ common
ar ea. Rer conprise 2ast one TTanscerver 'Pestrict ed
to be | ocat ed W|th| n the at | east one common area, where theat |east one
transcei ver may be config ale Y} W rel ess access point
fromthe at |east two w r&@%ﬁ%ﬁég@ﬁmyg bf\tnjabllsh alink to the
wired

[01] In the following description, certain aspects and embodiments will
become evident. It should be understood that the invention, in its broadest sense,
could be practiced without having one or more features of these aspects and
embodiments. It should be understood that these aspects and embodiments are
merely exemplary.

[02] Some aspects of the present invention are directed generally to
fault-tolerant data communication networks, and, in some instances, to redundant
networking which may use cost-effective alternatives to conventional wired data
communication networks. Some aspects are alternatively (or also) directed to
redundant networks for use in industrial applications.

[03] In one aspect, as embodied and broadly described herein, a system for
providing redundant wireless networking may be presented, comprising at least two
wireless access points, where each of the wireless access points may be directly
associated with a wired network and configured to provide wireless network access
over at least one common area. The system may further comprise at least one

transceiver restricted to be located within the at least one common area, where the



network. [04] In another aspect, a systemfor providing redundant wrel ess
net wor ki ng may be provided, conprising a plurality of server transceivers,
each di r ew0I2g060aupPked to a wired network and providi ng Poudasedesicsaccess
to the wired network using a unique w reless channel; and at |east one
client transceiver having substantially continuous access to at |east two
of the unique wireless channels, the client transceiver being configured to
sel ect one wireless channel fromthe at |east two unique wi rel ess channel s.
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two wirel cess 0|nts ch directly, associ ated vmt a W red network
and coRP! q)atd 9‘% W@@ﬁé%cﬁ%ﬁ peints ixesiablish ahink tathe Wirest r i al
facility; and i ndustrial equipnent |ocated within the industrial facility,
wher e f‘ﬁ@"@rhdustrl al equi pnent may be configured to select an individual
W rel ess access point fromthe at |least two wrel ess access points to

est abl i sh a[04]rlk darothéreaspectda sestent for pr@Gdingmredenhdamorinelesaspedrking syst em
for providing data conmunications over a power distribution network is

provi dafhy i5& pRIVided) GompHiig am@n@tcﬁ%ewérhraﬂscb%?é Ofth APNEK ddubfed t he

host bei ng confi gured to mange a sélf-configuring data communi cati ons
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client Vi bei ng confi icate with the hgst rthe at
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comuni cations fromeach one of the plurality of client devices are rel ayed
t hr ougRORYNYQUSACCERS o ah leash bwe b thsy unlque wireéless channels, the client

transceiver being configured to select one wireless channel from the at least two
unique wireless channels.

[05] In one more aspect, a system for providing redundant wireless
networking for an industrial facility may be provided, comprising at least two wireless
access points, each directly associated with a wired network and configured to
provide wireless network access within an industrial facility; and industrial equipment
located within the industrial facility, where the industrial equipment may be
configured to select an individual wireless access point from the at least two wireless
access points to establish a link to the wired network.

[06] In yet another aspect, a system for providing data communications over a
power distribution network is provided, comprising a host associated with at least one
power line, the host being configured to mange a self-configuring data
communications network over the at least one power line; and a plurality of client
devices associated with the at least one power line, each of the plurality of client

devices being configured to communicate with the host over the at least one power



the plurality of client devices. [07] In a further aspect, a systemfor
provi ding a data conmuni cations for industrial applications over a power

di st ri butworrossatswoek i s provi ded, conprising a host devipce/useovsiogissed to
manage a self-configuring network; a plurality of client devices,

communi cably linked to the host device over at |east one power |ine,
wherein each of the plurality of client devices comuni cates with the host
devi ce using ad-hoc comuni cation; and industrial equipnment associated with

t | Lt Lj dgvi . [08] .In,. furth
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at | east one internedi ate device over the power |ine network; and relaying
t he dathe Pluestity pEcligntidexioesone i nternmedi ate device to a destination device

over the power line network. The nethod may further conprise receiving a

routing reqiEqtiny furthdrespecthaesydtarnder pividingg dita lcegahunioatipes forback to a
host on the at | east one device; rebroadcasting another routing request

from t ireiugtridl epplicatimsdRer @GowEcabiblboh %tW@tﬂkriQ%%\ﬁéé&dcdrﬁgﬁéiHQ o equest

by at | east one other device; and storing at | east one path back™to the

possi by afafte paRtud o Maloa s KL BonhBuiighotlly: 4 DB RY IR, T he
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applications, conprising a host configured to mange data comruni cati ons
over aWPBIRIR egrhiafitng plusality of wbient demicassemmupicaies witbshe hvorst gavied t o
using ad-hoc communication; and industrial equipment associated with at least one
of the plurality of client devices.
[08] In an even further aspect, a method for providing data communications
over power lines is provided, comprising initializing data communications over a
power line network through self-configuration; providing data from a source device to
at I‘east one intermediate device over the power line network; and relaying the data
from the at least one intermediate device to a destination device over the power line
network. The method may further comprise receiving a routing request by at least
one Qdevice; storing at least one path back to a host on the at least one device;
rebroadcasting another routing request from the at least one device; receiving the
rebroadcasted routing request by at least one other device; and storing at least one
path back to the host on the at least one other device. In addition, the

rebroadcasting (and possibly also the storing) may repeat until all devices on the

power line network have received a respective routing request.



communi cate with the host over the power distribution network, where
comuni cations from each one of the devices are relayed through at | east
one ot herwOewica4pdk the at | east two devices; at |east PEO/USR00SI08R89 access
points directly associated with the at | east two devices and configured to
provide wrel ess network access within an industrial facility; and

I ndustrial equipnment |ocated within the industrial facility, wherein the

i ndustrial equi pment may be configured to select an individual wreless

access poin r t | rel.ess. access. points . tq estahl.ish a
data commu ntocéalt @g]ﬁéﬂ {?rieﬁéspie%?f ‘%1[3{3% g)&tgﬁfpﬁ bt %@mﬁgg&w%rﬁ[rﬁwfr de
fromthe.stryctural . apnd procedural arrangepents set forth above, the
inventFO(SHn(i'fﬁlir'al @N!Céﬁ@n %ﬂh@f@%fﬂ%ﬁ@gnﬁw&ﬁdemg@ daffch as those

expl ai ned hereinafter. It is to be understood, that both the foregoing
descr i pemanierfianscovasla pweagdigtibitippedwor; at asirpiadpeyicBRICBRATIQESCROPTI ON
OF THE DRAW NGS [ 01] The acconpanyi ng draw ngs, which are incorporated in

and coosmimuwiieate witdtr theohostrover sipepowecdisinibution! latabrigtvehezever al exenpl ary
enbodi ments of the invention and together with the description, serve to

expl ai SofmAfurREATSHINrE Schi dife bNMHeddvitbs 4R2%kIdTed thfofJHo¥EIcast SXEBM e Y
redundant wirel ess network consistent with an eénbodi nent of the present

i nvent ﬂ@ﬁce P #he Bt %asgt\/%'el%icé&s$2§ L@FﬁNiF&g%’ﬁg@@ésf%@ﬁ{seéife%&t work havi ng

nore than one ‘conmon “area Cconsi another ent ren the present
used | HERFAARE P Ing 28BS WA IHICRE ARy LoBiQUTRATH RrBVag HOess BRBRik et of
the pr ggceensts vivi?ﬁliﬁna;[ri i%g'ustrial facility; and industrial equipment located within the

industrial facility, wherein the industrial equipment may be configured to select an

individual wireless access point from the at least two wireless access points to

establish a data communications link to the power distribution network.

[010] Aside from the structural and procedural arrangements set forth above,
the invention could include a number of other arrangements, such as those

explained hereinafter. It is to be understood, that both the foregoing description and

the following description are exemplary.

BRIEF DESCRIPTION OF THE DRAWINGS

[01] The accompanying drawings, which are incorporated in and constitute a
part of this specification, illustrate several exemplary embodiments of the invention
and together with the description, serve to explain the principles of the invention.

[02] Fig. 1 shows an exemplary redundant wireless network consistent with an
embodiment of the present invention.

[03] Fig. 2 shows an exemplary redundant wireless network having more than

one common area consistent with another embodiment of the present invention.



[05] Fig. 4 shows an exenplary server transceiver consistent with sone
enbodi nents of the invention. [06] Fig. 5 shows an exenplary client
transcei W0 20avaié®ent with sone enbodi nents of the i nveariuspo0s/o856ps Fig. 6
shows a nethod consistent with sonme enbodi ments of the invention where
server transceivers are configured to performload leveling. [08] Fig. 7
shows an exenpl ary power |ine network consistent with another enbodi nent of
the present invention. [09] Fig. 8 shows an exenplary host for a power line

networ k consistent wi th sone enbodi nents, of the invention..[010],Fig. 9
shows a powi@fll ?'{9@3%% S’é?mf;’?%éﬁd‘i”?{jaéﬁ wi p?ta\forggﬁf4%%§4%wgn
consistent with another enbodi nent of the invention. [0l 1] Fig. 10 shows
an exefdustyalEppécatiomeonsisient with yebasptes emhgdimesd tf@mr@éengnts of the
invention. [012] Fig. 11 shows a flowchart depicting an exenplary method

used f dnivertionuni cation in a power |line network. [013] Fig. 12 shows a
fl owchart depicting an exenplary nethod used for initializing communication

in a pover E@)ﬂeF@euvwdwdQﬁékeﬁip%ryJs%nﬁelmms@aiv@xeaﬁéigfemtmtmﬁ@t wirel ess

network used i'n conjunction with a power |ine network consistent with

anot her nﬂfg?ﬂ [ ; thvention. DESCRI PTI ON OF EMBCDI MENTS [ 01]
Referer?ce V\Aﬁeﬂﬁ%é\ft‘bﬂg Ihgﬁg‘qﬁh detail to sone possible enbodi nents of

[06] Fig. 5 shows an exemplary client transceiver consistent with some
embodiments of the invention.

[07] Fig. 6 shows a method consistent with some embodiments of the
invention where server transceivers are configured to perform load leveling.

[08] Fig. 7 shows an exemplary power line network consistent with another
embodiment of the present invention.

[09] Fig. 8 shows an exemplary host for a power line network consistent with
some embodiments of the invention.

[010] Fig. 9 shows a power line network being used in an industrial
application consistent with another embodiment of the invention.

[011] Fig. 10 shows an exemplary power line interface consistent with some
embodiments of the invention.

[012] Fig. 11 shows a flowchart depicting an exemplary method used for
communication in a power line network.

[013] Fig. 12 shows a flowchart depicting an exemplary method used for

initializing communication in a power line network.



t he invention, exanples of which are illustrated in the acconpanying

drawi ngs. Werever possible, the sane reference synbols (and al so reference
synbol s haoi2ogs/d4aimnat i cal nuneral s but differing al phabetrcsafstoosmsjesni | | be
used t hroughout the drawi ngs and the description to refer to the sane or

i ke parts. [02] Fig. 1 shows an exenplary configuration for a redundant

W reless network consistent with an enbodi nent of the present invention.
Redundant w rel ess network 100 nmay include two or nore server transceivers

110a-1 10n. Wr.eLess. . network 100 al so jnclude one .or i ent
transcei ver ia./”]n'l:'gr aérs Wsﬁmﬁr?mnﬁ%%éecﬁf”:d@ﬁ&"@ﬁ‘?ssowvo lggg%ﬁjiﬁtnt
transceiver 120 iis shown in Fi g’( 1, however, any ot her nl{grﬁer o{ client
devi ceSoRinctien witha aewel ing netwerk cansistentyyin seother gmqdyment ot the
capabilities of redundant wireless network 100). [03] Each server

t ranscéiventiohlOa-1 10n may be physically connected directly to a wired
network 115 using techni ques known in the art, such as, for exanple, TCP/IP
over Ethernet. Al server transceivers 110a-1 10n may provide w rel ess
access coverage over comDESGRIRTION OF EMBOBIMENTS, common area 130 may
be a three-di nmensional physical space having overlapping wrel ess coverage

fromal |l serqygr ReferaReswibhswiddmatieifnietdlitb $drhepossibrnembodinenigOofmay be
| ocat ed anywhere within conmon area 130, where it nmay establish a wrel ess

dat a Cﬁ?%ﬂ?qé&ﬁ%ﬁ?{fmﬁcﬁ hAS HGSirRY i H8adc lggg?iingt&rgi,\,m ccess to

wi red east sonme exanples, the n of client

. b . ' . O
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%LT F;?defgt%re“ ﬁlr}mae?élg rtl)%%nls etringaavlbﬂgbgto slﬂf#ixeesg(\)/vmg Iu%%%'tﬁpou% \gu%ﬁ?e (e.g.,

drawings and the description to refer to the same or like parts.

[02] Fig. 1 shows an exemplary configuration for a redundant wireless
network consistent with an embodiment of the present invention. Redundant
wireless network 100 may include two or more server transceivers 110a-110n.
Wireless network 100 may also include one or more client transceivers. In order to
simplify the discussion, only one client transceiver 120 is shown in Fig. 1; however,
any other number of client devices may be provided (e.g., the number may be a
function of the capabilities of redundant wireless network 100).

[03] Each server transceiver 110a-110n may be physically connected directly
to a wired network 115 using techniques known in the art, such as, for example,
TCP/IP over Ethernet. All server transceivers 110a-110n may provide wireless
access coverage over common area 130. In other words, common area 130 may be
a three-dimensional physical space having overlapping wireless coverage from all

server transceivers 110a-110n.



t el ephones) novabl e from one coverage zone to another. [05] A wreless data
connection may be established by client 120 scanning for server

transcei wo0dli@ar9r 10n and, based upon a nunber of difPeramskoosnsiceyi a
described in further detail below, selecting one server transceiver for a
wi rel ess connection, and through this server obtaining access to wred
network 115. If the wireless connection to the selected server transceiver
is broken, client transceiver 120 may autonatically scan the other server

cl ont -t andob GERhEa e 0T el vellbEaRRARELS Himin PamBRe olsh "1 104 1

10n, 3% sel ect _any one ho est.ablish a connection to w red network 115, may
provi dd 58, WOgER itgnay eGhuM BYVITFlewH AalaecanestinBir 20yGeaYRl TFARCEMETt he
reliability of the connection between client device 120 and wi red network
115. [ ddPaskiGreio ebtainsacsiessits wiregbnatwoti 16y Inskleasy sameeexasplest ther ki ng
protocol known to those of ordinary skill in the art, which may incl ude,

for exiogatien afryientiramsdeiveT rhéEbe864trictel Oa.g.Bﬁld@d)qotEm loghted Withierthe
transcei ver 120 may al so use any wirel ess protocol in conmon with server

t ranscebMfhén %@‘IB@Eurlﬁg%eﬁﬁ thé Het@SKTOE . SLUEFENE3dmp lé?/larrﬁhg@h@ﬁi h,

etc., to conmmunicate wiréelessly vmth server transceivers Il10a-1 10n Cllent

L oh Bt A e fﬁ%@%‘fﬁé@ A bRekorffilntchidRYedicaae dTBBle anvuher e

a W reless connec any server
transc e 1 The size of area 130 may depend upon a
nunber?%? %9’8 %’EOV%QC]EW 6 REVGRIGFONG f%?'é%tgeﬁetvmrkl ng protocol being
used, the anpunt of transmtting power available to server transceivers
110a-1 10n 40% Awiegless ﬁiatas@@nﬁ@tlomzoay bpestahlishad byrilieat { 20 issangiggdar

orientation of server transceivers 110a-1 10n
server transceivers 110a-110n and, based upon a number of different criteria

described in further detail below, selecting one server transceiver for a wireless
connection, and through this server obtaining access to wired network 115. If the
wireless connection to the selected server transceiver is broken, client transceiver
120 may automatically scan the other server transceivers to establish another
wireless connection. The ability of client transceiver 120 to scan over two or more
server transceivers 110a-110n, and select any one to establish a connection to wired
network 115, may provide a level of redundancy in wireless network 100 and improve
the reliability of the’connection between client device 120 and wired network 115.
[06] Server transceivers 110a-110n may use any wireless networking protocol
known to those of ordinary skill in the art, which may include, for example, any
variant of IEEE 801.11, Bluetooth, etc. Client transceiver 120 may also use any
wireless protocol in common with server transceivers 110a-110n, such as, for
example, IEEE 801.11, Bluetooth, etc., to communicate wirelessly with server

transceivers 110a-110n. Client transceiver 120 is typically stationary, but it may also



and client transceiver 120, etc. In one non-limting exanple, comobn area
130 may extend over an area of about 20 ft. x about 20 ft. and have a

hei ght atwbeasto4siozght |y | ess than that of a ceiling of paTrusemsiosseshi ch
transceivers 110a-1 10n and 120 nay be situated. One skilled in the art

w || appreciate that the | ocation of server transceivers 110a- 110n may
vary frominstallation to installation. In sonme exanples, a RF survey nmay
be perforned to determ ne suitable |ocations for server transceivers 110a-

110n. [08] Further referring to Fig, 1/ er t scei.ver -1. 10n may
Func | 5iF evablearbutiess Wit sofmrParsa B8 IEes hORIN ke (i Tidolode. as
used herein, the term"wi reless access point" is defined as a device which
can pr ¥jihnaserysnianseriveet A 18Nwi red data network and anot her devi ce
whi ch is not physically connected to the wired data network, by using a

wi rel ess cof@élcThersizerokcaroman'arefiridt may daependogen amymbst of factatsde of
communi cati ons whereby devices, which are wirelessly connected to a

wi r el esachegans tpw bfwir@mssqwmumi@p&)tw:dllbem@amwthelmsurdeaﬂ ces or a
wired network only through the wirel ess access point. Each server

tr a““%ﬁ%ﬁai&ii‘ngapm%fgva'ﬂameb@ REvdranahcivierx ¢905amneind SRt itidnsaéivep code

whi ch is uniqu n wreless network 100. Fi xed channel assignnent may

over - wi'eCetiratised e B s RlieiBOR SR skRler s RF R TR TOR" P12
o roPrSEhbF-SRcASAY EB0er % PR Garhs, R0 FYAFP
exanpl e, a conputer. Channel identification codes may al so be dynamically

assi gnextand eegnan areamakakoutsit.nabout 2000. ane haxe pdicightptdaest dighkanpl e,

server transceivers 110a-1 10n could conmmunicate with each other to
less than that of a ceiling of a room in which transceivers 110a-110n and 120 may be

situated. One skilled in the art will appreciate that the location of server transceivers
110a- 110n may vary from installation to installation. In some examples, a RF survey
may be performed to determine suitable locations for server transceivers 110a-

110n.

[08] Further referring to Fig. 1, server transceivers 110a-110n may function as
wireless access points operating in an infrastructure mode. As used herein, the term
“wireless access point” is defined as a device which can provide a connection
between a wired data network and another device which is not physically connected
to the wired data network, by using a wireless connection. The term “infrastructure
mode” may refer a mode of communications whereby devices, which are wirelessly
connected to a wireless access point, may communicate with other wireless devices
or a wired network only through the wireless access point. Each server transceiver
110a-110n may be assigned a fixed channel identification code which is unique

within wireless network 100. Fixed channel assignment may be performed by a user
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determ ne what channel identification codes are avail able. Software running
on board each server transceiver would control the channel assignnents.

[09] | n owe 2eeyadionent, upon powering on, a server tran®Ceivsee05008689 sel ect
the first channel available froma channel list. If the first channel is in
use, then the server transceiver may select the next channel in the channel
list, and check whether that channel is in use. If so, then the processing
returns to checking whether the next channel is in use. If the channel is

not in t hen fter.waifj i

second sa,L'! %%FIQ sgg\ﬁ/réfar}s?g H)gg’e(lw\ﬁ;‘% Jﬁ&eaﬁﬁg@ g%\{eﬁg\ﬁ r§c{1@é%«ﬁfégﬁg é gqyyggégﬁlvl abl e
channel is still available (i.e., still not in_.use), and if so, the server
t r ans c &RAMIN A GOmBYTSS- ofgh?ﬂlgtwa'yowetﬂ@%&?ﬁfﬂ?&“ﬂ@%{é?@ﬁi%meﬁ@ server
transcei ver _rraP/ sel ect the next channel on the channel list and repeat the
af or enghniaorieallysassignachby pniaxteraal ernjralles frotshiond) senasciego W@ channel .
Each server transceiver may thus iteratively search for the next avail abl e

channelnetwotkht! 5 lsucheds, forséxampliel azoaipuiee! Chaaneliidemtification rpdes exay s
found. [010] Alternatively, upon powering on, a server transceiver nay

br oadcagiéo Be @yREMIcAlyHSsiGHEDY S8R EPIrahsEd196r8I V=S 110N HRABSelvEaCh SdcH he
ot her server fransceivers may respond with the channel nunber it is using

al ong w c | ' cel ye e
cervar 4 SiBie; SARREeRRERVES, £t M eLLisfb i Ricch! SRS ither KT,
nei ghboying .server transceivers..' After selecti t channel, the server
transcé{%%'?"'ﬂﬁ)ww& @E‘QQF‘%PHﬁﬁgaéPé‘cq Sﬁﬁﬂ@flaﬂ%nécﬁ"y%etw@nw& Yhbori ng
transcei vers, such that they may update their list of channels that are in
use. [ depard epgh sgeertEnsceivey Woylldrentral the ghanaglassignragmtfer transcei vers
110a-1 10n
[09] In one embodiment, upon powering on, a server transceiver could select

the first channel available from a channel list. If the first channel is in use, then the
server transceiver may select the next channel in the channel list, and check whether
that channel is in use. If so, then the processing returns to checking whether the
next channel is in use. If the channel is not in use, then, after waiting for a random
time, for example, a few seconds, the server transceiver may check whether the
previously available channel is still available (i.e., still not in use), and if so, the server
transceiver may begin Operating on the channel. Otherwise, the server transceiver
may select the next channel on the channel list and repeat the aforementioned steps
until it can begin operating on an available channel. Each server transceiver may
thus iteratively search for the next available channel on the channel list until a
channel that is not being used is found.

[010] Alternatively, upon powering on, a server transceiver may broadcast a
query to all other server transceivers in reach. Each of the other server transceivers

may respond with the channel number it is using along with the channel numbers of
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is assigned a uni que channel identification code, client transceiver 120
has access to all of the channels associated with server transceivers

11Ca- HOn,wandoaray19aut onat i cal | y scan all of the associ atrea/ush@3insicsy and

sel ect one server transceiver to establish a wirel ess data connection.
Client transceiver 120 may base this selection on techniques which are well
known in the art, and which are used, for exanple, in commercially

avail able EEE 801 . 1 1 products. Such techniques nay al so include

sequen |1y scanni associ.ated wth ea | dentl fier
code. aRENAeBE Ry e e nd PR HTYR et M Cen S Bah AR s o

pr edefi ned threshold. Alternatively, client transceiver 120 coul d base a
channelthalds 8ot inowse bH‘%H%@@gHQ”Q sgrvprdlanpRelarsrakiter selsclineths chaielsi gnal

characteristics. Such characteristics could include, for exanple, maxinmm
si gnal tke servgr ransesiveiumayijoadcagidhée sszlectmtjcbimnndmumtgefetb thavi ng t he
| owest bit error rate. [012] Fig. 2 shows anot her enbodi nent consi stent
wi th t imeightesiagtirarnsceivergrsuchvthaptheymeay bptlatertael distoncledrasels ot apaimposes
of explanation only, Fig. 2 depicts a redundant w rel ess network 200 havi ng
three ggegver transceivers 110a- 110c, two client transceivers 210, 230, and
two separate comon areas 220, 240. (One of ordinary skill in the art would
apprect at e el PRIt RgRETIY! MEHCR SRYIE folk SRR DY TBE. Plgrer ver
transcelver |1 entot ranscd |ver ommon ‘ar eas an ar e shown

2.) As.shown in Fi er d|ff rlng
ohys: o asaned aniriud Bhanelade T "HDF SO onicat tapaceiveel 30 s aspess ﬁ} than
a partial overlap). Server transceivers 110a and 110b provi de redundant
wi rel esd ofdee shaniels assarigtpchwish Sep@r tansepivers AHea-dii0Br and Maas access to
server transceivers 110a and 110b, and can sel ect either one for obtaining
data automatically scan all of the associated channels and select one server transceiver

to establish a wireless data connection. Client transceiver 120 may base this
selection on techniques which are well known in the art, and which are used, for
example, in commercially available IEEE 801.11 products. Such technigues may
also include sequentially scanning for signals associated with each channel identifier
code and selecting the first one having a signal whose strength meets a predefined
threshold. Alternatively, client transceiver 120 could base a channel selection upon
choosing a signal which maximizes one or more signal characteristics. Such
characteristics could include, for example, maximum signal strength, maximum
signal quality, and/or the signal having the lowest bit error rate.

[012] Fig. 2 shows another embodiment consistent with the present invention
having more that one common area. For purposes of explanation only, Fig. 2
depicts a redundant wireless network 200 having three server transceivers 110a-
110c, two client transceivers 210, 230, and two separate common areas 220, 240.

(One of ordinary skill in the art would appreciate that alternative embodiments may

12



comuni cation access to wred network 115. This selection occurs in the
sane manner as descri bed above in the enbodi nent shown in Fig. 1. Server

t ranscei wo=0dsli@p19and 110c provi de redundant w rel ess a®@CEAS2@$MHB568DMDN
area 240. dient transceiver 230 has access to server transceivers 110b and
110c, and can sel ect either one for obtaining data conmunication access to
wred network 115. As before, this selection occurs in the same manner as
descri bed above in the enbodi nent shown in Fig 1. In this enbodi nent,

separa Qnuon, ar eas nd_ 240 share w,leless access Wt

tr anscURVER GrRRlST iaeSral %a%ﬁzserzﬁr?'a%?ge@f?iﬁm R R L
advant age of providin %redund W r'g_l ess, access over a larger _area while
reduci HEAR AES HlapmsRin 519- ok (1S ey € the tyoecaramen; areap 1220 #aH My
common areas 220 and 240 may depend upon the positioning of server

t r anscebver diffeliog physiod! aeastviich mawha no everap (omalternstively. mmgredten 3]
Fig. 3 shows another enbodi nent consistent with the present invention for

use i ntkeem amduitdlrdverlapppSenat itanscéverpttwand 1dDbeplideatdondand y, Fig. 3
depicts a redundant w reless network 300 having three server transceivers

110a- 1\/\/1%@”&’(:6&%%%6? tbRiMon é?é@??@ V@l@nﬁﬁgﬁsﬁ@é‘r PEPRES éb@@bé"ﬂotﬁarver

respective industrial devices 315a-315c. (One of ordinary skill in the art

woul d goncesi alerfAbak kg pa%maﬁf&?éﬂat@ﬁngﬁang@{@«gmﬁ%everent nunber of

server ransceil vers ranscel vers, an I ces than are

shown in Fi Control |l er nnec to server, transceivers
o cRptngieatidp Aete rdeEred Dasvork G TE Salicdan ORI UEE SEB o i 500,
controller 305 may conmunicate with i ndust rial devices 315a-315c.

Cont r oMAMEIFS d@ﬁpnb@deabs@ﬁmt@e/@mﬂdmeehsw B big de SBrPHIrAGSCRVRIRL

handl i ng and | oggi ng, human interface functions, and supervisory
110b and 110c provide redundant wireless access over common area 240. Client

transceiver 230 has access to server transceivers 110b and 110c, and can select
either one for obtaining data communication access to wired network 115. As
before, this selection occurs in the same manner as described above in the
embodiment shown in Fig. 1. In this embodiment, separate common areas 220 and
240 share wireless access with server transceiver 110b. The sharing arrangement in
this embodiment may have the advantage of providing redundant wireless access
over a larger area while reducing the number of server transceivers. The relative
placement of common areas 220 and 240 may depend upon the positioning of
server transceivers 110a-110b and their respective antenna orientations.

[013] Fig. 3 shows another embodiment consistent with the present invention
for use in an industrial application. For purposes of explanation only,
Fig. 3 depicts a redundant wireless network 300 having three server transceivers
110a-110c and three client transceivers 320a-320c associated with respective

industrial devices 315a-315¢. (One of ordinary skill in the art would appreciate that
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control for industrial devices 315a-315c. The SCADA may be, for exanple, a
personal conputer running specialized software, a customdigital

control | ewp 2eten44192dust ri al devi ces 315a- 31 5c i nterf acecCraSetns®sicss
transcei vers 320a-320c, respectively, for comrunication with controller
305. Cient transceivers 320a-320c are placed within comon area 310. [014]
One of ordinary skill in the art would appreciate that a client transceiver
could interface to nore than one industrial device using the appropriate
control ler or networking equipnent, such as. A for.exanp|e : er,:

cwi t onatemveRrabehEta LT e Hikrent Almpetor SRR rn R Pt
interface, such as, for exanple, TCP/IP over Etherpnet. Aternatively, the
cl i ent l@@sreivers@anednaustEinteevices hadrysshosm inftig- §HeCPﬂHGl§§rr an‘ll may RS nent
and the interface may be internal, such as for exanple, Peripheral
Conponentinédedrtb asevémainsceRens i d0a<dd Osfovenwiredt nativade 1 181 iTéeugh anscei vers
320a-320c may communi cate in wreless, redundant manner using server

t r anscesd@idant Wieeldss Astwastk 3e8¢ tomesl e 30Bembp icotrirusichtedivite idusidatn i n Fi g.
1. Wreless network 300 and common area 310 nay be placed in any type of

| ndust iegleekacidd-8Ysc.! EohttdiieiBod ﬁ’fatyed@é"@@&DA stdrh vitficH €8n provide

manuf act uring/ processing sem conductors, pharmaceuticals, autompbiles,
(000, b i By Ao da A TR B AR, Bl BpBRuRge Tor
b e e SORGS F BRI Pne 16t  ThP S RUNCHR e 7 bR a1 s 576
may be a punp, such as a punp configured for use in any of the industrial
appl i cpersonal compueedinaing speqiaizep sufyvare, alsuatonagigiteeppniieerseicyer
transcei ver 110 consistent with sone

Industrial devices 315a-315c¢ interface to client transceivers 320a-320c, respectively,

for communication with controller 305. Client transceivers 320a-320c are placed

within common area 310.

[014] One of ordinary skill in the art would appreciate that a client transceiver
could interface to more than one industrial device using the appropriate controller or
networking equipment, such as, for example a router or switch. This interface may
be external, and use a standard networking interface, such as, for example, TCP/IP
over Ethernet. Alternatively, the client device may be physically incorporated into the
industrial equipment, and the interface may be internal, such as for example,

Peripheral Component Interface (PCl). Regardless of the interface, client
transceivers 320a-320c may communicate in wireless, redundant manner using
server transceivers 110a-110c as described above for the embodiment shown in Fig.
1. Wireless network 300 and common area 310 may be placed in any type of

industrial facility, including, for example, facilities for manufacturing/processing

semiconductors, pharmaceuticals, automobiles, food, etc. Industrial devices 315a-

14



enbodi nents of the invention. Server transceiver 110 may use any type of

W rel ess networking protocol, such as, for exanple variant(s) of |EEE 801
.1 1, andwomyodng42 t he type such as those nanuf act ur ed Poy/uszonkmysof
Irvine, California, D Link Systenms, Inc. of Fountain Valley, California, or
Net gear, Inc. of Santa Clara, California. Radio frequency signals which can
be encoded with digital data may be transmtted and recei ved through
antenna configuration 410. (The antenna configuration may be any known

configuration, and the caonfiguration.displayed,in.Fig. 4 i.s nergl

exenpl arycynayke capfigureddhde H%SA Iox Vﬁ@'@%&d“%%"@lﬁ@@ﬁagant ol ¢ a
format by an RF Section and Interface 415 for transm ssion over bus 420.
Pr oc es §arexamiple psemigondyetor dabrigatienc ehgrnacerticahmaguigataning HeEesies t he
digital data according to instructions stored in non-volatile storage 430.
A Net wemdnufatterihgc@odidfrosessingnetcafor ezaeriple aliegdt miore ofrinshistriad idevdisedat a
over wired network 115. Wred network 115 may be any type of known network

whi ch gaBEIIFahES b@V@Fump@@wh eRla ?Mp&ﬁnifigﬂredalaﬁ useUh Gnyraflthiele, f or
exanple, TCP/I1P over Ethernet. [016] Fig. 5 shows an exenplary client

tra”“%d{%‘iﬂ%%&p‘ﬁ{?&%ﬁéﬁ'éhti%é@aﬁe ' enbodi ments of the invention. dient
ma

transcei ver y use any type of wrel ess networking protocol consistent
with server nscei ver 110, and f.or I
i niksye, ' b 191 S5 oS o RO s Bier s BERBRdp SBARISRT B s thes .
whi ch can be encoded with digital data, rrﬁ%/ gﬁt ransmtt eE an% r.eﬁei ved
t hr ouglenhdimeatsaithedgventian. gSewver {rRBSCRIVET it IAYIHPURIHIRFY WIHE'BPY. 5 is
merely exenplary. The radio signal nmay be processed and converted to a
di gi t alnetwonkirtg protacol Rsucteas, fon examplentariemnd(se of IBEE &0 1t t hrand geydie dver bus
520. Processor 525 controls client transceiver 120 and digitally processes
the di ghé §lpedfiich &€ tHusd mantifactured by Linksys of Irvine, California, D-Link

Systems, Inc. of Fountain Valley, California, or Netgear, Inc. of Santa Clara,

California. Radio frequency signals which can be encoded with digital data may be

transmitted and received through antenna configuration 410. (The antenna

configuration may be any known configuration, and the configuration displayed in

Fig. 4 is merely exemplary.) The radio signal may be processed and converted to a

digital format by an RF Section and Interface 415 for transmission over bus 420.

Processor 425 controls server transceiver 110 and digitally processes the digital data

according to instructions stored in non-volatile storage 430. A Network interface 435

may send and receive digital communications data over wired network 115. Wired

network 115 may be any type of known network which communicates over a physical

connection, and could include, for example, TCP/IP over Ethernet.

[016] Fig. 5 shows an exemplary client transceiver 120 consistent with some

embodiments of the invention. Client transceiver 120 may use any type of wireless

networking protocol consistent with server transceiver 110, and may be, for example,
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I nstructions stored in non-vol atile storage 530. A Network Interface 535
may send and receive digital comrunications data over connection 540

t o/ f rom iwadustad4aio2devi ce 3 15. As nentioned above, cli est/usc@spssByer 120
may be physically external to industrial device 315, and connection 540 may
be a network connection known to those of ordinary skill in the art, such
as, for exanple TCP/IP over Ethernet. Alternatively, client transceiver 120
may be physically incorporated into industrial device 3 15, in which case

ti 4 -4 Lnterft h PCl , ' d
TR R W AR
S CRTAT A T Ry

preferred channel. In such an exanple, the client transceiver may first try
t o use thioeigbrasftenna&16hamiel Fignd, thefcanfigueatioptdigpayedin Eig. Sdamenedy ot her
channels to find another avail able server transceiver. [018] An alternative

appr oagdxehiplane Ve raiekignal niay i8d paidesséd tindcapeerted so Brdigital\ferrhatdloly ng a
server transceiver is to performload |eveling. In one exanple, each of the

client JyRPSESINGAshEMierPies oMb if&‘ﬁé‘r%rﬁi@si%ﬁ%e‘r'Bﬁs@?@ﬂrﬁﬂocbg%ﬁfﬁié ers in a

di fferingsequence and select the channel based upon the criteria previously
evel | nonrelp T ERREETE" o0 RN ifordsremdte ol wEIABE BN o 237
F1 owi ndn<ARSGA Salef 18 doparolelIgRiiaer s 1 Nemark TRETAP AR mGEEBRH ne how
may client transceivers are connected. If the controller determnes that
one seransreceivestigitalommupisatipng dataipwgrrespnection 248 tafmmindistidle net wor k
oad tdhe(?/ice 315. As mentioned above, client transceiver 120 may be physically external
to industrial device 315, and connection 540 may be a network connection known to
those of ordinary skill in the art, such as, for example TCP/IP over Ethernet.
Alternatively, client transceiver 120 may be physically incorporated into industrial
device 315, in which case connection 540 may be a card-type interface such as PCl,
and client device may take the form of a standard wireless network card.
[017] In order to prevent a server transceiver from bearing a disproportionate
amount of the network load, each client transceiver may be manually configured to
use a preferred channel. In such an example, the client transceiver may first try to
use the preferred channel and, if it is not available, scan the other channels to find
another available server transceiver.
[018] An alternative approach to prevent a plurality of client transceivers from

overloading a server transceiver is to perform load leveling. In one example, each of

the client transceivers can be configured to scan the channel identifiers in a differing
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controll er may reassign each of the channels to one or nore of the server
transceivers. [020] Fig. 6 depicts a nethod consistent wth sone

enbodi menve 20d6/a4®2pr esent i nventi on where server transeeruse@shiBsar e
configured to performload | eveling. Processor 425 in each server

transcei ver 110 can be configured to performthe nethod of Fig. 6 using
software stored in nonvolatile nmenory 430. The nethod may i ncl ude obt ai ni ng
i nformation regarding the | oad of other server transceivers (S605). (For

exanple, with respect ansceiver, 110a, of Fig. 1, .obtainj i nf Qroation
Feqar aeRgLEhe POYFeiet i HOAL BrB ibRIng aris i pityicli B b e

noni toring the anmount of data flow ng through each other server

t r ansc&MRQdiment ghowet@ Fi§-rfi-ng t he number of client transceivers connected
to each other server transceiver 110. The nethod may al so incl ude

det er ni ni ng [0 19]oAlematigelyeloadrieveling may desperfermead bybe axteraateprtrallgdi t i onal
client transceivers (S61 0). Further, the nethod may include rejecting

r equesicenhectedddivwirehabtwdrk drb, wharsin ¢he eostroltermay nwistor theahiount ohas been
reached and ot her transceivers are available (S61 5). Moreover, in order to

faci | I yatLtrbfirdIVGNg! thrUIghRERFEST08r tavsdeivedacin, oF it@ﬁéy{ EinaHl§ eRtPRingRY
change the channel i'dentification code for its server transceiver 110.

021 i ’ . . i’ . .
net vor 10 {131 A1BHE AREARverd 28 sERRBURL AL Roreler BRI es et B "o an
alternative to nore conventional networkjng techni f

exanpl gpw%ﬁqrﬁcgvglr ' %/%ﬁ"fde? _dlggo%%nﬁt@r&nﬁyngg#p uesétwglég ﬁagﬁm%gr net wor k
may be defined as an interconnected structure of power lines, interfaces,

r el ays copirplien mayaaassign gaeh of the eharnegls & ongmd nOrg fdhe serary of ot her

conponents known to those of
transceivers.

[020] Fig. 6 depicts a method consistent with some embodiments of the
present invention where server transceivers 110 are configured to perform load
leveling. Processor 425 in each server transceiver 110 can be configured to perform
the method of Fig. 6 using software stored in nonvolatile memory 430. The method
may include obtaining information regarding the load of other server transceivers
(S605). (For example, with respect to transceiver 110a of Fig. 1, obtaining
information regarding the load of transceivers 110b-110n.) This may be done by
monitoring the amount of data flowing through each other server transceiver, or by
determining the number of client transceivers connected to each other server
transceiver 110. The method may also include determining if other server
transceivers are available to accept additional client transceivers (S610). Further,
the method may include rejecting requests for additional client transceivers

connections if a limit has been reached and other transceivers are available (S615).
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ordinary skill in the art, for delivering electrical power. [022] In sone

I nstances, power distribution networks can be highly conplex and span | arge
geogr aphiwoan@as41930me power di stribution networks nmay @®Omus2e05m33689 ge
nunber of branches and interconnects which may create reflections and noise
I ssues for sone high-speed data comruni cati ons. Moreover, because sone
power distribution networks may use relatively |ow frequency AC signals,
their associated power |ines may not be adequately shielded to protect

hi gher . frequency c i catiop signals from ext al interference. .[023]
Deapi t MSREVER (L Arden odpaRiae sy Bleing, RroRsopt aan £agh S BaL TRl cos
benefiting fromnetworking may be supplied with external power fromthe
power &y ehange tie ehanas! identifisation ﬁ%‘l’%/fort'ﬁes%%ﬁra'&ﬁcﬁ'quthon net wor k has
the potential to provide an established, |ow cost infrastructure for data
communi cat i §021] A82Eschbed abové hdatasoowsynicationd ovdt powert distidudioray al | ow
Et hernet conpliant devices to communi cate over a PLN. HonePl ug's operation,

howevemhetwaksbaefiesd hifdie dstRowkrating dNetwordng (PIENponey bdiusedidsuam on net wor k
which could It mteffective operation in many scenarios, including sone

| ndust railt%Fna?R/.Eltb%&?ef’%vﬁ@?ﬁ?l"ﬁétwoﬂ@ﬁ fchrfQUEs)BRBh dsCfdt-exan@slge notors)

used for particular applications ray cause additional noise over
Homept g 2o Dbt BifidAg ofS KR8 haPehEdpoflertSRbiiol el Goo g6 JEBRERT 1 11
and a e NepoRneRledt R @ Eon SASS JO AR IRV SlcH GGiBet ed to 4
power line 715. Host 710 may receive power and commrunicate with client
devi ceprateotive devices aantha wide variety of other components known to those of
ordinary skill in the art, for delivering electrical power.
[022] In some instances, power distribution networks can be highly complex
and span large geographic areas. Some power distribution networks may contain a
large number of branches and interconnects which may create reflections and noise
issues for some high-speed data communications. Mbreover, because some power
distribution networks may use relatively low frequency AC signals, their associated
power lines may not be adequately shielded to protect higher frequency.
communication signals from external interference.
[023] Despite any potential disadvantages, PLN may be desirable because
devices benefiting from networking may be supplied with external power from the
power distribution network. Accordingly, the power distribution network has the
potential to provide an established, low cost infrastructure for data communications.
[024] As described above, the HomePlug standard may allow Ethernet

compliant devices to communicate over a PLN. HomePlug's operation, however,

may be restricted to distances over the power distribution network which could limit
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power line 715. Power line 715 may be part of a |arger power distribution
network (not shown). [026] Communi cation may take place between host 710
and cl i enwodess/@e®2720a-720n i n an ad- hoc fashi on. (Onepofr/useaisnaseys skil |
in the art would appreciate that the invention does not preclude client
devi ces 720a-720n exchanging data with each other, either directly or

t hrough host 710.) As used herein, "ad-hoc" communi cation describes a node
of conmuni cati on whereby each of client devices 720a-720n nay relay data

t hrough_other client .devices until the data reaches .an int recipient.
In son@ﬁgﬁ%‘f?p?%%faﬁﬁﬂ-'%Blar}ye$%"93’ 'ﬂ’ﬁ@d}ﬂﬂ PTG 'B?U%H@P%ﬁ’é]@%ﬂgﬁgvi ce to
communi cate directly with another client device w thout the data going

t hr ougMarRO¥RSc 6e8alBRqHipPMERb(e-0l, ilaige rﬂ@ﬁ?f@é@%ﬁ’(fpr@ﬁﬁjﬁ%dﬁawtﬂé e with each
ot her, but also act as access points to forward data, then this is called a
mesh nepplicdtionsrmay caase additionk| noise avet thenpowlenvdistribitinarmeiwod, send a
nmessage to a client device C, it may first pass the nessage to a client

devi ce pBteMiilly Reducied fise HectiRmeagof HonidRIuglopenstistevi ce C. By using ad- hoc
conmmruni cat i on, datacommuni cati ons over power line 715 may possibly extend

over much gi@?%eifiggzzsfhg%eénI?Egr’?\ggﬁrm)?@éBéﬁsi‘é,%rﬂgviﬁpé\’{cﬁﬂbiOna| power

| ine networkin ques. ni cati on process over PLN 700 wll be
sei - carhosinPRLS 8 Gesathinreniot- ELNAERRY I RIE oy b 48 rnen as
O eehe s e b et SV ThE 715
sel f-configuration, PLN 700 may be able to adapt to changi ng conditions of
a dat a Hostififinoay reseivenpower knd mma@pawit@z%| devigase r2Paiaothe
renoval one or nore

power line 715. Power line 715 may be part of a larger power distribution network

(not shown).

[026] Communication may take place between host 710 and client devices

720a-720n in an ad-hoc fashion. (One of ordinary skill in the art would appreciate

that the invention does not preclude client devices 720a-720n exchanging data with

each other, either directly or through host 710.) As used herein, “ad-hoc”

communication describes a mode of communication whereby each of client devices

720a-720n may relay data through other client devices until the data reaches an

intended recipient. In some examples, ad-hoc refers to the ability of one client

device to communicate directly with another client device without the data going

through an access point. When client devices not only communicate with each

other, but also act as access points to forward data, then this is called a mesh

network. In a mesh network, if a client device A wants to send a message to a client

device C, it may first pass the message to a client device B who then sends the

message to the client device C. By using ad-hoc communication, data
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client devices 720a-720n. [028] Self-configuration may be initiated by host
710 broadcasting a routing request to client devices 720a-720n. This

br oadcastworagosnaeise on a periodic basis or, in the eventcrhaskoolsosicsy 10
fails to receive an expectant nessage, fromone or nore client devices
720a-720n. As used herein, the term"broadcast"” nmay be defined as the
process of sending a nessage to all available recipients (e.g., client

devi ces 720a-720n) connected to PLN 700. [029] All client devices 720a-720n

whi ch nmay_be in.reception range host 7 c, in dir tact with
nost 7EoTrArBIgHORS AL a7 5 ol bosiiy St VgL S il cquest
broadcasted by host 710 and store the address of host 710. Then, at |east
some (idigances thagy thekgbtaingehusing copveptional Poysyiling efwo Wéﬁ‘?‘?\we&
rebroadcast the routing request for other client devices 720a-720n which

di d notTheecwnuwni¢ationprocass overadich SH00f witlrhet desaiibed im rooreTheia betaver cl i ent
devi ces may receive the rebroadcasted routing request and store the address

of the sendg027] iresdmeasiateplad; RON Q0 map bedse!f-cordigupingbakkused hbesin,
direction of host 710.[030] As used herein, the term"path" nay be used to

denot e “58e.cBAf¢ tﬁr‘?‘n%?ﬁ%ﬁ?é g@iﬁéa% bRy a bFOUBdRPE {5 sylsfern862iRG FIIN 709€r PLN

7 15. The ter ho e used to describe one seginent within a path,

wher ei [ | u [ ent ' di t
Fout o BeReEARtpicbninGhishiond i sOEriEER P emArRie maRter CEnreRios. ' Gne.
the client device ma store the address o |i ent, devi
B A N R e
receives nore than one routing request, it may record the address of a
sender comBHnicaions aebyarkesythas.Hgr exampte, the edditiontqrirgmoval one or more

client devices 720a-720n.

[028] Self-configuration may be initiated by host 710 broadcasting a routing
request to client devices 720a-720n. This broadcast may occur on a periodic basis
or, in the event that host 710 fails to receive an expectant message, from one or
more client devices 720a-720n. As used herein, the term “broadcast” may be
defined as the process of sending a message to all available recipients (e.g., client
devices 720a-720n) connected to PLN 700.

[029] All client devices 720a-720n which may be in reception range of host
710 (e.g., in direct contact with host 710 through power line 715) may receive an
initial routing request broadcasted by host 710 and store the address of host 710.
Then, at least some (i.e., all or Iéss than all) of client devices 720a-720n may
rebroadcast the routing request for other client devices 720a-720n which did not
receive the initial broadcast from the host 710. These other client devices may
receive the rebroadcasted routing request and store the address of the sender client

device which corresponds to a hop back in the direction of host 710.
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request received. Alternatively, it may record the address of the sender
client device having the strongest routing request signal. This process my
repeat itwelzboamtiok all of client devices 720a-720n w t rCm/USRMNS/HBESSSt Or €
their respective first hop back to host 710. Each of client devices
720a-720n may send back an acknow edgenent nessage to host 710 in response
to the routing request and append addressing infornmation. As

acknow edgenent nessages are relayed back to the host 7 10, each rel aying

acknow eagelGat] A LaRg orE, SRS IRFaH AN Y HEuEor oS IE BAl MR oss

information represents a path to client devices 720a-720n, and may be

st or ed & Mmegsagr takas. fros S@W%d@treﬁﬂtﬁ'\wq{cﬁ‘h"éc?t Sedd1e ermcihPenMayeRe ces
720a-720n. [032] In at |east sonme exanpl es, placenent of client devices
720a- 728rdita deseribe pnemagmentavitais agiatPLWMh@on mesegmdnitds @ dirdotvelteof faul t
tol erance by establishing redundant paths in the power |ine network. The

ef fici eeyeoh twbelieptdedesy, opevdifedt rddtertsitweek a@lienteeoiteanelodty? 10.
programm ng host 7 10 to build the routing list to include multiple paths

to eachgfis Q*b@ Bt cé’ﬁnﬁhtﬁﬁéatﬁ@atﬂezwént WevicBim %ﬂﬁf stol*%}tH@é&d ré4g &@H@Ot

reach a particular client i ce using one p anot path may be

oxermpl ayardagiont gefites Bk b St ttﬂ%ﬁ%%"sonéoiﬁiooﬁl %en?sSQ?“?hin
overot£a: 3k S B JoR B oS v g VP
conmuni cat i ons over PLN 700, and control and/or nonitor client devices.
Host 710ayrgcasd the eddesesngsl asenrdeschpnt devide serrespandipg e thefest roulingray
I nclude a processor 810 which may execute instructions for managi ng PLN
700, amdqliest received. Alternatively, it may record the address of the sender client device
having the strongest routing request signal. This process may repeat itself until all of
client devices 720a-720n within PLN 700 store their respective first hop back to host
710. Each of client devices 720a-720n may send back an acknowledgement
message to host 710 in response to the routing request and append addressing
information. As acknowledgement messages are relayed back to the host 710, each
relaying client device may append its own address information. Once an
acknowledgement message is received at the host 710, the appended address
information represents a path to client devices 720a-720n, and may be stored in a
routing list so host 710 may contact each of client devices 720a-720n.
[032] In at least some examples, placement of client devices 720a-720n in
the appropriate areas of PLN 700 may achieve a level of fault tolerance by
establishing redundant paths in the power line network. The efficiency of the

redundant power line network may be enhanced by programming host 710 to build

the routing list to include multiple paths to each of client devices 720a-720n. In this
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controlling and/or nonitoring client devices connected to PLN 700.

I nstructions and data may be stored in a nenory 815 and/or storage 820 and
passed oweO 200414819825 t o and from processor 810. Exenpl acy/usyws®3sio dat a
stored in nenory 8 15 and/or storage 820 storage could include routing
lists and ot her network configuration data. An I/O interface 830 may be
used to exchange data with user interface devices, such as displays,
keyboards, and the like. A network interface 825, may be used to prepare

data for_trangpor i ng a stapdard.set of protocols. such : xampl e
ToP 1 PIRBE R posb A PEask eachie prdctes SeB AT Sadtedth gidheR over
I nterface 850 prepares data for trapnsport over power line 7 15. Power

i nt er f ®6éh BEY brigelesind How thedopingfistitp $engi3;MESSaPen t he data usi ng

t echni ques known to those of ordinary skill in the art, such as, for
exanpl e, nmefb3BIsFij. 8 shoows an eemigtary Plosty7 $0 dordRiN. 7 08scantsistant withri gpme,
power interface 850 may be external to host 710, or it nmay be incorporated

I Nt 0 heshbohMcniPbf SlRoOWventidhs Hust P10ewhith mayibeca peestal coiputercer 869 nmay
exchange data with network interface 835 using standard techni ques, such

as, for KNERY ; | so ha
feed-t ﬁF@ﬁg@%?ﬁ%ﬁr@éﬁ [ ne'n7g1@%t gP%rrngi ge glg&gpé%ﬁﬁn%ég@[ 035] \Ié?agfa1 9

appl | caonBiaEAGoYs BRET b5, ABAREat by Righ iR et ddfods ABSLTRY IS 1oy
Che. ar TG pe. tap ewabIale <2 SOARA B dasctbes aRpre, Toondt OrmeLIcs fs |
i ncorporated into host 710, although it may be external to host 710. AC
panel rotessor 810Darkichimalexeduie inmrictiess funanadingFIN /80paneforl i ne 715
through PLN Interfaces (PLNI) 925a and

controlling and/or monitoring client devices connected to PLN 700. Instructions and

data may be stored in a memory 815 and/or storage 820 and passed over a bus 825

to and from processor 810. Exemplary types of data stored in memory 815 and/or

storage 820 storage could include routing lists and other network configuration data.

An 1/0 interface 830 may be used to exchange data with user interface devices, such

as displays, keyboards, and the like. A network interface 825, may be used to

prepare data for transport using a standard set of protocols, such as, for example

TCP/IP, and may communicate with processor 810 over bus 825.

[034] A power interface 850 prepares data for transport over power line 715.

Power interface 850 may modulate the power line signal with the data using

techniques known to those of ordinary skill in the art, such as, for example, methods

similar to the HomePlug standard. As shown in Fig. 8, power interface 850 may be

external to host 710, or it may be incorporated into host 710 (not shown). As an

external device, power interface 850 may exchange data with network interface 835

using standard techniques, such as, for example, TCP/IP over Ethernet. Power
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925b, respectively. AC panel 920c interfaces industrial devices 930c, 93(d,
and 93Ce to power line 7 15 through PLNI's 925c, 925d, and 925e,

respect i webypoocAi@4panel s 920a, 920b, and 920c may be a celClraskeoso3zsko

el ectrical distribution circuits including relays, circuit breakers, and/or
safety devices, and each may be wired in an appropriate configuration for
supplying electrical power to their connected host (in the case of panel
920a) or industrial devices (in the case of panels 920b and 920c). [036]

iR e K R e R

rel ayi ng and/ or acknow edgi ng nessages as appropriate. PLN s 925a- 925e nmay
i nterf&®st¥d0s espective industrial devices 930a-930e using a respective
standard interface 927a-927e, such as, for exanple, TCP/IP over Ethernet.
Exenpl ary PUOBS] BRH&-Iitives an exdimplary Rawveri ine Netwote(RIvN) $@BBEingLUSE00 may
be used in any type of industrial facility, including, for exanple,

faci |itihes ih@istiang@chtion eohsistere sdihngbnse ehtbudimehey 61 theliavermtioeutiHost s,
aut onobi | es, food, etc. Industrial devices 930a-930e nmay be configured to

be Useekfc]@rmé' rb%;’%rrln%cfé?ytd Méﬁﬁﬂ@h@&ﬁbpﬁﬁfaﬁqw el Qébégoﬁé)&gﬁtgn@' e,

sem conducto I cation,” pharmaceutical “manufacturing, autonobil .
devi codh® 3y spBRafen iR s el Jo -t iRfos e Tudhedidy Mia kB8t *any
R W B s e T
conmmruni cation between host 710 and industrial devices 930a-930e. Wen host
710 sengyiceshadsarnd D30b telpower Hine ddditbeosighFodN da@sfaces (RHhNI)sWap ane
925b, respectively. AC panel 920c interfaces industrial devices 930c, 930d, and
930e to power line 715 through PLNIs 925¢, 925d, and 925e¢, respectively. AC
panels 920a, 920b, and 920c may be a collection of electrical distribution circuits
including relays, circuit breakers, and/or safety devices, and each may be wired in an
appropriate configuration for supplying electrical power to their connected host (in
the case of panel 920a) or industrial devices (in the case of panels 920b and 920c).
[036] PLNIs 925a-925e may be used for managing power line data
communications for their respective industrial devices 930a-9309$ including, for
example, relaying and/or acknowledging messages as appropria’ge. PLNIs 925a-
925e may interface to respective industrial devices 930a-930e using a respective
standard interface 927a-927e, such as, for example, TCP/IP over Ethernet.
Exemplary PLNIs 925a-925e are discussed in detail below.
[037] PLN 900 may be used in any type of industrial facility, including, for

example, facilities for manufacturing/processing semiconductors, pharmaceuticals,

automobiles, food, etc. Industrial devices 930a-930e may be configured to be used
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nmessage along a path specified by the routing |ist. For exanple, host 710
may want to command i ndustrial devices 930a and 93Ce to shut down. Because
t he pat h wo 200vdu4stoei al device 930a is short, the shut doroTrss@agsseany be
sent directly to industrial device 930a, without relaying it through any
ot her industrial devices. Regarding industrial device 93Ce, host 710 may
route the shutdown conmand t hrough several PLNI's, as specified by the
routing list, to reach industrial device 93Ce. For exanple, the nessage

fromhost .710 may be rel ayed.through, PLNl s. 925b and 925¢ it reaches
PN oertyasae rekfr BEPlcalofy G op s2dpbE. semoalld’ s hut down
command may include each of the successive PLNIs 925b and 925c, for

exanpl &bricationopderracariicehmagHfactyring aydompbile Makkaetuppsy 0CH t he routing
list. Thus, for exanple, when PLNI 925b receives the shut down command

i nt endedodemssirig, Mtc.9P6eexampleapnsiarphgrer efiindustdakdevioes 980a-930@rmayReend t o
PLNI 925c. Once the destination PLNI, such as PLNI 925e acknow edges

recei pbuﬁ‘fﬁ,ts@%h@sfsé pamp derigurddfarass ineiny sftrethdustrighumridatists t he
nmessage. ternatively, when host 710 commands industrial devices 930a and

930 tﬁéﬂbtne vel t maybroadcast the shutdown message over the entire PLN
900, along wth the addresses of industrial devices 925a and 925e, so the

more of § nadgee EVANECHeErh LIS 5 Re SE deSEHESE an lsmipidlinefieR 2T
o r espberovangsetmpniaterbaliestnbs /1 d and gtiinel Bhidece&hiade he T oca
PLNI may relay the message through the first hop back to host 710. If the
| ocal MUhenihoshéy@sendse ressage todngestriphdevises gégaﬁéﬂpebé rpay a9ed ther ough
other PLNI's before

message along a path specified by the routing list. For example, host 710 may want

to command industrial devices 930a and 930e to shut down. Because the path to

industrial device 930a is short, the shutdown message may be sent directly to

industrial device 930a, without relaying it through any other industrial devices.

Regarding industrial device 930e, host 710 may route the shutdown command

through several PLNIs, as specified by the routing list, to reach industrial device

930e. For example, the message from host 710 may be relayed through PLNIs 925b

and 925c¢ before it reaches PLNI 925e. In some examples, routing of a message,

such as the shut down command may include each of the successive PLNIs 925b

and 925c, for example, re-broadcasting the same message, to the next PLNI in the

routing list. Thus, for example, when PLNI 925b receives the shut down command

intended for PLNI 925e, it may simply rebroadcast the shut down command to PLNI

925¢. Once the destination PLNI, such as PLNI 925e acknowledges receipt of the

message, host 710 need not resend or rebroadcast the message. Alternatively, -

when host 710 commands industrial devices 930a and 930e to shut down, it may
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It reaches host 710. For exanple, when industrial device 930e wants to
contact host 710, it may send a nessage through its respective PLNI 925e
Vi a connewDi2000/B2id2, whi ch may rel ay the nessage througrCa/use@sascBN
925c. PLNI 925c may in turn relay the nmessage through PLNI 925b, which may
rel ay the nmessage back to host 710. [040] In the PLN 900, communi cations
may be exchanged between host 710 and the industrial devices 930a-930e.
Additionally (or alternatively), industrial devices 930a-930e may exchange

data with each other. . | voak | o) f 4 IR evi ces
030a- o SHREGIEP! i ARG ERE (8 R crfthe PEEF S0 RaR b H e Bredts
enmbodi nent, to comruni cate thr h hgst 710, any one of industri devi ces
930a- 9%@4@'@%'%5@%@@ nggo%ﬁ a‘ﬁ@eﬁﬁ%ﬁ 9¥%M e felayed g?? ﬁl%ﬂk?\é
identity of the desired recipient. Host 710 may re-broadcast the nessage
wit h t eulingrequest.eci pi ent as the addressee and acknow edge its

re-broadcast to the sender. Further, sone exanples nay permt at |east sone

of i ndust ri §03gleW lvers oA danititeeftindiestddladeyicae83n0306 vehds adnassagwta hem
to one or nore otherdevices, and then having them sent to one or nore

furthenospaygtit hed ﬂ%‘(/idéetﬁebﬁeéﬁg%\’ﬂhf’&ldgwﬂf@ f3peeme REMAIRRg iferfagsanpl e,

any one of the i1 ndustrial devices 930a-930e nmay conmunicate directly with

The. | nE2RE o ISREHPHES Beaf BLFORsa o BRE R R IEhNR A igag shalan ™ 1o

I ndustria

re-bro st the sage if the r ot, .t he intende ciprents. ne
Crbod; RN May selel s eesage ko Ramris takeadh ©'ist HE° Bl brabaly
limting a count of re-broadcasts by each device to sone nunber n, for
exanpl ¢ beypndhihe directdaagebhednagsade BaY e etavas bregh eber FLAHs befei ves
t he

it reaches host 710. For example, when industrial device 930e wants to contact host

710, it may send a message through its respective PLNI 925e via connection 927e,
which may relay the message through a hop to PLNI 925¢c. PLNI 925¢ may in turn

relay the message through PLNI 925b, which may relay the message back to host

710.

[040] In the PLN 900, communications may be exchanged between host 710
and the industrial devices 930a-930e. Additionally (or alternatively), industrial
devices 930a-930e may exchange data with each other. In some examples, at least
some of industrial devices 930a-930e may exchange messages with each other
through host 710. In one embodiment, to communicate through host 710, any one of
industrial devices 930a-930e may send a message to host 710 with a field containing
the identity of the desired recipient. Host 710 may re-broadcast the message with
the desired recipient as the addressee and acknowledge its re-broadcast to the
sender. Further, some examples may permit at least some of industrial devices

930a-930e to exchange messages by broadcasting them to one or more other
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nmessage, it may broadcast a "kill" nessage indicating to the other clients
to stop rebroadcasting that message. [041] Fig. 10 shows an exenplary Power
Li ne Net wwokbowp4hmeer face (PLNI) 925 consistent with someTarsbediossssd s of
the invention. A power signal having a superinposed network data signal may
be carried over power line 7 15, and may interface to A/ C Power Coupl er
1030. A/ C Power Coupler 1030 may extract the network data signal fromthe
signal carried over power line 715, or superinpose the network data signal

onto the signal ,carrjed oyer power line 7 15.. Processi far: Lhi

ext ra](c:tdie(‘.ﬂ‘?leguﬁ'é‘ijg&q b?\ﬂﬂgéﬁ%ma%‘%véﬁp RES %é*‘%ﬁeof&&r‘gﬁ'@éﬁﬁ%' ggl(/'lcérg b%OIO, whi ch
interfaces to A/ C Power Coupler 1030 over a data s .1020., tracting/
super i iplg¥ingghenethderah aL@h&PO-f Fenexamele; ﬁ@ywﬁe?ﬁgﬁgwstﬂﬁ qydces °
acconpl i shed by using techniques known to those of ordinary skill in the
art, ar30aedBlewiaydmmihanicatadiseety widle any gfidae athet imdus%ﬁals%/wi}@s PY042] A
network interface 1025 may send and receive the extracted data over

connectyread &Rfingd cdshge duataininy titeinterd@Bfeapient netidress. Cdrenettier on 927.
Net wor kconnecti on 927 may be a standard networking interface known in the

art, s glﬁ%é’lﬁal Jé?ﬁcé%xﬁgplrﬁabrgéﬁ’ééé? HRY fesBhHE iRk afé RoPavehtdmigd er 1030 may

_ f§
option ave a powe eed 7 15" to provide power to industrial device

930. [043]. || ' ' '
s ruderBIRTE: b an® ErtailRY o Ry Kh8 AT ARER0E 8 s 1020
mory 1015 ma I nf ormati on reﬁgf%i)%iﬁﬁgfotﬁhf g
y "1"hcl ude

Cont | QuaTElRE By IEHENG 8GRI Of Ry Pragieasisaby s DBYaE P SO

an address for the hop back to host 710, as described above.
example. Further, in one embodiment, once the intended recipient receives the
message, it may broadcast a “kill” message indicating to the other clients to stop re-
broadcasting that message.

[041] Fig. 10 shows an exemplary Power Line Networking Interface (PLNI)

925 consistent with some embodiments of the invention. A power signal having a
superimposed network data signal may be carried over power line 715, and may
interface to A/C Power Coupler 1030. A/C Power Coupler 1030 may extract the
network data signal from the signal carried over power line 715, or superimpose the
network data signal onto the signal carried over power line 715. Processing for this
extraction/superposition operation may be aided by a controller 1010, which
interfaces to A/C Power Coupler 1030 over a data bus 1020. Extracting/
superimposing the data signal from/onto the power signal may be accomplished by
using techniques known to those of ordinary skill in the art, and may include, for
example, techniques used in HomePlug.

[042] A network interface 1025 may send and receive the extracted data over

connection 927 to/from industrial device 930 over network connection 927. Network
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[044] As shown in Fig. 9, PLNI 925a-925e is external to its respective

I ndustrial device 930a-930e. Alternatively, PLIN 925a-925e may be

physi cal lwoizn@opoeat ed into its respective industrial ®#eTiuseo888:s8930e, in
whi ch case its respective connection 927a-927e nmay be a card-type interface
such as, for exanple, PCl card or PCMCI A card, and PLNl nmay take the form
of a standard PCl card or PCMCIA card. One skilled in the art wl|
appreciate that instead of a separate cardtype interface, connection

927a-927e be . integrally forned.on.an i Lal  device d
gssoci gpﬂﬂgg\ﬁ/qrhg%zwqyg%e BfQ‘??]‘g%th'}‘?t\g(P”ﬁ%Q/l“@g‘gg‘g‘%h’i@@g&imﬁ Bﬁg%%gévse% |r ne
15 may use any electrical standard know to one of ordinar i1l in th
art. F@Ka@}%p{@PnB&M@F E{t'i‘?fé‘e‘?l%/%@"‘f%%%%@n‘gq%o B}?é[s‘%f’q&rég? Elﬁf’?ﬁlgncur (raent
power, or it may carry three-phase alternating gower. Al C Power Coupl er
1030 nppwes feen T il §uoqutovideguegttodndussriat dgyicer®3@ower . Si nce t hr ee- phase

power is sonetinmes used for machinery found in industrial settings, it

coul d be usgg43joCsatrelle resriywranagerdatecedmmmmickionsusinginstricoéng he
three lines corresponding to each phase. Alternatively, only one |ine of

the th Sfsted™ ea?r?o(;@rdﬁ&ggfeoméﬁf({r?’ 10Q8TBHViaRY ivep Bas 3 020h NG sktiicomegiory he

Ibi ne may b m ned manual Ty using PLNI 925a-925e. This selection could
e initi-ate r r L G: e : < 5e, or
t he phgggngﬁﬁﬁgq%gﬁg@tsﬁf%rlgmﬁéq Vﬂo@é’?&@ﬁg{ﬁﬁswgﬁlﬁ-% Ealte Vrygﬁlﬁ'al ly or
aut omat | cal | sing host, 710. PLNI 925a-925e al.so,i ncl ude i ndi cators
ot or niFeG AR UGt BRMSYY HHRY PRLGE 2 alBbsP Sobiiipr Baek REPOHL &
communi_cation. [046] Fig. 11 shows a flowchart depicting an exenplary

met hod 7165 agslesaribedabeve.i n a power |ine network consistent with sone

enbodi nents of the
[044] As shown in Fig. 9, PLNI 925a-925e is external to its respective

industrial device 930a-930e. Alternatively, PLIN 925a-925e may be physically
incorporated into its respective industrial device 930a-930e, in which case its
respective connection 927a-927e may be a card-type interface such as, for example,
PCI card or PCMCIA card, and PLNI may take the form of a standard PCI card or
PCMCIA card. One skilled in the art will appreciate that instead of a separate card-
type interface, connection 927a-927e may be integrally formed on an industrial
device control board associated with any one of industrial devices 930a-930e.

[045] Power line 715 may use any electrical standard know to one of ordinary
skill in the art. For example, power line 715 may carry single phase alternating
current power, or it may carry three-phase alternating power. A/C Power Coupler
1030 may be configured to accept either type of power. Since three-phase power is
sometimes used for machinery found in industrial settings, it could be used to send
and receive communications data using all of the three lines corresponding to each

phase. Alternatively, only one line of the three may be used to carry communications
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invention. The follow ng describes that nmethod in connection with the
enbodi nent of Fig. 7, but it should be understood that the nethod could be
practi cedwopowgp4adoter nati ve configurations. The host 71@carub2@bsiossss devi ces
720a-720n initialize data comuni cati ons over PLN 700 through
self-configuration (S1 105). A source device, which could be either host
710 or any client device 720a-720n, may send a data nessage through at

| east one internediate client devices 72G (S1 10). The internedi ate client

device(s) 720 rel t he nmessage, to t.he destination ' ich may
bo. 61 ¢ Heta adposaatbR e Ie S5 BEGetdrings fauall sty REN SPaa e ™),
shows a flowchart depicting an exenplary method for initializ]

comunildég selection gopls\e initiated RyaRLYRETd él%@gaﬁﬁmchﬂo@ﬁiﬁgcﬂr}gg&g%?a’t he
invention. The self-configuration process starts with host 710 broadcasting
a rout i92Fer enthesphdI @Ry be selbetedi nemadelyldventhel BLINC@Q0 vinitited mangellyvpr host
710 receive the routing request (S1205). Proxinmate client devices store the

addr es quEGmbRSARNEIRGhbst PIT IFUNIGREa-DR56 asdy 136 ifdhidd MdicRorxi mat e cl i ent
devi ces rebroadcast the routing request to a next set of client devices

(S1220hntoF A SR Wil BPIncPBE BRALSE R 6o el Sgeaath the sendi ng

proxi mate ¢ I ces correspond to one  hop back toward host 710
(S1225). This. gﬁocess repeats until all client devices 720a-720n have
recei ved MRENIC ‘Pri"ng request (S1230). In one enbodinent, after each client

device (any one of 720a-720n, f'of exanple) receives a nessage from host
710, the cl il@hel 5&/i1éémm¥§’§b€§ ‘%r?&ctﬁnéc%'i B’Eerﬁp%trlﬁg‘%éggg@e back to host
710 using routing information provided with the nessage. This, ma%/ al | ow
host 7tOmrousication irca paweslinemgtwvatd eonsigbnbaile someemprdimentsiafdhe equest

by a client device can be stopped after the client device has rebroadcast
t he r oihvergione diresfolibmingadescribes that method in connection with the embodiment

of Fig. 7, but it should\be understood that the method could be practiced using
alternative configurations. The host 710 and client devices 720a-720n initialize data
communications over PLN 700 through self-configuration (S1105). A source device,
which could be either host 710 or any client device 720a-720n, may send a data
message through at least one intermediate client devices 720i (§110). The
intermediate client device(s) 720i may relay the message to the destination device,
which may be either any client device 720a-720n or host 710 (S1115).

[047] Fig. 12 shows a flowchart depicting an exemplary method for initializing
communication in a power line network consistent with embodiments of the
invention. The self-configuration process starts with host 710 broadcasting a routing
request (S1201). Proximate client devices within range of host 710 receive the
routing request ($1205). Proximate client devices store the address corresponding
to one hop back to host 710 (S1210). Proximate client devices rebroadcast the

routing request to a next set of client devices (§1220). The next set of client devices
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certain predeterm ned nunber of tines. Alternatively, a client device can
broadcast the routing request to only those client devices which have

recei ved wbeossndtiong request before them Thus, for examplraS2e08085689 cl i ent
devi ce re-broadcasts the routing request, it increnents a counter and
rebroadcasts the incremented counter. Wen a client device receives the
routing request, it looks at the counter and if is higher than one recently
received (e.g., received within a few seconds or any other appropriate tine

measure), it just ignores it., Alternatively, the routing regue may al so
el udtdre b sges RN RO et oAb teviPen i Fdue RITL I R ¢
recei ves the sane routi n? request twice. [048] Fig. 13 shows an exenplary
conbi nAppdrackdoward hosb 6Tk t32a)t iThis pEoaessdapeatartintihal 6lierldawesfor k in
conjunction with a power |ine network for additional redundancy. In this
enbodi 7208720 have tecaisakineaosting Gequest (8123). Havaneaembddindentt agay si cal
connection to wired network 115. Server transceivers' primary physical

connecigae dientié@te PaiyBhK of 13045 20R1 forExangileprdeeivdaen aribb@a?sifmnh ar to
t he enbodi nent shown in Fig. 1 described above. As described for Fig. 1,

dovi ce 3" 1% R iehf d8ube FoRnBlRHAER the et T P el ver s
it 11 2B i RETHERB s R BRER ensieec T Fy Sl P 2D e
enbodi nrent shown in Fig. 7 and is described above. Each server transceiver
110a- 1 tqG@n$'féu%tcﬁjEﬂ‘@tﬂ‘gtgt@b}?ov@$bﬂ°?ﬁ§a$trﬁfé\“? geglihgreniest by é‘sﬁ&'@ef AGYCE, which
in turn interface to power line 715. Power line 7 15 provides electrical
power tcander stopped after ¢he elient Evicelharebroadcast the routing request for a

certain predetermined number of times. Alternatively, a client device can broadcast

the routing request to only those client devices which have received the routing

request before them. Thus, for example, when a client device re-broadcasts the

routing request, it increments a counter and rebroadcasts the incremented counter.

When a client device receives the routing request, it looks at the counter and if is

higher than one recently received (e.g., received within a few seconds or any other

appropriate time measure), it just ignores it. Alternatively, the routing request may

also include a message identifier, such that the client device knows when it receives

the same routing request twice.

[048] Fig. 13 shows an exemplary combination network 1300 which utilizes a
redundant wireless network in conjunction with a power line network for additional
redundancy. In this embodiment, server transceivers 110a-110c may have a
redundant physical connection to wired network 115. Server transceivers’ primary

physical connection to wired network 115 is through network line 1310, similar to the

embodiment shown in Fig. 1 described above. As described for Fig. 1, server
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[ 050] Host 710 may be configured to receive data over power line 7 15, and
in-turn access wired network 115 through an alternative network |ine 1305.
Host 710 wayomoaistser the state of network |ine 1310, an@cCirfusacosmaBicas e
occurs, host 710 can be programred to switch the affected server
transceivers to communi cate over power |ine 715. The affected server
transcei vers would then access wired network 115 t hrough host 710 via
network line 1305. This switchover nay occur automatically so that client
120 may,_nai nt ai n S tantially,continuoys access to wed netwark .115.
(051 EnacRvers ! SpganDkbroudeibe Gt WaSs SRS bonerb S ggs e uhid

nodi fications and variations can be nmade to the structure and net hodol ogy
of the iplecaded in eemmaroareaThifs, it shoul d be understood that the invention
is not limted to the exanples discussed in the specification. Rather, the
present i nvdd49oBenreeritransceders ¢1Qonvay also diavecatedunsiaahbavlkun conmaEionHAT | S
CLAIMED |I'S: Clains 1. A systemfor providing redundant w rel ess networKking,

conpr i gbR@iedehethWemist 16y WilizRIES poRet BSS neBidrks THe pelbylifsaetictkesl Wi th a
wi red network and configured to provide wireless network access over at

least QiRi4O001TRE HhESdinfif shb qﬁﬁ%oﬁt"%ﬁtg Zﬁ"éé@ér}b%rd.é%. %aaf}’ﬂ &g, t he at

| east one conmpn area and con I gure ect an i1n W re(ess

e by 04 g LoDl ThETTRBRE PR Sl BRI 2o
of the ir;il urln%ﬁ’fetﬁa%movgor\n?elrﬁisnsé 715. Power line 715 provides electrical power to server
transceivers 110a-110c.
[050] Host 710 may be configured to receive data over power line 715, and
in-furn access wired network 115 through an alternative network line 1305. Host
710 may monitor the state of network line 1310, and if a failure occurs, host 710 can
be programmed to switch the affected server transceivers to communicate over
power line 715. The affected server transceivers would then access wired network
115 through host 710 via network line 1305. This switchover may occur
automatically so that client 120 may maintain a substantially continuous access to
wired network 115.
[051] It will be apparent to those skilled in the art that various modifications
and variations can be made to the structure and methodology of the present
invention. Thus, it should be understood that the invention is not limited to the

examples discussed in the specification. Rather, the present invention is intended to

cover modifications and variations.
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access points has a unique fixed identifier. 3. The system according to
claim?2, wherein the at |east one transceiver is configures to sequentially
scan t he woi2gee4fiiozed i dentifiers. 4. The system accor diPOg/uSe00sI035689 2,
further conprising: a plurality of transceivers, wherein each of the
transceivers is configured to performload | eveling by scanning the
identifiers in a different nunerical sequence and sel ecting a unique
identifier based upon a condition. 5. The system according to claim 2,
further conprising: a plurality of transceivers, wherein each of the
transceivers is configured to scan for a predeterm ned preferred unique

i denti TS C 2m according to claimi1, wherein the at |east one
transcei ver is configured to select the individual wreless access point
based §g8is:at | east one of greatest signal strength, greatest signal
quality, and |lowest bit-error rate.7. The systemaccording to claim1,
wherein the at | east two wirel ess access points and the at | east one
transcei ver Aasystgnnﬁ)ir@m\ﬂdmgaedundanrtiveia&lesmséﬁvg)rbjngl, cofbpEshg: 801 . 1 1

wi rel ess networking protocol, a Bly th W rel es etmork:quﬁgwt col, an

I nternet pr@tdrast tW@ﬁN'F%%%?IDPBEFSS'rQﬂ'Bt@ recgy aghacialpg Wih 2ovie claim
1, wher aﬂd%&rﬁ@uﬁ%&f@ﬁ&‘t{? WHElesS Wé&%&e@@%bpb{ RiasP8RE CofirRon Wréd) the
net wor ere

Wi r ed e contr manages the at | east two wirel ess
accessgmdi nts. 9. The syst em accor d| ng to claim8, wherein the control I er

perforns | oad | eve rel ess acc nts.
The system &?ﬂ%lorﬁ‘gtr%bs &N‘@m ﬁ'etﬂgog%ﬂg PEREY TR af%$@is access
configured to select an mdnwdual wweless access point from the at least two wireless

access points to establish a link to the wired network.

2. The system according to claim 1, wherein each of the at least two wireless

access points has a unique fixed identifier.

3. The system according to claim 2, wherein the at least one transceiver is

configures to sequentially scan the unique fixed identifiers.

4. The system according to claim 2, further comprising:
a plurality of transceivers, wherein each of the transceivers is configured to
perform load leveling by scanning the identifiers in a different numerical sequence

and selecting a unique identifier based upon a condition.

5. The system according to claim 2, further comprising:
a plurality of transceivers, wherein each of the transceivers is configured to

scan for a predetermined preferred unique identifier.
6. The system according to claim 1, wherein the at least one transceiver is

configured to select the individual wireless access point based upon at least one of

greatest signal strength, greatest signal quality, and lowest bit-error rate.
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points are each assigned a unique identifier that is nanaged by the
controller. 11. The system according to claim1l, wherein each of the at
| east twowoio@l@s®2access points perforns | oad | evel i ngPCIAIS2008@3B$St em
according to claim1l, wherein each of the at |east two wirel ess access
poi nts includes: a nenory containing instructions; and a processor
executing the instructions to provide the nunber of transceivers connected
to other wireless access points; to detern ne whether another wreless

I ver. connections: and to

i nti il able f di tj onal
of et Foquaias i mARoBRdp L UEN CAders He TFORohPBRER nunber
of ”arb?ﬁ@tb\aﬁfosthaaa% IBESKOIELRENGE IR Eré CoRtighRASh Iemphitete Ukingl&6s access

point i's available for additional transceiver connections. 13. The system
accor dildgEtlo. 80kl ihwirglessheewiatkingeratocpk adBlustanthivvielessnelsskisgpoi nt s are

each assigned a unique identifigr t ' trolled by the processor. 14.
The syer8 ngc?é'\"&'f(‘?{ efBrogggélmoiﬁomz-ﬁ%g thtﬁg&Commn area is an industrial
facility and the at |east on transceiver is industrial equipnment. 15. The
system according to claim14, wherein the industrial facility is a

seni corfduct ofhe systereacenidingdpidlain) 1.avimraimitectisters JUFRRLFABPIPSHY
fact ' oneiflePUL QML SR HY BELY HeRIbAAThbIY thOoRrd RINBRAGES i

facility. e system accordi ng stri al
equi preeast tivoawipeleps atdess\psingd.em for provi di ng data communi cati ons over a

power distribution network, conprising:
9. The system according to claim 8, wherein the controller performs load leveling

among the at least two wireless access points.

10.  The system according to claim 8, wherein the at least two wireless access

points are each assigned a unique identifier that is managed by the controller.

11.  The system according to claim 1, wherein each of the at least two wireless

access points performs load leveling.

12.  The system according to claim 1, wherein each of the at least two wireless
access points includes:

a memory containing instructions; and

a processor executing the instructions to provide the number of transceivers
connected to other wireless access points; to determine whether another wireless
access point is available for additional transceiver connections; and to reject
requests for additional transceiver connections if a preset number of transceivers has
been reached and if at least one other wireless access point is available for

additional transceiver connections.

13.  The system according to claim 12, wherein the at least two wireless access

points are each assigned a unique identifier that is controlled by the processor.
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a host associated with at | east one power line and configured to nanage a
sel f-configuring data comruni cati ons network over the at |east one power

| i ne; andwea 2pdauadorty of client devices associ ated w t hPChasatsloamwss one
power line and configured to conmunicate with the host over the at | east
one power |ine; wherein the systemis configured so that the comrunications
fromeach one of the plurality of client devices are relayed through at

| east one ot her device of the plurality of client devices. 18. The system
according to claim17, wherein the host is configured to broadcast, via the
at | east one power line, a routing request to the plurality of client

devi cesjand i 5@&@&%@%@% RUGRITE N hSFRRSIM@Sorh oM 4188 ilbrratiigtialof
client devices I'n response to the routing request, wherein the information

cont ai rfedilityi and thetatdeastiarotipesierivess i g esjuipmested to create a routing
list, and wherein each of the plurality of client devices is configured to
receive the routing request, store a hop associated with the host, and

rebroadigast THesyshorn Aubordifiy a6 clamer4, wtterapt therikddStrialeilsy Bt &#m accor.di ng
to claim17, wherein the host is configured to communicate with a specific

cl i ent sg¢avirerdugiaetabrisation faclifyi aghrmsaceyiisal manuiagigring fagifit #dn r egar di ng
t he pat L L.l lel ap i m according to claim
17, mhe%bééﬁog)ﬂgniaﬁﬁé{;@ﬁegrﬁéﬁé rgggt@&% %m%rﬁaﬁg@ t%}é@mﬁ){?h a specific client
devi ce by broadcasting a nessage over the network, wherein the nessage

i ncludes_an identification caode, uni gquel assii%ci,at ed i\é/Lt h the client device.

2 1. THE.systhasytedrancaagding teickaim 1% Whgreindihg indesiiasequipment &h#i gured so

t hat Oﬂﬁ{rﬁéi ent device communi cates with another client device over the
net wor ough

17. A system for providing data communications over a power distribution
network, comprising: "

a host associated with at least one power line and configured to manage a
self-configuring data communications network over the at least one power line; and

a plurality of client devices associated with the at least one power line and
configured to communicate with the host over the at least one power line;

wherein the system is configured so that the communications from each one
of the plurality of client devices are relayed through at least one other device of the

plurality of client devices.

18.  The system according to claim 17, wherein the host is configured to
broadcast, via the at least one power line, a routing request to the plurality of client
devices and to receive acknowledgement messages from the plurality of client
devices in response to the routing request, wherein the information contained within
the acknowledgement messages is used to create a routing list, and wherein each of
the plurality of client devices is configured to receive the routing request, store a hop
associated with the host, and rebroadcast the routing request over the network.
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the host. 22. The system according to claim17, wherein the systemis
configured so that one client device comuni cates with another client

devi ce bywbno@daamki ng a routi ng request and rel ayi ng aroedsags/osdssough at
| east one client device to a destination device. 23. The system accordi ng
to claim17, wherein the network further conprises industrial equipnent
associated with at | east one of the plurality of client devices. 24. The
system according to claim 23, wherein the industrial equipnent is equipnent

associ d w ' r.f.acjdit har naceut i cal nuf acturin
fzii I : tal >t9e a‘ﬁ*‘ﬁﬁﬁ%@%@ﬁ@ﬂ@@gﬁﬁ L}g VY%%IF&\ %%qrjg 'Sac‘?%@rﬁgggessi ng ’
faci | I tepmmbnichtewith H §racitcelicht digvice Bdsdpbh a W@iR) fistithst dariapkr i al
equi pnent is a punp. 26. The system according to claim17, wherein the

cl'i ent iRfepnatian cegardinacthedath o theepeeilie clientilpvige. hoc comuni cation, |
.E.E.E. 801 .1 1 wireless networkingprotocol, a Bluetooth wreless
net wor ki ng protocol, an Internet protocol, or HonePlug protocol. 27. The

syst em24c coridiengystemcdctionding to wtumel 1) wirereit theriost @y cesfigured té he at | east
one power |ine are, conf ngﬂl'inﬁeai to provide redundancy within the network. 28.

The sySCEMNHRICEIINAE & %P ey deyjeertyi bropAeagting @ Aaessege Qidhe | i ne
furt henpRaH Mﬁfé?eihqhﬁ?ﬁég@% i\ﬁrﬁlﬁ@ég%ﬁ' id8nfiitatib .tco@%"lﬁ{i%lljélg)%%sogigte rhe
system according to claimZ8, erern conmuni cati ons occur’over each phase
of t he witiv the-glieat depiceer |ines. 30. The system according to clai m 28,
wherei n communi cati ons occur over one

21.  The system according to claim 17, wherein the system is configured so that

one client device communicates with another client device over the network through

the host.

22. The system according to claim 17, wherein the system is configured so that
one client device communicates with another client device by broadcasting a routing
request and relaying a message through at least one client device to a destination

device.

23.  The system according to claim 17, wherein the network further comprises

industrial equipment associated with at least one of the plurality of client devices.
24.  The system according to claim 23, wherein the industrial equipment is
equipment associated with a semiconductor facility, a pharmaceutical manufacturing

facility, an automobile manufacturing facility, or a food processing facility.

25.  The system according to claim 23, wherein the industrial equipment is a
pump.

26. The system according to claim 17, wherein the client devices communicate

with the host using ad-hoc communication, I.E.E.E. 801.11 wireless networking
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phase of the three-phase poser |ines, wherein the one phase is one of
manual |y sel ected and automatically selected. 3 1. The system according to
cl ai m 28, wothwescismioehe client devices indicate which phaseTits2a8m85680r
comuni cations. 32. A nmethod for providing data comruni cati ons over power
i nes, conprising: initializing data comuni cati ons over a power |ine
networ k t hrough sel fconfiguration; providing data froma source device to
at | east one internedi ate device over the power line netvvork and rel ayi ng

' d d d d
over 1 roigse PieBot ity et TR AL, 2BIbRina e B o e eRIE e
the i niprbt@coki ng further conprises: receiving a first routing request by at

| east one device; storing at | east one hop back to a host on the at | east
one devi ce; rebroadcasti ng another routing request fromthe at Ieast one

d th
dovi ce2and 1LY AEOCPRIAG S Bt . Wtrb Pnb MRS e e ol 90t B85 e
ot her deeipreverdihe dieecomfigboet ’@cpmvaﬂen@dmdah@y wWitBd, thehesteork.t he

rebroadcasting repeats until all devices on the power |ine network have
received a respective routing request. 35. The nethod according to claim

33, whegei n 1ifaeg afs'térﬁ C'bBl’HI @% ?%ﬁ’rHels?t vidrginnAb & 14420k Ek?ovb'éﬁ e f%l@thewhe

nmet hod according to c alm her “conpri si ng: appen
acknowcedyxisestthreessiags alprnbtingCorrent ponerlisssci at ed wi t h each deV| ce;

29.  The system according to claim 28, wherein communications occur over each
phase of the three-phase power lines.

30. The system according to claim 28, wherein communications occur over one
phase of the three-phase poser lines, wherein the one phase is one of manually

selected and automatically selected.

31.  The system according to claim 28, wherein the client devices indicate which
phase is used for communications.

32. A method for providing data communications over power lines, comprising:

initializing data communications over a power line network through self-
configuration;

providing data from a source device to at least one intermediate device over
the power line network; and

relaying the data from the at least one intermediate device to a destination
device over the power line network.

33.  The method according to claim 32, wherein the initializing further comprises:

receiving a first routing request by at least one device;

storing at least one hop back to a host on the at least one device;
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relayi ng the acknowl edgenent nessage through at | east one device back to
the host in response to the routing request; and creating a routing |ist
based upowmothe/qaatok | nf ormati on. 37. The nethod accor di RgTIUS2@5AB36883,
wherein the storing stores one of a first routing request received, a
routing request associated with a strongest signal, and hops associ ated
with a plurality of routing requests. 38. The nethod according to claim 32,
wherein the source device is a host and the destination device is a client,
further conprising: appending to the data, an identification code

associ at ed wi trabraasicesiirghanothed rowiigirseshijorhbediteasiane drvice;

ciient. so. THECHERMInBTRbRY et TERy B TPR0 KHNER RS, S Bt Bvlestiang 1
a host and th%téi%%bﬂ@bbﬂﬁh@ﬁ@b@dk&odh@hb%n tHeuat IBast GeePtHeFidegidee! ayi ng
the data fromth ost to the client through a path which includes the at

| east one i nternedi ate devi ce, wherein the path is designated by a routing

list. g,gTheﬂ%tm% qﬂam tb%éahﬂsﬁwsﬁeremf r&ﬁﬁyﬁ.ﬁgr?g%a@g (9 an

acknow edgenment from't e 'host etermnin upon
whet her tafiedenvidasooi ﬁm;mmlmesnemkm&e redrivérba respedtiystrouting reqiest. t he
data through an alternative path. 41. The nethod according to claim40,
wherein the alternative path is based upon the routing list. 42. The nethod

accor di ngst 0 qitri mefifbd ddtordieg te @R S3,NeherrPMEcast Iaiding reguestBidingtes
request tfo t?he ﬁt tI east one internediate device;
rom the hos

36. The method according to claim 35, further comprising:

appending to an acknowledgement message, path information associated
with each device;

relaying the acknowledgement message through at least one device back to
the host in response to the routing request; and

creating a routing list based upon the path information.

37.  The method according to claim 33, wherein the storing stores one of a first
routing request received, a routing request associated with a strongest signal, and
hops associated with a plurality of routing requests.

38. The method according to claim 32, wherein the source device is a host and
the destination device is a client, further comprising:
appending to the data, an identification code associated with the client; and
broadcasting the data and the identification code from the at least one

intermediate device to the client.

39. The method according to claim 32, wherein the source device is a host and

the destination device is a client, further comprising:
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creating a new routing |ist based upon the new routing request; and

determ ning an alternate path based upon the new routing list. 43. The

met hod acwonrdeang4t9e cl ai m 32, wherein the source devi cePr3/ma@kbsiossssy and t he
destination device is a host, further conprising: relaying data fromthe
client to the host through a path which includes the at |east one

I nt ermedi ate device, wherein each hop in the path is based on information
stored in each device sending the data within each hop. 44. The net hod
according to claim43, further conprising: providing fromeach device

recei vi ng dat aelayiry theedath flomp thexhostlorthelctidgiethresugh @ padie whitdvincridesniieng
er t

data within each hop; and .determ ning,. hased upon whet h he = .

acknow ed’éé‘?%%toniesm%é%@%%a deyjce: M@e??'ﬁgﬁg PAL Iserignated iy 3 rowinglisthe dat a
through an alternative path. 45. The nethod according to claim 32, further
conprising providing redundant paths throughout the power |ine network. 46.
A syst emdfOor ﬁrhwm@gmﬂ aeqnidingrio ahkeinwd?® kiurthef oompridiagt ri al appl i cati ons

conprising: a C | tg c nications over a power
di stribution ﬁ%ﬁ@@ﬂk@p é&'?'é“@a@?d@%@%ﬁ@@:%&@%ﬁﬁp?Bq%f% @0Pmuni cate with
the host over deternfioivgl bdsed upbniwhitheethetidknomsigintetasadsiesd ivimsthkr om
each of the devices artﬁ@rel ayed t hrough at | east one other device of the at

| east twi@1Bes W relay the data ifguah @n Aenagliverathpoi nt s directly associ at ed

with the at | east two devices and configured to provide w rel ess network

access within an industrial
41.  The method according to claim 40, wherein the alternative path is based upon

the routing list.

42. The method according to claim 39, further comprising:
broadcasting a new routing request to the at least one intermediate device:
creating a new routing list based upon the new routing request; and
determining an alternate path based upon the new routing list.

43. The method according to claim 32, wherein the source device is a client and
the destination device is a host, further comprising:

relaying data from the client to the host through a path which includes the at
least one intermediate device, wherein each hop in the path is based on information
stored in each device sending the data within each hop.

44. The method according to claim 43, further comprising:

providing from each device receiving data within each hop, an
acknowledgement to each device sending data within each hop; and

determining, based upon whether the acknowledgement is received, whether
the sending device will relay the data through an alternative path.

45.  The method according to claim 32, further comprising providing redundant
paths throughout the power line network.
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facility; and industrial equipnment |located within the industrial facility,
wherein the industrial equipnment is configured to select an individual

Wi rel ess wocesw4poent fromthe at | east two wirel ess aceeIuUSP@sNBERSE O
establish a data comrunications link to the power distribution network.

46. A system for providing redundant netwbrking for industrial applications

comprising:

a host configured to manage data communications over a power distribution
network;

a least two devices configured to communicate with the host over the power
distribution network, wherein communications from each of the devices are relayed
through at least one other device of the at least two devices;

at least two wireless access points directly associated with the at least two
devices and configured to provide wireless network access within an industrial
facility; and

industrial equipment located within the industrial facility, wherein the industrial
equipment is configured to select an individual wireless access point from the at least

two wireless access points to establish a data communications link to the power

distribution network.
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