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This invention relates to terminal authentication in a communications
network such as in a telecommunications network. |

In a typic'al network providing telephony, fax and associated services,
such as a public switched telephone network (PSTN), customer premises
equipment (CPE) is connected via network termination equipment (NTE) to the
PSTN for mutual intercommunication via switches or exchanges which constitute
nodes in the network. There are various levels of exchange. The exchange
functionally nearest a customer's NTE, through which ail calls to and from that
customer may be routed, is known as the local exchange. '

A telephone service is usually 'post-payment’ in nature, i.e. billing is
carried out retrospectively over a period since the iast billing date. Aparf from the
basic security aspect, it is desirable to be able to authenticate the use of service
user equipment to minimise the opportunity for unauthorised access to the
network, as this may lead to billing disputes with the custbmer. For example, if an
unauthorised user taps into a customer's line between the NTE and the local
exchange, any chargeable service provided to the unauthorised user will be
recorded as used by the authorised customer and billed accordingly. :

Various systems are known for providing authentication. For example, a
calling-card-based system involves the user keying in, through the telephoné, a
sequence of numbers to establish the user’s identity. Another example is the use
of a button, programmed to send a personal identification number (PIN), on the
telephone equipment which allows access to an enhanced level of service, or an
alternative network, through the same local exchange. For more specialist services
this may be acceptable. However, such systems require the user to establish his
or hei' identity as part of the calil set-up procedure. '

. Although this added complexity may not be a severe problem on more
specialist or less frequently used services, it is still an inconvenience which it
would be advantageous to remove from that part of the call set-up procedure‘
carried out by the customer. This is particularly so when the customer is using a
standard service on a frequent basis. Removing the authentication steps from the

customer would streamline the procedure considerably.
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The present' invention p'rovides a method of -authenticating a network
terminal on a com'mdnications network, the method comprising the steps of:

indicating to a security node associated with the network that a user of
the terminal reqﬁires use of the network; _

calculating an _authentication code at the terminal, the authenﬁcation code
being a function of a transaction number encrypted by means of a first key
associated vyith' the terminal, and a first algorithm;

transmitting thé authentication code to the security node;

calculating an expected transaction number at the security node based on
the transaction number, the first algorithm and the first key;

comparing the expected authentication code with . the received
authentlcatlon code; and | _ |

denvlng unrestncted access to the network for the terminal unless the
expected and received authentication codes match.

The terminal may be part of an NTE with which the security node
commiunicates to establish authentication or not. Alternatively, the terminal may
be part of the actual customer equipment connected with the network through the
NTE. _ _ .

Preferably, the _securitv node calculates at least one first key for the
terminal, the or each first key being a function of a security algorithm stored within

the node, the terminal identification code and a second key, the or each first key

being loaded into the terminal for later use with the first algorithm in authenticating

a terminal. Advantageously, the first key is a function of the terminal identification
code encrypted by the se_cond key using the security algorithm.

In a preferred embodiment, the transaction number is a variable number
which is changed after each authentication attempt. |

The security node may generate the transaction number, which is sent as
a challenge to the terminal in response to the indication received by the security
node that the user requires use of the network.

Conveniently, the security node prevents access to the network for the
terminal in the event that no _ma_tch between the expected and received

authentication codes is made within a predetermined duration.
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Preferably, the terminal transmits a negative acknoWIédgement to the
security node in the event that no challenge, or an invalid challehge, is received
follqwing an indication that the user requires use of the network.

The first ke_y may be loaded into the terminal remotely by the security
node, or locally from storage means connected temporarily to the terminal.

Advantageously, the or each first key is identified at the security node by
calculation from the terminal identification code. Alternaiively, -the or each first
key is identified at the security node by means of a iook-up table based on the
terminal identification code.

Preferably, the security node permits a dial tone to be established with the
terminal independent of the result of the aufhentication. In this case, the security
node may permit access to the network for identifiable emergency traffic and/or
non-chargeable traffic in the event that the expected and received authentication
codes do not match. ,_

The telecommunications network may have a plurality of exchanges, each
for routing traffic to, and from, a pilurality of terminals, at least one of the
exchanges having the security node associated therewith.

The invention also provides a system for authenticating terminals on a
communications neiwork comprising a security node and a plurality of terminals
connected to the network through the node, at least one of the terminals
comprising processing means including a memory, and terminal signalling means
operably connected to the network and enabled by the ptocessing means, the
terminal signalling means being arranged to trahsmit to the security node an
authentication code after a potential user initiates a use of the network, the
authentication code being caiculated by the processing means as a function 6f a
transaction number encrypted by means of a first algorithm and a first key
assoi:iated with that terminal, the security node being operable to calculate an
expécted authentication code from that terminal using the transaction number, the
first algorithm also stored in the security node, and the first key, and to deny
unrestricted access to the network for that terminal unless the expected and
received authentication codes match. '

The invention further provides a customer terminal for a communications

network, the terminal comprising a customer port for customer equipment
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compatible to the network, a network port for connecting the terminal to the
network, processing means including a mémory, the processing means being
arranged to receive signals through the network -poﬁ, and signalling means
arranged to transmit signais through the network port, the processing means being
operable, following initiation of use of the network by a user, to calculate an
authentication code which is a function of a transaction number encrypted by
means of a first algorithm and a first key associated with the terminal, and to
enable the signalling means to transmit the authentication code through the
network port. ' -

Preferably, the signalling means is a modem, for example a FSK modem
for data transmission on the network. However, other signalling means may be

used. For example, a dual tone multi-frequency {(DTMF)-based system could be

-employed.

The present invention requires only the authenticating equipment to be
_c:onneéted between. the user's equipment, for example a telephone, and the
security node governing authentication for the local exchange associated with the
NTE. The authenticating equipment 'corthnicates cryptographically with the
security node to provide authentication of thg equipment initiating a call (but not
the individual user) automatically. Thus, the- authentication process takes place
when the user lifts the handset, or otherwise initiates access to the network. The
user does not have to insert a token or card, or key in an authorisation number.

The authenticating equipment can be line or mains powered, and may
conveniently be buiit into a housing remote from customer equipmént, for example
the master socket in the customer's prerhises- to which the telephone equipment is
connected. Alternatively, the authenticating equipment may be battery powered.

While fhe invention is described in terms of authentication to avoid
fraudulent' use of telephone lines, it is applicable to other situations in which a
di'sc-rimination is required based on authentication of a user. For example, the |
invention may equally well be arranged to restrict access to certain geographical
areas on the basis of authentication. '

The invention is particularly applicable to a telecommunications network,
sudh as a public switdhed telephone network. However, the concept of a security

node through which the traffic passes, or under the governance of which traffic is
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allowed to pass from the terminal to the rest of the network, is applicable to other
communications systems.

The invention can. be put into practice in various ways, some of which will
now be described, by way.' of example, with reference to the accompanying
drawings, in which : '

Fig.1 is a schematic biock 'diagram of a part of a telephone network
according to the invention;

Fig.2 is a more.detailed. schematic. block diagram of a network terminal
forming part of the network of Fig.1;

Fig.3 is a more detailed schematic bloék diagram of a local exchange
forming part of the network of Fig.1; and

' Fig.4 is a schematic diagram of an authentication protocol message
sequence. '

Referring to the drawings, Fig.1 shows a PSTN having a local éxchange- 10
connected by a local access line 12 to a NTE 14 which is specific to a network
customer. The NTE 14 is the int#rface between the network and the CPE 16 of
that customer. The NTE 14 has a customer port 18, for example a master socket,
by means of which the CPE 16 can be connected to the network, and a network
port 20 by means of which the network is connected'to the customer premises.
Typically, the CPE 16 are telephone handsets of fax machines on the same
telephone number. '

It will be appreciated, by the skilled person, that a typical telephone
network will consist of many customers, each having a respective NTE 14 and
each being connected to one of a number of local exchanges 10 which, in turn,
make up an interconnected network of various levels .of exchanges (the PSTN).
For reasons of clarity, Fig.1 shows only one NTE 14, one local access line 12 and
one Iécal exchange 10.

- The NTE 14 is shown divided into two by a dotted line 21. This is a
notional demarcation to indicate that equipment to the left of the line 21, as
depicted in the drawing, is able to participate in authentication according to the
invention, whereas equipment connected to the local access line 12 to the right is
not. An unauthorised telephone 19 is shown connected to the local access line 12,
i;e. to the right of the dotted line 21.
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Figure 2 illustrates the NTE 14 of"Figure 1. A switch 22 is connected
between the customer port 18 and the network port'20.. T.he switch- 22 is
typically constituted by a relay (or similar means) which connects the telephone
through when appropriate; A microprocessor 24, having a random ‘access
memory (RAM) and a read only memory (ROM) 25, is provided within the NTE 14.
The authentication connection to the local exchange 10 through the NTE 14 also
includes a freql.iency shift keying (FSK} modem 26. The FSK modem 26 is
operably connected to the local access line 12 for connection to the local
exchange 10 by means of a line 28, and is under the control of the microprocessor
24 via a line 30. The microprocessor 24 is also connected to-the local access line
12 by means of an interface 32. . _

A comprehensive telephone network often contains a mixture of analogue
and digital switching. The local exchange 10 in this embodiment is based on a
GEC Plessey Telscommunications Limited System X digital exchange. This is'
because the embodiment can use FSK-modem-based signalling for the telephone
network local loop which is currgntly only being installed in .exchanges such as
System X. It provides-.a generic data transfer capability operating at, .for example,
1200 bits/sec. The invention also extends to other forms and implementations and
some alternatives are given.

The System X platform consists of a central digital 'sv_vitch block ' {the
Digital Switching Subsystem - DSS) which switches 64kBit/s digital circuits
presented as 2MBit/s multiplexes. The DSS is controlled, via a Message Transfer
Subsystem (MTS), by a central Call Processing Subsystem (CPS). This is a
common control software, and runs on a proprietary bit-slice architecture
processing platform (the Processor Utility Subsystem - PUS).

Analogue telephony customers are connected to this structure Sy the
Digitél Subscriber's Switching System (DSSS) equipment, known as concentrators.
This equipment provides the analogue exchange line facilities, including battery
feed, ringing current, supervisory tones and, through planned mbdifications, the
FSK signalling facilities..

Considering only the analogue telephony service, call set-up is initiated by
the customer going off-hook. This is detected by the DSSS which signais this, in a
PCM signalling time-siot, to the CPS via the DSS. The MTS and the DSSS
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Handler process also execute on the PUS. The CPS then returns instructions to
the DSSS to set-up a switched path through the DSSS, apbly dial tone and
connect a digit receiver. ' ) ' ' |

 Referring to Fig.3, at the local exchange 10 there is a further FSK modem
34 for communicating with the NTE 14.

The local exchange 10 constitutes a security node for those NTEs
connected to the network-through it, i.e.. it acts as a point thrﬁu’gh which all calls
to, and from, the network must pasé for each connected NTE. Thus, 'by enabling
the local exchange (or the nearest node to the NTE) to conduct authentication will
mean that all traffic will be passed to, or blocked from, the network according to
the outcome of the authentication process.

There ‘are a number of options for providing authentication. While the
authentication facility is described in relation to the NTE 14, it could be embedded
within the telephone, i.e. the CPE 16, or somewhere in between the NTE and the
telephone.

The protocol for the two-way authenticatidn process for authenticating the

equipment user is as follows:

1. The security node calculates a secret key §; = f; (K, TN), where f; is a
security algorithm, K is a secret key divérsiﬂction key and TN is the telephone
number of the NTE 14 to be authenticated (the NTE needs to store one secret key
for each value of j in its processor, j being a three bit number ih this embodiment); -
2. S; is loaded into the NTE during installation of the NTE by the instalier
using a portable programmer, or by the local exchange 10 down the local access

line 12;
3. The user's telephone goes off-hook;
4, The security node recognises the change in condition, and identifies the

tele;;hone number of the user as in a conventional network;

5. The security node generates a random number (the transaction number) n,
which it sends (together with j) to the NTE 14, in response to detecting the off-
hook condition; ' _

6. The NTE calculates an authentication code in reply R = F (S;, n), wheré F

is a public algorithm, and sends it to the security node. The reply R and the '
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telephone number TN together make up an authentication message on which the
security node is able to perform authentication; and | |
7. The security node calculates the expected reply E = F [f(K,TN),n], and
corhpares this expected authentication code with the actual reply R - only if E = R
does the authentication succeed.

When a telephone goes off-hook on a line equipped with the
authenticating equipment, and loaded with S;, and is connected to a local loop
arranged to provide a secufity node, the telephone identity is made available to the
local exchange 10 from the telephone number in the conventional way. Of course,
a separate identification number could be used for the purpose of identifying the
NTE 14. It is preferred that the same identifier is used both for conventional
purposes, and for the system of the invention. The local exchange 10 generates
the random number n and sends it, together with j, to instruct the terminal which
secret number S; to use, and to act as an FSK challenge on the local access line 12
to the NTE 14. The NTE 14 then calculates its authentication code R in response,
and sends that back to the local exchange 10 (aiso on the local access line 12) to
complete the authentication message started with the NTE identifier.

The local exchange security node compares' the response R with the
expected value E. Whether the authentication has succeeded or not, a dial tone is
then returned to the telephone through the NTE 14, and the customer can dial the
number desired. |f the outcome of the authentication process is positive, i.e. there
is a match between the response and the expeéted_ value, the call is allowed to
proceed in the normal way. If, on the other hand, the expected and received
values do not match, a call is only allowed to proceéd_ if it is recognised‘as either
one to an emergency service or is otherwise a part of an allowable subset of calls

which can be made regardless of authorisation. One alternative to thié is to aliow

' chargeable calls to be made, but for them to be logged and identified separately

even though authentication has failed.

The NTE stores j secret keys S,..;.Si, so that the secret key can be
changed, either each time authentication is tried or for any other reason.

In a one-way system, an active challenge is not present, and the security
node does not need to generate a random number (the transaction number) n.

When the NTE 14 goes off hook, it genérates a number m by a means previously
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agreed v_vith.the security node. This number m is encrypted using the public
aigorithm F and the secret key S; to generate an authentication code R = F (§;, m).
The authentication code R is then sent to the securi_ty node together with j The
security node calculates the expected reply E = FIfj(K,TN),m] and compares the
expected authentication code with the actual repily R. As for two-way
authentication, only if E = R does the authentication succeed.

In t_aither -the two-way systemn or the one-way system, an inappropriate
authorising NTE on a customer local access line 12 will fail to provide the correct
authentication message. After a number of attempts (say three) the security node
will similarly deny complete access to the illegitimate equipment.

Figure 4 illustrates the sequence of signalling messages in a two-way
implementation of the authentication protocol. it will be noted that the security
node is shown separate from the local exchange 10 for the sake of clarity of
illustration, although the security node can be implemented as part of the local
exchange. in a unidirectional implementation, the 'Challenge' and 'Response’
transmissions are not sent. The 'Off-Hook' condition is automatically followed by
transmission of the authentication code and the code identifying the NTE requiring
access to the network. '

The most sensitive part of the authentication is the security algorithm f;.
This is known only. by the service provider running the security node at the local
exchange 10. The public algorithm F is a first line of encrypted defence, but is
more e_xposed to analysis as it is stored within each installed authentication NTE

14. The security of the authentication system, therefore, rests largely with the

'sophistication of the encryption performed under the security algorithm kept in the

security node.
The cryptographic requirements of the public algorithm F and the security
algorithm f; should include the following:
" a Fand f; shouid not be the same;
b) deducing S; from accumulated challenge/response/TN triples should
be computationally infeasible;
c) deducing the response for a given new challenge from accumulated

challenge/response/TN triples should be computationally infeasible;
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- d) deduéing K from 'accumulated TN/S; pairs should be computationally
infeasible; ' ' '

e}  deducing S; for a given TN from accumulated TN/S; pairs should be
computationally infeasible;

f) the range of values of the challenge should be large enough for the
probability of a given value of challenge being repeated to be minimised: '

g) K and S should each be long enough for fhe s'yé"tem to be proof
against exhaustive search; and

h) K and S should be long enough for the system to be proof against
the birthday paradox, i.e. the possibility of an attacker increasing his chances of
success by finding K/S pairs instead of choqsing K {or S} and trying to find S (or
K). | o |

Examples of the presently considered best practice for both F and f; are
the well-known Triple-DES (Data Encryption Standard) and the International Data
Encryption Algorithm which is described in 'A Proposal for a New Block Encryption
Standard' by Lai and Massey, published by Springer-Verlag Lecture Notes in
Computer Science No.473: EUROCRYPT 90, p.389, in which it is called the

~ proposed European Encryption Standard.

If the original f; were disclosed, the security of the system would be

‘compromised. Adding the secret key diversification key K means that the security

of the system depends on K, not f. It is preferred to keep f; private, but if it is
disclosed the security of the system would not aUtdmaticallv be compromised.

. The embodiment of the invehtion in Figs. 1 to 3 makes use of a processing

~ capability located in the local exchange 10, along with the FSK modem 34,

operably connected. at the exchange line card interface. The appropriately
programmed exchange line card interface, together with the FSK modem 34,
constitute the security node determining the a'uthem:icaticm.j Because one of the
mai;1 considerations in providing authentication is the secrecy of the security
élgorithm, the invention requires additional equipment at the local exchange 10 in
relatively low volumes, and could be produced by the network 'proprietor.' This
ensures that sensitive security algorithm information does not have to be released
to other service equipment producers, or on an otherwise inappropriately wide

basis.
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When the secrét number S; is loaded into the processor of the NTE 14, it
may be don_e by the service customer calling a number which will connect the NTE
to an initialising facility which automatically interrbga;es the NTE processor for the
NTE number, loads the appropriate suite of secret numbers, or replenishes spent
secret numbers, and advises the customer that the task has been completed. The
local loading of the secret numbers is an alternative or an adjunct to remote
loading. In the latter case, if the security df the loading procedure is suspect,
either on the part of the customer or'the service provider, then local ioading will be
available to avoid the potential threat to transmission along the local access line
12.

The strength of the security provided by the authentication process has to
be traded off against the need to keep the delay before a dial tone is established to
a minimum. A cyclic redundancy check (CRC) is provided only if the bit transport
mechanism for the network itself does not provide error checking. More than one
(i.e. j) secret numbers are stored in the NTE processor so that each:can be
specified, either in turn or when one becomes compromised, as necessary without
interruption or loss of service to the customer.

The security node will send a challenge at least three times using the same
random number n, in the event that the NTE 14 does not respond, or a
transmission error is detected. .

Of course, in the case of an illegitimate user no reply will be generated in
responée to a challenge. Thus, the security node is programmed with a time-out
facility. At the end of the predetermined duration, the local exchange 10 sends
the dial tone to the illegitimate user in the same way as would be done for a
negative authentication.

in some circumstances, the NTE 14 may detect an invalid challenge due to
corrubted data which it is programmed either to ignore or to respond to by sending |
a nebative acknowliedgement message back to the security node. '

It is preferable that the authentication process is active on a per call basis.
This will ensure that the network validates each call, allowing early identification of
the calling apparatus before allowing a chargeable call to be made. Otherwise, the
customer may dispute the bill since calls billed to that account could still be

unauthenticated.
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The operation of a telephony service may be mo_delled.in terms of a
sequence of_states a call may go through. These states, and the relationship
between states, form what is termed a 'call modell'. Analysis of the call model
reveals that there are a number of opportunities for introducing an authentication
attempt. _

According to the invention, an attempt is made to authenticate after the
user has indicated a wish-to make a call, but before the dial tone is relieved. This
dictat_es that the network recognises the 'off-hook’ condition, and initiates an
authenticat_ion attempt whenever this state occurs.

In the alternative, authentication may be carried out after dial tone. This
requires clearly defined rules governing. when and how an authentication
interchange is initiated. Otherwise, normal -telephony service may be degraded-,
since the authentication process may be too obtrusive to the user or, at worst, the
service too cumbersome for the user ever to bother using. - _

There are essentially three existing opponuhities for introducing an
authentication sequenceoricé dial tone (unauthenticated) has been received. First,
there is the possibility of introducing an authentication sequence after diélling but
before ringing tone. Second, there is the possibility of invoking an authentication
sequence via a register recall function at some point. Third, there is the possibility
of introducing an authentication sequence at call termination.

The authentication before dial tone protocol offers the most practicable
network solution. This is because it is seen to offer a less obtrusive and more
easily automated mechanism. - _ _

A requirement for the authentication protocol to be used in an
authentication process is a transfer of security data between the two end points
constituted by the NTE 14 and the security node at the local exchange 10 via the
local access line 12. In this way, a terminal can be unambiguously identified to the
network. The volume of data forming the authentication, and the time constraints
on the authentication process, determine the main characteristics of the process.
It has been assessed that about 10 to 20 bytes of data need to transported in both
directions Between the local exchange 10 and the NTE 14.

It is possible that the security algorithm f; and associated signalling

mechanism could be provided in the form of equipment connected at the exchange

«
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line card interface of the local exchange 10. - In this case, each subscribing
customer has to have the equipment which corresponds to the NTE.

A System X exchange possesseé powerful real-time computer systems
upon which all the main exchange processes are executed. In practice, it is found
that local exchanges are bound by memory limitations rather than processing
capabilities. Therefore, there tends to be a surplus of processor power available in
the exchange where the chosen security algorithm could be executed. ' N

This would dictate that precise details of the security algorithm were made
available to external suppliers of the interfaces for it to be built or programmed in.
in effect, the whole implementation would have to be disseminated to third

parties. This may be seen as being undesirable, in view of the highly important

- role the security algorithm plays in maintaining the integrity of the authentication

procedure.

Advanced intelligent network (AIN) architectures present an alternative to
the above. In this case, the security algorithm could be moved onto a co-located
‘adjunct’' processor. This would be external to the exchange system, and would
require appropriate interfaces with the exchange equipment. This could be
achieved through a direct connection with the exchange's processor (e.g.via an
Ethernet connection). Alternatively, it could be achieved via a special signalling
connection on the adjunct processor and a PCM stream, or analogue connection,
to the local exchange switching system. ' |

Where the adjunct processor connects to the exchange processor, special
maodifications have to be carried out to all the local exchanges. This would include
hardware modifications to support the computer-computer communications link,
e.g. the introduction of an Ethernet port. .

An alternative approach is to move the security aigorithm into a self-
contéined element, or security node, within the ¢central processor of the network.
Appl:oprite signalling links to the rest of the network, and associated software
maodifications, could then provide the necessary communications between the node
and the authentication customer equipment. This has the advantage over the
previous arrangement in that a number of exchanges could be served by a single
security node. Customers may, therefore, be spread over a number of exchanges

rather than having to be directly connected.
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Authentication based upon extensive modifications to existing or planned
exchange hardware does not offer a good solution. For this reason, an adjunct
procéssor solution is not considered to be appropriate to a telephone network.

Assuming that there was sufficient processor time:and memory available,
mounting_the security algorithm on the local exchange processor would require
releasing the security information outside of the exchange pr(_:prietor.

A separate security node solution requires modifications to individual local
exchange equipment that can be limited to software sub-systems in the central
processor. In addition, a single node could be connected to several local
exchanges. Service can, therefore, be provided to a large number of customers by
a single security node. This solution, therefore, has the advantage over the others
that the authentication sefvice is justifiable to a small, but significant, number of
customers spread over a number of exchanges.

With the existing énalogue telephony service, the exchange responds to
the initiating telephone 'looping' the line by the application of dial tone. This
conventional state in the 'call model' is modified such that the network will use
this as the trigger point for generating an'authentication challenge. Only once this

challenge has been correctly acknowiledged by  an - appropriately-configured

authenticating telephone or other equipment, . will the network permit normal

telephony service to proceed for that call attempt. Failure correctly to respond to
the challenge within a pfedetermined time limit will forcé the local exchange to
limit telephony service for that call to a pre-determined subset of the functions
normally available, e.g. emergency and operator services.

In either the exchange line card arrangement or the separate node
arrangement, a notional or actual security node is created through which calls
subject to authentication must paés. Note that it could also be providing other
network based services concurrently with the authentication.

. In this case, it is implied that the signalling messages originate at the
security node. These take the form of FSK signals where a signalling path has
been extended to the security node. Ailternatively, the security information may be
transferred to the local exchange using main network sfgnalling.

The security node is connected to the local exchange's trunk signalling

system. Each authentication request will result in a call to the security node which

q
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will be dimensioned t&_’ serve one or more local exchanges. A key cost element of
this solution, therefore, is embodied by the security node which shouid have the
following major components:- . '

Appropriate Signalling System

Digital Transmission Sysiem

FSK Off-Hook Signalling System

Computing System

Database

Security Algorithm

System Management System

in a digital exchange, such as a System X exchange, its central processor
provides the essential call control and service logic functions and is, therefore, an
obvious location for all the necessary software required by the proposed security
node aspects of the authentication system. In this case, when the concentrator
indicates to the central processor that a line has gone off-hook, the central call
control functions generate the required authentication challenge data, and transmit
this to the NTE 14 via the FSK modem 34 in the concentrator - rather than
responding immediately with a connect dial-tone instruction. The concentrator
then passes either the returned FSK éhallenge acknowledgement to the central
processor, or it returns an indication that no FSK data was l"eceived within the
specified response time. Call processing may then determine what level of service
to be set for the rest of the call, and instruct the concentrator to return the
appropriate dial tone (via a conventional Send All Digits message).

Since this approach requires only FSK capabilities along with the normal
telephony facilities within the concentrator, and relies.upon modifications to main
exchange software, it offers a very flexible route to service provision in an
excﬁange. This is because central software modules are ioaded from tape or other
flex-ible media - as opposed to being held as firmware - and provide service to the
whole exchange structure, rather than just associated concentrator lines.

An alternative approach to providing the majority of the authentication
capabilities in the central processor would be to provide ail the main functions
within the concentrator unit. Only once a call attempt had been validated, would

central call processing be notified, along with the level of service to be provided,
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i.e. rather than indicating the off-hook condition to the central call processing
software, the concentrator would authenticate the -off—h&ék condition and then
inform central call processing that the line was of_f_-ﬁéok and request the

appropriate level of service dependent upon whether the '_c__eil_l attempt had passed

or falled authentication.

As a further alternative, in a split central processor/ccncentrator solution,
the authentlcattcn algorithm can be incorporated in the central exchange
processor, but with the analysis of the challenge _acknowledgement being
performed by the concentrator. Upon the off-hook cond:i't_i.cin being detected, the
concentrator would forward this signal to the central prccesccr and receive from it
the authentication challenge and the expected acknowiedgegflent. This data could
be generated during idle time on the processor, such as dering the night, when
spare processor capacity could be used to produce sete of _lehthentication date for
the next day. In either case, whether the data is generéte_t!_ on-line or off-line, it
would be up to the concentrator to determine whether .the; fesponse from the N1'E
matched that expected and to mdlcate to the central processor which level of
service should be provided.

A complementary -scluticn to the split central procesecrlconcenfrator_is the

split concentrator/central processor solution. In this case, the decision logic is

within the central call processing, and the authentication -'aléorithm is located
within the concentrator. When a line enters the off-hook siate, the concentrator
generates both the challenge and the expected acknowled_g_et;nent. The challenge
is then transmitted. to the NTE and the concentrator awaits 'tﬁe receipt of the NTE
response. The central processor then receives the response ._from the NTE via the
concentrator along with the received response, performs the companson with the

expected response, and sets up the apprcpnate level of service.
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1. A method of authenticating a network terminal (14} on a communications

network, the method comprising the steps of: _

indicating to a security node {10) associated with the network that a user
of the terminal requires use of the network;

calculating an authentication code (R) at the terminal, the authentication
code being a function of a tfansaction number (n) enérypted by means of a first
key (S;) associated with the terminal, and a first algorithm (F);

transmitting the authentication code to the security mode;

calculating an expected authentication code (E) at the security node based
on the transaction number, the first algorithm and the first key;

| comparing the expected authentication' code with the received

authentication code; and-

denying unrestricted access to the network for the terminal unless the

expected and received authentication codes match.

2. ‘A method as claimed in claim 1, in which thé security node calculates at
least one first key (S;) for the terminal, the or each first key being a function of a
security algorithm (f)) stored within the node, the terminal identification code (TN)
and a second key (K], the or each first key being ioaded into the terminal for later

use with the first algorithm (F) in authenticating a terminal.

3. A method as claimed in claim 1 or claim 2, in which the first key is a
function of the terminal identification code (TN) encrypted by the second key (K)

using the 'secu_rity algorithm (f)).

4. A method as claimed in any one of claims 1 to 3, in which the transaction
number (n) is a variable number which is changed after each authentication

attempt. -

5. A method as claimed in any one of claims 1 to 4, in which ihe security

node generates the transaction number (n), which is sent as a challenge to the

-
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| :termmal (14) m response to the indication recelved by the securlty node {10) that

the user requires use of the network.

6. A method as claimed in any one of claims 1 to 5, in 'Which the security

- node (10) prevents access to the network for the terminal (14) in the event that no

match between the expected and received authentication codes is made within a

predetermined duration.

7. A method as claimed in any one of claims 1 t0 6, in-which the terminal
(14) transmits a negative acknowiedgement to the security node {10) in the event
that no challenge, or an invalid challenge, is received.follow'ing' an indication that

the user requires use of the network.

8. A method as claimed in claim 2, in which the first key (S)) is loaded into
the terminal (14) remoi:ely by the security node {10), or locally from storage means

connected temporarily to the terminal.

9. A method as claimed in any one of claims 1 to 8, in which the or each

first key (S;) is identified at fhe security node (10) by calculation from the terminal
identification code (TN).

10. A method as claimed in any one of claims 1 to 8, in which the or each
first key (S;) is identified at the security node (10) by means of a look-up table
based on the terminal identification code (TN).

11. ‘A method as claimed in any one of claims 1 to 10, in which the security
node (10) permits a dial tone to be established with the terminal (14) independent

of the result of the authentication.

12. A method as claimed in claim 11, in which the security node {10) permits

access to the network for identifiable emergency traffic and/or non-chargeable

-traffic in the event that the expected and received authentication codes do not

match.

* C L M-S . o%
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13. A method as claimed in any one of claims 1 to 12, in which the
telecommunications network has a plurality of exchanges, each for routing traffic
to, and from, a plurality of terminals (14}, at least one of the exchanges having the

security node (10) associated therewith.

14. . A system for authenticating terminals on a communications network
compyrising a security' node (10) and a plurality of terminals {14) connected to the
network through the node, at least one of the terminals comprising processing
means (24) including a memory (25), and terminal signalling meéns (26) operably
connected to the network and enabied by the 'processing means, the terminal
signalling means being arranged to transmit to the security node an authentication
code (R) after a potential user initiates a use of the network, thé authentication
code being calculated by the processing means as a function of a transaction
number (n) encrypted by means of a first algorithm (F) and a first key (S)
associated with that terminal, the security node being operable to calculate an
expected authentication code (E) from that terminal using the transaction number,
the first algorithm also stored in the security node, and the first key, and to deny"
unrestricted access to the network for that terminal uniess the expected and

received authentication codes match.

15. A system as claimed in claim 14, in which the security node (10) includes
means operable to calculate the first key (S;) as a function of a security algorithm
(f;) stored in the node, the terminal identification code (TN} for that terminal, and a
second key (K], ahd to transmit the first key to that terminal for later use in the

authentication of that terminal.

16. A syétem as claimed in claim 14 or claim 15, in which the first key is a
function of the terminal identification code (TN) encrypted by the second key (K)

using the security algorithm (f;).

17. A system as claimed in any one of claims 14 to 16, in which the

transaction number {n) is a variable number, and in which that terminal inciudes

I
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'mens operable to generate the authentication code (R) as a'-fu_hction of the first

algorithm '(F), the first key (S;) and the transaction number (n) stored in. that
respective terminal, the terminal processor being arranged to change the

transaction number after each authentication.

18. A system as claimed in any one of claims 14 to 17, in which the security
node (10) further includes means operable to genefate the transaction ‘number (n),
and node signalling means (34) for sending the transaction number as a challenge

to that terminal in response to an indication received by the security node that the

user of that terminal requires use of the network.

19. A system as claimed in any one of claims 14 to 18, _in" which the security
node {10) includes means for preventing access to the network for a user of that
terminal in the event that no match between received and expected authorisation

codes (R and E) is made within a predetermined duration.

20. A system as claimed in any one of ciaims 14 to 19, in which that terminal
includes means for transmitting a negative acknowledgement to the security node
(10) in the event that no challenge; or an invalid challenge, is received following an

indication that the user requires use of the network.

21. A system as claimed in any one of claims 14 to 19, in which the security
node (10) includes means for identifying the first key (S;) by calcuiation from the

terminal identification code (TN).

22. A system as claimed in any one of claims 14 to 20, in which the security
node {10} includes a Iook-up table from which the key (S;} is derivable from the

termnnal identification code {TN).

23. A system as claimed in any one of claims 14 to 22, in which the network
is a telecommunications network having a plurality of exchanges, each for routing
traffic to, and from, a number of terminals (14), at least one of the exchanges

having the security node (10) associated therewith.

A
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24, A system as claimed in claim 23, in which the §ecurity node (10)} is

arranged to permit a dial tone to be established with that terminal (14) independent

of the result of the authentication.

25. A system as claimed in claim 24, in which the security node (10) is
arranged to permit access to the network for identifiable emergency calls and for
non-chargeable calls in the event that the expected and received authentication

codes (E and R} do not match. , My

e e et

26. A customer terminal (14) for a communications network, the terminal
comprising a customer port (18) for customer equipment compatible to the
network, a network port (20) for connecting the terminali to the network,
processing means (24} including a memory (25), the processing means being
arranged to receive signals through the network port, and signalling means (26)
arranged to transmit éignals through the network port, the processing means being
operable following initiation of use of the network by a user, to calculate an
authentication code {R) which is a function of a transaction number (n) encrypted
by means of a first algorithm (F) and a first key (S;) associated with the terminal,
and to enable the signalling means to transmit the authenticatioh code through the

network port.

27. A terminal as claimed in claim 26, in which the signalling means is a FSK

modem (26).
28. ' A terminal as claimed in claim 26 or claim 27, in which the processing

means (24) is responsive to a challenge from the network to calculate the

authentication code (R) and to enable the signalling means (24).

29, A terminal as claimed in claim 28, in which the processing means (24) is
operable to calculate the authentication code (R) as a function of the first algorithm
(F), the first key (S;) and the transaction number (n) received as part of the said

challenge from the network.

A
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30. A terminal as claimed in claim 28 or claim 29, in which the processing
means (24) includes error checking means for signals received through the network
port (20), the processing means being operable to enable the signalling means (26)
to transmit a negative acknowledgement in the event that an invalid challenge is

received from the network.
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