VALUE | NFORMATI ON TRANSFER SYSTEM AND VALUE
| NFORMATI ON TRANSFER METHOD CROSS REFERENCES TO
RELATED APPLI CATI ONS The present invention contains
subject matter related to Japanese Patent Application
JP 2005-227003 filed in the Japanese Patent O fice on
August 4, 2005, the entire contents of which are
i ncorporated herein by reference. BACKGROUND COF THE
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BACKGROUND QF THE INVENTION
1. Field of the Invention

The present invention relates to value information
transfer systems and value information transfer methods for
transferring value information between communication devices,
and in particular, to a value information transfer system
and a value information transfer method for transferring
value information via a transfer management server.
2. Description of the Related Art

At present, passengers can open and go through an
automatic ticket gate in a train station without purchasing
- a ticket by using communication devices such as contactless
IC cards storing wvalue information. In addition, goods can
be . purchased using cellular phones provided with internal
contactless IC chips.

There are various types of the wvalue information




acconpanyi ng purchased flight tickets, and di scount
point information acconpanyi ng the purchase of goods,
and the like. In the sane sense as that in which a
user transfers his or her paper noney to another
user, it has been desirable to provide, for exanple,
a systemfor transferring value information held by a
user to a storage area in a conmunication device held
by anot her user (an exanple of such a systemis
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SUMMARY OF THE INVENTION

When transferring value information, communication is
first performed between a transfer source communication
device and a server to transfer the value information, and
subsequently communication is performed to transfer the
value information from the server to a transfer destination
communication device. in such a manner, the transfer of
value information is not smoothly or quickly performed, and
the processing is complicated.

When - transferring the wvalue information between the
communication devices, it 1is necessary to reliably delete
the value information in the transfer source and to transfer

the wvalue information to the transfer destination. In such




When transferring the value information between the

comruni cation devices, in the event that the transfer

of the wvalue information fails, it is difficult to

restore the value information in the transfer source

to the original state wthout duplicating the val ue

information in the transfer source. In the recording

area in which the value information is saved, it is

necessary for security reasons to limt those
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have access to the value information to m ni num
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the recording area. In view of the above-descri bed
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i mproved value information transfer systemand a
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to the transfer destination comuni cation device.
saved, it is necessary for security reasons to limit those
(including the communication device itself) that can have
access to the value information to minimum because highly
confidential information is stored in the recording area.

In wview of the above-described problems, it is
desirable to provide a novel and improved value information
transfer system and a value information transfer method for
~securely and ' legitimately transferring value information
between communication devices while keeping communication
with a server to minimum.

According to an embodiment of the present invention,
there is provided a value information transfer system for
transferring value information, including a transfer source

communication device, a transfer destination communication

device, and a transfer management server operable to manage




The transfer source communicati on device is connected
via a network to the transfer managenent server. The
transfer source conmuni cation device includes a
transfer request acceptor operable to accept a
transfer request for requesting part or all of the
value information held by the transfer source
comuni cation device to be transferred to the
transfer destination comuni cation device, a transfer
trapgdeestof ntbematd lore t infismmat on oper bk e viaQ ukr aivsfdimation
the request, which is accepted by the transfer
helfeqursst Bleeeptarnsiag t remsfa requeshicatbomat idevite  is
the transfer managenent server via the network, and a
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type of command, which is generated by the transfer
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source conmuni cati on
request, which is accepted by the transfer request acceptor,.
as transfer request information to the transfer management
server via the network, and a command executor operable to
execute at least one type of command, which is generarted by
the transfer management server, necessary for transferring
the value information from the transfer source communication
device to the transfer destination communication device.
The transfer management server includes a command generator
operable to generate said at least one type of command in
response to the transfer request information from the
transfer source communication device, and a command
transmitter operable to transmit the command generated by

the command generator to the transfer source communication

device, The transfer destination communication . device




devi ce using wreless communi cati on when the transfer

desti nation comruni cati on device exists in a

comuni cable range in which the transfer destination

comuni cation device can perform short-distance

wi rel ess communi cation with the transfer source

comruni cati on device, and a value information

i ncreasing unit operable to increase, in response to

t he command, value information held by the transfer

- indestesmat | crmcominmeoat veon cesi el dytanraseing dhe t8emand,
value information to be transferred fromthe transfer

whighurice comeoatedt byntievicosmaod hetamrisfrerof the transfer
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the wvalue information to be transferred from the transfer
source communication device to the transfer destination
communication device.

The command generator may generate a reduction command
to reduce the wvalue information held by the transfer source
communication device by the amount of the wvalue information
to be transferred from the transfer source communication
device to the transfer destination communication device.
The command transmitter may transmit the reduction command
"~ to the transfer source communication device via the network.
Thus, the command executor can reduce the value information
‘stored 1in the transfer source communication device in

response to the reduction command.

The command generator may generate an didentification




information requesting command to the transfer source

comruni cati on device via the netwrk. Wen the

transfer destination comrunication device serving as

a destination of transfer of the value informtion

exi sts in the conmuni cable range, the command

receiver included in the transfer destination

comuni cation device may receive the identification

i nformati on requesting command. In response to the
infiotherattiifone atdqure strifner rRdrinGhd el esd duigs € ofdBNikde@bi fication

identification informati on obtaining unit included in
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obtain the identification information of the transfer
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dentifying the transfer so
to the identification information requesting command, an

identification information obtaining unit included in the
transfer destination communication device may obtain the
identification information of the transfer destination
communication device.

The transfer source communication device may further
include an interruption detector operable to detect
interruption of wireless communication between the transfer
source communication device ‘and the transfer destination
communication device, and a transfer cancel requesting unit
operable to- request the transfer management server to
restore the wvalue information held by the transfer source
communication device and/or  the transfer destination
communication device to a state prior to the transfer. The

transfer management server may further idinclude a value




comruni cati on device, transfer destination
communi cation device identification information for
identifying the transfer destination conmunication
device, and the value information to be transferred
fromthe transfer source conmunication device to the
transfer destination communication device. The
command generator nay generate a transfer canceling
command to restore, on the basis of the record stored
infiorntzttd onal teahafermadioabisansftesridat ahaseecotrle atUeding
information held by the transfer source conmmunication
trageficge amifwrce he tramshécadéshi natdeoricecomindciat fomation
device to the state prior to the transfer. The
infegmedadnt r anart t eridmytifwbizgn t tihe trahshesfer source
canceling comuand to the transfer source
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record stored in the value information transfer database,

the wvalue information held by the transfer source
communication device and/or the transfer destination
communication device to the state prior to the transfer.
The command transmitter may transmit the transfer canceling
- command to the transfer scurce commﬁnication device.

The record stored in the value information transfer
database may further include a date at which the value
information is transferred. Since the date at which the
value information is transferred from the transfer source
communication device . to the transfer destination
~communication device is recorded, the situation of transfer
of value information can be checked one by one in real time.
~Also, the transfer of +the wvalue information can be

.appropriately cancelled (value information can be restored




conmuni cation device within a predeterm ned period of
time after the command has been transmtted to the
transfer destination conmunication device, the
interruption detector may detect interruption of
wi rel ess communi cation. According to another
enbodi nent of the present invention, there is
provi ded a value information transfer systemfor
transferring value information, including a transfer
to $huer oeigamelnis¢atticon devi ce, a transfer destination
comruni cati on device, and a transfer nanagenent server
op¥habl ento nepagt teénstempbétide vafueekxefotiwti omt the
The value information held by the transfer source
comg@mtuni bt | sHangeiictedi s framnsf ehe ed tiransifent r adsseination
destination comunication device. The transfer
CorgeRl cA%EPan deBiRfunyERiBn adaviedeierigmtcpediofacd time
network to the _transfer managenent server. The
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‘communication device, and a transfer management server
operable to manage transfer of the value informétion. The
value information held by the transfer source communication
device is transferred: to the transfer destination
communication device. The transfer destination
communication device 1s connected via a network to the
transfer management server. The transfer destination
communication device includes a transfer request acceptor
- operable to accept a transfer request for requesting part or
.all of the value information held by the transfer source
communication device to be transferred to the transfer
destination communication device, a transfer request

- information transmitter operable to transmit the request,

which is accepted by the transfer request acceptor, as




the transfer managenent server, necessary for

transferring the value information fromthe transfer

source comuni cation device to the transfer

desti nation conmuni cati on device. The transfer

managenent server includes a command generat or

operable to generate said at |east one type of conmand

in response to the transfer request information from

the transfer destination conmunication device, and a
tragehesnd reguassni tthépropetahl etbo thansttréngher cammngement

generated by the command generator to the transfer
seryest iviat i ohe oefrmomke atinoh alevpoBandhexecansferorsmabde to

communi cation device includes a command recei ver
exegpéraliite tnFteceivetype o€ omwamandwhivelahs igergamgmmted by
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destination comruni cati on device. Accor I'ng to anot her
trafBRodtBRNto e rdie: PEES@Mansmit the command generated by,
the command generator to the transfer destination
communication device. The transfer source. communication
- device includes a command receiver operable to receive the
command, which 1is generated by the command generator of the
transfer management server, from the transfer destination
communication device using wireless communication when the
transfer source communication device exists in a
-communicable range in which the transfer = source
communication device can perform short-distance wireless
communication with the transfer destination communication
- device, and a value information reduction unit operable to
reduce, in response to the command, the value information

‘held by the transfer source communication device by an

amount of the wvalue information to be transferred from the




i nvention, there is provided a value information
transfer nmethod for transferring value information
hel d by a transfer source conmmunication device to a
transfer destination conmunication device. The val ue
information transfer nmethod includes the steps of
accepting a transfer request for requesting part or
all of the value information held by the transfer
source communi cation device to be transferred to the
transdrsf ersdlesdd natbpnueoaaynbaat ivideVi C& the transfer
transmtting the accepted transfer request as
destriansfien cegmest cathbar detien.via a network to a
transfer managenent server for managi ng transfer of
t hcgatdéng nf drovat aontheransembédingenta reducttha present
command to reduce the value information held by the
invepiasher Ymhcelsomumiidad on daadiwe byfammabbont tofansfer
the value information to be transferred fromthe
- methpdndpér tygnederrépaminilast ilov odevitdent delie bt angdfransfer
destination communication device via the network to
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sour,ce, of tge transfer request; reducing the val ue
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. t. of the val f t
ncPRREF o¥ea 1 Rkl ?P&ﬁ?%é\r{%@gﬁﬁ‘ce@r%% thi cAfeTeE for

rquggkgﬁg aEEeotra tS%ngg%%gleg glggt gd by the

ransn1tt|ng an

traggféﬁa%%ﬁga cbﬂ&gﬁf@%f9gnh%hgrQ¥%;E$hkk9n§f§?sf?r¥ﬁd to
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source communi catl on
“the accepted transfer request as transfer request

information via a network to a transfer management server
for managing transfer of the value information; transmitting
a reduction command to reduce the value information held by
the transfer source communication device by an amount of the
value information to be transferred from the transfer source
communication device to the transfer destination
communication device via the network to the transfer source
communication device serving as a source of the transfer
request; reducing the value information held by the transfer
source communication device by the amount of the value
.information to be transferred from the transfer source
communication device to the transfer destination

~communication device; transmitting an increasing command to
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device to the transfer destination comunication
device from the transfer managenent server to the
transfer source conmunication device via the network;
transmtting the increasing command to the transfer
desti nation conmuni cati on device using wreless
comruni cati on when the transfer destination
comuni cation device exists in a comuni cable range
in which the transfer destination comruni cati on device
incyzasperfadnra shof ¢ isi@mnckre Wiir blye $heC amats fxat | @eswiidtion
the transfer source conmmuni cation device; and
commyericadilog, daviqesponsket embheti pEr ¢dsd ngaloomimtiormation
the value information held by the transfer
to dest i et e wsthudirent | bhe devians gy t Beuragroumempinidretion
value information to be transferred fromthe transfer
devdger @ dhemimiccufisgn dhsliidettion monmuHigtaszion device from
desti nation conmuni cati on device. The val ue
thej htraRstiedn (RRRISEICY et RSEVIRdy fif t Here i THeanwfeex hesource

_ steps of transm.tting, upon reception of an L

Comf“b‘é‘ﬁt:ﬁ?%eat i glﬁvilﬁﬁor gﬁﬁ‘i orr f6bt YR ‘om0t tobtg n the

. identification infornmation regarding the transfer . :

inchERP R FOIEB iR CHe O e A9 O B icat Lon
when. t he transfer
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|nfprnat|on of_the transfer estinati on communi cati on
cand@E e rmhbrt st 58888t LA QD thendsNSi€lon with the

transfer source communication device; and increasing, in
response to the increasing command, the value information
held by the transfer destination communication device by the
amount of the value information to be transferred from the
transfer source communication device to the transfer
destination communication device.

The value information transfer method may further
include the steps of transmitting, upon reception of an
identification information obtaining command to obtain
identification information regarding the transfer
destination communication device from the transfer
management server via the network, when the transfer
~destination communication device exists in the communicable

range, the identification information obtaining command to
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desti nation conmunication device, to the transfer
managenent server via the network; and recording at
| east one of identification information regarding the
transfer destination communication device and the
value information to be transferred fromthe transfer
source comruni cation device to the transfer
destination conmuni cati on device in association with
identification information regarding the transfer
thesotr £es fomupseahbotode\doimuniclatdes idedthes; t taaséritting
request information. Thus, the transfer of the value
thd nidemat f boataon bénfaragedonmon f othd daaryfanedeéstination
real tinme, and the value information can be restored
commyrtitpa tigm glanlceast attel dn tshet muesntiofed fadh utlee sucénsfer
. as comunication interruption. It is also possible to
desgrievddon (Araubdatderd i vicsti ore ofhe hergasfrer management
i nformati on using the comunication device. The val ue
SeLViffor fRei ofhnEr aRSFEPr ket It medUdHEr  &thcllgdstt hene of
steps of transm tting, when the value inforpation
Temdtid iR RS tr aR&fertaédPrrnat i 6RIBEAMIAI cat FBR  debfesfer
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, an

trans nanagenent server via t
transfer source communication device included in the

transfer request information. Thus, the transfer of the
value information can be managed/monitored one by one in
real time, and the wvalue information can be restored to the
original state in the event of a failure such as
communication interruption. It is also possible to prevent
unauthorized duplication of the value information using the
communication device.

The value information transfer method may further
include the ' steps of transmitting, when the vwvalue
-information held by the transfer destination communication
device 'is not increased within a predetermined period of
time, information indicating that the increasing of the
value information is not completed from the transfer source

communicatilon device to the transfer management server via
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changing, in response to the transfer canceling

command, the value information held by the transfer

source comuni cation device to a state prior to the

reduction of the value information. According to

anot her enbodi nent of the present invention, there is

provided a value information transfer nethod for

transferring value information held by a transfer

source communi cation device to a transfer destination
thecomeumbeati onedeyvtrg The wahtefénf otamtéé Ding r angh®ind to

met hod includes the steps of accepting a transfer
restegeaeshef oredumglestiuyg jpaformatabh 0d the waligdnal state

information held by the transfer source comrunication
frogevite taabeferarmirageneno sehyerr anséderthdeshebaoirbn and

communi cation device; transmtting the accepted
chapgpgs edNr E§FOSNSEs tor &hsf dransd@dstcanasidngatdcsmarica the

a network to a transfer managenent server for . _
ValHﬁné&ﬁﬁngFéﬁ§f&@%ﬁ Rhethal Gearsfermoigse communication

ransnittin% an increasing conmand-to i,ncrease val ue

_ {
devige o at i%n Shets bPTiPhe &7 arfdier t@ELCEARR ot the value

infggnngnication devi ce by an anobunt of the val ue
TornBtion to be transferred fromthe transfer

Lcati ' tgthe t f
B R T
invéﬁ?@i&ﬁ?n%fh%rre df%t 'p'}%yi?i{%dcogt']%l%%t ! 9H¥g§ﬁ{é€for§e.rt\§:la@%fer
as a source of the ransfer ‘request; 1 NCreéasing

methbe f@kuﬁréﬂg9é9§ihgnvgfhg Y rot-h t&?ﬂnﬁgﬁﬁ by a tﬁﬂ&gfer

destination conmuni Cati on devi ce by e anoun of

sou¥@ Uechbim@hABLLEPBNt 0 dReikkansferrgd traasthe transfi®lation
communication device. The value information transfer method
includes the steps of accepting a transfer request for
‘requesting part or all of the value information held by the
transfer source communication device to be transferred to
the transfer destination communication device; transmitting
the  accepted transfer request as transfer reguest
information via a network tc a transfer management server
for managing transfer of the value information; transmitting
an increasing command to increase value information held by
the transfer destination communication device by an amount
0f the value information to be transferred from the transfer
source communication device to the transfer destination
“communication device via the network to the transfer

destination communication device serving as a source of the
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source conmmuni cation device to the transfer
destination comunication device; transmtting a
reduction command to reduce the value infornation
hel d by the transfer source conmmunication device by
t he amount of the value information to be transferred
fromthe transfer source communi cation device to the
transfer destinati on communi cati on device from the
transfer managenent server to the transfer destination
tracefeuni sajliast devhceeNsinfhe hretwoinks Lhaesmationg Hehe by
reducti on command to the transfer source conmuni cati on
thedewiages figsi e sl imed teissn coommunn Cad t Don WHenithe biyr arisf edmount
source conmunication device exists in a comuni cabl e
of rtaegeailmeniindle rmalid orr dnsfley SN mEdnftaattiton transfer
device can perform short- distance wreless
souggRmuRPERENOAaM OR t Hevicanster tllestiransfer destination
conmmuni cati on device; and reducing, in response to
Commﬁélpéaaeﬂld#“EHﬁﬁan&raPﬁ@l¢§P@§ |®fd¥ﬁﬁ¥ﬂ@ﬁﬂhepﬁmﬁ§nd- to
t he transfer source comruni cati on device by the

md’&ﬁﬁuntc of VenEe virtRernatberaticds tlaYbethter aﬁgfigﬁﬁéa source

_ e transfer ur conmuni ¢ n device to

com8TerE R oBe SEVIaE G ‘ormaPCAL| Of 0% det UPhe v Tion
t t.hod rth I

t0 e R eREE Y noTaR | HEnt (FEESEon FRYBF R Giminteat ion

dev?g%altgl ‘Eﬂec%%%g frorde%*?:t Ia'%l :}%xe Ct%% L I tJ_Io%n device from

ntornmati on reg ar rans er source
theC QUPEHE LA 'ﬁﬁbéﬁ?ﬁéﬁ%fgggggg t&r?ﬁéf@%agg%%geqﬁﬂhination

server viat t wor k when ranster source
comf@ANHAL §8h1 0B J¥LECEvEXI SkSiel N {AGork; transmitting the
reduction command to the transfer source communication
device using wireless communication when the transfer source
communication device exists in a communicable range in which
the transfer source communication device can perform short-
distance wireless communication with the transfer
destination communication device; and reducing, in response
to the reduction command, the value information held by the
transfer source communication device by the amount of the
value information to be transferred from the transfer source
communication device to the transfer destination
communication device.

The wvalue information transfer method may further

include the steps of receiving an identification information

obtaining command for obtalning identification information
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conmuni cabl e range, transmtting the identification

i nformati on obtaining conmand to the transfer source

comuni cation device; transnmitting, upon reception of

the identification information regarding the transfer

source conmmuni cation device, the identification

informati on regarding the transfer source

communi cation device to the transfer nanagenent

server via the network; and associating information
regaegdndi gt herdnafst esodest i bafninanicaemmuni datiie® from the

device included in the transfer request information,
tranisderi demadenant osanviear nat & ontheegaetwoagkt hend,r arkbear the

source conmuni cati on device, and the val ue

- trapgffermat fonrce beconmumisiatried f demitdee t padster in  the

source conmmuni cation device to the transfer
comgagicaltPon cOHifi cat FoANSBLEEENGI t htdge aidgHerfication
., _The value information transfer nethod may further
1anﬁ@P668nth@bﬁ%ﬁﬁ%Qﬁ t FAREATEt | A¢, WHen t heapgifge source

i nformation held by the transfer source comunication
comgapiLeatiP iR VItiuc EFARPIAH 18 9pr edRPRr RSTSR IS 08T the

LB Ey o HRLLOR OO CBLLDG, LBt e Feduction of

. : , ¥ . , . h .

o o R e ser JOF vi d o iia Teriore obtiar T Lo

regQrEEEQSf e CFQSEEEEQ %&Hﬂﬂﬂg 58 &giég§58ﬁe<§ ice to the
I nCreased value 1ntornation to ?ﬂe orlglnal sté%e

traﬁgggktﬁﬁn%béﬁé @r JIBNAGENEIL SRLVAE¥bR it Ne RetWdC; ot ing
and executing the transfer cancellng connanélto cnhange
infbPRation regarding the transfer destination communication
device included in the transfer request information, the
identification information regarding the transfer source
communication device, and the value information to be
transferred from the transfer source communication device to
the transfer destination communicatioﬁ device with one
another.

The wvalue information transfer method may further
include the "steps of transmitting, when the wvalue
information held by the transfer source communication device
is not reduced within a predetermined period of time,
information indicating that the reduction of the value
information is not completed from the transfer destination

communication device to the transfer management server via

the network;  obtaining a transfer canceling command to
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value information held by the transfer destination
comruni cation device to a state prior to the

i ncreasing of the value information. The conmuni cabl e
range may be a short-distance range in which the
transfer source comuni cati on device can be pl aced
over the transfer destination comruni cation device or
vice versa. The short distance ranges from for
exanple, a few tens of centineters to a few tens of

resi®lrer sthandin®reasdef il v imangemtfirem 30 cohéo @Piginal
cm According to the enbodi nents of the present

staitevefitdmnthe caramBifeat inmhaddrterithessevyer voal Ythe network;
i nvol ves communi cati on between the transfer source

andc amrmittiatg ohhdetvireesdrd tdwnceslemeercorhen@f abe, change the
conmuni cation via the server is reduced, and value

valiugf or afpomatannbe led¥dci dént | ytheansteanefiebet wdsskination
the comuni cation devices. BRI EF DESCRI PTI ON OF THE

COMPRAVERES ORI gleviides %o dRagtameofptinr sthefiei dncreasing of
configuration of a value information transfer system

theyvpdigi Agfesmatirnst  enbodi nent of the present
invention; Fig. 2 is a block diagramof the schematic
cohff gGPETHBACEPlBatANEBVINEY PhclRuFEW T HfEapgeugange in

whilﬁb information transfer systemaccording to the first

B SIS SEE g, SCRA o CSRTRE CagPafie 0rod 1fen be placed
OVegnggggég%ﬁgkgﬁe%%% gk%&%ogfé%ﬁﬁﬂﬁ%%é{ﬁéﬂ’%%éf@e or vice
versa. The short distance ranges from, for example, a few
tens of centimeters to a few tens of meters, and more
preferably ranges from 10 cm to 20 cm.

According to the embodiments of the present invention,
communication with the server only involves communication
between the transfer source communication device and the
server. Therefore, communication via the server is reduced,
and value information can be efficiently transferred between

the communication devices.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram of the schematic configuration of a
value information transfer system according to a first
embodiment of the present invention;

Fig. 2 dis a block diagram of the schematic

configuration of each device included in the wvalue
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according to the first enbodinment; { Fig.4 is a

di agram of the schematic configuration of a storage
area in a secure information recording unit according
to the first enbodinent; Fig. 5is a flowhart show ng
the outline of a value information transfer process
according to the first enbodinent; Fig. 6 is a

fl omchart showi ng the outline of the val ue

i nformati on transfer process according to the first

infeibediiment ; tkhgsféri s aydtomchardcshoMng the ouhki nefirst
of a value information transfer process according to
embmddeeond enbodi nent of the present invention; Fig. 8
is a flomhart showi ng the outline of the val ue
i nFopeat | o transSter apeocébsgameor difngthe t hehsmaond data
enbodinent; Fig. 9 is a flowhart showi ng the outline
strgfctangal @€ enforbhet i omfigamsiian pdetebssaccendi ngheo like
a third enbodi nent of the present invention; Fig. 10
accogddng) dac et fdkehi agbrlamentlii ne of the val ue
information transfer process according to the third -
17F18nb8difedt diaprgm of jthey fqtwieiaid ahdigvgatieon of a
. outline of a yalue information transfer process _. ,
- stozagsr diHFd o &'f ofrt PEBHTOdi ABAPTBRATEAR preseFding unit

accb?&?ﬁ%lgg’tggdfirst embodiment ;

Fig. 5 is a flowchart showing the outline of a value
‘information transfer process according to the first
embodiment;

Fig. 6 is a flowchart showing the outline of the wvalue
information transfer process according to the first
embodiment;

Fig. 7 is a flowchart showing the outline of a value
information transfer process according to a second
embodiment of the present invention;

Fig. 8 is a flowchart showing the outline of the value
information transfer process according to the second
embodiment;

Fig. 9 is a flowchart showing the outline of a value
information transfer process according to a third embodiment
of the present invention;

Fig. 10 is a flowchart showing the outline of the value

information transfer: process _ according to the  third
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Fig. 12 is a flowhart showi ng the outline of the
value information transfer process according to the
fourth enbodi ment. DESCRI PTI ON OF THE PREFERRED
EMBCODI MENTS Preferred enbodi nents of the present
invention will be described in detail with reference
to the acconpanying drawings. In the foll ow ng
description and the acconpanyi ng draw ngs, components
havi ng substantially the sanme function and structure
embaideémgn¥en the sanme reference nunerals, and repeated
descriptions thereof will be omtted. First enbodi nent
RefFegri ng tic R gfldwchaval u@owiher rid oputI amsf eF a value
system according to a first enbodi nent of the present
infiomwentioon witdnbEedesqridmsss Fi geccbreldmgnat icoal |y fourth
shows the configuration of the value information
embpdanmeher ofyshenpraseotdingendtivhe &ndst enbodi nent. As
shown in Fig. 1, a value information transfer system
108ignclades eofimonicbaritoshgeningeshe0putlame Hfl-the value
., (hereinafter may collectively be referred to as_the
‘infogmatiARcatiR @A ceP103essS a aCCaisiad nafageibst fourth
server 102, a network 103, a base station 113, a
embﬁgéwgpt'connunication network 115, and a gateway 117.
The value information transfer system 100 is a system
capabl e of transferring value information held by the

DEs AP acF onaEbFER o PhROBERRERRCat  on devi ce
10§I—gféfltéacpsérﬁ}godiments of the present invention will be
described in detail with reference to the accompanying
drawings. In the following description and the accompanying
. drawings, components having substantially the same function
and structure are given the same reference numerals, and

repeated descriptions thereof will be omitted.

First embodiment

Referring to Fig. 1, a value information transfer
system according to a first embodiment of the present
invention will be described. Fig. 1 schematically shows the
configuration of the value information transfer system
according to the first embodiment.

As shown in Fig. 1, a wvalue information transfer system
100 includes communication devices 101-1 and 101-2

(hereinafter may «collectively be referred to as the
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destination communi cation device). The conmmuni cation
device 101 is a communication termnal provided with
a short-distance wireless comunication function such
as near field conmmunication (NFC), a packet

conmuni cation function using a cellular phone, and
the |ike. The comuni cati on device 101 can access the
transfer nmanagenment server 102 using a calling
function via the base station 113 or via the base

"cofifn@hieBtldad, &&ei Packetl " yGonaun e d iy NREWAEKMAAD, server
and the gateway 117. The communi cation device 101 can

102execut enatebient 10appl i£at bapeW tdt =t lyrowsi ng, f uact igdtket
and accept a transfer request for transfer of val ue
commphocahtibonnehwblé 3¢beeandusi ggtaraynpdf.unit such as
a button. Using the browsing function described above,
t hBhe coadusi catfomasvdrcet t@isfan segguest tHe isaesfsmrstem
managenent server 102 to transfer value infornmation,
cappbégi vefvatirens fegginandyadaces safp gt itomandfedit i fy  the
the value information 19 fromthe transfer ' .
CoMpERAGaReAR s@PVEFS 1081 dnd (§irgpsagrt heousgec iqeHnication
results on the screen. The comrunj cation device 101 is
- deVALERYi deP wi thea FUEEERIGRTI®R (RERESr 1BAdfng ipnsfer

d it'ng data fromand t t he. external communi cati on
esgig?t% Eoioﬂﬂﬂnécégﬁ?ﬁcg?gﬁgeic card nodul e

(ifcluding a contactless 1C cargé When the user . .

pl aces Fﬁ%mggﬁﬁﬁ 8t i TEUSA celld1 over & communication

terminal provided with a short-distance wireless
communication function such as near field communication
(NFC), a packet communication function using a cellular
phone, and the like,

The communication device 101 can access the transfer
management server 102 using a calling function via the base
station 113 or via the base station 113, the packet
communication network 115, and the gateway 117.

The communication device 101 can execute a client
application with a browsing function and accept a transfer
reqguest for transfer of value information on the screen
using an input unit such as a button.

Using the browsing function described above, the
communication device 101 can request the transfer management
server 102 to transfer value information, receive various

commands necessary for transferring the wvalue information
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t he external conmunication device 101, the

comruni cation device 101 can exchange data directly

and wirelessly with the external conmunication device

101 within a short- distance conmuni cation range of a

few tens of centineters or the |like. Wen accessing

the transfer managenent server 102, the conmmuni cation

devi ce 101 hol ds an authentication key (client

aut henti cation key) for perform ng nutua
froadt bRt ialiofer WnbRahbReht ansd 6fc MBNQYENEBINA SR ¥R ay the

102 for, for exanple, each service. Since the client
exeauftient ireatilars key the Bicglleyr. confidentia

information, the client authentication key is stored

I nThet amparundsiastiant Steoriage at@h oflst herbvikeed with a

However, this is not necessarily crucial. The client
reagigrentiiteat | (G WReyf aryr deeliingplaank e agy alpta kieyom and to

including an. asymmetrical key such as Rivest-Shamir-
theadt #rrirn  RSAPIIRGYaateen e AeVy pei drOJstaJn@arad qossctigss IC

the Ilike, and as a symetri cal such as data
car@n@@@ﬁ#ﬁodlﬂ§#&ﬁé&ﬂda(BesyaCAESSSo Ct kardi ke. In the
case of symmetrical key, it i s necessary t

selipep| yfai&. SR HR TRy COBMNRIALACR, OPHACE! diE, over
crel SRAEEFERT ISR AR ol e mpicecson
o BB B A SR SRR e

e LA S BT e
distance communication range of a few tens of centimeters or
“the like.

When accessing the transfer management server 102, the
communication device 101 holds an authentication key (client
authentication key) for performing mutual authentication
with the transfer management server 102 for, for example,
- each service. Since the client authentication key is highly
confidential information, the client authentication key is
- stored 1in a tamper-resistant storage area or the like.
However, this is not necessarily crucial.

The client authentication key may be implemented as any
key including an asymmetrical key such as Rivest-Shamir-
Adleman (RSA), advanced encryption standard (AES), or the

like, and as a symmetrical key such as data encryption

standard (DES), AES, or +the 1like. In the case of a
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application stored in the comunicati on device 101. On
the basis of the client application identification
information, a proxy system 105 nay authenticate the
comuni cation device 101. The communi cation device
101 does not necessarily hold the client application
identification information. The communi cation device
101 may not hold the client application
identification information. As shown in Fig. 1, in the
symt@l e canf afeRBt iian 14 anstessasystemMsaceeidiyn@itsd diMhte the
first enbodinment, when the transfer source
keyCOBBUMN CaldrathedeVvi ceTReeepbse tHanshies, r eguesdbtf rdiectly
the user to transfer value information, the transfer
diss@ibaeedcotruni catmunidemiics mkesrk tsuamsfay tteguRsiernet,
(transfer of 3000 yen) to the transfer managenent
butsésvdisi®2buThd vianstbermaragenmenthsasveest0@rsehdslake.
command (reduction command) to the transfer source
coftindegl i onsuldesdeent by r eddeecteedal uien i nfagtmtion the
held therein by the anount to be transferred . '
comppaggetien of eyen)10lA sohphda valcdé eingf or mRRbYCation
dat abase .included in the 21 novement managenent

ideggifaratoon vdrdemptdorat i bir cofeREpERENGg ©§he client
@tanster source Qonnqg%cation devi ce i% redu%gg. The
aPPy AFBELPRT SEREEFor d dti b aS¥ i  Chel st bed - On the
b tl . Next, t t f t ) 102,
bas et A% chiRE (BPPRRCPhePBas R eI raRaP T o et on,

a p%?}%%i%g/rste%eib%n AT SATHYSRY M ER AL device

I source
101. The communication device 101 does not necessarily hold
the client application identification information. The

communication device 101 may not hold the client application
identification information. l

As shown in Fig. 1, in the value ihformation transfer
system according to the first embodiment, when the transfer
source communication device accepts a transfer request from
the user to transfer value information, the transfer source
communication device makes a transfer request (transfer of
3000 . yen) to the transfer management server 102.

The transfer management server 102 sends a command
(reduction command)} to the transfer source communication
device to reduce the wvalue information held therein by the

amount to be transferred (reduction of 3000 vyen).

Also in a wvalue information database included in the
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comruni cation device to increase the value infornation
by the anount transferred. The increasing command is
directly transmtted using short-distance wirel ess
comuni cati on between the transfer source

comruni cation device and the transfer destination
comruni cation device. In response to the increasing
command, the transfer destination conmunication
device increases the value infornation stored inits

noveiehdge MBdddmaiteases®fvaP00 1yen). linitdd S MieFmation
the value information can be transferred fromthe

cortreapshal n§owkC & HeO FrIAMNsTRIH b Gorinun tdie idrankfilice is
destination conmmuni cation device. \Wen the val ue
redurkdr matTlos valtheansffernmedt itom tdwetabbasasiveéil be described
desti nation comruni cati on device, as shown in Fig. 1,
subgequssadgeg.such as "Mney has been transferred”
indicating that the value information has been
t rdester redei stdnppfayedmavngenenscr serveand 10fe weads  a
accepts the transfer of the value information using
compgadhyut toh oRNt heln§iqasing hecpmpand) unitc 2fhe. transfer
R - At the sane tine, there are systens
deSFéPaSFPBmﬁ%@Pm%%hﬁ%%%%%tF%ﬁ”ééVi8é§ stibR agransfer source
contactless | C cards to, directlgﬁtransfer val_ue

COMUHPLPRRLPBN BotiientBac Titfe Fhe s{Rt% dpdpempption by

there is no s ver(fxisiing.betmeen t he qgga.ion
‘nfo

the e} t ] r ng., c o irectl
JEUFBES, AREATE T nf of Rat BNt REr 4 By CAPFrhe y
£raRQMTPRLERY QL PV SRS SaPOUIMES 251103 Lt 2 c MY cat ion
between the transfer source communication device and the
transfer destination communication device.

In response to the increasing command, the transfer
destination communication device increases the value
information stored in its storage area {(increase of 3000
yen) . In this manner, the wvalue information can be
transferred from the transfer source communication device to
the transfer destination communication device.

When the wvalue information is transferred to the
transfer destination -communication device, as shown in Fig.
1, a message such as "Money has been transferred" indicating
‘that the value information has been transferred is displayed
on the screen, and the user accepts the transfer of the
value information using the button or the like of the input

unit.
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entire system Thus, how nuch value informtion has
been transferred at what point from which

comuni cation device is not accurately nmanaged.
Exanpl es of the value information include the above-
descri bed point information, electronic noney, and the
like. In this description, as described above,
information that is transferred on a network or the
i ke and that has a predeterm ned val ue, such as a

NDAeY ¥REUEsahs COLMEC!ivGdye TrEFEITeFstdm®S for allowing
el ectronic value information (or sinply as val ue

comnh@Ea@ioan) deAS ceBowWBuich Fiag Lordtetdass | moMiddrds to
t he communication device 101-1 is a device

dirbondlyi arang fas ardlnensfrefomoat ten cotwaien cabchnodaerce In
for transferring value information to the

sucbon@rurgwetderon déeiree 181-1% st tdre egnsunngatberween the
device 101-2 is a device functioning as a transfer

congesicastrondegérmeni eati galdeviiod dmetdpraihsildg tvheall the
value information fromthe communication device 101-1

compyngedEi PBedehy CRdy i6f citdifsl eas HelevéEptathampipaged the
invention is not limted to this exanple. _

- entaree SYAGSFel y, ThNe  predentushy &iftliveh takopeatian has been

_ i mpl enent ed i he case _.in which the comunication . .
traﬂgg%ﬁeglég- I’gﬁ%né’f"ﬂ&ﬁs fzomy %W%&ﬂ%&vwe 15

notcongugi%aiion gev&ce and the conmuni cati on devi ce
19158 fhRcYi BR8988%a transfer source comuni cation

d%&a&@f%s' Bt N2, £a38 1140 WL £, DO B, QIR LATLOD 51 ove-
devi C uncti on as transfer source” conmuni cat i on

.deséf¥5885p8&nkr@H%E?ha@?éhl”@EE%%r%%E%“Q&%%&LOQnd the like,

- In this description, as described above, information that is
transferred on a network or the 1like and that has a
predetermined value, such as:a money value, is collectively
referred to as electronic value information (or simply as
value information).

As shown in Fig. 1, the case in which the communication
device 101-1 is a device functioning as a transfer source
communication device for transferring value information to
" the cemmunication device 101-2, and the communication device
101-2 is a device functioning as a transfer destination
communication device for obtaining the value information
- from the communication device 101-1 is described by way of
example. However, the present invention 1s not limited to

this example. Alternatively, the present invention can be
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devices. In this enbodi nent, the case in which the
comruni cation device 101 has a contactless |IC card
nodule will be described by way of exanple. This
contactless I1C card nodule includes a contactless IC
card and is a general term for devices with a
contactless I C card function. The word "access" is a
general termfor processing information via a
conmuni cati on network, such as using the system
impdemeeatedngin othbe capst eimomwhdehvethe r ebemunigatdaoa device
file, saving a file, deleting a file, or changing a
101f-ill efuRetepnsnganovat ot Fagsflr ededt deviiom i nodmmdedi ¢ation
the value information transfer systemaccording to
devige fandt thenbodimentcakion beleddser i bed-2 Fifgincxiianisa as a
bl ock diagram of the schematic configuration of each
trapefpEe SPHECRIEONIHNLRE L 108l devilgo oratlino e &iesteerin which
system according to the first enbodinment. As shown in
botb. g CoOPMUPREaEdRAUNFEHLICES dEWNCE 1em dsncltyd@isfer source
short-distance w rel ess conmunication uniit (or a

COMIBHIEAGL BRe AFVOCE Sa Val hEAPAEBF milESdr Nt d PBasT WP Wi Gation

devilag 24 identification information obtaining unit,
é?@ ) 201, a secure information recording unit 203, a

troIIer &pr an erru tian
eC or% é%ggg§me§t unl se(& ghﬁp e e %_mmun%catlon

nbu eques

dev%ﬁ%epgﬁﬁ) §9§ and .3,ReLPaLls C%%””@a%%t'%% it %&hl be

short-distance W rel ess commini cation uni 201
described by way of example. This contactless 1IC card

module includes a contactless IC card and is a general term
for devices with a contactless IC card function.

The word "access" is a general term for processing
information via a communication network, such as using the
system, connecting to the system or server, referring to a
file, saving a file, deleting a file, or changing a file.

Referring now to Fig. 2, each device included in the
value information transfer System according to the first
embodiment will be described. Fig. 2 is a block diagram of
the schematic configuration of each device included in the
value information transfer system according to the first
embodiment.

As shown  in Fig. 2, the communication device 101
includes a short-distance wireless communication unit ({(or a

-command executor, a value information increasing unit, an
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the secure information recording unit 203 included in
the comunication device 101 correspond to the
above-descri bed contactless |IC card nodul e
(contactless IC chip). The other elenents included in
t he comuni cati on device 101, nanely, the display
unit 205, the controller 207, the input unit 209, and
the network communi cation unit 211, correspond to
el ements included in the cellular phone shown in Fig.
idehtiTheashont - hhSbanaeivhr ebessigcomgunincat j onetdj ¥ 2001, a
i ncl udes an antenna, a tuner, a nodem and an |IC
secgort Lofbematfion cerbrdihigngntihe 28B0r - diistdrge unit 205, a
wi rel ess communi cation unit 201 and the secure
contupdlent ilow mecordienrumitorP03st afierr x h207, an input unit
short-di stance wirel ess conmuni cation unit 201
(orappr oddl¥es ffint hite@eThmateadti e ar ed0® hat ahd wiat hingtwork
for exanple, 20 cm of the short-distance wireless
Comp¥RAGAF&aR BALEUALL- 201 included in the externa
co ni cation,device 101, .0 the short-di stance wreless
nPREFF ot BhrPC0T IFelessmeopPatctadiRthegnit 201 and

ene L PRI BT i B o o
- confilfl BSECRRT RIRT HEL o SEEREROM drbebhR oA A i Lbed
'conUQEEngQ Ighga?gcﬂgﬁuggfgcgﬁEé ggo&ﬁlggl nit %%% d%her

torage uni an e Fica sable

: eler@élgeé amﬁhaeﬁeaiqi QH!ey Mﬁc@%gpw ox?fcé h?Oh' k%amely,

is an authenticatilon unit capa per orm
theaHigﬁﬂéycéﬁi9n2U§Lngh@ncoﬁ@%BX@Ekoﬁbd?cE%%tH%%ut unlt 209,

functi on.
and the network communication wunit 211, <correspond to
elements included in the cellular phone shown in Fig. 1.

The .short—distance wireless communication unit 201
~includes an antenna, a tuner, a modem, and an IC controller
~for controlling the short-distance wireless communication
unit 201 and the secure information recording unit 203.

When the short-distance wireless communication unit 201

approaches within a communicable area that is within, for

example, 20 cm of the short-distance wireless communication

. unit 201 included in the external communication device 101,

the short-distance wireless communication unit 201 performs
predetermined processing involving polling to identify the
partner communication device {e.g., communication device ID)

and becomes capable of wirelessly communicating with the
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The secure information recording unit 203 stores
therein the above-described client key, value
information, a wuser ID for identifying the user, a
conmuni cation device ID for identifying the
comuni cation device (contactless IC card in a
narrower sense), a conmand executor (progran) for
executing a conmand to, for exanple, increase or
reduce the value information, and the |ike. The
parding apotni-idi205ndec ided & sdiceplvay iseraen Lont 201.
di spl ayi ng setting information or the |i ke necessary
t oTher aesfuere vial flrernatfiermatecsrdiiing dhnspl aP3urist 205torage
may further include a speaker or the like for
unigut e tudingoand. e lrhet wort kot | erag8Bleomnagrsimmable read-
processes and conmmands perfornmed by each , unit (from
onlyhaneseeiiy e (ERPBPMAtL ioh thecddden@nmi £5263 tautientication
net wor k communi cation unit 211) included in the
unitommGaPelifon 9kvi ReniPENife | apEhemtilcatdon ncradeg an
oi,nt i devi ce including at |east one of a button,
encﬁy%F&QPKE%FrYQtFP§Cﬁﬁ&&tlﬁnstyIus pen, a dial |og,
a joystick th are capabl e of receiving

gpg%l%t. G ot S 45T o BRI ¥ o US4 Tt hs erStoTes
f t th t h
ehefBulP thill ST e, M, By A it -
use&o&thé¥Eﬁﬁéﬁ%I%#£¥% ?ﬁéfﬁg Eque oﬂﬂﬁhm: Q§fedég1ce ID

val ue " 1'nfor Hovefent nanagene Server

corl OZaBiEiylRg, e CaRA IS | el QUehedeotegRiLgy 1o
carBOtinl iMoo 40t NESLsEXAMR! €8 mmand executor (program) for
executing a command to,  for example, increase or reduce the
value information, and the like.

The display unit 205 includes a display screen for
displaying setting information or the 1like necessary to
tran;fer ‘value information. - The display unit 205 may
further include a speaker or the like for outputting sound.

The controller 207 controls processes and commands
performed by each: unit (from the secure information
recording unit 203 to the . network communication unit 211)
included in the communication device 101.

The input unit 209 includes a pointing device including
at least one of a button, a trackball, a trackpad, a stylus

pen, a dial 1log, and a Jjoystick that are capable of

receiving . an operation command, such as a command to
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The transfer managenent server 102 includes an access
unit (or a command generator) 251 for accessing the
secure information recording unit 203 included in the
conmuni cation device 101, a controller 257, a network
conmuni cation unit 261, and a storage unit 263. The
storage unit 263 stores a user information database
regardi ng user identification information or the |ike,
a value information database for managi ng val ue
transffermaid o dnfommhatei df OFFBki @het nanst esr dat abkase, panel
or the like. if necessary, the storage unit 263 can
forr dadpdaging ba aheeddsplayThe retcor age iunint 263wyl ides for
for exanple, a hard disk drive (HDD). Referring to
trapsgd tt3Agt 0 a3Ctriahe feat a retguecsttur €caf  tthmansfamie of  value
~ information database and the like held in the transfer
infrumag§émBntt os dihee maGnertc onghagenent heetirest 102 and, when

enbodi nent will be described. Figs. 3Ato 3C
thegdgeratlisc Airp tiliyu forshedy he cafta nst rihe d:rreanﬁfetméfequest-
val ue i nformation database and the |ike according t

HOWFH@rfl 8 dRBUGI HBAL. 269 g l%R%H@WWG&aqu these examples-
ustrates .the data structure of %7 t he val ue
- |n I nbEPBR LR SFIGUCIRN S hBRAVER RO BC1YdRS ¢8I pecess

ant ot Gt | BTRaGr BBIRGERE) coniert @ &%%F%ﬁg the secure

lnféplfﬂgE%&O%QCPgaﬁﬁgnE{ﬁXthgl% b¥lht h%l‘%goﬁ-t o ngcilo?rgnunlcatlon

evl ce s “exanpl e

.deviggoﬁﬁﬁthg égﬁw@oliQer%7 3%1'§e9§8££'ggﬁmﬁﬁlEg%lon unit

amount of el éctronic non
261, and a storage unit 263.

The storage unit 263 stores a user information database
- regarding user identification information or the 1like, a
value information database for managing value information, a
value information transfer database, or the like. if
necessary, the storage unit 263 can read and write a record.
The storage unit 263 may be, for example, a hard disk drive
{HDD) .

Referring to Figs. 3A to 3C, the data structure of the
value information database and the like held in the transfer
management server 102 according to the first embodiment will
be described. Figs. 3A to 3C schematically illustrate the
data structure of the value information database and the
like according to the first embodiment.

Fig. 33 schematically illustrates the data structure of. -
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However, the anmount of value information is not
limted thereto and nmay be, for exanple, the nunber
of points in the case where the value information
corresponds to points given for the purchase of
goods. Fig. 3B schematically illustrates the data
structure of the user information database, As shown
in Fig. 3B, the wuser information database includes a
user ID and a comunication device ID. The
theCOUEMWR CalfOMmpeMdteqhPabgskdentidi eBbLAN in nﬁ“ﬁ% WHBAQ“ the
for identifying the comrunication device 101
vallar rovesriseiiseh Uhe agemeunigat hessdeyi egelD 5 and value
identification information for identifying the secure
infbpfat frahi ades@cisdidg thd t c3d8ennel uded valdde information
comrmuni cation device 101. The secure infornmation
currenblidi hgldnby 208 ceemunitytiénrésvide T@hmuni cation
device ID. Fig. 3C schematically illustrates the data
st¥uctie ekamphe, valhge dmforineef onatvanshéproatibasehown
As shown in Fig. 3C, for exanple, when the
“in Edmmurfcats ofedleviked 168 $dedsameunt apsf elecEgaadtc fremey.
transfer of value information, a record 28 including
HOW?H%rdaﬂémitﬁ@OPP§nsP§r'%&kﬁ%eléﬁﬁﬁﬁﬁﬁéﬁplohsdéVﬁéellmlted
the transfer destination communication device |D,
theaﬁ’ao #Re DAF uBSt nfSFnBERBRLE bBSt PHRBRET PEIPP4AES 1n the
val.ue information tra 0 dat.abase.,

t f
casd RERE r ERE B0 GeneRAPFBACIA FAF TBERPRTSane) fEFa. given

forv ﬂgep&rghé3605ft$§ dIlke is set in each record.

Fig. 3B schematically illustrates the data structure of
the user information database. As shown in Fig. 3B, the
user 1information database includes a user ID and a
communication device ID.

The communication device ID is identification
information for identifying the communication device 101.
In  a narrower sense, the communication device ID 1is
identification "~ information for identifying the secure
information recording unit 203 included in the communication
device 101. The .secure information recording unit 203
securely stores the communication device ID.

Fig. 3C schematically illustrates the data structure of
" the value information transfer database. As shown in Fig.
. 3C, for example, when the communication device 101 sends a

-transfer reguest for transfer of value information, a record

- 28 -




For exanpl e, when the transfer source comrunication
devi ce sends a transfer request for transfer of val ue
i nformati on (request for giving value information),
date information at the tine the transfer request has
been sent is set as the date in the record. The
comruni cation device |ID of the communication device
101 set in the transfer request is set as the
transfer source comruni cation device ID Simlarly,

incdieliagDyhe ofatedl uthd RfrmEd Osdir e cdnimaitsf @it Bsh i Gevice
set as the value information to be transferred. At

ID,t hehd i neahb&etr amsd eingiesdn nabm@nnicafiuAi cdvOe ID, and
device is specified, the transfer destination

thecomtum catficomadeldrcetd DoestsehsfEpredxdnploenandatred hien the
transfer destination conmunication device sends a

valpeansifreromesiast fbransfasf edatebagel. ue i nIor ndthieon record
(request for receiving value information), date

qenﬁﬁﬁ@ﬁ@ﬁt i ‘onigial heteites tae tirdisfdr vabqaes&nwﬂds) be&n the

..sent is set as the date in the record. The
likgodfufirtatPoRa8BVEEECED- of the communi cation device

101 set in the correspondlng transfer request
PSR miiBIP IS selois THE { RASPPARST cFORRE | BN Cation

t d ID. Si 'y th t of
devgBRLeBPRRS: At | BAALGTBE. (FERCTErr PT 5 CRANBACT ( ot value
I f L1 t be t f
intb P el cLERebO i caranaevreae; st thReheEefptate
1nfhﬁ@3§£8£ %%uﬁﬁf Cgﬂﬁgn}%% éﬁ%;¥¥@fx2é égtsﬁgs been sent

erring now rage are e secu
is set as the date in the record. The communication device

ID of the communication device 101 set in the transfer
request is set as the transfer source communication device
ID.  Similarly, the amount of wvalue information to be
transferred 1s set as the wvalue information to be
transferred. - At the time the transfer destination
communication device is specified, the transfer destination
communication device ID is set.

For example, when . the transfer destination
communication device sends a transfer request for transfer
of value information (requesﬁ for receiving value
information), date infermation at the +time the transfer
request has been sent is set as the date in the record. The
communication device ID of the communication device 101 set

in the corresponding transfer request information is set as
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information recording unit 203 according to the first
enbodi nrent will be described. Fig. 4 schematically
illustrates the structure of the storage area in the
secure information recording unit 203 according to
the first enbodinent. As shown in Fig. 4, areas

(areal, area 2, ...) are allocated to the storage
~area in the secure information recording unit 203.
Services (service 1, service 2, ...) are allocated to

theedglangtes. dastdmevwd onn deingiund catthens efewiice st ordsniarly,
user ID for identifying the user. The service 2
thesﬁ@ﬁ@@tvaﬂﬂyaluﬁ(ﬁméﬂrmﬁﬁtQmr%@pbﬁdtﬁgnaﬁerwedon@ set as’
with the user ID, On the basis of the user IDin the
theggrafiuse inferpakienr &0 ibf ok ramsbprFedor dig thet tips the
can access the value information in the service 2.
'traﬂfst'r%%ugﬁOFHEeca%H‘iH‘H‘Wa&HOPhe dggdrce Didnd sRREiEIqfe  the
ormati on shown in Fi are separat el stored in

traBFF?§réﬁPrgﬁoFgﬁguﬁFgﬁggop geVitRelletdi 881 and the
ppe Cors S REL S eeq‘?fe‘;’e*pr N bﬂ?%vf&%y% GH T4 Bt The' Becure
infbkﬁh‘c%g th%%?d agd g usehs | D.and Lhe Vac' Ue the first
ormati on be°st ored i A one S&rViced n

emb@ﬁ?méﬂton%lqﬁan5e TE@SE?E dlnfornpgéon qndlégqugiically

user I'D are encrypte the clie key or

i11hbkeat BY @ﬁ@r%Q&h@Qut e %ﬂﬂﬂ% %ﬁgfgﬁgtéQQaa@ﬂ/@%é'gécure

user IDwth the client key,
information recording unit 203 according to the first

embodiment.

As shown in Fig. 4, areas (areal, area 2, ...) are
allocated to the storage area in the secure information
‘recording unit 203. Services (service 1, service 2, ...)
are allocated to each area.

As shown in Fig. 4, the service 1 stores an user ID for
identifying the user. The service 2 stores value
information corresponding one-to-one with the user 1ID. On
the basis of the user ID in the service 1, the secure
information recording unit 203 can access the value
information in the service 2.

Although the case in which the user ID and the value
information shown in Fig. 4 are separately stored in
different storage areas, i.e., the service 1 and the service

2, has been described by way of example, the embodiment of
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secure information recording unit 203 changes or
del etes the value information. Transfer of val ue
informati on Referring nowto Figs. 5 and 6, a val ue
information transfer process according to the first
enbodi nent will be described. Figs. 5 and 6 are
flowharts schematically illustrating the val ue
i nformati on transfer process according to the first
enbodi nment. In the value information transfer process
theagoessdimg iwvertiod i L8t nerbadintidd thereese hAdWhheh user
the transfer source communication device accepts a
ID tndnsher viedqeedth fioamattriansiary bef stalneel iinf @rm@atdarvice in
will be described by way of exanple. The case in
a ophirth-the meansfer destination comunication device
accepts a transfer request for transfer of value
i nfloe niglee whiflorpetdescrnse® s usequeat| ¥P Agestrowrypted
. in Fig. 5, in order to subscribe to a value
- Witppfthenett bt r BAgf o Sdrvi EbkenentRy dRcbYRBiD®nthacvalue
, .as the us%%%JD is registered in the transfer
infRpRabefente & Ser the2 usar Jd nfithe Fhpucldsnt 2beya the
of the_transfer source, conmmynication device
SeCREmAPERE LSRN0 FRETLDY. TP 1FSS0E. Dhandemper deletes the
i.nforpation.of the transfer destination comrunication
valﬁgv%%ggf%%ﬁﬁﬂﬂrcation device 101-2) is simlarly
regi stered (S501-2). The communi cation device 101-1
serving as the transfer source conmunication device

Traﬁgngt§fav5iégsiﬁfo£ﬁgyf§ﬂ for

Referring now to Figs. 5 and 6, a value information
transfer process according to the first embodiment will be
described. Figs. 5 and 6 are flowcharts schematically
- illustrating the value information transfer process
according to the first embodiment.

In the value information transfer process according to
the first embodiment, the case in which the transfer source
communication device accepts ‘a transfer request for transfer
-0f value information will be described by way of example.
‘The case in which the transfer destination communication
device accepts a transfer request for transfer of value
information will be described subsequently.

As shown in Fig. 5, in order to subscribe to a value
information transfer service, member information such as the

user ID. 1s registered in the transfer management server 102
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transfer of value information via the input unit 209-1
(S503). At the tinme the request is accepted, for
exanpl e, the amount of value information to be
transferred is input. Wen the conmuni cati on device
101-1 accepts the transfer request (S503) and a
networ k comuni cation start button or the like is
sel ected using the input unit 209-1, the network
comuni cation unit 211-1 included in the
usicemurheat iapudevigatl01209sends i r ansé er thefdestr source
information to the transfer managenent server 102
comfi8n05pt ivhedetrieet Manahanirandgandetriser ¥80-102 (S501-1) .
receives the transfer request information, the access
untem8él gerefatmstienredoft i obheommermhsber t hedsecinagtion
information recording wunit 203-1 included in the
commuRASRER ogour devEetmuni cariwnl caledrce devreeni cifiod)  is
device 101-1) to reduce the value information by the
simddggdy regiesesadt 6ShEltRansferred and transnits the
reducti on conmand to the conmnuni cati on device 101-1.
| nT%%dFPF“B‘HanﬁEl%cé’@é’lt‘ﬁ?i t1 G571l reepriRIt AE toentlernrster
the re ues $e corresponding record_in the 32

Sou&&?uéﬁqﬁ F%ﬁ%t %N%?%ra&SPBﬁﬁséidE%%??%%H a6enest for
7 th mmu t 211-
S A S T T S P
t th f t
(55088 or i %fﬁ%t%%%‘*%ﬂ‘%decrepss‘:?%si PEHRREESh CammaReTeLe:
the“h Buﬁgeofl%gﬂﬁekfﬁngﬂatﬁghhggtbga£§%ﬂe ?%régels input.

uction conmand is a command from ransfe

nﬁﬂﬁ&?”e@heseQ%%&ﬁH%%aﬂfoﬂS RSS! € 1P -1  accepts the
transfer reguest (5503) and a network communication start
button or the 1like is selected using the.input unit 209-1,
the network communication unit 211-1 included in the
communication device 101-1 sends transfer request
information to the transfer management server 102 (S505).
When the transfer management server 102 receives the
transfer request informaticn, the access unit 251 generates
a reduction command for the secure information recording
unit 203-1 included in the transfer source communication
device (communication device 101-1) to reduce the wvalue
information by the amount requested to be transferred and
transmits the reduction command to the communication device
101-1. In addition, the access wunit 251 records the

contents of the request in the corresponding record in the
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aut henticate that the reduction command is a command
from the transfer managenent server 102 wi thout using
the client key. In response to the reduction conmand,
the secure information recording unit 203-1 reduces
value information stored in its storage area (service
2) by the anobunt to be transferred, which is set in
the reduction command (S509). Upon conpl etion of the
reduction of the value information by the secure
valuef anfetrmen ipecordnndeunidht2B3s: d&SE0pedt ABoREt WBBERT) .
communi cation unit 211-1 included in the
cofiheni dcaei oretdenilcect@tubiteransm tusid cdhptkt ilowluded in
report to the transfer managenent server 102 (S511).
thewherpmme igatbionk cbrimme cal 9dnlunicecebyepecdinges temuction
conpletion report, the access unit 251 generates a
compgpfand then r 8pesse commfrramtion steeerdiredmund) t 203-1
activate the short-distance wireless comunication
dechypEs20tRe StRAPGSI NFC cfanche Witke hRE t6l3eRE akey and
short-di stance, wirel ess communi cati on.

2uthERSEaEREr A58 turii1e 28391 EhkeBs COTAPAo al Bo command from
cnel MELTRLEN pSaRRSS, LD el Uppb 0T oL 00 Sl LlBre oo
oucBIRURLALLUIRE B, DRI K GO S8 0 b2 o
thethﬁhgfggnﬂﬁ%Egéwéﬂ% _.éfaﬂ§§’&iéﬁ? )USYhsnt%%eclient
conmuni cation device 10I-1 receives the
key.
- In response to the reduction command, the secure
- information recording unit 203-1 reduces value information
stored in its storage area (service 2) by the émount to be
transferred, which is set in the reduction command (S509).

Upon completion of the reduction of the value
- information by the secure information recording unit 203-1
{8509), the network communication unit 211-1 included in the
communication device 101~1 transmits a completion report to
-the transfer management server 102 (S511).

When the network communication unit 261 receives the
completion report, the access unit 251 generates a command
(wireless communication starting command) to activate the
- short-distance wireless communication unit 201-1 such aé NEC

or the 1like and to send a report using short-distance

wireless communication.
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wi rel ess communi cation starting conmand, the

short-di stance wreless communication unit 201-1

generates an electromagnetic field (S513). After the

el ectromagnetic field has been generated (S513), the

networ k comuni cation unit 211-1 transmts a report

of conpletion of generation of the el ectromagnetic

field to the transfer managenent server 102 (S514). To

specify the transfer destination comruni cation device

(cDmyuntcatgeon utdi G631 0de@)ced heincesss wilide Zalformation

generates a command (identification information
datpbgeest i idie comannd) timfabtwaitd chhe e€®nmihiecatd@mresponding

device ID stored in the secure information recording
comphnicaddor daviodedOinlthy tbhenamoicht foandéeiced.

101-2. The network comunication unit 261 transmts

t hehe | deREverkat icommmieertdonon yeidues2bhg ¢ommendteo the

. the comunication device 101-1 (S515). Wen the _

wirgdpeReFOTRERsFBE 1QBsEtAELLDE Comandcdd dlie deppmication

' Co ni cation_device 101-2) approaches within a 34
deViSﬁgEﬁ%a t#%gl?bnge in which short-distance wirel ess

CAPRA Bk on oA, B8 Lol o A e ger Ly 0f L1° e
e LB BRI SAL L, SR S0 U8 S astance
ik ) SO DOL A1 O ST COTPIIGAIE
elelBLOfaYhE €1 €SP £PAMYBE £ i on (S517)

After the electromagnetic field has been generated
(S513), the network communication unit 211-1 transmits a
report of completion of generation of the electromagnetic
field to the transfer management server 102 (S514).

To specify the transfer destination communication
device (communication device 101-2), the access unit 251

- generates a command (identification information requesting
command) to obtain the communication device ID stored in the
secure information recording unit 203-2 included in the
communication device 101-2.

The network communication unit 261 transmits the
identification information requesting command to the
communication device 101-1 (8515).

When the partner transfer destination communication

device  (communication device 101-2) approaches within a
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In response to the identification information

requesting command, the secure information recording

unit 203-2 included in the communi cation device 101-2

transmts the conmunication device ID held therein to

the comunication device 101-1 using wreless

communi cation (S519). Wen the conmmuni cati on device

I D of the comunication device 101-2 is transnitted

using wirel ess comunication to the conmunication
comteviicatioh 1, rahgecommini ealiichn devbee-HDsthfice wireless

transmtted to the transfer managenent server 102
comfn8h2tpt iRef ecenngbeo Fegfobmetiheandcesseuni¢n®2btly of the

included in the transfer managenent server 102
elegénomagastaccobald chiangesasi tie comvarid)list anger ealseeless

the value information held by the comunication
comgapieation- amit t RBlahp P tugase the avshanndgatang tdrvice

net wor k comuni cation unit 261 transmts the
101lﬁcre§§ﬂng ST to t HéecomifTeat i iR tiedn ce 1nfprmation

8523%g The short-di stance w rel ess conmnuni cation unit
3

reqggErihnazs (GUREHG s the i nEPBasi R ESMTERFANGS he Wireless
onnunlcatlon % éiée 101-2 using wrel ess
S¥25)

Com%ﬁﬁﬁﬁ cabi Rt Iur?lrn@s;fi“ N tcf%m'i‘q{b]r%% (8517)
rmati.on r.eg rdln unit, 2

h
|nclude5eg g?securgﬁnu tggtloﬁ' Rl |ndy%‘°%ﬂ9tlon
- req&ggﬁitﬁh i ARt Lan - $1of£d 1'?1f[otr§r{ahsct Ui ag?e@%?glﬁgd’unlt

rocess ng rn respon I NCr easl

20359wd&§°{@' %B@d’cotrrﬁrﬁﬂﬁ@atﬁcﬂi device 101-2 transmlts

the communication device iD held therein to the
communication device- 101-1 using wireless communication
(5519).

‘When the communication device ID of the communication
device 101-2 is transmitted using wireless communication to
the communication device 101-1, the communication device ID
is transmitted to the transfer management server 102 (S521).

Referring to Fig. 6, the access unit 251 included in
the <transfer management server 102 generates a command

(increasing command) to increase the wvalue information held

- by the communication device 101-2 by the amount to be

transferred, and the network communication unit 261
transmits the increasing command to the communication device
101-1 (8523).

The short-distance wireless communication unit 201-1
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conpl etion report to the conmunication device 101-1
using wreless communication (S527). The network
conmuni cation unit 211-1 included in the

comuni cation device 101-1 transmts a report of
conpletion of the processing by the comrunication
device 101-2 in response to the increasing conmand to
the transfer managenent server 102 (S529). Wen the
transfer managenent server 102 receives the report of

traceniltet ithie dhdie ihec essinithd itd ens@mithidrion device
i ncreasi ng command fromthe network comruni cation unit

101221ukingt we rséeises cofimsheépsttiont Kaagber t he val ue
information is conpleted (S561). When one of the
copfrunieappope devd cetli®l-inamnekh sty commuandat itde secure

. device 101-2, which have belonged to an area in which

infpgmatden cesecamdiingel es®lly comfiftiZcat dndlitdleshch in  the
ot her since, for exanple, one device is placed over .

compyalcgtrer R8N ih%nE'e% AWEY e t Blee aved et Hnformation
short-di stance wreless communi cation unit 201-1

Stoggtectd al'chaf§erafict heTe36 2N2ct réfignétrc Prefessing in

cosf8hibe beall' Bogethottls g e PR, Whapenio o

combFEtob G T anbh (11 hact BLOL RaG Lo SS6Be | ROFRES using

_wirgﬁgggrcoﬁﬁgnxggggohnfgggggion can be transferred from
the S L3R

franster source fcati on device

égﬁft;@“n@{e?%%i&” AsMheei A0 dd LRikheo11a0sti8lei yded in the
communication device 101-1 transmits a report of completion
of the processing by the communication device 101-2 in
"response to the increasing command to the transfer
‘management server 102 (8529).

When the transfer management server 102 receives the
report of completion of the processing in response to the
increasing command from the network communication unit 211-1,
the series of steps to transfer the wvalue information is
completed (S561).

When one of the communication device 101-1 and the
~communication device 101-2, which have belonged to an area
in which both devices can wirelessly communicate with each
other since, for example, one device is placed over the

other device, moves away from the area, the short-distance

wireless communication unit 201-1 detects a change in the
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comuni cation device (comuni cation device 101-2), and

the value information transfer process according to

the first enbodinent is conpleted. Second enbodi nment

Referring nowto Figs. 7 and 8, a value information

transfer process according to a second enbodi nent of

the present invention will be described. Figs. 7 and

8 are flowcharts schematically illustrating the val ue

information transfer process according to the second
eleetodiagBet icTheivaduedéms Of yatdran ttharsf getBEeEESBhat the

according to the second enbodinent is a process (or a
commecdverting peodess)ldf-2 resdornely yalse inf ehdst ia@rat.0 At

the original state when the transfer of value
“thipnfoimeat i dhef rsnptrhedi shaster wiowless coomunhtattdoon unit

device to the transfer destination conmunication
201gévterpatksnsnatthagvakdéoi wavemnt 5bA51 r ansf er

process according to the second enbodi ment, the case

i ntHhi dithe PRBASKer sbgce vaBUcondnApeapttdandeviae be

accepts a transfer request for transfer of value _
trapﬁffagﬁﬁtﬂi oA | Fhe B3RP IPRd IPLEREy ePmBRRkpREIONTIHIEViCE

case.in _which the transfer destination communication
(cogupnEaheeBpt L% ¢ andter!l r edQesthfort ¥3amter ystination

alue__information will be described subsequently. |
comftia B 18l i dSeer | BOTBATL S RC VP ewIEY e Rle LMK sBRY the
t val ue_information transfer process .

valB8 S T B e o tnt ST Ehe v aruethe First

accordin Irs

embbBLALAR § ON.LH30SE L5 .

Second embodiment

Referring now to Figs. 7 and 8, a value information
transfer process according to a second embodiment of the
. present invention will be described. Figs. 7 and 8 are
flowcharts schematically illustrating the value information
transfer process according to the second embodiment.

The value information transfer process according to the
second embodiment 1s a process (or a recovering process) of

restoring value information to the original state when the

" transfer of wvalue information from the  +transfer source

communication - device to the transfer destination
communication device fails.
In the value information transfer process according to

the second embodiment, the case in which the transfer source
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process according to the second enbodi nent, only
different portions are described, and descriptions of
the remaining portions are omtted to avoid
repetition since they are substantially the sanme. As
shown in Fig. 7, in the value information transfer
process according to the second enbodi nent, the steps
from the nmenber information registering step (S501)
to the increasing command transmtting step (S523)

comam@icatbshadkivaklky ddiepsame asadiase dedistvaddie transfer
information transfer process according to the first
of erodi nEnformatiohemdd ldetai Hedcdebedi My onsyt ber enfample.
are omtted. As shown in Fig. 8, when the
- Theshorse diigt anbéchi reghess rapmfimmi dast bnathoh 20dmdunication
transmts an increasing command to the conmunication
devdegi cecaedt® ysi igawsielressequastunifcat | tmanE$625)oHr value
. Wwhen the secure information recording unit 203-2
inforRashPhswalleber desrribapl svbeageenthe- processing in
response to_the increasing command to the ,
c E?%af?%ﬁowéggd€§?€élﬁéioﬂruépnglﬁﬁréﬁé§§e comparison

_betconnungcat' n (Sh2 g, in the event that comrunication
FE*Rnt8fr Jﬁgé\f by o3t abF@nDter t REOFERE, aCreTdang to
dogs_not reach the partner. conmunicatjo devj ce 101,
thean§l¥%% 6%§%&§%Wﬁi§r@%¥%n%P?an§?£ © pree¥EiE s oMot ranster

pEgper| ampl.eted. en,_co nication is interrunt
oro D P g IR e e ni e oA (PR Shay (adkyrent
por@ioﬁgea&%poaéﬁggiggd,C QRJe&éggrfgtfégge%ﬁgnghénremaining
response to the i1ncreasing
portions are omitted to avoid repetition since they are
substantially the same.

As shown in Fig. 7, in the value information transfer
process according to the second embodiment, the steps from
the member information registering step (S501) to the
‘increasing command transmitting step (S523) are
substantially the same as those of the value information
transfer process according to the first embodiment, and

- hence detailed descriptions thereof are omitted.

As shown in Fig. 8, when the short-distance wireless

- communication unit 201-1 transmits an increasing command to

the communication device 101-2 using wireless communication
(8525) or when the secure information recording unit 203-2
transmits a report of completion of the processing in

response to the increasing command to the communication
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command (S527), it is necessary in the val ue
information transfer systemto stop the series of
steps to transfer the value information and to
restore the transferred value information to the
original state. As shown in Fig. 8, when no conpletion
report is transmtted within a predeterm ned period
of time (S527), the controller 207-1 determ nes that
the increasing processing is not conpleted, and the
devietwol Rl edbnusiireat wdteleBst Sdiminicansdmt S(s®27eporin  the
that the increasing processing is not conpleted to
evenlie thednsfemuranagenentiseiveer#02t e SbR8 s omAl tdiaugitle or
the controller 207-1 measures tinme in this exanple,
thet Hd kenbddieredatafdode poesertchnde imartirsemotommunication
l[imted thereto. Wien the value information in the
devigamuir loat pBA déwd cEaluelinfardedrl orhet comsded cariboass is
device 101-2 is increased and/or reduced by the
NOt RBARETLY FE™PL§REFerred, the access unit 251
included in the transfer managenent server 102 39 )
gelfeTat ES™RUPLSASERR danceliTigr ANt E8r c&hcelindieasing
i ncr.ease/ reducti,on of the value informatjion by the,
comgﬁ%ﬁnt%rﬁng &Py, Smthgs#e%)\mr?rco ni &ygﬁ%ﬁlng of
L2611 r ] the transfer canceling comand to .
comd Lt O G T PORC AL ool K0T R EaaD) L hd 8 ordig casing
1L 2 stoLes,:in Lue infqormatjo dat abase,. .
COI’ME’! llé& &?52"%, I_:L% 1§ ntela%s%%rgn Jdlg %h@lﬁiyﬂe 1Tl /orrmdtlon

record ‘of the comni ca vice and/o

trahB8e £OTTURLRALION WeViGR 10r 2o d NoWNLER LR VR UG sFer the

value information and to restore the transferred value

information to the original state.

As shown in Fig. 8, when no completion report is.
transmitted within a predetermined period of time (8527),
the controller 207-1 determines that the increasing
processing is not completed, and the network communication
unit 211-1 transmits a report that the increasing processing
is not completed to the transfer management server 102
{8528). Although the controller 207-1 measures time in this
~example,  the embodiment of the present invention is not
limited thereto.

When the value information in the communication device
'101-1 and/or the communication device 101-2 is increased
and/or reduced by the amount to be transferred, the access

unit 251 included in the transfer management server 102
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i nformati on has al ready been increased and/or reduced
to the original state and del etes the correspondi ng
record in the value information transfer database
(S530). The short-di stance wirel ess conmunication unit
201-1 included in the conmunication device 101-1
transmts the transfer canceling command to the
comuni cation device 101-2 wusing wrel ess
conmuni cation so that the value information in the
gerpatdtRer conMurdateon dentetid§l- 2ohmahast @ed danddie the
original state (S535). Wen the secure information
i nareeeredineglustiion? 03 2 thencratied iinfktatamiudEathen amount
device 101-2 has increased the value information in
trapsdparse,t o e | rdreeashagwonkmanthmiurel cageicur € unit 261
i nformati on recording unit 203-2 reduces the val ue
trapgméicpat | dhcby theanmiamt | agneadédy andommwhed théo  the
processing is conpleted, transmts a conpletion report
compynicré iognAgNiLest L8A-deVB880101- 1 using wirel ess
comruni cation (S537). 40 Wen the communi cati on

de@b@e%@{agehaglﬁo?Gﬁeé&s\F@&eS&héq Adyedst e dewription
dat h %Ee conmmuni_cat ion deV|ce 101- 2 has recelved
atgpase ﬂcr §i n§°cBhtand’ butP hasCoABtUT et ebed dehece  101-1
val ue_.information_ in response t he i ncreasi ng
and/Qr e COREVPESALAPES] %V%?etﬁéh’%np?%tW@H‘?ﬁpBP? value
; S t rfor and._t he proce roceeds, t
1nféﬁgﬁﬁéQb h?g al? s%%ﬁ?elﬁgﬁﬁ? tr & er ﬁF Sh to the

origgﬂgﬁn%ﬂé%é”gﬁﬁ déiQHééh%hFr%%ﬁﬁgaﬂﬁﬂﬁﬁﬁfePéc8§&V§5 the

2, the secure
value information transfer database (S530).

The short-distance wireless communication unit 201-1
included in the communication device 101-1 transmits the
transfer canceling command to the communication device 101-2
using wireless communication so that the value information
in the partner communication device 101-2 is restored to the
original state {8535).

When the secure information recording unit 203-2
included in the communication device 101-2 has increased the
" value information in response to the increasing command, the
secure information recording unit 203-2 reduces the value
~information by the amount increased, and, when  the
processing 1is completed, transmits a completion report to
the communication device 101-1 using wireless communication

(S537}).
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information recording unit 203-1 increases the val ue
information stored in its storage area by the anount
transferred, thereby restoring the value informtion
to the original state (S539). For exanple, the
original state restoring step (S539) is a step of

i ncreasi ng, when the value informati on has al ready
been reduced by the anmount of 3000 yen, the val ue

i nformati on held by the comuni cation device 101-1 by

t hRheamwt 6bnmRRDcYENont RRKERE reglopi nhd hgoval M&-eived
information to the original state. Wien the transfer

themdnageasihgs eoweani0d i e¢rinY ehed cdneferitc20fi o etdedn 01 -
of the processing in response to the transfer
2 heaneeldaigecontendificoa: $ hieg nebmmnakd cbniuhiagatrican inmitdased
211-1, the series of steps to transfer the val ue
thej nhérmatindpringtdonpliet ewtsE856E) toNdre drermfadimgy command,
comuni cation device 101-1 and the conmuni cation
: thede@?%ﬁﬁﬂiﬁﬁipﬂ\Mﬂfbhthavec@@mbﬁ@%QMt(Iemﬁrared5531 )--1is- not
---------------- in which both devices can
Per@PF@P@ssF?chHﬁuﬁF@‘éﬁésv\PFﬁcéaéﬁ tot ke, neBYestaRay
romthe area, the short-distance mnreless
- oﬁ‘ﬁmﬁ?é}aﬂ“%ﬁ GRi t-PRo 1t danRt ekt S2ACe hhRge CORMARE received
el ectro e field density and thus de cts that
£rofipe EreoT It on HOURORREDY. 5 M3de ol Luay ot thiy ( fecure
At this ti.ne, the.sho dlstance W reles
inrBERELIOh o SR ORRINT oOITHE ot 603 fr andiiqdIRF « aiP  value

inf&@M§§i8§56§%ored in its storage area by the amount
transferred, thereby restoring the value information to the
original state (S539).

For example, the original state restoring step {(8539)
+1is a step of increasing, when the value information has
already been reduced by the amount of 3000 vyen, the value
information held by the communication device 101-1 by the
amount of 3000 yen, thereby restoring the value information
to the original state.

When the transfer management server 102 receives a
report of completion of the processing in response to the
transfer canceling command from the network communication
unit 211-1, the series of steps to transfer the value
information is completed (8561).

When one of the communication device 101-1 and the

communication device 101-2, which have belonged to an area
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In the manner described above, the value information
transfer process according to the second enbodi nent is
conpleted. Wth the value information transfer process
according to the second enbodi nent, when the transfer
of wvalue information fromthe comuni cation device
101-1 to the conmmunication device 101-2 fails after

t he conmuni cati on device 101-1 has accepted the
transfer request, the value information can be

in rasiaf edotl theiekisdidi WifdPesdIN I BopMBAGLARB with each
Referring nowto Figs. 9 and 10, a value.information

‘othieran gk spaeeGEs F raec At rd-0 aHdignberhoditeide ofireless
the present invention will now be described. Figs. 9
comgmgdit@tare fhowchari@lsthenmiticeadd y ia | usheateng ihe the
value information transfer process according to the
- elechirpgagnbodicnefielThedarad Uy | rfral mithiuen tledrster that the
process according to the third enbodinent is
comgupfi gpEAPNf HeMitee MdinFe dadormmt i onistranstéis area. At
rocessaccording to the first enbodinent in that a -
thigy tigenstée reloetrdisrareanstiaelsssyargumppiepraenomnit
accepted by the transfer destination comrunication
ZOIGZVFE@pSA§r§ﬁ6Wﬁchn§|ﬁadgo VAVBFdéPoP8) subscribe to a
i nf ormati on tran?; serV|ce

|n %rﬁ&ﬁ(ﬂpgﬁﬁﬁ &8 S P et ?f?{st?ﬁblg?iP%d%q¢ﬁ4ﬂ§t1°n
erabgges’ gﬁf&[’rﬁ%g rareref S o8 otuneation ShAddent is
Comﬁfggg&m Cat d%\ﬂ ce 1 %leg-) a&?grma%lgn {TPanSfer prccess

OrI’THtIO the rans I Na
according to the second embodiment, when the transfer of

value information from the communication device 101-1 to the
-.communication device 101-2 fails after the communication
device 101-1 has accepted the transfer request, the value

information can be restored to the original state.

Third embodiment

Referring now to Figs; 9 and 10, a wvalue information
transfer process according to a third embodiment of the
present invention will now be described. Figs. 9 and 10 are
flowcharts schematically illustrating the wvalue information
- transfer process according to the third embodiment.
The value information transfer process according to the
~third embodiment is different from the value information

transfer process according to the first embodiment in that a
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conmuni cati on devi ce (comuni cation device 101-2) is
simlarly registered (S901-2). The communi cation
devi ce 101-2 serving as the transfer destination
conmuni cati on device accepts a transfer request for
transfer of value information via the input unit 209-2
(S903). At the tinme the request is accepted, for
exanpl e, the amount of value information to be
transferred is input. In the value informtion
trahG@8%f e cl@@uest racCeRling re3t R A S8RAue f AMMNMI®n  is
t he anmount™ of value information to be obtained
accepeed ¥gdxhbr ernhBeetr aB8st €hasQUhCBonMANTHAL €341 @8vice.
devi ce (comuni cation device 101-1) is input. \Wen the
cammushoahi dm devgced]l0tl? acgept sot hubddminsf efo a value
request (S903) and a network conmmuni cation start
infbumtbnoor trbesfeke segviekecmethbesi g flio@aitiput swaiht as the
209-1, the network comuni cation unit 211-2 incl uded
usepnIbhds corgnstieaead oin delve cerafsf2rsendsgemansf eerver 102
request information to the transfer nmanagenent server

- -using? (t$o05) ingBt Whemithe 204mbf epfnandyenehrasefesr KBRirce

receives the transfer request information, the access
commpupicabiogefievhfes (CannpntsabsphglevhaandOiol) t AE901-1).
secure information recording unit 203-2 included in

t HEER S st et REIaHAN on Ofcomfiif catti’Gi & ce destination
conf GRUTAEL 53, S-00l oo Q0% Lo dncrsaseLhe value, | o
sinfJSLLopRiLipLl |agy asino, comand o the |

wﬁﬁe communication device 101-2 serving as the transfer
destination communication device accepts a transfer request
for transfer of value information via the input unit 209-2
(8903). At the time the request is accepted, for example,
the amount of value information to be transferred is input.

In the kalue information Fransfer request accepting
step (S903), for example, the amount of value information to
be ' obtailned (received) from the transfer source
communication device {(communication device 101-1) is input.

When the communication device 101-2 accepts the
transfer request (S903) and a network communication start
button or the like is selected using the input unit 209—1,
the network communication wunit 211-2 included in the

communication device 101-2 sends transfer request

information to the transfer management server 102 (S905).
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251 records the contents of the request in the
corresponding record in the value information
transfer database described above (S907). Wen the
networ k communi cation unit 211-2 included in the
conmuni cati on device 101-2 receives the increasing
command, the secure information recording unit 203-2
decrypts the increasing cormmand with, for exanple, the
client key and authenticates that the increasing

conmnend the Arg&estand rfaremdant r agster MmgesBBives the
server 102. It is possible to authenticate that the

transteeayicngeGeMBIb it tal orc,ontid dateesst hainOvEENenerates
managenent server 102 without wusing the client key.

an |limamsponse tontdred | fioreagiagsecommandfotrhetdeaurs=cording
informati on recording unit 203-2 increases the val ue

unignf oi2feti2on strorletiedh i tdnstothge aremndenvi celytination
the ampunt set in the increasing command (S909). Upon

compynpplation ofdeWece neriamimynisfattilee vadgeicga4 101-2)  to
informati on by the secure information recording unit

incpggsg thsoyey et hafRemadiNc bmibcc #iovH tufisuEpLegl to be
i ncluded in the communication device 101-2 transnmits

| traﬁsgﬁﬁﬁﬁgti%%dréikﬁﬁsq%¥stiFQQ:r&H§F§ﬁsﬁﬁﬁag%ﬁ%ﬁﬁn§er%%r the
102.(S911). When th wor k_co ni gation unit

compiRALFS §O%héievc1&$p| Lol repmt%ﬁslgeees@%nﬁecgsi unit
generates ni.cation starti

251 giahdy Fg aSE]T?zSPES es?rte%gﬁmﬂ%a&@e i &% e%%es?oqldmg
recSQHnHﬂlQﬁf'%%iﬂgtlgggrmaéggnt%rgggger database described

above (8207).

When the network communication wunit 211-2 included in
the communication device 101-2 receives the increasing
command, the secure information recording wunit 203-2
decrypts the increasing command with, for example, the
client key and authenticates that the increasing command is
a command from the transfer management server 102. It is
possible to authenticate that the increasing command is a
command from the movement management server 102 without
using the client key.

In response to the increasing. command, the secure
information recording wunit 203-2 increases the wvalue
information stored in its storage area (service 2} by the
amount set in the increasing command (S909).

Upon completion  of  the increasing of the value
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a report using short-di stance wireless comruni cati on.
The storage unit 263 increases, in the val ue
i nformati on dat abase, the value information of the
correspondi ng conmuni cati on device 101-2 by the anount
transferred. The network communication unit 261
transmts the wreless communication starting conmand
to the comruni cation device 101-2 (S912). Wen the
comuni cati on device 101-2 receives the wreless
infe@AMAbEAtH PN BE alskicng C OTAEIWa s shokbrdisganset 203-2
W rel ess conmuni cation unit 201-2 generates an
(s9ebgct roaBgRetios kf icRinthunS2EI onAn@f the -2 included in the
el ectromagnetic field has been generated (S913), the
commehwork icomaeviicat | 01 AMi trdddmPtd ranssmpd e@iohepeiiort to
of conpletion of generation of the el ectromagnetic
thef tehdsfeort menapensher sramagei@ht (SBtYpr 102 (S914). To
speci fy the transfer source comrunication device 45
( cBremunitdat | natdeyk ceordunticationaceess Wfilt 28¢eives the
generates a command (identification information
compdghiesni Fgredan)e t eccebsaiumithed Tongeherateésna command
.device ID stored in the secure information recording
(wiggiessozommieiGrieePn nstRrEt ipgmerieaitdlon teevagbivate the
101-1. The network communication unit 261 transmts
ShothgdlPHRREPf FEAEIBRSI APBRRALFBRIPBqUBAEI RE lcémARAd T send

a réBSrtCSQ¥H8'§ gkgndgggéggelggiglégglg mmunication.

The storage unit 263 increases, in the wvalue
information database, the value information of the
corresponding communication device 101-2 by the amount

transferred.

The network communication unit 261 transmits the-

wireless communication starting command to the communication
device 101-2 (S5912).

When the communication device 101-2 receives the
wireless communication starting command, the short-distance
wireless communication unit 201-2 generates an
electromagnetic field (S913).

After the electromagnetic field has been Igenerated
(S213),  the network communication unit 211-2 transmits a
report of completion of generation of the electromagnetic
field to the transfer management server 102 (S914).

To specify the transfer source communication device
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When the partner transfer source comuni cation device
(communi cati on device 101-1) approaches within a
comuni cation range in which short-di stance wrel ess
conmuni cati on can be perforned and the density of the
el ectromagnetic field changes, the short-distance
W rel ess conmmunication unit 201-2 captures the
conmuni cation device 101-1 and transmts the
identification information requesting command to the
(comh@hti cAitSbaneRwildee| BFS-1)coMpai gatkaR Wit 288 lgenerates
using wreless communication (S917). In response to
a dommaindie ntiidendatlf iara difno riretd reda t e uesdu dx icamedighand) to
the secure information recording unit 203-1 included
obtannt hehe onmumwatdaoni atevidegit@l- 1Dt ransied s int hehe secure
communi cation device ID held therein to the
infosmatinovat | orcdeviiog 10Ln2tusi 1293wl el eisscluded in the
comuni cation (S919). Wen the conmuni cation device
commpngfathenc dawiniecalilod. device 101-1 is transmtted
using wireless communication to 46 the comruni cation
detee REEWRrki hegmmnimiatdtoron Welt ce2fd itgansmits the
., transmtted to the transfer nmanagenent server 102 via
ideppatifatheik 1B@f?ﬁﬁﬁﬁ3€“1ReFé??QQﬁf%Qﬁ Fi&PmTQPdtheto the
access_unit 251 ingbgdgd hﬁﬁ he transfer managenent
COmUUNYEPt183 gENEFSt 4912 conmhnRd- (reduction conmand) to
reduce e value information held by the . . .
co rﬁi% i 'o%a]’d%%?%e%fﬁf?feﬁy %%r%%o&ﬁ{“m%%lﬁ@tmn device
-(coﬁﬁéﬁ§33£58ﬁ' E”H%Jfg% netT@iklfonnlggﬁégééﬂgé“ﬂ tw%@%in a
communication range in which short-distance wireless
communication can be performed and the density of the
electromagnetic field changes, the short-distance wireless
communication unit 201-2 captures the communication device
101-1 and transmits the identification information

requesting command to the short-distance wireless

communication unit 201~1 using wireless communication (8917).

In - response to the identification infermation
requesting command, the secure information recording unit
203-1 included in the communication device 101-1 transmits
the communication device ID held therein to the
communication device 101-2 using wireless communication
(S9219).

When the communication device ID of the communication

device 101-1 is transmitted using wireless communication to
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transmts the reduction command to the conmunicati on
device 101-2 (S923). The short-distance wreless
comuni cation unit 201-2 transmts the reduction
conmmand to the comuni cation device 101-1 using

wi rel ess communi cation (S925). In response to the
reducti on conmand, the secure information recording
unit 203-1 included in the comunication device 101-1
reduces the value information stored in its storage

theAl@anmaiith cieth Sy HOCEHSLNY ikhe IRRRRARSLHAchh®ievice ID
reduction conmand is conpleted, transmts a

is aonplsetiiteRd eROrfthd @ ddifs EONTREN LRt deweer 102 Zria the
using wreless conmunication (S927). The network

neteomaudioGat(is@1gnit 211-2 included in the
comruni cation device 101-2 transmts a report of
coRpfetrkrdng db tHiey prblessiheg dncddwe comufbtatimnuded in
device 101-1 in response to the reduction comuand to

- thet hg rengdefrer nanpagoaeht sseveer 102 ($2OYatdd Whencommand
the transfer management server 102 receives the

- (redgggionofcaamapidet iton widudre pheceedirg linforaesdrse tedd by
the reduction command fromthe network comunication

theypiqomppixatiqe s@@VEee of 18ieps Y t rEisf ermpHBtvaltige be
information is conpleted (S961). \Wen one of the

trapghfiticdat i oPdevitBe 109S4VaRE t ROMWEHARTICR i oHnit 261
devi.ce 3&%;2 i.ch have bel gnged to an area in which .

£raSi E e FPite A o) TS S o B O caticon device

101-2 (8923).

The short-distance wireless communication unit 201-2
transmits the reduction command to the communication device
101-1 using wireless communication (85925).

In response to the reduction command, the secure
information recording unit 203-1 included in the
communication device 101-1 reduces the wvalue information
stored in its storage area and, when the processing in
response to the reduction command i1s completed, transmits a
completion report to the communication device 101-2 using
wireless communication (8927).

The network communication unit 211-2 included in the
communication device 101-2 transmits a report of completion
of the processing by the communication device 101-1 in

response to the reduction command to the transfer management

server 102 (89%29).
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ot her since, for exanple, one device is placed over
the other device, noves away fromthe area, the
short-di stance wreless conmunication unit 201-2
detects a change in the electromagnetic field density
and thus detects that the conmunication device 101-1
does not exist in this area. At this tine, the
short-di stance wirel ess communi cation unit 201-2
stops transmtting radi o waves (S965). In this manner,

t hghyal wed N PEABEL BN nfedh RShert! aBsfeLred I OPLLBEves the
transfer source conmmuni cat’i on devi ce (Comn,ln| catl on

repdevi o 1l8dmd)et Do hest ransf grodestingt lidN response to the
conmuni cati on devi ce (comuni cati on device 101-2), and

reduheionakuembnéofmein ahet hansoek poaeesS cRedGNdingt @11-2,
the third enbodinent is conpleted. Fourth enbodi nent
theRefaridamgohowtteps-i gs. thlarantkri2tha wallue | hhéomatoon is
transfer process according to a fourth enbodi nent of
comphetedg(pPeskent invention will be described. Figs. 11
and 12 are flowharts schematically illustrating the
valken | woer nafi orhe t remmgiwrl grideass dgrdordi hgltd tded the
fourth enbodi nent. The val ue information transfer
compupeedtliarcOFURRG tiP ite ¥k hhefBodichamodgds o an area
|, Qces r recovering process). of restoring val ue
in ?’f?ﬂ&?‘ngiq(tgh ‘3%"%%%%??& el T eetsd el carangiep each
of val ue information {ron1the éransfen source

OTREBmTUMI Tt | GRT deVFTB 1Y t R rdREtEF dest PAaCPEn Over the
. othgg”ﬁ%@h%gei%%G%@”éﬁ%§a%kgm the area, the short-distance
wireless communication unit 201-2 detects a change in the
electromagnetic field density and thus detects that the
. communication device 101-1 does not exist in this area. At
~this time, the short-distance wireless communication unit
201-2 stops transmitting radio waves (S965).

In this - manner, the value information can be
transferred from the transfer source communication device
(communication device 101-1) to the transfer destination
communication device (communication device 101-2), and the
value information transfer process according to the third

embodiment is completed.
Fourth embodiment

Referring now to Figs. 11 and 12, a value information

transfer process . according to a fourth embodiment of the
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In the value information transfer processes according

to the first and second enbodi nents descri bed above,

the case in which the transfer source contmunication

device accepts a transfer request for transfer of

val ue informati on has been described. In the val ue

information transfer process according to the fourth

enbodi ment, the case in which the transfer

desti nation conmuni cati on device accepts a transfer
presegiesinfaitidangierl of vadser igdor matEion Wild Bed 12 are

described. In the followi ng description, in view of
flowiochacospaydismnt heiMeenil hesvad tiend ntaenaidlen t{@Asfeition

process according to the third enbodi nent and the
travalfee pmborsst acrootcddngf € theofesstaceabddigeha.t he

fourth enbodi nent, only different portions are

detlei vaduecandfdevetipni arsneffetrhe noemmisniawroqudntg drs the

are omtted to avoid repetition since they are
fougiibs eadoiddmentt Hes sanerod®sAs (ghoan necoviegingl praeeasss of

val ye information transfer process according to the
resEefine &fdet nepforndeien epe fihemoxheinwhbeEate when the

i nformation registering step (5901) to the reduction
Lrapghfndofr af8 APt | HRTIFBAL 139235 raife SibstarARRI¢y source

t he,sa as those of the value informatiqn transfer, .
comBPB&S@EEoﬁccor 5% o the thiéﬁf eanHPﬁE%?? andiﬁ%ﬁkﬂ?tlon
comﬂSEaE|§9 d %cnigtiogi thereof are omtted. As shown

TAREFGE 93, Sikafict hetRort - di stance wirel ess

fgmu@hgatéﬁhémli}lf%cr)}né i%%ar{srrgﬁssfear r Sgggtels(s)gscoacconrdding

to the first and second embodiments described above, the

case in which the transfer source communication device
accepts a transfer request for transfer of value information
has been described. In the wvalue information transfer
process according to the fourth embodiment, the case in
which the transfer destination communication device accepts
a transfer request for transfer of value information will be
described.

In the following description, in view of the comparison
between the value information transfer process according to
the - third embodiment and the value information transfer
process according to the fourth embodiment, only different
portions are described, and descriptions of the remaining
portions are omitted to avoid repetition since they are

substantially the same.
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t he conmuni cati on device 101-1 using wrel ess

comruni cation (5925) or when the secure information
recording unit 203-1 transmts a report of conpletion
of the processing in response to the reduction
conmand to the comuni cation device 101-2 using

W rel ess communi cation (5927), in the event that
communi cation is interrupted by sone obstacle or the
i ke, the data does not reach the partner

comBuBheahi am mhayi ce1 104, and theuealyerd et iOfnsfer
transfer process Is not properly conpl eted. Wen

pro¢e@BUNM Eaitdimg St ntaer uphed Afé@fodNRekeduehbORteps from
command transmtting step (5925) or the reporting of
- theconghikiron ieff qrimacdesi NGyl stesfionse dted he(gedyct itan the
command (5927), it is necessary in the val ue
redupgtdpmatticomantr arshemisydhemstterst (JPaHe ey imsdofantially
steps to transfer the value information and to
. ther sser @ hehasansf ethedvedhee infofrowdonot tagstiiee process
- original state. 50 As shown in Fig. 12, when no
accesAphat i 68 r &pert thd rdt r gbeicimeditui t Bind g hence  detailed
predeterm ned period of time (5927), the controller
des?@?PElBQFeFﬁﬁﬁ§§ftﬁ5F PHitEBducti on processing is not
l eted, and the nﬁ%mork communi cation unit 211-2

tr% SHPPYDa Yepbt?- t har (e ebliet SHRIprodesanng Wigeless

t leted t f 102
confLSERMELE! SAC DIE b ANl AR ST L0y <

thetgb%mp%ﬁanghoh eﬁg?%?qgkpeptuglngh%lggi 'y ééﬁﬁﬂHlé% ion
{8925) or when the secure information recording unit 203-1
transmits a report of completion of the processing in
response to the reduction command to the communication
~device 101-2 using wireless communication (8927), in the
event that communication is interrupted by some obstacle or
the like, the data does not reach the partner communication
device 101, and the value information transfer process 1is
not properly completed.

When communication is interrupted after the reduction
command transmitting step (5925} or the reporting of
completion of processing in response to the reduction
command (S827}, it -is necessary in the wvalue information
transfer system to stop the series of steps to transfer the
value information and to restore the transferred value

information to the original state.
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When the value information in the comuni cation device

101-1 and/or the comunication device 101-2 is

i ncreased and/or reduced by the anobunt to be

transferred, the access wunit 251 included in the

transfer managenent server 102 generates a transfer

canceling command to cancel the increase /reduction

of the value information by the amobunt transferred,

and the network conmuni cation unit 261 transmts the

tragsfsiowrangel i pggcommaNnd ¢ heo pesngmlee%honrepo_rt is

devi ce 101-2 (5930?. The storage unit 263 restores, in
trabBeivakde widloimmahi Predd alpisesd t periegorsk otifmbe (s927),

conmuni cati on device 101-1 and/or the conmmunication
thedevecetiflieri n 247-¢h t etvwamismed nf ehgat i othd&as reduction

al ready been increased and/or reduced to the origina
proseaséngnd sdehet esompdeted, espohdtng necepdki cddminication

val ue i nformation transfer database (5930). The
unishedil-di stranceivisr ¢ esspevhmbhatathen reniuct2@h Procersing
~ included in the comuni cation device 101-2 transmts
1s thet t¢mRkretareel the cémraadero nhvagememhi ceioar 102

ggvice 101-1 wusing wreless comuni cation so that the
(59¢8) ue PAEBPHERI SRS FRANERELBEET RO ~ComraRIESSE ¢iiMgeitcdhis

10%-1 is restored to the_ original state (S935). Wen
CxaPReCsecte ieﬁlg)8ldl+ﬁ]€%n PEcorlf ngHFHs 208D YenEhePugky Dot

limkg thg conFunication devi ce 101-1 has reduced the
v5PdePRFSHRation in response to the reduction

Fﬁ@g%gg%%éP%gl@%?&é%gfﬂg¥iogifﬁ‘£§gogg%agnggg i%%3_evice
101-1 and/or the communication device 101-2 is increased
and/or reduced by the amount to be transferred, the access
unit 251 included in the transfer management server 102
-generates a transfer canceling command to cancel the
increase/reduction of the value information by the amount
transferred, and the network communication unit 261
transmits the transfer canceling command to the
communication device 101-2 (S930).

The storage unit 263 restores, in the value information
database, the record of the communication device 101-1
and/or the communication device 101-2 in which the value
information has already been increased and/or reduced to the
original state and deletes the corresponding record in the

value information transfer database (5930).

The short-distance wireless communication unit 201-2
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i nformati on by the anobunt reduced, and, when the
processing is conpleted, transmts a conpletion
report to the comunication device 101-2 using

wi rel ess comruni cation (S937). Wen the comuni cation
device 101-1 has not received the reduction conmand
or when the communi cation device 101-1 has received
the reduction command but has not reduced the value
information in response to the reduction command, the

inclkaesm sgi aheof cbheuagpRkebhomdenRast 103937) tkanBRAlts the
perfornmed, and the process proceeds to the next step.

trahgfeespanseltiogt kenaams frey teaNeRIrnig icamid deceiareh1-1
fromthe transfer managenent server 102, the secure

usingf orimetlicws reciandnigatunoh 203-thatedukes viah@eval@rmation
information stored in its storage area by the anount

in thenphetned, comeweldyartdsnokeng cehd Mallue s nfegrtmatdcdorto the
to the original state (S939). 52 For exanple, the

originginakaseat8%B83toring step (S939) is a step of
reduci ng, when the value information has already been
|r@?%%se§hﬁy Fﬁ%ﬂﬁﬁbwﬂnfﬁrmﬁKKPWenreFﬁédwagueunlt 203~1
|nfornat|on hel d by the conmuni cati on device 101-2

-incijdedafdurithof C%@’G}Bny@ﬁthﬂeld@B’%C@es]t%|3ngh@ﬁer\‘?ﬁlluﬁéd the

ion, to . the original en the transfer

t
va Ll dORGRE LABPy o TP RELE Vs Che; BRBRECOPToGHBREon The
sl bR aT NG Teo A 110 T e et mop R %n%{}%?%fgg%gnthe value

information by the amount reduced, and, when the processing
is completed, transmits a completion report to the
communication device 101-2 using wireless communication
{S937).

When the communication device 101-1 has not received
the reduction command or when the communication device 101-1
has received the reduction command but has not reduced the
‘value information in response to the reduction command, the
transmission of the completion report (8937) is not
performed, and the process proceeds to the next step.

In response to the transfer canceling command received
from the transfer management server 102, the secure
information recording unit 203-2 reduces the value
information stored in its storage area by the amount
~transferred, thereby restoring the value informatiqn to the

original state ($939).
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unit 211-2, the series of steps to transfer the val ue
information is conpleted (S961). Wen one of the
comuni cation device 101-1 and the contuni cati on
devi ce 101-2, which have bel onged to an area in which
bot h devices can wirelessly comunicate with each
ot her, noves away fromthe area, the short-di stance
wirel ess comunication unit 201-2 detects a change in
the electromagnetic field density and thus detects
t habrt R&anfpAETUN gt LeRgdauh ce il 1 4968y DRY %%'e?)t i4b39)
this area. At this tinmé, the short-distance w reless
is camupipatdpn rthicirPl- Fhehopshbr apsii:bt i PrsA©ion has
waves (S965). In the manner described above, the val ue
alrieatigr iatenon ndyessde b progessmacsdr 6ENgono the,f ald Rralue
enbodi nent is conpleted. Wth the value information
informasfien pralgksby ddeor domguhbedhioh ouketvii cenbodli +Enby the
when the transfer of value information fromthe
amogohmddi cHilbnyeeyi teet@dy 1restbhéng53heonminicec atriforrmation
device 101-2 fails after the communicati on device
to gbe- orhgdnaécepeed-the transfer request, the val ue
information can be restored to the original state. The
sefiey dihat dgansdsdy | BeaagepeatcafebBeper 102 neeeceives a
usin%ﬁgardmare or software. If software is used for
LePPREs Olser R IR eps, HHrBEPERTEONAT iFULFIFPIMEE to the
tware nay. be installed_in an_informtion

tra%%%%ﬁsé#ﬁﬁz _aFB?mgﬁeh Sy t&@he?%Fwﬁﬁkp6§@mmnicati°n
ani TR Of i MELSOPULer L Lher OBy, ALLOUDS VIR value
information is completed (S961).

When one of the communication device 101-1 and the
communication device 101-2, which have belonged to an area
in which both devices can wirelessly communicate with each
other, moves away from the area, the short-distance wireless
communication unit 201-2 detects a change in the
electromagnetic field density and thus detects that the
communication device 101-1 does not exist in this area. At
this time, the short-distance wireless communication unit
201-2 stops transmitting radic waves (S965).

In the manner described above, the wvalue information
transfer process according to the fourth embodiment is
completed. With the wvalue information transfer process
according to the fourth embodiment, when the transfer of

. value information from the communication device 101-1 to the
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t he comuni cati on device 101 and/or the novenent
managenent server 102. The program nay be
prelimnarily recorded onto a recording medium such
as a hard disk or a ROM built inside the conputer
O her than storing the programon a hard disk drive,
the program may be tenporarily or permanently stored
(recorded) on a renovabl e recordi ng-medi um such as a
flexible disk, a conpact disc read only nenory

comfnGRH BME ona dempaet a-ptd calai0MO) adisk, endi HdmMunication

versatile disc (DVD), a magnetic disk, or a .
devéesi AOICHICt BEs MRRREYL eBher i@ M vablsEe rr qeélil[xmsng,- meHeURalue
ca

of this type may be distributed as so- | ed packaged
infeofmtwane. c&hhee thatoradtabl thg dthegpnaureavatd. t he
conputer from the renovabl e recordi ng- medi um
deBee | bediabovef, theppralpamilbey bboveansfrerbed pear formed
the cog&;ﬁer froma download site by 54 radio via a
usiggt dlardwareoroxli gptavasat el 151 esbf bwalcastisngised fomy this
be transferred to the conputer by wire via a network
Sergfghods ShePSeald Aot verkstimnjiey the saférase. may be
., Th transferred programis thus received by the
Inst3hpaterDarfd | S LPHR Al PRAPFACES SiLReraRH2 1dE dF&Rh ops a
thellike. In the specification, the, steps describin%
- ICDTRR PPULPART f SIPHY G ng Ofhe Eonpl EFOT IR Gor m thereby
_allvar£OUﬁ%grocgsgestare not necessaril¥ erforngg in.
THhe i B or UeP BF LR PPERcRaP?Ps 2BBEERBEd “BooVECHHRE 23
: theSESB&uH@XaP%oHeEE%Eg%dfdl and/or the movement management
server 102.

The program may be preliminarily - recorded onto . a
. recording medium, such as .a hard disk or a ROM, built inside
the computer.

Other than storing the program on a hard disk drive,
the 'program may be temporarily or permanently stored
{recorded) on a removable recording-medium such as a
flexible disk, a compact disc read only memory (CD-ROM), a
magneto-optical (MO) disk, a digital versatile disc (DVD), a
~magnetic disk, or a semiconductor memory. The removable
recording-medium of this type may be distributed as so-
called packaged software.

Other than installing the program in the computer from

the removable recording-medium described above, the program

may be transferred to the computer from a download site by
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paral l el or individually (for exanple, by paralle
processing or by object-oriented processing). The

program may be either operated with one conputer or
operated with nultiple conputers in a distributed

manner. The description of the value information

transfer system according to the first to fourth

enbodi ments of the present invention is conpleted.

The value information transfer system has the

radiel kaw rg ssit@nirfiieant; adyant@ge S ateh)l A L PP d X ing, or

i ncrease or reduce value information held by each

mayCf@uniraakrenrdavitce 403 icoritgensyatadbyvidiea network
communi cation device 101 serving as the comnunication

suchardsen Huicagensrabechdywdrke (DAMEEREr NEMEQEmeBtrnet. The
server 102. Therefore, duplication of value
transffermatli pwogratr darssnilsss onecofvad bpathbororgthiter and is
. command to the partner communication device is
insperavedt éd. ahéntensadohmudi daskonrdeliecdiltdl is
pl aced over another comunication device 101, value
55I1 nt8emePiesd fdga tiensecre| yteme desecibyng the program
transferred. (2) In the event that conmunication
forg @liley indandter CORPULEF ud g RN onaF 0V Pt BXOGEEEgS are
tand hence the transfer of value information i s not
noth AFEFSP ALY etRRETUAREA t hdD ¢ GRRunitcdts onCBEST ceofo1 the
erforns the processing in response to a comrman )
e1of e e de e Rkt i s " BB D SNRR s st e | BRitormed in
transfer database .o t.he Iis hel d_in the novenent
parﬁ%%%%ené% séf§§ﬁh_ 3l:%e §P6e i iF3Ratt on Ran ggratiel
probESLehgdor! By 1085 OLL O PRL,BLA" B0 LEEQIRL AN Y. val ue

The program may be either operated with one computer or
operated with multiple computers in a distributed manner.

The description of the value information transfer
system according to the first to fourth embodiments of the
present invention 1is completed. The value information
transfer system has the following significant advantages.

(1) A command to increase or reduce value information held
by each communication device 101 is not generated by the
communication device 101 serving as the communication
‘partner but generated by the movement management server 102,
Therefore, duplication of value information or transmission
of an unauthorized command to the partner communication

device is prevented. When one communication device 101 is

.placed - over another communication device 101, value
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I nconsi stency, such as an invalid reduction in val ue
information, is prevented fromoccurring. (3) Since
bot h conmuni cati on devices 101 can accept a transfer
request for transfer of value information
irrespective of being the transfer source
communi cation device or the transfer destination
conmuni cati on device, the wuser can nmake a transfer
request to the communication device 101 w thout
infoaliaRgohntanceesisdenati9nanhi ghreermyni-eahkeB-rdavi ce
serves as the transfer source conmunication device.
(2)Accardi ngky,etdiet valhiae | 8bona®i ¢ 901 bk arki@ingr ee8isfer of
beconmes nore user-friendly. Wiile the preferred
valerbaddifitemtsgt iafn the pnesemtiptedvenid dnefewetheerransfer of
described with reference to the acconpanying
valgeawingermaltié opr esent niotvemptricprerly netornpiktteel] twhen the
these enbodi nents. It is to be anticipated by those
- comppppradipp dewiget lORaea fpamisettyreofp nronisfsigwt iionsremponse
56 changes may be nade w thout departing fromthe
to f"eEﬁﬁlFﬂé‘a% IsESEe ter e thcedamt s mlerftheorvalite thdggmation
nmodi fications or changes also fall within the
trapatfni cA2tEEG5E of oF hetpPesédtke i Makli okl | fFhehe movement
enbodi pent s descr.ibed above, the case in which_  the
manggRRGAF CAEF BT dePee CEGL ALY CRIFCEFRt 1oRo @S F&sitored
descri bed b of . exanple. However, the present .
to iﬁ@%nt?%ﬁgl¥§fﬁg?t?F%tgg %%%c{%@r% th"éEllpue information
; j ion ice 101 may._ be. any device.having a
1nc§§%¥%€%ﬁ§%s Iéﬁgérdafuné?}onl%%%l%q raucEioh’ 18 @ value
information, is prevented from occurring.

{3) Since Dboth communication devices 101 can accept a
transfer request for transfer of value information
irrespective of being the transfer source communication
device or the transfer destination communication device, the
user can make a transfer request to the communication device
101 without taking into consideration which communication
de%ice serves as the transfer source communication device.
Accordingly, the value information transfer process becomes
more user—-friendly.

While the ©preferred embodiments of the present
“invention have ©been described with reference to the
accompanying drawings, the present invention is not limited
to these embodiments. It is to be anticipated by those

skilled in -the art that a variety of modifications or
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comuni cation function. For exanple, the comrunication
device 101 may be a personal digital assistant (PDA)
or a personal conputer (PC). Although wreless
communi cation is perforned in the enbodinents

descri bed above, the present invention is also
applicable to wired conmuni cati on or conmuni cation
involving both radio and wire. - 57 WHAT IS CLAI MED
I'S: A value information transfer system for

chahg@RsfRi¢i nG VRLYe WAL | Sepageﬁ'ﬁ?esﬂf&n fnbr ansfiglical

source commruni cation device; a transfer destination

scopenNmBifi eaki Qv IAHICeindlllt Bohl A eFhdBOAGERBRL c8@FUEE or
operable to manage transfer of the value infornmation,

chaﬂ@é@ﬂ&lddﬂfd&lLwhﬁﬁﬁmrﬂﬁél@Bchﬁh@aDYSEBQetb&nﬁhﬁ'present
source communi cation device is transferred to the
invenansher destinati on communi cati on devi ce, wherein
the transfer source comruni cation device is connected
“vi Bn athet wordodiomaities tdassfibbedanageorpnttiservyese in which
wherein the transfer source conmuni cati on devi ce
thej momggesi cattiransfevyieeqdédt iwceptawllopgerabbleon® has been
accept a transfer request for requesting part or al
dessrlbﬁ@ byl way Pdaf xaEpilen hélaveypn hdhe asfsemts dureantion
comruni cation device to be transferred to the

is PPEndAdi tesstihRRa th FImbie caPmBRnication device 101 may

be any device having a contactless IC card function and a
communication function. For example, the communication
- device 101 may be a personal digital assistant (PDA) or a
personal computer (PC).

Although wireless communication is performed in the
~embodiments described above, the present invention is also
applicable to wired communication or communication involving

both radio and wire.
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device, a transfer request information transmtter
operable to transmt the request, which is accepted
by the transfer request acceptor, as transfer request
information to the transfer managenent server via the
networ k, and a command executor operable to execute at
| east one 58 type of command, which is generated by
the transfer managenent server, necessary for
transferring the value information fromthe transfer
WHASOUC @1 agMEenirgat i on device to the transfer
desti nation conmuni cation device, wherein the transfer
managenent server includes a conmand gener at or
operable to generate said at |east one type of
cofmmand i IR r espdnse t anttherbransf er trafpgeest system  for
information fromthe transfer source communi cation
tragefiece ingndtadueommindmttangm tbaprapengbl e to transmt
the command generated by the conmmand generator to the
t ransfernsfsyuseer conpemneat cani oevdee]cand wherein the
transfer destination comuni cation device includes a
cofmBhdne Beei devt bpek b ecomnyrbed vion hie Tommvand)d
whi ch is generated by the conmand generator of the
tr%nsftélanséﬁﬁagémﬂgww%r SPLHATt heonauaisier §eur aenage

N gnu b devi ce using w reless comruni cati on
raﬁﬁ trgngsipe H%gPFﬁé L8R conmuni cati on devi ce
exi sts comu |ca
herein he va 1nformatlon held by the transfer

source communication device 1is transferred to the transfer
destination communication device,
wherein the transfer source communication device is
connected via a network to the transfer management server,
wherein the transfer source communication device
includes

a transfer request acceptor operable to accept a
transfer request for:  requesting part or all of the value
information held by the transfer source communication device
"to be transferred to the transfer destination communication
device,

a transfer request information transmitter operable
to transmit the request, which is accepted by the transfer
‘request acceptor, as transfer request information to the
-transfer management server via the network, and

a command executor operable to execute at least one
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range in which the transfer destination conmunication
device can perform short-di stance wrel ess

conmuni cation with the transfer source conmunication
device, and a value information increasing unit
operable to increase, in response to the commuand,
value information held by the transfer destination
comuni cation device by an 59 anmount of the val ue
information to be transferred fromthe transfer

typsoulre CymRHHcat ipnidevi €8 tgehBeatbanskr the transfer
desti nati on communi cati on device. 2. The val ue

manbgbeemat | earieansf geceysheln agepr dipgntPerd @gMidhe value
wherei n the command generator generates a reduction

- infoenmandnt dromedhee tirvae sfalrueduricer rdninom ikeltdi dy ddigice to

transfer source comrunication device by the anmount of

- thet heanalfee drbbimation cbtombeitemamshedeedct;om t he
transfer source communication device to the transfer
deshérain ophe obnams tar | nanagsnest sewve hel nolmedes
transmtter transmts the reduction conmand to the
transf & SemReddc gRARTadEY oppeeabte Vica I¢repRiswerRid at
3. The value information transfer system according to

leagfai pRe 1 ©rP2, Qbhercdimparke domuRgrgeser aber genertatastier
an identjfication _information regquesting command to .

redpgghedtt S deRt i FYRBt it  FrARiiRE | SRUSFSt HePrmunication

devtransfer desti nation comruni cati on device, the conmand
tFansifter transmits the identification information

req“es%?”%o%%%%%ndt&%n%EEtEE%”SQSérégféCeto transmit the
command generated by the command generator to the transfer
source communication device, and
wherein the  transfer destination communication device
includes
a command receiver operable to receive the command,
which is generated by the command generator of the transfer
- management server, from the transfer source communication
device wusing wireless communication when the transfer
destination communication device exists in a communicable
range in which the transfer destination communication device
can perform short-distance wireless communication with the
transfer source communication device, and
a value information increasing unit operable to
increase, in response to the command, value information held

by the transfer destination communication device by an:
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comuni cation device via the network, when the
transfer destination comuni cation device serving as
a destination of transfer of the value informtion
exi sts in the conmuni cabl e range, the command - 60
receiver included in the transfer destination
comruni cation device receives the identification
i nformati on requesting commuand, and in response to
the identification information requesting conmand, an
 amoldentde it i 981087 ArFBLHAR 1SRt ldi HY +uBht rbRebyded o the
the transfer destination conmunication device obtains
trahB€erdenidfricat | @ombnh ot a8 bON Qleviike té@anstBe transfer
desti nation conmuni cati on device. 4. The val ue
desthhatirahi aomhnanstelosydéepraccording to any one of
the preceding clains, wherein the transfer source
comuni cation device further includes-an interruption
detector operable to detect interruption of wreless
cotmunTéat iverl Uset vegrrndisl ar apséesfesoaysgem according to
comruni cati on device and the transfer destination
ClagBnirunvbarfdn device, and a transfer cancel requesting
unit operable to request the transfer managenent
serer CPRMaRdt PBSIREOFaldfd e Hatiedr nt r@ﬁuﬁman b(foménd to
transfer soyrce communi cation device and/

th
red??%nstrfbﬁf JedtenatHrrRadmRihi B8l forPYeitde Fsalasf%lf atfpurce

or the transfer,
i ele] unlca gon %ev1ce vy 'the amount of the value information

to be transferred from the transfer source communication
device to the transfer destination communication device, and
the command transmitter transmits the reduction command

to the transfer source communication device via the network.

3. The wvalue information transfer system according to
Claims 1 or 2, wherein

the command generator generates an identification
information requesting command to request for identification
information of the transfer destination communication device,

the command transmitter transmits the identification
- information requesting command to the transfer source
communication device via the network,

when the transfer destination communication device
serving as a destination of transfer of the value

information exists in the communicable range, the command
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wherein the transfer managenent server further

includes a value information transfer database

storing a record including transfer source

conmuni cation device 61 identification infornation

for identifying the transfer source comunication

device, transfer destination conmunication device

identification information for identifying the

transfer destination conmunication device, and the
recedviee | fcgdd oih t ehbe tiraargher rebdinRitde cdhmdsi €4tion

source conmuni cation device to the transfer
. devdest | patednesonrhmi daleindyi fde\dtden t hafeemaBndn requesting

generator generates a transfer canceling command to
commasidor endon the basis of the record stored in the

val ue information transfer database, the val ue

i ntor maresponkel d by t hehe ansfaen tsiolirazs: iconmuni i froxt ion

devi ce and/or the transfer destination communication
reqyevite8dt ca@nst.atan pidentifécahéonr dmsioamatdog tdletaining

.command transmtter transmts the transfer canceling
unifondRRAUEsdt hett renef ek ransfes copmbimabiomn coerication

5. The val ue information transfer system according to
deversi mWPLadiet ei hhehe 160 id iS88ied | nirfrrmaiien  of  the
train%orngtign ransfer databgse further includes a date

BeTRhi ERSEABRVAPTeCOTRYBAEFFBR FEVEF&nsferred. 6. The

val ue information transfer systemaccording to Caim

4, wherein, when no report of conpletion of execution

4. The value information transfer system according to
any one of the preceding claims,
wherein the ' transfer source communication device
further includes
an interruption detector operable to detect
interruption of wireless communication between the transfer
source cdmmunication device and the transfer destination
communication device, and
a transfer cancel requesting unit operable to
request the transfer management server to restore the wvalue
information held by the transfer source communication device
and/or the transfer destination communication device to a
state prior to the transfer,
wherein the transfer management server further includes
a value information transfer database storing a record

including transfer - source communication device
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of the conmand is transmitted fromthe transfer

destination 62 comrunication device within a

predeterm ned period of time after the conmand has

been transmtted to the transfer destination

conmuni cati on device, the interruption detector

detects interruption of wreless communication. 7. A

val ue information transfer systemfor transferring

val ue information, conprising: a transfer source
1def@ITIREEAbhON iG&VIraRit idnt I 3RS er; AesliMAHPN the transfer

communi cati on device; and a transfer nmanagenent server

soueger abl eoh@uiBbageont r angéeico®f thetvahsiesd nf ord@dti Oihtion
wherein the value information held by the transfer

comgonicetdomunidzatican devdertisitaahst err eédfbankieon for
transfer destination communication device, wherein

idenhe fyiagsfigre désthsdbirordaeonimmi cat | onmdevicetiba device,
connected via a network to the transfer nmanagenent

andseither , valber eilm fiormattriansf ¢éo dést i natsirmferred from the
conmmuni cation device includes a transfer request

traggéept orsBPEabl ecrpunteapicn degasker ¥equébe f diransfer
requesting part or all of the value information held

despynpheopr aAEReR1sahies d8WhtRi cation device to be
transferred to the transfer destination comruni cation

deViTe CORTEFEnsFBRCFBETES I GTTRE | 6n EFaM3AFT( ganceling
: com%ygaﬁ ESFE%E?%%?n%H]%h%h%ag? u%%tth%hk%ggf% %%%S%k?%n the
“value information transfer database, the wvalue information
held by the transfer source communication device and/or the
“transfer destination communication device to the state prior
to the transfer, and

the command transmitter transmits the transfer
canceling command to the ' transfer source communication

device.

5. The wvalue information transfer system according to
Claim 4, wherein the record stored in the wvalue information
transfer database further includes a date at which the value

information is transferred.
6. The wvalue information transfer system according to

Claim 4, wherein, when no report of completion of execution

_of the command is transmitted from the transfer destination
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- 63 request acceptor, as transfer request
information to the transfer managenent server via the
networ k, and a command executor operable to execute at
| east one type of conmand, which is generated by the
transfer managenent server, necessary for
transferring the value information fromthe transfer
source communi cation device to the transfer
destination conmuni cation device, wherein the transfer

comfBRAGEERL %%Nﬂ%é'ﬂfngﬁsaaﬂ%@ﬂgyg&ﬁfﬂgﬁaﬁgflod of time
operable to generate said at ~ | east one type of

afte@MBRE | FofiRSRONId 0 t t2RsERA ttEBAUESt the transfer
information fromthe transfer destination

‘deseefEyhbaaldcE\Yate onatk B &ONRAE tLirdRTFuptebn detector
operable to transmt the conmmand generated by the

- deteohmahdtgenapaton 6 theeleasstemmutdéestthahli on
comuni cation device, and wherein the transfer source
comuni cation device includes a command receiver
operable to receive the command, which is generated
by’ t he cofmandageger ainfoohathent r ansdesfemanagostem  for
server, fromthe transfer destination comunication

tragefeeeingi nglupr énéesmebhviini canPohsihen the transfer
source communi cation device exists in a comunicable
r dhder 3 HE TS tFmRigcalohane e wetvuni cat i on

deV|ceI§%$]g§5forn1short di stance w rel ess
§horfSFtHahen r%ﬁ'%?"é}l(%?ééltqrha‘%qwe' and
_cgynuglcatlo

ransfer management server operable to manage
transfer of the value information,
wherein the value information held by the transfer
source communication device 1is transferred to the transfer
‘destination communication device,
wherein the transfer destination communication device
-is connected via a network to the transfer management server,
wherein the transfer destination communication device
includes
a transfer request acceptor operable to accept a
“transfer request for requesting part or all of the value
information held by the transfer source communication device
‘to be transferred to the transfer destination communication
device,
a transfer request information transmitter operable

to transmit the request, which is accepted by the transfer




- 64 device, and a value information reduction unit
operable to reduce, in response to the command, the
value information held by the transfer source
communi cati on device by an anpount of the val ue
information to be transferred fromthe transfer
source comruni cation device to the transfer

desti nation conmuni cati on device. 8. A val ue
information transfer nmethod for transferring val ue

reqguaker natéopt be) d Ay @rhﬁgﬁéEeFré§&€§@ i%Q%EﬁﬁEQ%hjoﬁo the
device to a transfer destination conmuni cati on

tradefiecemanafpheatngetherstepstht: naewgpkj ngna transfer
request for requesting part or all of the value
i nf or met i camnieeld dyedutent repesfar]l o Ay CeredaatEMat dadd 0N one
device to be transferred to the transfer destination
typeomuini cammgmdievivde;cht r ahsni gehrgathd abgepttded transfer
transfer request as transfer request information via
manggRBENEr kSeovart r anstessarnagepenttraesferrirgy the value
. __managi ng transfer of the value information; _
infpraasiPht fHgMa thedbEenEh cEomrRrds FomBgRdEathieny gdlaydce to
information held by the transfer source conmunication
- thegbpppatepydgat ARBLAPN of CRRENYER BECNNEBY #EEi on to be

transferred from the transfer source conmuni cati on
S R R A LT
devi ce via the network fer source

the 1 ,
connum%xﬁ?%ma%%v9@88§8&3Fn§%ﬁ5%§g%u Qe Hierate sald at

. least one type of command in response to the transfer
request information from the transfer destination
communication device, and

a command transmitter operable to transmit the
-command generated by the command generator to the transfer
destination communication device, and

wherein the transfer source communication device

includes

a command receiver operable to receive the command,
which is generated by the command generator of the transfer
. management server, from the transfer destination
communication device using wireless communication when the
" transfer source communication device exists in a
.communicable range in which the transfer source
communication device can perform short-distance wireless

communication with the . transfer destination communication
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the transfer request; reducing the value information
held by the transfer source comruni cation device by
t he amount of the value information to be transferred
fromthe transfer source conmunication device to the
transfer destination conmunication device;
transmtting an increasing conmand to increase val ue
informati on held by the transfer destination
comuni cation device by the anmount of the val ue
devigEorgaygion to be transferred fromthe transfer
source commruni cation device to the transfer
destinat i el le@Muinifeaka@ncdeVire8ubt0pht henitr afsé Bible to
managenent server to the transfer source
redaaspunircatéspodeyi ¢@ vilket bempehwor kihd r @as ot tingp i ion
i ncreasing command to the transfer destination
heldonunitat | dradesficoe woingewi cetmanicadtimuni davioa by an
when the transfer destination conmuni cation device
amoggtstof ithe cohmtinivdblrmatange tion whi thanhhéerradsffeom the
desti nation comruni cati on device can perform
LragRérr- disiuasce OPmBRRbgatbpmunidgeaticen iiah the transfer
transfer source, comunication device; and increasing,
destinpabippnsenhpni fRt iper8¥i@ag- command, the val ue
informati on held by the transfer destination
comuni cati on device by the anmobunt of the val ue
iq%ornati n to.be transferred fromthe transfer
source cofmmun?@atFon 18£9F@@t%8nthét¥? $er method for

tragggékgfﬁéﬁn¥a(ﬂg'ugh%%gh%@i%%VIﬁgldGQnr a transfer source

communication device to a transfer destination communication
‘device, comprising the steps of:

accepting a transfer reguest for requesting part or all
of the wvalue information  held by the transfer source
communication device to be transferred to the transfer
destination communication device;

transmitting the aﬁcepted transfer request as transfer
request information via a network to a transfer management
server for managing transfer of the value information;

transmitting a reduction command to reduce the value
information held by the transfer source communication device
- by an amount of the value information to be transferred from
the transfer source communication device to the transfer
- destination communication device via the network to the

-transfer source communication device serving as a source of
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9. The value information transfer nethod according to
Claim8, further conprising the steps of:

transmtting, upon reception of an identification

i nformati on obtaining command to obtain identification
information regarding the transfer destination

communi cation device fromthe transfer nanagenent
server via the network, when the transfer destination
conmuni cati on device exists in the comunicable

ther apgasfetherkdestifi cation informati on obtaining
command to the transfer destination comruni cati on

devédecitg ansid t vian@et henfoenit fdsatieay | phoromé i airofsfer

the transfer destination conmunication device, which
sourse tcansmmitetidnomiddecd r ansf ehedeatbnati o8f the value

communi cation device, to the transfer managenent
infgsmgeioni atohebaet woaksfernedr eCorndi nghat tmeasifone safurce

identification information regarding the transfer
COMyEBLEARLPBN colatiticat | bA devilse antranhfeval uelestination

information to be transferred fromthe transfer
comyppt eat EORAMHAVEaei on device to the transfer

destinatjon comuni cation_device in association with

i derAT IR 3Pnf SRAEEROENY eI t hE tiRgEtaFe value

._.source co nj cat i device_included in the transfer .
- InEpHIRBLYY| BEdheY o 1e1 - FarRE & HESTAPBFAER] Gommunication

dev&égnsﬁgr %hog acc rdi%g &g 6% 9 aiq&%, furt@gr be
conpr |ngﬁ he®BPERS off t Fafism"BtHfg, WHETTEe Val
tra£9£8£93éi9Poﬁekgeb¥rgﬂgfer source communication device to
the transfer destination communication device from the
transfer management. server to the transfer source
communication device via the network;

transmitting the increasing command to +the transfer
destination communication device using wireless
communication when the transfer destination communication
device exists in a communicable range in which the transfer
destination communication device can perform short-distance
wireless communication with the transfer source
communication device; and

-increasing, in response to the increasing command, the
value information - held by the transferx destination
‘communication device by the amount of the value information
to be transferred from the transfer source communication

device to the transfer destination communication device.
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transfer destination comuni cation device is not
increased wthin a predeterm ned period of tine,
information indicating that the increasing of the
value information is not conpleted fromthe transfer
source communi cation device to the transfer
managenent server via the network; receiving a
transfer canceling conmand to restore the reduced
value information to the original state fromthe
transfer managenent server via the network; and
changing, in response to the transfer canceling

cognandhe tHRE1 YR UELbALQE MBhI eRaRelrd rbdehRd ransf®iing to
source conmmuni cati on device to a state pl‘l or to the

Claieduyct ifuirtdler heprakieg sher makipegnortl. A val ue
information transfer nethod for transferring val ue
i nEpamatidhihgl d poa transderi@our o€ comMmuibdedtidication
device to a transfer destination comuni cation
infdewiatd onc ondri asimigng hecstreasd of toaccdgtding aidermnsfiration
request for requesting part or all of the value
infiopreitden dedealdd nigy thise transfer dolr et iomesneeaiontion
device to be transferred to the transfer destination
devdgpmimic®atlilivh devpeker t papsaENenhg Segesc Fdpt ddie network,
t ransfer re uest as transfer request information via
wheg fbendme Ekﬁﬁ§ﬁé¢lﬁ§h&@@ﬁﬁﬂlca g desthgRs grsts in
agi éh fer of the vglue information;
aﬁ‘Eg‘iﬁ %33 i FR i ngRBomidisd Wid iidréise Iafygnation
Obtég%ﬁhﬁ&tlon h%fq:bytthetgg%g ferA%églnatlég]Communlcatlon
device;
transmitting the identification information of the
transfer destination  communication device, which is
transmitted from the transfer destination communication.
device, to the transfer management server via the network;
and
recording at least one of identification information
regarding the transfer destination communication device and
the value information to be transferred from the transfer
source communication .device to the transfer destination
~communication device in .association with identification

information regarding  the transfer source communication

" device included in the transfer request information.

~-10. - The wvalue information transfer method according to
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devi ce by an amount of the value information to be
transferred fromthe transfer source comrunication
device to the transfer destination conmunication
device via the network to the transfer destination
communi cation device serving as a source of the
transfer request; increasing the value information
hel d by the transfer destination comruni cation device
by the anmount of the value information to be

c1aaBsf etieflolr amnbhest haNsher sSaULcge: Comuni cat i on

device to the tra estinati conmuni cati on

devig€smifensg) t whRe arheductiRn ¢RPRAd:1onT lUGE Hhe the
value information held by the transfer source

tra@@mauni it 01 tdH CEomBYni BEt 2BHRURIevAket NEs VAbYE jncreased
information to be transferred fromthe transfer

withaur ceacorprudetaiinOmadeVi ¢ tidd heoft r anshe)  information
destination conmunication device fromthe transfer

indiepadgegernthasertites fonctlesingnsifertidestabadéi @Aformation is
comruni cation device via the network; transmtting

nott kempdgtiet diracomrhendt tanshert sanster cospundeation device
comuni cation device using w reless conmuni cati on

‘to . Ghentrhesfennséeagenenteseonpunitat tha mevwerkexi sts
in a comunicable range in which the transfer source
cOfRftft Eeg o darnes sqancpees bi iy slvsormasidsttghceestore the
wireless 69, comunication with the transfer

redygstli niwh éBRAERREAPT OO débrce T iptnabdgtiakg, from the

re§gonse to the reducti on conmand, the
transfer management server via the network; and

changing, in response to the transfer canceling command,
the wvalue information held by the transfer source
-communication device to a state prior to the reduction of

the value information.

11. A value information transfer method for
transferring value information held by a transfer source
communication device to a transfer destination communication
device, comprising the steps of:

accepting a transfer request for requesting part or all
of * the value information held by the transfer source
-communication device to be transferred to the transfer
destination communication device;

transmitting the aécepted transfer request as transfer

- request information wvia a network to a transfer management
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val ue information held by the transfer source
comruni cation device by the anmount of the val ue
information to be transferred fromthe transfer
source comuni cation device to the transfer

desti nation conmuni cation device. 12. The val ue
informati on transfer nethod according to Caim 11,
further conprising the steps of: receiving an
identification information obtaining command for

serQQEaEBknﬂahQSﬂﬁbfEEQBEQQriBﬁofﬂgt&qu%egﬁfgﬁﬂgti$ﬁ?

transfer soufce conmmunication device fromthe transfer

NMBNAGesRt ¢ 58F Ve ViackhesngyWardinih WeenitBBease value

transfer source conmuni cati on device exists in the

infeenmunbaallea d apge thet ransidtd+ ngebhenhdenhi fdGatirBtation
i nformati on obtaining command to the transfer source

devtoanubiycatinon aexirce; ¢f ansiidt t tAlueUponfbeR@ptioan @b be
the identification information regarding the transfer

- tragefieceedofmuni thti arandé€erceputrhe icdentinfiicaatiioon device to
information regarding the transfer source

thecomanséari odaddinad itam t heonmanisfasriomandgeheat via the
server via the network; and associating information

netyegkr ditg thise transfer destimation cormmuinization device
device included in_the transfer request infornmation,

SeryhRdi dent i $PeREF offi Hrer MR dFer -reguestyar di ng t he
transfer source communi cation device, and the val ue
i UTRAS 10 t BRBe Yorialsf BRERENF TR t Reler Akt BRessdpaster

conmuni cati on device to the transfer destinatign
des{PRALT R at PERUABURCEON CRVORE Botiths amount of the value

information to be transferred from the transfer source
communication  device to the transfer destination
communication device;

transmitting a reduction command to reduce the value
information held by the transfer source communication device
by the amount of the value information to be transferred
from the transfer source communication device to the
transfer destination communication device from the transfer
management server to the transfer destination communication
device via the network;

transmitting the reduction command to the transfer
source communication device using wireless communication
when the transfer source communication device exists in a
communicable range in which the transfer source

~communication device can perform short-distance wireless .
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13. The value information transfer nethod according to
Claim 12, further conprising the steps of:
transmtting, when the value information held by the
transfer source comunication device is not reduced
within a predeterm ned period of tinme, information
indicating that the reduction of the val ue
information is not conpleted from the transfer
destination conmunication device to the transfer

corfMAGeNBRn SGEYRr M@ e NRelWor ke sebhakAbR9 Gommunication
transfer canceling command to restore the increased

dew@leye ainf ormation to the original state fromthe
transfer managenent server via the network; and

exeedtichggl heid r arsfienhseante! i tige Cavmrd ilody Changentihe the
value information held by the transfer destination
valoemurficcatd hirdeve e bp ahst atrenfiedr dqutde communication
increasing of the value information. - 71
device by the amount of the value information to be
- transferred from the transfer source communication device to

. the transfer destination communication device.

12, The value information transfer method according to
Claim 11, further comprising the steps of:

receiving an identification information obtaining
command for obtaining identification information regarding
the transfer source communication device from the transfer
management server via the network and, when the transfer
source communication device exists in the communicable range,
transmitting the identification information obtaining
command to the transfer source communication device;

transmitting, wupon reception of the identification
information regarding - the transfer source communication
device, the identification information regarding the
transfer source communication device to the transfer
management server via the network; and

associating information regarding the transfer
destination communication device included in the transfer

request .. information, = the identification information
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regarding the transfer source communication device, and the

. wvalue information to be transferred from the transfer source

.communication device to the transfer destination

communication device with one another.

13. The value information transfer method according to
Claim 12, further comprising the steps of:

transmitting, when the value information held by the
transfer source communication device is not reduced within a
predetermined period of time, information indicating that
the reduction of the value information is not completed from
"the transfer ‘destination communication device to the
transfer management server via the network;

obtaining a transfer canceling command to restore the
increased value information to the original state from the
‘transfer management server via the network; and

executing the transfer canceling command to change the
value information held ~ by the transfer destination
communication device to a state prior to the increasing of

the wvalue information. .




