
;07P1031  DESCRIPTION ELECTRONIC APPARATUS,
INFORMATION PROCESSING METHOD, AND  PROGRAM Technical
Field  [0001] The present invention relates to an
electronic  apparatus, an information processing
method, and a program,  and more particularly, to an
electronic apparatus, an  information processing
method, and a program that allow a  provision server
of an application to be capable of easily  causing an
electronic apparatus having an 1C chip to manage
data. Background Art  [0002 The conventional issuance
of services to -[t'. cards has  ,-. been performed,
for example, in a case where an IC chip built in an IC
card is FeliCa (trademark) and an installed  OS
(Operating System) is a general-purpose-type OS for
applications such as a. Felica OS, by a plurality of
issuing  command ; being transmitted from an
issuing-side terminal to  the IC card QC chip) and the
plurality of issuing commands  being executed in the
IC card. [0C::03]  Here, a service represents a range,
in which the entity 2 



SO7PI031  of data, such as electronic money data
itself, is managed in  a file system of an IC card.
For example, a file used in  Windows (registered
trademark) corresponds to a service. in  order to
access data managed in a certain service, it is
necessary for a terminal side that intends to access
the  data to have the same key as an authorization key
assigned  for the certain service according to need.
0004]  The issuance a service represents processing
for, by  ensuring an area of a memory in which
information defining  the service and user data such
as electronic money data  itself are to be stored and
storing such information in the  memory, creating a
new service in a file system of an IC  card. 1000.-,
When a Serivice-issuing command. is issued in an 1C
card,  one data structure is expressed in accordance
with a  combination of units of user data for which
the type of  specific data structurer a method for
accessing user data,  and an authorization key to be
used for authentication in  the case of making access,
which are defined for each OS,  can. be set.
Accordingly, realization of a corresponding
application can be achieved. 006]  An application
represents a service provided by a 



3 S0721031  server (application server) Applications
include a prepaid  electronic money application, a
credit application., a ticket  application, and the
like. A user of an HC card receives  the issuance of a
service corresponding to an application,  the
provision of which the user wishes to receive, by
performing processing, such as holding his or her IC
card  over a reader/writer provided at a predetermined
position of  a service-issuing terminal. After that,
the user is able to  receive the provision of the
application by utilizing the I.C.  card that has
received the issuance of the service. [CSC 71 In
addition, conventionally, a command be used in  the
operation of an application after the issuance of a
service is received (a command transmitted from a
reader/writer to an '.C .,:rid has been arranged to he
defined, for each processing operation (each function)
that is c  performed by the !C card, such as a command
for authentication, a command for reading, or a
command for  writing. [00013]  Thus, in a case where a
certain application is realized  by individual
processing operations such as authentication  of an IC
card, reading of data from the card, and writing  of
data to the IC card, an application server needs to  



perform design processing and make preparations such
that 4 --. 507.x1031.  commands can be transmitted, in
units of functions, to the  IC card from a terminal
used by a user in a case where the  provision of the
application i s received. An OS of the IC  card needs
to interpret individual commands transmitted in  units
of functions from the reader"/Writer and to perform
processing operations corresponding to the individual
commands, 11000`91  Meanwhile, in a case where an OS
installed in an IC  chip is a platform-type OS, such
as a. MULTOS (trademark) or  Java (registered.
trademark) Card, the issuance of a service  is
performed when a service-issuing program prepared by
an application server downloaded .into an IC card and
the  downloaded program is executed. in the
service-issuing  program, . a data a structure of the
service that necessary  for realization of an
application, a method for managing a  key, and the
like are defined by the application server.  [0010] In
addition, after the issuance of the service is
performed as described above, the application is
realized  when a program for operating the application
is downloaded  into the C card and the downloaded
program is executed.  [0011] 



Fig. 1 is an illustration for explaining a
conventional  service-issuing method for an IC card in
which a general S07PID31  purpose-type OS for
applications is installed. [0012'  As shown in Fig, 1,
the issuance of a service is  performed by a
service-issuing system 1. The service.  issuing system
1 is, for example, a system that provided  by an
application server and is constituted by a service-
issuing terminal 11 and a service definition database
1_. A  reader/writer. 1.1:? is provided at a
predetermined position of  the housing of the
service--.issuing terminal 11. The  service--issuing
system 1 may be constituted by a single  apparatus or
may be constituted by a plurality of  apparatuses.
[00'1.3;  An IC card 2 is a centactless IC card owned
by a user  who wishes no receive the provision a
specific  application. .. service-issuing function 21
and a file  system 22 are implemented in the card. 2.
The service- issuing function 21 a function
implemented when a  specific program is executed by an
IC chip. The service- issuing; function 21 interprets
a service--i ;.suing command  transmitted from the
service-issuing terminal 11 and.  performs the
issuance of a service. The file system 22 is a  file
system for managing data stored in a memory of the
chip. In order to receive the issuance of the service,
the  



IC card 2 is placed over the reader/wrier 1.1A of the
- c -' S0 P1031- service-issuing terminal 1].. [0014]
When the IC card 2 is placed over the reader/writer M,
in process P1, the service--issuing terminal 11
queries the  service definition database 12 as to a
command parameter to  be added to a service-issuing
command that is to be issued  to the IC card 2, as
shown in Fig. 1. [0015]  When receiving the query from
the service--issuing  terminal 11, in process P2, the
service definition databaso  12 sends, as a response,
a command parameter for designating  a data structure
corresponding to the type of service to he  issued, a
method for accessing user data, and the like,  [0016 ]
When receiving the response from the service
definition  database 12, in process P3, the
service-issuing terminal 11  transmits, to the 1C card
2, a service-issuing command including information,
added thereto as a command parameter,  obtained by the
query to the service definition database 12.  The
transmission of the service-issuing command and the
command parameter is performed through the
reader/writer 11A.  x.001?] When receiving the
service-issuing command and the  command parameter
transmitted from the service-issuing  



terminal 11, the service-issuing function 21 of the is
card r S07P103':.  2 interprets the service-issuing
command and, in process P4,  performs 1C-card internal
processing. By the SC-card:  internal processing
performed here, service definition  information 22A is
generated on the basis of the command  parameter
transmitted, together with the service-issuing
command, from the service-is wing terminal 1I. The
service-- issuing function 21 performs mapping of the
service data  structure in the file system 22 in
accordance with the  service definition information
22A. Accordingly, the  service-issuing function 21
performs the issuance of the  service. ;0015]  When
the issuance of the service has been completed, in
process :s,, the service--issuing function 21
transmits, to  the service-issuing terminal 11,
information indicating that  the issuance of the
service has been completed. [0019]  The conventional
issuance of a service has been  performed as described
above. in the generation of service  definition
information for defining a desired service data
structure, in some cases, the generation of such
service  definition information cannot be achieved by
only a single exchange operation in processes P3 and
P5. in these cases,  the exchange operation in
processes P3 and Pb is repeated a  



plurality of times. 307P10i1  X0020 Fig. 2 is a
flowchart for explaining a conventional.  ~  process
performed between the reader/writer and the 7=C card
2 at the time of the operation of an application in
accordance with a payment sequence. As processing
sequences  that define a process performed between the
reader/writer  and the IC card 2 at the time of the
operation of an  application, a charge sequence for
increasing the balance of  electronic money, a PIN
sequence for performing  authentication by using a PIN
(Personal Identification  Number), and the like, as
well as the payment sequence, are  available, ;00211
The process of Fig. 2 is performed when the IC card 2
Mar has received the issuance of a service as shown in
Fig.  1 is placed over the reader/writer of a terminal
that is  provided so as to be used by a user when the
user receives  the provision of an application 0022.
step 5', the reader/'writer performs, by transmitting
a Polling command, search for and acquisition of the
.[C: card  2 with which the reader/writer is to
communicate. [0023,  In step 521, the IC card 2
receives the Polling command  



transmitter from the reader/writer. The 1C card 2
proceeds S0 7-'1031  to step S22 to respond to the
Polling command. [00'4 When the response from the IC
card 2 is transmitted, the reader/writer receives the
response in step S2. The  reader/writer proceeds to
step S3 to perform, by  transmitting a mutual
authentication command, mutual  authentication between
the reader/writer and the IC card 2.  [0.0261 in step
323, the ::C card 2 receives the mutual
authentication command transmitted from the reader
/writer,  The IC card 2 proceeds to step 324 to read
specific  information to be used for mutual
authentication from a  memory and transmit the read
information to the  reader/writer, [0026;  When the
information to be used for mutual  authentication is
transmitted from the IC card 2, the  reader/wi:iter
receives the information in step S4.  [0027; the the
in step ..~.r e- __:. .E, reader /writer checks
whether or not  1-amount of money to be paid meets a
payment execution  condition. In a case where the
reader/writer confirms that  the amount of money be
paid meets the payment execution  condition, the
reader/writer proceed ; to step S6. For  



example, the upper limit. of the amount of payment may
be set 10 307P1031  as a payment execution condition.
In this case, only the amount of money not exceeding
the upper limit amount of  money can be paid, [0028;
In step 36, in order to check whether or not the
current time falls within period of validity of the
service, the reader/writer transmits, to the IC card
2, a  Read command {a command for reading) including
an identifier,  added thereto as a command parameter,
representing the  position in which information
indicating the period of  validity of the service is
stored. [0029]  The period of validity can be set for
a service issued  to the IC card 2. The period of
validity of a service is  represented using
information on part of a. service data  structure
defined by service definition information. At the
time or the issuance of a service, the position in a
memory  where each piece or information constituting a
service data  structure is stored is defined by
service definition  information. A storage position of
each piece of  information to be read is identified by
an identifier  transmitted as a command parameter of a
Read command from  reader/writer. the  



[0030]  In step S2 the IC card 2 receives the Read
command I 50;21031  transmitted from the
reader/writer, and reads the information indicating
the period of validity of the service  from its
storage position identified by the identifier
transmitted as a command parameter of the Read
command. The  IC card 2 proceeds to step S26 to
transmit, to the  reader/writer, the read information
indicating the period of  validity of the service.
[00311  When the information indicating the period of
validity  is transmitted from the IC card 2, the
reader/ niter  receives the information in step S7. 0
2: in step S8, the reader/writer checks, on the basis
of  the information transmitted from the 1C card 2,
whether or  not the current time falls within the time
period validity of the service. In a case where the
zeader/writer  confirms that the current time falls
within the period of  validity, the reader/writer
proceeds to step 59. [00331  In step S9, in order
check the balance of electronic  money stored in the
IC card the reader writer. transmits,  to the .C card
2, the Read command including an identifier,  added
thereto a command parameter, representing the  



position in which information indicating the balance
is  stored. - 12  S07F1031  (0034] in step 327, the IC
card 2 receives the Read command  transmitted from the
reader/writer, and reads the  information indicating
the balance of electronic money from  its storage
position identified by the identifier  transmitted as
a command parameter of the Read command. The  IC card
2 proceeds to step 528 to transmit the read
information indicating the balance to the
reader/writer,  [0035] When the information indicating
the balance of  electronic: money is transmitted from
the IC card 2, the  reader/writer receives the
information in step SIC.  [0036] in step 511, the
reader/writer checks whether or not  the balance of
electronic money stored in the IC card 2  exceeds the
amount of payment. in a case where the reader writer
confirms that the balance exceeds the amount  of
payment, the reader/writer proceeds to step S12 01037]
In step 312, the reader/writer transmits, to the IC
card 2, a Write command (a co---nand for writing)
including  identifiers, added thereto as command
parameters, representing the amount of payment and the
position in which  



the balance is stored. 0038] - 13  S07P1.031.  In step
529, the ! C card 2 receives the Write command
transmitted from the reader/writer. The IC card 2
proceeds  to step S30 to perform a payment
transaction. In the payment transaction, the current
balance of electronic money,  the storage position of
which is identified by the identifier transmitted as a
command parameter of the Write  command, is
overwritten with the amount of -Honey that is
obtained by subtracting the amount of payment from the
previous balance. [0339]  When the overwriting of the
balance has been  successfully performed, in step 531
the !.C card 2 transmits,  to the reader/writer, a
success response, which is  information indicating
that the payment transaction has been  successfully
performed. [00401  When the success response is
transmitted from the IC  card 2. the reader/writer
receives the success response in  step 51.3. [0041]
In step 314, the reader/writer transmits, to the HC
card 2, the Write command including identifiers,
added.  thereto command parameters, representing the
value of al,  



access lo: and the position in which the access log is
stored. - 14  S07P1031  [ 0042] in step 532, the IC
card 2 receives the Write command  transmitted from
the reader/writer. The IC card 2 proceeds  to step S33
to perform. access-log writing processing. In  the
access-log writing processing, the value of the access
log is written at the storage position identified by
the  identifier transmitted as a command parameter of
the Write  command. 100431  When the writing the value
of the access log has  been successfully performed, in
step 934, the IC card 2  transmits, to the
reader/writer, a success response, which  is
information indicating that access-log writing
processing  has been successfully performed. [0044]
When the success response is transmitted from the ]-C
card. 2, the reader/writer receives the success
response in  step 515. Accordingly, a series of
processing operations  based on the payment sequence
is completed. [0045'  As described above with
reference to _'g. 1, the  issuance of a service may be
performed by usinq a plurality  of commands. in
addition, as described above with reference  



to Fig. the process based on one processing sequence.
for  realizing an application performed by using a
plurality S07P10 1  of commands that are defined units
:Functions of an M.  card. [00..a6 n Parent Document
1, a technology for performing cooperative processing
between card applications an the  basis a cooperative
coupon in which the processing  details cooperative
processing between a plurality of.  card applications
and conditions under which the cooperative  should
processing should be performed are described is
disclosed. in Patent Document 2., an electronic key
system in which a  mobile terminal and a contactless
IC card are combined  disclosed. Patent Document _:
japanese Unexamined Parent Application  Publication
No. 2005--316992 Patent Document 2: Japanese
Unexamined Patent Application  Publication No.
2005-285056 Disclosure of invention  Technical
Problei-t  [00471 As described above, in order to
operate applications  for a conventional rift
individual application servers  devise for need to
system at the time he issuance of a service (a data
structure) and a processing sequence for accessing the
user  



data at the time of the operation and to design the -
16  i0_ ~r?1031  operation system. [0048]
Specifically, for each application server, the data
structure of a service, such as in which position in a
file  system information indicating the period of
validity of a,  service is stored and in which
position information  indicating the balance of
electronic money is stored, must  be defined. in
addition, in order to realize a payment  transaction,
for each application server, the flow of a  series of
payment operations, such as at which timing the
period of validity of the service is to be checked and
at  which timing the balance is to be checked, must be
designed.  [004 Thus, since user data is managed in
accordance with  service data structures that have
been independently defined  by individualapplication.
servers, a stabilized system can  be provided in
accordance with a service data structure  defined by a
certain application server, whereas a  stabilized
system cannot be provided in accordance with a
service data structure defined by a different
application  server. As described above, it has been
difficult to ensure  the security and quality of a
system in _.uniform manner  throughout a plurality of
application servers. 



0050=1  in addition, in the payment. sequence
described above - 17 SO7P1.031.  with reference to
Fig. 2, the operation has been performed  in which
after the balance is once read from. the 1:C card and
the reader; writer side determines that the balance
exceeds  the amount of money to be paid, which is to
be reduced from emitted.  the balance, a Write command
for reduction is transmitted.  Thus, it has been
necessary for the reader/writer to issue a  plurality
of mrcands to the IC card. [0051]  In addition, in
reading of data from an IC card in  accordance with a
conventional command for a FeliCa OS,  since data that
can be read by a single reading operation is defined
as data having a fed length., in a case where, for
example, information indicating the balance is
_information  having a data amount less than that
corresponding to the  fixed length, it is impossible
to read only the information  indicating the balance.
Thus, unnecessary information (data  for cash back, an
execution ID for management. of  transactions, or the
like) contained in the same data block  as a data
block containing the information indicating the
balance also read at the same time. [0052]  In
particular, since wireless communications are  



performed between the IC card and the readers r7ritei
and the  instability and spreading property (leakage
property) of  transmission is high compared with wired
communications, - 18  there is a demand to reduce the
number of data transmissions  as much as possible and
to transmit only the necessary  minimum amount of
data. [005?]  in the conventional FeliCa OS, an
authorization key can  be assigned to a data block
having a fixed length and the  access right can be
set. However, the access right cannot  be set for each
piece of information to be used for a  corresponding
processing operation defined by a processing
sequence, such as only information indicating the
balance or  information indicating the period of
validity. In addition,  for a certain data item, for
example, the access right  cannot be set for each of
divided use states, such as the  right to increase the
amount of money and the right to  decrease the amount
of money. [0054]  The present invention has been
designed in view of the  above-described
circumstances. The present invention allows  a
provision server of an application to be capable of
easily  causing an electronic apparatus having an IC
chip to manage  data. Technical Solution [0055) An
electronic apparatus according to an  



aspect of the present invention having an IC chip that
performs processing operations in accordance with iQ
transmission of a command includes storing means for
storing,  in association with an application provided
by a provision  server, programs describing a
plurality of types of  processing sequences and
information indicating a structure  of data to be read
and written by individual processing  operations
performed in accordance with the processi.ng
sequences; and managing means for acquiring, from the
storing means, the programs and the information
indicating  the structure of the data that are stored
in association  with the application, which is
identified by an identifier  added to the command,
which is transmitted from an external  terminal, and
for managing data to be read and written by  the
processing operations according to the processing
sequences described in the acquired programs as data
having  the structure represented by the information
acquired from  the storing means. [00561  Control
means for performing the processing operations
according to the processing sequences described in the
programs acquired from the storing means and
controlling  reading and writing of the data whose
structure is  represented by the information acquired
from the storing  means, in accordance with
transmission of the command, which  is from a
reader/writer provided so as to be used when a  



user receives provision of a specific application, can
be 20 - further provided. [00571 The managing means
can be caused to set  different authorization keys
corresponding to the processing  sequences described
in the individual programs acquired from  the storing
means. In a case where a processing operation
according to a specific processing sequence is
performed in  accordance with the transmission of the
command from the  reader /wri ter, before performing
the processing operation,  the control means can be
caused to pe_form mutual- authentication between the
electronic apparatus and the  reader/writer by using
an authorization key set for the  specific processing
sequence. [0058] The managing means can be caused to
set  different authorization keys corresponding to
individual  data items having different contents, the
data items  constituting the data to be read and
written. In a case  where a processing operation
according to : specific  processing sequence is
performed in accordance with the  transmission of the
command from the reader/'writer, before  performing
the processing operation, the control means can  be
caused to perform mutual authentication between the
electronic apparatus and the reader/writer by using
the  authorization keys set for the data to be read
and written  by the processing operation according to
the specific  processing sequence. 



21 307P'031  [00 9] An information processing method
or program according  to an aspect of the present
invention includes the steps of  acquiring, from
storing means, programs and information  indicating a
structure of data that are stored in  association with
an application identified by an identifier  added to a
command transmitted from an external terminal;  and
managing data to be read and written by processing
operations according to processing sequences described
in ~~  the acquired programs as data having the
structure  represented by the information acquired
from the storing  means . [0060]  in an aspect of the
present invention, programs and  information
indicating a structure of data that are stored  in
association with an application identified by an
identifier added to a command transmitted from an
external  terminal are acquired from storing means,
and data to be  read and written by processing
operations _. according to  processing sequences
described in the acquired programs is  managed as data
having the structure represented by the  information
acquired from the storing means. Advantageous Effects



[006"; According to an aspect of ..he present
invention, a - 22  S07P1031  provision server of an
application is able to easily cause  an electronic
apparatus having an iC chip to manage data.  Brief
Description of. Drawings [0062]  (Fig. 1] Fig. A is an
illustration for explaining a  conventional
service-issuing method. [Fig. 2] Fig. 2 is a flowchart
for explaining a  conventional process performed
between an 1G card and a  reader/writer, [Fig. 3] Fig.
3 is an illustration for explaining a  method for
issuing a service in an information processing  system
according to an embodiment of the present invention.
[Fig. 4] Fig. 4 is an illustration showing an example
of information indicating a data structure for each
application. [Fig. 5] Fig. 5 is a flowchart for
explaining a process  performed at the time of the
issuance of a service. [Fig. 6] Fig. 6 is an
illustration showing an example  of service data
structures. [Fig. 7] Fig. 7 an illustration showing an
example  of a basic system configuration at the time
of the operation  of an application. [Fig. 8] Fig. r
is an illustration showing an example  



of a service data structure 31 in Fig. 6. [Fig. 9]
Fig. 9 is a flowchart for explaining a process S
17P'i031  performed between an IC card and a
reader/writer. [Fig. 10] Fig. 10 is a flowchart for
explaining a  process of an IC card performed in
accordance with a payment  sequence. [Fig. :1.1] Fig,
11 is a flowchart, following the  flowchart of Fig.
10, for explaining the process of the :[C  card
performed in accordance with the payment sequence.
[Fig. 12] Fig 12 is an illustration showing another
example of the service data structure 31 in Fig. 6.
[Fig. 13] Fig. 13 is an illustration showing an
example  of a service data structure 32 in Fig, 6,
[Fig. 14] Fig. 14 is an illustration showing another
example the service data structure 32 in Fig. 6. [Fig.
15] Fig. 15 is a block diagram showing an example  of
the configuration of a personal computer. Explanation
of Reference Numerals  0063;;: :' service-issuing
system, 2: 't ;:a'-(]', !I: service  issuing terminal,
21: service-issuing function, file system, 23: service
definition database, 41: re: de:r/'wr'iter,  51:
prepaid electronic money object, 52: ticket object,
53:  service object Best Modes for Carrying Out the
invention.  



['0064. Hereinafter, embodiments of the present
invention w_ 24 S07PI03I  be described with reference
to the drawings. [0065]  Fig. 3 is an illustration for
explaining a method for  issuing a service in an
information processing system  according to an
embodiment of the present invention. The  same
components as in Fig. 1 are denoted by the same
reference numerals. [0066-1''  As shown in Fig. 3, the
issuance of a service is  performed by a
service-issuing system 1. The service- issuing system
_ is a system that is provided by an  application
server and is constituted by a service-issuing
terminal 11. A reader/writer 11x`: is provided at a
predetermined position of the housing of the
service-issuing  terminal 11. The service-issuing
system may be  constituted by a single apparatus or
may be constituted by a  plurality of apparatuses,
[0067,  An to card 2 is a contactless IC card owned by
a user  who wishes to receive the provision of a
specific  application. A service-issuing function 21
and a file  system 22 are implemented in the IC card
2. In addition to  them, a service definition database
23 is provided in the IC  



card 2. That is, the service definition database
provided  as a component on the service-issuing system
i.-side in the - 25  S07?1031  example of Fiq. 1. is
provided in the example of Fig. 3 in  such a manner
that the service definition database is  contained as
a component on the IC card 2--side. 00601  The
service-issuing function 21 is a function that is
implemented when a specific program is executed by an
IC  chip built in the IC. card 2, The service-issuing
function  21 interprets a service-issuinc, command
transmitted from the  service-issuing terminal 11 and
performs the issuance of a  service. The file system
22 is a file system that manages  data stored in a
memory of the IC chip. in order to receive  the
issuance of a service, the .1C card 2 placed over the
reader/writer 12A the service-issuing terminal 1.1.
[0069]  When the 1C card ._ is placed over the
reader/writer HA,  in 811 the service-issuing terminal
li transmits  a  service-issuing command to the
service-issuing function 21  implemented inside the IC
card 2, as shown in Figs 3. An  identifier indicating
the tyre of application, such as a  prepaid electronic
money application or a ticket application,  the
provision of which a user of the IC card 2 wishes to
receive, As added as a command parameter to the
service J,  



_ssu.ing command transmitted from the service-issuing
terminal _I. [0070] -26 307P10Y1  When receiving the
;Sere c ~.ssuin command and the command parameter
transmitted from the service-issuing  terminal 11, the
service-issuing function 21 of the IC card 2
interprets the service-issuing command and, in process
P12,  queries the service definition database 23 as to
information  indicating a service data structure and a
program describing  a processing sequence, which
correspond to the identifier  transmitted as a command
parameter. information indicating  the data structure
of a service and a program describing a  processing
sequence that are necessary for each application  are
stored, in association with an identifier of the
application, in the service definition database 23.
[0071 For example, information indicating a service
data  structure that is signified by segments, such as
a service  ID, which is a contract number of an
application, constraint  conditions, such as the
period, the section, the place, and  the number of
times in which the provision of the application can be
received, a service value, such as the  balance of
electronic money used in a prepaid electronic  money
application, a payment execution condition, which is a
condition under which the right is to be exercised,
and an  



access log, is stored in the service definition
database 23.  [0l l2, In addition, as a program
describing a processing 27 S0 7P1+31  sequence, a
program describing an individual processing sequence,
such as a service use sequence, a charge sequence,  a
unit-of-payment writing sequence, a payment sequence,
a  constraint-on-payment checking sequence, a
unit-of-payment  checking sequence, a balance checking
sequence, a history  inquiry sequence, a PIN sequence,
or a set value changing  sequence, is stored in the
service definition database 2K  By execution of an
individual program, a series of  processing operations
formed by a combination of reading of  one or a
plurality pieces of data, writing of data,
calculation using data, comparison of data, storing of
processing history, checking of the validity of
processing,  and writing' of electronic signature is
performed, in  accordance with a purpose, in the IC
card 2. 0C.731  When receiving the query from the
service-issuing,  function 21, in process P13, the
service, definition database  23 sends, as a response,
to the service-issuing function 21,  the information
indicating the service data structure and  the program
describing the processing sequence on which the  query
has been made. When receiving the response from the
service definition  



database 23, in process P14, the service issuing
function 21  performs IC-card internal processing. By
the IC--card - 28  S07P1C31  internal processing
performed here, service definition information 22A is
generated on the basis of the information  indicating
the service data structure and the program  describing
the processing sequence that have been  transmitted
from the service definition database 23. The
service-issuing function 21 performs mapping of the
service  data structure in the file system 22 in
accordance with the  service definition information
22A. Accordingly, the  service-issuing function 21
performs the issuance of a  service. 0075;  When the
issuance of the service has been completed, in
process P15, the service-issuing function 21
transmits, to  the service-issuing terminal 11,
information indicating that  the issuance of the
service has been completed. The.  issuance of the
service is performed as described above.  00761 Fig. 4
is an illustration showing an example of  information
indicating a data structure for each application,  the
data structure being stored in the service definition
database 23. [00771  In the example of Fig, 4, types
of applications are  



shown in the horizontal direction and service
definition  item are shown in the vertical direction,
When the type of _ 29 SO?P1031  application is
determined, the presence or absence of each  of the
service definition items is determined, and in a case
where a service definition item is set to "presence",
a  specific definition is determined. The indication
"selectable" represents that an application server is
able  to select, in a desired manner, the presence or
absence of a  corresponding service definition item
(the presence or  absence of a function using the
service definition item).  0078] i For example, for a
prepaid electronic money application  shown in Fig. 4,
"service value", which is a service  definition item,
is set to "balance", "constraint on service  value" is
set to "0 or more and upper limit", "payment
sequence" is set to "subtraction", "payment execution
condition" is se.t. to "upper "charge sequence" to
"presence", "unit-of-payment writing sequence" is set
to  "absence", "the number of units of payment that
can be - stored is set to "7.", "constraint an period"
is set to "for  service data structure", "recording of
processing history"  is set to "presence", and "PIS
sequence" is set to  



"selectable" [ X079] The indication that "service
value" is set to "balance"  represents that
information indicating the balance of  electronic
money is stored in a storage position assigned to 307p
031  ".service value" of the entire service data
structure necessary for the prepaid electronic money
application. The  indication that "constraint on
service value" is set to "0 .  or more and upper:
limit" represents that information indicating the
upper limit of the amount of money that can  be
recorded as a balance, which is 0 or more, is stored
in a  storage position assigned to "constraint on
service value"  of the entire service data structure.
By combining  information indicating the storage
position where certain.  information is stored as
described above, a service data  structure necessary
for the prepaid electronic money  application is
defined. [0080] The indication that "payment sequence"
is set to  "subtraction" represents that subtraction
from the balance  is performed the payment sequence of
the prepaid  electronic money application The
indication that. "payment  execution condition" is set
to "upper limit" represents that  i:ifcrmat.icr-,
indicating the upper lam-it of the amount of  money
that can be paid in a single payment sequence is  



stored in a storage position assigned to "paymeni:.
execution  condition" of the entire service data
structure. [0001]  The indication "charge sequence" is
set to that " .rP c, sence' represents that a  charge
_  ~ sequence is included~ as 31  507P1.03 I  a
processing sequence that implements the prepaid
electronic  money application. The indication that
"unit-of-payment  writing sequence" is set to
"absence" represents that a  unit-of-payment writing
sequence is not included as a  processing sequence
that implements the prepaid electronic  money
application. 005:1  The indication that "the number of
units of payment  that can be stored" is set to ":."
represents that a unit of  payment (reduction in the
balance) can be performed in a  payment sequence
implementing the prepaid electronic money
application. The indication that "constraint on
period" is  set. to "for service data structure"
represents that  information indicating the period of
validity of the service  data structure is stored in a
storage position assigned to  "constraint on period"
of the entire service data structure.  [ 005.3..; The
indication that "recording of processing history" is
set to "presence" represents that the history of
processing (access log) is recorded after the
processing is  



performed accordance with a certain processing
sequence  that implements the prepaid electronic money
application.  The indication that "PIN sequence" is
set no "selectable  represents that the application
server is able to select --I  PIN sequence, which
authentication using a PIN, so as to 32 S07P1031  be
included as a processing sequence that implements the
prepaid electronic money application.  00s04] When a
query from the service-issuing function 21 is  made by
transmission of an identifier of the prepaid
electronic money application, in the service
definition  database 23, a program describing the
charge sequence, for  which the service definition
item is set to "presence", a  program describing the
P1' sequence, and the like are read  and provided to
the service-i suing ".unction 21, [0085)  In addition,
information indicating the details of  information
stored in individual storage positions, such as  the
indication that "service value" is set to "balance",
the  indication that "constraint on service value" is
set to "0  or more and upper limit", and the
indication that "payment  execution condition" is set
to "upper limit", is provided as  information
indicating a service data structure. [0086]
Similarly, for the ticket application shown in Fig. 4,



"service value", which is a service definition item,
is set  to "the number of tickets", "constraint on
service value" is  set to "0 or more and upper limit",
"payment sequence" is  set to "subtraction", "payment
execution condition" is set  to ""upper limit/lower
limit/unit", "charge sequence" is set -33 30;81 ,31
to "absence", "unit-of-payment writing sequence" is
set to  "presence",. "the number of units of payment
that can be  stored" is set to "plural`" "constraint
on period" is set  to" for a unit of payment",
"recording of processing  history" is set to
"presence", and "PIN sequence" is set to
"selectable". 0 00 7 The indication that "service
value" is set to "the number of tickets" represents
that information indicating  the number of remaining
electronic tickets is stored in a  storage position
assigned to "service value" the entire  service data
structure of the ticket:. application. The  indication
that "constraint on service value" As set to "0  or
more and upper limit" represents that information
indicating the upper limit of the number of electronic
tickets than can be recorded a ! the number of
remaining  tickets, which is 0 or more, stored in a
storage position  assigned to "constraint on service
value" of the entire  service data structures By
combining information indicating  the storage position
where certain :information is stored as  



described above, a service data structure necessary
for the  ticket application is defined. )088] The
indication . that. "payment sequence" is set to
"subtraction" represents that subtraction from the
number of SO7P103'  remaining electronic tickets is
performed in a payment sequence of the ticket
application. The indication that  "payment execution
condition" is set to "upper limit/lower  limit/unit"
represents that information indicating one of  the
upper limit, the lower limit, and a unit of the number
of tickets that can be paid in a single payment
sequence is  written in a storage position assigned to
"payment execution  condition" of the entire service
data structure. 0089]  The indication that "charge
sequence" is set to  "absence" represents that a
charge sequence is not included  as a processing
sequence that implements the ticket  ;p_,l'icat ion.
The indication that "unit-of-payment writing
sequence" is set to "presence" represents than a
unit-of- payment writing sequence is included as a
processing  sequence that implements the ticket
application and in a  case where the number of units
of payment, which will be  described later, is
plural., a payment sequence (subtraction  from the
number of remaining tickets) can he performed for  the
individual units of payment.. f 0090] 



The indication that "the number of units of payment
that can be stored" set t...:) "plural" represents
that a  plurality of units of payment can he `Scored a
service  data structure necessary for the ticket
application. The - 35  S07PH 031  indication that
"constraint on period" is set to "for a unit  of
payment" represents that information indicating the
period of validity of a unit of payment is written in
a storage. position assigned to "constraint on period"
of the entire service data structure.  [0091; The
indication that "recording of processing history''  is
set to "presence" represents that the history of
processing is recorded after the processing is
performed in  accordance with a certain processing
sequence that  implements the ticket application. The
indication that "PIN  sequence" is set to "selectable"
represents that the  application server is able to
select a PIN sequence so as to  be included as a
processing sequence that implements the  ticket
application, 00921  When a query from the
service--.issuing function G.I.  made by transmission
of an identifier of the charge  application, in the
service definition database 23, a  program describing
the unit--of-payment writing sequence, a  program
describing the PIN sequence, and the like are read  



and provided to the service-issuing function 21.
[00931  in addition, information indicating the
details of  information stored in individual stor.a e
positions, such as - 36 - S07P1031. the indication
chaff:. "service valuer' is set to "the number of
tickets", the indication that "constraint on service
value"  is set to "0 or more and upper limit", and the
indication  that "payment execution condition" is set
to "upper limit/ lower limit/unit", is provided as
information  indicating _, service data structure. F
009 1' Similarly, when an identifier of another
application is  transmitted from the service-issuing
function 21, a program  describing a processing
sequence for which the service  definition item shown
in Fig. 4 is set to "presence" and  information.
indicating a service data structure are read  from the
service definition database 23 and are provided to
the service-issuing function 21. [0095;  As described
above, in the information processing  system shown in
Fig. 3, information necessary for an  application
identified by an identifier transmitted from the
service-issuing system is read from the service
definition  database 23, and the issuance of a service
is performed  within the IC card 2. 



[0096/  Since the service definition database 23 in
which  information necessary for the issuance of a
service is  provided in the IC card 2, on the occasion
of the issuance - 3 7  S07P1031  (activation) of a
service by writing of information necessary for an
application into the IC card 2, there is no  need to
transmit information necessary for the issuance of
the service from the service-issuing system l-side to
the IC  card 2-side. Thus, transmitted and - the
amount of data received between the service-issuing
system _ and the IC  card 2 on the occasion of the
issuance of the service can be  reduced to a minimum
amount data, and the number of times  data
transmission and reception performed can also be
reduced, [0097]  in addition, since information
transmitted from the  service-issuing system 1-side o
the iC card 2--side on the  occasion of the issuance
of the service is only a service- issuing command
including an identifier, added thereto as  command
parameter, of the application, an application server
does not have to independently perform design
processing  regarding which program that describes a
processing g _. sequence  is to be transmitted or
which information that indicates a  



service data structure is to be transmitted, and there
is no  need to prepare such design processing in the
service- issuing system 1. Thus, the cost required for
such  preparation can be reduced, 1 0090 1 Here, a
process performed between the reader/writer 11A 38
SO73103i  and the IC card 2 at the time of the
issuance of a service  will be described with
reference to a flowchart of Fie..,.  [0099] When the
IC card 2 is placed over the reader/writer 11A,  in
step 541, the reader/writer 11A transmits, to the IC
card  2, a service-issuing command including an
identifier, added thereto as a command parameter,
representing the type of  application. [0100]  In step
551, the service--issuing function 21 of the .,  card
2 receives the service-issuing command transmitted
from  the reader/writer 11A. The service-issuing
function 2!  proceeds to step 552. [0101]  in step
552, by interpreting the service-issuing  cormand, the
service-issuing function 21 queries the service
definition database 23 as to information indicating a
service data structure and a program describing a
processing  sequence that correspond to the identifier
transmitted as a  



command parameter. [0102]  in step 553, the service
definition database 23  transmits, as a response no
the query from the service- issuing function 21, the
information indicating the service  data structure and
the program describing the processing S07P1031
sequence, on which the query has been made, to the
service- issuing function 21. [01031  In step 354, the
service-issuing function 21 generates  the service
definition information 22A on the basis of the
information indicating the service data structure and
the  program describing the processing sequence
transmitted from  the service definition database 23,
and performs the  issuance of the service by
performing mapping of the service  data structure in
the file system 22 in accordance with the  generated
service definition information 22A, [0104] In step
355, the service'-issuing function 21 transmits,  to
the reader/writer hlA, information indicating that the
issuance of the service has been completed. [0105'
The information transmitted from the service-issuing
function 21 received by the reader/writer 11A in step
542,  and the process is completed. i010i 



Fig. is an illustration showing an example of service
data structures mapped in the file system 22 of the IC
card  [0107] By repeating the process shown in Fig.
service data 40  SO 7P1031  structures necessary for
receiving the provision of a plurality of applications
are individually mapped in the  file system 22 of the
7C card 2. In the example of Fig. 6,  three service
data structures, service data structures 31 to  33,
are shown. [0108]  The service data structure 31 in
Fig. 6 is a service  data structure that is necessary
for. receiving the provision  of a prepaid electronic
money (stored-value-type electronic  money)
application, and the service data structure 32 is a
service data structure that is necessary for receiving
the  provision of a ticket application. The service
data  structure 33 is a service data structure that is
necessary  for receiving the provision of a specific
application.  Service ].D;, as identifiers, are set
for the individual  service data structures 31 to 3
[01'09]  In addition, in the example of Fig. 6, an
authorization  key _ is set for the service data
structure 31, and an  authorization key K2 is set for
the service data structure  32. In addition, an
authorization key K3 is set for the  



service data structure 33. Thus, for example, a key
corresponding to the authorization key K_ must be
provided  for a reader/w'rire:r (a terminal in which a
reader/writer is  provided) to be used for the
operation of the prepaid - 41  S07P1031  electronic
money application, and a key corresponding to the
authorization key K2 must be provided for a
reader/writer to  be used for the operation of the
ticket application. [0110]  When the user holds the I_
card 2 over a reader/writer  in order to receive the
provision of a prepaid electronic money application, a
key corresponding to the authorization  key K2 is used
. in the reader/writer and the authorization  key K2
is used in the IC card 2, so that mutual
authentication by so-called challenge and response is
performed between the reader/writer and the IC card 2.
When  mutual authentication has been successfully
performed,  access to data (reading and writing of
data) managed by the  service data structure 31 can be
performed. [0111]  As described above, in the 1C, card
2, an authorization  key can set for each service Note
.: be data structure. that  although the three tof
service data structures are  types 1 shown in the
example of Fig. 6, the number of types of  



service data structures can be set in a desired
manner. In  addition, determination of whether not an
authorization  key is to be set can be made in a
desired manner. [0112]  Next, the operation of an
application with respect to  the 1C card 2 to which a
service has been issued as 42 - 507P103i  described
above will be described. [0113]  Fig-. 7 is an
illustration showing the iC; card 2 and a
reader/writer 41 that constitute a basic system
configuration at the time of the operation of an
application.  In the example of Fig. 7, a prepaid
electronic money  abject 51, a ticket object. 52, and
a service object 53 are  implemented in the IC card
The prepaid electronic money  object. 51 controls
processing defined by a processing  sequence described
in a program read and acquired from the  service
definition database 23 at the time of the issuance of
a prepaid electronic money application and writing and
reading of data managed by the service data structure
31.  The ticket object 52 controls processing defined
by a  processing sequence described in a program read
and acquired from the service definition database 23
at the time of the  issuance of a. ticket application
and writing and reading of  data managed by the
service data structure 32. The service  object 53
controls processing defined by a processing 



sequence described in a program. read and acquired
from the  service definition database 23 at the time
of the issuance  of a specific application and writing
and reading of data  managed by the service data
structure 33. [0115 SO7PI031  Each of the prepaid
electronic money object 51, the ticket object 52, and
the service object 53 interprets a  command
transmitted from the reader/writer 41 and performs
processing in accordance with a specific processing
sequence.  [01161 The t"" w. `-.:" 4 is provided, for
eXaIQ3"Ji E-'., in a  terminal to be used for the
operation of a prepaid  electronic money application.
When the IC card 2 is placed  over the reader/writer
41, the reader/writer 41 issues a  specific command to
the IC card 2, and causes various  functions of the
prepaid electronic money application to be
implemented in the IC card 2. As functions of the
prepaid  electronic money applications, for example,
addition of  electronic money value, payment using
electronic money  stored in the IC card 2, checking of
the balance of  electronic money stored the IC card 2,
checking of the  history of payment using, electronic
money stored in the IC  card 2, uses: authentication
using a PIN, changing of various  values stored in the
IC card 2, and the like are available,  01.. Such
various functions are not implemented by a  



plurality of command exchanges, for example, as
described  above with reference to Fig. 2. Such
various functions can  be performed by a single
command exchange, 0118: 44 S07P1031  For example, in a
case where payment using electronic  money stored in
the IC card 2 is performed, a payment  command is
transmitted from the reader/wziter 41, and in
accordance with this, processing is performed in
accordance  with a payment sequence by the prepaid
electronic money  object 51. Accordingly, the payment
using electronic money performed in the .C card 2. At
the time of the issuance  of a service necessary for a
prepaid electronic money  application, in the .e.:;
card 2, a program describing a series  of processing ;
operations of the payment sequence, such as  checking
of a payment execution condition, checking of the
period of validity of a service, checking of the
balance,  and reduction in the balance, is read, as a
program for  implementing a payment function of the
prepaid electronic  money application, from the
service definition database 23, As described above,
since a series of processing  operations can be
performed by using only a single command  in the _..
card 2, compared with a case where the same series  of
processing operations is performed by using a
plurality  of commands, the load to be imposed on an
application server  can . be reduced. That. .is, even
in the case of performing  



payment, an application server does not have to set
out the  timing of each processing operation, such as
checking of a  payment execution condition, checking
of the period of S07P1031  validity of a service,
checking of the balance. or reduction  in the balance,
and to define a command for causing each  processing
operation to be performed. Thus, it is only  necessary
to arrange only a payment command to be issued to the
IC card. 2. That is, the number of man hours of the
system can be significantly reduced, and the cost can
thus  be reduced. an addition, the amount of data
transmitted and  received in communication
transactions between the IC card 2  and the
reader/writer can be reduced. [D120 .:n addition, as
described later, an application server  is able to
assign a corresponding authorization key to each  of
the processing sequences. Thus, authorization
dissolved  for each processing sequence can be set,
and the risk of the security in a case where leakage
of an authorization key  occurs can be reduced. For
example, in a case where  authorization of all the
processing sequences is managed by  a single
authorization key, if leakage of the single
authorization. key occurs, all the processing
sequences may  be abused. However, in a case where an
authorization key  can be assigned to each processing
sequence and an operating  side is able to use only a
processing sequence for which  authentication has been
successfully performed by using the  



authorization key, even if leakage of an authorization
key  occurs, abuse of all the processing sequences as
described - 46  S0721031  above can be avoided. [0121;
Fig. 8 is an illustration showing an example of the
service data structure 31 in Fig. 6. [0122]  As shown
in Fig. B. the service data structure 31 is  basically
categorized into a service ID area 61, processing
sequence areas 62 to 67, and data storage areas 68 to
10,  which are areas in which specific data (user
data) within  the service data structure is stored.
23l  The service ID area 61 is an area which a value
(information) corresponding to a number assigned, as a
contract number of an application, to the user of the
card 2 is stored. A unique value is adopted within an
application of a single application server (in the
example  of Fig. 8, a prepaid electronic money
application) . Thus,  the service data structure 31 is
identified by a command  issued by the reader/writer
41, [0124' The: processing sequence areas 62 to 67 are
areas in  which values identifying groups of
processing steps that. can  be called from the.
leader,/writer. 41 (programs describing,  



processing sequences) are stored. A processing
sequence is processing defined as a processing
function that collectively defines 47 S07P1031  steps
constituted by processing operations, such as reading
of data stored in one or a plurality of areas of the
data  storage areas 68 to 70, writing of data,
calculation using  data, comparison of data, storing
of processing history,  checking of the validity of
processing, and writing of  electronic signature, and
processing based on each  processing function is
performed by a command issued from  the reader/writer
41. [0125]  in one example of Fig. B. programs
describing  processing sequences, such as a charge
sequence, a payment  :eglence, a balance checking
sequence, a history inquiry  sequence, a PIN sequence,
and a set value changing sequence,  are stored in the
processing sequence areas 62 to 67,  respectively.
[0126,  The charge sequence defines processing steps
for adding  value in a balance region 83
constituting.' the data storage  area 69. The payment
sequence defines processing steps for  reducing the
balance (use of electronic money) represented  by the
value stored An the balance region 03. "01271  The
balance checking sequence defines processing steps  



for checking the balance represented by the value
stored in  the balance region 83. The history inquiry
sequence defines _ 48  S07P10'31  processing steps for
checking an access log represented by  information
stored in the data storage area 70. The PIN sequence
defines processing steps for providing  access
restriction using a PIN: and processing steps for
releasing access restriction for data managed by the
service data structure 3:1.. The set value changing
sequence Wines  processing steps for changing a set
value that can be  changed at the time of operation
among values stored in the  data storage areas 68 to
70. [0128]  In addition, in the example of Fig. 8,
authorization  keys Kt.t to Kit are set for processing
sequences described i : programs stored in the
processing sequence areas 62 to 67,  respectively. it
is assumed that in order to perform the  processing
sequences, mutual authentication using the
individually set authorization keys K! 7 to K15 has
been  successfully performed. ;0129)  The data storage
area 68 is an area in which  information indicating
the period of validity of the entire  service data
structure 32 is stored, [0130)  The data storage area
69 is an area in whic:h various  



types of information regarding a unit of payment are
stored  and constituted by a payment execution
condition region 50731031  81, a region 82, the
balance region 83, a constraint-on- balance region 84,
a region 95, a PIN data region 86, and a  desired data
region 87. [0131]  The payment execution condition
region 81 is a region  in which information indicating
a constrained condition on  the execution of payment
is stored. As a condition on the  payment, information
indicating a range of the amount of  payment, such as,
for example, "a range of value (balance)  reduced at
the time of payment should be l or more yen and
20,000 or less yen", is stored in the :region 82.
[0132]  The balance region 83 is a region in which
information  indicating the balance of electronic
money is stored. The  constraint-on-balance region 84
is a region in whIcIn information indicating a
constrained condition on the  balance stored. As a
condition on the balance,  information indicating a
range of the balance, such as, for  example, "the
balance should be 0 more yen and 50,000 or  less yen",
is stored in the region 85. [0:3.3]  The PIN data
region 86 a region in which information  on a PIN to
be used on the occasion of PIN authentication  stored.
The desired data region 07 a region in which  



data chat can be set in a desired manner by an
application  ,v  SOM1f031  server stored. [0134]  The
data storage area 70 is an area in which  information
on an access log stored. The data storage  area 70 is
constituted by an access-log set value region 91,  a
region 92, a region 93, and an access-log recording
region  941 0135]  The access-log set value region. 91
is a region in which  a set value regarding the
access-log recording region 94 is  stored. As a set
value regarding the access'--log recording  region 94,
information indicating a unit of recording of an
access log, such as "an access log is recorded in a
payment.  sequence" is stored in. the region 92. In
audition, as a set.  value, regarding the access-log
recording region 94,  Information indicating the
number of records, such as "up to  four access logs
are stored" is stored An the region 93.  [01361 The
access-log recording region 94 is a region in which
access logs are recorded in a FIFO (First in First
Out) method.  [01371  As described above, in the 1C
card 2 data manager' 



while a region is assignedfor each content. Thus, on!
y  data that necessary for processing can be read,
without - 51  Si17P1fl31  other unnecessary data being
read. For example, in a case  where data is managed
while being divided into blocks having  a fixed length
and reading of data is performed for data  stored in
each block, if an amount of data that is less than
that corresponding to the fixed length read, unwanted
data that is unnecessary for processing is read.
However,  reading of such unwanted data can be
avoided. [01.3S]  Here, a process performed between
the 1C card 2 and the  reader/writer 41 in accordance
with a payment sequence will  be described with
reference to a flowchart of Fig. 9. [0139-.,
Processing of steps 361 S64 performed by the
reader/writer 41 and processing of steps 571 to S74
performed by the lC card 2 are similar to the
processing of  steps 51 to 54 and the processing of
steps Set to S24 of Fig.  2, respectively. (0140;
That is, in step 361, the reader/writer 41_ performs,
by  transmitting a Polling command, search for and
acquisition  of the C card 2 with which the
reader/writer 41 is to  communicate. [0141]  



In step 571, the IC card 2 receives the Polling
command  transmitted from the reader/writer 41. The SC
card 2 - 52  507P103.1  proceeds to step S72 to
respond to the Polling command. 0142;  When the
response from the IC card 2 is transmitted,  the
reader/writer 41 receives the response in step 562.
The  reader/writer 41 proceeds to step S63 to perform,
by  transmitting a mutual authenticator command,
mutual  authentication between the reader/writer 41
and the IC card  2. [01431  In step 573, the IC card 2
receives the mutual  authentication command
transmitted from the reader;writer 41.  The IC card 2
proceeds to step S74 to read specific  information to
be used for authentication from a memory and  transmit
the read information to the re d.er/writerr 41. [01441
When the information to be used for mutual.
authentication is transmitted from the IC card 2, the
leader/writer 4.1. receives the information .in. step
564  [0145] In step E,t;S, the reader/writer transmits
a payment  sequence call command to the card 2.
Information  indicating the current time, the amount
of payment, and a  service ID is added as command
parameters to the payment. 



~  sequence call command transmitted here.  [0146] r>3
50781031  in step 375, the prepaid electronic money
object 51 the IC card 2 receives the payment sequence
call conunand  transmitted from the reader/writer 41,
and calls a payment  sequence by executing a program
stored in the processing  sequence area 63 of the
service data structure 31 identified  by the service
IC transmitted as a command parameter. The  subsequent
processing is performed in accordance with the  called
payment :sequence. [0147]  In step 576, the prepaid
electronic money object 51  checks a payment execution
condition. For example, it is  checked whether or not
the amount of payment transmitted as  a command
parameter from the reader/writer 41 is an amount  that
falls within a range of the amount of payment
represented by information stored in the region 92, in
a  case where it confirmed that the amount of payment
transmitted as a command parameter is an amount that
falls  within the range, the process proceeds to step
i7 7. [0148]  !.n. step 377, the prepaid electronic
money object 51  checks the period of validity of the
service data structure.  For example, it is checked
whether or not the current time  



transmitted as command parameter from the
readerlwr..ter 41  is time that falls within the
period of validity of the  service data structure 31
represented by a value stored in - 54 5071031  the
data storage area 68. in a case where it 1s confirmed
that the current time is time that falls within the
period  of validity, the process proceeds to step S78,
10149 In step S78, the prepaid electronic money object
51  checks the balance of electronic money. For
example, after  the balance represented by information
stored in the balance  region 83 is checked, the
process proceeds to step _79.  [0"50] 51  in step
J7~a, the prepaid electronic money object J1  performs
a payment transaction. For example, the balance of
electronic money represented by the information stored
in  the balance region. 83 is overwritten with the
amount  obtained by subtracting the amount of payment
from the  current balance. Information representing
the amount of  payment is also transmitted as a
command parameter from the  reader/ writer. 41.
[015'11  In step 580, the prepaid electronic money
object 51  performs access-log writing processing. For
e.=zample, a  value representing a log of the current
payment transaction  



is written in a specific area of the access-Ice
recording  region 94. ,0152;  When writing of the
value of the access log has been 50721031
successfully performed, in step S81, the prepaid
electronic  money object 51 transmits, to the
reader/writer 41, a success response, which is
information indicating that the  access-log writing
processing has been successfully  performed. [0153]
When the success response is transmitted from the IC
card 2, in step 566, the reader/writer 41 receives the
success response. Accordingly, a series of processing
operations in accordance with the payment sequence is
completed. [0154)  As described above, in the 10 card
2, a processing  sequence is called in accordance with
transmission of a  command from the reader,/writer,
and processing according to  the processing sequence
proceeds. 05]  A series of processing operations of
the IC card 2  performed in accordance with a payment
sequence will be  described in detail with reference
to flowcharts of Pigs. 10 and LLa  [0155]  



The processing 1s started when the IC card 2 is held
over the reader/wr_iter 41 and a mutual authentication
command is transmitted from the reader/writer 41. When
a 56 307P1031  mutual authentication command is
transmitted, mutual authentication by using the
authorization key K, that is  assigned to the service
data structure 31 the IC card 2  and an authorization
key that is assigned to the  reader/writer 41 as a key
corresponding to the authorization  key K3. is
performed between the SC card 2 and the  reader/writer
41. `0157,  in step 591, the prepaid electronic money
object 51 of  the IC card 2 determine; whether or not
mutual  authentication performed between the IC card 2
and the  reader/writer 41 has been completed. in a
else where it is  determined that mutual
authentication has not been completed  due to failure
in mutual authentication or the like, the  prepaid
electronic money object 51 proceeds to step S92.
[0158] In step S92, the prepaid electronic money
object 51  performs non--response processing, and
terminates the process.  [0159; Meanwhile, in a case
where it is determined .n. step S91  that mutual
authentication has been completed, the prepaid
electronic money object 51 proceeds to step S93 to
fetch a  



command parameter transmitted from the reader/wrier 41
and  added the payment sequence call command. For
ezampl e,  information indicating the current time and
the amount of - 57  50?P1031.  payment is fetched.
[0160]  In step 594, the prepaid electronic money
object 51  determines whether or not the amount of
payment transmitted  as a command parameter from the
reader/writer 41 meets a  payment execution condition
by determining whether or not  the amount of payment.
is an amount that fall: within a range:  of the amount
of payment represented by information stored  in the
region 82. [016:1.] in a case where it is determined
in step S94 that the  payment execution condition is
not met, the prepaid  electronic money object 51
proceeds to step S95 to perform  error procesing.
Then, the prepaid electronic money object  51
terminates the process. For example, the fact that the
payment execution condition is not not is reported to
the  reader/write= 41, and a message for notifying the
user of  the fact is displayed on the reader/writer
91. ;0162]  Meanwhile, in a case where it is
determined step S94  that t. pay =ni execution
condition is met, the prepaid  electronic money object
51 proceeds to step 396 to determine  



whether not the current ti trans- i t ,'C. as c onLMi
-End  parameter from the reader/writer 41 is time that
falls  within the period validity of the service data
structure 5a 807P1031  31 represented by a value
stored in the data storage area 68.  :0163] in a case
where it is determined in step S96 that the  current
time is not time that. falls within the period of
validity of the service data structure 31, the prepaid
electronic money object 51 proceeds to step 595 to
perform  error processing. Men, the prepaid electronic
money object  51 terminates the process. For example,
the fact that the  period of validity has expired is
reported to the  reader/writer 41, and a message for
notifying the user of  the fact is displayed on the
reader /writer 41. 0164]  Meanwhile, in a case where
it is determined in step S96  that the current time
time that falls within Ae period  of validity of the
service data structure 31, the prepaid  electronic
money object 5.1 proceeds to step S97 to check the
balance represented by information stored in the
balance  region 83 and determine whether or not the
amount obtained  by subtracting the amount of payment
from the balance is an  amount. that falls within the
range of a constraint condition  of the balance
represented by information stored in the
constraint-on-balance region 84 and whether or not the
range  



of the value (amount) and the type of value as
constraint  conditions are met, [0165] 50731031  in a
case where it is determined in step S97 that the
amount obtained by subtracting the amount of payment
from  the balance does not fall within the range of
the value and  does not meet the type of value as the
constraint conditions,  the prepaid electronic money
object 51 proceeds to step S95  to perform error
processing. Then, the prepaid electronic  money object
51 terminates the process. For example, the fact that
the constraint conditions on the balance are not  met
is reported to the reader/writer 41, and a message for
notifying the user of the fact is displayed on the
reader/writer 41. ['0166)  Meanwhile, in a case where
it is determined in step 597  that the amount obtained
by subtracting the amount of  payment from the balance
falls within the range of the value  and meets the
type of value as the constraint conditions,  the
prepaid electronic money object 51 proceeds to step
598  to perform payment by overwriting the balance of
electronic  money represented by information stored.
in the balance  region o_, with the amount obtained by
subtracting the amount  of payment from the current
balance. [01.67]  in step 599, the prepaid electronic
money object 51  



determines whether or not a unit of recording of an
access  log is designated as a payment sequence, on
the basis of S07P1031  information stored in the
region 92. In a case where it is  determined that such
designation is not made, the prepaid  electronic money
object 51 terminates the process. [0160]  Meanwhile,
in a case where it is determined in step S99  that a
unit of recording of an access log is designated as a
payment sequence, the prepaid electronic money object.
51  proceeds to step SLOO to record a value indicating
the  details of the current payment as an access leg
in the  access-log recording region 94. [0169]  When
the writing of the value of an access log has been
successfully performed, in step 101, the prepaid
electronic  money object 51 transmits, to the
reader/writer 41, a success response, which
information indicating that the  access-log writing
processing has been successfully  per"iormed. Then,
the prepaid electronic money object 5!  completes the
process. [0:170]  Since processing, such as checking
of a payment  execution condition, checking of the
period of validity of a  service, and calculation of
the balance to be rewritten,  which have been con
ven'.:Lona.l I:v pt :formed in the  reade_Iwriter
41-side, is performed in the lC card 2-side as  



described above; the number of times information is 61
_ 30721031.  exchanged between the IC card 2 and the
reader/writer 41 can  be reduced to a minimum. In
wireless communications, the  spreading property
(leakage property) of data is problematic,  and there
is a demand to suppress data transmission and
reception as much as possible. In such circumstances,
the  superiority in this respect can be achieved,
[0111]  In addition, since communication between the
IC card 2  and the reader/writer 41 is performed in a
wireless manner,  r. a phenomenon in which the ' .:.~.
card 2 cannot receive a correct  packet due to causes
such as intrusion of noise into a  communication
transmission path may occur. In a case where  such a
phenomenon occurs, the reader/writer 41 needs to
perform retry (retransmission request) processing for
each  command. However, the probability that such a
phenomenon  will occur can be reduced. [01721
Furthermore, in a case where a series of processing
opera:a.ons such as a payment sequence is performed in
the IC  card 2 in accordance with a plurality of
commands, in a  situation, such as when the IC card 2
goes out of ...he range  of access of a magnetic filed
generated by the reader/writer.  41 in the process of
the series of processing operations and  



the power of the IC card _ is cut off, it is necessary
for  the reader/writer 41 to perform recovery
processing 6 2 ... 307P11 31  (rollback processing)
from the state in the process of the  processing at a
predetermined timing, such as when the IC  card 2
enters the range of access of the magnetic field next
time. .However.,, the probability that such a
necessity will  occur can also be reduced. [0173-,
Fig. 12 is an illustration showing another example of
the service data structure 31, [01741  The service
data structure 31 shown in Fig. 12 is the  same as the
service data structure 31 shown in Fig. 6 with  the
exception that an updating authorization key Kn is set
for information indicating the balance stored in the
balance  region 83 and the updating authorization key
K21 is stored in  a region 101. [0...751  in a case
where such a service data structure is set as   a
_r_rge.ti in a payment sequence and a charge sequence,
w}'1.1. t:;'fl  are sequences that involve updating of
the balance, before  updating of the balance is
performed., mutual authentication  using the updating
authorization key K21 and an authorization  key
assigned to the reader/writer 41 as a key
corresponding  



to the updating authorization key K2; is performed
between  the card 2 and the reader/writer 41. When
mutual  authentication has been successfully
performed, information 63  907P103.7.  stored in the
balance region 83 can be updated, [0176] As described
above, an authorization key can be set for  data
stored in a single region, as well as a service data
structure or a processing sequence. in addition, an
authorization key corresponding to a purpose, such as
a key  for. reading data or a key fox writing data,
such as the  updating authorization key K23 in Fig.
12, can be set. Thus,  by setting an authorization key
for each region and each  purpose, the risk of the
security in a case where leakage of  an authorization
key occurs can be reduced. [01771  Fig. 13 is an
illustration showing an example of the  service data
structure 32 in Fig. t. As described above,  the
service data structure 32 is a service data structure
for managing data necessary for a ticket application
and is  managed by the ticket object 52. [0178 As . ti
w'..7 in Fig. 13, the service data structure 32 is
basically categorized into a service ID area ill,
processing  sequence a r e a s 12 to 118, and data
storage areas 119 to 221,  



which are areas which. specific ctat1. within the
service  data structure is stored. [0179-,  The
service area Al' is an area which a va.':e 8078103]
corresponding to a number assigned, as a contract
number of  an application, to the user of the IC card
2 stored. A  unique value is adopted within an
application of a single  application server (in the
example of Fig. 13, a ticket  application) . Thus, the
service data structure 32 is  identified by a command
issued by the reader/writer 41.  ;01807 The processing
sequence areas 112 to 118 are areas in  which values
identifying groups of processing steps that can  be
called from the reader/writer 41 (programs describing
processing sequences) are stored. [0181 in the example
of Fig. 13, programs describing  processing sequences,
such as a unit-cif-payment writing  sequence, a
payment execution condition checking sequence, a
payment. sequence, a unit:-of-paymen.t checking
sequence, a  history inquiry sequence, a PIN sequence,
and a set value  changing sequence, are stored in the
processing sequence  areas 112 to 118, respectively.
[0102)  The unit-of-payment writing sequence defines
processing  steps for adding value (increasing the
number of tickets)  



stored in a number-of-tickets region 135 of the data
storage  area 120. Here, in case where an application
to be  implemented is a ticket application, payment
represents a 60131031  reduction in the number of
remaining electronic tickets, such as tickets for
concerts or tickets for transportation,  which is in
exchange for reception of ..he provision of the
application by the user of the TC card 2. [0103]  The
payment execution condition checking sequence  defines
processing steps for checking a payment execution
condition. The payment sequence defines processing
steps  for. ..educing the number of tickets use of a
ticket)  represented by a value stored in the
number-of-tickets  region 136. [0184  The
unit-of-payment checking sequence defines,
processing steps for checking which information is to
be  used as a unit in payment. The history inquiry
sequence  defines processing steps for checking an
access log  represented by information stored in the
data storage area  121. The PIN sequence defines
processing steps for  providing access restriction
using a P:IN and processing  steps for releasing
access restriction for data managed by  the service
data .:..=,:uctu.r..e 32. The :et value changing
sequence defines processing steps for changing a set
value  



that can be changed at the time of operation among
values  stored. in the data storage areas 119 to a2l.
[0185) Si. 7 P1.031.  in addition, in the example of
Fig. 13, authorization keys K31 to K37 are set for
processing sequences described in  programs stored in
the processing sequence areas 112 to 118,
respectively. It is assumed that in order to perform
the  processing sequences, mutual authentication using
the  individually set authorization keys K1 to K3; has
been  successfully performed. [0136]  The data storage
area 119 is an area in which  information indicating
the period of validity the entire r.'vicc, data
structure 32 is stored.  018.1 The data storage area
120 As an area in which various  Types of information
regarding payment are stored. The data  storage area
120 is constituted by a payment execution  condition
region 131, a region 132, a region 133, a region  134,
a region 135, the number-of-tickets region 136, a
con_str.aint-on-tbe-number-ci--tickets region 137, a
region 138,  a PIN data region 139, and a desired .
data region 140. [ 1.88] The payment execution
condition region 131 is a region  in which information
indicating a constraint condition on  the execution of
payment is stored. As conditions on the  



payment, for example, information indicating the
period of.  validity of a ticket is stored in the
region 132 - 67  S07P.1.031  information indicating
the valid place of a ticket (such as  a theater or a
terminal) is stored in the region 133,  information
indicating a unit of payment regarding the  number of
tickets to be used, such as "three electronic  tickets
are reduced by a single payment transaction" is
stored in the region 134, and desired information is
stored  in the region 135. [0189,  The
nu::iber-of-tickets region 136 a region in which
information indicating the number of remaining
electronic  tickets stored. information indicating a
constraint  condition on he number of remaining
electronic tickets is  stored in the cons
'Crdin-t-the-t'1 . _-n~aIT'uibC:- --x-f}..-ticke-_s
region 137. f  As a constraint condition on the number
of tickets,  information indicating the range of the
number tickets,  such as, for example, "the number of
remaining tickets  should be 0 or more and 10 or
less", is stored in the region  138. [0)190]  The PIN
data, region J39 is a region in which ...n :)r.ma ion
on a PIN to be used on the occasion of PIN
authentication is stored. The desired data region 140
a  



region in which: data .:hat can be set: in a desired
manner by  an application server is stored. 101917 --
hS  9073103"_  The data storage area 121 is an area in
which information on an access log is stored. The data
storage  area 121 is constituted by an access-log set
value region  151, a region 152, a region 153, and an
access-log recording  region 154. The configuration of
the data storage area 121  is the same the
configuration of the data storage area 70  in Fig, B.
[0192]  That is, the region 152 for the access-log set
value  region 151 is a region in which information
indicating a  unit: of recording of an access log is
stored. The region  153 is a region in which
information indicating the number  of records is
stored. The access-.log recording region 154  is a
region in which access jogs are recorded in a FIFO
method. [0193)  Fig. 14 is an illustration showing
another example of  the service data structure 32 in
Fig. Q [0194 c,  five units _. _ payments, only  In We
example of Fic 14, ? 



r  one of which is shown in the data storage area 120
in Fig, 13, are shown. The units of payment shown in
Fig. 14 are  used when the provision of different
applications, such as  information indicating an
electronic ticket for a concert  and an electronic
ticket for transportation, is received. 507P1031  In a
payment sequence, a unit of payment to be used is
identified by a command parameter transmitted from the
reader/ niter 41, and payment is performed. [0195]  As
described above, in a ticket application in which  the
service definition item. "the number of units of
payment  that can be stored" is set. to "plural" (Fig.
4), a plurality units of payment can also be managed
by the single  service data structure 32. [0196]  in
the above description, service data structures in a
case where a prepaid electronic money application and
a  ticket application are implemented have been mainly
explained. However, a similar service data structure
can be  used on the occasion of the management of
information  indicating various rights. The similar
service data  structure can be applied to management
of rights represented  by, for example, a railway
commuter pass, a railway rickeL,  a point card, a
stamp card, a coupon ticket, a theater  appreciation
ticket, a commutation ticket, electronic money,  



a credit card, a cash card, a debit card, an employee
1:i,  card, a written guarantee, a door key, an
identification  card, an access control card, and the
like. [0197-j.  The above-described series of
processing operations can ;0 S07PI031  be performed by
hardware or software. in a case where he  series of
processing operations is performed by software, a
program constituting the software is installed from a
program recording medium into a computer built in
dedicated  hardware or, for example, a general-purpose
personal  computer capable of performing various
functions by various  programs being installed
thereon. ;0198]  Fig. 15 a block diagram showing an
example of the  configuration of a personal computer
that performs the  above-described series of
processing operations by a program.  [0:199 A CPU
(Central Processing Unit) 201 performs various  types
of processing in accordance with a program stored in a
ROM (Read Only Memory) 202 or a storage unit 208. .1
program be performed by the CPU 201, data, and the
like are  stored in a RAM (Random Access Memory) 203,
where  appropriate The CPU 2.01, the ROM 202, and the
RAM 203 are connected to  each other via a bus 204. 



[0200]  An input/output interface 205 is connected to
the CPU  201 through the bus 204. An input unit 206
constituted by a  keyboard, a mouse, a microphone, and
the like and an output  unit 207 constituted by a
display, a speaker, and the like s07P1031  are
connected to the input/output interface 205. The CPU
201 performs various types of processing in accordance
with  instructions input by the input unit 206. The
CPU 201  outputs a processing result to the output
unit 207. [0201]  The storage unit 208 connected to
the input/output  interface 205 is constituted by, for
example, a hard disk.  The storage unit 208 stores a
program to be performed by the  CPU 201 and various
data. A communication unit 209  communicates with an
external apparatus via a network, such  as the
Internet or alocal area network, [02021  When a
removable medium 211, such as a magnetic disk,  an
opti.ca_L disk, a magneto-optical disk, or a
semiconductor  memory, is installed in a drive SO
connected to the input/output interface 205, the drive
210 drives iii{  removable medium 211 and obtains a
program and data recorded  in the removable medium
211. The obtained program and data  are transferred to
and stored in the storage unit 208 when  necessary.
[0203]  



A program recording medium that is installed on a
computer and that stores a program executable by the
computer is constituted by the removable medium 211,
which  is a package medium, such as a magnetic disk
(including a ;2 307P103l  flexible disk), an optical
disk (including a CD-ROM (Compact  Disc--Read Only
Memory) or a ?VD (Digital Versatile Disc)), a
magneto-optical disk, or a semiconductor memory, the
ROM 202  in winch a program is temporarily or
permanently stored, or  the hard disk forming the
storage unit 208, as shown in Fig.  15. 2\ program is
stored into the program recording medium  by using a
wired or wireless communication medium, such as a
local area network, the Internet, or digital satellite
broadcasting, via the communication unit 209, which is
an  interface, such as a router or a modem, when
necessary.  [0:04, Note that in this specification,
steps describing a  program include not only
processing operations performed in  time series in
accordance with the written order but also  processing
operations performed in parallel or independently,
the processing operations being not necessarily
performed in  time series. - 73 1I1R1 I. A'.l 1. An.
electronic apparatus having an IC. chip  that performs
processing operations in accordance with  



transmission of a command, comprising: storing means
for storing, in association with an  application
provided by a provision server, programs  describing a
plurality of types of processing sequences and
information indicating a structure of data to be read
and  written by individual processing operations
performed in  accordance with the processing
sequences; and managing means for acquiring, from the
storing means,  the programs and the information
indicating the structure of  the data that are stored
in association with the application,  which is
identified by an identifier added to the command,
which is transmitted from an external terminal, and
for  managing data to be read and written by the
processing  operations according to the processing
sequences described in the acquired programs as data
having the structure  represented by the information
acquired from the storing  means. 2. The electronic
apparatus according to Claim 1, further  comprising:
control means for performing the processing operations
according to the processing sequences described in the
programs acquired from the storing means and
controlling 4  reading and writing of the data whose
structure is  represented by the information acquired
from the storing  means, in accordance with
transmission of the command, which  is from a
reader/writer provided so as to be used when a  



user receives provision of a specific application. The
electronic apparatus according to Claim 2,  wherein
the managing means sets different authorization  keys
corresponding to the processing sequences described in
the individual programs acquired from the storing
means, and  wherein in a case where a processing
operation according to a specific processing sequence
is performed in  accordance with the transmission of
the command from the  reader/writer, before performing
the processing operation,  the control means performs
mutual authentication between the  electronic
apparatus and the reader/writer by using an
authorization key set for the specific processing
sequence 4. The electronic apparatus according to
Claim 2,  wherein the managing means sets different
authorization  keys cor-espondai.ng to individual data
items having different  contents, the data items
constituting the data to be read and written, and
wherein in a case where a processing operation
according to a speciffic processing sequence is
performed in  accordance with the transmission of the
c.o:mr;and from the  reader/writer, before performing
the processing operation, the control means performs
mutual authentication between the  electronic
apparatus and the reader/writer by using the
authorization keys set for the data to be read and
written  by the processing operation according to the
specific  processing sequence. 5, An information
processing method for an  



electronic apparatus that includes storing means for
storing,  in association with an application provided
by a provision  server, programs describing a
plurality of types of  processing sequences and
information indicating a structure  of data to be read
and written by individual processing  operations
performed in accordance with the processing  sequences
and that. has an IC chip that performs the  processing
operations in accordance with transmission of a
command, the method comprising the steps of:
acquiring, from the storing means, the programs and
the  information indicating the structure of the data
that are  stored in association with the application,
which is  identified by an identifier added to the
co=mmand, which i.s  transmitted from an external
terminal; and managing data to be read and written by
the processing  operations according to the processing
sequences described  in the acquired programs as data
having the structure  represented by the information
acquired from the storing  means. - 76  6. A program
for causing a computer to run, the  computer
controlling information processing of an electronic
apparatus that includes storing means for storing, in
association with an application provided by a
provision  server, programs describing a plurality of
types of  processing sequences and information
indicating a structure  of data to be read and written
by individual processing  



operations performed in accordance with the processing
sequences and that has an IC chip that performs the
processing operations in accordance with transmission
of a  command, the program comprising the steps of:
acquiring, from the storing means, the programs and
the  information indicating the structure of the data
that are  stored in association with the application,
which is  identified by an identifier added to the
command, which is  transmitted from an external
terminal; and managing data to be read and written by
the processing  operations according to the processing
sequences described  in the acquired programs as data
having the structure  represented by the information
acquired from the storing  means. 


