; 07P1031 DESCRI PTI ON ELECTRONI C APPARATUS,
| NFORMATI ON PROCESSI NG METHOD, AND PROGRAM Techni ca
Field [0001] The present invention relates to an
el ectronic apparatus, an information processing
met hod, and a program and nore particularly, to an
el ectroni c apparatus, an information processing
nmet hod, and a programthat allow a provision server
of an application to be cabébré of easily causing an
el ectroni ¢ apparatus having an 1C chip to nanage S07P1031
data. Background Art [0002 The conventi onal issuance
of services to -[t'. caER@SIIoN. been performed
for exanple, in a case where an IC chip built in an IC
ELEEAIRDN X Ret i 2GR (1S ,adeEr YA BN aPROCES i N@METR®D, AND
(Operating Systen) is a general -purpose-type OS for
PRGJHANM cati ons such as a. Felica OS, by a plurality of
issuing conmand ; being transmtted from an
i ssuing-side termnal to the I1C card QC chip) and the
plurality of issuing commands being executed in the
Teqhmicer®.F{0@ : 03] Here, a service represents a range,
in which the entity 2
[0001]

The present invention relates to an electronic
apparatus, an information processing method, and a program,
and more particularly, to an electronic apparatus, an
information processing method, and a program that allow a
provision server of an application to be capable of easily
causing an electronic apparatus having an IC chip to manage
data.

Background Art
[0002]

The conventional issuance of services to IC cards has
been performed, for example, in a case where an IC chip
built in an IC card is FeliCa (trademark) and an installed
0OS (Operating System) is a general-purpose-type 0S for
applications such as a Felica 0S, by a plurality of issuing
commands being transmitted from an issuing-side terminal to
the IC card (IC chip) and the plurality of issuing commands
being executed in the IC card.

[0003]

Here, a service represents a range, in which the entity



SO7PI 031 of data, such as el ectronic noney data
itself, is managed in a file systemof an |IC card.
For exanple, a file used in Wndows (registered
trademark) corresponds to a service. in order to
access data managed in a certain service, it is
necessary for a termnal side that intends to access
the data to have the sane key as an authorization key
assigned for the certain service according to need.
0004] The issuance a servi @ Tepresents processing
for, by ensuring an area of a nenory in which S07P1031
informati on defining the service and user data such
of agatel ecdudniLs raneyt Watic ndrss) faare e stiy efhrandd in
storing such information in the nenory, creating a
a fieme seratiee o n fid e=syst emvef caambCe,car @114008ed, in
When a Serivice-issuing command. is issued in an 1C
Wirchry (mome dadaedtirnctanae k)s expreassedid naccoiedanee. In
with a conbination of units of user data for which
ordédre typeafss sppdni Manadatdh ist rauctaurterira swetvhiad: ,f drt is
accessing user data, and an authorization key to be
neasseth forf autchdmtindats lorslide  thee dageerols ek ianyeaccdds,
whi ch are defined for each OS, can. be set.
datge dor diawfl yhe edne dtbyors Sofara asohrasaridiong key assigned
application can be achieved. 006] An application
fon dfiesEitte i VIl Fr oA dEd Sy need.

[0004]

The issuance of a service represents processing for, by
ensuring an area of a memory in which information defining
the service and user data such as electronic money data
itself are to be stored and storing such information in the
memory, creating a new service in a file system of an IC
card.

[0005]

When a service-issuing command is issued in an IC card,
one data structure is expressed in accordance with a
combination of units of user data for which the type of
specific data structure, a method for accessing user data,
and an authorization key to be used for authentication in
the case of making access, which are defined for each 08,
can be set. Accordingly, realization of a corresponding
application can be achieved.

[0006]

An application represents a service provided by a



3 80721031 server (application server) Applications
include a prepaid electronic noney application, a
credit application., a ticket application, and the
l'ike. A user of an HC card receives the issuance of a
service corresponding to an application, the
provi sion of which the user wishes to receive, by
perform ng processing, suchas holding his or her IC
card over a reader/witer provided at a predetern?ggglo3l
position of a service- issuinghterninal ﬁdtsrtah
the u i.s able to receive the praovision o e

Servﬁ?ﬁﬁ @ﬁﬂ%ﬁc%}% 9929579 hé\p[plec%t@gpé fiRgtludgs a prepaid

1 ce i ved the issuance of the service. [CSC 71 In
e Legih4isn LSy entd 'a & Riseeh §Pn 1 te ticket

f a Ilcatl after the i_ssuance of a
appggfc{/a?cce |nsor gg&hvéégj(]% ‘co ﬁ&rt PAn&Ri & e&affrdoﬁ]e&elvss
dt t rid en arran to he
thel %%%(n?ﬂéivgf gr%r eac %Bfrlé:c escsdlrnrgeséypoé}%tr}% NCEMIE 99 oy
thet %‘ov'l%l%n Q)%r f\w\@{l@ld ‘J?)ye theer Q* Cé’:}{ dS tsucrhecaeslvae C%mmnd
for authentication, comrmand rea

pe r@IARBRG 100 W it gsnLQP%%?%gHIﬁ%&; QM§3§$:WH?

certain applicationis re
ovel @CeSSIRG Aparatl NS, SULY as aéﬂ;tkeéH ik %Os%.g:flocl:x of

card, reading of data fromthe card, Wit
a séawad@}ﬂéﬂﬁﬂd§ Qﬁﬁﬂujﬁﬂ”apﬂkt%@t%ﬁﬁt§e%ﬁ%ru@%%d§st9ble to
receive the provision of the application by utilizing the IC
card that has received the issuance of the service.
[0007]

In addition, conventionally, a command to be used in
the operation of an application after the issuance of a
service 1s received (a command transmitted from a
reader/writer to an IC card) has been arranged to be defined
for each processing operation (each function) that 1is
performed by the IC card, such as a command for
authenticaticn, a command for reading, or a command for
writing.

[0008]

Thus, in a case where a certain application is realized
by individual processing operations such as authentication
of an IC card, reading of data from the IC card, and writing
of data to the IC card, an application server needs to

perform design processing and make preparations such that



perform desi gn processi ng and make preparations such
that 4 --. 507.x1031. commands can be transmtted, in
units of functions, to the I1C card froma term nal
used by a user in a case where the provision of the
application i s received. An OS of the IC card needs
to interpret individual commands transmtted in units
of functions fromthe reader"/Witer and to perform
processi ng operations corres ZEondl ng to the individual
commands, 11000 91 Meanwhi | in a case where an OGS
installed inan IC chipis a platformtype 0S, sucf’7P1031
as a. MILTOS (trademark) or Java (registered.
cornatETark) Kaartatdel tissdance @fies Sef viegctisdns, to the
performed when a service-issuing program prepared by
IC ammappii@atd oreservel oyl oadedusént on an ¢S earite@nd-he
the downl oaded programis executed. in the
proeryiae-aBSsthagpprogptaign . ia datalaedt r uet WrSe odf thikee IC
service that necessary for realization of an
camgppldest ion, it evephod ¥oilnehayl ngeramakey, tamusithieted in
like are defined by the application server. [0010] In
uniggdi a§ on@fi@rs theon s & - f el sef viee e perform
performed as descri bed above, the application is
prqce%qsflzréﬁ ORGEH: 0T Gyt &Nk FRAD SPeF at? nig'¢ hendbpldeat i on
d vvnI oaded into the C card and the downl oaded
COHB? mis executed. [0011]

[0009]

Meanwhile, in a case where an 0OS installed in an IC
chip is a platform-type 0S, such as a MULTOS (trademark) or
Java (registered trademark) Card, the issuance of a service
is performed when a service-issuing program prepared by an
application server is downloaded into an IC card and the
downloaded program is executed. In the service-issuing
program, a data structure of the service that is necessary
for realization of an application, a method for managing a
key, and the like are defined by the application server.
[0010]

In addition, after the issuance of the service 1is
performed as described above, the application is realized
when a program for operating the application is downloaded
into the IC card and the downloaded program is executed.
[0011]

Fig. 1 is an illustration for explaining a conventional

service-issuing method for an IC card in which a general-



Fig. 1 is anillustration for explaining a

conventional service-issuing nethod for an IC card in

whi ch a general SO07PI D31 purpose-type OS for

applications is installed. [0012° As shown in Fig, 1,

the issuance of a service is perfornmed by a

service-issuing system1l. The service. issuing system

1is, for exanple, a system_that provided by an

appl i cation server and i s constituted by a service-

i ssuing termnal 11 and a service definition databa8éP1031

1. A reader/witer. 1.1:? is provided at a
purpoedettend ed fposiadpdn aeft i drire ilousisg lofed .he

service--.issuing termnal 11. The service--issuing
[00dydtem 1 may be constituted by a single apparatus or

nag be constituted by a plurality of apparatuses.

[ 0051sBownARn| Eigar d,2the aseeanget béss s€rvarce dwned

by a user who wi shes no receive the provision a
peré%’ééleﬁ Y applaatdcon.ssuingesysden slsui Aef areviion—21
._and a file system22 are inplenented in the card. 2.
1SSPHE IS SPAATEEL 1 dui HPT BHAIRIF 2B £Whfet itgmt 1s provided

i_mpl ement ed when a specific programis executed by an

Y PE Shifp. L Ot Fer e 1288ty CHFURCHT R 2 PY mt erqpretcs-

Lo BaPY Yeaclar U0 SOTEAS LipALed tamle 1,
cealB3aNsecy 2eaissy T (S HALSLARI SR ) on oo
thef Exig%'s 1'1'1"(}] %rfd etrhet %err%%jev—el stshueinigs sc%af%ierlaq 1t1h.e %‘%re\/i ce.
service-issuing system 1 may be constituted by a single
apparatus or may be constituted by a plurality of
apparatuses.

(0013]

An IC card 2 is a contactless IC card owned by a user
who wishes to receive the provision of a specific
application. A service-issuing function 21 and a file
system 22 are implemented in the IC card 2. The service-
issuing function 21 is a function implemented when a
specific program is executed by an IC chip. The service-
issuing function 21 interprets a service-issuing command
transmitted from the service-issuing terminal 11 and
performs the issuance of a service. The file system 22 is a
file system for managing data stored in a memory of the IC

chip. In order to receive the issuance of the service, the

IC card 2 is placed over the reader/writer 11A of the



IC card 2 is placed over the reader/wier 1.1A of the
- ¢ -' SO P1031- service-issuing termnal 1].. [0014]
When the IC card 2 is placed over the reader/witer M
in process P1, the service--issuing termnal 11
queries the service definition database 12 as to a
command paraneter to be added to a service-issuing
conmand that is to be issued to the IC card 2, as
shown in Fig. 1. [0015] Wen receiving the query from
the service--issuing term Ral 11, in process P2, the
service definition databaso 12 sends, as a response/P1031
a comand paraneter for designating a data structure

Sergqegqug@qh@gt@qnhmgltmge of service to he issued, a
met hod for accessing user data, and the like, [0016 ]

roowhaen receiving the response fromthe service

definition database 12, in process P3, the
SEh¥hCehksgui R riceraminalplldced rensni tise teadde/dCicardlla,
2, a service-issuing conmand including information,

n addedstsherlgt ahas s& roomeanic spamanateeminadbtldi mee b st hde
query to the service definition database 12. The

sernvriars miessinart ioh tdeetadersd dé- isssting comrand @adameger to
command paraneter is performed through the

be pe@der /oar it eerVise- 160017 ograRnedeiali g ttieebe issued
servi ce-i ssuing command and the comand paraneter

to tthendf teed Zromst & ogey vitcdi%sdi-ng
[0015]

When receiving the query from the service-issuing
terminal 11, in process P2, the service definition database
12 sends, as a response, a command parameter for designating
a data structure corresponding to the type of service to be
issued, a method for accessing user data, and the like.
[0016]

When receiving the response from the service definition
database 12, in process P3, the service-issuing terminal 11
transmits, to the IC card 2, a service-issuing command
including information, added thereto as a command parameter,
obtained by the query to the service definition database 12.
The transmission of the service-issuing command and the
command parameter is performed through the reader/writer 11A.
[0017]

When receiving the service-issuing command and the
command parameter transmitted from the service-issuing

terminal 11, the service-issuing function 21 of the IC card



termnal 11, the service-issuing function 21 of the is

card r SO7P103':. 2 interprets the service-issuing
command and, in process P4, perforns 1C-card interna
processing. By the SC-card: internal processing

performed here, service definition information 22A is
generated on the basis of the command paraneter
transmtted, together wth the service-issuing
conmand, fromthe service-is wing termnal 11. The
service-- issuing function 21 perforns mappi ng of £ldFL031
service data structure in the file system22 in

2 pdEImiatce e IF el casersA e defdmmianidrriichf ormatiaress P4,

ly, the service-jissuing function 21

A Accordiqg
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NS ECes $LOSCS Y Rided d&fishg FamttGorfietinition
: ransmts,.to. the service-issuing termnal 11,
in ST 277 i RIS HHRIOT THEE RS GThq jgonmand
ice e C | eted. [0O0 The conventj ona
pali%g{se\ljcaeﬁ:céc 0 Sz?\nlgcrelcre\?gggc egcqﬁer[eﬁ“ FHST msd s et 0uy
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ormation efining

; L uct N rati of such
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service definit nnot I'eve

str@Rhy:r@ Singhe exahange perat i;on J Jrpscesses (B3 and
P5. in these cases, "the exchange operation In

serPieeesses nR3 iand iRF Jrndt8RRAIEH 8 Accordingly, the

service-issuing function 21 performs the issuance of the

service.

[0018]

When the issuance of the service has been completed, in
process P>, the service-issuing function 21 transmits, to
the service-issuing terminal 11, information indicating that
the issuance of the service has been completed.

[0019]

The conventional issuance of a service has been
performed as described above. In the generation of service
definition information for defining a desired service data
structure, in some cases, the generation of such service
definition information cannot be achieved by only a single
exchange operation in processes P3 and P5. In these cases,
the exchange operation in processes P3 and P5 is repeated a

plurality of times.



plurality of times. 307P10i1 X0020 Fig. 2 is a
flowhart for explaining a conventional. ~ process
performed between the reader/witer and the 7=C card
2 at the tine of the operation of an application in
accordance with a paynent sequence. As processing
sequences that define a process perfornmed between the
reader/witer and the IC card 2 at the tine of the
operation of an application, a charge sequence for
i ncreasing the bal ance of ~ & ectronic noney, a PIN
sequence for performng authentication by using aSPI/R1031
(Personal ldentification Nunber), and the like, as
oced] as the paynent sequence, are available, ;00211
The process of Fig. 2 is perfornmed when the I1C card 2
Marrikas 7 eiceiav e dWiehd 1SS e &1 A rSieTyV i € & oSy eSa\Wm al 1N
Fig. 1 is placed over the reader/witer of a termna
préd@tsiserpoovedease socas tloe becused/ byiaetsetd wien tThecard
user receives the provision of an application 0022.
2 &t ephd' titdeof edderdpawrat eon pef fon nsppbycdtramsnin ti ng
a Polling command, search for and acquisition of the
accfClanar dvi2h wh thawheeh sdeuereeer /Awr ittecassifng sequences
communi cate. [0023, In step 521, the IC card 2
thalecds Ve t hePPot ¢ pgPeohvEined between the reader/writer

and the IC card 2 at the time of the operation of an
application, a charge sequence for increasing the balance of
electronic money, a PIN sequence for performing
authentication by using a PIN (Personal Identification
Number), and the like, as well as the payment sequence, are
available.

[0021]

The process of Fig. 2 is performed when the IC card 2
that has received the issuance of a service as shown in Fig.
1 is placed over the reader/writer of a terminal that is
provided so as to be used by a user when the user receives
the provision of an application.

[0022]

In step S1, the reader/writer performs, by transmitting
a Polling command, search for and acquisition of the IC card
2 with which the reader/writer is to communicate.

[0023]
In step S21, the IC card 2 receives the Polling command

transmitted from the reader/writer. The IC card 2 proceeds



transmtter fromthe reader/witer. The 1C card 2
proceeds SO 7-'1031 to step S22 to respond to the
Pol Ii ng command. [00'4 Wen the response fromthe IC
card 2 is transmtted, the reader/witer receives the
response in step S2. The reader/witer proceeds to
step S3 to perform by transmtting a nutual
aut henti cati on command, nutyal authentication between
the reader/witer and the IC card 2. [0.0261 in 5%89P1031
323, the ::C card 2 receives the nutual
aut hentication command transmtted fromthe reader
to pwmert §22 tThedsPoarar d R threodeeldsingm simemr3l4 t o read
specific information to be used for nutual
[00gdtlhentication froma nmenory and transnit the read
information to the reader/witer, [0026; Wen the
i nfBRRatEnrE6PPESAs Ed Mot hrutGalcarduhént iteanisan tited,
transmtted fromthe IC card 2, the reader/w:iter
the g&&idred id ST fIGGRiSoh GhE sissPosse Jroeler the t Rge

oot e orri i s et WAk
BRSSO I DR SRRl
aut?%igg éﬁ\?\c;ifbtnte :k]aeeazﬁﬂgeyceglg th;ee;(rgecag({eier?’]vg%ilgcoegrg Iratr{cp I’]dhet hleC card 2.
[0025]

In step S23, the IC card 2 receives the mutual
authentication command transmitted from the reader/writer.
The IC card 2 proceeds to step S24 to read specific
information to be used for mutual authentication from a
memory and transmit the read information to the
reader/writer.

[0026]

When the information to be used for mutual
authentication is transmitted from the IC card 2, the
reader/writer receives the information in step S4.

[0027]

In step S5, the reader/writer checks whether or not the
amount of money to be paid meets a payment execution
condition. 1In a case where the reader/writer confirms that
the amount of money to be paid meets the payment execution

condition, the reader/writer proceeds to step S6. For

example, the upper limit of the amount of payment may be set



exanpl e, the upper limt. of the anmpbunt of paynent may
be set 10 307P1031 as a paynent execution condition.
In this case, only the anpbunt of nobney not exceedi ng
the upper Iimt anount of noney can be paid, [0028;
In step 36, in order to check whether or not the
current tine falls within period of validity of the
service, the reader/witer transmts, to the IC card
2, a Read command {a command for reading) including
an identifier, added theret® as a conmand paraneter
representing the position in which information S07P1031
indicating the period of wvalidity of the service is

as 3 YEeherft0Q2Q 1t The ROHAY iQfn vakhdithyscanshe éﬁﬁyfgﬁe
a Service issued to the IC card 2. The perlod

amoYidh! @it YnoRfe A nSRl WG ddS nd @MLsQPad 1U$iitg amount of
informati on on part of a. service data structure

mon@€f igaed ey psarvi ce definition information. At the
time or the issuance of a service, the position in a
[oomerory  where each piece or information constituting a
service data structure is stored is defined by
seffui eeedefbni thonrdenf opmatieok. wAesherage posi then of
each piece of information to be read is identified by
curaenitdentrief iferl 1 st maridmint ttée & ra ccomfand lparidnetadr tofe a
Read command from reader/witer. the
service, the reader/writer transmits, to the IC card 2, a
Read command (a command for reading) including an identifier,
added thereto as a command parameter, representing the
position in which information indicating the period of
validity of the service is stored.
[0029]

The period of validity can be set for a service issued
to the IC card 2. The period of validity of a service is
represented using information on part of a service data
structure defined by service definition information. At the
time of the issuance of a service, the position in a memory
where each piece of information constituting a service data
structure is stored is defined by service definition
information. A storage position of each piece of
information to be read 1s identified by an identifier
transmitted as a command parameter of a Read command from
the reader/writer.

[0030]

In step S25, the IC card 2 receives the Read command



[0030] In step S2 the IC card 2 receives the Read

command | 50; 21031 transmitted fromthe

reader/witer, and reads the information indicating

the period of validity of the service fromits

storage position identified by the identifier

transmtted as a command paraneter of the Read

command. The |IC card 2 proceeds to step S26 to

transmit, to the reader/witer, the read i nformation

indicating the period of validity of the servi ce, SO7P1031

[00311 When the information indicating the period of
trav@miditteyl firont tars mebtded /fimdmetrthe aln@ caradis2,thtehe

reader/ niter receives the information in step S7. 0
infprmatistep n8g catthe o sade pewdiace o fc vedksli ton athe hzasiegvice

of the information transmtted fromthe 1C card 2,
frofhéitives torragroPoshd lotr deen tiiffed &Y $hwi tildiem ttifd et ne

period validity of the service. In a case where the
trapsgdéiafr ifte? COBRRINCTE aRae tee durttentRegdrecpiangl.  The

wthin the period of wvalidity, the reader/witer
IC FPgCecd P15 SCEp 1o StREO TSP Hoh trep™sd, % drtfer

check the bal ance of electroni.c mnoney stored in the
reafderdyrd te rtgﬁdé‘rea\ﬁrilt“éP.r“tart&r‘fg}ﬁlﬂk‘%lcattomt%etheCP@ﬁld)d 2t

ommand including an identifier, added

2,..th
Va]ilﬁiérté’tegﬁgatg]&ﬁﬁgﬁalﬁfranet er, representing the
{0031]

When the information indicating the period of validity
is transmitted from the IC card 2, the reader/writer
receives the information in step S7.

[0032]

In step 88, the reader/writer checks, on the basis of
the information transmitted from the IC card 2, whether or
not the current time falls within the time period of
validity of the service. In a case where the reader/writer
confirms that the current time falls within the period of
validity, the reader/writer proceeds to step S9.

(0033]

In step S9, in order to check the balance of electronic
money stored in the IC card 2, the reader/writer transmits,
to the IC card 2, the Read command including an identifier,
added thereto as a command parameter, representing the
position in which information indicating the balance is

stored.



position in which information indicating the bal ance
is stored. - 12 SO07F1031 (0034] in step 327, the IC
card 2 receives the Read command transmtted fromthe
reader/witer, and reads the information indicating
the bal ance of electronic noney from its storage
position identified by the identifier transmtted as
a command paraneter of the Read conmand. The |1C card
2 proceeds to step 528 to transmt the read
i nformation indicating the balance to the
reader/witer, [0035] Wwen the information indicafPrglo3l
the bal ance of electronic: noney is transmtted from
roodyg 1C card 2, the reader/witer receives the
information in step SIC. [0036] in step 511, the

readestwpi ter, cheekscwhet-her eecnotest hBebakanaceofnand
el ectronic noney stored in the I1C card 2 exceeds the

traaintccef Mayneile ddndercase ther erddergpBdemaniter
confirnms that the bal ance exceeds the anpbunt of
inflaaymmnton tihelireeaderd whd éralpnoceeds dle gtrem iS1 21dEd38 Erom
In step 312, the reader/witer transmts, to the IC
itscarttbrige P ittel cgo nimied: i(fal esb by rdred fdem tirfiitdmg)
including identifiers, added thereto as conmmand
trapeareistest 5 reeprassEtd g ndvee et tfe pate moradd-he The
position in which
IC card 2 proceeds to step S28 to transmit the read
information indicating the balance to the reader/writer.
[0035]

When the information indicating the balance of
electronic money is transmitted from the IC card 2, the
reader/writer receives the information in step S10.

[0036]

In step S11, the reader/writer checks whether or not
the balance of electronic money stored in the IC card 2
exceeds the amount of payment. In a case where the
reader/writer confirms that the balance exceeds the amount
of payment, the reader/writer proceeds to step S12.

[0037]

In step S12, the reader/writer transmits, to the IC
card 2, a Write command (a command for writing) including
identifiers, added thereto as command parameters,
representing the amount of payment and the position in which

the balance is stored.

[0038]



the balance is stored. 0038] - 13 SO07P1.031. 1In step
529, the ! Ccard 2 receives the Wite commuand
transmtted fromthe reader/witer. The IC card 2
proceeds to step S30 to perform a paynent
transaction. In the paynent transaction, the current
bal ance of el ectronic noney, the storage position of
which is identified by the i?entifier transmtted as a
command paraneter of the Wite command, is
overwitten with the amount of -Honey that is S07P1031
obt ai ned by subtracting the anount of paynent fromthe
pr éui etispb8bancehe[ 0838hrdWerethe verertiwel Wirdgeotothand
bal ance has been successfully performed, in step 531
tramsenilt t@de dirdn? threansmdes,/ witid etvthe Teadér/ wairtieR, paoceeds
success response, which is information indicating
to tshate ¢ pay memtt anmars gctvinem thas dyeserct isuccedsf they
performed. [00401 When the success response is
Pavimeats e friom t Hed Curesnl 2ataece eaferlactrenic money,
recei ves the success response in step 51.3. [0041]
the $torage’ POSItHO™ dd ey tisy ied R thee HC
.. card 2, the Wite command including identifiers,
1deqdddd ST (P ot G SRR $2 18k eserith dia Hrite

val ue of al, : . :
command, %s overwritten with the amount of money that is

obtained by subtracting the amount of payment from the
previous balance.
[0039]

When the overwriting of the balance has been
successfully performed, in step S31, the IC card 2 transmits,
to the reader/writer, a success response, which is
information indicating that the payment transaction has been
successfully performed.

[0040]

When the success response is transmitted from the IC
card 2, the reader/writer receives the success response in
step S13.

[0041]

In step S14, the reader/writer transmits, to the IC
card 2, the Write command including identifiers, added
thereto as command parameters, representing the value of an
access log and the position in which the access log is

stored.



access lo: and the position in which the access log is
stored. - 14 SO07P1031 [ 0042] in step 532, the IC
card 2 receives the Wite command transmtted from
the reader/witer. The I1C card 2 proceeds to step S33
to perform access-log witing processing. In the
access-log witing processing, the value of the access
log is witten at the storage position identified by
the identifier transmtted as a comrand paraneter of
the Wite command. 100431 l¥hen the witing the val ue
of the access log has been successfully perfornedsOi7R1031
step 934, the ICcard 2 transmts, to the
[oggader/witer, a success response, which is
information indicating that access-log witing

pr aeessicng s33s theen csueaes Sf Wdae ipessf eheedr 18044imand
When the success response is transmtted fromthe ]-C

trayegntl. t t3d tiheont eaderfamddefwirecet vegThieh@CSueeess proceeds
response in step 515. Accordingly, a series of

to mtogessi hg opsratd ons cdiased @n wiet jpay nentcesequence In
is conpleted. [0045" As described above with

the ef@rentela® wriging phecedsisuancehofval wserafi ddrarmcdess
performed by using a plurality of commands. in

Llocadidgt t1o;teas afesidrd dd sty oot tthi qrefietearicg ied by the

identifier transmitted as a command parameter of the Write
command .
[0043]

When the writing of the value of the access log has
been successfully performed, in step S$34, the IC card 2
transmits, to the reader/writer, a success response, which
is information indicating that access-log writing processing
has been successfully performed.

[0044]

When the success response is transmitted from the IC
card 2, the reader/writer receives the success response in
step S15. Accordingly, a series of processing operations
based on the payment sequence is completed.

[0045]

As described above with reference to Fig. 1, the
issuance of a service may be performed by using a plurality
of commands. In addition, as described above with reference
to Fig. 2, the process based on one processing sequence for

realizing an application is performed by using a plurality



to Fig. the process based on one processi ng sequence.
for realizing an application perforned by using a
plurality SO7P10 1 of comrmands that are defined units
:Functions of an M card. [00..a6 n Parent Docunent
1, a technology for perform ng cooperative processing
bet ween card applications an the basis a cooperative
coupon in which the proce§si$g detail s cooperative
processi ng between a pluraltTty of. card applications
and conditions under which the cooperative shoul g>07FP1031
processi ng shoul d be perfornmed are described is
of diogglapsied.thiat Pateerte Docgremt it sam felfectatonine key an IC
systemin which a nobile term nal and a contactl ess
CarPec card are conbined disclosed. Patent Document
J apanese Unexam ned Parent Application Publication
[ ! 2005--316992 Patent Docunent 2: Japanese
Unexam ned Patent Application Publication No. .
2008- 385656 BPSEl68ir é-of FRFEACILEAY Teéhmepeaprming
Problei -t [00471 As descrlbed above, in aorder to
COO&&&F&E@%&&OC@&S&&% FoteR CorirermARdnalatrigs on the

di vid | t need to
025 e Chm aE OERE T e BErcs T . ol s (O

det%éré_rl_éc il oo%%q:a 1[%7reo%ersbscles%1ng Y% nc(%ﬂeeefno ra %3 Cuersa Ilq.%/ onfe
card applications and conditions under which the cooperative
processing should be performed are described is disclosed.
In Patent Document 2, an electronic key system in which a
mobile terminal and a contactless IC card are combined is
disclosed.

Patent Document 1: Japanese Unexamined Patent Application
Publication No. 2005-316992

Patent Document 2: Japanese Unexamined Patent Application
Publication No. 2005-285056

Disclosure of Invention

Technical Problem

[0047]

As described above, in order to operate applications
for a conventional IC card, individual application servers
need to devise a method for storing user data in a file
system at the time of the issuance of a service (a data
structure) and a processing sequence for accessing the user

data at the time of the operation and to design the



data at the time of the operation and to design the -
16 10_ ~r?1031 operation system [0048]
Specifically, for each application server, the data
structure of a service, such as in which positionin a
file systeminformation indicating the period of
validity of a, service is stored and in which
position information indicating the bal ance of
el ectronic noney is stored, nust be defined. in
addition, in order to reati e a payment transaction,
for each application server, the flow of a seriesSeffP1031
paynment operations, such as at which timng the
opddeltiiod ofymalj dity of the service is to be checked and
at which timng the balance is to be checked, nust be
[ogdesi gned. [004 Thus, since user data is managed in
accordance with service data structures that have
beepccidependent lnp rdekichedpday dandiori duatvapp! ittat icern.a
servers, a stabilized systemcan be provided in
stracgorgance aMddral ser \vduoeh ded airstwhuictureo s ideffameich by faile
certain application server, whereas a stabilized
syssyesit em fcammotidre jpravdadeichyg ntltae qoedarmt eowitdl igdlity of a
service data structure defined by a different
semappld ciat | VP reskraret | InAgIdiestt ri dedt abovie) faamdtaisbeen
~difficult to ensure the security and quality of a
indhysttaiig the Jifaren minrerecimpugitrnca pt wrteatiady grust

bezié¥£é§gjo%n$%%é?2ibn, in order to realize a payment
transaction, for each application server, the flow of a
series of payment operations, such as at which timing the
period of validity of the service is to be checked and at
which timing the balance is to be checked, must be designed.
[0049]

Thus, since user data is managed in accordance with
service data structures that have been independently defined
by individual application servers, a stabilized system can
be provided in accordance with a service data structure
defined by a certain application server, whereas a
stabilized system cannot be provided in accordance with a
service data structure defined by a different application
server. As described above, it has been difficult to ensure
the security and quality of a system in a uniform manner
throughout a plurality of application servers.

[0050]

In addition, in the payment sequence described above



0050=1 in addition, in the paynent. sequence

descri bed above - 17 SO7/P1.031. wth reference to

Fig. 2, the operation has been perforned in which

after the balance is once read from the 1:.C card and

the reader; witer side determ nes that the bal ance

exceeds the anobunt of noney to be paid, whichis to

be reduced fromemtted. the balance, a Wite conmand

for reduction is transmtt Thus, it has been

necessary for the readerIMW|ter to issue a plural$9@91031

of nrcands to the I1C card. [0051] In addition, in
witheadifngeotedavaffigonZanth€ oaedatmonahaerdaﬁoepwtfbrmed

conventional command for a FeliCa OS, since data that
in whhcbeafead byeabsilagre Aeading operatirom tsedéfi nedd and

as data having a fed length., in a case where, for
theexaﬁﬁpé/wrmt@rnﬁ@ﬁ@ndeﬁémwapeﬁgtbﬁé bhEahedanse exceeds

informati on having a data anount | ess than that
thecarpespoAdi RENEY tRePef PRAE | FRGCR, 15t tPsPRmpesisicsie from

to read only the information indicating.the bal ance.
theTﬁﬁéanGﬁmeée@§éF? Fﬁﬂ@ﬁﬁ&tﬁ@ﬁ €&§P§th8rl§a§ﬁaB§@Rtt§ﬁ

execut D for nmana of transactions, or th
ThuFrkéf b@ﬁt ?ﬁ@d“?ﬁetsﬁ ré’a rol § BPEORT/¥S 14 datls isSue a

co talnln & |on |nd|cat|ng t he

olupgrifyS8 EMnaRg il [0052]  In

[Oogilljtl cul ar, since WI reI ess communi cations are

In addition, in reading of data from an IC card in
accordance with a conventional command for a FeliCa O0S,
since data that can be read by a single reading operation is
defined as data having a fixed length, in a case where, for
example, information indicating the balance is information
having a data amount less than that corresponding to the
fixed length, it is impossible to read only the information
indicating the balance. Thus, unnecessary information (data
for cash back, an execution ID for management of
transactions, or the like) contained in the same data block
as a data block containing the information indicating the
balance is also read at the same time.

[0052]

In particular, since wireless communications are
performed between the IC card and the reader/writer and the
instability and spreading property (leakage property) of

transmission is high compared with wired communications,



performed between the IC card and the readers r7ritei
and the instability and spreadi ng property (| eakage
property) of transm ssion is high conpared with wred
conmuni cations, - 18 there is a demand to reduce the
nunber of data transm ssions as nuch as possible and
to transmt only the necessary m ni num anount of
data. [005?] in the conventional FeliCa OS, an
aut hori zati on key can be_a;gigned to a data bl ock
having a fixed length and the access right can be
set. However, the access right cannot be set for each
pi ece of information to be used for a correspondi ng
theneodes S rdprapet dtd orediefd nde byursb ey orfeskitiyy transmissions
sequence, such as only informatjon indicating the
as FAdEhEE dossidflsr mnd o irdistitheenhe g ingFEesfsary
~validity. In addition, for a certain data item for
mindfaip|@ioUWte Ac & ri ght cannot be set for each of
divi ded use states, such as the right to increase the
unt of noney and the right to decrease the anpunt

O OREH chOSREL T, BRIIE, G o L9 8 B0, ey can
v SHSHIRESED, 15 LR AT A e eng ere
o MRS ) SCL A PRI AU I SO o
be @e%tf&nie%&p&?ireaé@%ﬁci%dyr&gtit& &b pe used for a
corresponding processing operation defined by a processing
sequence, such as only information indicating the balance or
information indicating the period of wvalidity. In addition,
for a certain data item, for example, the access right
cannot be set for each of divided use states, such as the
right to increase the amount of money and the right to
decrease the amount of money.

[0054]

The present invention has been designed in view of the
above-described circumstances. The present invention allows
a provision server of an application to be capable of easily
causing an electronic apparatus having an IC chip to manage
data.

Technical Solution
[0055] An electronic apparatus according to an
aspect of the present invention having an IC chip that

performs processing operations in accordance with



aspect of the present invention having an |IC chip that
perforns processing operations in accordance with i Q
transm ssion of a command includes storing neans for
storing, in association with an application provided
by a provision server, prograns describing a
plurality of types of processing sequences and
information indicating a-structure of data to be read
and witten by individual processing operations
performed in accordance with the processi.

d f
traé?%#?ﬂ%%ﬁegﬁg’ fﬁmmgﬁggfgﬁ%nﬁﬁﬁgiﬁggqﬂi Wéhn%ngor sgorlng’
in éggk)E%gltEg .E\Ig%hsgg‘luggbﬁﬁ.gcgftlot}le %t\lﬁdv\ﬁ,a% arepSrtOerleSC:iLon
I N associ ati on h

serb@ent bEbedaRL aBskdeptLil ef %@%qq ;/Oo%h%ry%%nal *nd

Istransmtte extern

pro&@%sﬁﬁ@agbageqégé %ﬂdbgnE%Q%a%Q@n 1hHH%ﬁtQ% %h%tructure

procesSi ng ‘operations according to the processing

of §efHeneescdesai had Wi ithenagquiined RLRGNARE R 3atdy
having the structure represented by the infornmation

ope8&€llbhedpbir@frmbhe ist aticbgdARRS wiltd0%6t PERRl=dling
neans for performng the processing operations

seqaenoedi ngntiombhe gRhagC 8S3INRY f3equeRtes idescrihed the t he
prograns acquired fromthe storing neans and
storonyrmkbhnsg theagdirngramd whic ithg dfhfohtmaddion WheSeating
structure is represented by the information acquired
thef sbmutherst ofi tge meansthien aceorsdaree dint kssociation
. transm ssion of the command, which is froma o
withehber Arpilieptprovi vedcho igs identse fiilseld byhem ddentifier
added to the command, which is transmitted from an external
terminal, and for managing data to be read and written by
the processing operations according to the processing
sequences described in the acquired programs as data having
the structure represented by the information acquired from
the storing means.
[0056]

Control means for performing the processing operations
according to the processing sequences described in the
programs acquired from the storing means and controlling
reading and writing of the data whose structure is
represented by the information acquired from the storing
means, 1in accordance with transmission of the command, which

is from a reader/writer provided so as to be used when a

user receives provision of a specific application, can be



user receives provision of a specific application, can

be 20 - further provided. [00571 The nanagi hg neans

can be caused to set different authorization keys

corresponding to the processing sequences described

in the individual progranms acquired from the storing

nmeans. In a case where a processing operation

according to a specific processing sequence is

performed in accordance wi,th the transm ssion of the

command fromthe reader 74 ter, before per f or m ng

the processing operation, the control neans can be

caused to pe_form nutual - authentication between the
furehect ponvédappar atus and the reader/witer by using

an aut horization key set for the specific processing
[00§@duence. [0058heThenagnagi ngamsaganche beusadséd set

set different authorization keys corresponding to
diffpgeptdadthogara tiicamkeliayceg résbracdny tontést prockesing

data itens constituting the data to be read and
seqaiienpeeendeprrabedsan wher dndiyieeadsPigIspaeaficaired from

according to : specific processing sequence is ,
thepgtPELREdMPANEccorBaRc €3fFt WRERE 3t PARSFISSSPEn OBF e o

cognand fromthe .reader/'witer, before perforgin .
accpRalpPot8ssi fgGpdrat PORCEEREMoREABE rEans E&R OEE‘ed ==

d . l. h ' b h
accGPURTF 6 "BpsaFat 08 "HASEHE" BRGTFw  TBA By oemgne

cealf/ FYLRETT EBTLOR KRYRoRR Lk B, SRR EpL 000 1.

processi ng ation

thetB8n§98§iEggnspEgﬁeﬁéiBgugggu%gcﬁerform mutual

authentication between the electronic apparatus and the
reader/writer by using an authorization key set for the
specific processing sequence.

[0058] The managing means can be caused to set
different authorization keys corresponding to individual
data items having different contents, the data items
constituting the data to be read and written. In a case
where a processing operation according to a specific
processing sequence is performed in accordance with the
transmission of the command from the reader/writer, before
performing the processing operation, the control means can
be caused to perform mutual authentication between the
electronic apparatus and the reader/writer by using the
authorization keys set for the data to be read and written
by the processing operation according to the specific

processing sequence.



21 307P' 031 [00 9] An information processing nethod
or program according to an aspect of the present
invention includes the steps of acquiring, from
storing neans, programs and information indicating a
structure of data that are stored in association with
an application identified by an identifier added to a
conmand transmtted from an ?xgernal termnpal; and
managi ng data to be read an% witten by processing 1031
operations according to processing seguences descr tBéd
in ~~ the acquired prograns as data having the
[00stHX]lucture represented by the information acquired
fromthe storing neans . [0060] in an aspect of the
pr 88eanfpnventpronprpregeams awdhoidnfoor mabigoam according
indicating a structure of data that are stored in
Lo a8saSPaGtorr ittt aresspiti datieor ddeniridliveld shytheen steps of
identifier added to a conmand transmitted froman
acoEraral o8 MbeAlingr @eaequi REP IV STet i img qreEis,on
and data to be read and witten by processing

Inddsatdfidons St isddgididtg o2 grivdessichd iseqirerices

oS50 T U, SERICed pLOUAIE )5 fonaged a8 data
add2%d L&ior %d cform(l)nrél]lrltc!1 %rsétnosrn{i er(r:ie af’]rsdm Aéldnv aergcttae enoa S tEefrfmei%tasl;
and managing data to be read and written by processing
operations according to processing sequences described in
the acquired programs as data having the structure
represented by the information acquired from the storing
means.

[0060]

In an aspect of the present invention, programs and
information indicating a structure of data that are stored
in association with an application identified by an
identifier added to a command transmitted from an external
terminal are acquired from storing means, and data to be
read and written by processing operations according to
processing sequences described in the acquired programs is
managed as data having the structure represented by the
information acquired from the storing means.

Advantageous Effects
[0061]

According to an aspect of the present invention, a



[006"; According to an aspect of ..he present
invention, a - 22 S07P1031 provision server of an
application is able to easily cause an electronic
apparatus having an i C chip to nmanage data. Brief
Description of. Drawings [0062] (Fig. 1] Fig. Ais an
illustration for explaining a conventiona
service-issuing nmethod. [Fig. 2] Fig. 2 is a flowhart
for explaining a conventional process perforned

bet ween an 1G card and a —r&ader/witer, [Fig. 3] Fig.
3is anillustration for explaining a met hod for S07P1031
issuing a service in an information processing system

pr RAGATH %Itv%rarbfe@f)‘gpfﬁ@tca%fl&thSoraQﬁ%mtd RentliOkbause
[Fig. 4 Fig. 4.is an'illustration show ng an exanpl e

an @1 ddHremet Ia@ﬂ{'@:dﬂ%@tﬂmrﬁ; dat acstdnig Wee fafaeacinta.
appl i cation Fig. 5] Fig. 5is a flowhart for

Bri@xplmisimneta iy eceSsawielfor med at the time of the
I ssuance of a service. [Fig. 6] Fig. 6 is an
[odddjustrati on showi ng an exanple of service data
structures. [Fig. 7] Fig. 7 an illustration show ng an
exdifpbe 10f Faghasi dssyst emlocenfregurat ifom atptlhentingea
of the operation of an application. [Fig. 8 Fig. r
corniverdn drld lustaratiiasr istrouing et hodanpl e

[Fig. 2] Fig. 2 is a flowchart for explaining a
conventional process performed between an IC card and a
reader/writer.

[Fig. 3] Fig. 3 is an illustration for explaining a
method for issuing a service in an information processing
system according to an embodiment of the present invention.

[Fig. 4] Fig. 4 is an illustration showing an example
of information indicating a data structure for each
application.

[Fig. 5] Fig. 5 is a flowchart for explaining a process
performed at the time of the issuance of a service.

[Fig. 6] Fig. 6 is an illustration showing an example
of service data structures.

[Fig. 7] Fig. 7 is an illustration showing an example
of a basic system configuration at the time of the operation
of an application.

[Fig. 8] Fig. 8 is an illustration showing an example

of a service data structure 31 in Fig. 6.

[Fig. 9] Fig. 9 is a flowchart for explaining a process



of a service data structure 31 in Fig. 6. [Fig. 9]

Fig. 9 is a flowhart for explaining a process S

17P i 031 perforned between an IC card and a

reader/witer. [Fig. 10] Fig. 10 is a flowhart for

explaining a process of an IC card perforned in

accordance with a paynent sequence. [Fig. :1.1] Fig,

11 is a flowchart, follow the flowhart of Fig.

10, for explaining the process of the :[C card

performed in accordance with the paynent sequence.SO7P1031

[Fig. 12] Fig 12 is an illustrati on show ng anot her
peréramplebeftwelke ser iCceadat anst ructe@de r3vriiteki.g. 6.

[Fig. 13] Fig. 13 is an illustration show ng an

exbiipte 161 &igeriDcésdat &lsvrbetrtr é082ekpliiging, a

[Fig. 14] Fig. 14 is an illustration show ng anot her
proegafpled Bhe ISercdirce pgatarardudiurecdrdamcr it o pagment

15] Fig. 15 is a block diagram showi ng an exanple of
SedpRecC€onfi gurati on of a personal conput er. Expl anation

of Reference Nunerals 006 :' service-issuing
sy&FéﬁT 211 tFigar Ly ts a|fl%%§Q¢%%, f%%%ﬁW@PQe?%?nal
serV|ce i ssying functi file system 23 service

FLogghPR Fon TGk athdee FOFL SR al&‘é“ﬂ/ Reesss pi the 1C

carl AL, SLECLLONE Ty ohlest 2 ekl SBlegt,
InYEntIOTZ] Fig. 12 is an illustration showing another

example of the service data structure 31 in Fig. 6.

[Fig. 13] Fig. 13 is an illustration showing an example
of a service data structure 32 in Fig. 6.

[Fig. 14] Fig. 14 is an illustration showing another
example of the service data structure 32 in Fig. 6.

[Fig. 15] Fig. 15 is a block diagram showing an example
of the configuration of a personal computer.

Explanation of Reference Numerals
[0063]

1l: service-issuing system, 2: IC card, 1l: service-
issuing terminal, 21: service-issuing function, 22: file
system, 23: service definition database, 41: reader/writer,
51: prepaid electronic money obiject, 52: ticket object, 53:
service object
Best Modes for Carrying Out the Invention
[0064]

Hereinafter, embodiments of the present invention will



[' 0064. Hereinafter, enbodinments of the present
invention w_ 24 SO7PI 031 be described with reference
to the drawings. [0065] Fig. 3 is an illustration for
explaining a nethod for issuing a service in an

i nformati on processing system according to an

enbodi nent of the present invention. The sane
conmponents as in Fig. 1 are denoted by the sane
reference nunerals. [0066-1"" As shown in Fig. 3, the
i ssuance of a service is “péfformed by a
service-issuing system 1. The service- issuing systémP1l031
_is a systemthat is provided by an application

be SBFVEFioad WBciconstd et @d by hSedyigerdSssui ng
termnal 11. Areader/witer 11x : is provided at a
[0O@sedet erm ned position of the housing of the
service-issuing termnal 11. The service-issuing
systigm rfayi shexn dandstsittruttacbrbyf car sixpdled ndpparatiss hard for
may be constituted by a plurality of apparatuses,
is4006Y,2 Fertioceard £n iin oot awt | msscd B icar dsyovireed by
a user who wishes to receive the provision of a
acepeting cto applérdadiorentA seriicecissuihgi fuerdtion 2The
and a file system22 are inplenented in the IC card
same R DY oin tihem b 3y vigrotord ini thilon thiteabase

23 is provided inthe IC
reference numerals.

[0066]

As shown in Fig. 3, the issuance of a service is
performed by a service-issuing system 1. The service-
issuing system 1 is a system that is provided by an
application server and is constituted by a service-issuing
terminal 11. A reader/writer 11A is provided at a
predetermined position of the housing of the service-issuing
terminal 11. The service-issuing system 1 may be
constituted by a single apparatus or may be constituted by a
plurality of apparatuses.

[0067]

An IC card 2 is a contactless IC card owned by a user
who wishes to receive the provision of a specific
application. A service-issuing function 21 and a file
system 22 are implemented in the IC card 2. 1In addition to
them, a service definition database 23 is provided in the IC
card 2. That is, the service definition database provided

as a component on the service-issuing system l-side in the



card 2. That is, the service definition database

provi ded as a conmponent on the service-issuing system

i.-side inthe - 25 S07?1031 exanple of Fig. 1. is

provided in the exanple of Fig. 3 in such a manner

that the service definition database is contained as

a conponent on the IC card 2--side. 00601 The

servi ce-issuing function_;éz's_a function that is

i npl enent ed when a specifi %rogranwis executed by an

IC chip built in the IC. card 2, The service-issurfigF1031

function 21 interprets a service-issuinc, command
exampgdes witt fed .f lomst herovieledi ce- itdsuiengrodremiofalFitl andn

erforns the i ssuance of a service. The file system

sucp? aj gagnkir] gheystém tsieav ivendgds niddoa stededd sien im

menory of the I1C chip. in order to receive the
conitggfighicé Sof &o8PPMEEE, cohéhel ECcard 2 2pisdced over the

reader/witer 12A the service-issuing termnal 1.1.
[OOF§669] When the 1C card . _ is placed over the

reader/writer HA, in 811 the service-issuing termnal

| i “PFanShytSse~45S8eRdi EBDFEsARnd commanduretine that is

. ice-l [ f t.i 21 I ted insjde the |IC
Lo S5 € 8P ERoin SRS BEOAT T dentrRcH Shie 6% 16

.the tyre.of applicatiaon,, su as a _.prepaid.electronic
chi bR SR (EBT Ol F & PrrokGbe apbt 7 4ATT BRC U LTHof thebisn

21 BERUBARS0L WLeH 2 Usgl ol el OS2 aNee 40y o
ser%QE%LQ%sﬁing terminal 11 and performs the issuance of a
service. The file system 22 is a file system that manages
data stored in a memory of the IC chip. In order to receive
the issuance of a service, the IC card 2 is placed over the
reader/writer 11A of the service-issuing terminal 11.
[0069]

When the IC card 2 is placed over the reader/writer 11A,
in process Pll, the service-issuing terminal 11 transmits a
service-issuing command to the service-issuing function 21
implemented inside the IC card 2, as shown in Fig. 3. An
identifier indicating the type of application, such as a
prepaid electronic money application or a ticket application,
the provision of which a user of the IC card 2 wishes to
receive, is added as a command parameter to the service-
issuing command transmitted from the service-issuing

terminal 11.

[0070]



_ssu.ing command transmtted fromthe service-issuing
termnal _I. [0070] -26 307P10Y1 When receiving the
;Sere ¢ ~.ssuin comand and the comand par anet er
transmtted fromthe service-issuing termnal 11, the
service-issuing function 21 of the I1C card 2
interprets the service-issuing command and, in process
P12, queries the service definition database 23 as to
information indicating a service data structure and a
program describing a processing sequence, which
correspond to the identifier transmitted as a conf@hgl031
paraneter. information indicating the data structure

of yReReLYLESvANY 8nBr 9gram-desskibhhgdc8mmPhacessi fge
sequence that are necessary for each application are

comfi@be ha rlahhed S0 Girdinisen tWelh fam deRrt iskirer cet-itshaing
application, in the service definition database 23.
terfl@@8l Far, exanpleg,viice-asmatingn funditdati 7g afsehei ¢€ card
data structure that is signified by segnents, such as
2 iatsepress dH3 axhivcihcd -si seswciont raotmanurberd of imnprocess P12,
application, constraint conditions, such as the
quemi@soclt_,het lse rsects o finkie ipnacetaimede A%e asuiviveringbrmation
~ times in which the provision of the application can be
indieegiived a segeriviecalaral wérusiichrcagcthe HFaldaage dgpcribing
el ectroni c noney used in a prepaid el ectronic nnn%y
a  paygpsleiscatico $,.e B Grefime Ath i6e CRITGP RN GRS Wit 1its e
condi tion under which the riqﬁt Is_to be exerclsgd, ,
trapsgigired as a command parameter. Information indicating
the data structure of a service and a program describing a
processing sequence that are necessary for each application
are stored, in association with an identifier of the
application, in the service definition database 23.
[0071]

For example, information indicating a service data
structure that is signified by segments, such as a service
ID, which is a contract number of an application, constraint
conditions, such as the period, the section, the place, and
the number of times in which the provision of the
application can be received, a service value, such as the
balance of electronic money used in a prepaid electronic
money application, a payment execution condition, which is a
condition under which the right is to be exercised, and an
access log, is stored in the service definition database 23.

[0072]

In addition, as a program describing a processing



access log, is stored in the service definition
database 23. [Ol 12, In addition, as a program
descri bing a processing 27 SO 7P1+31 sequence, a
program descri bing an individual processing sequence,
such as a service use sequence, a charge sequence, a
uni t-of - paynment writing sequence, a paynent sequence,
a constraint-on-paynment c Ki ng sequence, a
uni t - of - paynent checki ng guence, a bal ance check'ng
sequence, a history inquiry sequence, a PIN sequeﬁéé,103l
or a set value changing sequence, is stored in the
segsenviceadefrogrbinonedatrabasg 2K iByliexeoatli grooksanng
i ndi vi dual program a series of processing operations
seafieneed bych eenbi mativéogeofiseeadiongnok, eneherrgs sequence,
plurality pieces of data, witing of data,
a ueawc@ﬁapaamen§|wglaana SEAMFACSs 013t @ﬁyaﬁmé SSOBEngg o
processing history, checking of the validity of
congtgeéssi- Ry paaﬁ&nﬁﬁﬁbﬁﬁﬁln@fS@M@@Pﬂ@nu@»@@gﬁapér@aw@ent
performed, in accordance wth purpose, in the IC
CheE&ﬂ&gzseﬁée?§f' 9h€ﬁ19€€€|§mﬁ§HH%§ @@&H@nFﬁbn@tﬁéStory
service-issui ng function 21, in process P13, the

lnq’s}érrxyl CEIUGEFEni tal BﬁNdétegbl&%e'zé’ séndst 38 d&9
RS T B R B B R
=y SSBRLLILAS e L ceasL I pguence, o0 WLANING duery
pro%%s%ﬁ%% gﬁer@%&bﬁ% formed by a combination of reading of
one or a plurality of pieces of data, writing of data,
calculation using data, comparison of data, storing of
processing history, checking of the validity of processing,
and writing of electronic signature is performed, in
accordance with a purpose, in the IC card 2.

[0073]

When receiving the query from the service-issuing
function 21, in process P13, the service definition database
23 sends, as a response, to the service-issuing function 21,
the information indicating the service data structure and
the program describing the processing sequence on which the
query has been made.

[0074]
When receiving the response from the service definition

database 23, in process P14, the service-issuing function 21

performs IC-card internal processing. By the IC-card



dat abase 23, in process P14, the service issuing
function 21 perfornms |ICcard internal processing. By
the IG-card - 28 S07P1C31 internal processing
performed here, service definition information 22A is
generated on the basis of the information indicating
the service data structure and the program descri bing
t he processi ng sequence that have been transmtted
fromthe service definition database 23. The
service-issuing function 212perforns nappi ng of the
service data structure in the file system22 in SO07P1031
accordance with the service definition information

inttha AGSREh el Vg gdrero SREYireerd Ssdbh Pgi ddingd £ a0 2lon
perfornms the issuance of a service. 0075; Wen the

infSSiaicen af2A hies s@dvd €€ disorbegie ooidl £t1@l, tHd information
process P15, the service-issuing function 21
ind¥@nsimd sthd et s efat £ estl Ssth unge tatdnitted ddggram
information indicating that the issuance of the
desariboey hadse hesrceonjpletsshudihe: thasts dance wfert he
service is perforned as descri bed above. 00761 Fig. 4
tramssrartc idd ustomattilon sdhiow gy et exanple dftabadordmt i Ghe
i ndicating a data structure for each application, the
se gt e stsuetng ef Wed thigPst ¥ aeb 1 Fr e mapnd e deflilm t9ervice
dat abase 23. [00771 In the exanple of Fig, 4, types
datgF %ﬁﬁﬂqQ%ﬁqcﬁg He file system 22 in accordance ‘with the

service definition information 22A. Accordingly, the
service-issuing function 21 performs the issuance of a
service.

[0075]

When the issuance of the service has been completed, in
process P15, the service-issuing function 21 transmits, to
the service-issuing terminal 11, information indicating that
the issuance of the service has been completed. The
issuance of the service is performed as described above.
[0076]

Fig. 4 is an illustration showing an example of
information indicating a data structure for each application,
the data structure being stored in the service definition
database 23.

[0077]

In the example of Fig. 4, types of applications are

shown in the horizontal direction and service definition

items are shown in the vertical direction. When the type of



shown in the horizontal direction and service
definition itemare shown in the vertical direction,
When the type of _ 29 SO?P1031 application is
determ ned, the presence or absence of each of the
service definition itens is determned, and in a case
where a service definition itemis set to "presence",
a specific definition is_@&;qgnined. The indication
"sel ectabl e" represents thai” an application serverszﬁplo31
able to select, in a desired manner, the presence
absence of a corresponding service definition item
app(tilre tpoas ésc dede rmdysenc e hef rarefagmcts oy @disegprachef each
service definition iten). 0078] i For exanple, for a
of ghéepaicd vélcec tiedning tivmey t&PS! ilcatdedie rIshGin iamoFilg. a4 case
"service value", which is a service definition item
whejre Sesefy 'OFaldgid@ Lt 'ogoRdEmailft St $ér vikkesapdle” & s
set to "0 or nore and upper, Iim't"h "paynent .
spegddqudéncetind teon & 'ISHTHE D" TRepapHeRtéRBcut i on
" iondi ion" is se.t. to "upper "charge sequence" to 1
SSLEI e" TOPERISENGE A AR SEquéitcees & Sséple
to. "absence",, "t.he nunber of .ynits of paynent_.that
to @&&663'- &t 6r 6§ SitE St Y 7, "tf'}‘e' cpoﬁwessﬁlgi%torar?bpseeﬂcoed@f a
i.s set t.o "faor _.servj dat.a _st.ructure", "recardi ng of
CorﬁFg &&§¥%§|%%ﬁﬁi%$-d%ﬁ?%ﬁal%%>“%%%séﬁﬁéQr%ﬁﬁ¥cﬁw
abs%%%%?%&ea'f%ﬁ%%ﬁ&ﬂjusing the service definition item).
[0078]

For example, for a prepaid electronic money application
shown in Fig. 4, "service value", which is a service
definition item, is set to "balance™, "constraint on service
value” 1is set to "0 or more and upper limit", "payment
sequence" is set to "subtraction", "payment execution
condition"” is set to "upper limit", "charge sequence" is set
to "presence", "unit-of-payment writing sequence" is set to
"absence", "the number of units of payment that can be
stored"” is set to "1", "constraint on period" is set to "for
service data structure", "recording of processing history"
is set to "presence", and "PIN sequence" is set to
"selectable™”.

[0079]
The indication that "service value" is set to "balance”

represents that information indicating the balance of

electronic money is stored in a storage position assigned to



"sel ectable” [ X079] The indication that "service
value" is set to "balance" represents that
i nformati on indicating the balance of electronic
noney is stored in a storage position assigned to 307p
031 ".service value" of the entire service data
structure necessary for the prepaid el ectronic noney
application. The indication that "constraint on
service value" is set to "0 . or nore and upper:
limt" represents that infot@ation indicating the
upper limt of the anount of noney that can be SO07P1031
recorded as a bal ance, which is 0 or nore, is stored
nsdyide StORRYE FOSHHd A asSE GRad itQ HEenRS kgt ueR
service value" of the entire service data structure.
nedB CONDIAYIMG hd Rpfr@mald en dddidceald Rerike aptaiag@ion. The
position where certain. information is stored as
indiesariidied hove o tseriitc @ rdated vista uelluke necessary "0
for the prepaid electronic noney applicationis
or defdenechd [ERRQ] 1The ti"ndiegatdsamtishathdtpayrfentnasdguence”
is set to "subtraction" represents that subtraction
indirermitre thal aweer ilsnpdr fodr et tedreyrdy mEntnosequéhed ofan
the prepaid electronic noney application The
be inedicggtecor st katoa l'agaenentnicdxdcutd o dondirt ilen'stiogedetin a
to "upper limt" represents that i:ifcrmat.icr-,
staugdicc AATG e AFFPENACarkad ' oM SHE 1arfo 9t S6FV igsngyplue”
that can be paid in a si ngcl e paynent _sequence i s

of the entire service data structure. By combining
information indicating the storage position where certain
information is stored as described above, a service data
structure necessary for the prepaid electronic money
application is defined.

[0080]

The indication that "payment sequence"” is set to
"subtraction" represents that subtraction from the balance
is performed in the payment sequence of the prepaid
electronic money application. The indication that "payment
execution condition” is set to "upper limit" represents that
information indicating the upper limit of the amount of
money that can be paid in a single payment sequence is
stored in a storage position assigned to "payment execution
condition"™ of the entire service data structure.

(0081]
The indication that "charge sequence”" is set to

"presence" represents that a charge sequence is included as



stored in a storage position assigned to "payneni:.
execution condition" of the entire service data
structure. [0001] The indication "charge sequence" is
set tothat " .rP c, sence' represents that a charge
~ sequence is |ncluded~ as 31 507P1.03 1 a
processi ng sequence that inplenents the prepaid
el ectronic noney applicatipon. The indication that
"unit-of-payment witing sghuence" is set to
"absence" represents that a unit-of-paynent writiT
sequence is not included as a processing sequence
a ptrhaesisnpbesequsnthe tprépang leheotsonhe pmepeyd electronic
application. 005:1 The indication that "the nunber of
monggi eppéficpayment Thhaindanabeost ohed""isiserftpayment
represents that a unit of aynent (reduction in the
erﬁapﬁnééﬂuéﬁﬁebelﬁeﬁﬁérﬁ@d"ﬁ%s§ncﬁayﬁ§ﬁ€e§6§@§nééat a
Jinmplenenting the prepaid el ectronic none
unlapﬁir@aﬂm@ﬁ Wﬁét#ﬁ8|§§ﬂpﬁﬁcﬁh&ﬁ negndtiFavAedons a
period" is set. to "for service data structure"
PrOF§6|Sé§€ntS§qPﬁ§Fe ChEGr AEPHERS i Cati R §ePﬁédp€rli‘36&r8f‘lC
v |Idlg of .the service data structure is stored in a
MONgY o ARG 1565 on assigned to "constraint on period"
OO%% t he entlre service data structure. [ 005.3..; The
[ &ication that "recordi ng of processing history i's

Se&hé01£8£8 9”8§"tﬁ$9re§ﬁ”tﬁuhgégeé H%E?é¥ Blyment

processi ng (acces recor
thal! @G&S$eMBth¥ed” is set to "1 represents that a unit of

7P1031

payment (reduction in the balance) can be performed in a
payment sequence implementing the prepaid electronic money
application. The indication that "constraint on period" is
set to "for service data structure" represents that
information indicating the period of validity of the service
data structure is stored in a storage position assigned to
"constraint on period" of the entire service data structure.
[0083]

The indication that "recording of processing history"
is set to "presence" represents that the history of
processing (access log) is recorded after the processing is
performed in accordance with a certain processing sequence
that implements the prepaid electronic money application.
The indication that "PIN sequence" is set to "selectable"
represents that the application server is able to select a

PIN sequence, which is authentication using a PIN, so as to



performed accordance with a certain processing
sequence that inplenents the prepaid electronic noney
application. The indication that "PIN sequence" is
set no "selectable represents that the application
server is able to select --1 PIN sequence, which
aut hentication using a PIN, so as to 32 SO7P1031 be
i ncluded as a processing sequence that inplenents the
prepai d el ectroni c noney application. 00s04] Wen a
query fromthe service-issubfig-function 21 is made b
transnission of an identifier of the prepaid S07P1031
el ectroni c noney application, in the service
be defdiIRiddPn s datahass 23g &R WALRSC i IRgane the
charge sequence, for which the service definition
pred=6 ieS esirdrd ¢’ pl@s8Neaplidatiragr am descri bi ng the
P1' sequence, and the like are read and provided to
[oaddg service-i suing ".unction 21, [0085) In addition,
information indicating the details of information
st ohed Bnguediyvifdeal tdeosage igesiitsisonsg suchtasn £heis
i ndi cation that "service value" is set to "bal ance",
macehéy itnurcatison athatf "agonistardi intien GferVicenatade!’ s
set to "0 or nore and upper limt", and the |
eleqidiquetd grPraiata PRiaarERton exXat Utk Condia idafinid igat
to "upper limt", is provided as _ i nfornation
datiaidisatd g 3 HEdA e e imittilie. clioisssequence,  for

Simlarly, for the ticket lication sho in Fig., 4,
which the ggrvice definition£¥¥gm is set to\Mbresené%", a

program describing the PIN sequence, and the like are read
and provided to the service-issuing function 21.
[0085]

In addition, information indicating the details of
information stored in individual storage positions, such as
the indication that "service value" is set to "balance”, the
indication that "constraint on service value" is set to "0
or more and upper limit", and the indication that "payment
execution condition" is set to "upper limit", is provided as
information indicating a service data structure.

[0086]

Similarly, for the ticket application shown in Fig. 4,
"service value", which is a service definition item, is set
to "the number of tickets", "constraint on service value" 1is
set to "0 or more and upper limit", "payment sequence" is
set to "subtraction", "payment execution condition" is set

to "upper limit/lower limit/unit", "charge sequence" is set



"service value", which is a service definition item
is set to "the nunber of tickets", "constraint on
service value" is set to "0 or nore and upper limt",
"paynment sequence" is set to "subtraction", "paynent
execution condition" is set to ""upper limt/|ower
[imt/unit", "charge sequence"” is set -33 30;81 ,31
to "absence", "unit-of-pqyggg%_mwiting sequence" is
set to "presence",. "the er of units of paynent
that can be stored" is set to "plural " "constraiht/F1031
on period" is set to" for a unit of paynent",
to "mbeendelg Bfinpteoéspimpgenhi stratyhygi segetnte” is set to
"presence”, and "PIN sequence" is set to
"pregeheet abl'éhe Quober Tlieunndiscatfi ppymhat ‘thetvicee be
val ue" is set to "the nunber of tickets" represents
storpdt iLAf6FkatPonPLAdREAt i NgonEheannivben pErieddi aisnget
el ectronic tickets is stored in a storage position
to"a88FgRednid ©SePovEENGAl UETCEREJALI PE PEEEPBEaNdat a
. structure of the ticket:. application. The indication
histRay "~ e8nsEraffAt "BA§BPGFCe vAFUET IAssSsatepgeroisopet to

B r d,upper limt" represents that information
Sei%ﬂgegﬁ?ng the upper limt of the nunber of electronic

[00%5 kets than can be recorded a ! the nunber of
emai ning tickets, which is 0 or nore, stored in a

st ge position igned to "constraint o eryjce
Vel U B T  EntTTRT o by te dlras: r bt Bres By e

numgﬁﬁbbﬁiEQckBEQFF?%%QQSEHQECQEEQQin%g%mékg%%gﬁngﬁ%h E%B
ere certaln :information Is stored as

the number of remaining electronic tickets is stored in a
storage position assigned to "service value" of the entire
service data structure of the ticket application. The
indication that "constraint on service value" is set to "0
or more and upper limit" represents that information
indicating the upper limit of the number of electronic
tickets that can be recorded as the number of remaining
tickets, which is 0 or more, is stored in a storage position
assigned to "constraint on service value" of the entire
service data structure. By combining information indicating
the storage position where certain information is stored as
described above, a service data structure necessary for the
ticket application is defined.

[0088]

The indication that "payment sequence" is set to

"subtraction" represents that subtraction from the number of



descri bed above, a service data structure necessary
for the ticket application is defined. )088] The
indication . that. "paynment sequence" is set to
"subtraction" represents that subtraction fromthe
nunber of SO7/P103" remaining electronic tickets is
perfornmed in a paynent sequence of the ticket
application. The indication that "paynment execution
condition"” is set to upper [imt/lower limt/unit”
represents that information3fndicating one of the
upper limt, the lower linit, and a unit of the nufféFl031
of tickets that can be pai d in a si ngl e paynent
rerﬁ&ﬂUﬂE@eeléctMrhié ety ¢ e s StONager Pasdtd i 0n agsignad to
"paynment execution condition" of the entire service
sedadacStsEict ik e; i @089] apdhecd thidbreat iTore timati cacHangehat
sequence"” is set to "absence" represents that a
"pohesge seguencen i somdttioc! udedsetast@ prgoessiingit/lower
sequence that inplenents the ticket ;p_,l"icat ion.
1iﬂ}mymm¢ﬁtarépu9$¢mms"that iﬁﬁqmmﬂmﬁmnvimdi¢gﬁing one of
sequence" is set to "presence" represents than a
thenipref -1 paymenthew lewery SEguencend s2 i weludel Hye grumber
processing sequence that inplenents the ticket
of aippcrk%m i DR ane nPa Pehdelmherel R hke AN bf SYHITRCe 1s

paynment, which will be described |later, is
wrbtwrau in a payrant Begleher TSUbTrEctton PE YRRt Hcecution
'f remai nin tlckets can he performed for the
PR GrRla T U e SO bhy WeR 1S fop080) CHLCEIES.

[0089]

The indication that "charge sequence" is set to
"absence" represents that a charge sequence is not included
as a processing sequence that implements the ticket
application. The indication that "unit-of-payment writing
sequence" is set to "presence" represents that a unit-of-
payment writing sequence is included as a processing
sequence that implements the ticket application and in a
case where the number of units of payment, which will be
described later, is plural, a payment sequence (subtraction
from the number of remaining tickets) can be performed for
the individual units of payment.

(0090]

The indication that "the number of units of payment
that can be stored" is set to "plural" represents that a
plurality of units of payment can be stored in a service

data structure necessary for the ticket application. The



The indication that "the nunber of units of paynent
that can be stored" set t...:) "plural" represents
that a plurality of units of paynment can he " Scored a
service data structure necessary for the ticket
application. The - 35 SO07PH 031 indication that
“constraint on period" is set to "for a unit of
paynment" represents that iq{grnation i ndi cating the
period of validity of a unit”of paynent is witten in
a storage. position assigned to "constraint on per?Bd¥1031
of the entire service data structure. [0091; The
indirditdan ahatthatcchsecariditngnofoepriaee'ssisngehti stooryfor a sinit
set to "presence" represents that the history of
of proressi'ng ey esecdrededhadf tierf driver tprooc ésgiing tiisig the
perfornmed in accordance with a certain processing
perdequericatliati tyvi idl enwmtis tofe pevokett dpplvimsattieon.inThke
indication that "PIN sequence"” is set to "sel ectable"”
storagice PO ithata StHeNeghpld Cadnert emieron Peaplasl't @ the
sel ect a PIN sequence so as to be included as a
entgrge SSIVAEG Ss ftren & TIdtU bl enent s the  ti cket
application, 00921 Wen a query fromthe
[OoééHV|ce-- i ssuing function G1. made by transnission

ntifier oL ap% I cation, "

serﬁc AGPPHiooh '8kt A5ECE-andas pP6§F§ﬁF&8§cPREFﬁ§Y
5 GG hi Ry TR B N RS St e T e Bre’
processing is recorded after the processing is performed in
accordance with a certain processing sequence that
implements the ticket application. The indication that "PIN
sequence" is set to "selectable" represents that the
application server is able to select a PIN sequence so as to
be included as a processing sequence that implements the
ticket application.
[0092]

When a query from the service-issuing function 21 is
made by transmission of an identifier of the charge
application, in the service definition database 23, a
program describing the unit-of-payment writing sequence, a
program describing the PIN sequence, and the like are read
and provided to the service-issuing function 21.

[0093]
In addition, information indicating the details of

information stored in individual storage positions, such as



and provided to the service-issuing function 21.
[00931 in addition, information indicating the
details of information stored in individual stor.a e
positions, such as - 36 - SO07P1031. the indication

chaff:. "service valuer' is set to "the nunber of
tickets", the indication that "constraint on service
value" is set to "0 or nore and upper linmt", and the
indication that "paynent execution condition" is set

to "upper limt/ lower |imi%unit", is provided as
information indicating _, service data structure.SE/P1031

009 1' Simlarly, when an identifier of another

t heARRIdiCRIH QN ithatt raRsAiildeed fiiem tike sser ticcethsSwup®er of
function 21, a program describing a processing

t i ckequencea Hori nahiceh itdhe tsertyiesnsdefdinitt ioan sietremcehown ue”
in Fig. 4 is set to "presence” and information.

is isedi qat iMy o semd ceddatomest ridetiure amel téad i nfiicmttilos
service definition database 23 and are provided to

thathe' semadrte dxssuitngrf unctdian 2l Js06¢5; toAs ugeser i bed
above, in the information processing systemshown in

linfitg.1@en nfigrinatuindrt "nedes saroy ifdsd @s  iagplbreadtiiosn
identified by an identifier transmtted fromthe

indslgratiger iss SIA MY &y stadm is§ ugdd fr-om t he servi ce
definition database 23, and the issuance of a service

(0G% Jperfornmed within the IC card 2.

Similarly, when an identifier of another application is
transmitted from the service-issuing function 21, a program
describing a processing sequence for which the service
definition item shown in Fig. 4 is set to "presence" and
information indicating a service data structure are read
from the service definition database 23 and are provided to
the service-issuing function Z21.

[0095]

As described above, in the information processing
system shown in Fig. 3, information necessary for an
application identified by an identifier transmitted from the
service-issuing system 1 is read from the service definition
database 23, and the issuance of a service is performed
within the IC card 2.

[0096]

Since the service definition database 23 in which

information necessary for the issuance of a service is

provided in the IC card 2, on the occasion of the issuance



[0096/ Since the service definition database 23 in
which information necessary for the issuance of a
service is provided in the IC card 2, on the occasion
of the issuance - 3 7 S07P1031 (activation) of a
service by witing of information necessary for an
application into the 1C card 2, there is no need to
transmt information necessay_for the issuance of
the service fromthe service-issuing systeml-sidesb%lo31
the 1C card 2-side. Thus, transmtted and - the
anount of data received between the service-issuing
(acdyjstedmhon)armd theqr@iceary 216t itse odc dasicomadgfiorhe
I ssuance. of the service can be reduced to a m ninum
NECHTHIY d&tta 2lai@®Piie atdmer 161 ihfed C datgl 2, there is no
transm ssion and reception perforned can al so be
nee.drrs&l?c&dﬁar’[%?ﬂ]mfi%%%dm SFCSFY ifivorthg ilgsuance of

mthe servi.ce-i.ssu stem 1l-side o

. ¢ .
thel (AR B el R el (SSS e iSkudfcghe
. . I SNl . n
car A MR ahifaent émj%‘uiﬁ&é'a"ﬁﬁg%Zif”s%ﬁ%m‘i%%%ﬁaaad
..of j B . i catiion rver
rec%qrv%rgetb%rtﬁre%n ttrf‘l% ag%gja)én%%te_ln%%’)}u%& tas’prStlegngSl: gamol3 eche IC

oes no_t ave to |_n ( m n _
carlf OCESSiNG Jeganding mhigh s%%gl%a tJlﬁtth%ess%ge\H%se Lan be
processing g _. sequence IS to be transmtted or

redMiiceh donforatiiQm ta'?rf@)tuﬂtn@f%ta%,a and the number of times
data transmission and reception is performed can also be
reduced.

[0097]

In addition, since information transmitted from the
service-issuing system l-side to the IC card 2-side on the
occasion of the issuance of the service is only a service-
issuing command including an identifier, added thereto as a
command parameter, of the application, an application server
does not have to independently perform design processing
regarding which program that describes a processing sequence
is to be transmitted or which information that indicates a
service data structure is to be transmitted, and there is no
need to prepare such design processing in the service-
issuing system 1. Thus, the cost required for such
preparation can be reduced.

[0098]

Here, a process performed between the reader/writer 11A



service data structure is to be transmtted, and there
is no need to prepare such design processing in the
service- issuing system1. Thus, the cost required for
such preparation can be reduced 1 0090 1 Here, a
process perfornmed between the reader/mwiter 11A 38
SOr73103i and the IC card 2 at the tine of the
i ssuance of a service wll be described with
reference to a flowhart of Fie..,. [0099] Wen the
IC card 2 is placed over théSreader/witer 11A, in
step 541, the reader/witer 11A transnits, to the B@7P1031
card 2, a service-issuing command including an
and det i {¢ efar@dded: thet et thaso A CoaMBEl ptaret & ,service
representing the type of application. [0100] In step
wiBblye tdes SEIYVE €Oy 15 St NGrd et i ONa 241 @fciider .of Eiagd 5.
2 receives the service-issuing command transmtted
[0dg®mM the reader/witer 11A. The service-issuing
function 2! proceeds to step 552. [0101] in step
552erbytHenteT praetd Ny thepsecwdcevisstihrg recoemdnd,iteme 114,
service-issuing function 21 queries the service
in deféemi $4 bn dat abasde 287ast¢n 114 of nab$oht $ ,ndti@atfilehgl%t card
service data structure and a pr %b§n1descr|b|n

2, pr ovessl o1 seguenceonthatd cor Bspond a2 tdRnt ¥ f jagded
transmtted as a
thereto as a command parameter, representing the type of

application.
[0100]

In step S51, the service-issuing function 21 of the IC
card 2 receives the service-issuing command transmitted from
the reader/writer 11A. The service-issuing function 21
proceeds to step S52.

[0101]

In step $S52, by interpreting the service-issuing
command, the service-issuing function 21 queries the service
definition database 23 as to information indicating a
service data structure and a program describing a processing
sequence that correspond to the identifier transmitted as a
command parameter.

[0102]

In step S53, the service definition database 23
transmits, as a response to the query from the service-
issuing function 21, the information indicating the service

data structure and the program describing the processing



command paraneter. [0102] in step 553, the service

definition database 23 transmts, as a response no

the query fromthe service- issuing function 21, the

information indicating the service data structure and

t he program descri bing the processing S07P1031

sequence, on which the query has been nade, to the

service- issuing function [01031 1In step 354, the

service-issuing function 21" generates the service

definition informati on 22A on the basis of the S07P1031

information indicating the service data structure and
SequREcepr OFr amidas thiebiang rivhéasr beessimagieseduende service-
. transmitted from the service definition database 23,
1SSEARIpEGiAent R - i ssuance of the service by

perform ng mappi ng of the service data structure in
[01PRd file system 22 in accordance with the generated

service definition information 22A, [0104] In step

35@? FE%PS%$%chh@i§%aVﬁ§eraﬁéPF8ﬁ SYnEFaRSnYLsgenepates

the reader/witer hl A _informati i ndicating that the
thej SEHAIEE OF (RE <8PV ALE RS TBEbn 2Bniretos. Hroigsor the
infgg%akgf%rnatLon tran% itted fromthe s rvk%g-issuin

GREETEN 21CrEe5URd By CRE rERIGF R FLEPCIIAS RIEt e
proé%%m d%ggrﬁgﬁner%ﬁ%s%rb%e%%nge%%%UeB%%okransmitted from

the service definition database 23, and performs the
issuance of the service by performing mapping of the service
data structure in the file system 22 in accordance with the
generated service definition information 22A.

[0104]

In step S55, the service-issuing function 21 transmits,
to the reader/writer 11A, information indicating that the
issuance of the service has been completed.

[0105]

The information transmitted from the service-issuing
function 21 is received by the reader/writer 11A in step S42,
and the process is completed.

[0106]

Fig. 6 is an illustration showing an example of service
data structures mapped in the file system 22 of the IC card
2.

[0107]

By repeating the process shown in Fig. 5, service data



Fig. is an illustration show ng an exanple of service
data structures mapped in the file system 22 of the IC
card [0107] By repeating the process shown in Fig.
service data 40 SO 7P1031 structures necessary for
receiving the provision of a plurality of applications
are individually mapped in the file system 22 of the
7C card 2. In the exanple of Fig. 6, three service
data structures, service data structures 31 to 33,
are shown. [0108] The servi®e data structure 31 in
Fig. 6 is a service data structure that is necessapyPl031
for. receiving the provision of a prepaid electronic
st IRACY S heied-valuedry pe @lieGiorine prRe%lion of a
application, and'the service data structure 32 is a
plut@nuitee datdpatirddativg Ehat irsiiRecessany rhepbedede tihrg
the provision of a ticket application. The service
£11datsd stshl UCt Wre t33 i1 aager W.ceIdathestraaplieeofhatgi s6,
necessary for receiving the provision of a specific
thrappldegatiicen. datSeradetjudds, asrvdent idadter stramcgugets 31 to
for the individual service data structures 31 to 3
33,[ G'eDHhowm addition, in the exanple of Fig. 6, an
authorization key _ is set for the service data
[01X&Jucture 31, and an authorization key K2 is set for
the service data structure 32. In addition, an
aufher szaviien Refakstigcsaref g theFig. 6 is a service

data structure that is necessary for receiving the provision
of a prepaid electronic money (stored-value-type electronic
money) application, and the service data structure 32 is a
service data structure that is necessary for receiving the
provision of a ticket application. The service data
structure 33 is a service data structure that is necessary
for receiving the provision of a specific application.
Service IDs, as identifiers, are set for the individual
service data structures 31 to 33.

[0109]

In addition, in the example of Fig. 6, an authorization
key K; is set for the service data structure 31, and an
authorization key K, is set for the service data structure
32. In addition, an authorization key Ki is set for the
service data structure 33. Thus, for example, a key
corresponding to the authorization key K; must be provided
for a reader/writer (a terminal in which a reader/writer is

provided) to be used for the operation of the prepaid



service data structure 33. Thus, for exanple, a key
corresponding to the authorization key K nust be
provided for a reader/wrire:r (atermnal in which a
reader/witer is provided) to be used for the
operation of the prepaid - 41 SO07P1031 electronic
noney application, and a key corresponding to the
aut hori zation key K2 nust_bg provided for a
reader/witer to be used for the operation of the 07P1031
ticket application. [0110] Wen the user hol ds t h& 7_
card 2 over a reader/witer in order to receive the

elegitgpndicomosfyaappépaind ielectnshisc keynepragpioiovatiingn toathe
key corresponding to the authorization key K2 is used

authOrrﬁ 2phé oPe&ger Far e ek andrraelidaehéprzat readekéyrkper to
is used in the I1C card 2, so that nutual

be ﬁﬁﬁﬁeﬁplcépﬁoﬁp8§a§6o@apﬁe6h@héﬂFéﬁ§ea&ﬁélﬁé§ﬂ@@se i s

rforned between the reader/witer and the I1C card 2.
(01 mut ual aut hentication has been successfully
s.to and witin

d f .
da@%§n2§ﬂ398§5%§ Shes g@ §L3§5?2 SPVﬁataréegiz?éwrbger
i d. As car
in BRULOM TR bh] e SN R R o oy %ég'm fh %&.e&éfrﬁaleg
: | to
mon?Xr3?€§§§§F§%§??%3&%Pe§%§?35%05%9%%h pahe i et izat on

keyekgnPéeuQédFiﬁ'tﬁe f@ngPVp§£t8£ gxﬁeﬁhgfauthorlzatlon

key K, is used in the IC card 2, so that mutual
authentication by so-called challenge and response is
performed between the reader/writer and the IC card 2. When
mutual authentication has been successfully performed,
access to data (reading and writing of data) managed by the
service data structure 31 can be performed.

[0111]

As described above, in the IC card 2, an authorization
key can be set for each service data structure. Note that
although the three types of service data structures are
shown in the example of Fig. 6, the number of types of
service data structures can be set in a desired manner. 1In
addition, determination of whether or not an authorization
key 1s to be set can be made in a desired manner.

[0112]
Next, the operation of an application with respect to

the IC card 2 to which a service has been issued as



service data structures can be set in a desired
manner. In addition, determ nation of whether not an
authorization key is to be set can be made in a
desired manner. [0112] Next, the operation of an
application with respect to the 1C card 2 to which a
service has been issued as 42 - 507P103i descri bed
above will be described. [0113] Fig-. 7 is an
illustration showwing the iC_card 2 and a
reader/witer 41 that const4%UTe a basic system
configuration at the tine of the operation of an SO07P1031
application. In the exanple of Fig. 7, a prepaid
des@lre®idonRieOREY 1 akj erisAlibeal.ticket object. 52, and
a service object 53 are inplenented in the I1C card
[01Tileg prepaid el ectronic noney object. 51 controls
processi ng defined by a processing sequence described
i nFagpr agiamaneadlandracdoinr edofiiom the I€erwikdeZ2 and a
definition database 23 at the tine of the issuance of
reaa@leur/epadite reldde tuherti carorigyc vdgppla datsiion sswderi ti ng and
readi ng of data managed by the service data structure
cor@l.gurkte an @N‘ettltﬁbj telgre 52f clom r@P%r?ﬁb‘élés@f ny dePphégation.
by a processing sequence described in a programread
(01drfd acquired fromthe service definition database 23
at the tinme of the issuance of a. ticket a pllcatlon
and Wi R 2BRd Sr 8adiFRg - of éaPéeﬁﬁﬁQgS eﬁfz Phec money
serV|ce data structure 3 The service
obi&SHt r'hs r R 2| By R e g P dect 53 are

implemented in the IC card 2. The prepaid electronic money
object 51 controls processing defined by a processing
sequence described in a program read and acquired from the
service definition database 23 at the time of the issuance
of a prepaid electronic money application and writing and
reading of data managed by the service data structure 31.
The ticket object 52 controls processing defined by a
processing sequence described in a program read and acquired
from the service definition database 23 at the time of the
issuance of a ticket application and writing and reading of
data managed by the service data structure 32. The service
object 53 controls processing defined by a processing
sequence described in a program read and acquired from the
service definition database 23 at the time of the issuance
of a specific application and writing and reading of data
managed by the service data structure 33.

[0115]



sequence described in a program read and acquired
fromthe service definition database 23 at the tine
of the issuance of a specific application and witing
and reading of data managed by the service data
structure 33. [0115 SO7PI 031 Each of the prepaid

el ectroni c noney object 51, the ticket object 52, and
the service object 53 inter rets a conmand

transnitted fromthe readerfiter 41 and per formns
processing in accordance with a specific processing?7P1031
sequence. [01161 The t"" w. "-.:" 4 is provided, for

eXah€B"If Ene. prepadd teeatpahitombreysediéot the the
operation of a prepaid electronic noney application.
ticWaen obhecttC5@ar én? itheplsaced ceover] eichte SRedderiwricter a
41, the reader/witer 41 issues a specific command to
comnhad Crearsti2 teand roauses varideus wifigeat i4dnsnof pelrdorms
prepai d el ectroni c noney application to be
procrplsémentied darati@nic® cdrtdh 22 Asefihttipnscofsihe sequence.
prepaid electronic noney applications, for exanple,
[013&dition of electronic noney val ue, payment using
el ectronic nmoney stored in the I1C card 2, checking of
th”éhﬁaraﬁe@réwrléﬁécfliohﬁcpﬁ@ﬁégegt ofed eKe"PEScail 2,
checking of the history of paynent u5|ng el ectronic
terW&ﬁé& oF@duﬁﬁdtﬁeréhe PGB 1GSe ST FuERERECat i on

PIN, ch f | d.in
elePErEAtG 5OTRNA e I ki Hedonre Wah EBge%SGir i Piage

ove%ar%%u%é%%%%yhgg ey %1no%hén¥é% er/%rg% er 41 issues a

specific command to the IC card 2, and causes various
functions of the prepaid electronic money application to be
implemented in the IC card 2. As functions of the prepaid
electronic money applications, for example, addition of
electronic money value, payment using electronic money
stored in the IC card 2, checking of the balance of
electronic money stored in the IC card 2, checking of the
history of payment using electronic money stored in the IC
card 2, user authentication using a PIN, changing of various
values stored in the IC card 2, and the like are available.
[0117]

Such various functions are not implemented by a
plurality of command exchanges, for example, as described
above with reference to Fig. 2. Such various functions can

be performed by a single command exchange.

[0118]



plurality of command exchanges, for exanple, as

descri bed above with reference to Fig. 2. Such

various functions can be perfornmed by a single

conmand exchange, 0118: 44 S07P1031 For exanple, in a

case where paynent using electronic noney stored in

the ICcard 2 is perfornmed, a paynent command is

transmtted fromthe reader/wziter 41, and in

accordance with this, processing is perfornmed in

accordance with a payment $&quence by the prepaid

el ectronic nmoney object 51. Accordingly, the paynefA?FP1031

usi ng el ectronic noney perforned in the .C card 2. At

theoti BRagblkhe inssuanee wokra pervicee ﬁ%@@@séllkécf:@bn@c

prepai d el ectronic noney application, in the .e.:;
mor@af Gt real programueseiding @ serf@siedf processitng ;

operations of the paynent sequence, such as checking
comofaral pay mentn exiecidd dnr@ondid o dahecki g ofl,t ked in

period of validity of a service, checking of the
acdvalcemoe widnd tleiductpmcagsite dbalrencerniesl rigadccaasdance

program for inplenenting a payment function of the
ity epaiad/medrectIonian caTiniey ep ity @t i dre L €3tormtive money

service definition database 23, As described above,
obigidiceo la s@fFicesdénIpiocESS gym@§§r§ﬁ9@ﬁseé§ﬁt6@nlc money

performed. by u3|naionly a single command in the

is d@rl’cfozfm%rfﬁarté“c? G Tdee Wretdst haTSars $EFi éSSugpce
t f
of %”fﬁf%swsll%g e he 1M & 1R h RS A BiF Y

plication server__ can :?e r educed. even
appi

aH:elo(paselrbf }beer%corc%ﬁrncb a progrdm J]escrlblrig a series

of processing operations of the payment sequence, such as
checking of a payment execution condition, checking of the
period of validity of a service, checking of the balance,
and reduction in the balance, is read, as a program for
implementing a payment function of the prepaid electronic
money application, from the service definition database 23.
[0119]

As described above, since a series of processing
operations can be performed by using only a single command
in the IC card 2, compared with a case where the same series
of processing operations is performed by using a plurality
of commands, the load to be imposed on an application server
can be reduced. That is, even in the case of performing
payment, an application server does not have to set out the
timing of each processing operation, such as checking of a

payment execution condition, checking of the period of



paynment, an application server does not have to set
out the timng of each processing operation, such as
checking of a paynent execution condition, checking
of the period of SO7P1031 wvalidity of a service,
checki ng of the bal ance. or reduction in the bal ance,
and to define a command for causing each processing
operation to be perforned. %E#%, it is only necessary
to arrange only a paynent c nd to be issued to the
IC card. 2. That is, the number of man hours of theV7/F1031
system can be significantly reduced, and the cost can
valtifisy e reeduced. cean cddi Riiran, of heharnmintnof, dat aceduction
transmtted and received in conmunication
in thtendactarsres Betdvden ddfelreC axaranandanibt he|musing each
reader/witer can be reduced. [D120 .:n addition, as
pProgeseritsePaeatadr o cagys iksatfi ommesdr v8husi; s igblie voly
assi gn a correspondi ng authorization key to each of
NEQYFS Pribdes SIHF SR BHce s PRtS N aut ot Fattioie issued to
di.ssol ved for_each processing sequence can be set
Lhedd (978G ik ofethé Ssedtfi P)‘rlmi%ﬁra Cadewherd sl ek

f an authorization ke occurs can be reduced. For
SYSHEThSIE 5 S Qe At e AT 2l Brt 6t GYC (f thus
progcessi ng.se nces is naged by si_ngl e .
oo oM vat Fon Key CLP’| sakaga o 1 R Srrigl 6 tansmitted and
of i.zat | .. key .occurs, all the processin
e et Jra b PR AT it Wik o 2

ané“ﬁﬂé"?é%ﬁéé?%fﬁ%@r~QﬂﬂaQ%e%§%%9§§9.to each processing

sequence and an operati ng e 1s able to use only a
[o1Rf0cessi ng sequence for which authentication has been
successfully performed by using the

In addition, as described later, an application server
is able to assign a corresponding authorization key to each
of the processing sequences. Thus, authorization dissolved
for each processing sequence can be set, and the risk of the
security in a case where leakage of an authorization key
occurs can be reduced. For example, in a case where
authorization of all the processing sequences is managed by
a single authorization key, if leakage of the single
authorization key occurs, all the processing sequences may
be abused. However, in a case where an authorization key
can be assigned to each processing sequence and an operating
side is able to use only a processing sequence for which
authentication has been successfully performed by using the
authorization key, even if leakage of an authorization key

occurs, abuse of all the processing sequences as described



aut hori zation key, even if | eakage of an authorization
key occurs, abuse of all the processing sequences as
described - 46 S0721031 above can be avoided. [0121;
Fig. 8 is an illustration showi ng an exanple of the
service data structure 31 in Fig. 6. [0122] As shown
in Fig. B. the service data structure 31 is basically
categorized into a service ID area 61, processing
sequence areas 62 to 67, and data storage areas 68 to
10, which are areas in whith specific data (user
data) within the service data structure is storedS07P1031
23l The service ID area 61 is an area which a val ue

abdidfQImd Gn)o iGYd espondi ng to a nunber assigned, as a
contract nunber of an application, to the user of the

rolearnd 2 is stored. A unique value is adopted within an
application of a single application server (in the
ex@npl.es ak Ehgil8usarprepai dheleoyr ani exampey of the
application) . Thus, the service data structure 31 1is

sernvderd iddted dayectoomareild in SSived oy t he reader/witer
41, [0124' The: processing sequence areas 62 to 67 are

[0l&2das in which values identifying groups of
processing steps that. can be called fromthe.
| eddeshpwri ter Figl @pr 6icamerdéser dpitagstructure 31 is

basically categorized into a service ID area 61, processing
sequence areas 62 to 67, and data storage areas 68 to 70,
which are areas in which specific data (user data) within
the service data structure is stored.

[0123]

The service ID area 61 is an area in which a value
(information) corresponding to a number assigned, as a
contract number of an application, to the user of the IC
card 2 is stored. A unique value is adopted within an
application of a single application server (in the example
of Fig. 8, a prepaid electronic money application). Thus,
the service data structure 31 is identified by a command
issued by the reader/writer 41.

[0124]

The processing sequence areas 62 to 67 are areas in
which values identifying groups of processing steps that can
be called from the reader/writer 41 (programs describing
processing sequences) are stored. A processing sequence is

defined as a processing function that collectively defines



processi ng sequences) are stored. A processing
sequence i s processing defined as a processing
function that collectively defines 47 SO7P1031 steps
constituted by processing operations, such as reading
of data stored in one or a plurality of areas of the
data storage areas 68 to 70, witing of data,
cal cul ation using data, conparison of data, storing
of processing history, chet ing of the validity of
processing, and witing of electronic signature, &AdP1031
processi ng based on each processing function is
steper faammed tyt el commantdsssiurf dgeamt itdies r eader /aM itefding
41. [0125] in one exanple of Fig. B. prograns
of deder idtiongpd processiag ssequendas,y sifchhmsia ohaitge data
sequence, a paynent :eglence, a bal ance checking
stogeqirera@asa i stordp i nquitriyig sequerice, e IRPIWN egurencs,ng
and a set value changing sequence, are stored in the
datgy o ces¥iatg ssequwen el tar eas 082 i B7 praw@spEctd telgtory,
[0126, The charge sequence defines processing steps
checdil ngd @difn g hev a1ade d ik va Halramee ssdgicon 881 writing of
1 constituting.' the data storage area 69. The paynent
¢ leSdqrircCe Sdefiaies Sor ek SITRg SSisdpy farsed educEand t he
bal ance se of electronic noney) represented by the
PTATEISTe "6t 0T 8E AR He BAandd S edilorit (RIMagEh 78S UFige from
theb%%%ne%/%gg%grn%lﬁequence defi nes processing steps
[0125]

In the example of Fig. 8, programs describing
processing sequences, such as a charge sequence, a payment
sequence, a balance checking sequence, a history inquiry
sequence, a PIN sequence, and a set value changing sequence,
are stored in the processing sequence areas 62 to 67,
respectively.

[0126]

The charge sequence defines processing steps for adding
value in a balance region 83 constituting the data storage
area 69. The payment sequence defines processing steps for
reducing the balance (use of electronic money) represented
by the value stored in the balance region 83.

[0127]
The balance checking sequence defines processing steps
for checking the balance represented by the value stored in

the balance region 83. The history inquiry sequence defines



for checking the bal ance represented by the val ue
stored in the balance region 83. The history inquiry
sequence defines _ 48 S07P10'31 processing steps for
checki ng an access |log represented by information
stored in the data storage area 70. The PI N sequence
defi nes processing steps for providing access
restriction using a PIN: and processing steps for
rel easi ng access restriction for data managed by the
service data structure 3:71.48 The set val ue changin
sequence Wnes processing steps for changing a se§07P1031
val ue th?t can be changed at the tine of operation
oamng valyes sstraredhbr kg adatacsker age acpassé8tta b
px g%g ?O 28] %In addi ti on, ?n t he exanplggof Eig. 8, Y

infadthenizatireredkays thke. Wata Kitbrage sekaf 00.processing
sequences described i : programs stored in the
ThePPAGE $2HE NS WRIFGcal §3% B2 stiagb &t epsespecbirveliylinit
Is assuned that in order to performthe processing
acc%%%UQ@@Q&dcﬁubMMuﬁmm$emEHmaHnm1prycmgsﬁng steps for
i ndividually set authorization keys KI 7 to K15 has

relbeer nes uetessf wdsy rperfionngedr dBt29manfiyeddata theorsage - ce
area 68 is an area in which information indicating
dattzhe tperdtodteof3lval THet yedf vehecephippeingerofieengat gefines

structure 32 is stored, [0130) The data storage_ area
pro@@sssiran sdreee ifpwiiheny ivar ifoget value that can be

changed at the time of operation among values stored in the
data storage areas 68 to 70.
[0128]

In addition, in the example of Fig. 8, authorization
keys Ki1 to Kig are set for processing sequences described in
programs stored in the processing sequence areas 62 to 67,
respectively. It is assumed that in order to perform the
processing sequences, mutual authentication using the
individually set authorization keys Ki1 to Kis has been
successfully performed.

[0129]

The data storage area 68 is an area in which
information indicating the period of validity of the entire
service data structure 31 is stored.

[0130]

The data storage area 69 is an area in which various

types of information regarding a unit of payment are stored

and is constituted by a payment execution condition region



types of information regarding a unit of paynent are
stored and constituted by a paynent execution
condition region 50731031 81, a region 82, the
bal ance regi on 83, a constraint-on- bal ance regi on 84,
a region 95, a PIN data region 86, and a desired data
region 87. [0131] The paynent execution condition
region 81 is a region in_mf%cp i nformation indicating
a constrained condition on he execution of paynent
is stored. As a condition on the paynent, inform®PdRl031
i ndicating a range of the anpunt of paynent, such as,
81,f er rexampl 82 ," ahrangd avfcev alewe ohb@l3anee konseduded -at -
the tinme of paynent should be | or nore yen and
bal20ce0Cegridne$d ,yen'redionstddr ed iPIN hietar egigdnr8d.6, and a
[0132] The bal ance region 83 is a region in which
desijipfesk Watticorediiimdi Gat-i ng t he bal ance of el ectronic
money is stored. The constraint-on-bal ance regi on 84
[013dJa region in whicln information indicating a
constrained condition on the Dbalance stored. As a
cohdft PBHMBRtt RESBEL4RBe CONPALdPRREFEACRNElcafi Agragion
. ran of the bal ance, such as, for exanple, "the
in RN ANERSERG 158 6 TR YR AndBE.600 B Go8sd e on
is stored in the region 85. [0:3.3 The PI.N data
ther?ﬁ@&HtégnaOF;&%%mq WﬁﬁEﬂx$ﬁ¥%rnéFi8nC08H1519PhPPothe

S s R R U R
payment, such as, for example, "a range of value (balance)
reduced at the time of payment should be 1 or more yen and
20,000 or less yen", is stored in the region 82.

[0132]

The balance region 83 is a region in which information
indicating the balance of electronic money is stored. The
constraint-on-balance region 84 is a region in which
information indicating a constrained condition on the
balance is stored. As a condition on the balance,
information indicating a range of the balance, such as, for
example, "the balance should be 0 or more yen and 50,000 or
less yen", is stored in the region 85.

[0133]

The PIN data region 86 is a region in which information
on a PIN to be used on the occasion of PIN authentication is
stored. The desired data region 87 is a region in which

data that can be set in a desired manner by an application



data chat can be set in a desired manner by an
application ,v SOMLf031 server stored. [0134] The
data storage area 70 is an area in which infornmation
on an access log stored. The data storage area 70 is
constituted by an access-log set value region 91, a
region 92, a region 93, and an access-log recording
region 941 0135] The access-l1og set value region. 91
is aregion in which a set value regarding the
access-log recording regionP@4-is stored. As a set
val ue regarding the access'--1og recording regionS94P1031
information indicating a unit of recording of an
serakGess l«agresiich as "an access log is recorded in a
paynment. sequence" is stored in. the region 92. In
[0laudi tion, as a set. value, regarding the access-1|o0g
recording region 94, Information indicating the
nuirber detar etordge sueh a¢ ‘‘wpahoartaurinacbess | ogs
are stored" is stored An the region 93. [01361 The
infagwegs-drogrr ecoradiosg s gicon Db ticgreal .r effhendehawhitchage
access logs are recorded in a FIFO (First in First
are@ut/0 st liodis t {3 byAsrdestrdssed caabevd, vied ueheepon 91,
card 2 data manager'
a region 92, a region 93, and an access-log recording region

94.
[0135]

The access-log set value region 91 is a region in which
a set value regarding the access-log recording region 94 is
stored. As a set value regarding the access-log recording
region 94, information indicating a unit of recording of an
access log, such as "an access log is recorded in a payment
sequence" 1s stored in the region 92. 1In addition, as a set
value regarding the access-log recording region 94,
information indicating the number of records, such as "up to
four access logs are stored" is stored in the region 93.
[0136]

The access-log recording region 94 is a region in which
access logs are recorded in a FIFO (First In First Out)
method.

[0137]

As described above, in the IC card 2, data is managed

while a region is assigned for each content. Thus, only

data that is necessary for processing can be read, without



while a region is assignedfor each content. Thus, on!
y data that necessary for processing can be read,
wi thout - 51 Si17P1fl 31 other unnecessary data being
read. For exanple, in a case where data is nanaged
whi |l e being divided into bl ocks having a fixed |ength
and reading of data is perforned for data stored in
each bl ock, if an amount of_data that is |ess than
t hat correspondlng to the fixed | ength read, unmantgg
data that is unnecessary for processing is read. P1031
However, reading of such unwanted data can be
othavoudedceB8ir3SHatHebeing precessFper épampete befmeencase
the 1C card 2 and the reader/witer 41 in accordance
wheviet llagapapneanagequahde ewidelingbeligesed had owittllocks having
reference to a flowhart of Fig. 9. [0139-.,
a fPrecedsinphofnst epsdley S64 deéref ssmpgrByprmee for data
reader/witer 41 and processing of steps 571 to S74
Stoﬁ@ﬁfé@n@@cbybﬂﬁékbcléaﬁ@ 2rgratsiof @t et $heffe 1s less than
processing of steps 51 to 54 _and the processing of
tha§t€8§r§§PoP€lSS4t8ftbﬁgfl%?d reSpedt ivergadroraganted
%@ in step 361, the reader/writer 41 erforns,
datﬁ‘yt fanSm e ﬁ&sﬁaﬁé’l IFiorg PEonTaTd " 9s édr dfl‘? r HRgever,
of th card 2 w

reaBilgL Biee i, Hayeng o, Rl it ok SV RgERL
[0138]

Here, a process performed between the IC card 2 and the
reader/writer 41 in accordance with a payment sequence will
be described with reference to a flowchart of Fig. 9.

[0139]

Processing of steps S61 to S64 performed by the
reader/writer 41 and processing of steps S71 to S74
performed by the IC card 2 are similar to the processing of
steps S1 to S4 and the processing of steps S21 to S24 of Fig.
2, respectively.

[0140]

That is, in step S61, the reader/writer 41 performs, by
transmitting a Polling command, search for and acquisition
of the IC card 2 with which the reader/writer 41 is to
communicate.

[0141]
In step S71, the IC card 2 receives the Polling command

transmitted from the reader/writer 41. The IC card 2



In step 571, the IC card 2 receives the Polling
command transmitted fromthe reader/witer 41. The SC
card 2 - 52 507P103.1 proceeds to step S72 to
respond to the Polling command. 0142; Wen the
response fromthe ICcard 2 is transmtted, the
reader/witer 41 receives the response in step 562.
The reader/witer 41 proceeds to step S63 to perform
by transmitting a nmutual authenticator conmand,

nutual authentication betweén the reader/witer 41
and the IC card 2. [01431 |In step 573, the IC caP@d/p§1031
recei ves the nmutual authentication command

prddaansnitd et dd ama ke r riaMtdd e ol TERey IcGnGaid .2
proceeds to step S74 to read specific information to

[0lbejused for authentication froma nenory and transmt
the read information to the re d.er/witerr 41. [01441
Whahehhe hienfrespahisen firombehes@éd tardmit dal transmitted,
authentication is transmtted fromthe IC card 2, the

thd eadetdmvntigre 40, neeoeivess tthwe rnadommet iion stap. S$t%ep The
564 [0145] In step Et;S, the reader/witer transmits

reziquaiyeriter sequentEat |tacaimnd G theoadragm. by
Information indicating the current tinme, the anount

tregisngdyirient 2 and vl servied P §ieraddetnaas] c dinkarnd
paranmeters to the paynment. ,

authentication between "the reader/writer 41 and the IC card

2.

[0143]

In step S73, the IC card 2 receives the mutual
authentication command transmitted from the reader/writer 41.
The IC card 2 proceeds to step S74 to read specific
information to be used for authentication from a memory and
transmit the read information to the reader/writer 41.
[0144)

When the information to be used for mutual
authentication is transmitted from the IC card 2, the
reader/writer 41 receives the information in step S$S64.
[0145]

In step S65, the reader/writer transmits a payment
sequence call command to the IC card 2. Information
indicating the current time, the amount of payment, and a
service ID is added as command parameters to the payment

sequence call command transmitted here.

[0146]



~ sequence call command transmitted here. [0146] r>3
50781031 in step 375, the prepaid el ectronic noney
object 51 the IC card 2 receives the paynent sequence
call conunand transmtted fromthe reader/witer 41,
and calls a paynent sequence by executing a program
stored in the processing sequence area 63 of the
service data structure 31 gﬂintified by the service
ICtransnitted as a conmand paraneter. The subsequent
processing is perforned in accordance with the caPy et 031
paynent :sequence. [0147] |In step 576, the prepaid
el ect soapcShbneyhobpeepabd etbetksnacpaynent oexectt bonof
condition. For exanple, it is checked whether or not
thet B€ aawdnt ofcpaymenther angmentedecgsienaec oaiandommand
paraneter fromthe reader/witer 41 is an anount that
trapgmid teicdt Airamathangeadtry e iassudtl  oBnpayaens a payment
represented by information stored in the region 92, in
Seqyenggs € YWRERE UL L NFoRf PEREF A OFRE aRoGRE BF OgayRent
transmtted as a conmand paraneter is an anount that
SEqPERLs aRPEhitA PhetP&ngerVitRe PrécessIprécesds 1t édspgpfied
i 7 7. [0148] _!.n. step 377, the prepaid electronic
by ﬁgﬁeﬁe t 15 é@&gt

7 SGB6Et 151t TEREERS LeRle 2Fefi 6ABRNaPPIPFY t6f -t hEhe
sub%%é%hcﬁ gggﬁsgggﬁétggfpgﬁgggpﬁéaqgl%bcb&d%%c%h%g%%dthe
called payment sequence.

[0147]

In step S76, the prepaid electronic money object 51
checks a payment execution condition. For example, it is
checked whether or not the amount of payment transmitted as
a command parameter from the reader/writer 41 is an amount
that falls within a range of the amount of payment
represented by information stored in the region 82. 1In a
case where it is confirmed that the amount of payment
transmitted as a command parameter is an amount that falls
within the range, the process proceeds to step S77.

[0148]

In step S77, the prepaid electronic money object 51
checks the period of validity of the service data structure.
For example, it 1is checked whether or not the current time
transmitted as a command parameter from the reader/writer 41
is time that falls within the period of wvalidity of the

service data structure 31 represented by a value stored in



transmtted as conmand paraneter fromthe

readerlw..ter 41 is time that falls within the

period of validity of the service data structure 31

represented by a value stored in - 54 5071031 the

data storage area 68. in a case where it 1s confirned

that the current tine is tinme that falls within the

period of validity, the process proceeds to step S78,

10149 In step S78, the prepaid el ectroni c noney object

51 checks the bal ance of “ePéctroni ¢ noney. For

exanpl e, after the bal ance represented by infornmafPgR1031

stored in the balance region 83 is checked, the
thPlr RCESSs s LRedsrdd 64 P In/d caR' Wer2liti AsStepfirmed

J7~a, the prepaid electronic noney object J1 perforns
that paydenir tdansachd ols Fofie exaapl 831 1heybal iancghofperiod

el ectroni c noney represented by the information stored
of ivalidiet pal aneeoregr on. pBrasdovies widl e378M t h t he

amount obtai ned by subtracting the anount of paynent
[0f4DMm the current balance. Information representing

the amount of paynment is also transmtted as a

corfmarsd sparsaitet émef rommpdiel aleadergniw imogey $bject 51

[015"11 1In step 580, the prepaid el ectronic noney
chepfecthSabatdoros akeessenby MPReY ng fProc&ssirag., Féfter

e.=zanmple, a value representing a log of the current
th%a@@&gﬂcqr%@gﬁﬁﬁ¢gﬁ@d by information stored in the balance

region 83 is checked, the process proceeds to step S79.
[0150]

In step S79, the prepaid electronic money object 51
performs a payment transaction. For example, the balance of
electronic money represented by the information stored in
the balance region 83 is overwritten with the amount
obtained by subtracting the amount of payment from the
current balance. Information representing the amount of
payment is also transmitted as a command parameter from the
reader/writer 41.

[0151]

In step S80, the prepaid electronic money object 51
performs access-log writing processing. For example, a
value representing a log of the current payment transaction
is written in a specific area of the access-log recording
region 94.

[0152]

When writing of the value of the access log has been



is witten in a specific area of the access-Ice
recording region 94. ,0152; Wen witing of the
val ue of the access |og has been 50721031
successfully perfornmed, in step S81, the prepaid

el ectronic noney object 51 transmts, to the
reader/witer 41, a success response, which is
information indicating that %hg access-log witing
processi ng has been success? 1y perforned. [0153%

When the success response is transmtted fromthe g7P1031
card 2, in step 566, the reader/witer 41 receives the
sucsgecdss live gporisemeas cdmdisiginy, S8l s erfice p mafpaprbedssitngnic
operations in accordance with the paynent sequence is

mongynpicgesd. J10 154N smag sdeser ithed wpoles, /W tehre 400 e@ard
2, a processing sequence is called in accordance with
SUCCEAPs FHSSHOGF Sof WAl o mfand Faragm i riewdera /g ttéyat the
and processing according to_ the processing sequence
ACCHPGceOds WIS NIA PREEYGeES 16K Brect e h P WSisérsatfi of

&he IC card 2 perfornmed in accordance with a paynent
per, Qéﬂﬁﬁge will be described in detail with reference

[Olgg]flomcharts of Pigs. 10 and LLa [0155]

When the success response is transmitted from the IC
card 2, in step S66, the reader/writer 41 receives the
success response. Accordingly, a series of processing
operations in accordance with the payment sequence is
completed.

[0154]

As described above, in the IC card 2, a processing
sequence 1is called in accordance with transmission of a
command from the reader/writer, and processing according to
the processing sequence proceeds.

[0155]

A series of processing operations of the IC card 2
performed in accordance with a payment sequence will be
described in detail with reference to flowcharts of Figs. 10
and 11.

[0156]

The processing is started when the IC card 2 is held

over the reader/writer 41 and a mutual authentication

command is transmitted from the reader/writer 41. When a



The processing 1s started when the IC card 2 is held

over the reader/w _iter 41 and a nutual authentication

conmand is transmitted fromthe reader/witer 41. Wen

a 56 307P1031 nutual authentication conmand is

transm tted, nutual authentication by using the

aut hori zation key K, that is assigned to the service

data structure 31 the IC card 2 and an authorization

key that is assigned to the reader/witer 41 as a key

corresponding to the aut hor?ati on key K3. is

performed between the SC card 2 and the reader/w £Pép1031

41. 0157, in step 591, the prepaid el ectronic noney
mu tQli 1eciuthilerafi cdtherr] Coalzh® ideterari et sdigt hertuerl not

mut ual aut hentication perforned between the I1C card 2
auvtaightiet reader lowiinerc HEL hashdeerstcianplietyed, thaa is

el se where it is determ ned that nutua
assdriventticc atheorsehasi arotddieers tconplete B 1 due the fId lagred 2

in nutual authentication or the like, the prepaid
ancelagc tadriicer inmteyorobjeectt Gt proo ceetigntayl steprlgo?2.

[0158] In step S92, the prepaid el ectroni c noney
reagljreotr 5l r per fast s Kroh-Coesporyeligiddes iy awmprization

term nates the process. 0159; Meanwhile, in a case
kevpHer é s peirg ogeeer Rehegennthst ép Serd £hatdmiital

aut henti cati on has been conpl eted, the prepaid
reaqd @AYo <L foney obj ect 51 proceeds to step S93 to

[Of§hd1a

In step S91, the prepaid electronic money object 51 of
the IC card 2 determines whether or not mutual
authentication performed between the IC card 2 and the
reader/writer 41 has been completed. In a case where it is
determined that mutual authentication has not been completed
due to failure in mutual authentication or the like, the
prepaid electronic money object 51 proceeds to step S92.
[0158]

In step S92, the prepaid electronic money object 51
performs non-response processing, and terminates the process.
[0159]

Meanwhile, in a case where it is determined in step S91
that mutual authentication has been completed, the prepaid
electronic money object 51 proceeds to step S93 to fetch a
command parameter transmitted from the reader/writer 41 and
added to the payment sequence call command. For example,

information indicating the current time and the amount of



command paraneter transmtted fromthe reader/wier 41
and added the paynent sequence call command. For
ezanpl e, information indicating the current time and
t he amount of - 57 507?P1031. paynent is fetched.
[0160] In step 594, the prepaid el ectronic noney
object 51 determ nes whether or not the anmount of
paynent transmtted as a nd paraneter fromthe
reader/writer 41 neets a % yment execution condition
by deternining whether or not the anount of payneht/F1031
is an anount that fall: within a range: of the anount
pay@énpaysentteapdesented by information stored in the
region 82. [016:1.] in a case where it is determ ned
[OlbAlstep S94 that the paynent execution condition is
not net, the prepaid electronic noney object 51
prbresdspt 994t ephSI5repaperfbeatreniormnprogeshbnget 51
Then, the prepaid electronic noney object 651 '
deteeniinaat esetherppocass. ther aewampl f Phemeact trhasmiksed
paynment execution condition is not not is reported to
as pheonpaadeppupieEerafroanghs messagd Wi erotilf ViERG St Re
user of the fact is displayed on the reader/witer
paygent. §x69PtiRBaRRRPEEIOPNPY gde e &g thegher or not
determned step S94 . that t. pay =ni e ution_ .
thecaRartionti BaHBEN Tt fE 6Pe65‘lodmtelt€€ttr éﬁiﬁgsnﬁ’ﬁé\}%’bjaeaange
of %%epggggggso%op%§% n%gge%%e%%% %@ %% information stored
in the region 82.
[0161]

In a case where it is determined in step S94 that the
payment execution condition is not met, the prepaid
electronic money object 51 proceeds to step S95 to perform
error processing. Then, the prepaid electronic money object
51 terminates the process. For example, the fact that the
payment execution condition is not met is reported to the
reader/writer 41, and a message for notifying the user of
the fact is displayed on the reader/writer 41.

[01l62]

Meanwhile, in a case where it i1s determined in step S94
that the payment execution condition is met, the prepaid
electronic money object 51 proceeds to step S96 to determine
whether or not the current time transmitted as a command

parameter from the reader/writer 41 is time that falls

within the period of validity of the service data structure



whet her not the current ti trans- i t ,"C as c onLM
-End paraneter fromthe reader/witer 41 is tine that
falls within the period validity of the service data
structure 5a 807P1031 31 represented by a val ue
stored in the data storage area 68. :0163] in a case
where it is determned in step S96 that the current
time is not time that. falls within the period of
validity of the service data structure 31, the prepaid
el ectroni ¢ noney object 5t pPoteeds to step 595 to
perform error processing. Men, the prepaid el ectr8Ai7€1031
noney object 51 termi nates the process. For exanpl e,
31 thg facdntdhatp§ he vpend odeofcyal hdihy Béﬁaeéﬁbfgge|§rea 68.
reported to the reader/witer 41, and a nessage for
roms) fying the user of the fact is displayed on the
reader /witer 41. 0164] Meanwhile, in a case where
it TinS adefsefemvnedd Atstiep d82@ rrtihatd tihe seepr este tihae the
time that falls wwthin Ae period of validity of the
curlssini ceingiatiss stotuctinte gt tiel jor epaildin elrectpeanicl of
noney object 5.1 proceeds to step S97 to check the
valbialianc e It epresenteid:-dyda trd ortrmtdtonrestoredlien ghmpaid
bal ance region 83 and determ ne whether or not the
e lempurm i obtaiatedbycts ubt rractdery Heo siitntS VY fpayrmmior
fromthe balance is an anmount. that falls within the
eryhger @fe s dunst ARt é@ﬁdPﬁﬁ@ﬁldoﬁlﬁﬁérﬁﬁﬂén@@ney object
represented by information stored in th

51 dgngtid iR s oM DA R T egitoF §¥a§ﬁ&ewhépﬁeﬁa§F hoe tt hee

range
period of validity has expired is reported to the

reader/writer 41, and a message for notifying the user of
the fact is displayed on the reader/writer 41.
[0164]

Meanwhile, in a case where it is determined in step S96
that the current time is time that falls within the period
of validity of the service data structure 31, the prepaid
electronic money object 51 proceeds to step S97 to check the
balance represented by information stored in the balance
region 83 and determine whether or not the amount obtained
by subtracting the amount of payment from the balance is an
amount that falls within the range of a constraint condition
of the balance represented by information stored in the
constraint-on-balance region 84 and whether or not the range
of the value (amount) and the type of value as constraint
conditions are met.

[0165]



of the value (anmobunt) and the type of value as
constraint conditions are net, [0165] 50731031 in a
case where it is determned in step S97 that the
amount obtai ned by subtracting the anmobunt of paynent
from the bal ance does not fall within the range of
the value and does not neet the type of value as the
constraint conditions, gggrepaid el ectroni ¢ noney
obj ect 51 proceeds to step 5 to performerror
processing. Then, the prepaid el ectronic noney obf@tF1031
51 term nates the process. For exanple, the fact that
t hencanstreai aheeondit i endedarinheectbal aneeenr 89Mothatethe
is reported to the reader/witer 41, and a nessage for
amomatti foypitiag ntelle bys eubdfratdie nftadthel sirdiusyll aye dagmettte £rom
reader/witer 41. ['0166) Meanwhile, in a case where
thej bailendet elogisnedti fadtley 897 n ttheat relng cawdu i eobtediuse@dnd
by subtracting the anount of paynent fromthe bal ance
doefSaInIOst wiaei rthehet yihget ofalie yal tee apdsheeirttpenditions,
type of value as the constraint conditions, the
thep papaied Celed @ EHING mBIREE Yo lSIRIEC ts b lp rgcsadsist §ostsdgp S95
598 to perform paynent by overMW|t|n t he bal ance of ,
e é?leéétorrahlecrr%@é;?’c@eg&rlé’gent @BeBy RPOPREPPOH StEFEHODLC

o ISR R SRR o R IR A g
fac%g#a?gcga th tralntSt % ndsgclontsheo %‘Palbdal%lneccet raorrg § ot
met 1s reported to the reader/writer 41, and a message for
notifying the user of the fact is displayed on the
reader/writer 41.

[0166]

Meanwhile, in a case where it is determined in step S97
that the amount obtained by subtracting the amount of
payment from the balance falls within the range of the value
and meets the type of value as the constraint conditions,
the prepaid electronic money object 51 proceeds to step S98
to perform payment by overwriting the balance of electronic
money represented by information stored in the balance
region 83 with the amount obtained by subtracting the amount
of payment from the current balance.

[0167]

In step 599, the prepaid electronic money object 51

determines whether or not a unit of recording of an access

log is designated as a payment sequence, on the basis of



det erm nes whether or not a unit of recording of an
access log is designated as a paynent sequence, on
the basis of SO7P1031 information stored in the
region 92. In a case where it is determned that such
designation is not made, the prepaid electronic noney
object 51 term nates the process. [0160] Meanwhil e,
in a case where it is determned in step S99 that a
unit of recording of an access log is designated as a
paynment sequence, the prepat@ el ectroni c noney object.
51 proceeds to step SLOO to record a value indicatdomgi031
the details of the current paynent as an access | eg
in &}ﬂg%ion?%%%ﬁﬁk{qgl% %PE%%QQHJ%&LonI§4? LQ%QQL%e¥QeEt is
the witing o he valuée an "access log has been
full or A :step 1 pr [ .
det %%ﬁ%%%.%hé%rgﬂgh q%%;%p%ifgh Rs %%t hﬁ?g,tﬁgg %repald

electronic noney o transmts,

e leircﬁi o%ri/cwﬁriotn%ry %&J &S UGC &3Sl $RRAAS %hev"‘ﬂyir%%e Ss.

rmation i'ndicating that the access-log witing
[o1Rgqcessing has been successfully per"iormed. Then,
the prepaid el ectronic noney object 5! conpletes the

proees&hifl@; 170] = SkhBeewpe@eessi hg, dsHebmaseaheskkagp S99
of a paynent execution condition, checking of the

thapefa aghiof ofaldedidndioly af ser W ssandocdlsc deatiicpateld as a
the bal ance to be rewitten, which have been con

paywemt. seonarncd,: vhat prfegraned dlrdtheniceade ehwobtjerct 51
41-side, is performed in the | C card 2-side as

proceeds to step S100 to record a value indicating the

details of the current payment as an access log in the

access-log recording region 94.

[0169]

When the writing of the value of an access log has been
successfully performed, in step S101, the prepaid electronic
money object 51 transmits, to the reader/writer 41, a
success response, which is information indicating that the
access-log writing processing has been successfully
performed. Then, the prepaid electronic money object 51
completes the process.

[0170]

Since processing, such as checking of a payment
execution condition, checking of the period of validity of a
service, and calculation of the balance to be rewritten,
which have been conventionally performed in the

reader/writer 4l1-side, is performed in the IC card 2-side as

described above, the number of times information is



descri bed above; the nunber of tinmes information is 61

_30721031. exchanged between the I1C card 2 and the

reader/witer 41 can be reduced to a mninum |In

wi rel ess communi cations, the spreading property

(1 eakage property) of data is problematic, and there

is a demand to suppress data transm ssion and

reception as nuch as possible. In such circunstances,

the superiority in this TeSpetct can be achieved,

[0111] |In addition, since conmunication between tB87P1031

ICcard 2 and the reader/witer 41 is perforned in a
exAMaR)RE SSRGS . thd -1 RNRNOMBARN dH: WLt N8 fter .41 can

card 2 cannot receive a correct packet due to causes
be stehis! It rUsiioN r@fn Norse wiRteds coOMMAiCati8Rs, the

transm ssion path may occur. In a case where such a
spreRenone b fReily s(1édieadeasiespart § erodldaeadsst problematic,

performretry (retransm ssion request) processing for
anceacte rec dmmandientdowke er | sugerqrobitid i tnartdnats siveh and

phenomenon w Il occur can be reduced. [01721
redayrttiver oy ejudn s qases Mler.e dnsericeés cafrcprmetessiesy the

opera: a.ons such as a paynent sequence is performed in
supehd did tycard thiisn mymdance: we mehjpbwerdl ity of

commands, in a situation, such as when the IC card 2
[0lgdds out of ...he range of access of a magnetic filed

generated by the reader/witer. 41 in the process of

t héNs@fres§ 1oF  pFoEEssCrRITGPecatiions bat@een the IC card 2

and the reader/writer 41 is performed in a wireless manner,
a2 phenomenon in which the IC card 2 cannot receive a correct
packet due to causes such as intrusion of noise into a
communication transmission path may occur. In a case where
such a phenomenon occurs, the reader/writer 41 needs to
perform retry (retransmission request) processing for each
command. However, the probability that such a phenomenon
will occur can be reduced.

[0172]

Furthermore, in a case where a series of processing
operations such as a payment sequence is performed in the IC
card 2 in accordance with a plurality of commands, in a
situation, such as when the IC card 2 goes out of the range
of access of a magnetic filed generated by the reader/writer
41 in the process of the series of processing operations and
the power of the IC card 2 is cut off, it is necessary for

the reader/writer 41 to perform recovery processing



the power of the ICcard _ is cut off, it is necessary
for the reader/witer 41 to performrecovery
processing 6 2 ... 307P11 31 (rollback processing)
fromthe state in the process of the processing at a
predeterm ned timng, such as when the IC card 2
enters the range of access of the nagnetic field next

time. .However.,, the probability that such a
necessity will occur can also be reduced. [0173-,
Fig. 12 is an illustrati en ahow ng anot her exanpl e of

the service data structure 31, [01741 The services07P1031
data structure 31 shown in Fig. 12 is the sane as the

e_data st tu h [
ro?iggﬁ ! ﬁocﬁgﬁl%%' 5ap’ng%a§t orl%giggﬁ EeOE%ﬁsfg%sghe
or__i.nf or.mat|
PropSPRALE. ed %Qeé‘%q'e i R o f’g&e?lg ey

ca;@ﬁ% 5 (8L Qr el BorRel QR cLQL. 0 the’Rbgnicht id Q@%@d next

ere such a servi e ata structure Is set as

timel. fHSwé{zekn @h@a¥%85b§ﬁg’é?nﬁﬁa@nguéhcﬁaﬁGQe§Qﬂ’d?nﬁﬁll
w1 t: are sequences that involve updating of

occhﬁec%%l%ngﬁhkﬁﬁ&@&@mewpdatlng of the balance is
performed., nutual authentication using the updating

[01a@qhor|zat|on key K21 and an authorization Kkey
assigned to the reader/witer 41 as a key
corigspondiBgan illustration showing another example of

the service data structure 31.

(0174]

The service data structure 31 shown in Fig. 12 is the
same as the service data structure 31 shown in Fig. 8 with
the exception that an updating authorization key Ky is set
for information indicating the balance stored in the balance
region 83 and the updating authorization key Kz is stored in
a region 101.

[0175]

In a case where such a service data structure is set as
a target, in a payment sequence and a charge sequence, which
are sequences that involve updating of the balance, before
updating of the balance is performed, mutual authentication
using the updating authorization key K1 and an authorization
key assigned to the reader/writer 41 as a key corresponding
to the updating authorization key Kz is performed between

the IC card 2 and the reader/writer 41. When mutual

authentication has been successfully performed, information



to the updating authorization key K2; is perforned
between the card 2 and the reader/witer 41. \Wen
mut ual aut henti cati on has been successfully
performed, information 63 907P103.7. stored in the
bal ance region 83 can be updated, [0176] As descri bed
above, an authorization key can be set for data
stored in a single region, as well as a service data
structure or a processing sequence. in addition, an
aut hori zation key corresponding to a purpose, suchs@sp1031
a key for. reading data or a key fox witing data,
sto %Bhlﬁs Egebaﬁgﬂ 'Q%géuhh@%'%ﬁh'gﬁ %gﬁa%%% in Fig.
can be set by setting an thorization key
(01f@f each region and each purpose, the risk of the
security in a case where | eakage of an authorization

keys ogeytsican beovedusedautfdZ71acEbe. k43 E8ndBe set for
illustration show ng an exanple of the service data

datst UelBEe 132a Bihigle tregA®ndeser wked akoveserkhee data
service data structure 32 is a service data structure

strhetufenagi agpdataskeagssanyneher .a thcketiiapphi cahi on
and is managed by the ticket object 52. [0178 As . ti
autWoriZzaitdohi eyl3prirkepseringe tdata pstrpuctyr @ud? ias a key
basically categorized into a service ID area ill,
forpreedssiongatsequencéey foe arstiaat oalkd, samth dat ahe
storage areas 119 to 221,
updating authorization key Ky in Fig. 12, can be set. Thus,
by setting an authorization key for each region and each
purpose, the risk of the security in a case where leakage of
an authorization key occurs can be reduced.
[0177]

Fig. 13 is an illustration showing an example of the
service data structure 32 in Fig. 6. As described above,
the service data structure 32 is a service data structure
for managing data necessary for a ticket application and is
managed by the ticket object 52.

[0178]

As shown in Fig. 13, the service data structure 32 is
basically categorized into a service ID area 111, processing
sequence areas 112 to 118, and data storage areas 119 to 121,
which are areas in which specific data within the service
data structure is stored.

[0179]

The service ID area 111 is an area 1in which a wvalue



whi ch are areas which. specific ctatl. within the
service data structure is stored. [0179-, The
service area Al' is an area which a va.':e 8078103]
corresponding to a nunmber assigned, as a contract
nunber of an application, to the user of the IC card
2 stored. A unique value is adopted within an
application of a single application server (in the
exanple of Fig. 13, a ticket application) . Thus, the
service data structure 32-i64 +dentified by a command
i ssued by the reader/witer 41. ;01807 The processbngl031
sequence areas 112 to 118 are areas in which val ues

sequence . :

col BEAINA0 & WAl PLaasHIAg SLeRe LhAleiial nlifer or

an Fﬁscsae%goﬁeoe@%)uﬁﬁ aned.1d QL8L in theexanpl ep
o] I g. , progranms describing processing seqguences,

uniSHED B8R U e deRBYMRM AL 141 SRAURHESRF & single
paynment execution condition checking sequence, a

apfRa®Nton sequence; i tHY téxBipRayreniy checking i cket
sequence, a history inquiry sequence, a PIN sequence,

appnd ¢ iset) values, chasgkbgvseguence, sarecstieeed2i ast he
processi ng sequence areas 112 to 118, respectively.

iddritliOZ)ed The aindmmofrdaymnid Wy tiheg seqlante idefi nes.
processing steps for adding value (increasing the
[0Olfuniber of tickets)

The processing sequence areas 112 to 118 are areas in
which values identifying groups of processing steps that can
be called from the reader/writer 41 (programs describing
processing sequences) are stored.

(0181]

In the example of Fig. 13, programs describing
processing sequences, such as a unit-of-payment writing
sequence, a payment execution condition checking sequence, a
payment sequence, a unit-of-payment checking sequence, a
history inquiry sequence, a PIN sequence, and a set value
changing sequence, are stored in the processing sequence
areas 112 to 118, respectively.

[0182]

The unit-of-payment writing sequence defines processing
steps for adding value (increasing the number of tickets)
stored in a number-of-tickets region 136 of the data storage

area 120. Here, in a case where an application to be

implemented is a ticket application, payment represents a



stored in a nunber-of-tickets region 135 of the data
storage area 120. Here, in case where an application

to be inplenented is a ticket application, paynment
represents a 60131031 reduction in the nunber of

remai ning electronic tickets, such as tickets for

concerts or tickets for transportation, which is in
exchange for reception of ..he provision of the
application by the user of éhe-TC card 2. [0103] The
paynment execution condition checking sequence defspep1031
processi ng steps for checking a paynent execution

e o T T £ UEnGR RELI S, HCe ey
suchl Shetd e smenieg . ol s AP EMsportation,

whil¥ trOfirpayment, Lhecki ng Sequence def{desovision of the
processing steps for checking which information is to

apﬂ%ﬁcéﬁﬁﬁuQéz%Hé“dséﬂ1&@Mﬂﬁﬂﬁ£'HH%J“EUOVY Lnquiry
sequence ef i nes processing steps for checking an
[o1acxiess log represented by information stored in the
data storage area 121. The PIN sequence defines
pr gees phgedttepsetat i opr @vndiifg caC cess kiest lsieeiicdre
using a P:IN and processing steps for rel easing
defacces preesiadiotd ardpr ftat achmnaged dypatentserzg@ecion
data .:..=,:uctu.r..e 32. The :et val ue changi ng
corgliquience déki peympndcessiuegcst eps ifers clracgissgng seeps

fogﬁﬁégicing the number of tickets (use of a ticket)
represented by a value stored in the number-of-tickets
region 136.

[0184]

The unit-of-payment checking sequence defines
processing steps for checking which information is to be
used as a unit in payment. The history inquiry sequence
defines processing steps for checking an access log
represented by information stored in the data storage area
121. The PIN sequence defines processing steps for
providing access restriction using a PIN and processing
steps for releasing access restriction for data managed by
the service data structure 32. The set value changing
sequence defines processing steps for changing a set wvalue
that can be changed at the time of operation among values
stored in the data storage areas 119 to 121.

[0185]



that can be changed at the tinme of operation anong
values stored. in the data storage areas 119 to a2l.
[0185) Si. 7 P1.031. in addition, in the exanple of
Fig. 13, authorization keys K31 to K37 are set for
processi ng sequences described in progranms stored in
t he processing sequence areas 112 to 118,

respectively. It is assunmed that in order to perform
the processing sequences, nutual authentication using
the individually set authogd zati on keys K1 to K3; has
been successfully perforned. [0136] The data stos@pel031
area 119 is an area in which information indicating

stfﬂggébggégnr;ggigb%g?%agggntbiﬁgﬁgavhgc’aggﬁgrlzatlon

°1 ta storage area

key%ggafgza arggei?e%hkggt%?é%gggﬁggygggugﬁcégfQéggiiﬂgd in

i‘hg Paynent are dat storage area

pro@%glgﬁs%% ’%?H%t%ﬂeb¥Tg§£§%£$i§f§@ﬁﬁgﬂéeo%re%%hQﬁbi%B 118,

a region ion 133, a region ,

resz))erc gi,n 1357+t he puEhgEsofnbicket srHegi @9 B86fodm the
on_str.aint-on-tbe-nunber-ci--tickets region 137, a

prd@H0M 138 qued RlN dalid neghamehdd.caandnd udesior ete
data region 140. [ 1.88] The paynent execution

indGONGida 10 @i emth3kiiz5ita LGB KN ¥hilch hasoveahi on
indicating a constraint condition on the execution of

sudeRWEENL1 1ivs eiraiethedAs condi tions on the

[0186]

The data storage area 119 is an area in which
information indicating the period of validity of the entire
service data structure 32 is stored.

[0187]

The data storage area 120 is an area in which various
types of information regarding payment are stored. The data
storage area 120 is constituted by a payment execution
condition region 131, a region 132, a region 133, a region
134, a region 135, the number-of-tickets region 136, a
constraint-on-the-number-of-tickets region 137, a region 138,
a PIN data region 139, and a desired data region 140.

(0188]

The payment execution condition region 131 is a region
in which information indicating a constraint condition on
the execution of payment is stored. As conditions on the

payment, for example, information indicating the period of

validity of a ticket is stored in the region 132,



paynment, for exanple, information indicating the
period of. wvalidity of a ticket is stored in the
region 132 - 67 SO07P.1.031 information indicating
the valid place of a ticket (such as a theater or a
termnal) is stored in the region 133, information
indicating a unit of paynent regarding the nunber of
tickets to be used, such as "three electronic tickets
are reduced by a single payQ%nT transaction" is
stored in the region 134, and desired information £§7P1031
stored in the region 135. [0189, The
infRtnatien ahdiicekatsy reg am1iib A JRIIAN d L MNLh (such as
i nformation indicating the nunber of remaining
a teleattaronire a trieckans: 19t dreedit dfdrimatiren dadiGgatiyg a
constraint condition on he nunber of renaining
infelrgettrion dndiicketisid & ustior ed ipeywhertcanrgjarding the
"Crdin-t-the-t'1 . -n~alT uibC - --x-f}..-ticke-_s
numpegl of 13tkefts A decorstd,aimtcic gredi'ttihore core tdve rumther
of tickets, information indicating the range of the
tickeserrei gkediised duch asindlor rexarplte,t rartm atumer iof
remai ning tickets should be O or nore and 10 or
storggsin ftoesgregddn A the anehidss i3 11[{B)hg0]iomHes RItdred
., data, region J39 is a regionin which ...n :)r.m ion
in §hea TPENCfo I9e -used on the occasion of PIN
hentication is stored. The desired data regi on 140
[Olg%ﬁ

The number-of-tickets region 136 is a region in which
information indicating the number of remaining electronic
tickets is stored. Information indicating a constraint
condition on the number of remaining electronic tickets is
stored in the constraint-on-the-number-of-tickets region 137.
As a constraint condition on the number of tickets,
information indicating the range of the number of tickets,
such as, for example, "the number of remaining tickets
should be O or more and 10 or less", is stored in the region
138.

[0190]

The PIN data region 139 is a region in which
information on a PIN to be used on the occasion of PIN
authentication is stored. The desired data region 140 is a
region in which data that can be set in a desired manner by
an application server is stored.

[0191]



region in which: data .:hat can be set: in a desired
manner by an application server is stored. 101917 --
hS 9073103"_ The data storage area 121 is an area in
whi ch informati on on an access log is stored. The data
storage area 121 is constituted by an access-1o0g set
value region 151, a region 152, a region 153, and an
access-log recording region 154. The configuration of
the data storage area 121 is the sane the
configuration of the data-st®rage area 70 in Fig, B
[0192] That is, the region 152 for the access-1o0gssetri1031
value region 151 is a region in which informtion

In%%%ﬁ%b%% %to%%'e a%g r%%qrqln%npgr%% %&F%ﬁic&og I's

stored i'Sare

1nf<§¥n@£1‘§%ﬂr% |J}g'§@éé%’% lt&f fu cgrecpf %Tgl sfi‘.a' %torage

stor he access g recordi ng region

ard£91 00 10 Whioh aeces 904‘} 0gs AF&decorded.d ”vaﬁ!Ld:é Fr%glon
nmet hod. [0193) Fig. is an illustration show ng

158n0f hefgexanmple of rddwessersyd cedata, Sééé@ééul%é%édbrdlng
#lg Q€i0194 c, five units _. paynents, only In

re gﬁ%ﬁﬂﬂ%ﬂ!ﬂ:TEchbﬁflﬁuratlon of the data storage area 121

is the same as the configuration of the data storage area 70

in Fig. 8.

[0192]

That is, the region 152 for the access-log set value
region 151 is a region in which information indicating a
unit of recording of an access log is stored. The region
153 is a region in which information indicating the number
of records is stored. The access-log recording region 154
is a region in which access logs are recorded in a FIFO
method.

[0193]

Fig. 14 is an illustration showing another example of
the service data structure 32 in Fig. 6.

[0194]

In the example of Fig. 14, five units of payments, only
one of which is shown in the data storage area 120 in Fig.
13, are shown. The units of payment shown in Fig. 14 are
used when the provision of different applications, such as

information indicating an electronic ticket for a concert

and an electronic ticket for transportation, is received.



r one of which is shown in the data storage area 120
in Fig, 13, are shown. The units of paynent shown in
Fig. 14 are used when the provision of different
applications, such as information indicating an
electronic ticket for a concert and an electronic
ticket for transportation, is received. 507P1031 In a
paynment sequence, a unit of paynent to be used is
identified by a command par ter transmtted fromthe
reader/ niter 41, and paynent is performed. [0195] SOA81031
descri bed above, in a ticket application in which the
In SepdiyaRndefsadieneR i bemni'tt ke HEhRnOft Pt $15@f5 is
paynment that can be stored” is set. to "plural” (Fig.
ided).ifa el wiald topmdains pefr dpaymnt: anmalge b e inaged
by the single service data structure 32. [0196] in
reatke /ardte rddscr iapld @ayreenviice pdatfrsigdictures in a
case where a prepaid el ectronic noney application and
[01&5]ti cket application are inplenmented have been mainly
expl ai ned. However, a simlar service data structure
cahsbdesgsédednabheepctaskonhicketheppanagetent inf which
information indicating various rights. The simlar
theggpyivéeed dea ingttiwet Wterc drihise nappidred ft anismagemgrtyment
of rights represented by, for exanple, a railway
thagofmiit B a9 Aai Iskdy to dledlurald pdiimt. darnda @lurality
stanp card, a coupon ticket, a theater appreciation
of pndkét 0ta PéyHRitatifdn atlisek b, Tare@aokive theneyingle

service data structure 32.
[0196]

In the above description, service data structures in a
case where a prepaid electronic money application and a
ticket application are implemented have been mainly
explained. However, a similar service data structure can be
used on the occasion of the management of information
indicating various rights. The similar service data
structure can be applied to management of rights represented
by, for example, a railway commuter pass, a railway ticket,
a point card, a stamp card, a coupon ticket, a theater
appreciation ticket, a commutation ticket, electronic money,
a credit card, a cash card, a debit card, an employee ID
card, a written guarantee, a door key, an identification
card, an access control card, and the like.
[0197]

The above-described series of processing operations can



a credit card, a cash card, a debit card, an enpl oyee

1:i, card, a witten guarantee, a door key, an
identification card, an access control card, and the
like. [0197-j. The above-described series of

processi ng operations can ;0 SO7PI 031 be perfornmed by
hardware or software. in a case where he series of
processi ng operations is perforned by software, a
programconstituting the software is installed froma
program recording nedium+nt® a conputer built in

dedi cated hardware or, for exanple, a general-purpo3rlo3l
personal conputer capable of perform ng various

be Ia%&?f‘g:or%’n%% Hobp it o e et S5b o Bhoei upesg the
exa t : fi ti : I
e A e e S R e MR

prc%%%%f?%%ﬁ%ﬁ%&%wﬂg(¥H%?@%f%dgféﬂfgninéfglwgﬁ'%fg%Ja

ocessing Unit) 201 perforns various types

pro%\%% ING,J MALGH JaNGE M ddhpf dognaMStier etditat ed
(Read Only Menory) 202 or a storage unit 208. .1

haRWRam:be Rar formmd by 4 heeddhd 2L rgdala panbiidie
like are stored in a RAM (Random Access Menory) 203,

co & AR i & e @R R Wil i die REME20% s and tahe ous

M 203 are connected to each other via a bus 204.
programs being installed thereon.
(0198]

Fig. 15 is a block diagram showing an example of the
configuration of a personal computer that performs the
above-described series of processing operations by a program.
[0199]

A CPU (Central Processing Unit) 201 performs various
types of processing in accordance with a program stored in a
ROM (Read Only Memory) 202 or a storage unit 208. A program
to be performed by the CPU 201, data, and the like are
stored in a RAM (Random Access Memory) 203, where
appropriate.

The CPU 201, the ROM 202, and the RAM 203 are connected to
each other via a bus 204.
[0200]

An input/output interface 205 is connected to the CPU

201 through the bus 204. An input unit 206 constituted by a

keyboard, a mouse, a microphone, and the like and an output

unit 207 constituted by a display, a speaker, and the like



[0200] An input/output interface 205 is connected to

the CPU 201 through the bus 204. An input unit 206
constituted by a keyboard, a nouse, a m crophone, and

the like and an output unit 207 constituted by a

di spl ay, a speaker, and the |ike sO7P1031 are

connected to the input/output interface 205. The CPU

201 perforns various types of processing in accordance
with instructions input by’the input unit 206. The

CPU 201 outputs a processing result to the outputs0o7pr1031
unit 207. [0201] The storage unit 208 connected to

, ; ¢ . it g
ard R dRRULIO WP UL o Ilmqut{%g&g%?algg%é c?8{)(5‘3 BYe g%ﬁ

exanpl e, a hard di sk. unit 208 stores

201PRAI PO voa RS arpRd by t ce%PsLir?gO_lirﬁ%%c\@Fd'ta%%Zen with

data. A communi cation unit 209 conmini cates w

ins@xtestiain sappaiat usy Whd arpeionark,t sush  aset ey 201
Internet or alocal area network, [02021 Wen a

outipeny ablpe dedisimR2 ke s\ S4ch A re magheid aditsk,o07.an
opti.ca_L disk, a magneto-optical disk, or a

[0298m conductor nenory, is installed in a drive SO
connected to the input/output interface 205 the drive
210hdr Besapei {initeAdBabbenrediedmt21t handnpbtdonspat
program and data recorded in the renovabl e nmedi um

intgrfacehe Odbtisi med pridgram dnvd datma exame ler,ans fremded itso: .
and stored in the storage unit 208 when necessary.

The[gg@gpge unit 208 stores a program to be performed by the

CPU 201 and various data. A communication unit 209

communicates with an external apparatus via a network, such

as the Internet or a local area network.

[0202]

When a removable medium 211, such as a magnetic disk,
an optical disk, a magneto-optical disk, or a semiconductor
memory, 1is installed in a drive 210 connected to the
input/output interface 205, the drive 210 drives the
removable medium 211 and obtains a program and data recorded
in the removable medium 211. The obtained program and data
are transferred to and stored in the storage unit 208 when
necessary.

[0203]

A program recording medium that is installed on a

computer and that stores a program executable by the

computer is constituted by the removable medium 211, which

is a package medium, such as a magnetic disk (including a



A programrecording mediumthat is installed on a
conputer and that stores a program executable by the
conmputer is constituted by the renovabl e nmedi um 211,
which is a package nmedium such as a magnetic disk
(including a ;2 307P103l flexible disk), an optical
di sk (including a CD-ROM (Conpact Disc--Read Only
Menory) or a ?VD (Digital Versatile Disc)), a
magnet o- opti cal di sk, or a sem conductor nenory, the
ROM 202 in winch a programd s tenporarily or
permanently stored, or the hard disk form ng the S07P1031
storage unit 208, as shown in Fig. 15 2\ programis

fleﬁﬁgia 8%n&9 the B %9&%&‘5@% qaﬂglg89h§ Sucﬁ RéMngCQmpact

fefaess conmmuni ca Ion ne

DiskO&aL 4 bﬁﬁxnﬁ%w8E§ehe§e al BLSr net 4 1951dvgkgakl§@t955bs¢,

% oaacas connunlcatlon unit 209, which

magﬁgto BE%EEQQegl%%ChO§S 28 sERULeh 0kt rMRARRY yWheRe ROM 202
necess te that in this speC|f|cat|on

in wh&P® g€§96b?bﬁ91§ tRHPgraminRcbidegecrptnenkYy stored, or
processi hg operations perforned in time series in

thedfgoHdaRER Wot-hihhe tWel kteragkdenibuboal sas phoeasshngig.
operations performed in parallel or independently,

15.the pregessi ng operadi onsobehagpnoyraecessariiyg medium
performed in tine series. - 73 111R1L I. A .l 1. An.

by @keebr anivg rappatatiis ehawvisngcamunCcathiop mekdatinpestiohmes a
processi ng operations in accordance wth

local area network, the Internet, or digital satellite

broadcasting, via the communication unit 209, which is an

interface, such as a router or a modem, when necessary.

[0204]

Note that in this specification, steps describing a
program include not only processing operations performed in
time series in accordance with the written order but also
processing operations performed in parallel or independently,

the processing operations being not necessarily performed in

time series.



transm ssion of a command, conprising: storing neans
for storing, in association with an application
provi ded by a provision server, prograns describing a
plurality of types of processing sequences and
information indicating a structure of data to be read
and witten by individual processing operations
performed in accordance w4 the processing
sequences; and managi ng neans for acquiring, fromthe
storing neans, the prograns and the information
indicating the structure of the data that are stored
in association with the dg@ftidation, which is
identified by an_identifier added to the command,
Lahich is trahSnPleedirndm arrexeénsahavénd ral ICamdip
or nagi ng data to be read and witten by the
tha{ir BSEggFﬁ‘ Pgssreétsilaﬁs OREEBIFAPRG £F AIFE PrGEESs Migh
sequences described in the acquiired prograns as data
traﬁﬁ@?ﬁﬁl?ﬂeo t PuECOFen eﬁP@?éﬁFé&gﬁy the i nformation
acgyéEQQ f£0n1th$ stogig? means. 2. Thg,electr nic
apparatus AccordrRy to°ErRPm 1" PEFPRERTLEBNBLFEI AY:
f.ar rform ng _the processing operations
appgggéﬁgkﬁgg?géﬁggdpggcgsgfﬁgggéaﬁeﬁgéye&és5&P§gﬁmsn t he
: a [ r t ard s _and
e e P e Tisd 83 SNRRr PO Ry SF e haca ansse and

inf?EﬁHEEHﬁeihéicégﬁﬁ anted Ry t-he %%g%aﬁ%ﬁ%ea%%gdwgﬁd

romt he St oring ans, 1 n aCCpr an.C
writtans SﬁhQEvQBubﬁ?p%%ﬁ@%@qngWBb%Qaﬂf§§%M§§$%§rmed in

reader/witer provided so as to be use

accordance with the processing sequences; and

managing means for acquiring, from the storing means,
the programs and the information indicating the structure of
the data that are stored in association with the application,
which is identified by an identifier added to the command,
which is transmitted from an external terminal, and for
managing data to be read and written by the processing
operations according to the processing sequences described
in the acquired programs as data having the structure
represented by the information acquired from the storing
means.

2. The electronic apparatus according to Claim 1, further

comprising:

control means for performing the processing operations
according to the processing sequences described in the

programs acquired from the storing means and controlling



user receives provision of a specific application. The
el ectroni c apparatus according to Claim2, wherein

t he managi ng neans sets different authorization keys
corresponding to the processi ng sequences described in
t he i ndividual prograns acquired fromthe storing
means, and wherein in a case where a processing
operation according to a specific processi ng sequence

is perfornmed in accordance with the transm ssion of
the command fromthe redae7¥aiiter, bef ore perform ng
the processing operation, the control neans perforns
nmut ual authentication between the electronic
reaappar ands warid inke afeader Aartiat ethdsye sHimgtarre is
aut hori zation key set for the specific processing
repsegeericel by The dndchmmeriiconagradtes dowor dibeg sttoring
Caim2, wherein the managi ng neans sets different
meagqust haini 2adiogdancesy & iddr tagpendsis e tof ithdi wicadwainddatvdich
. itenms having different contents, the data itens
is Eaest i Feiase /e id@ra ireowWaade 8@ &fd b e erpecamdpen a
wherein in a case where a processing operation
usexc E6CELTE St @R VEFe AT fAfc Sprimesddility MEfuidte s
performed in__accordance with the transm ssi on of

the |
3c. 0: n7; and ff%ﬂﬁtqﬁfc§¥ﬁﬂﬁﬁ/%ﬁ?%%ﬁ?u%e?%?%r%%??o?ﬂ19galm y
mUEUBF S50t RBR TG BePORTLBEARENSPRE JoSEEPBn BuChSriZat ion
oy R ERBP T RO TeyS SEC FAPANE B & 0 e Todfogdbed in
thewriintd%&.rl au gyf}%g%%%e%% WRE r%tolmonchaec @ ding tethe .nqg
specific processing sequence. 5, An Information

Progessing; fekhadsEopnake a processing operation

according to a specific processing sequence is performed in
accordance with the transmission of the command from the
reader/writer, before performing the processing operation,
the control means performs mutual authentication between the
electronic apparatus and the reader/writer by using an
authorization key set for the specific processing sequence.
4. The electronic apparatus according to Claim 2,

wherein the managing means sets different authorization
keys corresponding to individual data items having different
contents, the data items constituting the data to be read
and written, and

wherein in a case where a processing operation
according to a specific processing sequence is performed in
accordance with the transmission of the command from the

reader/writer, before performing the processing operation,



el ectroni c apparatus that includes storing nmeans for
storing, in association with an application provided
by a provision server, progranms describing a
plurality of types of processing sequences and
information indicating a structure of data to be read
and witten by individual processing operations
performed in accordance w-thsthe processing sequences
and that. has an I C chip that perforns the processing
operations in accordance with transm ssion of a

co nd,, the nethod. compri si ng the steps of:
ene HIHRR i e S i%w%a@tn%ﬁw@%ﬁ%gbeen the
t i rnatiqQn i ndi cating the structure of the ta
e Lefgtornit] AATd M3 g&%%@ﬁeﬁw‘ﬁ%d bR o
i.ch i i i fijed [ tifier added,to e .
aut%%&a,onmq% hé ié.egc rraﬁegjrﬁ %Farelcoa fFoRat &4 & Written

' . ing dat d d itten b
by SRS A RSB L5 6 AY L )

the processin € "pr 0cessi ng

oTRAUERCLS Gidbed in the acquired programs as data
. having%fh§£§$1ucture represented by the infornmation

sacquired fromut Re fI@dtNGn BN ssinkP mehdl PFLIrAM

for causing a conputer to run, the conputer

elec@iiohdld iafpa rAftQISTRIHON DEO0ESSs NG OF1A§ REERLT 2BLC storing,
apparatus that includes storing neans for storing, in

in associiatiion witth am applicatdion Protide By & provision
provision server, programs describing a plurality of

sertgpes pabgrpmec essiarg senuengas: rarld dynfof tdan of

indicating a structure of data to be read and witten

propy sispdigvisggalengesc essi ngrformation indicating a structure
of data to be read and written by individual processing
operations performed in accordance with the processing
sequences and that has an IC chip that performs the
processing operations in accordance with transmission of a
command, the method comprising the steps of:

acquiring, from the storing means, the programs and the
information indicating the structure of the data that are
stored in association with the application, which is
identified by an identifier added to the command, which is
transmitted from an external terminal; and

managing data to be read and written by the processing
operations according to the processing sequences described
in the acquired programs as data having the structure
represented by the information acquired from the storing

means.



operations perfornmed in accordance with the processing

sequences and that has an IC chip that perforns the

processi ng operations in accordance with transn ssion

of a command, the program conprising the steps of:

acquiring, fromthe storing nmeans, the prograns and

the information indicating the structure of the data

that are stored in association with the application,

which is identified by an ;geptifier added to the

command, which is transmtted from an externa

term nal ; and nmanagi ng data to be read and witten by

the processing operations according to the processing

ésequences dedcpirogdan forheaasquior éd qemagprtaTs tes rgat a the

having the structure represented by the information
com@@@@ﬁr@@nﬁm@&ﬁﬂ@g'§m§ﬂqm§ti@@am§ocessing of an electronic
apparatus that includes storing means for storing, in
association with an application provided by a provision
server, programs describing a plurality of types of
processing sequences and information indicating a structure
of data to be read and written by individual processing
operations performed in accordance with the processing
sequences and that has an IC chip that performs the
processing operations in accordance with transmission of a
command, the program comprising the steps of:

acquiring, from the storing means, the programs and the
information indicating the structure of the data that are
stored in association with the application, which is
identified by an identifier added to the command, which is
transmitted from an external terminal; and
managing data to be read and written by the processing

operations according to the processing sequences described
in the acquired programs as data having the structure

represented by the information acquired from the storing

means.



