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Remote Resetting Postage-Mgter

This invention relates to remote telephone

‘resetting of postage meters, remote resetting postage
meter systems, and methods for remotely resetting

postage meters, and more particularly to meters,
systems and methods in which a central or host
installation receives requests for resetting a user's
meter and verifies the user's identity, and the amount
available on deposit before securely authorizing the
resetting of the user's meter by the requested’amount.

Telephone postage meter resetting is known in the
art. Techniques are known for enabling a postage
meter user to have his or her meter reset with
additional postage by telephone, avoiding the need to
carry the meter to a postal authority for authorized
resetting. In telephone postage resetting, the user
calls the central installation. That installation
debits the user's account and supplies the user with a
combination that enables the user to introduce into
the meter the correct amount of additional available
postage. '

In the prior art, attention has been given to
routines for assuring that the caller is an authorized
user before releasing the next of a predetermined
number of combinations to the caller. A voice
answerback unit has been suggested as the means of
informing the caller to enable him or her to enter the
combination learned by telephone. The meter could
then be reset with a fixed additional increment of
postage. Propoéals have also been made for the use of
a code-bearing means such as a card or a check that is
read by a postage meter to enable the introduction of
additional postage.. Another security-related concern
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ne postage reset he user he central _in-
facxllty. For this purpose certain prior art taught
that the combination communicated to the user from the

5 central facility should be dependent upon the amount
of postage requested so that a disparity in the
authorized resetting amount and the requested amount
‘would result in a disparity, or other incorrect
relationship, in the combinations compared at the

10 meter to enable resetting.

Verification that the amount of postage being
added to the meter was that amount the user had
requested of the central facility has been made at the
postage meter rather than at the central facility.

15 This was done by the meter's comparison of the
combination that it had internally generated with the
combination that the central facility had generated
and sent to the site of the meter.

The need for the user to intervene between the

20 meter and the central facility, to receive information
from a voice answerback unit and to enter that
information to the meter, e.g. by a keypad, introduces
the likelihood of user error, requiring a new
introduction of the information to thée meter or a

25 whole new resetting routine. It is also wasteful of

’ the user's time to have the user stay on the telephone ~

line until the information has been sent by the

central facility, and then to touch into the keypad
the requisite information. -
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The various aspects and features of the present
invention are defined in the accompanying claims to
which reference should now be made.

The invention provides a system for remotely
resetting a postage meter, by adding a variable amount
of postage, includes a computerised central facility or
"host", in telephone communication with the meter,
which host verifies - the meter’s identity and ascertains
the availability of funds, then sends to the meter an
authorising, unique,
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f this purpose certain prior art taught

one-time-only combination, independent of the value of
postage requested, and having a predetermined relation
to a unique, one-time-~only combination that the meter
has generated and retained. The meter compares the
combination that it has generated with the combination
received from the host. If the relationship is
correct, for example, if the combination is the same,
the meter introduces the additional postage requested.
The terms "unique" and “"one-time-only" as used here
mean as to the particular transaction. That is, the
combination generated by the meter and that generated
by the host can be identical, and in a preferred
embodiment are identical, but these continue to be
unique, one-time-only combinations as that term is
understood in the art.

The combinations that permit resetting the meter
are generated by software functions, called here
"authentication functions", which are program routines
in the meter and the host that develop the unique
combinations from inputs. 1In the preferred
embodiment, inputs to a combination-producing
authentication function include a number represen-
tative of the identity of the meter and at least one
random number. Bqth the meter and host generaﬁe their
combinations before they learn the value of the
postage being requested.. A random number that was
generated by the meter during the last resetting and
then stored is a preferred input to the authentication
function. In the case of the meter, the combination
is generated and stored for later comparison in the
course of that resetting. In the case of the host,
the combination is generated and stored until the host
has learned the value of the amount of postage
requested, that the funds are available, and that the
meter identification is valid. Thereafter, the host
retrieves the combination from storage and sends it to
the meter.
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Unlike past systems that verify the requested
amount at the meter, verification of meter identity
and the amount being requested occurs by the meter
sending to the host the value of the amount of postage

5 desired along with a code that it has generated,
based, at least in part, on the amount of postage
desired. Using the requested amount, the host
generates a code and compares it with the meter-
generated code. Successful comparison, which is

10 typically equality of the received and generated
codes, indicates that the meter has been correctly
identified, and that the value being requested at the
meter is that which has been expressed to the host.
The codes generated by the meter and the host are

15 generated by value-confirmation authentication
functions that are also program routines contained by
both the meter and the host. The value of postage
desired is one inpﬁt to each of the value-confirmation
authentication functions. Preferably, another input

20 to the value-confirmation authentication functions is,
again, a random number developed by the meter.

In the preferred embodiments of the invention,
the compared combinations and the compared codes are
successfully compared when they are identical,'but of

25 course, depending on how the combinations or codes are

) generated, a successful comparison might be some other

' reiationship, as for example, a predetermined
difference between the two numbers or some chosen
ratio of one of the numbers to the other. The

30 authentication functions used to generate the
combinations and codes can be a mathematical

relationship whose outputs vary unpredictably from one
set of inputs to the next. That is to say, the
authentication functions should be functions that

35 cannot be ascertained by watching the outputs over a
period of time with known inputs. Functions of the
desired type are known, and the precise function used
does not form a part of this invention.
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_M/resettlng I ahiatharet nesessary for resetting, communications
between the meter and the host can be encrypted. The

5 host's first response to the meter is the
communication of a random number to the meter. Using
this random number the host and the meter each _
independently generate a particular encryption mask,

which is then used at various points during the

10 remainder of the meter-host exchange.

. ‘The communications protocol between the host and
the meter, as described in part above, can be used
with either an electronic meter or a mechanical meter
to enable resetting automatically from a remote

15 authorizing location or host. Consistent with the use
of the term in the art, the expression "electronic
meter" used here means a meter that has electronic

'accounting provisione, in particular an electronic
descending register containing the amount of postage

20 remaining to be printed. A mechanical meter is one
whose accounting provisions, particularly the
descending register, are mechanical, with, typically,
mechanical register numerals readable through a window
in the meter case.

25 In the practice of this invention with a
mechanical meter, a control sum confirmation value,
i.e. a total of the ascending and descending registers
as previously read by the user from mechanical
register numerals, and not the individual register

30 contents, is retained in electronic memory at the
meter and communicated to the host for the purpose of
assuring that the meter's registers, which are
mechanical, have not been tampered with. A suitably
programmed microprocessor sends the code to the host

35 via )
modem and instructs stepper motors to reset the
meter's ascending and descending registers when it has
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The above and further features and advantages of
the invention will be better understood with respect
to the following detailed description of a preferred
embodiment, taken in combination with the several
figures of the associated drawings, in which:

Fig. 1 is a block diagram of a system for remote
resetting of postage meters and shows a central, host
facility and telephone communication with a series of
individual postage meters at user sites;

Fig. 2 is a diagrammatic perspective view of a
mechanical postage meter that can serve as one of the
postage meters of Fig. 1; '

Fig. 3 is a diagrammatic illustration in block
diagram form of the major electronic and
electromechanical components. of the remote meter
resetting provisions of the postage meter of Fig. 2;-

Figs. 4a, 4b, 4c, 4d and 4e together form a
diagrammatic illustration in the form of parallel flow
charts, illustrating the communications protocol and
the operations of a central, host facility and a,
meter, like the host and meters of Fig. 1, during

- remote resetting;

Fig. 4f is a diagram illustrating how the flow
chart portions of Figs. 4a, 4b, 4c, 44 and 4e are to
be combined to form the entirety of the flow chart,
referred to collectively below as Fig. 4; '

Fig. 5 is a further diagrammatic illustration and
shows symbolically the layers of encryption and
processing of data packets; and

Fig. 6 is a fragmentary plan view, partially in
section and partially in block diagram form showing
mechanical resetting features of the resettable
mechanical meter of Fig. 2.
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Turning now to the drawings in detail, it will be

seen from the several figures that there are
illustrated (1) a system comprised of a plurality of
remotely resettable postage meters and a central, host
computer installation, (2) a remotely resettable
mechanical meter suitable for use as the meters of the
system, and (3)'8 method of secure resetting of a
meter, including flow charts and diagrams representing
the program routines and operations of the meters and
host computer installation that form the remote
resetting system.

The System
Pig. 1 illustrates generally the remote postage

meter resetting system. Each of a series of postage
meter installations 15 has a mechanical meter portion
20 that contains the conventional postage printer and
mechanical ascending and descending registers. The
mechanical meter portion 20 is associated with a
resetting device 26 and a communications unit 27.
Conventionally, the mechanical meter portion 20 may be
of the kind that prints postage of a desired amount on
an envelope introduced into a slot 23.

~ As is typical of current postage meters, each
meter portion 20 of each installation 15 enables the -
user to determine the amount of postage to be printed,
keeps a fecord of the amount of postage available in a
descending register 39, seen in Figs. 2 and 3, and
adds the amount that has been printed to an ascending
register 41, seen in Fig. 2. The resetting device,zs;
when activated, increases the amount of postage
available to be printed by the machine by increasing
the total in the descending register 39. The
resetting device 26 and its relationship to the
mechanical descending register are described in detail
in the copending application serial No. 333,993, filed
April 5, 1989 for "Mechanical Postage.Meter Resetting
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herein by reference. The communications unit 27
enables the meter to communicate with a remote
installation 30, in Fig. 1, called the host.
Communications between the host 30 and the
communications devices 27 of the installation 15 are .
by telephone lines 32 and 33 of a telephone system 34,
typically the well-known public switched telephone
network. A request for additional postage relating to
a particular one of installations 15 is conveyed by
the telephone connection to the host, and
authorization of an increased amount of available
postage is conveyed from the host to the particular
meter installation 15 by the telephone connection.

The host 30 includes a computer installation 31,
a backup personal computer or PC 35, and one or more
modems 37 for communicating with the meters 20 wvia the
telephone system 34. As shown, the host computer 31
is also in communication with a banking facility 38.
Each subscribing user of one or more meter
installations 15 makes deposits in the banking
facility 38, which can be a commercial banking
institution. The banking facility 38 maintains
individual accounts of the sums thus deposited and
available for the user's postage needs. When the host
computer 31 receives telephone requests for additional
postage from one of the various meter installations
15, it ascertains that sufficient postage is available
in the user's account, and the host 30 then authorizes
resetting of the pertinent meter, again via the
telephone system 34 and as a part of the same

. telephone call from the installation 15 that requested

the additional postage. The host computer 31 includes
data storage where the amount of funds available for
resetting can be regularly reviewed and revised when
additional postage has been credited to a meter. The
banking facility 38 is regularly advised of activities
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The backup PC 35 enables an opetator at the host
facility 30 to authorize resetting of a meter if the

host computer 31 does not function.

The Postage Machine

Shown in Fig. 2 is the meter installation 15.
The meter portion 20 is a conventional mechanical
meter in this embodiment of the invention. 1Its
mechanical descending register 39 can be viewed
through a window 40 and its mechanical ascending
register 41 can be viewed through a window 42. Levers
36 permit manual setting of the amount of postage to
be printed. The amount of postage set to be printed
is visible through a window 37. Introduction of an
envelope through the slot 23 activates a conventional
printer internal to the meter portion 20, said printer
not shown in Fig. 2, to apply the set amount of
postage to the enveiope. This increments the
ascending register 41, adding to it the amount of
postage printed, and decrements the descending
register 39, subtracting from it that amount. Other
mechanical meters have key pads and electronics for
setting the amount of postage to be printed, but
retain the mechanical accounting features that are the

ascending and descending registers.

The principles of

the invention described here can be practiced with
these meters, and they can also be practiced with
electronic meters, which is to say meters in which the

. mechanical ascending and descending registers have

been replaced with electronic registers serving the

same purpose.

In the installation 15 of Fig. 2, the resetting
device 26, or "meter unit" as it ig called herein,
attaches to the exterior of the meter 20, where it
cooperates with the conventional resetting provisions
by which the mechanical meter 20 would ordinarily be

hand-reset at the postal authority.

The
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At cates by a cord 45 to resetting device 26, and it

connects the telephone line 33. The communications
5 unit has a keypad 47 that enables the user to

introduce information for use by the installation 15

or for communication by telephone line 33 to the host

30 of Pig. 1. A display 48 enables information, such
as menu selections or instructions, to be communicated

10 to the user from the installation 15 or from the host
30. ' '

Turning now to Fig. 3, the communications unit 27
has a modem 46, seen in Fig. 3, that communicates with
the host 30 (not shown in Fig. 3) via the telephone

15 1line 33. A CPU 49 has a microprocessor, random access
memory (RAM), read only memory (ROM), and necessary
latches and logic for control of the modem 46, the
keyboard 47, and the display 48 by the microprocessor.
The CPU 49 is in two-way communication with the host

20 via the modem 46 and the telephone line 33. The
keypad 47, including its typical associated circuitry,
is connected as an input to the CPU 49, and the
display 48, and’its typical associated circuitry, is
connected as an output from the CPU 49. Other

25 outputs, such as LED's or audible output devices can
also be connected as outputs from the CPU 49 or the
modem 46 to indicate particular occurrences such as a
transaction in progress, an insufficiency of funds in
the user's account as determined by the host, an error

30 in information introduced at the keypad 47 by the
user, or the "ringing" and then completion of a call
to the host. The microprocessor RAM, ROM, modem,

. keyboard and display are all selected from the variety

of known components that are now commercially
35 available.
The meter unit 26 is the resetting device that
makes possible resetting of the mechanical meter
without carrying the meter to the post office. The
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meter unit 26 is physically attached to the meter 20
at the location of the entry door where manual
resetting is ordinarily accomplished by a postal

Il

employee. An interlock, not shown in Fig. 3,
incapacitates the meter if the resetting device 26 is
removed without authority. Relevant portions of the
meter 20 and its resetting device 26 are illustrated
in Pig. 3 in block diagram form. This meter resetting
device or meter unit 26 has electronics 55 that
include a CPU 50. The CPU may include a
microprocessor, random access memory, and read only
memory all selected from the variety of commercially
available components. The meter unit 26 is in
communication with the communications unit 27 wvia the
cable 45. A register reset mechanism 51 connects with
the CPU 50 of the meter unit 26 via such interface
circuits 52 and 53 as required. An enabling mechanism
54 receives instructions from the CPU 50 via such
interface circuit 56 as it may require. Enabling
mechanism 54 enables the register reset mechanism 51
when appropriate. Output 58 from the register reset
mechanism 51 is a mechanical output to increase the
available postage'in the mechanical descending
register 39 of postage meter 20. The exact nature of
the mechanical and electromechanical setting
provisions including the register reset mechanism 51,
the enabling mechanism 54, the circuits 52, 53 and 56,

and the mechanical interconnection of the meter unit.
26 and the meter 20 are all shown and described in
detail in the above-mentioned copending application
serial No. 333,993. Their construction and operation
do not form a part of this invention.

The communications unit 27 is responsible for
communicating with the remote host computer by its
modem 46, receiving information from the user via the
keypad 47, providing information to the user via the
display 48, and forwarding information to the meter
unit 26 via cable 45. The CPU S0 of the meter unit 26

THIS SHEET HAS BEEN
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combination that it recognizes as appropriate. During

a resetting the CPU 50 develops and stores a
5 combination, then receives the value of the variable

amount of postage requested from the communications
unit 27, where the user has input this value at the
key pad 47. When it has received from the host, via
the communications unit 27, an authorization input

10 that it recognizes as valid because it contains the
correct combination, the CPU 50 begins the routine
that will, first, enable resetting, second, add into
the descending register 39 the desired value of
additional postage, and third, disable further

15 resetting until such time as resetting is to be
reenabled.

The CPU 50 of the meter unit can include an
encryptioh routine, known to the host 30, capable of
encrypting information transmitted to the host 30 on

20 the telephone line 33, via the modem 46, and capable
. of decrypting information received from the host 30
via that modem. One can use any of several well-known
encryption techniques, such as that described below in
_ relation to Fig. 5. All communications between meter
‘ 25 and host can be sent under an accepted communications
* protocol to assure error-free transmissions on the -
public telephone network. Such a protocol is the

Kermit protocol, a known protocol used for this
purpose, and which is a development of the Computer
30 Science Department of Columbia University. Such
encryption, and error-free transmission protocols do
not themselves constitute the invention, but K
contribute to security and reliability as discussed _ff
further below. ' ' ﬁ"
35 The CPU 50 of the meter unit 26 has a valuey”
confirmation authentication function routine t
unpredictably generate a code from input nu
the purpose of verifying at the host the -
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fnd stored unti151He hdst earne nmount of postage
: equest ed, thatauthentiggsion function routine to unpredictably

generate a code or combination from input numbers for
5 the purpose of verifying the host's grant of
permission to reset. Such functions, suitable for use
in the practice of this invention, are known to those
skilled in the art. The selection of the precise
function or. functions to be used is not a part of this
10 invention. Functions of the kind used are available,
for example, from D. E. Knuth, The Art of Computer
i Programming, Vol. 2, Semi-numerical Algorithms, Second
iiJ printing, November 1971, Addison-Wesley Publishing
i Co., Reading, Massachusetts, U.S.A. Alternatively,
15 the combinations and codes described below for secure
resetting can be generated from tables of random

numbers. These can be stored in memory in the meter
unit CPU 50, and at the host, the same tables can be
stored. A system and method for securely generating
20 combinations in this manner is described in U.S. -
patent No. 4,807,139 dated February 21, 1989, of
Hans-Peter Liechti. The routines by which the meter
unit CPU 50 and the 'host computer locate the
combination or code from its tables is the
25 T"authentication function" when this is the manner of
arriving at the appropriate numbers.
In an exemplary embodiment, an authentication
function is expressed symbolically as y=(ax + b) mod
n. The input x to the function is multiplied by a, a
30 constant b is added to the product, and the sum is
subjected to the mod function, which means that the
sum is divided by n and the remainder is kept as the
output of the function. Each meter is preprogrammed
with constants a, b, and n, and the host is provided
35 with the values a, b, and n for that meter. Security
considerations require that the constants a and n be
large integers, and n typically be chosen from the set
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are kept secret,

Secure Resettin
In its random access memory, the CPU 50 retains

5 the telephone number of the host. The CPU 50 random
access memory contains the control sum’confirmation
value CSC that is the sum of the ascending and
descending meter registers 41 and 39, as of the last
resetting. The read only memory of the CPU 50,

10 typically a separate programmable read only memory,
contains (1) a login identification number (login ID),
(2) a meter identification number (meter ID), (3) a
meter serial number, (4) a protocol level identifier,
(5) a customer number, and (6) several authentication

15 functions for the generation of code numbers or
combinations based on inputs to the authentication
functions as discussed in greater detail below, and
other permanent information such as a maximum limit on
the amount of postage permissibly entered into the

20 descending register during resetting. All of the
above are stored in memory inaccessible to the user.
The meter serial number appears on the equipment plate
of the particular meter, but the login ID and the
meter ID are not known to the meter user. The random  _

25 access memory (RAM) of the meéer CPU 50 contains a
number called the S; number that is inaccessible to
the user, and is varied with each resetting, but not
as a function of the number of resettings.

For each particular meter installation 15, the

30 host computer 31 has. in memory (1) the meter serial
number, (2) the meter identification number, (3) the
login identification number, (4) the customer number
and (5) authentication functions identical to those of
the meter.

35 : Turning now to Fig. 4, the resetting protocol
will be described. As illustrated in the meter and
host flow charts of Fig. 4, at resetting time, using
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typically equality of the received and generated
nmet er has been correctly identif{gd, and that the

the keypad 47, the user initiates resetting, as
indicated at 100, for example by inputting to the
meter that it is to enter its reset mode. Prompted
via the display 48, the user, at 102, enters into the
5 communication unit 27 by its key pad 47, the ascending
and descending register values A and D visible through
the windows 40 and 42 of the mechanical meter and any
identifying data desired. In an electronic meter the
ascending and descending register totals can be read
10 electronically by the CPU of the meter without the
user's intervention, or the ascending and descending
register amounts can be displayed on an appropriate
LCD or like display for the user's introduction to the
meter CPU via an input such as the keypad. 1If
15 desired, before proceeding, the meter unit CPU 50 can
verify, at 103, the user identification at this point
'by comparison with a stored identification.
At this time the meter CPU 50 undertakes a number
of preparatory procedures or routines 104. The meter
20 CPU first generates a random number, using its own
random number generation routine, at 104a. Random

number generation is known in the art, for example
from the time between user key entries. The meter CPU
50 then generates thé*in, at 104b, using the random

25 number just generated in a function arbitrarily named
pkeynumgen' described below. The number i, just
generated is stored for use in the next resetting.
Next, as indicated at 104c the meter CPU 50 generates
variables S1, S2, S3 using a function arbitrarily -

30 named pkeyvalautb (iﬁ-l)’ where in-l is the number in
from the previous resetting. ' Next, at 1044 the CPU 50
generates S to be transmitted to the host, where § is
equal to in-Sl. The numbers S1, S, S2 and S3 are all
stored. Next, at 104g the CPU 55 generates the unique

35 one-~time-only combination R that will be used to
unlock the meter and reset the descending register.
The combination R is generated using a function
designated Prauto’ called herein an authentication




ter is that which has been expressed to the host. The codes

-by the nmeter and the host are generated by V&ﬁﬂ@ﬂﬁ&ﬁﬁ*ﬁ&ﬁk&

cati.on functions that are al so programroutines .
r and the host. The val ue of postli®ge de- sired:i each
val ue-confirmati on au- thentication functions. Pr |

t0.the val ue-confirmation authentication functions is, agaln
‘nunber devel oped by the neter. In the greferred enbodlnents of

vention, EN8SERPar 1%&Nﬁﬁrﬁﬂ94ﬁk§a&ﬁd SRe S3nPBAe@M codes are
sfully COHﬂ&h&dfi\bsﬂxéﬁl&Wxﬁf& iftEjuec alo, thet meter such as the

meter ID. Unlike some prior remote resetting
" approaches, the combination does not depend on the
5 value of the postage requested (which the meter has
not yet learned), nor the number of times that the
meter has been reset.
After having generated the unique one-time-only
combination R, the last of the preparatory procedures
10 104, the CPU 50 prompts, at 145, the user, via the
communications unit CPU 49 and its display 48, to
indicate the amount of postage desired. The meter
receives the value v of the postage requested and
stores it, at 146. From the ascending and descending
15 regiéter values the meter calculates a control sum CS
at 105b by adding the ascending and descending
. register values. The meter compares the control sum
CS with the control sum confirmation value CSC stored
in RAM of the CPU 50, as indicated at the decision
20 block 106. The control sum, which remains the same
until a meter is reset, is one indication of the meter
not having been tampered with. If, at decision block
106, it is learned that the control sum does not equal
- the control sum confirmation wvalue in memory, then
25 appropriate action can be taken, at 107, preventing
resetting, and, for example, disabling the meter.
Preferably, before aborting and/or disabling occurs,
the user is given several opportunities to enter the
correct register values A and D, to allow for an
30 inadvertent mistake. If the control sum and control
confirmation value are equal, the meter continues with
the resetting, placing a telephone call to the host at
110.
The host computer 34 waits in a ready condition
35 as indicated at 112 (Fig. 4a), and then in response to
detection of an incoming call at its modem 37, the
host answers the call at 114. At 116, the
communications unit CPU 49 learns that the call has
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1-3 the CPU 50 learns this, like all other
communications with the host, via the modem 46 and the
communication CPU 49. The host's failure to answer
will result in appropriate action by the communication
unit CPU 49 at block 116, for example, a slight delay,
at 117, and a subsequent call, at 110, or after '
several more tries determined at 118, a prompt at 120
to try again later and an end to the attempt.

If the communications unit CPU 49 recognizes a
successful telephone connection indicated by the yes

line 124 from the decision block 116, it then sends to

the host at 125 a communication that causes the host
to proceed as indicated at 127. This communication,
called the login packet, can be used by the host, at

- 128a, to determine that it recognizes the

communication protocol, which is to say the format of
the communication, before going forward as well as the
software version used by the meter. If it does not,
at 128b it replies to the meter with a message causing
the meter, at 129 and 130, to terminate the session
advising the user to call the establishment that
operates the system if desired. Assuming that the
host recognizes the format, it generates a random
number zz at 131 using a random number generating
function (subroutine) of the host computer 31. The
random number zz, thus generated, is sent from the
host to the meter, .at blocks 131 and 132, and the host
31 and the meter CPU 50 use it to generate identical
encryption masks at 133 and 134. Routines for the
generation of encryption masks from seed numbers such
as zz are well known in the art. From this point on
in the communications between the host and the meter,
most messages are encrypted using the mask prior to
transmission and are decrypted when received using
that mask.
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by the above- nentioned generated conbi nati on and .Ct m"

The random number zz is used by the CPU 50 of the
meter 20, at 137, to generate and store a further
number k using a function Py with the random number zz
and one or more other numbers known to the meter and

5 the host, such as one of the identifying numbers

(generally ID) stored in both the meter and the host.
The function used to generate k can be any of a number
of-functions that can be executed by a microcomputer
routine to produce an unpredictable number from one or

10 more inputs, and which number varies unpredictably
from one input to another. 1In other words, p, should
be such that k cannot be predicted if the inputs zz
and the one or more stored numbers are known, and if
one were to observe the generation of many k's,

15 knowing the inputs for each generation, one would not
be able to perceive the function P+ OF to predict the
resultant k given another arbitrarily selected input.
P, can be a function like one of those described in
Knuth, cited above or it can be a table from which k

20 can be looked up similar to the Liechti patent cited
above. At 150 the meter sends to the host k, S, any
identifying numbers desired such as the serial number
and perhaps a customer number, as well as the
ascending and descending register values or values

25 derived therefrom. This packet, called the request _
packet, is preferably encrypted by the mask discussed
above, and the encrypted packet is transmitted error-

free via a Kermit protocol.
The request packet is received by the host at

30 152. The host will already have calculated ky at 153a
a using the same authentication function P, as was
used by the meter at 137. By comparing k and kH at
154, the host determines that the meter and host were
communicating pursuant to'the appropriate

35 communications protocol and software version. The
host had already calculated, at 153b, the numbers S1,
S2 and S3 using the function pkeyvalauto with an input

of in—l' which is the in that it had stored during the
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last resetting. At 155 the host calculates the

current in from the S it has received plus the Sl it

just calculated. This it stores. The host compared

the k it received with the ky it calculated to

validate, at 154, the communication protocol and the

meter based on any meter identifying inputs to the Py

function. The host now calculates and stores at 158

the unique one-time-only combination Ry, a in manner

functionally equivalent to that used by the meter.

The host requests the meter to proceed at 159 and 1640.
The meter calculates at 162 a code number c using

an authentication function'Pv with inputs of in and

the value of postage requested v. Both the code

number ¢ and the value of requested postage v are sent

from the meter at 163 to the host at 164. The host at

167 calculates the code number Cq using the same

function P, and the same inputs in and v (which it now

knows by virtue of the amount packet). The host then

compares the two at 168 to determine that the value v

sent is actually the value being requested at the

meter. If the host determines that ¢ received is not

the same as the Cy it has just calculated, then at 169

it ends the session or takes appropriate other action

such as signalling the meter that it should be

disabled, for example. If the host determines that -

the code received is equal to the code just

calculated, it then proceeds to retrieve the account

balance AB at 170, for example from customer account

files in memory, and then determines that sufficient

funds to cover the amount of requested postage v

resides in the customer's account. If it is

determined that the requested amount exceeds the

balance, then the user is so advised via the telephone

link and the communications unit CPU 49 and its

display 49 as shown at 171, 172 and 173. The session

is then ended. If the balance is sufficient to cover

the requested postage, however, the host transmits, at

175, the unique one-time~only combination Ry to the
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The meter disconnects from the telephone line at
176 then compares the combination R that it has
5 calculated (the meter-internal combination) and stored
with the Ry that it has just received (the meter-
external combination) at 179. If they are not the
same, the meter ends the session and may take
appropriate action such as preventing further
10 transactions using that meter, all at 180, but if the
comparison at 179 is successful, the CPU 50 of the
meter resetting device proceeds with the resetting
routine at 182, The routine for resetting the
mechanical meter of the kind shown in Figs. 2, 3, and
15 6 is described in the aforementioned commonly assigned
patent application of Horbal and Emmett. In addition
the meter rolls over in replacing the stored 1 of
the previous resetting with the in generated in this
resetting, and the meter updates the control sum

i
n-

20 confirmation value representing the sum of the
ascending and descending registers as revised by the
addition of v, all as indicated at 184, and the
resetting is completed.

, Timeouts _ -
25 It will be appreciated by those skilled in the

art that whenever two devices are exchanging
information over the telephone lines, provision must
be made for the possibility that the connection may be
disrupted between steps of the exchange. In the case
30 of the remote resetting protocol shown in Fig. 4 and
described above in the detailed discussion of the
protocol, there are several points where one of the
devices awaits information from the other. For
example, at each of blocks 132, 160, and 176 (called
35 “awaiting“.blocks) the meter awaits a particular

response from the host. The programming of CPU 50 and
CPU 49 therefore includes “"timeouts", counters that

¥ )
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””fdiﬁg‘éﬁﬁ_afécending registers as previously read by the user from
r%ﬁ&@ﬂasl’ﬂdﬂﬁlﬁ@h&ﬂ and not the individual register contents, is

|n e y dt the nmeter and conmunicated to the host for
§irpose o HE‘!“MWMI the met er' s2keg- isters, which are nechanical,
' A sui tably programed nicroprocessor sends the
o the host via nodem and i nstructs stepper nb- tors to reset t he

2o e AR RSTE AR AR S ST ST b T ORI e
es and adwdnthgésiotrement with time. 1If the counter reaches
| a predetermined value without the expected response

. from the host, an error handler is invoked.

5 ~ Likewise, at each of blocks 127, 152, and 164 the
host awaits a particular response from the meter. The
programming of both the host CPU 31 and the
communications unit CPU 49 therefore also include
timeouts and associated error handlers. For clarity,

10 neither the timeout variables nor the associated error
handlers are shown in Fig. 4.

Levels of encryption

' As mentioned above, preferably most or all of the
packets sent between the meter and host are encrypted

15 and sent according to an error-free protocol such as
the Kermit protocol. The several levels of encryption
and protection are collectively portrayed in Fig. S.
For example, when the meter assembles the amount
packet, it starts with the requested amount of postage

20 v, shown symbolically as region 200. The meter
calculates c by passing v through the function Pv’ and
the number c that results is shown symbolically as
region 201. The information of regions 200 and 201 is
encrypted using the above-described encryption mask

25 that depends on zz, yielding'encrypted information
symbolized by region 202. 1In an exemplary embodiment
of the meter of the invention, v is a binary number.
C, which is what comes out of P,, when v is given to
it, is also a binary number. :

30 The binary number that is region 202 is sent by
the meter to the host according to the known Kermit
error-free protocol to assure reliable communication.
This is not a security feature, as one knowledgeable
in Kermit could arrive at the encrypted content 202.

35 In the event of failure, the meter will typically have
been programmed so as to resend the packet 203. Error
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this and a variety of exceptional conditions.
The Kermit protocol enables the receiver (which
in the example of the amount packet is the host) to
5 determine that it has received a pérfect copy of the
packet 202 as earlier assembled by the meter. The _
data packet 202 is decrypted, tYpically using the same
mask as that by which it was encrypted. This yields v
and c. The host then passes the value of v through
10 the function P, to yield a value Cy- If cy=c, (or
another chosen relationship) then the value has been
reliably passed from meter to host.

The Resettihg Mechanism
The relationship of the resetting mechanism 51

15 and the enabling mechanism 54 of Fig. 3 is shown in
Fig. 6 in association with the mechanical descending
register 39. The resetting mechanism 51 includes a
stepper motor 261. The interface circuit 52 is its
commercially available control circuit. This circuit

20 converts inputs, on lines 67, from the CPU 50, or an
intermediate register, if needed, and converts them to
stepping motor inputs to the motor on line 262, to
control the amount of rotation of the motor. An
encoder 264 is part of the resetting mechanism 51.

25 1Its commercially available output circuit is the
interface circuit 53 that provides to the CPU 50, or
an intermediate register, if needed, an electrical
output indication, on lines 66, of the amount of
rotation of the shaft 263 of the stepper motor 261.

30 The enabling device 54 includes a stepper motor 269.
Its commercially available control circuit is the

Ainterface circuit 56. Input data to its commercially
available stepper motor control circuit is on lines 72
from the CPU 50 or an intermediate register.

35 - The 6utput shaft 263 of the stepper motor 261
extends through a motor mounting plate 274. Affixed
to this end of the shaft 263, a first member 276 of a
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projecting plns 278 (one shown) secured to a reduced
diameter portion 279. A second member 281 is slidably
mounted on the portion 279, and receives the pins 278
S in a pair of axially extending slots 283 (one shown).
The second member 281 of the coupling 277 is movable
axially while communicating rotary motion from the
stepper motor shaft 263.
At its end 284 remote from the motor shaft 263,
10 the second coupling member 281 receives and is affixed
to a descending register setting shaft 285. The
setting shaft 285 is movable axially from a locked
position shown in Fig. 6 to a resetting position. 1In
the locked position of the shaft 285, a descending
15 register resetting gear 287 engages a fixed locking
| pin 289 secured to a fixed plate 291 in the meter. In
this position, the gear 287 and shaft 285 are unable
to rotate other than the very slight turning permitted
by the clearance between the pin 289 and the gear
20 teeth of the gear 287. In the resetting position of
the shaft 285, the gear 287 has moved to the broken
line position 287' shown in Fig. 6, where it engages a
descending register gear 293. 'This gear resets the
register 39 when turned, increasing the value on the
25 descending register. Registers of the nature of the
descending register 39 are known in the art, and
indeed previdus,'manually'resettable meters used
descending registers of this kind, as well as the
axially movable resetting shaft, the locking pin, and
30 the shaft-mounted resetting gear for manual resetting
by a postal worker. A descending register detent gear
294 affixed on the setting shaft 285 is engaged by a
sprihg-biased pin 296. The pin 296 is urged radially
' inward to reside between and in engagement with teeth
35 of the detent gear. The detent pin 296 urges the
detent gear 294, the shaft 285 and the resetting gear
287 to a rotational position at which the gear 287
will pass smoothly back into engagement with the pin'
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also conventional in manually resettable postage
meters of the kind that are carried to the Post Office
to be manually reset by a postal employee.

5 ~ Automatic resetting of the descending register 39
is begun by the étepper motor 269 moving the setting
shaft 285 to the setting position to enable resetting
of the register. When instructed by an input to its
circuit 56, the motor 269 turns a lead screw 298

10 secured to an output shaft 299 of the motor. A lead -
screw nut 401 receives the lead screw 298 in threaded
engagement. The nut 401 has secured thereto a pair of
laterally extending pins 402 (one shown). A pair of
levers 403 (one shown) is pivoted at a fulcrum 406 on

15 a mounting member 407. Slots 409 in the levers 403

' receive the pins 402, A bushing 411 on the second
member 281 of the coupling 277 has a pair of laterally
projedting pins 412, one of which can be seen in Figqg.
6. The bushing 411 is captive between shoulders _

20 formed by a pair of bosses 414 formed on the axially
movable second member 281 of the coupling. One or
both shoulders 414 can be a split ring of pliable
metal enabling its being spread, placed over the
movable coupling member 281, and closed. The second

# 25 member 281 is rotatable with respect to the bushing. _

Each lever 403 has a slot 415 receiving one of the
pins 412 of the bushing 411. When the CPU 50 receives
resetting. authorization, an enabling signal is
supplied to the stepper motor 269 via its circuitry 56

30 to drive the lead screw 298. The lead screw nut 401
is retracted towards the stepper motor 269 to pivot
the levers 403 and drive the bushing 411, the axially
movable member 281 of the coupling 277, and the |
setting shaft 285 of the meter to the left in Fig. 6.

35 This, then, enables resetting of the descending
register 39 by moving the resetting gear 287 into
engagement with the descending register gear 293. The
gear 287 is now turned an amount determined by an

4
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When the output from the encoder 264, via its circuit
53, and the output line or lines 66, confirm to the
CPU 50 that the shaft 263 of the stepper motor 261 has
5 turned an amount corresponding to the amount of
postage to be set into the descending register 39, the
stepper motor 269 is signaled to rotate the lead screw
298, moving the nut 401 to the left to move the shaft
285 to the right, withdraw the setting gear 287 from
10 the descending register gear 293, and once again lock
the setting shaft 285 by engagement of the setting
gear 287 with the pin 289. Thus the enabling mechan-
ism 54 that includes the stepper motor 269 disables
‘the resetting mechanism 51 that includes the stepper
15 motor 261. Because the detent pin 296 is located
between and in firm engagement with teeth of the
detent gear 294, the resetting gear 287 is properly
positioned to move onto the pin 289.
The resetting protocol described here is robust.
20 That is, it is secure against any of a variety of
intentional or unintentional harms. It will be
understood that, while a particular exemplary
embodiment has been desctibed, variations and
modifications may be effected without departing from
25 the spirit and scope of the present invention as set
out in the appended claims.

Those skilled in the art will appreciate that
while the above resetting protocol is described in.
detail with a modem-to-modem data link between meter

30 and host, the method of the invention is applicabie to
numerous other forms of communication, as several

examples will show.
The exchange between meter and host can take
place through the mail, with human intervention at
35 both ends of the exchange. While this takes longer to
complete than a comparable exchange over the telephone
lines, it offers a useful substitute in the event of

THIS SHEET HAS BEEN :
" REPLACED :




postage neters and a central, host conputer installa- tion, (2) a

ely resettablds ﬁB%aRqﬂnubn sui tabl e
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unavailability of a telephone line or difficulties in

interfacing a meter to a private branch exchange.
The exchange between meter and host can take
place by means of a vocal exchange, either in person
5 or over telephone lines. This could provide backup
capability in the event of modem or other failure at
the host, For example.
Finally, the activity at the host during a
resetting operation may involve human mediation at one
10 or more stages of the exchange. For example, the
various authentication values can be calculated
manually or with a standalone microcomputer, and
provided to the host for further processing and
transmission to the meter.
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Bkhe renote r m - The-%ystem Fig.* 1% I tusfrates”

lly the re - ter resetting system Each of a series of
e neter ins ations 15 has a nechani cal neter portion 20 that
ns the conventional postage prlgiggmgnd mechan-

1. A remote resetting postage meter system including
a plurality of postage meters (20) at suoscrider
sites, a central computer installation (30); each
5 . postage meter including a means for printing
postage, resettable descending register means for
retaining the amount of postage available to be
printed by the meter, means (51) for resetting the
- descending register means by increasing, by a
10 desired variable amount, the amount of postage
retained by the descending register, means for
activating the means for resetting,
communications means (27) for introducing information
electronically to the meter, computation means (50)
15 including an authentication function program for
generating a unique, retained, one-time-only
meter-internal combination unrelated to the
desired va;iablé amount of postage; the central
computer installation comprising memory means for
20 retaining information relating to each of the
meters in the system including the amount of
postage available for resetting, computation
means including an authentication function -
. .program for generating a unique, one-~time-only
“ 25 ' meter-external combination based, at least in

part, on the information relating to a meter, and
unrelated to the desired variable amount of
postage; the computation means of the meter being
adapted to compare the meter-internal and the

30 meter-external combination introduced to the
meter from the central computer installation,
said computation means of the meter being
connected to said means for activating the means
for resetting to cause resetting of the.

35 descending register by the desired variable
amount upon a predetermined relationship of the

-
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i nted, keeps a -d .20 - f VAl e in a de- '
i ng register 38%@%@%"[%‘e&?gséggggﬁﬁfs?‘pgﬁ‘{‘d agd?ﬁée&%lr]rbunt t hat has
printed to an SORPASGRKEOREy-

2. A remote resetting postage meter system

according to claim l,wherein the central computer

5 installation and each meter have a modem (46) for
communicating between the central computer
installation and the meters, the meters having
means (47) for the introduction of data by a user, the
authentication function program of the

10 computation means of each meter being responsive
to initial inputs to the meter computation means
to generate the meter-internal combination prior .
to introduction by the user of data indicating
the variable amount of postage desired.

15 3. A remote resetting postage meter system
according to claim 2,wherein the authentication
function program of the central computer
installation is responsive to initial identifying

© inputs from the meter wvia the modem to generate

20 the meter-external combination prior to receipt
of an input from the meter indicating'éhe
variable amount of postage desired.

4. A remote resetting postage meter system
according to claim 3,wherein the computation
25 means of each meter includes storage means, the-
storage means comprising a location for the
storage of the meter-internal combination for
subsequent use.

5. A remote resetting postage meter system

30 according to claim 4, wherein the central computer
installation includes a storage location for the
. storége of the meter-external combination for
subsequent transmission to a meter in
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communicatzon therewith via the modems of the

central computer installation and the meter.

6. A remoie resetting postage meter system according to any
of claims 1 to 5, wherein the central computer
5 installation has therein a program routine for

verifying meter identity from inputs thereto and
availability of requested funds, and causing the
meter-external combination to be sent to the
meter for comparison with the meter-internal

10 combination when identity is verified and funds
are available.

7. Ay remote resetting postage meter system
according to claim 6,wherein each meter ‘
computation means and the central computer

15 installation have an encryption program routine
for encrypting and decrypting communications
between a meter and the central computer

~installation.

8. A remote resetting postage meter system
20 according to claim 7,wherein the routine for

_ encrypting encrypts the meter-external
' combination before that combination is sent to
‘ ' the meter. -

9. A remote resetting postage meter system

25 according to claim 7 or 8, wherein the central computer
installation has a random number generator
routine, the central computer installation being
responsive to a communication from a meter to
generate a random number by the random number

30 generator and to send the random number to the
meter, the meter and central computer
installation encryption program routine
:bomprising means for generating an encryption
mask based on the random number.
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9 regi ster 39. The resetting device '26 and its rel at |Imgﬂ:‘lwuym"mmll
L S *

ral descending register are described in detail in the M
ion serial No. 333,993 (US-A-5 0930659, EP-A-0 499 726), filed
1989 for "Mechani cal Postage Meter Resetting Device and Method, ™
| and Emmett, assigned to International Miling Systens, Inc. The:
a- tions_unit 27 enables the neter to communicate with a renote
lation 30,10n FRgremete sapetddng tRoshean metasneyshmi 300FSINS bRt ween the
30 and the COMMUBAL AT claims 1 to S, wherein the computation

means of the meter includes a postage value

request program routine that includes developing

5 . a code number dependent upon the desired variable

amount of postage, and transmitting the code
number and the value of the desired variable
amount of postage to the central computer
installation, the central computer installation
10 having a program routine for developing a
verifying code number dependent upon the desired
variable amount of postage and comparing the
meter-generated code number and the central
computer installation—generated verifying code
15 numbers to verify the value of the desired.
variable amount of postage transmitted to the
central computer installation by the meter.

11. A remote resetting postage meter system
according to claim 10, 6wherein the computation
20 means of the meter has a program routine for
' developing a code devélopment input number and
the program routine for developing a code number
includes a portion thereof applying the code
‘$ development input number and the value of desired

25 variable amount of postage as inputs to a
function generating the code number.

12, 4. remote resetting postage meter system
according to claim 11, the meter further
comprising a random number generating routine,

30 and wherein the program routine for developing a
code development input number includes the
introduction of the random number as an input to
the code development input number routine.
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14. A remote resetting postage meter (15) comprising a

5 register (39) of postage availasle from the meter,
means (27) for i'ntroducing a desired variable amount
of additional available postage into the
register, a central processing unit (50) having an
authentication function routine for generating a

10 meter-internal combination that is a number
depending upon inputs to the central processing
unit authentication function independent of the
desired variable amount of additional available
postage, means (46) for receiving into the meter a

15 . meter-external combination, and means (54) for
enabling the introducing of the desired variable
amount of additional available postage when the
meter-internal and meter-external combinations
are in predetermined relation.

20 15. A remote resetting postage meter according to

; claim 14,wherein the central processing unit
includes a routine for developing an encryption

. mask from a random number input, for encrypting

'.‘ ' outputs from the meter, and for decrypting

25 encrypted inputs to the meter.

16. A remote resetting postage meter according to
claim 14,wherein the means for receiving into the
meter a meter—-external combination includes a
modem (46) for receiving by telephcne communication
30 the meter-external combination.

17. A remote resetting postage meter according to
claim 14,comprising means (47) for receiving from a
user a request for additional postage, the
central processing unit having a routine for
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the requested value of postage to a meter output
for use in requesting approval from a central
authority.

A remote resetiing postage meter according to any of
claims 14 to 17, wherein the register of postage
available is a mechanical descending postage

~register (39) and the means for introducing comprises

motive means (51) for driving the register in a
direction of increasing value, the means for
enacling comprising coupling means (277) for connéct_ihg the
motive means to the register in driving relation,
and electrical energizing means connected to the
means for enabling to activate the coupling means
in response to the meter-internal and meter-
external combinations'being in the predetermined
relation. ' |

A telephone meter resetting device including a
modem (46), a mechanical meter resetting motive means (264)
having a variable mechanical output means (277)

operative to reset a postage meter with a
variable amount of postage, and electrical
control means (50) responsive to an authorisation
received by telephone by the modem for activating
the motive means.

A meter setting device according to claim 19,
further comprising means for electronically
comparing a remotely generated combination
introduced as at least part of the authorizin§
input, and an internally generated combination to
activate the variatle mechanicsl output means upon
determination by the means for electr ically -
comparing of a predetermined relationship between
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the remotely and internally generated
combinations.

A meter setting device éccording to claim 20, wherein

the means for electr ically comparing includes
comput'atién means, the computation means having a
routine for developing an encryption mask from a

- random number input, for encrypting outputs from

the meter setting device, and for decrypting
encrypted inputs to the meter setting device.

A  meter setting device according to claim 19,
wherein the motive means for resetting the
descending register comprises a resetting motor (261),
the meter further comprising means (47) for
introducing electronically a regquest for a
variable amount of postage desired to be added to
the descending register dufing resetting, and
electronic motof control means (264) for causing
rotation of the resetting motor an amount
representative of the electronically introduced
request for a variable amount of postage upon
enablement of the means for resetting by the
means for enabling.

" A meter setting device according to claim 21 or 22,

the computation means, further including a
program routine for recognizing a unique
combination and enabling resetting of the meter
only upon recognition of the unique'combination.

A central postage authorizing facility (30) for a
remote resetting postage meter system of the kind
that includes a plurality of postage meters (20)
reset_table with a requested variable amount of

" additional postage when authorized by the central

facility, the facility including computation

~means (3 an suthentication function
THIS SHEET HAS BEEN
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of a remote postage meter and unrelated to the

desired variable amount of postage, and means (37) for
5 communicating the combination to the location of

a remote postage-requesting meter.

25. A central postage authorizing facility
according to claim 24,including means retaining
an account of the postage available for meters

10 served by the facility, the means for
communicating being operative to send the
combination only after the computation means has
determined that sufficient postage is available
to credit a requesting meter with the desired

15 variable amount of postage.

26, A central postage authorizing facility
according to claim Zs}including storage'means,-
said storage means having a location for storing
the comhination, said computation means

20 generating the combination prior to receiving the
value of the desired variable amount of postage
and directing the combination to the storage

ih - location pending determination that sufficient

postage is available, the computation'means

25 retrieving the combination from the storage
location and sending the combination after said
determination.

27. A central pcstage acthorising facility according to any

of claims 24 to 26, wherein the authenticaticn

30 function program includes meter identification
data as at least one input.

28. A central postage authorizing facility
according to claim 27,including storage means,
the storage means having at least one location
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29. A central postage authorizing facility

according to claim 26 wherein the computation

5 means includes a routine for generating a code
dependent'upon a received variable amount of
additional postage being requested, means for
comparing the generated code with a received
code, and means of directing a received code to

10 the means of comparing, the computation means .

providing the combination only when the means for
comparing determines a predetermined relationship
between the generated code and the received code
to verify the amount of postage being requested.

1 15 30. A central postage authorizing facility

i according to claim 29,wherein the computation o
means has a routine for producing a code
generating input number, the routine for
generating a code dependent upon a received

20 variable amount of postage being requested
including a portion thereof applying the code
generating input number and the value of de51red

.‘ variable amount of postage as inputs to a h

' function for generating the code number.

25 31. A central postage authorising facility according to any
of claims 24 to 30, further including means for
communicating with the resettable postage meters,
the computation means comprising a routine for
prompting a postage meter for the value of the

30 requested variable amount of postage after
generating the unique one-time-only meter
external combination.

32. A central postage authorizing facility
according to claim 31, wherein the means for
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> by telephone line to a modem-equlpped postage

meter.

33. A central postage authorising facility according to any
5 of claims 24 to 32, wherein the computation
means includes a random number generating means,
means to communicate the random number to a
postage-requesting meter and a routine for
generating an encryption mask from a random
10 number generated by the random number generator.

34. A central postage authorizing facility (30) for a
remote resetting postage meter system of the kind
that includes a plurality of postage meters (20)
_resettable with a requested variable amount of
15 additional postage when authorized by the central
facility, the facility including a computation
means (31) with data storagé, means (35) For providing
input data to the computation means, and means (37)
for communicating information from the facility
20 including authorization for the requested
variable amount of additional postage, the
computation means including a value verification
program routine for generating a code number from
an input representation of the wvalue of requested -~
25 ~ additional postage, and for comparing the code
number with an externally generated code to
verify that the representation of the value is
the value of requested additional postage used to
generate the externally generated code.

30 35. A central postage authorizing facility
according to claim 34,wherein the computation
means comprises a routine for deriving from a
received meter communication a code—development
input number for use as an input with the value
35 of requested additional postage value
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?é ihstallation 15 of Fig. 'he resetting device 26, or “meter umt”

SO TE "

verification program routine, the value

verification program routine including inputting
the code development input number and value of
requested additional postage in a function for

S generating the code number.

36. A method of remotely resetting postage meters
including:
(a) locating a plurality of postage meters (20)
at subscriber's sites, remote from a central
10 computer installation (30),

descending register (39) the amcunt of postage
remaining to be printed,
(c) communicating by telephone via a modem (46)
15 in any one of the postage meters a request for an

‘i (b) retaining in each postage meter in a

additional sum of postage to be entered into the

descending register of that meter,
(d) formulating at the central computer
installation a unique one-time-only combination
20 unrelated to the desired variable amount of
postage,
(e) automatically communicating to the
meter via modem the combination,
i : (f) determining the authenticity of the
“ 25 combination at the meter, and
(g) introducing the requested amount of
postage into the descending register when the
combination is determined to be authentic.

37. A method of remotely resetting according to
30 claim 36, wherein the step of communicating a
request for an additional sum of postage includes
formulating at the meter a code based upon the
value of postage requested and transmitting the
" value and the code to the central computer
35 installation, and further including the steps at
the central computer installation of formulating
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-formulated code and the verifying code to

ascertain that the value received by the central
installation corresponds to the value requested
by the meter.

A method of resetting a postage pmeter (20) upon
authorization from a central, remote 1nstal]at10n (30)
including:

(a) providing in the postage meter a
descending register (39) of the amount of postage
remaining to be printed, |

(b) forwarding a request for additional
postage to the remote installation,

(c) generating a combination at the meter

independent of the value of postage requested, .

(d) receiving a combination at the meter
from the remote installation,

(e) comparing the meter-generated and the
received combinations, and _

(£) introducing into the descending
register the amount of postage requested when the
meter-generated and received combinations are in
predetermined relation. -

A  method of authorizing resetting of a remote
postage meter (20) including:

(a) providing a central computerized
postage authorizing facility (30),

(b) receiving by telephone from a remote
postage meter a request for additional postage,

(c) formulating a unique one-time-only
combination independent of the value of postage
requested, .

(d) transmitting by telephone to'thé
requesting meter the combination, and
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kg now to Fig. 3, the comunications unit 27 has a modem 46, S€en In
t hat communi cates with the host 30 (not shown I:I‘rlmmull&“mum |I||

hone line 33. A CPU 49 has a nicrpfggcessor, rando U

b, read only menory (ROM), and neces- sary |latches afd fogtc Tor® "

iol-of t he nodem 46, the keyboard 47, and the display 48 by the
oprocessor. The CPU 49 is in tw-way comruni cation with the host via

nmodem 46 and the teligghopebhtDRg3sn Jdcoley Pesk despdnilnyglity its
cal associ ated |rCU|tr¥ .S connected as an input to the CPU 49, and
di splay 48, andhft LeAPSPEANIBEER ated circuitry, is connected as an

40. A method of authorizing the resetting of a
postage meter (20) including:

5 (a) providing a central computerized
postage meter resetting facility (3G) remote from a
plurality of postage meters, _

(b) receiving from a postage meter a
request for additional postage in the form of an

10 indication of the value of the postage requested
and a code formulated from the value,

(c) formulating a verifying code at the
central facility based on the received value of
postage requested, _

15 (d) comparing the received code and the
verifying code, and

(e) authorizing by telephone the resetting
of the requesting meter with the requested amount
of postage when the received and verifying codes

20 have a predetermined relation.
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an al so be connected as outputs fromthe CPU 49 or the nodem 46 to

nei cate particul ar occurrences such as a transaction in progress, an
nsuf- ficiency of funds in the user' s48ccount as determ ned by the host,
n error in information introduced at the keypad 47 by the user, or the
#ringing" and then conpletion of a call to the host. The mi croprocessor

M ROM  nD-agsrRACT
REMOTE RESETTING POSTAGE METER.

ron1the"CPU 49. Ot her outputs, such as LED s or au- dible output deviceié;

A system for remotely resetting a postage meter (20),
by adding a variable amount of postage, includes a
5 computerized central facility or "host" (30), in telephone
communication with the meter, which host verifies the
meter's identity and ascertains the availability of
funds, then sends to the meter an authorizing, unique,
one-time-only combination, -independent of the value of
10 postage requested, and having a predetermined relation
to a unique, one-time-only combination that the meter
’ has generated and retained. The meter then compares
the combination that it has generated with the
combination received from the host. If the
15 relationship is correct, for example, if the
combination is the same, the meter introduces the
additional postage requested.
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ns unit 27 via the cable 45. A re%{tagv reset nmecha- ni sm51 connects
@h the CRU 50 of the neter unit 26 vifd/such interface circuits 52 and 53
grequired: An en- abling mechani sm 54 receives instructions fromthe CPU
via such interface circuit 56 as it may require. Enabling nmechani sm 54
bl es the register reset mechani sm 51 when appropriate. Qutput 58 from

® register reset mechanism 51 is a nechanical output to increase the

Qi | abl e postage in the nechani cal de- scending register 39 of postage
fecr 20. The exact na- tYEEERT the nechanical and ele chani cal

§ting provisions inclu e register reset nechan ,
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The conmmuni.cati ons unit 24 i

13 - - responsi bl e for com nunicating
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code frominput nunbers

b Théﬂﬁ¥Mh£B%kaﬂhﬂmﬁ&ter unit 26 has a val ue-con-
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A0 e of verifyingrat=he.host the val ue
of the postage that is d, as..described HaPf al so

has a conbi.nati on- produci ng authentlcation uncti on
unpredictably_generate a code or conbination fron1i-

functi ons,

t hose

suitable for use in the practice of this

Remote Resetting Postage Meter

f&”?ﬁéésﬁﬁr T

s are kngwn to

This invention relates to remote telephone
resetting of postage meters, remote resetting postage
meter systems, and methods for remotely resetting
postage meters, and more particularly to meters,
systems and methods in which a central or host
installation receives requests for resetting a user's
meter and verifies the user's identity, and the amount
available on deposit before securely authorizing the |
resetting of the user's meter by the requested amount.

Telephone postage meter resetting is known in the
art. Techniques are known for enabling a postage
meter user to have his or her meter reset with
additional postage by telephone, avoiding the need to
carry the meter to a postal authority for authorized

resetting. In telephone postage resetting, the user
calls the central installation. That installation

debits the user's account and supplies the user with a
combination that enables the user to introduce into
the meter the correct amount of additional available

postage.

In the prior art, attention has been given to
routines for assuring that the caller is an authorized

user before releasing the next of a predetermined
number of combinations to the caller. A voice

answerback unit has been suggested as the means of
informing the caller to enable him or her to enter the
combination learned by telephone. The meter could
then be reset with a fixed additional increment of
postage. Proposals have also been made for the use of
a code-bgéring means such as a card or a check that is
read_by a postage meter to enable the intro@uction of

additional postage.

"1, THIS SHEET HAS BEEN
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be only that amount authorized at the central
facility. For this purpose certain prior art taught
that the combinatipn'communicated to the user from the
central facility should be dependent upon the amount
of postage requested so that a disparity in the
authorized resetting amount and the requested amount
would result in a disparity, or other incorrect
relationship, in the combinations compared at the

- meter to enable resetting.

Verification that the amount of postage being
added to the meter was that amount the user had
requested of the central facility has been made at the
postage meter rather than at the central facility.
This was done by the meter's comparison of the
combination that it had internally generated with the
combination that the central facility had generated
and sent to the site of the meter. .

The need for the user to intervene between the
meter and the central facility, to receive information
from a voice answerback unit and to enter that
information to the meter, e.g. by a keypad, introduces
the likelihood of user error, requiring a new
introduction of the information to the meter or a
whole new resetting routine. It is also wasteful o.f

the user's time to have the user stay on the telephone ~

line until the information has been sent by the
central facility, and then to touch into the keypad
the requisite information.
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The various aspects and features of the present
invention are defined_ in the accompanying claims to

which reference should now be made.

The "invent_io'n provides a system for remotely
resetting a postage meter, by adding a variable amount
of postage, includes a computerised central facility or

"host", in telephone communication with the meter,

which host verifies the meter’s identity and ascertains
the 'availab:_i.lity of funds, then sends to the meter an

authorising, unique,
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one-time-only combination, independent of the value of
postage requested, and having a predetermined relation
to a unique, one-time-only combination that the meter
has generated and retained. The meter compares the
combination that it has generated with the combination
received from the host. If the relationship is
correct, for example, if the combination is the same,
the meter introduces the additional postage requested.
The terms "unique" and “oné-time—only” as used here

' mean as to the particular transaction. That is, the
combination generated by the meter and that generated
by the host can be identical, and in a preferred
embodiment are identical, but these continue to be
unique, one-time-only combinations as that term is
understood in the art.

The combinations that permit resetting the meter
are generated by software functions, called here
"authentication functions”, which are program routines
in the meter and the host that develop the unique
combinations from inputs. 1In the preferred
embodiment, inputs to a combination-producing
authentication function include a number represen-—
tative of the identity of the meter and at least one
‘random number. Both the meter and host generaée their
combinations before they learn the value of the .
postage being requested. A random number that was
generated by the meter during the last resetting and
then stored is a preferred input to the authentication
function. In the case of the meter, the combination
is generated and stored for later comparison in the
course of that resetting. In the case of the host,
the combination is generated and stored until the host
has learned the value of the amount of postage
requested, that the funds are available, and that the
meter’ 1dent1f1cat10n is valid. Thereafter, the host
retrieves the comblnatlon from storage and sends it to
the meter. '
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control sumconfirmation value CSC that.ig the su f _the ascending

scending nmeter registers 41 and 39, as of the |last reset-

Unlike past syétems that verify the requested
amount at the meter,'verification of meter identity
and the amount being requested occurs by the meter
sending to the host the value of the amount of postage
desired along with a code that it has generated,
based, at least in part, on the amount of postage
desired. ' Using the requested amount, the host
generates a code and compares it with the meter-
generated code. Successful comparison, which is
typically equality of the received and genérated
codes, indicates that the meter has been correctly
identified, and that the value being requested at the .
meter is that which has been expressed to the host.
The codes generated by the meter and the host are
generated by value-confirmation authentication
functions that are also program routines contained by
both the meter and the host. The value of postage
desired is one input to each of the value-confirmation
authentication functions. Preferably, another input
to the value-confirmation authentication functions is,
again, a random number developed by the meter.

In the preferred embodiments of the invention,
the compared combinations and the compared codes are
successfully compared when they are identical, but of
course, depending on how the combinations or codes are
generated, a successful comparison might be some other
relationship, as for example, a predetermined
difference between the two numbers or some chosen
ratio of one of the numbers to the other. The

authentication functions used to generate the
combinations and codes can be a mathematical
relationship whose outputs vary unpredictably from one
set of inputs to the next. That is to say, the
authentication functions should be functions that
cannot be ascertained by watching the odtputs over a
period of time with known inputs. Functions of the
desired type are known, and the precise function used
does not form a pért of this invention.
'*ﬁﬁgéﬁaﬁ}““”;;ﬁ]
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ting. The read only nenp
read only menory, cdﬁj
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seen |n|dent|f|cat|onn
“ (neter D), (3) ' nynber ,
(4) a protocol |evel a custoner nunbgr, ' :

‘aut hentication functions for the generatlon of code atfi ons
based on inputs to the authentication fungions as discussed in greate
detail bel ow, and other permanent information such as a.naX- Tmts
t he amount of postage perm ssibly en- tered into the descendi ng register

during resetting. Aln afidiltéoabboetheesecur ity i profwidrd bhdd®essiblie to the

above-mentioned generated combination and code numbers
that are necessary for resetting, communications
between the meter and the host can be encrypted. The
host's first response to the meter is the
communication of a random number to the meter. Using
this random number the host and the meter each '
independently generate a particular encryption mask,
which is then used at various points during the
remainder of the meter-host exchange.

The communications protocol between the host and
the meter, as described in part above, can be used
with either an electronic meter or a mechanical meter
to enable resetting automatically from a remote
authorizing location or host. Consistent with the use
of the term in the art, the expression "electronic
meter" used here means a meter that has electronic

' accounting provisions, in particular an electronic
descending register containing the amount of postage
remaining to be printed. A mechanical meter is one
whose accounting provisions, particularly the
descending register, are mechanical, with, typically,
mechanical register numerals readable through a window

on

in the meter case.

In the practice of this invention with a i
mechanical meter, a control sum confirmation value,
i.e. a total of the aécending and descending registers
as previously read by the user from mechanical
register numerals, and not the individual register
contents, is retained in electronic memory at the
meter and communicated to the host for the purpose of
assuring that the meter's registers, which are
mechanical, have not been tampered with. A suitably
programmed microprocessor sends the code to the host.
via | - '
modem and instructs stepper motors to reset the
meter's ascending and descending registers when it . has
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successfully compared the unique one time only
combinations.

The above and further features and advantages of .
the invention will be better understood with respect
to the folldwing detailed description of a preferred
embodiment, taken in combination with the several
figures of the associated drawings, in which:

Fig. 1 is a block diagram of a system for remote
resetting of postage meters and shows a central, host
facility and telephone communication with a series of
individual postage meters at user sites;

Fig. 2 is a diagrammatic perspective view of a
mechanical postage meter that can serve as one of the
postage meters of Fig. 1;

Fig. 3 is a diagrammatic illustration in block
diagram form of the major electronic and
electromechanical components- of the remote meter
resetting provisions of the postage meter of Fig. 2;

Figs. 4a, 4b, 4c, 44 and 4e together form a
diagrammatic illustration in the form of parallel flow
charts, illustrating the communications protocol and
the operations of a central, host facility and a,
meter, like the host and meters of Fig. 1, during
remote resetting; . -

Fig. 4f is a diagram illustrating how the flow
chart portions of Figs. 4a, 4b, 4c, 44 and 4e are to
be combined to form the entirety of the flow chart,
referred to collectively below as Fig. 4;

Fig. 5 is a further diagrammatic'illustration and
shows symbolicaliy the layers of encryption and
processing of data packets; and

Fig. 6 is a fragmentary plan view, partially in
section and partially in block diagram form showing
mechanical resetting features of the resettable
mechanical meter of Fig. 2.

THIS SHEET HAS BEEN
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to those of the met er. © Tutngng now t of Firg—4s tting
be described. As illustrated in the neter and host flow

Turning now to the drawings in_detail, it will be
seen from the several figures that there are
illustrated (1) a system comprised of a plurality of
remotely resettable postage meters and a central, host
computer installation, (2) a remotely resettable
mechanical meter suitable for use as the meters of the
system, and (3)'3 method of secure resetting of a
meter, including flow charts and diagrams representing
the program routines and operations of the meters and
host computer installation that form the remote
resetting system.

The System
Fig. 1 illustrates generally the remote postage

meter resetting system. Each of a series of postage
meter installations 15 has a mechanical meter portion
20 that contains the conventlonal postage printer and
mechanical ascending and descending registers. The
mechanical meter portion 20 is associated with a
resetting device 26 and a communications unit 27.
Conventionally, the mechanical meter portion 20 may be
of the kind that prints postage of a desired amount on
an envelope introduced into a slot 23.

~ As is typical of current postage meters, each
meter portion 20 of each installation 15 enables the
user to determine the amount of postage to be printed,
keeps a record of the amount of postage available in a
descending register 39, seen in Figs. 2 and 3, and
adds the amount that has been printed to an ascending
register 41, seen in Fig. 2. The resetting device 26,
when activated, increases the amount of postage
available to be printed by the machine by increasing
the total in the descending register 39. The
resetting device 26 and its relationship to the
mechanical descending register are described in detail
in the copending application serial No. 333,993, filed
April 5, 1989 for "Mechanical Postage Meter Resetting
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herein by reference. The communications unit 27
enables the meter to communicate with a remote
installation 30, in Fig. 1, called the host.
Communications between the host 30 and the
communications devices 27 of the installation 15 are .
by telephone lines 32 and 33 of a telephone system 34,
typically the well-known public switched telephone
network. A request for additional postage relating to
a particular one of installations 15 is conveyed by
the telephone connection to the host, and
authorization of an increased amount of available
postage is conveyed from the host to the particular
meter installation 15 by the telephone connection.

The host 30 includes a computer installation 31,
a backup personal computer or PC 35, and one or more
modems 37 for communicating with the meters 20 wvia the
telephone system 34. As shown, the host computer 31
is also in communication with a banking facility 38.
Each subscribing user of one or more meter
installations 15 makes deposits in the banking
facility 38, which can be a commercial banking
institution. The banking facility 38 maintains
individual accounts of the sums thus deposited and
available for the user's postage needs. When the host
computer 31 receives telephone requests for additional
postage from cone of the various meter installations
15, it ascertains that sufficient postage is available
in the user's account, and the host 30 then authorizes
resetting of the pertinent meter, again via the '
telephone system 34 and as a part of the same
telephone call from the installation 15 that requested
the additional postage. The host computer 31 includes
data storage where the amount of funds available for
resetting can be regularly reviewed and revised when
additional postage has been credited to a meter. The
banking facility 38 is reqularly advised of activities

THIS SHEET HAS BEEN JJ
REPLACED




LCI D or

i ke display f

i nput such as the keypad,
CPU 50 can verify, at 1
conparison with a store
undert akes a nunber of preparatory procedures or rout]i les_104. The t

entification at{ this point by

At this trma'Zﬂhé'E@mP q

he user's |htroduction to t :
‘ﬁi’ ‘Eﬁﬂﬁcﬂb fore proceed?\’TgﬁAgé@émEﬁ j

CPU first generates a random nunber, usinggits own random number gener tion
at 104a. Random nunber generatron is known itnthe art, for exanple

routi ne,

fromthe tine besggegt

i[err]

at 104b,

-hand-reset at the postal authorit The. .

LHECTUSEcle S 1 cHIRaTHY *br CRYnROublE 4EDETT o0 the

he™tandom nu
The backup PC 35 enables an operator at the host

facility 30 to authorize resetting of a meter if the
host computer 31 does not function.

‘The Postage Machine _
Shown in Pig. 2 is the meter installation 15.

The meter portion 20 is a conventional mechanical
meter in this embodiment of the invention. Its
mechanical descending register 39 can be viewed
through a window 40 and its mechanical ascending
register 41 can be viewed through a window 42. Levers
36 permit manual setting of the amount of postage to
be printed. The amount of postage set to be printed
is visible through a window 37. Introduction of an
envelope through the slot 23 activates a conventional
printer internal to the meter portion 20, said printer
not shown in Fig. 2, to apply the set amount of
postage to the enveiope. This increments the
ascending register 41, adding to it the amount of.

postage printed, and decrements the descending

register 39, subtracting from it that amount. Other
mechanical meters have key pads and electronics for
setting the amount of postage to be printed, but
retain the mechanical acceunting features that are the
ascending and descending registers. The principles of
the invention described here can be practiced with

.these meters, and they can also be practiced with

electronic meters, which is to say meters in which the
mechanical ascending and descending registers have
been replaced with electronic registers serving the
same purpose.

In the installation 15 of Fig. 2, the resetting
device 26, or "meter unit" as it js called herein,
attaches to the exterior of the meter 20, where it
cooperatee with the conventional resetting provisions
by which the mechanical meter 20 would ordinarily be
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communications unit 27 is separate from the meter
portion 20 and the'resetting device 26. It communi-
cates by a cord 45 to resetting device 26, and it
connects the telephone line 33. The communications
unit has a keypad 47 that enables the user to
introduce information for use by the installation 15
or for communication by telephone line 33 to the host
30 of Fig. 1. A display 48 enables information, such
as menu selections or instructions, to be communicated’
to the user from the installation 15 or from the host
30. :

- 11 -

Turning now to Fig. 3, the communications unit 27
has a modem 46, seen in Fig. 3, that communicates with
the host 30 (not shown in Fig. 3) via the telephone
line 33. A CPU 49 has a microprocessor, random access
memory (RAM), read only memory (ROM), and necessary
latches and logic for control of the modem 46, the
keyboard 47, and the display 48 by the microprocessor.
The CPU 49 is in two-way communication with the host
via the modem 46 and the telephone line 33. The
keypad 47, including its typical associated circuitry,
is connected as an input to the CPU 49, and the
display 48, and its typical associated circuitry, is
connected as an output from the CPU 49. Other
outputs, such as LED's or audible output devices can
also be connected as outputs from the CPU 49 or the
modem 46 to indicate particular occurrences such as a
transaction in progress, an insufficiency of funds in
the user's account as determined by the host, an error
in information introduced at the keypad 47 by the
user, or the "ringing" and then completion of a call
to the host. The microprocessor RAM, ROM, modem,
keyboard and display are all selected from the variety
of known components that are now commercially
available. _

The meter unit 26 is the resetting device that
makes possible resetting of the mechanical meter
without carrying the meter to the post office. The

et
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resetting is ordinarily accomplished by a postal
employee. An interlock, not shown in Fig. 3,
incapacitates the meter if the resetting device 26 is
removed without authority. Relevant portions of the
meter 20 and its resetting device 26 are illustrated
in Fig. 3 in block diagram form. This meter resetting
device or meter unit 26 has electronics 55 that
include a CPU 50. The CPU may include a
microprocessor, random access memory, and read only
memory all selected from the variety of commercially
available components. The meter unit 26 is in
communication with the communications unit 27 via the
cable 45. A register reset mechanism 51 connects with
the CPU 50 of the meter unit 26 via such interface
circuits 52 and 53 as required. An enabling mechanism
54 receives instructions from the CPU 50 via such
interface circuit 56 as it may require. Enabling
mechanism 54 enables the register reset mechanism 51
when appropriate. 'Output 58 from the register reset
mechanism 51 is a mechanical output to increase the
available postage in the mechanical descending
register 39 of postage meter 20. The exact nature of
the mechanical and electromechanical setting
provisions including the-register reset mechanism 51,
the enabling mechanism 54, the circuits 52, 53 and 56,
and the mechanical interconnection of the meter unit
26 and the meter 20 are all shown and described in
detail in the above-mentioned copending application
serial No. 333,993. Their construction and operation
do not form a part of this invention.

The communications unit 27 is responsible for
communicating with the remote host computer by its
modem 46, receiving information from the user via the
keypad 47, providing information to the user via the
display 48, and forwarding information to the meter
unit 26 via cable 45. The CPU 50 of the meter unlt 26
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function, using as input i err] S2, S3 and an identijfigatTon mumber—uny que
to the neter such as the® ﬂ?n&mhrﬂe sone prior ire mgﬁﬁgﬁng
approaches, the conbi na- depend on the vaLye of e pogt age
re- quested (which the t | ear ned), nqgr the nurber—of—tijnes
that the neter has been reset A ter having geneitated the uni que

one-time-only conbination R the |ast ofyghe preparatory procedures 164,
the CPU 50 pronpts, at 145, the user, via the com ngnrcatrons unit CPU 49
and its display #3use§ thei daseendind RAFHSIEF FdstQgRedEesrEwheReltet or

receives the val yeceiobst f #ppiEHEl 418 et iziagsinpes sichaasl146.
combination that it recognizes as appropriate. During
a resetting the CPU 50 develops and stores a
combination, then receives the value of the variable
amount of postage requested from the communications
unit 27, where the user has input this value at the
key pad 47. When it has received from the host, via
the communications unit 27, an authorization input
that it recognizes as valid because it contains the
correct combination, the CPU 50 begins the routine
that will, first, enable resetting, second, add into
the descending register 39 the desired value of
additional postage, and third, disable further
resetting until such time as resetting is to be
reenabled. . '

The CPU 50 of the meter unit can include an
encryption routine, known to the host 30, capable of
encrypting information t:ansmitted to the host 30 on
the telephone line 33, via the modem 46, and capable
of decrypting information received from the host 30
via that modem. One can use any of several well-known
encryption techniques, such as that described below in
relation to Fig. 5. All communications between meter
and host can be sent under an accepted communications
protocol to assure error-free transmissions on the
public telephone network. Such a protocol is the
Kermit protocol, a known protocol used for this
purpose, and which is a development of the Computer
Science Department of Columbia University. Such
encryption, and error-free transmission protocols'do
not themselves constitute the invention, but

- contribute to securlty and reliability as discussed
further below.

The CPU 50 of the meter unit 26 has a value-
confirmation authentication function routine to
unpredictably generate a code from input numbers for
the purpose of verifying at the host the value of the
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below. It also has a combination-producing
authentication function routine to unpredictably
generate a code or combination from input numbers for
the purpose of verifying the host's grant of
permission to reset. Such functions, suitable for use
in the practice of this invention, are known to those
skilled in the art. The selection of the precise
function or functions to be used is not a part of this
invention. Functions of the kind used are available,
for example, from D. E. Knuth, The Art of Computer
‘Programming, Vol. 2, Semi-numerical Algorithms, Second
printing, November 1971, Addison-Wesley Publishing

_ Co., Reading, Massachusetts, U.S.A. Alternatively,

,* the combinations and codes described below for secure
resetting can be generated from tables of random
numbers. These can be stored in memory in the meter
unit CPU 50, and at the host, the same tables can be
stored. A system and method for securely generating
combinations in this manner is described in U.S. -
patent No. 4,807,139 dated February 21, 1989, of
Hans-Peter Liechti. The routines by which the meter
unit CPU 50 and the ‘host computer locate the
combination or code from its tables is the
"authentication function" when this is the manner of

-

arriving at the appropriate numbers.

In an exemplary embodiment, an authentication
function is expressed symbolically as y=(ax + b) mod
n. The input x to the function is multiplied by a, a
constant b is added to the product, and the sum is
subjected to the mod function, which means that the
sum is divided by n and the remainder is kept as the
output of the function. Each meter is preprogrammed
with constants a, b, and n, and the host is provided
with the values a, b, and n for that meter. Security
considerations require that the constants a and n be '
large integers, and n typically be chosen from the set
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of prime numbers. The particular values a, b, and n
are kept secret. '

Secure Resetting
In its random access memory, the CPU 50 retains

the telephone number of the host. The CPU 50 random
access memory contains the control sum'confirmation
value CSC that is the sum of the ascending and
descending meter registers 41 and 39, as of the last
resetting. The read only memory of the CPU 50,
typically a separate programmable read only memory,
contains (1) a login identification number (login ID),
(2) a meter identification number (meter ID), (3) a
meter serial number, (4) a protocol level identifier,
(5) a customer number, and (6) several authentication
functions for the generation of code numbers or
combinations based on inputs to the authentication
functions as discussed in greater detail below, and
other permanent information such as a maximum limit on
the amount of postage permissibly entered into the
descending register during resetting. All of the
above are stored in memory inaccessible to the user.
The meter serial number appears on the equipment plate
of the particular meter, but the login ID and the
meter ID are not known to the meter user. The random
access memory (RAM) of the mééer CPU 50 contains a
number called the S; number that is inaccéssible to
the user, and is varied with each resetting, but not
as a function of the number of resettings.

For each particular meter installation 15, the
host computer 31 has. in memory (1) the meter serial
number, (2) the meter identification number, (3) the
login identification number, (4) the customer number
and (5) authentication functiodns identical to those of
the meter. ' _

Turning now to Fig. 4, the resetting protocol
will be described. As illustrated in the meter and
host flow charts of Fig. 4, at resetting time, using
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de- tection of an inconmng call at its nodem 37, the host an- swers the
call at 114. At 116, the conmuni cations unit CPU 49 |earns that the .cal
has been answerébedheypédr‘e'éep‘th%rtlﬁﬁf drdtiates; SREFFOAPY nBShost. In

resettabl e

indicated at 100, for example by inputting to the
meter that it is to enter its reset mode. Prompted
via the display 48, the user, at 102, enters into the
communication unit 27 by its key pad 47, the ascending
and descending register values A and D visible through
the windows 40 and 42 of the mechanical meter and any
identifying data desired. In an electronic meter the
ascending and descending register totals can be read
electronically by the CPU of the meter without the
user's intervention, or the ascending and descending
register amounts can be displayed on an appropriate
LCD or like display for the user's introduction to the
meter CPU via an input such as the keypad. 1If
desired, before proceeding, the meter unit CPU 50 can
verify, at 103, the user identification at this point .
by comparison with a stored identification.

At this time the meter CPU 50 undertakes a number
of preparatory procedures or routines 104. The meter
CPU first generates a random number, using its own
random number generation routine, at 104a. Random
number generation is known in the art, for example
from the time between user key entftes. The meter CPU
50 then generateé the in' at 104b, using the random
number just generated in a function arbitrarily named
pkeynumgen' described below. The number in just
generated is stored for use in the next resetting.
Next, as indicated at 104c the meter CPU 50 generates
variables S1, S2, S3 using a function arbitrarily
named pkeyvalauto (in_l), where in-l is the number tn
from the previous resetting. - Next, at 104d the CPU 50
generates S to be transmitted to the host, where S is
equal to in-Sl. The numbers S1, S, S2 and SB_ére all
stored. Next, at 104g the CPU 55 generates the unique
one-time-only combination R that will be used to
unlock the meter and reset the descending register.
The combination R is generated using a function
designated Prauto’ called herein an authentication

4
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a conmuni catrkon
ldentxfxcatxon number unique to the meter such as the

meter ID. Unlike some prior remote resetting
approaches, the combination does not depend on the
value of the postage requested (which the meter has
not yet learned), nor the number of times that the
meter has been reset. .

After havidé generated the unique one-time-only
combination R, the last of the preparatory procedures
104, the CPU 50 prompts, at 145, the user, via the
communications unit CPU 49 and its display 48, to
indicate the amount of postage desired. The meter
receives the value v of the postage requested and
stores it, at 146. From the ascending and.descending
register values the meter calculates a control sum CS
at 105b by adding the ascending and descending
register values. The meter compares the control sum
CS with the control sum confirmation value CSC stored
in RAM of the CPU 50, as indicated at the decision
block 106. The control sum, which remains the same
until a meter is reset, is one indication of the meter-
not having been tampered with. If, at decision block
106, it is learned that the control sum does not equal
the control sum confirmation value in memory, then
appropriate action can be taken, at 107, preventing
resetting, and, for example} disabling the meter.
Preferably, before aborting and/or disabling occurs,
the user is given several opportunities to enter the
correct register values A and D, to allow for an
inadvertent mistake. 1If the control sum and control
confirmation value are equal, the meter continues with
the resetting, placing a telephone call to the host at
110.

The host computer 34 waits in a ready condition
as indicated at 112 (Fig. 4a), and then in response to
detection of an incoming call at its modem 37, the

. host answers the call at 114. At 116, the

communications unit CPU 49 learns that the call has
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t he establishment that operates the systemif desired.
been answered due to reception of a carrier tone from
the host. 1In the resettable mechanical meter of Figs.
1-3 the CPU 50 learns this, like all other
-communications with the host, via the modem 46 and the
communication CPU 49. The host's failure to answer
will result in apptopriate action by the communication
unit CPU 49 at block 116, for example, a slight delay,
at 117, and a subsequent call, at 110, or after
several more tries determined at 118, a prompt at 120
to try again later and an end to the attempt.

If the communications unit CPU 49 recognizes a
successful telephone connection indicated by the yes
line 124 from the decision block 116, it then sends to
the host at 125 a communication that causes the host
to proceed as indicated at 127. This communication,
called the login packet, can be used by the host, at
128a, to determine that it recognizes the _
communication protocol, which is to say the format of
the communication, before going forward as well as the
software version used by the meter. If it does not,
at 128b it replies to the meter with a message causing
the meter, at 129 and 130, to terminate the session
advising the user to call the establishment that
operates the system if desired. Assuming that the
host recognizes the forﬁat,“it generates a random
number zz at 131 using a random number generating

- function (subroutine) of the host computer 31. The
random number zz, thus generated, is sent from the
host to the meter, at blocks 131 and 132, and the host
31 and the meter CPU 50 use it to generate identical
encryption masks at 133 and 134. Routines for the
generation of encryption masks from seed numbers such
as zz are well known .in the art. From this point on
in the communications between the host and the meter,.
most messages are encrypted using the mask prior to
transmission and are decrypted when received using

that mask.
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The random number zz is used by the CPEHSO of the
meter 20, at 137, to generate and store a further
number k using a functien Py with the random number zz
and one or more other numbers known to the meter and
the host, such as one of the identifying numbers
(generally ID) stored in both the meter and the host.
The function used to generate k can be any of a number
of functions that can be executed by a microcomputer
routine to produce an unpredictable number from one or
more inputs, and which number varies unpredictably
from one input to another. 1In other words, p, should
be such that k cannot be predicted if the inputs zz
and the one or more stored numbers are known, and if
one were to observe the generation of many k's,
knowing the inputs for each generation, one would not
be able to perceive the function Pyr Or to predict the
resultant k given another arbitrarily selected input.
P, can be a function like one of those described in
Knuth, cited above or it can be a table from which k
can be looked up similar to the Liechti patent cited
above. At 150 the meter sends to the host k, S, any
identifying numbers desired such as the serial number
and perhaps a customer number, as well as the
ascending and descending register values or values
derived therefrom. This packet, called the request -
packet, is preferably enerpted by the mask discussed
above, and the encrypted packet is transmitted error-
free via a Kermit protocol. '

The request packet is received by the host at
152. The host will already have calculated kH at 153a-
a using the same authentication function P, as was
used by the meter at 137. By comparing k and kH at
154, the host determines that the meter and host were
communicating pursuant to the appropriate
communications protocol and software version. The
host had élready calculated, at 153b, the numbers S1,
S2 and S3 using the function pkeyvalauto with an input
of 1 -1’ Which is the 1 that it had stored during the
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meter based on any meter identifying inputs to the Py
function. The host now calculates and stores at 158
the unique one-time-only combination Ry a in manner
functionally equivalent to that used by the meter.

The host requests the meter to proceed at 159 and 160.

The meter calculates at 162 a code number ¢ using

an authentication function'Pv with inputs of in and
the value of postage requested v. Both the code
number ¢ and the value of requested postage v are sent
from the meter at 163 to the host at 164. ‘The host at
167 calculates the code number cy using the same
function P, and the same inputs in and v (which it now
knows. by virtue of the amount packet). The host then
compares the two at 168 to determine that the value v-
sent is actually the value being requested at the
meter. If the host determines that c received is not
the same as the Cq it has just calculated, then at 169
it ends the session or takes appropriate other action
such as signalling the meter that it should be
disabled, for example. If the host determines that -
the code received is equal to the code just
calculated, it then proceeds to retrieve the account
balance AB at 170, for example from customer account
files in memory, and then determines that sufficient
funds to cover the amount of requested postage v
resides in the customer's account. If it is
determined that the requested amount exceeds the

- balance, then the user is so advised via the telephone
link and the communications unit CPU 49 and its
display 49 as shown at’ 171, 172 and 173. The session
is then ended. If the balance is sufficient to cover
the requested postage, however, the host transmits, at

175, the unique one-time-only combination R,, to the

H
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The meter disconnects from the telephone line at

176 then compares the combination R that it has
calculated (the meter- -internal combination) and stored
with the Ry that it has just received (the meter-
external combination) at 179. If they are not the
same, the meter ends the session and may take
appropriate action such as preventing further
transactions using that meter, all at 180, but if the
comparison at 179 is successful, the CPU 50 of the
meter resetting device proceeds with the resetting
routine at 182. The routine for resetting the
mechanical meter of the kind shown in Figs. 2, 3, and
6 is described in the aforementioned'commonly assigned
patent application of Horbal and Emmett. 1In addition
the meter rolls over in replacing the stored in—l of
the previous resetting with the in generated in this
resetting, and the meter updates the control sum
confirmation value representing the sum of the

ascending and descendlng registers as revised by the
addition of v, all as indicated at 184, and the
resetting is completed.

It will be appreciated by those skilled in the
art that whenever two devices are exchanging
information over the telephone lines, provision must
be made for the possibility that the connection may be
disrupted between stéps of the exchange. In the case
of the remote reéetting protocol shown in Fig. 4 and
described above in the detailed discussion of the
protocol, there are several points where one of the
devices awaits information from the other. For
example, at each of blocks 132, 160, and 176 (called
"awaiting"'blocks) the meter awaits a particular
response from the host. The programming of CPU 50 and
CPU 49 therefore includes "timeouts", counters that
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are initialized when an "awaiting" block is entered
and that increment with time. If the counter reaches
a predetermined value without the expected response
from the host, an error handler is invoked.

Likewise, at each of blocks 127,'152, and 164 the
host awaits a particular response from the meter. The
programming of both the host CPU 31 and the
communications unit CPU 49 therefore also include
timeouts and associated error handlers. For clarity,
neither the timeout variables nor the associated error
handlers are shown in Fig. 4. '

Levels of encryption
As mentioned above, preferably most or all of the

packets sent between the meter and host are encrypted
and sent according to an error-free protocol such as
the Kermit protocol. The several levels of encryption
and protection are collectively portrayed in Fig. 5.
FPor example, when the meter assembles the amount
packet, it starts with the requested amount of postage
v, shown symbolically as region 200. The meter
calculates ¢ by passing v through the function P,r and
the number ¢ that results is shown symbolically as
region 201. The information of regions 200 and 201 is
encrypted using the above~described encryption mask
that depends on zz, yielding encrypted information
symbolized by region 202. 1In an exemplary embodiment
of the meter of the invention, v is a binary number.
C, which is what comes out of P,, when v is given to
it, is also a binary number.

The binary number that is region 202 is sent by
the meter to the host according to the known Kermit
error-free protocol to assure reliable communication.
This is not a security feature, as one knowledgeable
in Kermit could arrive at the encrypted content 202.
In the event of failure, the meter will typically have
been programmed so as to resend the packet 203. Error
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routines are provided in both meter and host to handle

this and a variety of exceptzonal conditions.

The Kermit protocol enables the receiver (which
in the example of the amount packet is the host) to
determine that it has received a perfect copy of the
packet 202 as earlier assembled by the meter. The
data packet 202 is decrypted, typically using the same
mask as that by which it was encrypted. This yields v

and c.

The host then passes the value of v through

the function Pv' to yield a value Cy- If Cy=C/ (or
another chosen relationship) then the value has been
reliably passed from meter to host.

register 39.

The Resetting Mechanism
" The relationship of the resetting mechanism S1
and. the enabling mechanism 54 of Fig. 3 is shown in
Fig. 6 in association with the mechanical descending

stepper motor 261.
commercially available control circuit. This circuit

The resetting mechanism 51 includes a

The interface circuit 52 is its

converts inputs, on lines 67, from the CPU 50, or an

intermediate register, if needed, and converts them to

stepping motor inputs to the motor on line 262, to
control the amount of rotation of the motor. An.
encoder 264 is part of the resetting mechanism 51.
Its commercially available"oﬁtput circuit is the
interface circuit 53 that provides to the CPU 50, or
an intermediate register, if needed, an electrical

output indication, on lines 66, of the amount of
rotation of the shaft 263 of the stepper motor 261.
The enabling device 54 includes a stepper motor 269.
Its commercially available control circuit is the

interface circuit 56. Input data to its commercially ‘

available stepper motor control circuit is on lines 72

from the CPU 50 or an intermediate register.

The output shaft 263 of the stepper motor 261
extends through a motor mounting plate 274. Affixed
to this end of the shaft 263, a first member 276 of a
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dlameter portion 279. A second member 281 is slldably
mounted on the portion 279, and receives the pins 278
in a pair of axially extending slots 283 (one shown).
The second member 281 of the coupling 277 is movable
axially while communicating rotary motion from the

stepper motor shaft 263.

At its end 284 remote from the motor shaft 263,
the second coupling member 281 receives and is affixed
to a descending register setting shaft 285. The
setting shaft 285 is movable axially from a locked
position shown in Fig. 6 to a resetting position. 1In
the locked position of the shaft 285, a descending
register resetting gear 287 engages a fixed locking
pin 289 secured to a fixed plate 291 in the meter. 1In
this position, the gear 287 and shaft 285 are unable
to rotate other than the very slight turning permitted
by the clearance between the pin 289 and the gear

teeth of the gear 287. In the resetting position of
the shaft 285, the gear 287 has moved to the broken
line position 287' shown in Fig. 6, where it engages a
descending register gear 293. This géar resets the
register 39 when turned, increasing the value on the
descending register. Registers of the nature of the
descending register 39 are known in the art, and
indeed previous, manually resettable meters used
descending registers of this kind, as well as the
axially movable resetting shaft, the locking pin, and
the shaft-mounted resetting gear for manual resetting
by a postal worker. A descending register detent gear
294 affixed on the setting shaft 285 is engaged by a
spring-biased pin 296. The pin 296 is urged radially
inward to reside between and in engagement with teeth
of the detent gear. The detent pin 296 urges the
detent gear 294, the shaft 285 and the resetting gear
287 to a rotational position at which the gear 287
will pass smoothly back into engagement with the pin
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meters of the kind that are carried to the Post Office
to be manually reset by a postal employee.

Automatic resetting of the descending register 39-
is begun by the étepper motor 269 moving the setting
shaft 285 to the setting position to enable resetting
of the register. When instructed by an input to its
circuit 56, the motor 269 turns a lead screw 298
secured to an output shaft 299 of the motor. A lead
screw nut 401 receives the lead screw 298 in threaded
engagement. The nut 401 has secured thereto a pair of
laterally extending pins 402 (one shown). A pair of
levers 403 (one shown) is pivoted at a fulcrum 406 on
a mounting member 407. Slots 409 in the levers 403
receive the pins 402. A bushing 411 on the second
member 281 of the coupling 277 has a pair of laterally
projecting pins 412, one of which can be seen in Fig.
6. The bushing 411 is captive between shoulders
formed by a pair of bosses 414 formed on the axially
movable second member 281 of the coupling. One or
both shoulders 414 can be a split ring of pliable
metal enabling its being spread, placed over the
movable coupling member 281, and closed. The second
member 28l is rotatable with respect to the bushing.
Each lever 403 has a slot 415 rece1v1ng one of the
pins 412 of the bushing 411. When the CPU 50 receives
resetting. authorization, an enabling signal is
supplied to the stepper motor 269 via its circuitry 56
to drive the lead screw 298. The lead screw nut 401
is retracted towards the stepper motor 269 to pivot
the levers 403 and drive the bushing 411, the axially
movable member 281 of the couplfﬁg 277, and the
setting shaft 285 of the meter to the left in Fig. 6.
This, then, enables resetting of the descending
register 39 by moving the resetting gear 287 into
engagement with the descending register gear 293. The
gear 287 is now turned an amount determined by an
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input to the stepper motor 261 via 'its circuit 52.
When the'output from the encoder 264, via its circuit
53, and the output line or lines 66, confirm to the
CPU 50 that the shaft 263 of the stepper motor 261 has
turned an amount corresponding to the amount of
postage to be set into the descending register 39, the
stepper motor 269 is signaled to rotate the lead screw
298, moving the nut 401 to the left to move the shaft
285 to the right, withdraw the setting gear 287 from
the descending register gear 293, and once again lock
the setting shaft 285 by engagement of the setting
gear 287 with the pin 289. Thus the enabling mechan-
ism 54 that includes the stepper motor 269 disables
the resetting mechanism 51 that includes the stepper
motor 261. Because the detent pin 296 is located
between and in firm engagement with teeth of the
detent gear 294, the resetting gear 287 is properly
positioned to move onto the pin 289.

The resetting protocol described here is robust.
That is, it is secure against any of a variety of
intentional or unintentional harms. It will be
understood that, while a particular exemplary
embodiment has been described, variations and o
modifications may be effected without departing from
the spirit and scope of the present invention as set
out in the appended claims.

Those skilled in the art will appreciate that
while the above resetting protocol is described in
detail with a modem~to-modem data link between meter
and host, the method of the invention is applicaﬁle to
numerous other forms of communication, as several

- examples will show.

The exchange between meter and host can take
Place through the mail, with human intervention at
both ends of the exchange. While this takes longer to
complete than a comparable exchange over the telephone
lines, it offers a useful substitute in the event of
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unavailability of a telephone line or difficulties in
interfacing a meter to a private branch exchange.

The exchange between meter and host can take
place by means of a vocal exchange, either in person
or over telephone lines. This could provide backup
capability in the event of modem or other failure at
the host, for example. |

_ Finally, the activity at the host during a
resetting operation may involve human mediation at one
or more stages of the exchange. For example, the
various authentication values can be calculated
manually or with a standalone microcomputer, and
provided to the host for further processing and
transmission to fhe meter.

REPLACEMENT SHEET

28 FEB 1997

THIS SHEET HAS BEEN
REPLACED




the tcrephone 11k ana the comININATRATTIR "c uség}fég@i,{%g éﬁﬁi 3y 4o
. ! o

qnce

as shown at 171, 172 and 178. The gessiomM I8 then end
is sufficient to cover the requested post age, how gvgr, the host
transmts, at

at 175, 176 anﬂmgﬁgﬁH&ﬁ§ﬂhﬂ5h“§er S accggnt at 177ibdfore ending itls

“time- only combindtijor? BHFED 1882 detjer,

routine at 178. i sconnects fromthe tlel gphone line at 176
t hen conpares- th lwﬂ m%a ﬂm that it has cal cu- lared (the
met er - i nt er nal storgd whkh

1, A remote resetting postage meter system including
-a' plurality of postage meters (20) at subscrider
sites, a central computer installation (30); each
postage meter including a means for printing
postage, resettable descending register means for
retaining the amount of postage available to be
printed by the meter, means (51) for resetting the
descending register means by increasing, by a
desired variable amount, the amount of postage
retained by the descending register, means for
activating the means for resetting,
communications means (27) for introducing information
electronically to the meter, computation means (50)
including an authentication function program for

' generating a unique, retained, one-timé-only
meter-internal combination unrelated to the
desired variable amount of postage; the central
computer installation comprising memory means for
retaining information relating to each of the
meters in the sysEem including the amount of
postage available for resetting, computation
means including an authentication function -
program for generating a unique, one-time-only
meter-external combination based, at least in
part, on the information relating to a meter, and
unrelated to the desired variable amount of
postage; the computation means of the meter_being
adapted to compare the meter-internal and the
meter—-external combination introduced to the:
meter from the central computer installation,
said computation means of the meter being
connected to said means for activating the means
for resetting to cause resetting of the
descending register by the desired variable
amount upon a predetermined relationship of the
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2. A remote resetting postage meter system
according to claim l,wherein the central computer
installation and each meter have a modem (46) for

communicating between the central

computer

installation and the meters, the meters having

means (47) for the introduction of data by a user, the
authentication function program of the

computation means of each meter being responsive
to initial inputs to the meter computation means
to generate the meter-internal combination prior
to introduction by the user of data indicating
the variable amount of postage desired.

3. A remote resetting postagé meter system
according to claim 2,wherein the authentication

function program of the central computer

installation is responsive to initial identifying
inputs from the meter via the modem to generate
the meter-external combination prior to receipt
of an input from the meter indicating the
variable amount of postage desired.

4. A remote resetting postage meter system

according to claim 3,wherein the computation

means of each meter includes storage means, the

storage means comprising a location for the

storage of the meter-internal combination for

subsequent use.

5. A remote resetting postage meter system

according to claim 4,wherein the central computer
installation includes a storage location for the
- storage of the meter-external combination for

subsequent transmission to a meter ‘in
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- communication therewith via the modems of the

central computer installation and the meter.

A remote resetting postage meter system according to any
of claims 1 to 5, wherein the central computer '
installation has therein a program routine for
verifying meter identity from inputs thereto and
availability of requested funds, and causing the
meter-external combination to be sent to the
meter for comparison with the meter-internal
combination when identity is verified and funds
are available.

A - remote resetting postage meter system
according to claim 6,wherein each meter
computation means and the central computer
installation have an encryption program routine
for encrypting and decrypting communications
between a meter and the central computer
installation.

A remote resetting postage meter system
according to claim 7,wherein the routine for
encrypting encrypts the meter-external

combination before that combination is sent to

the meter. : : -

A remote resetting postage meter system
according to claim 7 or 8, wherein the central computer
installation has a random number'generator
routine, the central computer installation being
responsive to a communication from a meter to
generate a random number by the random number
generator and to send the random number to the
meter, the meter and central computer
installation encryption program routine
comprising means for generating an encryption.
mask based on the random number.
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A remcte resetting postaqe meter SystPﬂ according to

any of claims 1 to §, wherein the computation

means of the meter includes a postage value
request program routine that includes developing
a code number dependent upon the desired variable
amount of postage, and transmitting the code
number and the value of the desired variable
amount of postage to the central computer
installation, the central computer installation
having a program routine for developing a
verifying code number dependent upon the desired
variable amount of postage and comparing the
meter-generated code number and the central
computer installation-generated verifying code
numbers to verify the value of the desired
variable amount of postage transmitted to the
central computer installation by the meter.

A remote resetting postage meter system
according to claim 10,whérein the computation
means of the meter has a program routine for
developing a code development input number and
the program routine for developing a code number
includes a portion thereof applying the code |
development input number and the value of desired
variable amount of postage as inputs to a
function generating the code number.

A . remote resetting postage meter system
according to claim 11, the meter further
comprising a random number'generating routine,

and wherein the program routine for developing a-
code development input number includes the B
introduction of the random number as an input to
the code development input number routine.
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register means is a mechanical register (35).

wherein

14. A remote resetting postage meter (15) comprising a
register (39) of postage availacle from the meter,
means (27) for introducing a desired variable amcunt
of additional available postage into the
register, a central processing unit (50) having an
authentication function routine for generatzng a
meter-internal combination that is a number
depending upon inputs to the central processing
unit authentication function independent of the
desired variable amount of additional available
postage, means (46) for receiving into the meter a
meter-external combination, and means (54) for
enabling the introducing of the desired variable
amount of additional available postage when the
meter-internal and meter-external comblnatlons
are in predetermined relation.

15. A remote resetting postage meter according to
claim 14,wherein the central processing unit
includes a routine for developing an encryption

- mask from a random number input, for encrypting
outputs from the meter, and for decrypting
encrypted inputs to the meter.

l16. A remote resetting postage meter accdrding to
claim 14,wherein the means for receiving intoc the
meter a meter-external combination includes a
modem (4€) for receiving by telephone communication
the meter-external combination.

17. A remote resetting postage meter according to
claim 14, comprising means (47) for receiving from a
..user a request for additional postage, the
central processing unit having a routine for
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generating a code using the requested additional
postage as an input, the central processing unit
programmed and connected to deliver the code and

~ the reqdested value of postage to a meter output
for use in requesting approval from a central '
authority.

'18. A remote resetting postage meter according to any of
claims 14 to 17, wherein the register of postage
available is a mechanical descending postage
register (39) and the means for introducing comprises
motive means (51) for driving the register in a
direction of increasing value, the means for
enacling comprising coupling means (277) for connecting the
motive means to the register in driving relation,
and electrical energizing means connected to the -
means for enabling to activate the coupling means
in response to the meter-internal and meter-
external combinations.being in the predetermined

~ relation.

19. A telephone meter resetting device inéluding a
modem (46), a mechanical meter resetting motive means (264)
having a variacle mechanical output means (277)
operative to reset a postage meter with a _
variable amount of postage, and electrical .-
control means (50) responsive to an authorisation
received by telephone by the modem for activating
the motive means.

20. A meter setting device according to claim 19,
further comprising means for electronically
comparing a remotely generated combination
introduced as at least part of the authorizing
input, and an internally generated combination to
activate the variatle mechanical output means upon
determination by the means for electr ically
comparing of a predetermined relationship between
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the remotely and internally generated
combinations.

21. A meter setting device according to claim 20, wherein
the means for electr ically comparing includes |
computation means, the computation means having a
routine for developing an encryption mask from a
random number input, for encrypting outputs from
the meter setting device, and for decrypting
encrypted inputs to the meter se_tting device.

22. A meter setting device according to claim 19,
wherein the motive means for resetting the _
descending register comprises a resetting motor (261),
the meter further comprising means (47) for

" introducing electronically a request for a
variable amount of postage desired to be added to '
‘the descending register during resetting, and
electronic motor control means (264) for causing
rotation of the resetting motor an amount
representative of the electronically introduced
réquest for a variable amount of postage upon
enablement of the means for resetting by the
means for enabling. '

23. A meter setting device accérding to claim 21 or 22,
the computation means, further including a
program routine for recognizing a unique
combination and enabling resetting of the meter
only upon recognition of the unique combination.

24. A central postage authorizing facility (30) for a
remote resetting postage meter system of the kind
that includes a plurality of postage meters (20)
resettable with a requested variable amount of
add:.t:.onal postage when authorized by the central
facility, the facility including computation

means {31) including an authentication function
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of a remote postage meter and unrelated to the
desired variable amount of postage, and means (37) for
communicating the combination to the location of

a remote postage-requesting meter.

25. A central postage authorizing facility
according to claim 24,including means retaining
an account of the postage available for meters
served by the facility, the means for
communicating being operative to send the
combination only after the computation means has
‘determined that sufficient postage is available
to credit a requesting meter with the desired
variable amount of postage.

26. A central postage authorizing facility
according to claim'zs,including storage means, -
said storage means having a location for storing
the combination, said computation means
generating the combination prior to receiving the
value of the desired variable amount of postage
and directing the combination to the storage
location pending determination that sufficient
postage is available, the computation means
retrieving the combination from the storage
location and sending the combination after said
determination.

27. A central pcstage acthorising facility according to any
of claims 24 to 26, wherein the authenticaticn
function program includes meter identification
data as at least one input.

28. A central postage authorizing facility
according to claim 27,including storage means,
the storage means having at least one location
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A central postage authorizing facility
according to claim 26 wherein the computation

-means includes a routine for generating a code

dependent upon a received variable amount of
additional postage being requested, means for
comparing the generated code with a received

'code, and means of directing a received code to

the means of comparing, the computation means

providing the combination only when the means for

comparing determines a predetermined relationship
between the generated code and the received code
to verify the amount of postage being requested.

A central postage authorizing facility
according to claim 29,wherein the computation
means has a routine for producing a code
generating input number, the routine for _
generating a code dependent ‘upon a received
variable amount of postage being requested
including a portion thereof applying the code
generating input number and the value of desired
variable amount of postage as inputs to a
function for generatin§ the code number.‘

A central pcstage authorising facility according to any
of claims 24 to 30, furthér including means for
communicating with the resettable postage meters,
the computation means comprising a routine for
prompting a postage meter for the value of the
requested .variable amount of postage after
generating the unique one-time-only meter
external combination.

A central postage authorizing facility
according to claim 31, wherein the means for

REPLACED
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communicating is a modem .(37) adapted to communicate

by telephone line to a modem—-equipped postage

meter.

A centrsl postage authorising facility accerding to any
of"_claims 24 to 32, wherein the computation
means includes a random number generating means,

- means to communicate the random number to a

postage-requesting meter and a routine for
generating an encryption mask from a random
number generated by the random number generator.

‘A central postage authorizing facility (30) for a

remote resetting postage meter system of the kind
that includes a plurality of postage meters (20)
resettable with a requested variable amount of
additional postage when authorized by the central
facility, the facility including a coﬁputation
means (31) with data storage, means (35) Fcr providing .
input data to the computation means, and means (37)
for communicating information from -the facility
including authorization for the requested
variable amount of additional postage, the
computation means including a value verification
program-routiné for generating a code number from
an input representation of the value of requésted
additional postage, and for comparing the code
number with an externally generated code to
verify that the representation of the value is
the value of requested additional postage used to
generate the externally generated code.

A central postage authorizing facility
according to claim 34,wherein the computation
means comprises a routine for deriving from a
received meter communication a code-development
input number for use as an input with the value
of requested additiénal postage value

t he

i ably
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the value

verification program routine including inputting
the code development input number and value of
requested additional postage in a function for

generating the code number.

36. A method of remotely resetting postage meters

including:

(a) locating a plurality of postage meters (20)
at subscriber's sites, remote from a central

computer installation (30),

(b) retaining in each postage meter in a
descending register (39) the amcunt of postage

remaining to be printed,

(c) communicating by telephone via a modem (46)
in any one of the postage meters a request for an
additional sum of postage to be entered into the

descending register of that meter,
(d) formulating at the central computer

installation a unique one-time-only combination
unrelated to the desired variable amount of

postage,

(e) automatically communicating to the

meter via modem the combination,
(£) determining the authenticity of the

combination at the meter, and

- {g) introducing the requested amount of
postage into the descending register when the
combination is determined to be authentic.

37. A method of remotely resetting according to

claim 36 wherein the step of communicating a
request for an additional sum of postage includes

formulating at the meter a code based upon the

value of postage requested and transmitting the

- value and the code to the central computer
installation, and further including the steps at

the central computer installation of formulating

REPLACED
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pos 85¢ rggﬁgsted, and comparing the meter-
formulated code and the verifying code to
ascertain that the value received by the central
installation corresponds to the value requested
by the meter.

A method of resetting a postage peter (20) upon
authorization from a central, remote mstal]atlon (30)
including:

{a) providing in the postage meter a
descending register (39) of the amount of postage
remaining to be printed,

(b) forwarding a request for additional
postage to the remote installation,

_ (c) generating a combination at the meter
independent of the value of postage requested,

(4) recéiving a combination at the meter
from the remote installation,

(e) comparing the meter-generated and the
received combinations, and

(£) introducing into the descending
register the amount of postage requested when the
meter-generated and received combinations are in
predetermined relation. ' .

A  method of authorizing resetting of a remote
postage meter (20) including:

(a) providing a central computerized
postage authorizing facility (30),

(b) receiving by telephone from a remote
postage meter a request for additional postage,

(c) formulating a unique one~-time-only
combination independent of the value of postage
requested, - '

(d) transmitting by telephone to the
requesting meter the combination, and




toits commercially avallable stepper nDtor control

|r
72 fromthe CPU 50 or JhisiShee qlmﬂllﬂllﬂlll ﬂ'] JJMI
the stepper notor 261 exr h a nDtor nDuntlng p
to this end of the shaft menber 276 of a slidable coupllng 277
has a pair of laterally prOJectlng pins 278 (one shown) secured to a
reduced di aneter portion 279. A second Jreggoer 281 is slidably nmounted on
the por- tion 279, and receives the pins 278 in a pair of axially extending
slots 283 (one shown). The second nenber 281 of the coupling 277 is novable
axially while com (e) debiting an account corresponding to

the requesting meter.

40. A method of authorizing the resetting of a
postage meter (20) including:

(a) providing a central computerized
postage meter resetting facility (35) remote from a
plurality of postage meters,

(b) receiving from a postage meter a
request for additional postage in the form of an
indication of the value of the postage requested
and a code formulated from the value,

(c) formulating a verifying code at the
central facility based on the received value of
postage requested,

(d) comparing the received code and the
verifying code, and

(e) authorizing by telephone the resetting
of the requesting meter with the requested amount
of postage when the received and verifying codes
have a predetermined relation.
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muni cating rotary notion fromthe stepper notor -shaf+—263-
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ABSTRACT
REMOTE RESETTING POSTAGE METER.

A system for remotely resetting a postage meter (20),
by adding a variable amount of postage, includes a
computerized central facility or "host" (30), in telephone
communication with the meter, which host verifies the
meter's identity and ascertains the availability of
funds, then sends to the meter an authorizing, unique,
one-time-only combination,. independent of the value of
postage requested, and having a predetermined relation
to a unique, one-time-only combination that the meter
has generated and retained. The meter then compares
the combination that it has generated with the
combination received from the host. If the
relationship is correct, for example, if the
combination is the same, the meter introduces the
additional postage requested.
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At its end 284 renotefrom-the-notor shaft 263, the second coupling nenber
281 receives and is 1fsbﬁ<e tQ a descending register setting shaft 285. The
setting shaft 285 is s nReplaced r om a | ocked position shown in Fig. 6
to a resetting poS|t| ed po- sition of the shaft 285, a
descendi ng regi ster ba7 engages a fixed locking pin 289

secured to a fixed pI ate 291 in the metery In this p05|t|on t he gWZS?
and shaft 285 are unable to rotate other than the ver. Esﬂfﬁasndeﬂ

permtted by the clearance between the pin 289 and t he I,"ﬁm, ,”"Ithe

gear 287. In the
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resetting position of the shaft 285, the gear .287 has nbved to the broken
line position 287" shown in Fig. 6, where it engages a descending register
gear 293. This gear resets the register 39 when turned, increasing the

val ue on_the descending register. Registers of the na- ture of the . :
descending register 39 are known in the art, and indet @@&%&@nkﬂmmMally
resettabl e neters used descendi ng registers of this kl_ ! ’the
axi ally novabl e resetting shaft, the | ocking pin, and ];F ted
resetting gear for manual resetting by a postal worker. A descenaing :
regi ster detent gear 294 affixed on the setting shaft 285 is engaged by a
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e

pin 296. The pin;296 I's urged rédially i nward to reside between and in

engagenent w th teetthrof the detent gear. The detent pin 296 urges the
detent gear 294, thegy gggggflagga,n@ggcg&’le resetting gear 287 to a rotational

po-

sition at which tj

with the pin 289. The

conventi onal

in nmanua

il

. ml | pass snmoothly back into engagenent
e Ilﬁg_él.and'.the detent pin 296 are al so
| e" posgage nmeters of the kind that are

carried to the Post Office to be manually reset by a postal enploy- ee.
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pling. One or both shoul ders 414 can be a split ring of pliable netal

enabling its being spread, placed over the novabl e coupl 81, and
cl osed. The second eibest i8BechRepl2tat abl e wi th respect [tB RUACEM R gg T
Each | ever 403 has a >0 he b ﬁgn
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411. When the CPU 50 etting authorizationf an
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‘byz éﬁgagenent of the setting gear 287 with the pin 289. Thus the enabling
mechani sm 54 that includes the step- per notor 269 disables the resetting

mechani sm 51 that incl-.udes the stepper notor 261. Because t
296 is located between and in firmengagement with teeth of
294, the resetting gear 287 is properfy-positioned to nove
289. The resetting protocol described here is robust. Thdt
secure agai nst any of a v&XEMeTE RESETTING HOSTAGE METER ISYSTEMIt i ofjal
wi || be understood that, while a particular exenplary enbodi
.variations and nodifications may be effected

de- scri bed,

det-ent pin
 BEPLACEMENT SHeeT ]
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Description

This invention relates to remote telephone resetting.

of postage meters, remote resetting postage meter sys-
tems, and methods for remotely resetting postage me-
ters, and more particularly to meters, systems and meth-
ods in which a central or host installation receives re-
quests for resetting a user's meter and verifies the user's
identity, and the amount available on deposit before se-
curely authorizing the resetting of the user's meter by
the requested amount.

Telephone postage meter resetting is known in the
art. Techniques are known for enabling a postage meter
user to have his or her meter reset with additional post-
age by telephone, avoiding the need to carry the meter
to a’postal authority for authorized resetting. In tele-
phone postage resetting, the user calls the central in-
stallation. That installation debits the user's account and
supplies the user with a combination that .enables the

user to introduce into the meter the correct amount of

additional available postage.

In the prior art, attention has been gnven to routines
for assuring that the caller is an authorized user before
releasing the next of a predetermined number of com-
binations to the caller. Avoice answerback unit has been
suggested as the means of mformlngthe callertoenable
him or her to enter the combination learned by tele-
phone. The meter could then be reset with a fixed addi-

tional increment of postage. Proposals have also been

made for the use of a code-bearing means such as a
card or a check that is read by a postage meter to enable
the introduction of additional postage. Another security-

related concem was that the amount of postage being
introduced should be only that amount authorized at the
central facility. For this purpose cenain prior art taught

08 JAN 1398




W t hout departing fromthe scope of the present inven- trﬁﬁfég set out in

t Re appended cl ai ns. Those skilled in the art wll apg Te—ttrat
whil e the above resetting protocol is described in detai
demto-nmodem data |ink between neter and host, the nethod{of[ The TTvent
is applicable to nunerous other forng gf_comunication, a equau%ﬁxﬁggles
w 'l show. The exchange between neter and host can tale {pl ace through

the mail, with human intervention at both ends of the exclhange. WirtTethrs

[0))

takes longer to ¢o | ete than a conparabl e exchange ovey the tel ephone
lines, it offers?'agﬁ'égﬁGpr@bmtmrmc@mmumsammtm uﬁﬂff trre

central facility should be dependent upon the amount of
postage requested so that a disparity in the authorized
resetting amount and the requested amount would re-
sult in a disparity, or other incorrect relationship, in the
combinations compared at the meter to enable reset-
ting.

Verification that the amount of postage beingadded
to the meter was that amount the user had requested of
the central facility has been made at the postage meter
rather than at the central facility. This was done by the
meter's comparison of the combination that it had inter-
nally generated with the combination that the central fa-
cility had generated and sent to the site of the meter.

The need for the user to intervene between tho mo-
ter and the central facility, to receive information from g
voice answerback unit and to enter that inlprmatloza to
the meter, e.g. by a keypad, introduces tho likelihood of
user error, requiring a new introduction of the n.ntonna'.
tion to the meter or a whole new resetting routine it is
also wasteful of the user's time to have the user stay an
the telephone line until the information has baken °°3" by
the central facility, and then to touch into the eypPadinhe
requisite informatipn. .

GB-A-2080203 gjscioses a postage meter in which
a combinalion siging| that is a function of the selected
variable amount of postage is entered into the postage
meter. A cOMparatyip, the meter compares the intemal
combination signal it one externally generated so that
the selectéd amoupy of postage can be addedto the me-
ter register.

EP-A-0018108 s referred to in GB-A-2080203. It
discloses a printing ‘station and an accounting station
interconnected thrpygh an open communications link.
To account for postage to be printed a postage value is
used to generate 8 number signal which is encrypted at




~

abi | i ty of a tel ephone line or difficulties in interfaf
private branch exchange. The exchange between net e} ‘ﬁ&ﬁﬁg@mtaéfﬁt&jk
pl ace by neans of a vocal exchange, either in person
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the printing station and sent to the accounting station
with the number signal itself. The number signal is used
to account for the postage and encrypted there for trans-
mission to the printing station. If the encryption created
at the printing station equates to that received from the
accounting station the correct postage is considered to
have been accounted for at the accounting station.

US-A-4097923 discloses a remote postage meter
charging system in which a central computer receives
telophone requests for adding postage to a remote me-
ter via a telephone exchange. The central computer
checks that the requested amount will not exceed the
maximum by which the meter register may be incre-
mented. It does not contemplate a security or consist-
ency check on the amount of postage requested at or
connected with the central computer.

According to the invention there is provided a re-
mote postage meter system according to claim 1, a re-
mote postage meter according to claim 10, a central
postage authorising facility according to claim 13 and a
method of remotely resetting postage meters according
to claim 21. .

The invention provides a system for remotely reset-
ting & postage meter, by adding a variable amount of
postage. It includes a computerised central facility or
'host', in telephone communication with the meter, which
host verifies the meter's identity and ascertains the
availability of funds, then sends to the meter an author-
ising. unique, one-time-only combination, independent
of the value of postage requested, and having a prede-
termined relation to a unique, one-time-only combina-
tion that the meter has generated and retained. The me-
ter compares the combination that it has generated with
the combination received from the host. If the relation-
ship is correct, for example, if the combination is the
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.28 - or over tel ephone lines. This could provide ba kELELPIc'%CE%%%T IS1HLEy |n
‘the event of nodemor otherfailure at the host, for ex Fi nal T}y, |
the activity at the host during a resetting op- eratio %ﬂ Bnvdal 8% una
nmedi ation at one or nore stages of the exchange. For ejanple__the varigu
au- thentication values can be cal cul at ed4 manual |y or ith a standal one

m croconput er, and provided to the host for further pr Lag.and
transm ssion to the neter.

same, the meter introduces the additional postage re-
qussted. The terms "unique® and "one-time-only" as
used here mean as to the particular transaction. That is,
the combination generated by the meter and that gen-
erased by the host can be identical, and in a preferred
erbodiment are identical, but these continue to be
uriq’ue. one-time-only combinations as that term is un-
derstood in the art.

The combinations that permit resetting the meter
are generated by software functions, called here "au-
thentication functions", which are program routines in
the meter and the host that develop the unique combi-
nations from inputs. In the preferred embodiment, inputs
to a combination-producing authentication function in-
clude a number representative of the identity of the me-
ter and at least one random number. Both the meter and
host generate their combinations before they leam the
value of the postage being requested. A random number
that was generated by the meter during the last resetting
and then stored is a preferred input to the authentication
function. In the case of the meter, the combination is
generated and stored for later comparison in the course
of that resetting. In the case of the host, the combination
is generated and stored until the host has learned the
value of the amount of postage requested, that the funds
are available, and that the meter identification is valid.
Thereatfter, the host retrieves the combination from stor-
age and sends it to the meter.

Unlike past systems that verify the requested
amount at the meter, verification of meter identity and
the amount being requested occurs by the meter send-
ing to the host the value of the amount of postage de-
sired along with a code that it has generated, based, at
least in part, on the amount of postage desired. Using
the requested amount, the host generates a code and
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compares it with the meter-generated code. Successiul
comparison, which is typically equality of the received
and generated codes, indicates that the meter has been
correctly identified, and that the value being requested
at the meter is that which has been expressed to the
host. The codes generated by the meter and the host
are generated by value-confirmation authentication
functions that are also program routines contained by
both the meter and the host. The value of postage de-
sired is one input to each of the value-confirmation au-
thentication functions. Preferably, another input to the
value-confirmation authentication functions is, again, a
random number developed by the meter.

In the preferred embodiments of the invention, the
compared combinations and the compared codes are
successfully compared when they are identical, but of
course, depending on how the combinations or codes
are generated, a successful comparison might be some
other relationship, as for example, a predetermined dif-
ference between the two numbers or some chosen ratio
of one of the numbers to the other. The authentication
functions used to generate the combinations and codes
can be a mathematical relationship whose outputs vary
unpredictably from one set of inputs to the next. That is
to say, the authentication functions should be functions
that cannot be ascertained by watching the outputs over
a period of time with known inputs. Functions of the de-
sired type are known, and the precise function used
does not form a part of this invention.

In addition to the security provided by the above-
mentioned generated combination and code numbers
that are necessary for resetting, communications be-
tween the meter and the host can be encrypted. The



R 1. Arenote resetting postage neter systen1inc|udi
plurality of postage neters (20) at subscri ber sites, i
installation (30); each post age neter incl udi gﬁgﬂﬁggmgM FHEE{

printing post- age, resettabl e descendi ng regi ster neafs for

retaining the anount of postage available to be printe ty(l e JAHt 1888
means (51) for resetting the descengilg regi ster neansjby_increasing.
by a de-
by the descendi ng regi ster, neans (52, 53,

conput er

sired variable amount (V), the anpunt of postgge r et ai ned

host's first response to the meter is the communication
of a random number to the meter. Using this random
number the host and the meter each independently gen-
erate a particular encryption mask, which is then used
at various points during the remainder of the meter-host
exchange.

The communications protocol between the host and
the meter, as described in part above, can be used with
either an electronic meter or a mechanical meter to en-
able resetting automatically from a remote authorizing
location or host. Consistent with the use of the term in
the art, the expression "electronic meter" used here
means a meter that has electronic accounting provi-
sions, in particular an electronic descending register
containing the amount of postage remaining to be print-
ed. A mechanical meter is one whose accounting provi-
sions, particularly the descending register, are mechan-
ical, with, typically, mechanical register numerals read-
able through a window in the meter case.

In the practice of this invention with a mechanical
meter, a control sum confirmation value, i.e. a total of
the ascending and descending registers as previously
read by the user from mechanical register numerals,
and not the individual register contents, is retained in
electronic memory at the meter and communicated to
the host for the purpose of assuring that the meter's reg-
isters, which are mechanical, have not been tampered
with. A suitably programmed microprocessor sends the
code to the host via modem and instructs stepper mo-
tors to reset the meter's ascending and descending reg-
isters when it has successfully compared the unique one
time only combinations.

The above and further features and advantages of
the invention will be better understood with respect to
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the neters 1 n The System

lment t ken in combxnatlon with the severa
the associated drawings, in which:

|cat|oP functi gn
figures of

Fig. 1 is a block diagram of a system for remote re-
setting of postage meters and shows a central, host
facility and telephone communication with a series
of individual postage meters at user sites;

Fig. 2 is a diagrammatic perspective view of a me-
chanical postage meter that can serve as one of the
postage meters of Fig. 1;

Fig. 3 is a diagrammatic illustration in block diagram
form of the major electronic and electromechanical
components of the remote meter resetting provi-
sions of the postage meter of Fig. 2;

Figs. 4a, 4b, 4¢, 4d and 4e together form a diagram-
matic illustration in the form of parallel flow charts,
illustrating the communications protocol and the op-
erations of a central, host facility and a meter, like
the host and meters of Fig. 1, during remote reset-
ting;

Fig. 4f is a diagram illustrating how the flow chart
portions of Figs. 4a, 4b, 4c, 4d and 4e are to be com-
bined to form the entirety of the flow chart, referred
to collectively below as Fig. 4,

Fig. 5 is a further diagrammatic illustration and
shows symbolically the layers of encryption and
processing of data packets; and

Fig. 6 is a fragmentary plan view, partially in section
and partially in block diagram form showing me-
chanical resetting features of the resettable me-
chanical meter of Fig. 2.

Turning now to the drawings in detail, it will be seen

from the several figures that there are illustrated (1)a
system comprised of a plurality of remotely resettable

—
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postage meters and a central, host computer TStAlE-
tion, (2) aremotely resettable mechanical meter suitable
for use as the meters of the system, and (3) a method
of secure resetting of a meter, including flow charts and
diagrams representing the program routines and oper-
ations of the meters and host computer installation that
form the remote resetting system.

The System

Fig. 1 illustrates generally the remote postage me-
ter resetting system. Each of a series of postage meter
installations 15 has a mechanical meter portion 20 that
contains the conventional postage printer and mechan-
ical ascending and descending registers. The mechan-
ical meter portion 20 is associated with a resetting de-
vice 26 and a communications unit 27. Conventionally,
the mechanical meter portion 20 may be of the kind that
prints postage of a desired amount on an envelope in-
troduced into a slot 23. .

As is typical of current postage meters, each meter
portion 20 of each installation 15 enables the user to
determine the amount of postage to be printed, keeps
a record of the amount of postage available in a de-
scending register 39, seen in Figs. 2 and 3, and adds
the amount that has been printed to an ascending reg-
ister 41, seen in Fig. 2. The resetting device 26, when
activated, increases the amount of postage available to
be printed by the machine by increasing the total in the
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descending register 39. The resetting device 26 and its
relationship to the mechanical descending register are
described in detail in the copending application serial
No. 333,993 (US-A-5 093 559, EP-A-0 489 726), filed
April 5, 1989 for *Mechanical Postage Meter Resetting
Device and Method," of Horbal and Emmett, assigned
to International Mailing Systems, Inc. The communica-
tions unit 27 enables the meter to communicate with a
remote installation 30, in Fig. 1, called the host. Com-
munications between the host 30 and the communica-
tions devices 27 of the installation 15 are by telephone
lines 32 and 33 of a telephone system 34, typically the
well-known public switched telephone network. A re-
quest for additional postage relating to a particular one
of installations 15 is conveyed by the telephone connec-
tion to the host, and authorization of an increased
amount of available postage is conveyed from the host
to the particular meter installation 15 by the telephone
connection.

The host 30 includes a computer installation 31, a
backup personal computer or PC 35, and one or more
modems 37 for communicating with the meters 20 via
the telephone system 34. As shown, the host computer
31 is also in communication with a banking facility 38.
Each subscribing user of one or more meter installations
15 makes deposits in the banking facility 38, which can
be a commercial banking institution. The banking facility
38 maintains individual accounts of the sums thus de-
posited and available for the user's postage needs.
When the host computer 31 receives telephone re-
- quests for additional postage from one of the various
meter installations 15, it ascertains that sufficient post-
age is available in the user's account, and the host 30
then authorizes resetting of the pertinent meter, again
via the telephone system 34 and as a part of the same
telephone call from the installation 15 that requested the

—---..J
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storage where the amount of funds available for reset-

ting can be regularly reviewed and revised when addi-

tional postage has been credited to a meter. The bank-

ing facility 38 is regularly advised of activities and its
records are periodically brought up to date. The backup

PC 35 enables an operator at the host facility 30 to au-
thorize resetting of a meter if the host computer 31 does

not function.

The Postage Machine

Shown in Fig. 2 is the meter installation 15. The me-
ter portion 20 is a conventional mechanical meter in this
embodiment of the invention. Its mechanical descend-
ing register 39 can be viewed through a window 40 and -
its mechanical ascending register 41 can be viewed
through a window 42. Levers 36 permit manual setting
of the amount of postage to be printed. The amount of
postage set to be printed is visible through a window 37.
Introduction of an envelope through the siot 23 activates
a conventional printer internal to the meter portion 20,
said printer not shown in Fig. 2, to apply the set amount
of postage to the envelope. This increments the ascend-
ing register 41, adding to it the amount of postage print-
ed, and decrements the descending register 39, sub-
tracting from it that amount. Other mechanical meters
have key pads and electronics for setting the amount of
postage to be printed, but retain the mechanical ac-
counting features that are the ascending and descend-
ing registers. The principles of the invention described
here can be practiced with these meters, and they can
also be practiced with electronic meters, which is to say
meters in which the mechanical ascending and de-
scending registers have been replaced with electronic
registers serving the same purpose.
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In"the installation 15 of Fig. 2, (#19 resetting device
26, or "meter unit" as it is called herein, attaches to the
exterior of the meter 20, where it cooperates with the
conventional resetting provisions by which the mechan-
ical meter 20 would ordinarily be hand-reset at the postal
authority. The communications unit 27 is separate from
the meter portion 20 and the resetting device 26. It com-
municates by a cord 45 to resetting device 26, and it
connects the telephone line 33. The communications
unit has a keypad 47 that enables the user to introduce
information for use by the installation 15 or for commu-
nication by telephone line 33 to the host 30 of Fig. 1. A
display 48 enables information, such as menu selec-
tions or instructions, to be communicated to the user
from the installation 15 or from the host 30.

Turning now to Fig. 3, the communications unit 27
has a modem 486, seen in Fig. 3, that communicates with
the host 30 (not shown in Fig. 3) via the telephone line
33. A CPU 49 has a microprocessor, random access
memory (RAM), read only memory (ROM), and neces-
sary latches and logic for control of the modem 46, the
keyboard 47, and the display 48 by the microprocessor.
The CPU 49 is in two-way communication with the host
viathe modem 46 and the telephone line 33. The keypad
47, including its typical associated circuitry, is connected
as an input to the CPU 49, and the display 48, and its
typical associated circuitry, is connected as an output
from the CPU 49. Other outputs, such as LED's or au-
dible output devices can also be connected as outputs
from the CPU 49 or the modem 46 to indicate particular
occurrences such as a transaction in progress, an insuf-
ficiency of funds in the user's account as determined by.
the host, an error in information introduced at the keypad
47 by the user, or the *ringing" and then completion of
a call to the host. The microprocessor RAM, ROM, mo-
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dem, keyboard and display are all selected from the va-
riety of known components that are now commercially
available.

The meter unit 26 is the resetting device that makes
possible resetting of the mechanical meter without car-
rying the meter to the post office. The meter unit 26 is
physically attached to the meter 20 at the location of the
entry door where manual resetting is ordinarily accom-
plished by a postal employee. An interlock, not shown
in Fig. 3, incapacitates the meter if the resetting device
26 is removed without authority. Relevant portions of the
meter 20 and its resetting device 26 are illustrated in
Fig. 3 in block diagram form. This meter resetting device
or meter unit 26 has electronics 55 that include a CPU
50. The CPU may include a microprocessor, random ac-
cess memory, and read only memory all selected from
the variety of commercially available components. The
meter unit 26 is in communication with the communica-
tions unit 27 via the cable 45. A register reset mecha-
nism 51 connects with the CPU 50 of the meter unit 26
via such interface circuits 52 and 53 as required. An en-
abling mechanism 54 receives instructions from the
CPU 50 via such interface circuit 56 as it may require.
Enabling mechanism 54 enables the register reset
mechanism 51 when appropriate. Output 58 from the

register reset mechanism 51 is a mechanical output to
increase the available postage in the mechanical de-

scending register 39 of postage meter 20. The exact na-
ture of the mechanical and electromechanical setting
provisions including the register reset mechanism 51,
the enabling mechanism 54, the circuits 52, 53 and 56,
and the mechanical interconnection of the meter unit 26
and the meter 20 are all shown and described in detail
in the above-mentioned copending application serial
No. 333,893. Their construction and operation do not
form a part of this invention.
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The communications unit 27 is responsible for com-
municating with the remote host computer by its modem
48, receiving information from the user via the keypad
47, providing information to the user via the display 48,
and forwarding information to the meter unit 26 via cable
45. The CPU 50 of the meter unit 26 causes the de-
scending register 39 to be reset when it receives an ap-
propriate authorizing input such as a combination that it
recognizes as appropriate. During a resetting the CPU
50 develops and stores a combination, then receives the
value of the variable amount of postage requested from
the communications unit 27, where the user has input
this value at the key pad 47. When it has received from
the host, via the communications unit 27, an authoriza-
tion input that it recognizes as valid because it contains
the correct combination, the CPU 50 begins the routine
that will, first, enable resetting, second, add into the de-
scending register 39 the desired value of additional
postage, and third, disable further resetting until such
time as resetting is to be reenabied.

The CPU 50 of the meter unit can include an en-
cryption routine, known to the host 30, capable of en-
crypting information transmitted to the host 30 on the
telephone line 33, via the modem 486, and capable of
decrypting information received from the host 30 via that
modem. One can use any of several weli-known encryp-
tion techniques, such as that described below in relation
to Fig. 5. All communications between meter and host
can be sent under an accepted communications proto-
col to assure error-free transmissions on the public tel-
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a known protocol used for this purpose, and which is a
development of the Computer Science Department of
Columbia University. Such encryption, and error-free
transmission protocols do not themselves constitute the
invention, but contribute to security and reliability as dis-
cussed further below.

The CPU 50 of the meter unit 26 has a value-con-
firmation authentication function routine to unpredicta-
bly generate a code from input numbers for the purpose
of verifying at the host the value of the postage that is
being requested, as described further below. It also has
a combination-producing authentication function routine - -
to unpredictably generate a code or combination from
input numbers for the purpose of verifying the host's
grant of permission to reset. Such functions, suitable for
use in the practice of this invention, are known to those

skilled in the art. The selection of the precise function or
functions to be used is not a part of this invention. Func-

tions of the kind used are available, for example, from
D. E. Knuth, The Art of Computer Programming, Vol. 2,
‘Semi-numerical Algorithms, Second printing, Novem-

ber 1971, Addison-Wesley Publishing Co., Reading,

Massachusetts, U.S.A. Alternatively, the combinations

‘and codes described below for secure resetting can be

generated from tables of random numbers. These can
be stored in memory in the meter unit CPU 50, and at

- the host, the same tables can be stored. A system and

method for securely generating combinations in this
manner is described in U.S. patent No. 4,807,139 dated
February 21, 1989, of Hans-Peter Liechti. The routines
by which the meter unit CPU 50 and the host computer
locate the combination or code from its tables is the "au-
thentication function" when this is the manner of arriving
at the appropriate numbers.

In an exemplary embodiment, an authentication
function is expressed symbolically-as y=(ax + b) mod n.
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The input x to the function is multiplied by a, a constant
b is added to the product, and the sum is subjected to
the mod function, which means that the sum is divided
by n and the remainder is kept as the output of the func-
tion. Each meter is preprogrammed with constants a, b,
and n, and the host is provided with the values a, b, and
n for that meter. Security considerations require that the
constants a and b be large integers, and n typically be
chosen from the set of prime numbers. The particular
values a, b, and n are kept secret.

Secure Resetting

In its random access memory, the CPU 50 retains
the telephone number of the host. The CPU 50 random
access memory contains the control sum confirmation
value CSC that is the sum of the ascending and de-
scending meter registers 41 and 39, as of the last reset-
ting. The read only memory of the CPU 50, typically a
separate programmable read only memory, contains (1)
a login identification number (login ID), (2) a meter iden-
tification number (meter ID), (3) a meter serial number,
(4) a protocol level identifier, (5) a customer number, and
(6) several authentication functions for the generation
of code numbers or combinations based on inputs to the
authentication functions as discussed in greater detail

' below, and other permanent information such as a max-
imum limit on the amount of postage permissibly en-
tered into the descending register during resetting. All
of the above are stored in memory inaccessible to the
user. The meter serial number appears on the equip-
ment plate of the particular meter, but the login ID and

“the meter ID are not known to the meter user. The ran-
‘dom access memory (RAM) of the meter CPU 50 con-
tains a number called the S; number that is inaccessible
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to the user, and is varied with each resetting, but not as
a function of the number of resettings.

For each particular meter installation 15, the host
computer 31 has in memory (1) the meter serial number,
(2) the meter identification number, (3) the login identi-
fication number, (4) the customer number and (5) au-
thentication functions identical to those of the meter.

Turning now to Fig. 4, the resetting protocol will be
described. As illustrated in the meter and host flow
charts of Fig. 4, at resetting time, using the keypad 47,
the user initiates resetting, as indicated at 100, for ex-
ample by inputting to the meter that it is to enter its reset
mode. Prompted via the display 48, the user, at 102, en-
ters into the communication unit 27 by its key pad 47,
the ascending and descending register values Aand D
visible through the windows 40 and 42 of the mechanical
meter and any identifying data desired. In an electronic
meter the ascending and descending register totals can

be read electronically by the CPU of the meter without

the user's intervention, or the ascending and descend-
ing register amounts can be displayed on an appropriate
LCD or like display for the user's introduction to the me-
ter CPU via an input such as the keypad. If desired, be-

~ fore proceeding, the meter unit CPU 50 can verify, at

103, the user identification at this point by comparison
with a stored identification.

At this time the meter CPU 50 undertakes a number
of preparatory procedures or routines 104. The meter
CPU first generates a random number, using its own
random number generation routine, at 104a. Random
number generation is known in the art, for example from
the time between user key entries. The meter CPU 50
then generates the i,,, at 104b, usingthe random number
just generated in a function arbitrarily named pyeynumgen:
described below. The number i, just generated is stored
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for use in the next resetting. Next, as indicated at 104¢
the meter CPU 50 generates variables S1, S2, S3 using
a function arbitrarily named Pyeyvalauto (in-1): Where in_1
is the number i, from the previous resetting..Next, at
104d the CPU 50 generates S to be transmitted to the
host, where S is equal to i;-S1. The numbers S§1, S, S2
and S3 are all stored. Next, at 104g the CPU 55 gener-
ates the unique one-time-only combination R that will
~ be used to unlock the meter and reset the descending
register. The combination R is generated using a func-
tion designated p.,,. called herein an authentication
function, using as input i,.;, S2, S3 and an identification
number unique to the meter such as the meter [D. Unlike
some prior remote resetting approaches, the combina-
tion does not depend on the value of the postage re-
quested (which the meter has not yet learned), nor the
number of times that the meter has been reset.

After having generated the unique one-time-only
combination R, the last of the preparatory procedures
104, the CPU 50 prompts, at 145, the user, via the com-
munications unit CPU 48 and its display 48, to indicate
the amount of postage desired. The meter receives the
value v of the postage requested and stores it, at 146.
From the ascending and descending register values the
meter calculates a control sum CS at 105b by adding
the ascending and descending register values. The me-
ter compares the control sum CS with the control sum
confirmation value CSC stored in RAM of the CPU 50,
as indicated at |he decision block 106. The control sum,
which remains the same until a meter is reset, is one
indication of the meter not having been tampered with.
I, at decision block 106, it is leamned that the control sum
does not equal the control sum confirmation value in
memory, then appropriate action can be taken, at 107,
preventing resetting, and, for example, disabling the

or
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meter. Preferably, before aborting and/or disabling oc-
curs, the user 15 given several opportunities to enter the
correct register values A and D, to allow for an inadvert-
ent mistake. If the control sum and control confirmation
value are equal, the meter continues with the resetting,
placing a telephone call to the host at 110.

The host computer 34 waits in a ready condition as
indicated at 112 (Fig. 4a), and then in response to de-
tection of an incoming call at its modem 37, the host an-
swers the call at 114. At 116, the communications unit
CPU 48 leams that the call has been answered due to
reception of a carrier tone from the host. Inthe resettable
mechanical meter of Figs. 1-3 the CPU 50 leams this,
like all other communications with the host, via the mo-
dem 46 and tha communication CPU 49. The host's fail-
ure to answer will result in appropriate action by the
communication unit CPU 49 at block 1186, for example,
a slight delay. at 117, and a subsequent call, at 110, or
after several more tries determined at 118, a prompt at
120 to try agan later and an end to the attempt.

If the communications unit CPU 49 recognizes a
successful telephone connection indicated by the yes
line 124 from the decision block 116, it then sends to the
host at 125 a communication that causes the host to pro-
ceed as indicated at 127. This communication, called
the login packet, can be used by the host, at 128a, to
determine that it recognizes the communication proto-
col, which is to say the format of the communication,
before going forward as well as the software version
used by the mater. If it does not, at 128b it replies to the
meter with a message causing the meter, at 129 and
130, to terminate the session advising the user to call

* the establishment that operates the system if desired.

to

10.
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Assuming that the host recognizes the rormat, it gener-
ates a random number zz at 131 using a random number
generating function (subroutine) of the host computer
31. The random number zz, thus generated, is sent from
the host to the meter, at blocks 131 and 132, and the
host 31 and the meter CPU 50 use it to generate iden-
tical encryption masks at 133 and 134. Routines for the
generation of encryption masks from seed numbers
such as zz are well known in the art. From this point on
in the communications between the host and the meter,
most messages are encrypted using the mask prior to
transmission and are decrypted when received using
that mask.

The random number zz is used by the CPU 50 of
the meter 20 at 137, to generate and store a further
number k using a function p, with the random number

7z and one or more other numbers known to the meter
and the host, such as one of the identilying numbers

(generally ID) stored in both the meter and the host. The
function used to generate k can be any of a number of
functions that can be executed by a microcomputer rou-
tine to produce an unpredictable number from one or
more inputs, and which number varies unpredictably
from one input to another. In other words, p, should be
such that k cannot be predicted if the inputs zz and the
one or more stored numbers are known, and if one were
to observe the generation of many k's, knowing the in-
puts for each generation, one would not be able to per-
ceive the function p,, or to predict the resultant k given
another arbitrarily selected input. Py can be a function
like one of those described in Knuth, cited above or it

- can be a table from which k can be looked up similar to

the Liechti patent cited above. At 150 the meter sends
to the host k, S, any identifying numbers desired such
as the serial number and perhaps a customer number,
as well as the ascending and descending register values
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or values derived therefrom. This packet, called the re-
quest packet, is preferably encrypted by the mask dis-
cussed above, and the encrypted packet is transmitted
error-free via a Kermit protocol.

The request packet is received by the host at 152.
The host will already have calculated ky at 153a a using
the same authentication function p, as was used by the
meter at 137. By comparing k and ky at 154, the host
determines that the meter and the host were communi-
cating pursuant to the appropriate communications pro-
tocol and sofware version. The host had already calcu-
lated, at 153b, the numbers S1, S2 and S3 using the
function pyeyvalauto With @n input of ip_4, which is the i,
that it had stored during the last resetting. At 155 the
host calculates the current i, from the S it has received
plus the S1 it just calculated. This it stores. The host
compared the k it received with the ki it calculated to
validate, at 154, the communication protocol and the
meter based on any meter identifying inputs to the py
function. The host now calculates and stores at 158 the
unique one-time-only combination Ry a in manner func-
tionally equivalent to that used by the meter. The host
requests the meter to proceed at 159 and 160.

The meter calculates at 162 a code number ¢ using
an authentication function P, with inputs of i, and the
value of postage requested v. Both the code number ¢
and the value of requested postage v are sent from the
meter at 163 to the host at 164. The host at 167 calcu-
lates the code number ¢ using the same function P,
and the same inputs i, and v (which it now knows by
virtue of the amount packet). The host then compares
the two at 168 to determine that the value v sent is ac-
tually the value being requested at the meter. If the host
determines that c received is not the same as the C it
has just calculated, then at 169 it ends the session or
takes appropriate other action such as signalling the
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meter that it should be disabled, for example. If the host
determines that the code received is equal to the code

just calculated, it then proceeds to retrieve the account
balance AB at 170, for example from customer account

files in memory, and then determines that sufficient
funds to cover the amount of requested postage v re-
sides in the customer's account. If it is determined that
the requested amount exceeds the balance, then the us-
er is so advised via the telephone link and the commu-
nications unit CPU 49 and its display 49 as shown at
171, 172 and 173. The session is then ended. If the bal-
ance is sufficient to cover the requested postage, how-
ever, the host transmits, at 175, the unique one-time-
only combination Ry to the meter, at 175, 176, and deb-
its the user's account at 177 before ending its routine at

178.

The meter disconnects from the telephone line at
176 then compares the combination R that it has calcu-
lated (the meter-internal combination) and stored with
the Ry, that it has just received (the meter-external com-
bination) at 179. lf they are not the same, the meter ends
the session and may take appropriate action such as

‘preventing further transactions using that meter, all at
180, but if the comparison at 179 is successful, the CPU
50 of the meter resetting device proceeds with the re-
setting routine at 182. The routine for resetting the me-
chanical meter of the kind shown in Figs. 2, 3, and 6 is
described in the aforementioned commonly assigned
patent application of Horbal and Emmett. In addition the
meter rolls over i, replacing the stored i,., of the previ-
ous resetting with the i,, generated in this resetting, and
the meter updates the control sum confirmation value
representing the sum of the ascending and descending
registers as revised by the addition of v, all as indicated

at 184, and the resetting is completed.

t he



neter before forwarding the neter-external conbi- nation to the neter.

11. A renote resetting postage neter according to claim1l O wherein the
central processing unit in- cludes a routine for devel opi ng an
encryption mask froma random nunber input, for_encrypting outputs

fromthe neter, and for decrypting encrypted input r 12.
A renote resetting postage neter according to tﬂ%ﬁphﬂ§@wgﬁﬁﬁgﬁﬁ?the
means for receiving into the .
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Timeouts

it will be appreciated by those skilled in the art that
whenever two devices are exchanging information over
the telephone lines, provision must be made for the pos-
sibility that the connection may be disrupted between
steps of the exchange. In the case of the remote reset-
ting protocol shown in Fig. 4 and described above in the
detailed discussion of the protocol, there are several
points where one of the devices awaits information from
the other. For example, at each of blocks 132, 160, and
176 (called "awaiting” blocks) the meter awaits a partic-
ular response from the host. The programming of CPU
50 and CPU 48 therefore includes “timeouts”, counters
that are initialized when an "awaiting® block is entered
and that increment with time. If the counter reaches a
predetermined value without the expected response
from the host, an error handler is invoked.

Likewise, at each of blocks 127, 152, and 164 the
host awaits a particular response from the meter. The
programming of both the host CPU 31 and the commu-
nications unit CPU 48 therefore also include timeouts
and associated error handlers. For clarity, neither the
timeout variables nor the associated error handlers are
shown in Fig. 4.
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Levels of encryption

As mentioned above, preferably most or all of the
packets sent between the meter and host are encrypted
and sent according to an error-free protocol such as the
Kermit protocol. The several levels of encryption and
protection are collectively portrayed in Fig. 5. For exam-
ple, when the meter assembles the amount packet, it
starts with the requested amount of postage v, shown
symbolically as region 200. The meter calculates c by
passing v through the function P,, and the number c that
results is shown symbolically as region 201. The infor-

" mation of regions 200 and 201 is encrypted using the
above-described encryption mask that depends on zz,
yielding encrypted information symbolized by region
202. In an exemplary embodiment of the meter of the
invention, v is a binary number. C, which is what comes
out of P, when v is given to it, is also a binary number.

The binary number that is region 202 is sent by the
meter to the host according to the known Kermit error-
free protocol to assure reliable communication. This is
not a security feature, as one knowledgeable in Kermit
could arrive at the encrypted content 202. In the event
of failure, the meter will typically have been programmed
so as to resend the packet 203. Error routines are pro-
vided in both meter and host to handle this and a variety
of exceptional conditions. _

The Kermit protocol enables the receiver (which in
the example of the amount packet is the host) to deter-
mine that it has received a perfect copy of the packet
202 as earlier assembled by the meter. The data packet
202 is decrypted, typically using the same mask as that
by which it was encrypted. This yields v and ¢. The host
then passes the value of v through the function P,, to
yieldavalue cy. If c,y=c, (or another chosen relationship)
then the value has been reliably passed from meter to
host.



the neter-external conbination. 13. A central postage authorizing facility

(30) for use in a renote resetting postage neter systemof the kind
that includes a plurality of postage neters (20) re- settable with a
request ed vari abl e anount of addi - tional postage (V) .when authow zed
by neans of an appropriate code ((err]) receivegppt ACEMPRT SHEETal fa-
cility; the facility including neans fQr receiving g and
the value of the desired variable =~ “dnbunt of posfage, ce

conput ati on neans (31) i ncluding an authenticatjo gLﬁlc%@ﬁh?ﬁo r%m
(104) _

The Resetting Mechanism

The relationship of the resetting mechanism 51 and
the enabling mechanism 54 of Fig. 3 is shown in Fig. 6
in association with the mechanical descending register
39. The resetting mechanism 51 includes a stepper mo-
tor 261. The interface circuit 52 is its commercially avail-
able control circuit. This circuit converts inputs, on lines
67, fromthe CPU 50, or an intermediate register, if need-
ed, and converts them to stepping motor inputs to the
motor on line 262, to control the amount of rotation of
the motor. An encoder 264 is part of the resetting mech-
anism 51. Its commercially available output circuit is the
interface circuit 53 that provides to the CPU 50, or an
intermediate register, if needed, an electrical output in-
dication, on lines 66, of the amount of rotation of the
shaft 263 of the stepper motor 261. The enabling device
54 includes a stepper motor 269. Its commercially avail-
able control circuit is the interface circuit 56. Input data
to its commercially available stepper motor control cir-
cuit is on lines 72 from the CPU 50 or an intermediate
register. |

The output shaft 263 of the stepper motor 261 ex-
tends through a motor mounting plate 274. Affixed to
this end of the shaft 263, a first member 276 of a slidable
coupling 277 has a pair of laterally projecting pins 278
(one shown) secured to a reduced diameter portion 278.
A second member 281 is slidably mounted on the por-
tion 279, and receives the pins 278 in a pair of axially
extending slots 283 (one shown). The second member
281 of the coupling 277 is movable axially while com-
municating rotary motion from the stepper motor shaft

263.



for generating a unique, one-tine-only neter-exter

Rral—conbination

(RH) for use by one of the postage meters for vaEPLAGHMENﬂ SHEEBtage I's
requested, to enabl e the resetting of that postjage—fete+s whi ch
conbination is unrelated to the desired vari - dblle ggg @@ pgstiage,
means for devel oping a verifying code nunber (¢H) 5F§D % t he de-
sired variabl e anmount of postage, nmeams2Bor com partmg—the—refeijved
code and the verifying code nunber to verify the anount of postaﬁe
request ed, and neans (37) for communicating theTombrratton —40 the

| ocation of the renote postage-requesting

At its end 284 remote from the motor shaft 263, the
second coupling member 281 receives and is affixed to
a descending register setting shaft 285. The setting
shaft 285 is movable axially from a locked position
shown in Fig. 6 to a resetting position. In the locked po-
sition of the shaft 285, a descending register resetting
gear 287 engages a fixed locking pin 289 secured to a
fixed plate 291 in the meter. In this position, the gear
287 and shaft 285 are unable to rotate other than the
very slight tuming permitted by the clearance between
the pin 289 and the gear teeth of the gear 287. In the
resetting position of the shaft 285, the gear 287 has
moved to the broken line position 287’ shown in Fig. 8,
where it engages a descending register gear 293. This
gear resets the register 39 when turned, increasing the
value on the descending register. Registers of the na-
ture of the descending register 39 are known in the art,
and indeed previous, manually resettable meters used
descending registers of this kind, as well as the axially
movable resetting shaft, the locking pin, and the shaft-
mounted resetting gear for manual resetting by a postal
worker. A descending register detent gear 294 affixed

on the setting shaft 285 is engaged by a spring-biased -

pin 296. The pin 296 is urged radially inward to reside
between and in engagement with teeth of the detent
gear. The detent pin 296 urges the detent gear 294, the
shaft 285 and the resetting gear 287 to a rotational po-
sition at which the gear 287 will pass smoothly back into
engagement with the pin 289. The detent gear 294 and
the detent pin 296 are also conventional in manually re-
settable postage meters of the kind that are carried to

the Post Office to be manually reset by a postal employ-
ee.
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according to claim 13, i ncludi ng neans retaining g

post age avail able for nmeters served by the fa- cifl ity tl:\amgs f
comuni cati ng being operative to send the conbingti orp gnl _ rit
conput ati on means has determ ned th%t6 sufficient |p :
available to credit a requesting neter  i'th the de- sired variabl e

anount of postage.
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Automatic resetting of the descending register 39 is
begun by the stepper motor 269 moving the setting shatft
285 to the setting position to enable resetting of the reg-
ister. When instructed by an input to its circuit 56, the
motor 269 turns a lead screw 298 secured to an output
shaft 299 of the motor. A lead screw nut 401 receives
the lead screw 298 in threaded engagement. The nut
401 has secured thereto a pair of laterally extending pins
402 (one shown). A pair of levers 403 (one shown) is
pivoted at a fulcrum 406 on a mounting member 407.
Slots 409 in the levers 403 receive the pins 402. A bush-

ing 411 on the second member 281 of the coupling 277
has a pair of laterally projecting pins 412, one of which

~ can be seen in Fig. 6. The bushing 411 is captive be-

tween shoulders formed by a pair of bosses 414 formed
on the axially movable second member 281 of the cou-
pling. One or both shoulders 414 can be a split ring of
pliable metal enabling its being spread, placed over the

- movable coupling member 281, and closed. The second

member 281 is rotatable with respect to the bushing.
Each lever 403 has a slot 415 receiving one of the pins
412 of the bushing 411. When the CPU 50 receives re-
setting authorization, an enabling signal is supplied to
the stepper motor 269 via its circuitry 56 to drive the lead
screw 298. The lead screw nut 401 is retracted towards
the stepper motor 269 to pivot the levers 403 and drive
the bushing 411, the axially movable member 281 of the
coupling 277, and the setting shaft 285 of the meter to
the left in Fig. 6. This, then, enables resetting of the de-
scending register 39 by moving the resetting gear 287
into engagement with the descending register gear 293.
The gear 287 is now tumed an amount determined by
an input to the stepper motor 261 via its circuit 52. When
the output from the encoder 264, via its circuit 53, and
the output line or lines 66, confirm to the CPU 50 that
the shaft 263 of the stepper motor 261 has tumed an
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amount corresponding to the amount of postage to be
set into the descending register 39, the stepper motor
269 is signaled to rotate the lead screw 298, moving the
nut 401 to the left to move the shaft 285 to the right,
withdraw the setting gear 287 from the descending reg-
ister gear 293, and once again lock the setting shaft 285
by engagement of the setting gear 287 with the pin 288.
Thus the enabling mechanism 54 that includes the step-
per motor 269 disables the resetting mechanism 51 that
includes the stepper motor 261. Because the detent pin
296 is located between and in firm engagement with
teeth of the detent gear 294, the resetting gear 287 is
properly positioned to move onto the pin 289.

The resetting protocol described here is robust.
That is, it is secure against any of a variety of intentional
or unintentional harms. it will be understood that, while
a particular exemplary embodiment has been de-
scribed, variations and modifications may be effected
without departing from the scope of the present inven-
tion as set out in the appended claims.

Those skilled in the art will appreciate that while the
above resetting protocol is described in detail with a mo-
dem-to-modem data link between meter and host, the
method of the invention is applicable to numerous cther
forms of communication, as several examples will show.

The exchange between meter and host can take
place through the mail, with human intervention at both
ends of the exchange. While this takes longer to com-
plete than a comparable exchange over the telephone
lines, it offers a useful substitute in the event of unavail-
ability of a telephone line or difficulties in interfacing a
meter to a private branch exchange.

The exchange between meter and host can take
place by means of a vocal exchange, either in person



bi nation prior to receiving the value of the desired vari abl e anount of .

postage and directing the com bi nation to the storage | ocation pending
det er m na- tion that sufficient postage is available, the conpu-

tation nmeans retrieving the conbination fromthe storage | ocation and
sendi ng the conbination after said determnation. 16. A centra

post age authorising facility according to - any of clains 13 to 15,
wherei n the authentication functionygprogramincl udes neter
identification data as at |east one Input.

or over telephone lines. This could provide backup ca-
pability in the event of modem or other failure at the host,
- for example.

Finally, the activity at the host during a resetting op-
eration may involve human mediation at one or more
stages of the exchange. For example, the various au-
thentication values can be calculated manually or with
a standalone microcomputer, and provided to the host
for further processing and transmission to the meter.

J—
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17. A central postage authori zing facility according to

claim13,

wherein the conputation nea routine for erdUCIng a code
gener ating i nput nunbere”“[u”nl"tulmmﬂﬁm gener

ent upon a received vari abl elbe-

I ncluding a portion thereof applylng . *thé cdde gerferartmg

and t he val ue of

desired variabl e amount of pogt4g@ gs IAQ ég
function for generating the code nunbsg__ 18. A ceptifal poSt 3@ u

facility according to

Claims

A remote resetting postage meter system including
a plurality of postage meters (20) at subscriber
sites, a central computer installation (30); each
postage meter including a means for printing post-
age, resettable descending register means (39) for
retaining the amount of postage available to be
printed by the meter, means (51) for resetting the
descending register means by increasing, by a de-
sired variable amount (V), the amount of postage
retained by the descending register, means (52, 53,
54, 56) for activating the means for resetting, com-
munications means (27) for introducing information
electronically to the meter, meter computation
means (50) inciuding an authentication function
program (104) for generating a unique, retained,

one-time-only meter-internal combination (R) unre-

lated to the desired variable amount of postage, the
central computer installation comprising memory

means for retaining information relating to each of .

the meters in the system including the amount of
postage available for resetting, central computation
means (31) including an authentication function
program for generating a unique, one-time-only me-
ter external combination (R,;) based, at least in part,
on the information relating to a meter, and unrelated
to the desired variable amount of postage; the me-
ter computation means being adapted to compare
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the resettabl e postage mete m nE tation jmepns COMPri s
routine for pronpting a IJLI m)’mnr the Jaljuef} @f 1998
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one-tinme-only neter external conbi- nati on.
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the meter-internal and the meter-external combina-
tion introduced to the meter from the central com-
puter installation, said meter computation means
being connected to the means for activating the
means for resetting to cause resetting of the de-
scending register by the desired variable amount
upon a predetermined relationship of the compared
meter-external and meter-intermal combinations,
wherein the meter computation means includes a
postage value request program -routine that in-
cludes developing a code number (c) dependent on
the desired variable amount of postage, and trans-
mitting the code number and the value of the de-
sired variable amount of postage to the central com-
puter installation, and means at the central compu-
ter installation for developing a verifying code
number (Cy) dependent on the received desired

variable amount of postage and comparing the me-
ter-generated code number and the central compu-

ter installation-generated verifying code number to
verify the value of the desired variable amount of
postage transmitted to the central computer instal-
lation by the meter.

2. Aremote resetting p'ostage meter system according
to claim 1, wherein the central computer installation
and each meter have a modem (46) for communi-
cating between the central computer installation
and the meters, the meters having means (47) for
the introduction of data by a user, the authentication
function program of the computation means of each
meter being responsive to initial inputs to the meter
computation means to generate the meter-internal
combination prior to introduction by the user of data
indicating the variable amount of postage desired.
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3. Aremote resetting postage meter system according

to claim 2,wherein the authentication function pro-
gram of the central computer installation is respon-
sive to initial identifying inputs from the meter via
the modem to generate the meter-external combi-
nation prior to receipt of an input from the meter in-
dicating the variable amount of postage desired.

A remote resetting postage meter system according
to any of claims 1 to 3, wherein the central computer
installation has therein a program routine for verify-
ing meter identity from inputs thereto and availabil-
ity of requested funds, and causing the meter-ex-
ternal combination to be sent to the meter for com-
parison with the meter-intemal combination when
identity is verified and funds are available.

A remote resetting postage meter system according
to claim 4,wherein each meter computation means
and the central computer installation have an en-
cryption program routine for encrypting and de-
crypting communications between a meter and the

central computer installation.

A remote resetting postage meter system according
to claim 5,wherein the routine for encrypting en-

crypts the meter-external combination before that
combination is sent to the meter.

m 18,

20.



any of clains 13 to 19, MM—W@n Freans—-aekudes g random
nunber generating means ﬂi conmunitat e th(BEPb.AﬁEMENWﬂHEET - to

a postage-requesting neter mmgm, Iumuum ggnefating—an—encLypl i on
mask froma random nunber gen STOYIN he randon rwgb?f:&?%gﬁggra-
tor. 21. A method of renotely resetting postage ters in=" | 4di jng:

(a) locating a plurality of postage met_egf (20)

7. Aremote resetting postage meter system according
to claim 5 or 6, wherein the central computer instal-
lation has a random number generator routine, the
central computer installation being responsive to a
communication from a meter to generate a random
number by the random number generator and to
send the random number to the meter, the meter
and central computer installation encryption pro-
gram routine comprising means for generating an
encryption mask based on the random number.

g. Aremote resetting postage meter systemaccording
to claim 1, wherein the computation means of the
meter has a program routine for developing a code
development input number and the program routine
for developing a code number includes a portion
thereof applying the code development input
number and the value of desired variable amount
of postage as inputs to a function generating the
code number.

9. Aremote resetting postage meter system according
to claim 8, the meter further comprising a random
number generating routine, and wherein the pro-
gram routine for developing a code development in-
put number includes the introduction of the random
number as an input to the code development input
number routine. |

10. A remote resetting postage meter (15) comprising
a register (39) of postage available from the meter,
means (27) for introducing a desired variable
amount of additional available postage (V) into the
register, a central processing unit (50) having an au-
thentication function routine (104) for generating a



at subscriber's sites, L.enni_e_i—r—em—&—eeﬂﬁ‘al conputer installation

(30), (b) retain I‘ng regi ster each
postage neter the am)unthIl) E“ mai ni
ot t

(c) formulating in any o Hpo§tage me-
one-tinme-only conbination (R) unrel ated to ajuder-sel ectant
vari abl e addi - tional sum of pogaage (V) to bpe r@q&e$Agcﬁggs)r
entry into the descending register, (d) commpnitcatjng by tel éphone,
via a nodem (46) in the postage nmeter, a request for the usS-

meter-internal combination (R), means (46) for re- —
ceiving into the meter a meter-external combination
(Ry), and means (54) for enabling the introduction
of the desired variable amount of additional availa-
ble postage when the meter-internal and meter-ex-
ternal combinations are in a predetermined relation-
ship, wherein the authentication function routine
comprises means for generating the combination as
a number independent of the desired variable
amount of additional available postage, the central :
processing unit includes a postage value request
program routine that is operable to develop a code
number (c) dependent on the desired variable
amount of postage, the meter being arranged to
transmit the code number and the value of the de-
sired variable amount of postage for use in remotely
generating a verifying code number (Cy) external
of the meter to permit comparison of the meter-gen-
erated code number and the remotely generated
verifying code number to verify the value of the de- °
sired variable amount of postage transmitted by the
meter before forwarding the meter-external combi-
nation to the meter.

11. A remote resetting postage meter according to
claim 10,wherein the central processing unit in-
cludes a routine for developing an encryption mask
from a random number input, for encrypting outputs
from the meter, and for decryptlng encrypted inputs
to the meter.

12. A remote resetting postage meter according to
claim 10,wherein the means for receiving into the
meter a meter-external combination includes a mo-
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dem (46) for receiving by telephone communication
the meter-external combination.

A central postage authorizing facility (30) for use in
aremote resetting postage meter system of the kind
that includes a plurality of postage meters (20) re-
settable with a requested variable amount of addi-
tional postage (V) when authorized by means of an
appropriate code (Cy) received from the central fa-
cility; the facility including means -for receiving a
code number and the value of the desired variable
amount of postage, central computation means (31)
including an authentication function program (104)
for generating a unique, one-time-only meter-exter-
nal combination (Ry) for use by one of the postage
meters for which variable postage is requested, to
enable the resetting of that postage meter, and
which combination is unrelated to the desired vari-
able amount of postage, means for developing a
verifying code number (Cy) dependent on the de-
sired variable amount of postage, means for com-
paring the received code and the verifying code
number to verify the amount of postage requested,
and means (37) for communicating the combination
to the location of the remote postage-requesting
meter to enable resetting.

A central postage authorizing facility according to
claim 13,including means retaining an account of
the postage available for meters served by the fa-
cility, the means for communicating being operative
to send the combination only after the computation
means has determined that sufficient postage is
available to credit a requesting meter with the de-
sired variable amount of postage.

P)

Ei r ed
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A central postage authorizing facility according to
claim 14, including storage means, said storage
means having a location for storing the combina-
tion, said computation means generating the com-
bination prior to receiving the value of the desired
variable amount of postage and directing the com-
bination to the storage location pending determina-
tion that sufficient postage is available, the compu-
tation means retrieving the combination from the
storage location and sending the combination after
said determination.

A central postage authorising facility according to
any of claims 13 to 15, wherein the authentication
function program includes meter identification data
as at least one input.

A central postage authorizing facility according to
claim 13, wherein the computation means has a
routine for producing a code generating input
number, the routine for generating a code depend-
ent upon a received variable amount of postage be-
Ing requested including a portion thereof applying
the code generating input number and the value of
desired variable amount of postage as inputs to a
function for generating the code number.

A central postage authorising facility according to
any of claims 13 to 17, further including means for
communicating with the resettable postage meters,
the computation means comprising a routine for
prompting a postage meter for the value of the re-
quested variable amount of postage after generat-
ing the unique one-time-only meter external combi-
nation. :

ab

hue
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19. A central postage authorizing facility according to
claim 18, wherein the means for communicating is
a modem (37) adapted to communicate by tele-
phone line to a modem-equipped postage meter.

20. A central postage authorising facility according to
any of claims 13 to 19, wherein the computation
means includes a random number generating
means, means to communicate the random number
to a postage-requesting meter and a routine for
generating an encryption mask from a random
number generated by the random number genera-
tor.

21. A method of remotely resetting postage meters in-
“cluding: -

(a) locating a plurality of postage meters (20)
at subscriber's sites, remote from a central
computer installation (30),

(b) retaining in a descending register (39) in
each postage meter the amount of postage re-
maining to be printed,

(c) formulating in any one of the postage-me-
ters a unique one-time-only combination (R)
unrelated to a user-selectable variable addi-
tional sum of postage (V) to be requested for
entry into the descending register,

(d) communicating by telephone, via a modem
(46) in the postage meter, a request for the us-
er-selectable variable additional sum of post-
age, ' '

(e) developing in the meter a code number (C)
dependent on the desired variable amount of
postage,
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(f) transmitting the code number and the value
of the desired variable amount of postage to the
central computer installation,

(g) formulating at the central computer installa-
tion a confirming, unique one-time-only combi-
nation (Ry) unrelated to the desired variable
amount of postage,

(h) developing at the central computer installa-

tion a verifying code number (Cy) dependent
on the desired variable amount of postage,

(i) comparing at the central computer installa-
tion the transmitted code number and the veri-
fying code number to verify the amount of post-
age requested, |

(j) upon successful comparison of the transmit-
ted and verifying code numbers, automatically
communicating the confirming unique one-
time-only combination to the meter via a mo-
dem, -

(k) determining the authenticity of the combina-
tion at the meter, by comparing the meter-gen-
erated code number with the central computer
installation generated verifying code numberto
verify the value of the desired variable amount
-of postage transmitted to the central computer
instaliation by the meter, and

(1) introducing the requested amount of postage
into the descending register when the combi-
nation is determined to be authentic.
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ABSTRACT
REMOTE RESETTING POSTAGE METER SYSTEM

A system for remotely resetting a postage meter (20),
by adding a variable amount of postage, includes a
computerized central facility or "host" (30), in telephone
communication with the meter, which host verifies the
meter's identity and ascertains the availability of
funds, then sends to the meter an authorizing, unique,
one-time-only combination,. independent of the value of
postage requested, and having a predetermined relation
to a unique, one-time-only combination that the meter
has generated and retained. The meter then compares
the combination that it has generated with the
combination received from the host. If the
relationship is correct, for example, if the
combination is the same, the meter introduces the
additional postage requested.
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