4 April 2006 SPECI FI CATI ON METHOD FOR ASCERTAI NI NG THE STATUS OF

| NFORVATI ON.SYSTEM AND APPARATUS TO BE USED W TH THE METHOBpfa@okgr ound of
the Invention Field of the Invention The invention relates to a method of
ascertaining the status of an information system The invention also
relates to a nethod of establishing a security policy on the basis of an
ascertained status of an information system Further, the invention
relates to a systemand programto be used for ascertaining a status.

Rel ated Art The applicant has al r eseBcyrnprasek a system and method for
establishing a security policy by neans of ascertaining a status from
answers to inquiries submtted to nenbers of an organi zati on. However,

{1 me- consum MEARY E0ph SRR OYS f Gt Pre P PRAEI TG o case
where answers are n@ipN&e8agakrbky r60hE G WFRD % (%Voften vague and

has a potential to produce m sunderstandi ngs or the en when a
conput er system constituting an information systemis inspected,
difficulty is encountered in ascertaining human arrangenents. For

i nstance, informati on abolackarnvagerfofthe daveakmoserver or information

about a 4 Apr|| 2006 post _having an authority to rewite contents of
certain Field of the Invention

The invention relates to a method of ascertaining the
status of an information system. The invention also relates
to a method of establishing a security policy on the basis
of an ascertained status of an information system. Further,
the invention relates to a system and program to be used for
ascertaining a status.

Related Art

The applicant has already proposed a system and method
for establishing a security policy by means of ascertaining
a status from answers to inquiries submitted to members of
an organization.

However, submission of inquiries to members of an
organization may become a time-consuming and complicated
operation. Further, there may arise a case where ansﬁers
are not necessarily correct; human memory is often vagque and
has a potential to produce misunderstandings or the like.

Evenwhen21computersystmnconstltutlngznl1nformatlon
system is inspected, difficulty is encountered in
ascertaining human arrangements. Forinstance,information

"~ about a manager of a certain server or information about a




information may be difficult. to ascertain. Demand exists for the ability
to ascertain the status of the information system of an of gariii2086i on by
means of an approach other than a nethod of submitting inquiries to
menbers of the organi zation, and to nerge the thus-obtained status with
the status obtained through inquiries. The invention has been conceived in
view of such a problem and ains at providing a nethod of enabling nore
accurate and immedi ate ascertai nment of the status of an information
system t hr ouggstusewind pquian@wnigéosgeniritedcentaphbers efripin

organi zation and an approach other_ than inquiries, sunmary of the Invention
I n accor dancelRfiaadnofs gidet Psr Hifd et PAGBAEROA; there is provided a

met hod for ascertainin f .1knf o il A1 LSing: a
firet step of ascortarm safathief o dRerspofsd i ounl B SEfRELE
subm tting i NQUithieesn EOrmBEPes S 18t i o 05 g2k iz@ R 5 8R0b eI Abli £y t he
status of thée information system of the organization on the basis of
answers to thepidcegh citéser ahsacendeshed of asbmitbimingraubebondst at us of
the information systenby inspecting the status of the informati on system
of the organimembiedis PArGIRRTESB LR TR b ELI BREIDANE BRUFPRRPEa#FR et i on

system and ascertai ni.n %Fle S aiius of .the .infor ion systemon the basis
of a result (?ftattﬁ?_ iwr3r§ge !eoﬁgta uf\pﬂEFaQBB% anc ‘gaﬁilh ug%l%]tefso'n step of
merging the first Tthi(Plrv%Wt'igﬂ has been conceived in view of such a problem
and aims at providing a method of enabling more accurate and
immediate ascertainment of thestatusofaninformationsystem

through use of ingquiries to be submitted to members of an

organization and an approach other than inquiries.

Summary of the Invention

In accordance with an aspect of the present invention,

there is provided a method for ascertaining the status of an
- information system, co_mprising:

a first step of ascertaining a first status of an
information system by submitting inquiries to members of an
organization and ascertaining the status of the information
system of the organization on the basis of answers to the
ingquiries;

a second step _of ascertaining a second status of the
informationsystemby inspecting thestatus of theinformation
system of the organization through use of an inspection tool
of the information system and ascertaining the status of the

information systemon the basis of a result of the inspection;




system status and the second information system status, thereby
establishing the status of the information system of the $pagdarEopati on
wherein, the integration step conprises a consistency inspection step of
conparing the first information systemstatus with the second information
system status and separating an inconsistent matter from consistent
matters; a display step of displaying the inconsistent matter and enabling
entry of a choice made by the user in connection with the inconsistent
matter, thereby obtaining a result selected by the user; and a synthesis
step of nerging the consistent matters and the result of selection nmade by
the user. By neans of such a configuration, an inspection tool as well as
inquiries are dised. Hence, there is obviated a necessity for submtting
inquiries with regard to an item which can be exam ned t hrough use of an
i nspection tool. FRir&h&egratiserstap 25 aHEiNw dhcoBiest {BTBEMRRIt ed by
nmeans of the display step. anf the us r.can select an t&gg&gﬂ&k@te
object.fr0n1dﬁ§ﬁf o e . eﬁeﬁgﬂecflon toof nayy%e a progrdm for
| nspecting ”{%egf%%ﬁ) QWrahh92 0t gt PRl B OF BRI OR 1Sy $59Brmh B i BRCHySELEE Wi th
~anot her aspect of the present invention, there is provided a nethod for
establ i shing 34+ARrdlgaQ06t 805 adibrictiyi, pohé cyntegrihibomhagiep obmpristedt us
‘ascertained by the nethod of ascertaining the status of an information
system _ a consistency inspection step of comparing the

first information system status with the second information
system status and separating an inconsistent matter from
consistent matters;

a display step of displaying the inconsistent
matter and enabling entry of a choice made by the user in

connection with the inconsistent matter, thereby obtaining

a result selected by the user; and

a synthesis step of merging the consistent matters

and the result of selection made by the user.

By means of such a configuration, an inspection tool
as well as inquiries are used. Hence, there is.obviated a
necessity for submitting inquiries with regérd to an item
which can be examined through use of an inspection tool.
Further, a user can ascertain an object to be selected by
means of the display step. Hence, the user can select an
appropriate object from displayed contents.

The inspection tool may be & program for inspecting
the configuration of the inforﬁation system.

In accordance with another aspect of the present

invention, there is provided a method for establishing
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t hat has been described thus far. By nmeans of the configuration, there is
obviated a necessity for submtting inquiries wth regard4Aprild@006t em

whi ch can be exam ned through use of an inspection tool. As a result, a
“time can be saved, thus enabling establishnent of a nore appropriate
security policy. In accordance with yet another aspect of the present
invention, there is provided an integration device for performng
processing pertaining to an integration step in the nethod of ascertaining
an informati or spsuemtycprpicsi ony: tloodsisitsendy ai nspbus | avcoeambnavhiloh
conpares a first status of the information systemw th a second status of

the i nformat itde ettt erREPELD - BEPALEE Hep B Phesriditorant LoRat e r om

consi st ent rrattth%rtshagi %%Ieaydgggg 'bégrtlg&%pkg}yi ng the inconsistent matter
and enabling auser o enter a chorce Wth regard to the inconsistent

matter; and synthesigs pEans JOrHB WY Juh GRS $hebt IRILEFSaMbda a
result of .choice made by the user. Such an integration device enabl es
execution of nerkeghiayi 60rpswoessiing dmduieikas ws tbf ragahdioe entisceed by
the user. In accordance wi th another asgect of the present invention,
there is proviBéahacdn &G artfbret AhsPHERa S Gipat P& cEiesut e br 0dEssi ng
pertaining to an iniegrati.on step in the }lhod f%g ascerttai i.n?l t he status
of an i nfor nat FER LGSt HiTEhErRIT LR FhoPam CAUREEY (5 EOIPaTaF S Apr i |
2006 of a more appropriate security policy.

In accordance with yet ancther aspect of the present
invention, there is provided an integration device for
performing processing pertaining to an integration step in
the method of ascertaining an information system, comprising:

consistency inspection means which compares a first
status of the information system with a second status of the

information system, thereby separating an inconsistent
matter from consistent matters; .
display means for displaying the inconsistent matter

and enabling a user to enter a choice with regard to the

inconsistent matter; and-

synthesis means for merging the consistent matters with -
a result of choice made by the user.

Such an integration'device enables execution of
integration processing on the basis of a choice entered by
the user.

| In accordance with another aépect of the present
invention, there is provided a program for causing a
computer to execute processing pertaining to an integration
step in the method for ascertaining the status of an
information system, wherein the program causes the computer
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t 0o execute processing pertaining to a consistency inspection procedure for
conparing a first status of the information systemw th a43pdi@006st at us of
the information system thereby separating an inconsistent matter from
consistent matters; processing pertaining to a display procedure for

di splaying the inconsistent matter and inputting a choice nade by the
user; and prdcessiaffifertaining to a synthesis procedure for nerging the
consistent matters with a resul o} y the . user._n accordance
wi th yet anot her gsﬁgngl?gtﬁ rE?gééﬁ ?nvg% Sls %qﬁﬁwa ﬁﬁ%ﬁﬂnded a
conput er - r ea%@&a&@&%ngmﬁs@m@w A Nehd € rbﬂa?!:u"seﬁﬁr grd fnpé%@mri or
causing a conputer to execute processing pertaining to an integration step
in the nethegsaferastes & aieniong st st af iheofn formanfionnatstem, syist eshy
wherein the program causes the conputer to execute processing pertaining
to a con5|st@ﬁ@@lﬁﬁGﬁ@m@PcﬁPCQﬂﬁiﬁﬁﬁﬂﬁemﬁ&FeédﬁﬁﬂrPﬁQSaSFFPEtm%ﬁ%ﬁ¥ﬁ9 of the
information systemwth,a g? st at % nformation system thereby

separating an |n08ﬁ8F§?§ﬁ?gn%?f l?+%%1%%ﬁ%| %%ﬁﬁ?YhEFPEFQHrSr 8é&ssi ng
pertaini ng.{1:3,Jsal gy RECERCE 14 0kn: LSS SRA LHBLOFRTS) SURMCAT Ler

and inputtin y the user; and processing pertaining to a
synthesi s prageduhg Ak uBBEgI Agdt he conS|stent matters. with a result of
ch0|ce made by the user.
processing pertaining to a synthesis procedure for
merging the consistent matters with a result of choice made
by the user.
In accordance with yet another aspect of the present
invéntion, there is provided a computer-readable recording
medium in which is recorded a program for causing a computer
to execute processing pertaining to an integration step in
the method of ascertaining the status of an information system,
wherein

the program causes the computer to execute

processing pertaining to a consistency inspection

procedure for comparing a first status of the information

Systemwithasécondstatusoftheinformationsystem,thereby

separating an inconsistent matter from consistent matters;
processing pertaining to a display procedure for
displaying the inconsistent matter and inputting a choice
made by the uéer; and
| processing pertaining to a'synthesis procedure for

merging the consistent matters with a result of choice made

by the user.




4 April 2006 By neans of the invention, the conputer can be operated as
the integration device, thereby effecting the same worki ngApfif2806 as that
yi el ded by the integration device. In accordance with an aspect of the
present invention, there is provided a method of ascertaining the status
of an information systemincluding: a first step of submtting inquiries
to nmenbers of an organi zation and ascertaining the status of an
information system of the organization on the basis of answers to the

inquiries; a seceptesdoP oFf tRX A A dil)ethé adipudiert 8&nivd aperkhicea system
of the organization through use of an information systeminspection tool,

t her eby ascerd aihei g telge astianuslesfi cet hdhentbymaf Fent sygt ehe ofanhe

organi zation on the basis of a result of the inspection; and an

i nt egrat i on ¥ rgr ekdeGtngsathpFsyiet ded Lot hend NtPAFBFARE BRViGEt em and a

d stat f _the inf ti t t hereb t abl i.shing, t he stat
of the informati 8 SSYSEEICEr"FHY Bt GAHF st of "SWREVEITT CRYSTERYration

step compri ss.a LONSISLaney, sReats on sLep. of; GOTRAr LAGL NG e BLrst status
of the information ystenlmf?h the second status™™ of thé informtion

system to ggggfmgkfﬁgtgggiggj§&huggn&pconsistent matter, (2) consistent

matters; that 1s, consistent matters” which pertain to only the first
status of the infoFaRbEostes St ebnitt oty tiaqtiieisscondaitlatts off ahhe sane,
and consi st ent
~organization and ascertaining the status of an information
~system of the organization on the basis of answers to the
inquiries;

. a second step of examining the status of the information
system of the organization through use of an information
system inspection tool, thereby ascertaining the status of
the information system of the organization on the basis of
a result of the inspection; and

an integration step of merging a first status of the
information system and a second status of the information
system, thereby establishing the status of the information
system of the érganization, wherein

the integration step comprises

a consistency inspection step of comparing the

first status of the information systemwith the second status
of the information system, to thereby determine

(1) an inconsistent matter,

(2} consistent matters; that is, consistent matters
which pertain to only the first status of the information

‘systembut not to the second status of the same, and consistent

matters which pertain to only the second status of the




matters which pertain to only the second status of the 4 April 2006
information systembut not to the first status of the sane4 Apdi?Oodel | as to
t hereby separate the inconsistent matter from the consistent matters; a
di splay step of displaying the inconsistent nmatter and enabling a user to
enter a choice with regard to the inconsi stent matter; and a synthesis

step of nerging._the consistent resul.t of choi.ce nade by the
: useP By negnégg?r‘g%'éhoré S(?Oﬁﬁei“bg}i%t?%ﬁ to | nspett iShR HsoPt Hhe \ﬁé‘F“F'asy

inquiries are Q%ﬁ‘e‘h '8“@”&? VR, 's\%ﬁgi?é{tétépe @anBﬁ%%%%M rﬁaoét%”%'}”oht' ng

inquiries wi t i regard to an 1tem can be exam ne hr ou use of an

i nspection toghe cdtdifednt amalSEIrLan ascertain an object to be sel ected by
nmeans of the display step. Hence, the user can select an appropriate

obj ect from displayed eodiepiay Fhercebrdaspbawindg rotirerorasipgentof the
present invention, there is provided a net hod of establishing a security

policy on t hd"dass%s a0 gnaPlifng adtsst kPnedtey 2 ABRASSof 1t e smtibicof

ascertaining f,he ls&&%n . Qf ..an mdgg(}rn%tnldon system that has been described
thus far. By feans 0 e conflguratlon there is obviated a necessity for

submi tting inquiries wWytdy,d@gasik geeﬁ%ﬂ hERY NRItGR AN D& &xaphped L hr ough
use of an inspection tool. As aresult, atine can be saved. One itemis

i nspect ed by wirth ianspeciliton i adloiae vkl ay theougbrinquiries. Hence, a
e By means of such a configuration, an inspection tool
as well as inquiries are used. Hence, there is obviated a
necessity for submitting inquiries with regard to an item
which can . be examined through use of an inspection tool.
Further, a user can ascertain an object to be selected by
means of the display step. Hence, the user can select an
appropriate object from displayed contents.

In accordance with another aspect of the present
inventicn, there is provided a method of establishing a
security policy on the basis of a status ascertained by

means of the method of ascertaining the status of an

information system that has been described thus far.

By means of the configuration, there is obviated a
necessity for submitting inquiries with regard to an item
which can be examined through use of an inspection tool. As
a result, a time can be saved. One item is inspecﬁed by an
inspection tool as well as through inquiries. Hence, a more
accurate information system status is obtained, and a more
appropriate securityrpolicf-can be established on the basis

of an accurate status.




accurate information systemstatus is obtained, and a nore appropriate
security policy can be established on the basis of an acciuapil@odgatus. 4
April 2006 In accordance with yet another aspect of the present invention,
there is provided an integration device for performng processing
pertaining to an integration step in the nethod of ascertaining the status
of an informati onisystemmdanicat whiah beenadesesd baPaHuLH dife FUHFERSI ng:
consi stency inspection nmeans for conparing the first status, of té%e

i nformati on Syeewmomit hthere sdsorrrostideds It  OABITHHGafForTsyfém to
thereby determ ne (1) an inconsistent matter, %2) .consi sﬁt.ent natters; t hat
i s, consisteRer fRiMisPs PRAFEHS et (RALGTEGIBRAI JOt AR FRFEITERPuS 6P the

information. systembut not to the secon t at f.
consistent Fag t“@rtgo%‘?%t‘i“sﬁsﬁaaﬁnl’rn?ogb%lsga?ﬁse %L%ggn%iﬁfsbtq:éntﬁgg&%fﬁtgﬁeem

information system but not to.th | rst.sta £ same, as well as to
t her eby sepaF%?%%‘?f’egleﬁgo%%slcsﬁ%ﬁ? %%%%efrﬁf'r%ﬁqﬁp%hsé%%gnsi stent matters;

di spl ay neans for.4)jSiRl@avR9ihBpckoconshsiedt romidoiparand €nabkingca user
to enter a choice with regard to the inconsistent matter; and synthesis
means for nesgings tdie teenshSbendt hen tssrstewi whthathesidaongt sthsitgecfirmde by
the user. By neans of such an integration device, the first status of the
i nf or mat i on' Systionfamktinn soEdeE stat fhesebyhecsar®inean be nerged. In

relation to an itemfor which - )
: (1) an inconsistent matter,

(2)consistentmatters{thatis,consistentmatters
which pertain to only the‘first status of the information
systanbutnottothesecondstatusofthesame,andconsistent
matters which pertain to only the second status of the

information system but not to the first status of the same,

as well as to thereby separate the inconsistent matter from

the consistent matters;

display means for displaying the inconsistent matter
and enabling a user to enter a choice with regard to the

inconsistent matter; and

synthesismeansforu@rgingthécwnsistentmatterswith
a result of choice made by the user.

Bymeansofsuchanintegrationdevice,thefirststatus
.of the information system and the second status of the same
can be merged. In relation to an item for which
inconsistencies are present, integration processing can be
performed on the basis of a choice made by the user.

Tn accordance with another aspect of the present

invention, there is provided a program for causing a

computer to perform processing pertaining to an integration
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i nconsi stencies are present, integration processing can be performed on
the basis of a choice nmade by the user. In accordance vmth4gpmt2+mee aspect
of the present invention, there is provided a programfor causing a
conputer to perform processing pertaining to an integration 4 April 2006
step in the nethod for ascertaining the status of an information system as
defined in claim7, wherein the program causes the conputer to execute
processing pertaining to a consistency inspection procedure for conparing
the first states Df tihe melordrataormsoydtadmingt khehetasvsndfsent us of the
information system to thereby determne (1) _.an inconsistent matter, (2)
consi st ent nhtfermsatiomtsysten GrisidaEmedmity é’llé‘lmvxﬂrcﬁ B5F{8in to only the
first status of the information y%themctc))%t ug (%)éhe l§1,_e£{ond status of the
sane, and consi st PLAF A8 SANRESh “0&r CaI'Rto onl y T he Second status of

the informat iO”éﬁy SID;RYE A%k atigihle cb 5S£:o§§ﬁ§y§n@} ihepsepEon as vel |

as to thereby se ate the inconsistént matter from the consistent
matters; prosesstdgedeolrabampgring ahd spkay greecedof afeoinfdirspkdpnng. the
i nconsi stent matter and inputting a choice nade by the user; and

‘processi ng peysiadmiwight bha spaantesits theoetdircelrbprogeien ng(Sctr?@“fCBﬁm st ent
matters with a result of choice nmade by the user. In accordance with yet

anot her aspedteRby Hie i audft

(1) an inconsistent matter,
{2) consistentmatters; thatis, consistentmatters
~ which pertain to only the first status of the information
systembutnottothesecondstatusofthesame,andconsistent
matéers which pertain to only the second status of the
information system but not to the first status of the same,
as well as to thereby separate the inconsistent matter from
the consistent matters;
processing pertaining to a display procedure for
displaying the inconsistent matter and in?utting a choice
made by the user; and
processing pertaining to a synthesis pro;edure for
merging the consistent matters with a result of choice made
by the user,
In accordance with yet another aspect of the present
invention, there is provided a computer-readable recording
- medium in which is recorded a program for causing a computer
to execute.processing pertaining to an integration step in the
method of ascertaining the status of an information system
defined in claim 7, wherein

the program causes the computer to execute




invention, there is provided a conputer-readable recording nediumin which
is recorded a programfor causing a conputer to execute pré&apdiIinng .
pertaining to an integration step in the nethod of ascertaining the status
of an information system defined in claim?7, wherein the program causes
the conputer to execute 9 4 April 2006 processing pertaining to a

consi stency inspection procedure for conparing the first status of the
information systemw th.the second status of the infornmation system to

t hereby determ ne;gzéééeﬁ@m i $1 Mg "B teloonsd)s ceps ShepbciBbhers; that
i's, consistent ters which pertain to only the first status of the

i nf or mat i on psgpstanrbuiomaobmparting skeedridsst stasusfoft hhe sianfmrmatd on
consistent matters which pertain to only the second status of the

i nf or mation §¥§t’—@ﬂ1"bkﬁh ée e6CPRE FHats SfathR 1R tdamesSYSEE™ d as to
t her eby separﬁ he |€con5| stent matter from the consistent matters;
processi ng p&PELFRY ng® % UFspl ay procedure for displaying the

inconsi stent matter and,i nputiti A ¢RekCRatBBEE by the user; and
processing pertaining to a synthesis procedure for nerging t he consi st ent

matters with a result (@) chos cetamidratbyrd hehasés, cBylerEam@tmfaiitms
i nventions, the conmput er can activate a conputer as the int egrat| on
‘devi ce, and wbhch pérkainsto only the first status of the information
systembutnottothesecondstatusofthesame,andconsistent
matters which pertain to only the second status of the
information system but not to the first status of the same,
as Qell as to thereby separate the inconsistent matter from
“the consistent matters;
processing peftaining to a display procedure for
.displaying the inconsistent matter and inputting a choice
made by the user; and
processing pertaining to a synthesis procedure for

merging the consistent matters with a result of choice made

by the user.

By means of the inventions, the computer can activate
a computer as the integration device, and hence there is
yielded the same working-effect as that yielded by the

integration device.

Brief Description of the Drawings
Fig. 1 is a flowchart showing operations pertaining to
a method of ascertaining the status of an information system

according to a preferred embodiment of the invention;
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yi el ded the same working-effect as that yielded by the integration device.
Brief Description of the-Drawings Fig. 1 is a flowhart shgowppicooperati ons
pertaining to a method of ascertaining the status of an infornmation system
according to a preferred enbodi nent of the invention; 10 4 April 2006 Fig.
2 is a constitutional block diagramshow ng the configuration of an

i ntegration device.according to the preferred enbodi nent of the invention;
Fig. 3 is a descriptive view showi ng the node of wutilization of a conputer
operating as an integration device; Fig. 4 is a descriptive view show ng
an exanpl e status for describing an operation for nerging information

system statuses; rajd Bi gs & ténatdeserdmii \kﬂddl@\ﬁi%@QWnﬂgh%QiﬁgaﬂﬁéGOf an
information asset. table. Detail ed Description of Preferred Enbodi nents
Preferred enbodifimntmatofort g iamv émitiegmanii bh Hevilescacbeddhey ei mbeiow by

reference to the acconpanying drawi ngs. _First Enbodinent In the
enbodi ment, tH&ELH9d FYFEEenthed st dpvienticRert ai nnent met hod for

ascertaining the status of an, Lnfo gg{,éo . syst.em .of certajn gani zati on
~ when a security po icy 1S ?o Be es{)a, !sﬂle%yf%}o%%neg gtyhset emr(r)\deAso(%Eiescri bed
~in connecti OrtwiltikataRAEE 8 FRadpitle AR i Haitd PAs bal iRk Non dd$i345/ 2000,
t he expression "organi zati on" enpl oyed herein
S Fig. 4 is a descriptive view showing an example status
for describing an operation for merging information system
statuses; and
Fig. 5 is a descriptive view showing an example of an

information asset table.

Detailed Description of Preferred Embodiments
Preferred embodiments of the inventionwill be described
~hereinbelow by reference to the accompanying drawings.

First Embodiment

In the embodiment, there will be described a status
ascertainment method for ascertaining the status of an
~information system of a certain organization when a security
policy is to be established for the system. As described
.inconnectionwithJapanesePatentApplicatidnLaid—OpenNo.
167345/2000, the expression "organizétion" employed herein
signifies, in addition to enterprises, any of various legal
entities, such as c:orporation aggregates or foundations,.
federal or municipal.agenci_es, and non-profit organizations
such as town associations or circles.

Ascertainment of status of the information system is

11




signifies, in addition to enterprises, any of various legal entities, such
as corporation aggregates or foundations, federal or munigiapal2cagencies,
and non-profit organizations such as town associations or circles.

Ascertai nment of status of the information systemis 11 4 April 2006
required in various instances. For instance, an invention relating to'
‘establishnment of a security policy is proposed in Japanese Patent
Application Laid-Open No. 167345/2000. At the tine of establishnment of a

security pol igy,;t08 shatys;ohist hgsehnformati on system nust be ascertai ned.
In relation to  Japanese Patent Application Laid-Open No. 167345/2000, the

status of the infpspediotasyst em iisivaeguiorededy tSugntbdtésgath NOBHMdEAS t O
menbers of an organi zation. In the present specification, there is proposed
a nethod forfdeteepinihy phdiagit isaprereaedsinfIaraigcorfamicndn system of

i zati b of [ th f inf ti t
equi red 1 hr OBGHLCABIPRSTBRIGPEFACHT 1 L7515 IR meRbet Beof IEREPE
i zati - ' ' t [ th h
of vari ous 1 SaPat PEREERLBECE ARERrLeY TR ol R A TR R e

of the inforABLLRRLSYHL SPLLON Mhst Use st HindANO aRCLEIAEDSRNE, resul ts;
that is, a result of status ascertainnent of an information system
per forned t hgepghessePaifenvaBppis chtdbs, LabddOpen ¢oul 160345120U3, the
ascertaiknment of the information system effected by utilization of
inquiries subhitnadof dheedbdpgmation system is acquired by submitting

inquiries to meﬁbers of an organization.

Inthepresentspecification,thereisproposedaﬁmthod
'fordeterminingthelﬂtimatestatuscﬁfahinformationsystem
of an organization, by means of merging the status of an
.information system acquired through submission of inquiries
to the members of the organization and the status of the

“information system acquired through use of various tools.
 This method enables more quick ascertainment of status of

- the information system, by virtue of use of two ascertainment
results; that is, a result of status ascertainment of an
information system performed through use of various tools,
andaresultofstatﬁsascertainmentoftheinformationsystem
effected by utilization of inquiries submitted to members
of the organization.

As amatter of course, if asecuritypolicyisestablished
on the basis of the thus-obtained ultimate status of the
information system, the security policy can be established,
more gquickly.

Various conventional approaches can be adopted as an
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of the organization. As a matter of course, if a security policy is
established on the basis of the thus-obtained ultinmate stapyg et he
information system the security policy can be established, nore quickly.
Various conventional approaches can be adopted as an 12 4 April 2006
approach for establishing a security policy. In particular, utilization of
the nmethod that has been proposed by the present inventor in Japanese

Pat ent Application Laid-Qpen No. 167345/2000 is preferable. Basic

Qperation Fig. 1 sh a flowhart representin erations ertaining to a
Tt hod of asCRRERATECT FEEPALa8 8P ACCT Y bY RALLGH- sy Lt BT bt ot e

enbodi ment - A I ASIIR EFlenk BethBA cHuthad PO BEBpogee bYHHE 1 Send 0
menbers of the organi zation, and answers are acquired. n step S1-2, the

status of thg dvdfridratinoraguaked patvhkt Hppl Yegsiabl ishedyn e basi s of
the thus-acquired answers. As a result, the status of the information
system is adeartddi/i2dd0on st peelfegsipblet t he thus-acquired answers.

Operations pertaining to steps S1-1 and 51-2 are the sane as those
per f or med under tEéE&ELﬂﬂﬁﬁﬂgéﬁiibed in Japanese Patent Application
Lot o hen M. 1673451200800k 51 PRoshider VISR GSIEBLLY,
anal yzer. Opifig iBasiS tof admbeabht oof abbsPesih Oy dilte stlAtlS o3f abhe
information system of the embodiment.
As illustrated, in step S1-~1, inquiries are submitted
to members of the organization, and answers are acquired.
In step S1-2, the status of the information system is
virtually established on the basis of the thus-acquired
answers. As a result, the status of the information system
is ascertained on the basis of the thus-acquired answers.
Operations pertaining to steps S1-1 and S1-2 are the same
as those performed under the method described in Japanese
Patent Application Laid-Open No. 167345/2000.
In step S1-3, the information system is investigated
byuseofvariousinspectiontools,suchasanetworkanalyzer.
On the basis of a result of inspection, the status of the
information system is ascertained.’
Instepsl~4,thestatusofthevirtualinformationsystem
established in step S1-2 and the status of the iﬁformation
system ascertained in step S1-3 are merged.
In step S1-5, a security policy is established on the

basis of the status of the information system that has been

merged in step S1-4. Here, the security policy to be
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information systemis ascertained. In step S1-4, the status of the virtual
informati on system established in step S1-2 and the stat us Agiiil 2006
information systemascertained in step S1-3 are nerged. In step S1-5, a
security-policy is established on the basis of the status of the
informati on systemthat has been nerged in step S1-4. Here, the security
policy to be 13 4 April 2006 established may be a draft. An operation
pertaining to step S1-5 is identical with that perforned under the nethod

proposed in J P | i j on [.d- ... 167345/ 2000. I n the
embodi nent , te%%%&%é%&g@%ﬁﬁ%@?ﬂ#%ﬁ%t i %hassp%s]%gi%%ﬁl\geﬁtr%}s%len 59 TEFR i zati on

of inquiriesaAnd answelchtikenetach @hawebkrasrR¥aUihddZatHOmdihgy resul t of
i nspection performed through use of various tools, thereby enabling nore

accurate asgenpmisegernin Japkhnesst &atiendf Aphtitat domalaod-opest e, Furt her,
there is obviated a necessity for submtting inquiries to itens which can
be investi gatléd H#R’39§H -use of various tools, and hence tine can be saved,

t her eby enabling thglrgr)t ggﬁergalc nt g; t he ff%at us of an.information

system Simlarly SHEPHERAGMEY SFATRENT FRS P OFBaGLRE, SYEHE™ hence

the burden tagbg Lopoges, anineaReisn s ihguotgani zal gﬁgweg-@xeretéb% burden

of providing anSwers to’inquiries) can be  dimnished. Respective

| nspecti on Tael we MakisObis ukaTpLkel oprafhangs f1ar o ASeRheaitAbAG TR il Us
through use of various tools, thereby enabling more accurate
ascertainment of the status of the information system.

Further, there is obviated a necessity for submitting
inquiries to items which can be investigated through use of
various tools, and hence time can be saved, thereby enabling
prompt ascertainment of the status of an information system.
Similarly, a required number of inquiries is reduced, and-
hence the burden to be imposed on members of the organization
(i.e., the burden of providing answers to inquiries) can be
diminished.

Respective Inspection Tools

Various computer programs for ascertaining the status
of the information systemcanbeutilizedas inspectiontools.
A program of this type has hitherto been known, and is called
a securiﬁy analyzer.

(1) For example, a program called a network host scanner
has hitherto been known. A network host scanner usually has
the following features:

- Various devices provideq on the network are searched,

“and a list of the found devices is output.
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of the information system-.can be utilized as inspection tools. A program
of this type has hitherto been known, and is called a secqppiiteoasal yzer.
(1) For exanple, a programcalled a network host scanner has hitherto been
known. A network host scanner usually has the follow ng features: Various
devi ces provided on the network are searched, and a list of the found
devices is output. 14 4 April 2006 The thus-searched devices are subjected
to port retrieval as to what kind of TCP/IP service is valid, and a

result of retrievalmp | REREHJON IS ] d.in ation to
whet her or not the%iu‘?%ﬁ%\edardcg{\}idces a?gsc%f]ﬁeﬁtﬁﬁgggg%?aﬁnﬁgﬂ
ef fectivel y. rethhdreeails aactui vieslt slelasd of iTfroIPakeeRias 19 WADi€OoMREtS to
various resources and the extent to which the resources are connected. (2)
A so-cal | ed gecgsily Rl etnipeeti A ewbbuhas al so known hitherto. The

security hole inspection tool is,a programfor finding a security hole of

respective devi ces PprBIPEERLOR t+hERSSEL. L IatdgrakPi €hebher iates used
for so-callgd.syalem,audbbunk laGpiELalard NG SEGHNI YAIGLE s dnspect | on t ool
is used for detecting a security hole in a se veP, an P server, or a
MAI L server ka@gatedvemythe network: The program al so has the function of
automatically, periodically carrying out such an inspection operation.
‘There isacquired sessioninformationas towho connects
to various resoufces and the extent to which the resources
afe connected.
(2) A so-called security hole inspection tool has also
known hitherto. The security hole inspection tool is a
program for finding a security hole of respective devices
provided on the network. The program is sometimes used for
so-called system audit. In general, the security hole
inspection tool is used for detecting a security hole in a
WEB servef, an FTP.server, or a MAIL server located on the
network. Theprogramalsohasthefunétionofautomatically,
periodically carrying ogt'such an inspection operation.
In addition to the program for effecting an inspection
by way of a network, there is also known a program to be
installed in the host which is an object of inspection. For
instance, there is also known a program for conducting an
inspection as to whether or not settings of a database pose
no problem. Thisproqnmnisoftencallédaidatabasescanner.
{3) ﬁse of a program called a risk analysis tool for

inspection of status of an information system is also-

preferable.
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In addition to the programfor effecting an inspection by way of a ]
network, there is also known a programto be installed in4npg d006t which
is an object of inspection. For instance, there is also known a program
for conducting an inspection as to whether or not settings of a database
pose no problem This programis often called a database scanner. (3) Use
of a programcalled a risk analysis tool for inspection of status of an
information systemis also preferable. 15 4 April 2006 Integration.

Processi ng Throughni 8L e9f 8k Ob-HELESSSE Ng pertaining to step S1-4, the

i nformation systeﬁT§T%TU§§§“§T§ET@EF%§éthe foregoi ng two approaches are
merged. In the enbbdbugintntiegiraghahifocdyAeRSSd Mg iins npE s isedposi-py use of
an integration device 10 shown in Fig. 2. First, an information system
status 12 (hé&heiifempaticsf sysbantsdaddises' graspedbytiee £21pgbasgdwn
answers to inquiri and an i nformation Ségten1status 14 (hereinafter

S, ] S J
referred to ﬁggﬁoaggﬁﬁnargtﬁfﬁ%EQA"f”b FEGoBY™&At . | HYERIT RPN tool are
supplied to i . LN bl 6, T consi.st.ency jnspection

pp n%%élaééﬁgﬁylé SPEH é&%u%}n%sé O?ﬁ 119?ea%rc?tlor¥ ddPR

£ v :
means 16 conpares t tWwo Statuses with each er, inconst stenci es

are suppliediot en8ikaplayrogans. 18. The consistency inspection neans 16
collectively stores consistencies (i.e., portions of the statuses which

are determ ned. nofitst bean rigogieimsttamn) siysttem amatnted? alheneirsitér22. In
this way, the consistent ' -

- referred to as a "first status 12") based on answers to
inqﬁiries, aﬁd,an informﬁtion.system;status 14 (hereinafter
referred to as a "second status 14") obtaiﬁed by an
investigation tool are supplied to consistency inspection
means 16. The consistency inspecticulmeané 16 compares the
twostatuseswitheachother,andinconsiStenciesaresupplied

~to display means 18. The consistency inspection means 16
collectively stores consistencies (i.e., portions of the
statuses which are determined not to be inconsistent) into
an integration result 22. In this way, the consistent
portions are supplied to synthesis means 20.

The display means 18 is means to be used for displaying
inconsistencies to the user and for entering a choice made
by the user {i.e., a selected sta;us).

According to the embodiment, inconsiétencies are
displayed for the user, and hence the user can ascertain
inconsisﬁencies. In the embodiment, the user can select one
-of the first and second statuses 12, 14 which is correct,

uponglancingatthedisplayoftheinconsistencies,andenter'

the thus-selected status. The display means 18 supplies the

16
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portions are supplied to synthesis nmeans 20. The display neans 18 i s neans
to be used for displaying |nconS|stenC|es to the user and1Agn290$er|ng a
choice made by the user (i.e., a selected status). According to the
enbodi nent, inconsistencies are displayed for the user, and hence the user
can ascertain inconsistencies. In the enbodi nent, the user can sel ect one
of the first and second statuses 12, 14 which is correct, upon glancing at
the display of the inconsistencies, and enter the thus- selected stat us.

The displ ay ngapssl8esuppLhesyt PRel cted by the
user to the synth35|§ means 6 % gsé§ﬁ? é??%qﬁghns Iﬁh%@ ‘t he

t hus- suppl i ed staTmse§ynﬁ$Eﬁf§nm¢HﬁﬁNHOrubmbﬂﬂe&ahhbnkgh@aghgglgggten1status
and the integration result 22. In the manner as nenti oned above, the
integration ééwreeesitheanbymppratiadd fspattiafusmiliandystensaeand st at us
14. Preferably, the integration device 10 is constituted of a program for
carrying outa§9cﬁh§n165%9g Fonn et €onputer  which runs the progran1

o ey hs rT) SRS P Ykl 1808 JIDAR Ofp b iLEZLLOR AerllED 30

conputier. As illustrate uter ‘i nterR&

and the prognamah Snestq @dhel m;&ae st ot @ge MBRARS t 402 o dH8a AI QAN AMGauses the
conputer 100 to serve as the integration device 10. For exanple, the

‘consi stency Pnspecabby, ndensiniGornatcich sipdye heans dihstaindiddie ofergi ng
means 20 are enbodi ed by use of  progranms which execute their operations.
-program for carrying out such an operation, and a computer
- which runs the program. Fig. 3 provides a descriptive view
of amode of utilization of such a computer. As illustrated,
a computer 160 has inte‘rnal storage means 102, and the pfogram
is stored in the storage means 102. The program causes the
computer 100 to serve as the integratioﬁ device 10. For
example, the consistency inspection means 16, the display
~-means 18, and the merging means 20 are embodied by use of
brograms which execute their operations.

In particularly, the display means 18 displays
inconsistencies to the user by use of a display 104 of the
computer 100. The user selects any one from the inconsistent
statuses and enters the choice by way of a pointing device
such as a mouse 106 of the computer 100. As amatterof course,
entry of the user’'s choice {selected status) is also
preferably carried out through use of a keyboard.

The storage means 102 corresponds to an example of a
computer—lreadable recording medium described in claims. In

addition to a hard disk drive, any type of recording medium

‘may be employed; e.qg., optical disks such as DVDs er CD-ROMs,
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In particularly, the display neans 18 di splays inconsistencies to the user
by use of a display 104 of the conputer 100. The user sel gahg zng one from
the inconsistent statuses and enters the choice by way of a pointing
device such as a nouse 106 of the conputer 100. As a matter of course,
entry of the user's choice (selected status) is also preferably carried
out through use of a keyboard. The storage neans 102 corresponds to an
exanple of a conputer-readable recording nmedi umdescribed in clains. In

addition to g, hats gl sksdti Yea  Lyp I 0 dium nmay. be
enpl oyed; e. g.%@{opti cal di 5Ks suc la% ﬁfgso%ggﬁgﬁgggifu% Ef)flfla%%
magneti c di sktemag saimicoifud Ahes h@dBeh FRANSLe¥ehaagblash, nenory, so
|l ong as the nmedium can store a program Second Enbodi ment An exanpl e of

i ntegration pHeorewtBubddimgdrri bed by  reference to a specific exanple.
(1) Fig. 4-1 shows a table representing the status of an information

syst emas det er mi né@ FXRBRILPnAGi + M BRIBRL o Ristaesstimer dsodepceibed By r st

status). Fig. 4- a _table. representing the status of an information
syst em as obﬁﬁﬁﬁ%ﬁgﬁﬁ¥§ﬁ%§hg£€¥”€%§iSﬁSmP%Srs (i.e., a second status). Fig.

4-3 shows the tahhesrig. assingldd abbgp1bnrd e JddSinStaR Sfaruk ’lffj;egra“ on
processing, there is prepared one table in which are described a tirst
st at us obt ai reditfwough dmsus témssaerteraised EndnSiids ieBtaidwmekwyrdreans of
the tools. The consistency inspection.neans 16 of the i'ntegration device
-+ thereto (i.e., a first status). Fig. 4-2 shows a table
représentiﬁg the status of an information system as obtained
by means of various tools (i.e., a second status). Fig. 4-3
shows the tables in a single table. In the first step of .
integration processing, there is prepared one table in which
- are described a first status obtained through inguiries and
a second status obtained by means of the tools. The
consistency inspection means 16 of the integration device
10 performs the preparation operation.
{2} Extraction of Inconsistencies
As shown in Fig. 4-3, "four characters"” is obtained in
answer to an inquiry about the "Number of Password
Characters.™ 1In contrast, "éight characters™ is obtained
as the "Number of Password Characters” as a result of
inspection perfo;cmed by various tools. Cbnsequently, the
‘answers are inconsistent with each other. The number of
Password characters can be examined by means of a tool called,
e.g., a nhost scanner. |

As shown in Fig. 4-3, "First WEB server" is obtained

“'in answer to an inguiry about a "Name of the Host." The "Name
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10 perforns the preparation operation. (2) Extraction of |nconsistencies As
shown in Fig. 4-3, "four characters"” is obtained in ansme4Abﬁu§m5|an|ry
about the "Nunber of Password Characters.” In contrast, "eight characters"
is obtained as the "Nunber of Password Characters” as a result of

i nspection perfornmed by various tools. Consequently, the answers are

i nconsi stent with each other. The nunber of Password characters can be
exanm ned by neans of a tool caIIed e.g., a host scanner. As shown in Fig.

4-3, "First bt ai in_answer tq an inquiry about a "Nanme
of the Host. ﬁgég b%a a§066r%ﬁu%qu? p%ﬂﬂ%ﬁ“ﬂ@8r§§rﬂe¢esult

of inspecti 0%ﬁ§£%@r@9)lsb¥s 'ali%oo'fFltr%cg wEh §e§lm§.9 "Flf[e% &4 eai%ﬁgfw%g% Henc

t he answers relation to this itemare consisfent In
t he next st eﬁ_,n irCeitSiost @Rt thtieNs take asel e6hstsEeRm WHJE dabl esshown in
Fig. 4-3. The consistency inspection. neans 16 of the integration device
10 performs this Salekeinggt gpepatimmnyi3tditsptayscird pearsitstientomt ens

and entry of _an i ructiqn ch0|ce) perforned by the user in response to
t he di spl ay ﬁisata‘?“%ﬁsa?w— Ieats3 18 &es'fm“a?y@ SREonPReGiidneaEns to t he

consi stent ot o h GrEgTAT BBl IYePhfoud RN eI e
supplies it b@e&ael5xnthe5|s neans
| (3) Display of inconsistent items and entry of an
instruction (choice) performed by the user in response to
the display
Next, the display means 18 displays inconsistent items

to the user. The user can instruct selection of any one in
connection with an inconsistent item. The display means 18

‘enters the instruction and supplies it to the synthesis means

20.

For instance, the user can determine that the answerer
has misunderstood and that "eight characters" examined by

the tool is correct. In this case, "eight characters” is

selected as the "number of password characters." If the
answer provided by the answerer is determiﬁed to be incorrect
in the manner set forth, making an amendment on the answér
isalsopreferable. Inotherwords, whentheuserhas selectéd
a result examined by the tool, the answerer's answer is
" modified s'.c‘n as tomatch the result of theexaminationperformed |

according to the rule. A program is preferably constructed
so as to perform. such an dperation.

If the user encounters difficulty in determining which
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20. For instance, the user can determ ne that the answerer has

m sunder st ood and that "eight characters" exam ned by the4pnpfl2oos correct.
In this case, "eight characters” is selected as the "nunber of password
characters." |If the answer provided by the answerer is deternined to be
incorrect in the manner set forth, maki ng an anendnent on the answer is
al so preferable. In other words, when the user has selected a result

exam ned by the tool, the answerer's answer is nodified so as to match the
result of the examipation perfornmed according.to-the rule. A programis
preferably céﬁg%rucﬁgge%ﬁﬁkﬁl Goperf rﬁPS%bﬁg&NQﬂ&a%ﬂ%%ﬁﬁSPPm%H edser
encounters difif LUl tihd ), deleT Bingnuhbe, A9n4 ALl 2006 ane of .t he
results is correct, another inquiry maybe subnét%%gﬁAsé%1%ﬂ%ﬁﬁstﬁﬁf?gthere
is a chance cofoltvierl biycansitsicandinemilkgi.ng sol ved by another inquiry.. (4)
Synthesi s Processing Wen the user has selected any one of the results, the
i nstruction pertailA} n§ynéheréscRopeesssndet ernmined to be the

finalIy-deternine@hstatus of the information system In connection with the
itens for which nOPPRCORSIEIENEREsSCLPEFRY, OPRe ] ttdies rapeladoptnel as a

final status ;ok+tferilbpf oLatiQ t em .. Lhis reason, the consistent
items - and the itensliné?ructedﬂgixﬁhgﬂ%ggglﬁ%s olls ﬁﬁ?égaqq§hgﬁ't S/nt hesi s
processing i gipanfiigraedebiiihba s¥ALASSHE PRANS) A0enAONGEGHURNM Y, @ result
such as that shown in Fig. 4-4 is
Inconnectionwiththe items forwhichno inconsistencies

are found, the items are adopted as a final status of the
information system. For this reason, the consistent items
and the items instructed by the user must be merged. Such
synthesis processing is performed by the synthesis means 290.
Consequently, a result.such as that shown in Fig. 4-4 is
obtained. Under the status of the information system shown
in Fig. 4-4, the answer obtained in responsge to the item for
which no inconsistencies have arisen; that is, "Name of the

Host," is adopted in its unmodifiéd,form. In contrast, the

answer "eight characters” selected by the user is adopted
as a final status in connection with the item for which
inconsistencies have arisen. The fesults are as provided
in Pig. 4-4.
Asn@ntionedabove,accordingtothesecondembodimenﬁ,
the Stétus of the information system can be ascértaihed:nore
accurately. ‘ |

Third Embodiment

The status of the information system can be ascertained

in various forms. For instance, preparation of an
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obt ai ned. Under the status of the informati on systemshowmn in Fig. 4-4,
the answer obtained in response to the itemfor which no &npmqmb@tencies
have arisen; that is, "Name of the Host," is adopted in its unnodified
form In contrast, the answer "eight characters" selected by the user is
adopted as a final status. in connection with the itemfor which

i nconsi stenci es have arisen. The results are as provided in Fig. 4-4:. As
nmenti oned above, according to the second enbodi nent, the status of the

i nformation $y$henkeabnbes ASELANES JHY RoBeCHE ARlhraifilehd &Hhodi nent
The status of the information system can be ascertained in various forns.

For instancejinppepatavheystematadhisd Apeid, 2ABG nifefraamidbharsasseibiicabl e i s
one node of ascertainment of the information systemstatus. Here, the
i nformati on &gsettzlbeeinjwhich fataijls whi eprderai padotlenterst &b clients

of the inforpation stem are descrjbed..,,An. exanpl e i nformati on_ asset

Cabl o i 5 shoREP AR HOR oY ThER (ST dlotiy bt | Rboe WP 1ea i 1 5 fPor mat i on
asset - dat abaggso B OLR02 1 ShBLAT RN 8hoUindld, il ALYRIAQN Raeks 10 One
information asset table I's not efficient. In general, ~“a pointer to be
used for poi Bhingdt &namnexteitidn faded Japnesent in the table. In a case

where an information asset is a server, indication of the |ocation of a
segnment i n whi ch Stdmagepteinbbfericigenppot ahl tindofroeinioh agsehd énnal file
- one information asset table is not efficient. In general,
a pointer 30 to be used for pointing to an external file is
present in the table. In a case where an information a‘sset
is a server, indication of the location of a segment in which
the server offers service in the form of an external file
{designated by a reference numeral; e.g., 30a}. In a case
where the information asset is a client, indication of
.information as to an object of anraccess right granted to
the client in the form of an external file {(designated by
a reference numeral; e.g., 30b) is preferable.

As mentioned, parameters to be managed change from cne
information asset to another information asset. With a view
toward absorbing such a change, the pointér 30 to be used
for indicating an external file is utilized. As a matter
of course, an actual information asset table is more
complicated. Here, é simple example of an information asset
table is provided.

Individual fields of the table shown in Fig. 5 will now

be described. Here, "Deéignation" indicates the name of an

information asset; and "Location" means a zone or segment
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(designated by a reference nuneral; e.g., 30a). In a case where the
information asset is a client, indication of information fapfi@oas obj ect

of an access right granted to the client in the formof an external file
(designated by a reference nuneral; e.g., 30b) is preferable. As

menti oned, paraneters to be nanaged change fromone information asset to
anot her .information asset. Wth a view toward absorbing such a change, the
pointer 30 to be used for indicating an external file is utilized. As a
matter of c I ab LS «COnpl i cat ed.
tere. o oi mpraeavasnr AP RacBh Rt 8 ARSEnd P oRel ] (R R

I ndi vi dual figldis@f vhbRahabls taBANF Jrmaltidn a”sé@tl A altPMav DE1 HESES ¢ ped.

Here, "Designation" indicates the nanme of an information asset; and -
"Locati on" n2addcateesmehorhasegmenit 2hedi nprinatA006a sdeet ¢ staven i IRt | ON
asset is present. Here, "Owner" neans a person who manages the i nformation

asset; and " ﬂﬁﬁl PARERSEY " MeRRg| & S "rIPoPdﬁES?SFhé Mﬂ tSudrinet asset
is avail abl e, I,,P %dgr essS feans a_so- ca,ISI ed " gf X %‘é Sub- net
mask” nmeans 3°8Kb- BEF RadkS PSRV SFs a oA é’& |13h i §T290) Iéh d*®0". when

the informathgpeassat «66 PSHPENE! 3 RFkm aﬁloﬂ@%@,ekhfs'm@&vakl a%éet I's
not a server. "Client" is a flag which is appended "0" when t

i nformati on' aesat the #nféitmriord as¥etwhennbhea isdoigrat | oL psset 1l§ ahot a
flag. "External file" means a pointer to be used for indicating an
external filélpgpreientingroenhdedi NPOrwinesd die information asset is a

flag and "X" when the information asset is not a flag.
"External file" means a pointer to be used for indicating
an external file representing other information.

An example in which such an information asset table is
prepared as the status of an information system will be
described hereinbelow.

(1} As has been described in connection with Fig. 1,
inquiries are submitted to members of an organization. On

. the basis of answers to the inquiries} details of the
information asset table described in connection with Fig.
5 can be entered to a certain extent. The thus-prepared
information asset table describes the status of the
information system obtained through the inquiries {i.e., a
first status).

Entry of all the details of the information asset table

'~ on the basis of only inquiries and anéwers thereto becomes
prone to involving a very large amount of work. For instance,
thestatusoftheinformationsystemrelatingtoznlIPaddréss

and a sub-net mask can be ascertained more efficiently by
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An exanple in which such an information asset table is prepared as the
status of an information systemw || be described herei nbekapt dobs As has
been described in connection with Fig.1l, inquiries are submtted to nenbers
of an organi zation. On the basis of answers to the inquiries, details of
the informati on asset table described in connection with Fig. 5 can be
entered to a certain extent. The thus-prepared information asset table
describes the status of the information system obtained through the

inquiries (i a?ltom%tit:iJﬁl@ﬂ%&si@%ﬁ%lgfas%émﬁﬁm%gg:a%fe e

information asset table on the basis of only inquiries and answers thereto
becones proréeke EB¥ALVEDRY Rs¥EFfYalmédddbAmubnti sefiowosk. if@iitNsd ance, the
status of the information systemrelating to an I P address and a sub-net
mask can be #&beermembred pbrehef brghnhehyiby. 22 4 April 2006 automatic
collection using tools as conpared wth a case where these itens are

ascertained by subfidgidhtHrh hlGi tPESTTRIehsRGtHERRLBI AT He AT zat i on.
|f details of .t eus'e“;)%{ hion, 23384 éé‘@e%agﬁgtogﬁlgé ggltfo‘f:“m% i%ﬁe sﬁsfetat})gg: : of

as w_el! as détarl€o e idfornmation asse _ aine
inquiries angd,8nsWiS iR 84 @he $§§i§b§tﬂ§;ﬁri@§eaﬁc§1faﬁ%%kb%e%§ﬁo‘%m can be

ascertained nore efficiently. These operations are achieved by nere
addi tion of the status of the information system can be ascertained more
efficiently.

These operations are achieved by mere addition of the
status of the information system {the second status) obtained
by the tools to the status of the information system acquired
through inquifies {the first status).

The configuration of a network can be generally
rascertained from two' aspects; that is, a physical
configuration and a logical configuration.

"Here, the physical configl_lration signifies a mere
-physical connection relationship, such as which zone a given
server and a given client pertain te. Further, a logical
configuration signifies a 1ocation connection relationship,
such as which client receives service from which server.

In general, such a physical configuration can be readily
inspected through use of various tools. As a result,
examining "Location,™ "IP address," "Sub-net mask,"
"Server, " and "Client” provided in the table shown in Fig.
5 through use of tools is efficient.

Inmany cases, asqertaining a logical config.urration from

answers to inquiries submitted to members of an organization
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status of the information system (the second status) obtained by the tools
to the status of the information system acquired through Ap?mumbes (the
first status). The configuration of a network can be generally ascertained
fromtw aspects; that is, a physical configuration and a | ogical .
configuration. Here, the physical configuration signifies a mere physical °
connection relationship, such as which zone a given server and a given
client pertain to. Further, a Iogical configuration signifies a |ocation
connection relatiqgnshi S Lient_receiyes selVi rom whi ch
server. In ggn r%¥é%ﬁj : H%ns@'u £%%T§Sﬁ§5.?%%l% n8 B&°F e &8 i% *}%spect ed

through use %rv‘@u&v%nm@&@ss&«ig@atrfwetpres%%@amm «£QCALh Ofk i, P
address, " "Sub-net mask," "Serveéer," and "Cient" prOV|ded in the table

shown in Fi gboth b@im@gﬁrammdeﬁ 1h00hs tabld fshowanin Fig TNy bgases,of

ascertaining a |logical configuration from answers to inquiries submtted"
to menbers oPRRgHeEFghAI 2BENOR1ILS HSA®¥f402®@%-|s pref erabl e. Consequently,
ascertaining "Om and a fil n _access rlghgﬁhs represent ed

by * Ext er nal f.|efmthejsﬁ?YUeJr%ﬁomm%féagmgﬁﬁs‘etpa%té%% PGS 5 by

way of answggsihg iﬂﬂHhﬁé%oﬁs fééérﬁlfytobﬂﬂ&éa $ MY N QF DRI on about
some portion of the status e information systemis obtained

efficiently aﬁduraﬁéuyahEhﬁahﬁ<ﬁﬁaﬂ§1ﬂ§p@@thﬂ$@@%&h@ﬁoﬂpﬁéﬂﬁéQﬂmﬂ%‘ng
tools. In contrast, sonme portion of the information system status
In contrast, some portion of the information system status
~1s not efficiently ascertained from answers to inquiries.
Consequently, acquisition of respective information items
using preferably approaches finally results in acquisition
of a corréct, efficient result.
The third embodiment shows an example in which the status
-of the information system (i.e., the second status) obtained
by tools is.added to the status of the information system

~obtained from answers to the inquiries (i.e., the first

- status).

The operationdescribed thus faris preferablyperformed
by the integration systém shown in Fig. 2.

Inthiscase, theconsistency inspectionmeans 16 handles
items which pertain to only the first status and not to the
second status; that is, items which are obtained froﬁ
inquiries and answers thereto but not by inspection tools;
as being consistent. Similarly, the consistency inspection
means 16 handles items which pertain to only the second status
andnopix)thefirststatus;thatis,itemswhiﬁharecmmained

byonlyinspectidntools,asbeingconsistent. Consequently,
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is not efficiently ascertained fromanswers to inquiries. Consequently,
acquisition of respective information itens wusing preferaplyrigaosoaches
finally results in acquisition of a correct, efficient result. The third
enbodi nent shows an exanple in which the status of the information system
(i.e., the second status) obtained by tools is added to the status of the
informati on system obtained fromanswers to the inquiries (i.e., the first
status). -The operation described thus far is preferably perfornmed by the

integration systemshown in.Fig, 2. In this case, the consistenc
i nspecti on né%ﬁ%cf§sﬁ§ﬁﬁﬁéslgﬁggn%r%Wﬁ?ﬂ$'6@?% Fn$¥%g%$ﬁ§ﬁtWﬁ?qﬁ ?éta§tatus

and not to thaeseaend shat Ugnthdalsigeadd 5B gmell,;gl;y Qr[e%ig%t)st gied . from

inquiries and answers thereto but not by 1 nspect t oo as bei'ng

consi stent. Sitrtardsy, thheebpnaietancyy aNSPeERIdnet icieansed& ardsesnit ens
whi ch pertain to only the second status and not to the first status; that

is, items whidh tddd shraiondd FBg-ofRly i nspection tools, as being

consi stent. Cbnsegu%%%ué, 24 4 April 2006 the consistent itens are sent to
the synthesis neaft8 0 AR Hrd . 3h 8 MARTEREY COMRI 2 20 B Mt iAdrer ges

recei ved stat 1t b epak.i.n I r matj et _table such as
3 grgses! Dok PR e PR SRS LR L

that shown in Fig. 5.
ascertai ni ngtha 5aHPs & fl 4@ Mn(Wed: to i AYaDLY wofi 1RASSIRI ¢k £ ahacd ffs) on
the basis of an answer to an inquiry while exam ning the sane
with use of tools is preferable. The reason for this is that
ascertainment of a more accurate status can be expeéted.
Operation to be performed in this case is substantiélly
identical with.ﬁhat described in connection with the second
embodiment. In this case, two results are obtained in
connection with a single item. Hence, if the two results
are inconsistent with each other, the consistency inspection
~means 16 extracts an inconsistent item and sends the
thus-extracted item:to the display means 18. The display
means 18 displays inconsistencies_to the user, and one
selected from the iﬁconsistencies by the user is-delivered
‘to the synthesis means 20. When two items are consistent
with each other, the items are handled, in their present forn,
as a status which is finally ascertained.
Finally, the synthesis means 20 merges the followiﬁg
statuses.
A status selected by the user in connection with an
inconsistent information item which pertains to both the

status selected by the user from the status obtained on the

basisofanswerstoinquiriesandthestatusobtainedbytools;
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with use of tools is preferable. The reason for this is that ascertai nnent
of a nore accurate status can be expected. Operation to bgapgrdoosned in
this case is substantially identical with that described in connection
with the second enbodinent. In this case, two results are obtained in
connection with a single item Hence, if the two results are inconsistent
with each other, the consistency inspection neans 16 extracts an
i nconsistent itemand sends the thus-extracted itemto the display neans
18. The display neans 18 displays inconsistencies to, .the user nd one
sel ected fromthe Pnﬁ%ﬁ%?%?%%gi% AP (e RS e |5érgae ggaFﬁg
synthesi s means, 20,4 YeERnLRs bt G BcCoREL 8L Catbia dd ACRObASLs L e
items are handled, 1n'their present form as a status which is finally
ascert ai ned.o Fifiallabs tthe iayat besssaneatise 20 amrsgebthliectioby otbnls -
statuses. A status selected by the user in connection with an_ inconsistent
i nformation item-whisthtpes taitrdned Sobh ohdy ansHars $el épgedrbgst e user
fromthe status obtained on the _basis qf SMﬁrs to inquiries and the

o]

. a
st at us obt aihetF MR Rt ingsl ¥ ikl Userg GOEEE 8PLTent status pertaining to

both the status _sel ec Y, e mJd he st at Lise PRl RedeQn.t he basis
of answers to in&ﬂ‘lornigeéﬁg%%% e%s?Zt%%;%gt aél'ned by to%l s. A gggt us obtai ned

fromonly answansdo 4 M0WaH@Sd0hs Acshat¥seAbt ataedsadt by seneof only
tools. Anong three types of statuses, the latter tw types of
' consistency inspection means 16, and the statuses are
‘‘delivered to the synthesis means 20. |
In this way, as a result of the synthesismeans 20 merging
these statuses, the information system status is ascertained
.in an efficient and accurate manner.
In the second and third embodiments, the operation of
_the integration device 10 has been described by reference
.to a specific example. However, the operation of the

integration device 10 described herein is preferably

‘implemented by a combination of the computer 100 and a program

for causing the computer 100 to perform these operations.
The synthesis means 20 and the consistency insi_oection means
16 are implemented by a program for performing operation of
these means. ‘The display means 18 is basically identical
with that described in connection with the first embodiment .
Such a way of utilizing a computer has already been described
in connection with Fig. 3.

As has b-een described, according to the invention, the
statusof aninformation systemascertained through ingquiries:

‘and the status of the information system ascertained through
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statuses are handl ed as "consistent statuses"” by the consistency

i nspection nmeans 16, and the statuses are delivered to thgagyobgsi s nmeans
20. In this way, as a result of the synthesis nmeans 20 nmergi-ng .these
statuses, the information systemstatus is ascertained in an efficient and
accurate manner. In the second and third enbodi nents, the operation of the
i ntegration device 10 has been described by reference to a specific

exanpl e. However, the operation of the integration device 10 descri bed
herein is preferably .inplenented hy a conbi natign of the c uter .100 and
a program. fie @afug?(nbngﬁ%cEﬁ%Lﬁo 166 If‘%r%%‘f‘f oﬁﬁ??ﬁéste %ﬁgg%tuisoﬁg. The
synthesis meang ;30 and B LoNELE AN LAVAREEDY JBAIS o M ALEchiRI eTent ed
by a programfor performng operation of these feans. The di splay neans 18
i s basically,igentd c@rid& td¥ tihiade descri bed in connection with the first
enbodi mrent. Such a way of utilizing a conputer has already been descri bed
in connection w tAedeirgling. tAs thas ibgentdescr ibednshsvonraian aio thive
invention, the status of an information system ascertai ned through
inquiries affdrtue aseadiigPbrYefe iHePGEma? i”(f’t‘?rsij%’f‘&ﬁf&s‘?é&“ttahyngﬁt?ﬂ?ough 26

4 April 2006 use of. an.inspegtion_ togl . C S s of
the i nfor matTOE Sk g?nbcea Bgé %Oc]%ﬁ(ragggf?ﬁggg%%l nleg vvlqt%h‘lanl}'%éa éﬁg%t peri od
of time. Acg ggé}gfgﬁnit,p}ea{ MANYd18Rn | Nconsi stencies of the status are

di spl ayed. nce, a user can efficiently obtain o
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material to be used for rendering a determ nation at the tinme of
performng a selection. 27 4 April 2006 FIG 1 S1-1 | NQU RYABri22006CERTAI N
STATUS OF | NFORVATI ON SYSTEM S1- 3 PERFORM | NSPECTI ON USI NG | NSPECTI ON TOOL -
AND ASCERTAI N STATUS OF | NFORMATI ON SYSTEM S1-4 | NTEGRATI ON S1-5 ESTABLI SH
SECURI TY POLICY FIG 2 12 STATUS OF | NFORVATI ON SYSTEM OBTAI NED ON THE

BASI S OF ANSWERS TO | NQUI RI ES 14 STATUS OF | NFORMVATI ON SYSTEM OBTAI NED BY
| NSPECTI ON TOOL 16 CONSI STENCY | NSPECTI ON MEANS CONSI STENT MATTER

| NCONSI STEN'I'FW\TTER 18 DI SPLAY MEANS DI SPLAY SELECTI ON 20 SYNTHESI S
MEANS 22 RES TION USER FIG 4-1 | TEM DESCRI PTI ON NUVBER OF

NT
PASSWORD CHA%&&I’ Eﬁgg R NAME OF THE HOST, FI RST WEB SERVER
51-2 ASCERTAIN STATUS OF INFORMATION SYSTEM

' §1-3 PERFORM INSPECTION USING INSPECTION TOOL AND ASCERTAIN
STATUS OF INFORMATION SYSTEM
$1-4 INTEGRATION

S1-5 ESTABLISH SECURITY POLICY

FIG. 2

12 STATUS OF INFORMATION SYSTEM OBTAINED .ON THE BAsis oF
ANSWERS TO INQUIRIES |

14 STATUS OF INFORMATION SYSTEM OBTAINED BY INSPECTION TOOL
16 CONSISTENCY INSPECTION MEANS |
_ CONSISTENT MATTER

.iNCONSISTENT MATTER

18 DISPLAY MEANS

DISPLAY

SELECTION

20 SYNTHESIS MEANS

22 RESULT OF INTEGRATION

USER

FIG. 4-1
ITEM, DESCRIPTION
NUMBER OF PASSWORD CHARACTERS, FOUR

NAME OF THE HOST, FIRST WEB SERVER
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28 4 April 2006 FIG 4-2 | TEM DESCRI PTI ON NUMBER OF PASSWORD CHARACTERS,
EIGHT NAME OF THE HOST, FIRST WEB SERVER FI G 4-3 I TEM DESpRIAB06ON BASED
ON ANSVEERS TO | NQUI RI ES, DESCRI PTI ON DETERM NED BY TOOL NUMBER OF PASSWORD
CHARACTERS, FOUR, EI GHT NAME OF THE HOST, FI RST WEB SERVER, FI RST WEB
SERVER FIG 4-4 | TEM DESCRI PTI ON NUMBER OF PASSWORD, EI GHT NAME OF THE
HOST, FI RST WEB SERVER FI G 5 DESI GNATI ON, LOCATI ON, owner, AVAI LABILITY,

I P ADDRESS, SUB-NET MASK, SERVER, CLIENT, EXTENS|I ON FILE FI RST WEB SERVER,
ZONE A, SATG'IGSPEOGND WEB SERVER, ZONE B, SUZUKI FI RST CLI ENT, ZONE A,

KATO SECOND CLIENT, ZONE A, TANAKA 29 4 April 2006 What is clainmed is: 1. A
met hod for aScert a[?]?ﬁ%%wh%tat us of an information system conprising: a

first. step Qfuasce'éR sldMickd IhikadidRYS 8caR

NAME OF THE HOST, FIRST WEB SERVER

FIG. 4-3
ITEM, DESCRIPTION BASED ON ANSWERS TO INQUIRIES, DESCRIPTION

DETERMINED BY TOOL
NUMBER OF PASSWORD CHARACTERS, FOUR, EIGHT

NAME OF THE HOST, FIRST WEB SERVER, FIRST WEB SERVER

FIG. 4-4
ITEM, DESCRIPTION
NUMBER OF PASSWORD, EIGHT

NAME OF THE HOST, FIRST WEB SERVER

FIG. 5
DESIGNATION, LOCATION, owner, AVAILABILITY, IP ADDRESS,

SUB-NET MASK, SERVER, CLIENT, EXTENSION FILE
FIRST WEB SERVER, ZONE A, SATO,

SECOND WEB SERVER, ZONE_B,‘SUZUKI o

FIRST CLIENT, ZONE A, KATOV

SECOND CLIENT, ZONE A, TANAKA

29




information system by submtting inquiries to nmenbers of an organizati.on
and ascertaining the status of the information system of 4jgri@ogeni zation
on the basis of answers to the inquiries; a second step of ascertaining a
second -status of the information system by inspecting the status of the
information system of the organization through use of an inspection tool

of the information system and ascertaining the status of the information
systemon the basis of a result of the inspection; and an integration step

of mer gi ngiidte ifsi £34ihed drsrati on system status and the second information
system status, thereby establishing the status of the information system
of the organization, wherein the integration step conprises a consistency
i nspection step of conparing the first information systemstatus with the

second infornapﬂpnngsﬁg@ﬂ%%tZﬁﬁirﬁggﬁ%%%gégééggFgg i?EQE&'StSPt matter

fromconsistent” matters; pl'ay stép of displaying the
i nconsi st ent na%ter an enabling.ent[y of a choice nade by the user in
connectioﬁqﬁqqﬁlﬁ%ni%%%ﬁ§PsF8ﬁP Hett%Er, thereby obtaining a result

sel ected by the user; and a synthesis step of nerging the consistent.
matters and tihe fé&dtt $ePsePbctasshrhadeiny ehefiisdr status of an

information system by submitting inquiries to members of an
organization and ascertaining the status of the information
system of the organization on the basis of answers to the
inguiries:

a second step of ascertaining a second status of the
information system Dby inspectingr the status of the
information system of the organization through use of an
inspection tool of the information systenf and ascertainipg
the status of the information system bn the basis of a result
of the inspection; and

aﬁ integration step of -merging the -first information
system status _and the second information system status,
thereby establishing the status of the information system of

the organization, wherein the integration step comprises a
consistency  inspection step of comparing the first
information'system status ﬁith the second information system

status and separating an inconsistent matter from consistent

matters;
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2. The.nethod for ascertaining the status of an information system
according-to claim1, wherein the inspection tool is a progngiinZoos

i nspecting the <configuration of the information system 3. A nethod for
establishing a security policy on the basis of a status ascertai ned by the
met hod of ascertaining the status of an information systemaccording to
claiml1l or 2. 4. An integration device for perform ng processing

pertaining to an integration step in the nmethod of ascertaining an

i nformati on system accaridphgyt ostasry @fe displdieingr eckdi nph@indiiBBent
conprising: consistency inspection neans which conpares a first status of

the infornpider Syt eRamltiRga eﬁ%%?n%fs'faaték%i@j‘e thRle 1By OFHEL L QL Sy$tem
t hereby separating an inconsistent matter fromconsistent matters; 31 4

il 2006, di I ' t i ' t E
Qﬁglbl i ng acogfsne%glt? ééngﬁ?@? %9%:h%?éccgi%%tﬁgir:eggF%%’gn%%e%?nggﬁé?ﬂ%ﬁy matter;
and synt hesi s_neans f.or

choi oo made ot Aeteeee T YRSt A For causi ng & conputer (o execute
processing pertaining to an integration step in the nethod for

ascertai ni ng- the st @ $¥néheahs| fFR Rl iNFIdpet ERT dePrhisFentnmakyeBhe of
clains 1 to 3, wherein the program causes the conputer to execute
processi ngangetthai nesltt ofasedact sremeyle by the user.

2. The method for ascertaining the status of an

- information system according .to claim 1, wherein

the inspection tool is a program for inspecting the
configuration of the information system.

3. A method for establishing a security policy on the

-basis of a status ascertained by the method of aScertaining
the status of an information system according to claim 1 or
2.

4. An integration device for performing processing
pertaining te an integration step in the method of
ascertaining an informatioﬁ system according to any one of
the preceding claims, comprising:

consistency inspection means which compares a first
status of the information system with a second status of the

information system, thereby separating an inconsistent matter

from consistent matters;
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i nspection procedure for conparing a first status of the information
systemw th a second status of the information system thgpghyodgparating !
an inconsistent matter from consistent nmatters; processing pertaining to a ?
di splay procedure for displaying the inconsistent matter and inputting a
choice made by the user; and processing pertaining to a synthesis '
procedure for merging the consistent matters with a result of choice nade

by the user. 6. A conputer-readable recording mediumin which is recorded

a program for causping aesfBPEbLrdidpienaayt ehe PLIRGLSSkBEnPERI@IdY RGO an
integration step in the nmethod of ascertaining the status of an

i nformati o, gysiem defined it @AYePNe, Ofchek @k MB, il O rdgaWier&l n dhiae

program causes the 32 4 April 2006 conputer to execute processing
pertaining,to a.consistency . inspection procedure for conparing a first

status of %?E?nﬁﬁ$ggpka??é§é&§y§P§n1mﬁth a second status of the information
system thereby separating an inconsistent nmatter from consistent matters; -
processi ng pert%ﬂ?#hﬁflﬁo ABF sHPLy BB e COPS1EFYHt KAHGShe I th
inconsistent matter and inputting a choice nade by the user; and

processi ng@ peatitnphgcholce spAenty| shoruseadure for nerging the consistent
matters with a result of choice nmade by the user. 7. A nethod of

ascertai ni ng the. stat usragdraan ifefror mauBdng a computer to execute

processing pertaining to an integration step in: the method
for ascertaining the status of an ipformation system defined
in any one of claims 1 to 3, wherein the program causes the
computer to execute processing pertaining to a consistency
inspection procedure for comparing a first status of the
information system with a second status of the information
system, thereby separating an inconsistent matter from

consistent matters;

processing pertaining to a display procedure for

displaying the inconsistent matter and inputting a choice
Iﬁade by the user; and processing pertaining to a synthesis
. procedure for merging the consistent matters_ with a result qf
choice made by the user.

6. A computer-readable recording medium in which is
recorded a program for .causing a computer to execute
processing pertaining to an integration step in the method of
ascertaining,. the status of an information system defined in

any one of claims 1 to '3, wherein the program causes the
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systemincluding: a first step of submitting inquiries to nenbers of an
organi zation and ascertaining the status of an infornationg ap)sices of the
organi zation on the basis of answers to the inquiries; a second step of
exam ning the status of the information system of the organization through
use of an information systeminspection tool, thereby ascertaining the
status of the information system of the organization on the basis of a
result of the inspection; and an integration step of nerging a first status.

of the i nkaigieirortcsystamndposeing Jattusnohgt ke ianf esm@td@mcg3 4
April 2006 system thereby establishing the status of the information

system of 1he,Qrgani ZAIRAUrBNEF R Ncbififart ML 05 ald;QR+STAM GRANDEF S@fed
consi stency i nspection step of conparing the first status of the

consi st et i o " e first status |
thereby  ASHEVRERETR 1T VARl At & cconiy (Rt Ue 0 A TR Dt

is, consistent matters . which pertain to only the first status qf the
| nf or mat | GYSREst e PBAEP ot STRATAIE Soc Gy SEHPUS B e e ardon

consistent matters which pertain to only the second status of the
i nf or mat i OPPEISTCERT HIATERBISt 0 the first status of the same, as well as to

t hereby separate the inconsistent matter fromthe consistent matters;
processing pertaining to a display procedure for

displaying the inconsistent matter and inputfing a choice
‘made by the user; and

| processing pertaining to a synthesis procédure for
merging the consistent matters with a resul-t of choice made
by the user.

7. A method of ascertaining the status of an information

- system including:

a first step of submitting inqliiries to members of an
organization and ascertaining the sta£us of an information
system of the organization on the basis of answers to the
ingquiries;

a second stép of examining the status of the infomatioa
system of the organization through use of én information
system inspection tool, thereby ascertaining the status of
‘the information system of the organization on the basis of a
result of the inspection; and

an integration step of merging a first status of the

information system and a second status of the information
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a display step of displaying the inconsistent nmatter and enabling a user
to enter a choice with regard to the inconsistent natter;4apdl206ynt hesis
step of nerging the consistent matters wth a result of choice nmade by the
user. 8. A nmethod of establishing a security policy on the basis of a :
'status ascertained by nmeans of the nethod of ascertaining information
systemdefined in claim7. 9. An integration device for perform ng
processing pertaining to an integration step in the method of 34 4 Apri
2006 ascerdwteimg herehvorariabdasbyry efhacsériiitng ofo Wiai mfomatdon
conprising: consistency inspection neans for conparing the first status of
t he i nf or matdtem systiemaudamitzheieecoricbrstiatus of the information system
to thereby determne (1) an inconsistent matter, (2) consistent matters;

that is, consisientinfebiatsonWsish Eapgdisest @ @@hglgf@fﬁy rﬁ{sp'z‘eb@&yﬁ of the
|nfornat|on system but not to the second status of the sane, and

consi st entg ﬂ&&‘d%r%oﬂﬁhffnﬁefﬂéjf?fé%(Eﬂéﬁugh%fsgﬁgn?ﬂf5fﬁéﬁidﬁfsg%

information Systembut not to t first status o sane, a as to

t hereby s rat t he ingon ent MRt er fromthe caqnsistent natters
SRR Bk 8 Ea lnfogﬁ?g%%ﬁt%¥é%?ﬂi CndBFTEY a user

di spl ay neans f0f I'sp e’ |ncon5|st
to enter a choice mnth regard to the inconsistent matter; and
determine

(1) an inconsistent matter,

{2) consistent matters; that is, consistent matters
which pertain té only the first status of the information
system but not Vto the second status of the same, and
consistent matters which pertain to only the second status of‘
the information system but not to the first status of the
‘same, as well as to thereby separate the inconsistent matter
from the consistent matters;

a display step of displaying the inconsistent
matter and enabling a user to enter a choice with regard to
the inconsiétent matter; and

a synthesis step of merging the consistent matters
with a result of choice made by the user. |

8. A method of establishing a security policy on the
basis of a status ascertained by means of the method of
ascertaining information system defined in claim 7.

9. An integration device for performing processing

pertaining to an integration step in the method of
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synthesis nmeans for nerging the consistent matters with a result of choice
made by the user. 10. A program for causing a conputer to pPapfiZOTs
processing pertaining to an integration step in the nethod or
ascertaining the status of an information systemas defined in claim?7 or
8, wherein the program causes the conputer to execute 35 4 April 2006
processing pertaining to.a consistency inspection procedure for conparing
the first status of the information systemw th the second status of the

i nf or mat i omseygiaemingoant hefematdenesgshen (ddcamiingcbascdaiont? wat Ber, (2)
~consistent matters; that is, consistent matters which pertain to only the
first statasmmfidilhg:information systembut not to the second status of the
same, and consistent matters which pertain to only the second status of

the informationcsysit@nbyt NRpekeibhe dfdanst s4At aémﬁérir{be tR@Mi @ well as
to thereby separate the inconsistent matter fromthe consistent matters;

processi ”gsffpaecr&saié% NG, 4 05 Rr ML SRB% %re%g%ﬂ“kﬁtkorthgsi : LAYl %Q_aEgﬁ 4of

i nconsi stent matter and inputting a I'ce made € user,

processin ertaining.to a nt hesi rocedure for nerging the consistent
nmatters wi lﬁe &“?flé’ﬂﬁgl%? PGl ﬁ%déhg Y% FE-GEBIN® 11. A conput er - r eadabl e

recording mediumin which is )
{1) an inconsistent matter,

(2) consistent matters; that is, consistent matters
whiqh pertain to only the first status of the information
system but not to the second status of the same, and
consistent matters which pertain to only the second status of
the information system but not to the first status of the
-same, as well as to thereby separate the inconsistent matter

. from the consistent matte;é;
display means for displaying the inconsistent matter and
cenabling a user to enter a choice with regard to the
inconsistent matter; and
synthesis means for merging the consistent matters with
a result of choice made by the user.
| 10. A program for causing a computer to perform
processing perfaining to an integration step in the method
for ascertaining the status of an information system as
defined in claim 7 or 8, wherein

the program causeé the computer to execute

3




recorded a program for causing a conputer to execute processing pertaining
to an integration step in the nmethod of ascertaining the shghigoef an
~information systemdefined in claim7 or 8 wherein the program causes the
conputer to execute processing pertaining to a consistency inspection 36 4
April 2006 procedure for conparing the first status of the information
systemw th the second status of the information system to thereby
determ ne (1) an inconsistent matter, (2) consistent matters; that is,
consi st ent nat teraceasgiingh perttainitg ohdy bhe cons$statat usimdpddrdon
information systembut not to the second status of the sane, and

consi st entpr@iddRire \HoirC bdp@akahd) the Ofliyst hetsaeONSE stidd Usn@frmdthen
information systembut not to the first status of the same, as well as to
t her eby s ; IHMGONSY n e i L BSeAnSist tters;
processingggi%%gﬁﬁ?ﬁbt?% g§§?§§|§§g§?%cgﬁuﬁégg%& disp§g§fﬁ§ fﬁg t8

anonS|§tqﬂ&ﬂ%% ter.and; ihputting a choice made by the user; and .
processing pértainrng to a synthesis procedure for merging the consistent

matters with a resul of choi ce nade bg the user. 37 NMETHOD FOR
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(2) consistent matters; that is, consistent matters
which pertain. to only the first status of the information
system but not to the second status of the same, and
consistent matters which pertain to only the second status of
the information system but not to the first status of the
same, as well as to thereby separate the inconsistent matter
from the consistent matters:;

processing pertaining to a display procedure for

displaying the inconsistent matter and inputting a choice

-made by the user; and

processingr pertaining to a synthesis procedure for
merging the consistent matters with a result of choice made
by the user.

11. A computer-readable recordiné medium in which is
recorded a program for causing a computer to execute
prdcessing pertaining to an integration step in the method of
ascertaining the status of an information system defined in
claim 7 or 8; wherein the program causes the computer to

execute processing pertaining to a consistency inspection
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TO BE USED W TH THE METHOD Abstract of the Disclosure To provide a nethod
for enabling faster, accurate ascertainnment of status of 4aprirdd@6mati on
system t hrough use of inquiries submtted to nmenbers of an organi zation
and an approach other than the inquiries. In step S1-1, inquiries are
subnitted to nenbers of an organi zation, and answers to the inquiries are
obtained. In step S1-2, the status of the information systemis
ascertained on the basis of the answers. 1In step S1-3, the |nfornat|on
system i s mcEsdned Ehroaghpaséngoth@nfirﬁqnﬂﬁdHHEtqﬁﬂthdwxnﬁﬁrmaseoﬂf a
networ k anal yzer, thereby ascertaining the status of the information

system |syssieap wSthd ththeesbatiustatud hef | phor BEd OmtSYat eFsaseer tgined in
step S1-2 and the status of the information system ascertained in step

S1-3 are n@{gefy H8:siEheS1-5, on the basis of the thus-nerged status of
the information systen1 a security policy is established. The status of

the i,nformation syst ng S;iAS E&bg%dmggﬁéglllzatlon of inquiries and.the
d .

result of |nspect|on orne y use t ool Hence, the status of

the informati on system can be ascertai ned _accurately. . Fi 1
y 5) consggten %gers, that %s, consistent matters

-which pertain to only the first status of the information
system but not ‘to the second status of the same, and
consistent matters which pertain to only the second status of
.the information system but not to the first status of the
same, as well as to thereby separéte the inconsistent matter
from the consistent matters;

processing pertaining to a display procedure for
displaying the inconsistent matter and inputting a choice
.made by the user; and

processing pertaining to a synthesis procedure for
merging the consistent matters with a result of choice made

by the user.
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METHOD FOR ASCERTAINING THE STATUS
OF INFORMATION SYSTEM, AND APPARATUS

TO BE USED WITH THE METHOD
Abstract of the Disclosure

To pfovide a method for enabling faster, accurate
ascertainment0fstatus<ﬂfaninformationsystemthroughuse
| of inquiries submitted to members of an organization and an
approach other than the inquiries. In étep 51-1, inquiries
are submitted to members of an organization, and answers to
the inquiries ére obtained. 1In step S1-2, the status of the
informationsystemisascertainedonthebasisoftheanswers.
In step S1-3, the information system is examined through use
of an inspection tool through use of a network analyzer,
thereby ascertaining the status of the information system,
.InstepSl—4,theétatusofthéinformationSystemascertained
'in step S1-2 and the status of.the information system
ascertained in step S1-3 are merged. In step S1-5, on the
basis of the thus-merged status of the information system,
a security policy is established. The status of the
informationsystemisascertainedbyutilizationofinquiries
and the result of inspection performeé by use of the tool.

Hence, the status of the information systemcan be ascertained

accurately.

Fig. 1
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