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tApeil 26n2@2net t hrough | ower - speed connecti ons at
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demand by the ISPs to allow for nodifications in the
connecti on rates for a gi ven type of service. In
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60833 Pe Al tHeORUME 6 EMBuME RiSHREME Yieéll fof ‘Bl%lt%ed transmission of data
Additionally, there are | ess users of t

fcdiding sidee dnd awdie has aconsindedetotincreive. Maresver,ltheredfad béen an

| SPs need an approach to offering variable services,
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connecti on ) )
Internet. Specifically, Intemet Service Providers (ISPs) may allow for connectivity to

the Internet through lower-speed connections at different rates, such as 56
kilobits/second, by employing a Plain Old Telephone Service (POTS) line. Other
choices for connection, which are at higher speeds, into a network can include Integrated
Services Digital Network (ISDN), Di gftal Subscriber Line (DSL) service (both using a
POTS line), and cable modem service over a Radio Frequency (RF) cable line.

[0004]  Additionally, there is an increésing demand by the ISPs to allow for
modifications in the connection rates for a given type of service. In particular, the
market to provide certain services, including DSL, is very competitive. Accordingly, the
low-speed connections are deeply discounted. Additionally, there are less users of the
higher-speed connections due to the costs. Therefore, ISPs need an approach to offering

variable services, wherein a subscriber can typically pay for low-speed connection
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2 service, while occasionally upgrading their
connecti on when a hi gher bandwi dth may be needed
and/ or advant ageous. [00051 Accordingly, this enables
the ISPs as well as the users of the ISPs flexibility
with regard to. bandw dth usage and costs associ at ed
therewith. To help illustrate, ,a given user may want
to connect to the Internet at & sl ower connection
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SUMMARY OF THE INVENTION

[0007] A method and apparatus for enabling dynamic modification of a subscriber
connection are described. In one embodiment, a method comprises receiving a request to
modify a subscriber connection to a network element. The method also includes
modifying attributes of the subscriber conhection, within a memory of the network
clement, without disconnecting the subscriber connection from the network element.
[0008] In an embodiment, an apparatus comprises a memory to store an attribute of a
subscriber connection between a computfng device and a network. The apparatus also

comprises a forwarding engine coupled to the memory. The forwarding engine is to



conprises a forwardi ng engi ne coupled to the nenory.
The forwarding engine is to 3 nodify the attribute of
t he subscri ber connection, while the subscriber
connection is active, w thout disconnecting the
subscri ber connection. In one enbodi nent, a network

el ement conprises a traffic cagd coupl ed to connect a
conmputi ng device and a network~t hrough a subscriber
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sane for those elenents that are the sanme across

different Figures. In the drawings: [0010] Figures

1A-1C illustrate systens for enabling dynam c
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one enbodi nent of the invention. [0011] Figure 2
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for a given element in a Figure is associated with the number of the Figure. For
example, system 100 can be located in Figure 1. However, element numbers are the

same for those elements that are the same across different Figures. In the drawings:

[0010] Figures 1A-1C illustrate systems for enabling dynamic modification of a
subscriber connection, according to one embodiment of the invention.

[0011] Figure 2 illustrates a block diagram of a network element, according to an
embodiment of the invention.

[0012]  Figure 3 illustrates a more deté;iled block diagram of a forwarding card within

a network element, according to one embodiment of the invention.



4 [0013] Figure 4 is a flow diagramfor dynam cally
nodi fyi ng a subscriber connection, according to one
enbodi nent of the invention. DETAI LED DESCRI PTI ON
[0014] A nethod and apparatus for enabling dynam c
nodi fication of a subscriber connection are
described. In the follow ng degcription, nunerous
specific details such as logicC inplenmentations,
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the invention may be practiced w thout such specific

details. In other. instances, control structures,.
ate level circuits and full software instruction
Ween shown in det ail in order not
scu venti on. Tho _or. dl n ry skil
AP K Geliba P n dar shaaine Rlpfgobabscriber

cgnﬁémoﬁ g{%“c{escr?b%ﬁr 818%%@0\?&%?8' Bl l]lOIHt Wi‘ér&@sospem%c%et%ﬂs such as

experi men

J08¢ u&gleﬁql@ﬁoﬁ PO ﬁqﬁ@dﬂg WLty god S &IhAgNRE ! "
?%Rﬂinmy’k‘haﬁﬁ@’ﬁﬁﬂlféﬁﬁorﬁﬁﬂplbﬂﬁﬁtﬁﬁ'&lsatypgé‘iﬂd 1ﬁl=é|n%iatlonsh1ps of system

ture, structure, or characteri st but every
OPEheMR) tnd RysidSdrtifiGNi G HAEdrhtion dhdidey dfe debh foriddin lordey |t@brov1de a
feature, structure, or characteristic. Mreover, such
minre slesowghaindetstand mgexf ke priesent afventiom gt will bé Eplﬂ'aﬁeted, however,
enbodi ment. Further, when a particular feature, ) _
dyone skitled ingthe griahal dheeiny sation may @I%Br@ﬂil%?é gvitheut such specnﬁc details.
?onnectl on with an enbodi nent,, is-submtted th

p ofher {fstapces, ¢anLrok ﬁtsw“gaﬁéatﬁletﬁh Sirgiits and fuil ﬁoﬁweawmctwn

sSuc characteri sti

-Sﬁq%sﬁea@ew Bt ?ﬁhqém}d%i BTl hwpéfws?h Sividion. Those of
' ]
b sty G5 o e oty o i BBl f Fmptement

ﬁ&%ﬁﬁﬁ& ‘?&jnctlonahty without undue experimentation.

[0015] References in the specification to “one embodiment”, “an embodiment”, “a
example embodiment”, etc., indicate that the embodiment described may include a
particular feature, structure, or characteristic, but every embodiment may not necessarily
include the particular feature, structure, or characteristic.. Moreover, such phrases are not
necessarily referring to the same embodiment. Further, when a particular feature,
structure, or characteristic is described in connection with an embodiment, it is submitted
that it is within the knowledge of one skil'.led in the art to effect such feature, structure, or

characteristic in connection with other embodiments whether or not explicitly described.



along with their derivatives, may be used. It should
be understood that these terns are not intended as
synonyns for each other. Rather, in particular

enbodi nents, "connected" may be used to indicate that
two or nore elenents are in direct physical or

el ectrical contact with each otther. "Coupl ed" nay nean
that two or nore elenents are in direct physical or
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[0018] Figures 1A-1C illustrate systefns for enabling dynamic modification of a
‘subscriber connection, according to one embodiment of the invention. As will be
described in more detail below, a system 100 of Figure 1A illustrates a system of
communications that can be based on a number of protocols and configurations, while a
system 150 of Figure 1B and a system 160 of Figure 1C illustrate systems of
communications based on specific types of protocols and configurations. In particular,

the system 150 of Figure 1B illustrates a system of communications based on a cable

infrastructure, while the system 160 of Figure 1C illustrates a system of communications



6 based on an infrastructure that enploys

DSL/ Asynchronous Transfer Mdde (ATM and Ethernet.
These systens are by way of exanple and not by way of
limtation, as other systens based on other types of
protocol s and havi ng other types of configurations can
i ncor porate enbodi nents of the invention. For exanple,
embodi ments of the inventions ©
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[0021] In one embodiment, the database server 108 stores data for a number of
subscribers and their associated subscriber connections. In an embodiment, the database
server 108 stores data related to authentication, authorization and accounting for
subscribers coupled to different network elements within a network. In one embodiment,
the database server 108 is a RADIUS server for storing this data regarding subscribers
and the associated subscriber connections. In one embodiment, the network element 104
enables dynamic modification of a subscriber connection, as will be described in more
detail below.

[0022]  Figure 1B illustrates a system 150 for routing data in an infrastructure for a

cable environment. Similar to the system 100, the system 150 comprises the computing



[00221 Figure 1 Billustrates a system 150 for routing
data in an infrastructure for a cable environnent.
Simlar to the system 100, the system 150 conpri ses
the computing 7 device 102, the network el ement 104,

t he dat abase server 108 and the network 110. The
system 150 al so conprises a hyprid fiber coaxial cable
(HFC) network 120 and a cable nnden1transnission
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comuni cations i nto data packets, such as Internet
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computing dev?ce 102, the networ eiLem_ent 104, the database server 108 and the

network 110. The system 160 also comprises a Digital Subscriber Line Access
Multiplexer (DLSAM) 124, an Asynchronous Transfer Mode (ATM) network 126 and a
computing device 132.

[0025]  As shown, the computing device 102 is coupled to the network 104 (via the
subscriber connection 112) through the DSLAM 124 and the ATM network 126. The
computing device 132 is coupled to the network element 104 through an Ethernet
communications 134.

[0026] Asis known in the art, the DSLAM 124 is a device within a network that
combines a number of DSL communications into a single ATM transmission. The ATM
network 126 comprises a number of communication links for routing data based on the

ATM protocol. Accordingly, in an embodiment, the communications from the



[0026] As is known in the art, the DSLAM 124 is a
device within a network that conbines a nunber of DSL
comuni cations into a single ATMtransni ssion. The ATM
network 126 conprises a nunber of comrunication |inks
for routing data based on the ATM protocol
Accordingly, in an enbodi nent, .the comruni cati ons from
the 8 conputing device 102 i s8received into the
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will datdesomibed i mare detail belowFi gure 2 illustrates a nore
detai | ed bl ock diagram of the network el ement 104. As
40037h, tHigunecd iNystrates ablopk dingrani oCd uetwork ¢lemeriti accoatinisto an
Zgﬁééoa T{J&lgnetwork elenent 104 is not limted to the
RERYSENMEf of thernyention o InRarieiiaim Figyre? ilustrates a more detailed block
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coupl ed to system buses. In an enbodi nent, the contro

fatvdrdid®cqrenfior ns control, system configuration and

managenent tasks for the network elenent 104. For
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updated with a new |Internet Protocol &&P) addr ess
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element 104. For exarﬁple, if the forwarding card 212 needs to be updated with a new
Internet Protocol (IP) address table, such data is received by the control card 210 and
transmitted to the forwarding card 212, wherein such data is updated therein.
Additionally, as will be described in more detail below, the forwarding card 212 includes
memory that stores subscriber connections for the network element 104. For example,
returning to Figures 1A-1C, when the computing device 102 is coupled to the network
element 104, there is a subscriber connection between the computing device 102 and the
network element 104 that includes a nurﬁber of attributes, including data rates (e.g., rate-

limit and policing values), access control lists, etc. In one embodiment, the forwarding



menory that stores subscriber connections for the
network el ement 104. For exanple, returning to
Figures | A-1C, when the conputing device 102 is
coupled to the network elenent 104, there is a
subscri ber connection between the conputing device 102
and the network elenment 104 tBat i ncl udes a nunber of
attributes, including data ratés (e.g., rate- I|n1t
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[0029] Mbreover, the forwarding card 212 provides for

laod femiardjng phddte pagkesdesy) raceivatisy the tradficitards 202-208, dn particular,
packets being received by the traffic cards 202-208.

Itli*P trific icatds 382 208 |5an be eduples! to@rmintzo of @08 trapsmilssion lines, which

coupl ed to a nunmber of data transm ssion |ines, which

&F%C%lelfﬂﬂ@ethebnfefmélf elgmenis ard/er eoraputingieicss, as shgwm imijigure 1.
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pdozohe MakeablsdizheRiBthe hOHvdrk eté)he‘ﬁﬁ](O@fs wsmﬁxmgle and not by
not by way of limtation, as network el emsnts havi ng
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enbodi ments of the present invention. Exanples of
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enbodi nents of the present invention could have
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[0031]  Figure 3 illustrates a more detailed block diagram of a forwarding card within
a network element, according to one embodiment of the invention. In particular, Figure
3 illustrates a more detailed block diagram of the forwarding card 212. As shown, the
forwarding card 212 comprises a processor 310, a memory 320, a forwarding engine 302
and an authentication/authorization/accounting (AAA) logic 304.
[0032] The processor 310 is coupled to t.he forwarding engine 302, the AAA logic
304 and the memory 320. The forwarding engine 302 is coupled to the AAA logic 304

and the memory 320. The AAA logic 304 is coupled to the memory 320.



a network el enment, according to one enbodi nent of the
invention. In particular, Figure 3 illustrates a nore
detai |l ed bl ock diagram of the forwarding card 212. As
shown, the forwarding card 212 conprises a processor

310, a menory 320, a forwarding engine 302 and an
authentication/authorization/aﬁpounting (AAA) |l ogic

304. [0032] The processor 310 is coupled to the

fl003%r diTi R8s 330 ZnayldotptidéahP8liiGble3Rdcedsist atdi@ecture. The
menory 320. The forwarding engine 302 i's coupled to

tiovew abdiAg lcargli 21 2304 othanembditmentsatay c3a{prisd hidréPrdcésadiis@ny of which
304 is coupled to the nmenory 320. 10 [0033] The :
pnaycexssute a3gofitastrustions thgtearamyacsordaatd with embedismnts of the present
architecture. The forwarding card 212 for other

- dpsot pRre hhe mempry A stpees amymben e bubserihes cenmgctadn xehordh 306A-1.
may execute a set of instructions that are in
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may store also storée other data and/or tio
hedesempimdre (DRAMY fopexdnpldvar di ng card 212 and may

conprise any suitable nenory, such as a dynam c random
§003d$ s e am embOdiRrf), thicoforexaling engife@024hd lthe AAA logic 304 are
enbodi nent, the forwardi ng engi ne 302 and the AAA

posesses ortagksethatap sesidrowithin theigkesiorn320 abonrtbs prdeessor 310 and
within the nenmory 320 and/or the processor 310 and
EFhbHEX SR Y iHUn Henipesiaid 18 Hloasyer embedimagipenf ghe present

SRR TE P P 5 A3 e BRARR s 304 canbe
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[ 0035] Accordingly, the forwarding card 212 nay

i[ou3syde ARcomettly\@hé fawardif card 212 may include a machine-readable

medium on which is stored a set of instructions (i.e., software) embodying any one, or
all, of the methodologies described herein. For example, software can reside, completely
or at least partially, within the memory 320 and/or within the processor 310.

[0036] The operations of dynamically modifying a subscriber connection will now be
described. In particular, Figure 4 is a flow diagram for dynamically modifying a
subscriber connection, according to one embodiment of the invention. The operation of
flow diagram 400 will be described with reference to the exemplary systems shown

Figures 1-3.



medi um on which is stored a set of instructions (i.e
sof tware) enbodyi ng any one, or all, of the

nmet hodol ogi es descri bed herein. For exanple, software
can reside, conpletely or at least partially, within
the nmenory 320 and/or within the processor 310. [0036]
The operations of dynamcally di fyi ng a subscri ber
connection will now be descri'bed. I n particul ar,

Ebg-*"i?i fr b aheck TeBhEPIERafia 8% BombalRe inatehe” wien
DBl Q0 8, SREI L, %é botwe o AEAR, A0 receves

SCTI rence to

Qfﬁ@\“@que:ﬁ | g bfSerhbodiment, tHeQfidibsd é’ér\qugg tﬁggmt@th'iseﬂﬂ@ég to the

to update a subscriber connection is received

Ifefwak ERE endifle BOE BXGNGHEIdmentee! |a idati6h séiverlI O rdceildd@his
forwardi ng engi ne 302 receives I's request. |In one

eeduesti frozn the subscritet alxhfoewameds s rehﬂSsttms thesdatdbasd deinger 108. As
request to the forwarding engine 302. In an

drtrodedrabave, thealatabpsa scomer 08 s stene re@ads for dhiediffetent subscriber
request fromthe subscriber and forwards this request
connestoraion p aymbseeiagtwarkglements @@@wmaé@ %‘wé( elgment 104).
g}actpgrgl? Sgé}\égém @yec %ggsﬁwes@t ! fexie%iéﬂjd ateg thg ﬁq_t,rélput@ﬁ of this subscriber
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ldQ @45@%&\}3? 1@%{1{5:\5% seiﬁls% Eljtﬁ thc‘é% E‘%rﬁném%%%}%h‘%%e Simple

orwards uest e ne

th@& NTReLRRAL Pro‘&@l (S‘iﬂlﬂip ahEns ey @r’hb&cﬂﬁxeﬁf %{Esdﬂtailﬁse server
this request to the forwarding engine 302 using t

F08BhAsmibehivGekudybidaBe R WardiiOérpad 302NMD) a cdrﬂm&ﬁ@hﬁ@fnterface

enbodi nent, the database server 108 transmts th

(€phDest to the forwardi ng engi ne 302 using a commnd

line interface (CLI). [0038] To help illustrate, a

iﬁwbr | Herhelrsxhkyhtrag, apsubsestbenfsuethas zusepaf tmgomtle&devwe 102,
uld be connected to the network el ement 104

FPH‘S &g ﬁomstegl}aél& m%\yprkcfd?m@&tl% ghreygh thegybseriber Gonnection 112,

e attri butes

gﬂgﬁc’ géll}qggxalger yaw?,rgttg moﬁgtt&%at ributes, such as the éurren?data rate, of the

subscriber connection. Accordingly, the subscriber could transmit this request to update

the current subscriber connection to the application server 106. For example, in one
embodiment, the subscriber could communicate this request using a web page of a web
site that is within the application server 1-06. Such a web page may enable modifications
to the current subscriber connection.

[0039] In one embodiment, the subscriber could manually generate this request. In
other embodiments, this request could be dictated by the user of the computing device
102. For example, a first user could be ah adult wherein the attributes, such as the access
control list, is different when compared to a second user, who is a child. Accordingly,

when the first user logs off and the second user logs on, such that the subscriber



subscri ber connection. Accordingly, the subscriber
could transmt this request to update the current
subscri ber connection to the application server 106.
For exanple, in one enbodinment, the subscriber could
communi cate this request using a web page of a web
site that is within the application server 106. Such a
web page may enabl e nodificatiPns to the current
subscri ber connection 00 I n one enbodi e .
sﬁ?ﬂ%‘t“F‘PB SFMAFY PP a‘aﬁt §°‘§a}?8 BERgate s ""r"é‘ﬁ%}ég 1m°d|'${ the attributes
qh 3%4?%&5%cn&b's request could be dictated by

e user

€ computing device 102. For exanple, a

f[bf)iﬁ] wg\%‘l iRt 2Gtht WAL E}egﬂf il 'tcp%te“?ﬁe of a web

such as t e access control I1st, erent

Gﬁt@ﬁﬁé@&hdt’& tRe W&aﬁwwa 108 %or the eorﬁnmhiéauon of this request. For
Accordi ngly, en the first user logs off and the

sRemplt, ifsaiothed ¢Mbodimentiahe éubsiritich cowld Re@imiuatatelBis request directly
connection remains active, a script could be generate

tthitlee nedgoksdlerhentrivd IWflghotlhtdae asd of theapsicafion sdriersl06. Moreover,
subscri ber connecti on. %0040] However, enbodi nents of
trEquestaerndates dp therrybsaribat qasaeqtipnianenetdimisdd te thess request
interface and/or, the applicatiop server 106 for the

ESRsrated byt scd}r bef.nker q&%@g@sgn ot[;greml&ggﬁgptg, a Gugrent ISP allowing

e S{;as‘éé??rd‘%ﬂ"nﬁgéﬂn&@& Bk aerodiadie %?@%&W%‘eﬁz?w%smber
\lggnnec?itoné h]% angthel m{)&%megp ecc%‘h{r?pcatr?e] 5Y(Zw6 }.:nl’ hB gFtwork element

reover reques tes

%Ba u%eﬂ@r alcﬂqt eclildegﬂ tb%ﬂfﬁvofcfrle?ﬁﬁ%lr eﬂﬁ‘ﬁ%%dgwﬁﬁﬂ?ﬂﬁ{cﬁ% across

Cri exa In other e

Q)lf%fn%mbe}ﬁ:’sﬁkér%%s%tc for t he subscri ber connection
may meke periodic adjustments to different subscriber

qoovigct ilnbiock|404pndétbraiinstivinds e bn whathee cietsubscribar ¢bnnection is
210 within the network el ement 104 nay generate such

atill @gtines t Wiith refletenog tof the exoumpipiyesmtfodimentrod\ligitré 3, the forwarding
bal anci ng across of a nunber of subscribers, etc.

[coging POR makep s dedgrminatipat én pngrembedimest, ﬂmfer\wdmg engine 302
mhether t he subscri ber connection is sti]l activ

\wetfArpes E’P@HE ntp the HeMERYe#H)ta Ffrigvadbe @%ﬁeﬁkateéfsumcg@%comectwn

recorg ?oé Ofn one emrl%dlment the request for modifications includes the source
address for the subscriber. Accordingly, in an embodiment, the forwarding engine 302
retrieves the associated subscriber connection record 306 based on this address. In an
embodiment, this is the source IP address for the subscriber. However, embodiments of
the invention are so limited, as any other type of identification of the subscriber
connection can be employed. For example, in an embodiment, the identification of the
subscriber can be the Ethernet address for the network card within the computing device
102.

[0042] In an embodiment, if the associated subscriber connection record 306 is

located within the memory 320, the subscriber connection is considered active. In



engi ne 302 nmekes this determi nation. In one

enbodi nent, the forwarding engine 302 perforns a

| ookup into the nenory 320 to retrieve the associ at ed
subscri ber connection record 306. In one enbodi nent,

t he request for nndifications i ncl udes the source

address for the subscri ber. ordlngly in an

enbodi nent, the formardlng endine 302 retrieves the

R B R e ARSI et
%ﬂr@:‘ilﬁ:‘?&e Rocied SIRSS lférlegﬁn et R \eeive. R‘E&%lggféjéﬁxbgénber

nvention are so limt e as any

céﬁﬁlatchf;ﬁ Fé%de%@O@fmiﬁ%sﬁU RSthe 'n}ib‘?ﬁory 800 Be&T Wﬂéh HRRubriber
enpl oyed. For exanple, in an enbodi nent,

icdardctibh Abhgst adfivd. he subscri ber can be the Et her net
address for the network card within the conputing

deedije Upda.defcdiddidhg that the sebdzaternmnhectioh 1§ het active, the operations
associ at ed subscri ber connection record 306 is

lof ¢heet fbaw diagranm 4@hererrompiefe. 329 describedsalipyerintasrembodiment, the
connection is considered active. In 13 another
atipbutesrfonthe sqbécr&m@mes'e?n thahwererrgiesied éopejupdased were updated

3 I afioassstyer 0 08. EBFTRE e sbepie establishes a now

?ﬁ@ﬁ% el inbost IR 50y L YONBE ishRp LS ey Wbscrber

on is Ionger active. [0043] Upon determ ning
%ﬁn%%fé% subscri ber connection is not active, the

864t 1 9BlocRTa06 h?pofxﬂcewn%ﬁgg é}m ﬁl@guﬁs"cﬁb&%ﬂh%%n 1$A§ct1ve the

escri bed above, in an enb the attributes for

SHEscRBESS Fd-RehertRARAC twmre_tfaeﬁcews fife ExREIPREY @phbb@inkMit illustrated
updated were updated w thin the database server 108.

T Eigataod,ehe fureardifgeergpinesiN2 roauthesticdtds thé asbseribarwin an

subscri ber connection these attributes will be

iembodiveng ithel farwanlinghéngineedf2sfobsads beg-autbenigationiresuest for this
[0044] In bI ock 406, upon determ ning that the

§H‘E§§E‘ e thecAAClOgicolP4 s active, the subscriber is

émt n%)rllé: ?r%n dcilpévp{e rmr 1%21% OEI ogertxg'gteg é?nglllt%[:Xticate request for
this subscriber that is forwarded to the database server 108.

[0046] In block 408, a determination is made on whether the re-authentication is
successful. With reference to the exemplary embodiment illustrated in Figure 3, the
forwarding engine 302 makes this determination. In an embodiment, the forwarding
engine 302 determines that this re-authentication of the subscriber is successful based on
receipt of the attributes for this subscriber connection in response to the re-authenticate
request back from the database server 108. In an embodiment, the database server 108
transmits all of the attributes for this suﬁScriber connection to the forwarding engine 302.
In another embodiment, the database server 108 transmits those attributes of the

subscriber connection that need to be updated to the forwarding engine 302. Upon



in Figure 3, the forwarding engi ne 302

re-aut henticates the subscriber. In an enbodi nent, the

forwardi ng engi ne 302 forwards a re-authorization

request for this subscriber to the AAA [ ogic 304.

[ 0045] In one enbodi nent, the AAA | ogic 304 generates

a re-authenticate request for . this subscriber that is

forwarded to the database serVér 108. [ 0046] In bl ock
a.determnation is.. en t :

S8 hAL T 5kl PR Bl Byt e spSrasigny of e flow

dinment illustrated in Figure 3, the
P%gp@h&%ﬁﬂ&@.

g engline 302 makes this determ nation. In an

00AYi MeAblock Reof Gonaiettinthingihat the réQdtheftikiBh Mesuct&stul, the
this re-authentication of the subscriber is successful

Raget sabscribecesinpkctivh i hpdaéd. r Wittitreferdnoé td thexemplary embodiment

subscri ber connection in response to the

ikBustrated én Figuad 2, the dowasding engind 3@hupdatesdie albreesé swhscrlsar

108. In an enbodi nent, the database server 108

tcomnestipn.sInedn embodimentatherfopvardingfeogine B2 updasesthi igurrent subscriber

connection to the forwardi ng engine 302. _In another

sRpRsatiaR ithontdisepaneiing dhe wibyariver gennerer fpmsthe Refyvork element

aé ri butes of the subscriber connection that need to
updated to the forwardi ng engi ne 302. Upon 14

ST TR R EHE] Al apsapme oo
- 0471 | el
SRR 00 e A 0 B P A0 il

PRfH i PP SdesE ORBESHINRTY, t Mﬁ@é&ﬁng -eng’ﬁ: R0 BEfe8sRS thel different tasks
the exenplary enbodiment illustrated in Figure 3, the

fs@retPindhé thske QOEREn JA Drdbp dodt €6ch tAsksird §t6Fd therbimcr i ber
connection. In an enbodi nent, the forwarding engi ne

30049 pd At sedeseritedabov e it as sipbedintsat, thecfonwandingosngwiet 303 processes
di sconnecting the subscriber connection fromthe,

itleg: Roskets s¢cgived into themetvotkasipment 194. dmpegisuehembodiment the
updat e nessage is stored 'h%ho a task que

fiomasdine sagiandPhdetsppines whejher ta ﬁm}uﬁi%mctf(%ts(r?er & Biven subscriber
f(gke\ﬁlﬁércue?xgg recavo fr%r%zorI tfanSmitted %)ebased on the data rates for this subscriber

connection stored in the associated subscriber connection record 306. For example, if a
packet is received from a given subscriber connection and the data rate for this subscriber
connection is beyond the limits provided in the associated subscriber connection record
306, the forwarding engine 302 drops the packet. Conversely, if a packet is received
from a given subscriber connection and the data rate for this subscriber connection is
within the limits provided in the associated subscriber connection record 306, the
forwarding engine 302 forwards the packet based on the destination address stored in the
packet.

[0050] As described, in an embodiment, the forwarding engine 302 is reading from

and writing to the different subscriber connection records 306. Because in an



t hreaded process. Accordingly, the forwardi ng engi ne

302 processes the different tasks stored in the task

gueue in an order that such tasks are stored therein.

[ 00491 As descri bed above, in an enbodi nent, the

forwardi ng engi ne 302 processes the packets received

into the network el enent 104. L$ one such enbodi nent,

the forwarding engi ne 302 determ nes whether to drop

e i i t j . .
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associ at ed subscri ber connéctron record 306. Fo

excedrp|366. Ther@forpabk eibstSbéreemnecaon tarote @&y updated within the
subscri ber connection and the data rate for this

-suérscry 320rof tlxometeotk elemest 104 ywiticbut having 10i discopnentiod edr down the
in the associ ated subscri ber connection record 306,
tsubsarivenenndeetipnetagilow f8othedipdatss torthe pehskaber connection to take effect.
Conversely, if a packet is received froma given )
sl983Yr i Jeaneamivdinsnsnbegaesetthefogyardingangineci02¢ip path forwarding

subscri ber,. connection i.s. Within.the lim.ts provided
| RFckeis aswelh &5 Wpdaing Jhsdifeisal subsfiiheE Epmiverien seardsdes, the
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engi ne Wi t'ing
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in an 15 enbodi nent, the forwarding engine 302 is a
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istasiated wish thegypdates sotheshiffergat sbsopdekcannestian reqerds 306.
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empty. In another embodiment, the forwarding engine 302 would process the tasks from
the different tasks queues in a N-to-M ratio. For example, in an embodiment, the
forwarding engine 302 would process two tasks from the task queue for forwarding
packets for every one task processed from the task queue for updating the different
subscriber connection records 306.

[0052] However, embodiments of the invention are not limited such that the
forwarding engine 302 is a single-threaded process. In another embodiment, the

forwarding engine 302 can be comprises of a number of different threads. In one such

embodiment, in order to preclude access conflicts to the subscriber connection records



such that the forwardi ng engi ne 302 processes the
different types of task as based on the order in

whi ch such tasks are stored into task queue. However,
enbodi nents of the invention are not so limted. For
exanpl e, in another enbodi nent, one task queue can be
associated with the formarding<9f packets, while a
separate task queue can be associated with the

. . . . .
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when processing the tasks fromthe different ta
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connection records 306 when the other task queue is

deqeived frovthgibfferent suhsrsbieneamnectidns. Asrdssaribiedgthe tyo different threads

302 woul d process the tasks from the different tasks

§aR ARIMPL{0 ACees 3 SANE sthseriber spnrselipprecord 306 For example, the update
f.orwar.di n i ne 302 woul d process
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forwardi ng engi ne 302 can be conprises of a nunber of
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[0054] Inblock 412, the account for the subscriber connection is updated. With
reference to the exemplary embodiment illustrated in Figure 3, the forwarding engine
302 updates the account for the subscriber connection. In an embodiment, the
forwarding engine 302 generates an accounting message that includes those attributes
that have been updated that affect the account for the subscriber. For example, if the
attributes updated include the rate limit ahd/or policing values for the subscriber
connection, these new values can affect the cost being charged for this subscriber

connection. In one embodiment, the forwarding engine 302 transmits this account



thread may attenpt to update a given subscri ber
connection record 306 to nodify the policing value
attribute. At a sane tine, the packet forwarding
thread may attenpt to read the given subscriber
connection record 306 to determ ne whether to forward
or drop the current data pack for this subscriber
connection. 100531 Therefore, in an enbodi nent, the
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subscri ber. For exanple, if the attributes updated
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subscri ber connection, these new val ues can aff ect
tihdudss stadamly hentoay ROM)prantdvn acsish aenideg (RAM); magnetic disk
connection. In one enbodinent, the forwardi ng engine
3o2agermedig apticaliitaragemediat flash meppayysiguices elastricahtopbieale
server 108, where account data for this given, .
2eopstiralior other fAeek nrapagated sigpalsd@ 8., camiss Vaves infiargd signals,

ST S deF el udea i n the i fTerent network
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TEORE¥er DBihMERR HavEBER d¥Eeribed. Although the present invention has been
described with reference to specific exemplary embodiments, it will be evident that
various modifications and changes may be made to these embodiments without departing
from the broader spirit and scope of the ?nvention. For example, while embodiments of
the invention are described such that a se;parate database server is coupled to store data
related to subscriber connections. In other embodiments, such data can be stored within

the network element 104. Accordingly, the specification and drawings are to be regarded

in an illustrative rather than a restrictive sense.



readabl e nmedi umon which is stored a set of
instructions (i.e., software) enbodying any one, or
all, of the nethodol ogi es descri bed herein. Software
can reside, conpletely or at least partially, within
this menory and/or within the processor and/or ASICs.
For the purposes of this specigication, the term
“machi ne-readabl e nedi unt shal1” be taken to include
anyafifgghani smthat provides (i.e., stores and/or
transn1ts) information in a form readable by a
NWhEY iB@latrRedlis; @ conputer). For exanple, a
machi ne-r eadabl e medi um includes read only nenory
(ROM; random access nenory (RAM; nmagnetic disk
storage nedia; optical storage nedia; flash nenory
devi ces competet-implamentefnietidd congzirgt i cal or ot her
form of propagated signals (e.g., carrier waves,
i nf r arreckivingaatgiest tdingedifyl a gibgerities coretection toat metwpkIdhent; and
Thus, a nethod and apparatus for enabling dynamc
nodi f ireedifens #frikutessefiibe Wbé@rpbeé epmnectiom wiHan e nteseary of the

descr | bed. Wf B the pres i nvention has been
B sTmer o st ics 5éelvssr19erec>@@mﬂnamfrom the network
ﬁgbodlnents, it will be evident that wvarious

‘cations and changes nay be nmade to these
enbodi ments without departing fromthe broader spirit
and scope of the invention. For exanmple, while

enbodifRMom Qter-utn EenkdAYRINhERd efaalgﬁ hhdEd rﬁ&&gﬂgﬁ attributes

a separate database server Is coupled to Sstore

roF e ¥ sdribep BOEREGHBEEOrRPHIRE flodAPihg al ddnAEIEBh rate of the subscriber
enbodi nents, such data can be stored within the
WGMWmnknelenent 104. Accordingly, the specification

and drawi ngs are to be regarded in an illustrative
rat her than a restrictive sense. 18 CLAII\/IS What is
clainmed is: nput er -i npl erent ed et

Sonpr i e ﬁ@mpp@éémvleﬁgnﬁdr@ah@%ef ql@mw%dvheyela tlsqmlbévmhsa
connection to a. network .el enent nd nodif
EORTACTOR Beconneqling AuARIRE SPVE (oHBE Apior gad Hhereip modifying the

G tor? até QF the subscriber connection comprises modifying the rate at which data

is received into the computing device from the network.

4. The computer-implemented method of claim 2, wherein the subscriber
connection is connecting a computing device to the network and wherein modifying the
connection rate of the subscriber connection comprises modifying the rate at which data

is transmitted from the computing device to the network.

5. The computer-implemented method of claim 1, wherein modifying the attributes
of the subscriber connection comprises modifying an access control list of the subscriber

connection.



network el enent, w thout disconnecting the subscriber
connection fromthe network elenent. 2. The
comput er-i npl enented net hod of claim1, wherein

nodi fying the attributes of the subscriber connection
conprises nodifying a connection rate of the

subscri ber connection. 3. Theufonputer-inplenented

nmet hod of claim2, wherein the“subscriber connection

i& Cco Cli . [ ' [ k.and .
Fier o Nerosnitpu R AEmERL BBkt 1 WnRERIBSLRRE the atributes
B S oe? POREL O PR, AT R e i1 (E by iber
tdoAnBBoWAVith thé mehhtRy 6OHe HeBVork BRINRAE BbSd B RR g Wat the
claim 2, wherein the subscriber connection is

csmbsweibtr cupnectiompadtiveg devi ce to the network and

wherein nodi fying the connection rate of the

subscri ber connection conprises nodifying the rate at
which data is transmtted fromthe conputing device

t t helhseomputer-implemratedongthedef ¢laim brasmpsisinggerauthenficating a
claim1, wherein . nodifying the attributes of the )
SubsEibPiRso RS Biith s sther Seanchton PYPIig mapdifingis attributes of
control .list of .the.subscriber nnectipn, 19 6. The
dBtieerioer amEsion iRmaP By of B megvorkislamany

nodi fying the attributes of the subscriber connection
conprises nodifying the attributes of the subscriber

gonne CFHeQ:BnifﬁuEep-i P%éﬂ?ﬁf?&rrﬁetﬁé:%&f@aiﬁﬂ ,%Hi)tﬁlr%%ﬂ%tiﬁ‘%ﬁpaccount

determ ni ng t hat subscri ber connection I's active.

For thB ulskefbérdhnédiidh @FBM hiodi ik IRdlateibudsad fhe subscriber connection.
conprising re-authenticating a subscriber associated

with the subscriber connection prior to nodifying the
attributes of the subscriber connection within the

Penor v hgfcomputeramplsiiented apgthed ofyslairhh wherein the account is updated
caonput er - j npl ement ed, net hod of claim 1, conprisin

L}’big:g? a H@tagq?g Servsrspupled to the network element. P J

10.  An apparatus comprising:

a memory to store an attribute of a subscriber connection between a computing
device and a network;

a forwarding engine coupled to the memory, the forwarding engine to modify the
attribute of the subscriber connection, wﬁile the subscriber connection is active, without

disconnecting the subscriber connection.

11.  The apparatus of claim 10, wherein the attribute comprises a connection rate of

the subscriber connection.



for the subscriber connection upon nodifying the

attri butes of the subscriber connection. 9. The
comput er-i npl enented nethod of claim1, wherein the
account is updated wthin a database server coupl ed
to the network elenment. 10. An apparatus conprising: a
menory to store an attribute of,a subscriber
connection between a conputin devi ce and a network;

o TR PO R e e
SHbsSis Féc@ﬁfed G riﬁ@ Edrﬂﬁhtmgmek/ﬁe {3 ﬁllékﬁ%&[;drge r connection

is active, wthout disConnecting the subscriber
connection. It. The apparatus of claim 10, wherein the
attri bute conprises a connection rate of the

sldbs c riteespparansadiclain. 102@hertih thd Betripp abmptsesQf ra aiwllich the
10, wherein the attribute conprises a rate at which

tdata is transmitted frooeihe edmpnting ddvacectorthanétwgridevi ce from

the network. 13. The apparatus of claim 10, wherein

the attribute corrprises a rate at which the data is
trans L, tted from.t C ti devi.ce to the network.

14 e 2ppaREs o€ éBaWﬁ?rm he\AWHkte comprisastapiapeasecontrol list
Ogﬂ%r%l}%c an access control list of the subscriber

C f(ﬂ? TEMeRNbt wor k el enent conprising: a

traffic card coupled to connect a computing device and

a network through a subscriber connection; and a

figr ""ar“’ghmgﬁé‘élgm%%ngfﬁtsfr% the traffic card, wherein

the forwardi ng card store a nunber of

at tri Qufa@hc EQH cbhifled HPSINERQ coRPUNRE Ubﬂ@e atd'®network through a
forwarding card to include a forwarding engine, the

fsayseeibet cognevtignpend o nodi fy one of the nunber of

attributes for the subscriber connection, while the
subsceifpeyardinggacst doupleid $o thettiaffic cands Wberein the forwarding card is to
store a number of attributes for the subscriber connection, the forwarding card to include
a forwarding engine, the forwarding engine to modify one of the number of attributes for
the subscriber connection, while the subscriber connection is active, without

disconnecting the subscriber connection between the computing device and the network.

16. The network element of claim 15, wherein the one of the number of attributes

comprises a connection rate of the subscriber connection.

17. The network element of claim 16, wherein the one of the number of attributes
comprises a rate at which the data is received into the computing device from the

network.



di sconnecting the subscriber connection between the
conputing device and the network. 16. The network

el enent of claim15, wherein the one of the nunber of
attributes conprises a connection rate of the
subscri ber connection. 17. The network el ement of
claim 16, wherein the one of t?g nunber of attributes
conprises a rate at which the data is received into

the CoMRUdrRedaMhes off!;:&%tl%?v\m&%"mé 5% 6fthe %§fpbgﬂo§f attributes

network el enent of claiml6, erein oné o

neoiiseDs raaé hrkioh @ daORRfah$RSted fot i
data is transmtted fromthe cor?putoi nglegér\??gié&%]gé\?ﬁeeto the

megwarkk. 19. The network el enment of claim 15, wherein

the one of the nunber of .attributes conprises an

access control list of the subscriber connection. 20.

A machi ne-readabl e medi um that provides instructions,

W ch Thsastearkelgreent iof claim dfcwherein thaomeofthe dumbertufaributes
to perform operations conprising: receiving a request
tcanﬁ’ﬁa?w 3CeIISeBIPIist ob e sulscriber qosnectiont wor k

el enent; and nodifying attributes of the subscriber
connection, within a nenory of the network el enent,

%"t e BRCORERRIE MR R il PR e Bl b h e frecuted by
f | ' Lfeyd tiri but f th
e S B e B B e A oaR DR hE onect i or

rate oécelvifg & veymestith %fodiﬁ%%ﬁﬁ-ﬁb@ﬁcor%\%ﬂio-ms a nefwork element; and

machi ne-r eadabl e nedi um of cl ai m 21, erern

s ubs c mdaefyirpoattiaitdsf theSsubSRibBLEdinBEtich, GHNRHA hthory of the
device to the network and wherein nodifying the

aetwoek tleorent, vatheubdistdnestingshe subetrilse? RBREICtiOR from the network
conprises nodifying the rate at which data is received
Elffsnt-he conputing device from the network.

21. The machine-readable medium of claim 20, wherein modifying the attributes of

the subscriber connection comprises modifying a connection rate of the subscriber

connection.

22. The machine-readable medium of claim 21, wherein the subscriber connection is
connecting a computing device to the network and wherein modifying the connection
rate of the subscriber connection comprises modifying the rate at which data is received

into the computing device from the network.

23. The machine-readable medium of claim 21, wherein the subscriber connection is

connecting a computing device to the network and wherein modifying the connection



23. The machi ne-readabl e nedi um of cl aim 21, wherein
t he subscri ber connection is connecting a conputing
device to the network and wherein nodi fying the
connection 22 rate of the subscriber connection
conprises nodifying the rate at which data is
transmtted fromthe conputing,gevice to the network.
24. The machi ne-readabl e nedi ufif of cl ai m 20, wherein

TS S PR O
Stb&h@ﬁﬁtté@le&omctm&ﬁﬁ;sdtivi\xg deviee to/ the n@RGdHkNe- r eadabl e

medi um of cl ai m 20 erein nodifying the attributes

of the subscriber connection conprises nodifying the

attri butes of the subscriber connection with the

rdnor yThef madtenaystadahrl& mel 2meof claipo 0, detiepinimudifyidghdt attributes of
the subscriber connection is active. 26. The

rfhe srbseribes ggamgciionwainprisesimadifyimg &0accessrmpnirei gy of the subscriber
re-aut henticating a subscriber associated with the
<OB8EAOBer connection prior to nodifying the

attributes of the subscriber connection within the

menory of the network elenent. 27. The
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server coupl ed e netwo
subscriber connection is active.

26. ‘The machine-readable medium of claim 20, comprising re-authenticating a
subscriber associated with the subscriber connection prior to modifying the attributes of

the subscriber connection within the memory of the network element.

27.  The machine-readablé medium of claim 20, comprising updating an account for

the subscriber connection upon modifying the attributes of the subscriber connection.

28.  The machine-readable medium of claim 20, wherein the account is updated

within a database server coupled to the network element.



