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Receive, at a control-plane component of a virtual computing service, a client request to assign one or
more cryptographically verifiable identities (CVIs) to a compute instance Cl1 701

:

Validate request parameters (e.g., ensure that namespace owners are reachable, appropriate
credentials are available, CI1 meets CVI-assignment eligibility criteria such as CVI-dependent pricing
policy, etc.) 704

l

Transmit respective requests (e.g., with public key(s) of key-pair(s) assigned to Cl) to namespace
owner(s) to initiate the assignment of CVI(s) to instance, 707

l

Receive response(s) from namespace owner(s) and/or identity validators of the namespaces 707

l

Optionally, notify client indicating CVI assignment status and/or assigned name(s) 713

FIG. 7
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Compute instance Cl1 of a virtual computing service has one or more cryptographically-verifiable
identities (CVIs) assigned to it, €.g., by default or in response to CI1 owner’s request(s) 801

l

CI1 receives an identity query associated with a particular application and/or namespace (e.g., an
authentication request from a remote desktop client with respect to a DNS namespace, or an
authentication request from a license server with respect to a licensee namespace) 804

:

CI1 provides artifact(s) indicating the CVI assigned to it in the appropriate namespace, e.g., a digital
certificate and/or a cryptographic token obtained using a programmatic interface implemented by a
virtualization management component at the instance host where CI1 runs (a private key, whose use
for the artifact is enabled by the virtual computing service, may be managed by a secure key store and
may not be available to CI1 for copying or transferring elsewhere) 807

CVI accepted by entity

No that sent identity request? 810

CI1 proceeds with operations of the particular application 813

Optionally, CI1 transmits an error message to virtualization management component and/or virtual
computing service control plane 816

FIG. 8
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