METHODS AND A COMPUTING DEVICE FOR DETERMINING WHETHER A
MARK IS GENUINE
CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] The present application claims priority to U.S. Provisional Patent Application

62/180,477, filed June 16, 2015, the contents of which are incorporated herein by reference.

TECHNICAL FIELD
[0002] The present disclosure is related generally to anti-counterfeiting technology and,
more particularly, to methods and a computing device for determining whether a mark is
genuine.
BACKGROUND

[0003] Counterfeit products are. unfortunately, widely available and often hard to spot.
When counterfeiters produce fake goods, they typically copy the labeling and bar codes in
addition to the actual products. At a superficial level, the labels and bar codes may appear
genuine and even yield valid data when scanned (e.g., decode to the appropriate Universal
Product Code). While there are many technologies currently available to counter such
copying, most ol these solutions involve the insertion ol various types of codes, patterns,
microfibers. microdots, and other indicia to help thwart counterfeiting. Such techniques
require manufacturers to use additional equipment and material and add a layer of complexity

to the production process.
SUMMARY OF INVENTION

[0003a] According to a first aspect of the present invention, there is provided a method, on a
computing device, for determining whether a mark 15 genuine, the method comprising:
receiving an image of a candidate mark; using the received image, measuring a characteristic
of a feature of the candidate mark, resulting in a set of measurements: creating a profile for
the feature based on the set of measurements; creating a first filtered profile for the feature by
filtering, from the profile of the feature, all spatial frequency components except for those in
a first spatial frequency band; creating a second filtered profile for the feature by filtering,
from the profile of the feature, all spatial frequency components except for those in a seccond
spatial frequency band; comparing the first filtered profile of the feature with an equivalent
first filtered profile of a feature of a genuine mark; comparing the sccond filtered profile of

the feature with an equivalent second filtered profile of a feature of the genuine mark;



determining whether the candidate mark is genuine based on the first filtered profile
comparison and the second filtered profile comparison; and indicating a result of the

determination to a user.

[0003b] According to a second aspect of the present invention, there is provided a computing
device comprising a hardware processor that carries out actions comprising: receiving an
image of a candidate mark; using the received image, making a plurality of measurements of
a feature of the candidate mark; creating a profile for the feature based on the plurality of
measurements; creating a first filtered profile tor the feature by filtering, from the profile of
the feature, all spatial frequency components except for those in a first spatial frequency
band; creating a sccond filtered profile for the feature by filtering, from the profile of the
feature, all spatial frequency components except for those in a second spatial frequency band;
comparing the first filtered profile of the feature with an equivalent first filtered profile of a
feature of a genuine mark; comparing the second filtered profile of the feature with an
equivalent second filtered profile of a feature of the genuine mark; determining whether the
candidate mark is genuine based on the first filtered profile comparison and the second

filtered profile comparison; and indicating a result of the determination to a user.

[0003c] According to a third aspect of the present invention, there is provided a non-
transitory computer-readable medium having stored thereon computer-executable instructions
for carrying out actions comprising: receiving an image of a candidate mark; using the
received image, making a plurality of measurements of a feature of the candidate mark;
creating a profile for the feature based on the plurality of measurements; creating a first
filtered profile for the feature by filtering, from the profile of the feature, all spatial frequency
components except tor those in a first spatial frequency band; creating a second filtered
profile for the feature by filtering, from the profile of the feature, all spatial frequency
components except for those in a second spatial frequency band; comparing the first filtered
profile of the feature with an equivalent first filtered profile of a feature of a genuine mark;
comparing the second filtered profile of the feature with an equivalent second filtered profile
of a feature of the genuine mark; determining whether the candidate mark is genuine based
on the first filtered profile comparison and the second filtered profile comparison; and

indicating a result of the determination to a user.
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DRAWINGS
[0004] While the appended claims set forth the features of the present techniques with
particularity, these techniques, together with their objects and advantages, may be best
understood from the following detailed description taken in conjunction with the

accompanying drawings of which:

[0005] FIG. 1 is an example of a system in which various embodiments of the disclosure

may be implemented;

[0006] FIG. 2 is another example of a system in which various embodiments of the

disclosure may be implemented;
[0007] IFIG. 3 shows the architecture of a computing device according to an embodiment;

[0008] TT1G. 4 shows an example of a mark according to an embodiment;
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[0009] FIG. 5 is a flow chart of a process carried out by one or more computing devices

according to an embodiment;

[0010] FIG. 6 is a flow chart of a process carried out by one or more computing devices

according to another embodiment;

[0011] FIG. 7A and FIG. 7B show an example of how a computing device calculates

projected average pixel values according to an embodiment;
[0012] FIG. 8 shows an example of a mark according to another embodiment;

[0013] FIG. 9A and FIG. 9B show another example of how a computing device

calculates projected average pixel values according to an embodiment;

[0014] FIG. 10 shows an example of a plot of a profile of an edge according to an

embodiment;

[0015] FIG. 11 shows an example of the edge profile of FIG. 10 after the computing

device has applied a band-pass filter according an embodiment; and

0016} FIG. 12 and FIG. 13 show examples of spatial frequency spectrum correlation

profiles according to various embodiments.

DESCRIPTION
[0017] The present disclosure is generally directed to methods and a computing device
for determining whether a mark is genuine. According to various embodiments, a computing
device (or logic circuitry thereof) receives (e.g., via a camera or via a communication
network) an image of a candidate mark (e.g., a one-dimensional or two-dimensional barcode),
uses the image to make measurements (e.g., linearity, color, or deviation from best-fit grid) of
a characteristic of a feature (an edge, a cell, a bar, a subarea, a blank area, or an artifact) of
the candidate mark, resulting in a profile for that feature. The computing device filters out,
from the feature profile, all spatial frequency components except for a first band of spatial
frequency components (e.g., by applying a band-pass filter), resulting in a first filtered profile
for the feature. The computing device repeats this filtering process for a second band of
spatial frequency components (e.g., by applying a second band-pass filter to the original

feature profile), resulting in a second filtered profile for the feature. The computing device
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may repeat this filtering process for further spatial frequency bands. The computing device
compares the first filtered profile of the candidate mark with an equivalent first filtered
profile of a genuine mark (e.g., a filtered profile that the computing device obtained from an
application of the same band-pass filter to measurements of the same characteristic of the
same feature on the genuine mark). The computing device also compares the second filtered
profile of the candidate mark with an equivalent second filtered profile of the genuine mark.
The computing device determines whether the candidate mark is genuine (e.g., whether the
candidate mark is, in fact, the genuine mark). The computing device may also use these
comparisons to determine whether the candidate mark was printed from the same printing
plate as the genuine mark (e.g., to identify a mark that was printed using a stolen printing

plate).

[0018] In an embodiment, the feature that the computing device measures is an edge of
the mark, and the characteristic of the edge that the computing device measures is its
projected average pixel values. For example, the computing device may determine projected
average pixel values in a portion of the candidate mark that includes the edge (e.g., along one
or more edges of a barcode), resulting in a profile for the edge. The computing device filters
out, from the edge profile, all spatial frequency components except for a first band of spatial
frequency components (e.g., by applying a band-pass filter), resulting in a first filtered
profile for the edge. The computing device repeats this filtering process for a second band of
spatial frequency components (e.g., by applying a second band-pass filter to the original edge
profile), resulting in a second filtered profile for the edge, and may repeat this filtering
process for further spatial frequency bands. The computing device compares the first filtered
profile of the candidate mark with an equivalent first filtered profile of a genuine mark (e.g.,
a filtered profile that the computing device obtained from an application of the same band-
pass filter to a first profile of the same edge of the genuine mark). The computing device also
compares the second filtered profile of the candidate mark with an equivalent second filtered
profile of the genuine mark. The computing device determines whether the candidate mark is

genuine based on these comparisons.

[0019] In an embodiment, for each comparison that the computing device makes with
between a filtered profile of the candidate mark and a filtered profile of the genuine mark, the
computing device assigns a correlation score. By mapping the band-pass filters applied to the

feature profiles (of the candidate mark and the genuine mark) to the correlation scores (e.g.,
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plotting each correlation score versus the band-pass filter that was applied to create the
filtered profiles being compared), the computing device creates a spatial frequency spectrum
correlation profile. The computing device determines whether the candidate mark is genuine

based on its analysis of the spatial frequency spectrum correlation profile.

[0020] According to various embodiments, the computing device analyzes only a sub-
portion of the spatial frequency spectrum correlation profile in order to identify the origin of
the candidate mark. For example, the computing device may focus on the lowermost (e.g.
lowest four) bands of the spatial frequency spectrum correlation profile in order to determine

whether the candidate mark is a photocopy of the genuine mark.

[0021] This disclosure will often refer to a “mark.” As used herein, a “mark” is a visible
indicator that is intentionally put on a physical object. A mark may be something that
identifies a brand (e.g., a logo), something that bears information, such as a barcode (e.g., a
two-dimensional (“2D”) barcode as specified in the International Organization for
Standardization (“ISO”) and the International Electrotechnical Commission (“IEC”) standard
ISO/IEC 16022), an expiration date, or tracking information such as a serial number), or a
decoration. A mark is visible in some portion of the electromagnetic spectrum, though not
necessarily with the naked eye. A “feature” of a mark is something on the mark that is visible
(either to the aided or unaided eye). A “characteristic” of a feature is some measureable

aspect of the feature, such as its linearity, color, or deviation from a best-fit grid.

[0022] A “profile” is a set of measurements of one or more characteristics of a feature. In
various embodiments, one or more computing devices described herein may use one or more
profiles in order to determine whether or not a mark is genuine. The following is a non-
exhaustive list of types of profiles: an edge profile, a cell profile, a subarea profile, and an

artifact profile.

[0023] The term “artifact” as used herein is a feature of a mark that was produced by the
machine or process that created the mark, but not by design or intention (i.e., an irregularity).
An artifact may have measurable characteristics. Examples of artifacts and their measurable
characteristics include: (a) deviation in average color of a subarea (e.g., a cell of a 2D
barcode) from an average derived from within the mark (which may be an average for
neighboring cells of the same nominal color), (b) bias in the position of a subarea relative to a

best-fit grid of neighboring subareas, (c) areas of a different one of at least two colors from a
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nominal color of the cells, (d) deviation from a nominal shape of a continuous edge within
the mark, and (e) imperfections or other variations resulting from the mark being printed,
such as extraneous marks or voids. In some embodiments, an artifact is not controllably

reproducible.

[0024] The term “logic circuitry” as used herein means a circuit (a type of electronic
hardware) designed to perform complex functions defined in terms of mathematical logic.
Examples of logic circuitry include a microprocessor, a controller, or an application-specific
integrated circuit. When the present disclosure refers to a computing device carrying out an
action, it is to be understood that this can also mean that logic circuitry integrated with the

computing device is, in fact, carrying out the action.

[06025] The term “mobile communication device” as used herein is a communication
device that is capable of sending and receiving information over a wireless network such as a
cellular network or a WiFi network. Examples of mobile communication devices include cell
phones (e.g., smartphones), tablet computers, and portable scanners having wireless

communication functionality.

[06026] The term “spatial frequency” as used herein refers to the periodicity of the
variation in pixel color (e.g., grayscale color) over a distance. The units of spatial frequency
are pixels per unit of linear distance. For convenient reference, spatial frequency may also be
expressed herein in terms of wavelength (e.g., the distance between adjacent peaks in pixel
grayscale variation). For example, applying a band-pass filter to permit only components
whose wavelengths are between 0.3 millimeters and 3 millimeters is equivalent to applying a
band-pass filter to permit only components whose spatial frequencies are between 3.33 pixels
per millimeter and 0.33 pixels per millimeter. Thus, when the term “spatial frequency band”

is used herein, it may include a range of spatial wavelengths.

[0027] Turning to FIG. 1, a mark-applying device 100 applies a genuine mark 102
(“mark 1027) to a legitimate physical object 104 (“object 104”). In some embodiments, the
object 104 is an article of manufacture, such as a piece of clothing, handbag, or fashion
accessory. In other embodiments, the object 104 is a label, such as a barcode label or
packaging for some other physical object. The mark 102 may be something that identifies a
brand (e.g., a logo), something that bears information (e.g., a barcode), or a decoration.

Possible embodiments of the mark-applying device 100 include a printer (e.g., a laser or
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thermal printer), an etching device, an engraving device, a mold-applying device, a branding
device, a stitching device, and a thermal-transfer device. The mark-applying device 100
applies the mark 102 by, for example, printing, etching, engraving, molding, branding,
stitching, or thermally transferring the mark 102 onto the object 104. The mark 102 includes
one or more artifacts. In some embodiments, the mark 102 also includes intentionally-

produced anti-counterfeiting features, such as microscopic patterns.

[0028] A first image-capturing device 106 (e.g., a camera, machine-vision device, or
scanner) captures an image of the mark 102 after the mark 102 is applied. The circumstances
under which the first image-capturing device 106 captures the image of the mark 102 are
controlled, such that there is reasonable assurance that the image is, in fact, that of a genuine
mark 102. For example, the time interval between the mark-applying device 100 applying the
mark 102 and the first image-capturing device 106 obtaining the image of the mark 102 may
be small, and the first image-capturing device 106 may be physically located next to the
mark-applying device 100 along a packaging line. Thus, when the term “genuine mark™ is
used, it refers to a mark that was applied by a mark-applying device at a legitimate source

(i.e., not copied illegally or surreptitiously).

[0029] The first image-capturing device 106 transmits the captured image to a first
computing device 108. Possible embodiments of the first computing device 108 include a
desktop computer, a rack-mounted server, a laptop computer, a tablet computer, and a mobile
communication device. In some embodiments, the first image-capturing device 106 is
integrated with the first computing device 108, in which case the first image-capturing device
106 transmits the captured image to logic circuitry of the first computing device 108. The
first computing device 108 or logic circuitry therein receives the captured image and
transmits the captured image to a second computing device 110. Possible implementations of
the second computing device 110 include all of those devices listed for the first computing

device 108.

0030} Upon receiving the captured image, the second computing device 110 generates
one or more filtered profiles of one or more features of the genuine mark 102. Actions that
the second computing device may perform in carrying out this task in an embodiment are
those set forth in FIG. 5, which will be described in more detail below. The second

computing device 110 stores the filtered profiles in the media storage device 112.
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[0031] Continuing with FIG. 1, an unverified physical object 114 (“unverified object
1147), which may or may not be the legitimate physical object 104, needs to be tested to
ensure that it is not counterfeit or otherwise illegitimate. Possible embodiments of the
unverified object 114 are the same as those of the legitimate physical object 104. On the
unverified object 114 is a candidate mark 116. Possible embodiments of the candidate mark
116 are the same as those of the genuine mark 102. A second image-capturing device 118
(e.g., a camera, machine-vision device, or scanner) captures an image of the candidate mark
116 and transmits the image to a third computing device 120. As with the first image-
capturing device 106 and the first computing device 108, the second image-capturing device
118 may be part of the third computing device 120, and the transmission of the captured
image of the candidate mark 116 may be internal (i.e., from the second image-capturing
device 118 to logic circuitry of the third computing device 120). The third computing device
120 (or logic circuitry therein) receives the captured image and transmits the captured image

to the second computing device 110.

[0032] Upon receiving the captured image, the second computing device 110 generates
one or more filtered profiles of one or more features of the candidate mark 116. Actions that
the second computing device may perform in carrying out this task in an embodiment are

those set forth in FIG. 6, which will be described in more detail below.

[0033] Turning to FIG. 2, an example of a system that may be used in another
embodiment is described. Located at a packaging facility 200 are a label printer 202, a label-
applying device 204, a packaging line 206, an image-capturing device 208, and a first
computing device 210. The label printer 202 applies genuine marks, including a genuine
mark 212 ("mark 2127), to a number of labels that are carried on a label web 214. Possible
embodiments of a genuine mark include a one-dimensional (“1D”) barcode and a 2D
barcode. The label applying device 204 applies the labels (including individually-shown
labels 216 and 218 of FIG. 2) to legitimate physical objects, two of which are shown in FIG.
2 with reference numbers 220 and 222 (“first object 220” and “second object 2227). FIG. 2
shows the physical objects as being boxes (e.g., boxes containing manufactured products),
but the objects do not have to be boxes or containers. Possible embodiments of the legitimate

physical objects include those listed previously for the object 104 of FIG. 1.

[0034] The image-capturing device 208 captures an image of the mark 212 and transmits

the captured image to a first computing device 210. The first computing device 210 receives
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the captured image and transmits the captured image to a second computing device 224 via a
communication network 226 (“network 2267). Possible embodiments of the network 226
include a local-area network, a wide-area network, a public network, a private network, and

the Internet. The network 226 may be wired, wireless, or a combination thereof.

[0035] Upon receiving the captured image, the second computing device 224 generates
one or more filtered profiles of one or more features of the genuine mark 212. Actions that
the second computing device 224 may perform in carrying out this task in an embodiment are
those set forth in FIG. S5, which will be described in more detail below. The second

computing device 224 stores the filtered profiles in the media storage device 228,

[0036] Continuing with FIG. 2, at some point in the chain of distribution from the
packaging facility 200 to a point of distribution {e.g., a point of sale), a user 230 (e.g, a
salesperson or law enforcement worker) handles an unverified physical object 232
(“unverified object 2327) that has an unverified label 234 that carries a candidate mark 236.
Indicia on the unverified object 232 or information encoded in the candidate mark 236 might
suggest that the unverified object 232 originated from a legitimate source, such as the
packaging facility 200 (or the company for which the packaging facility 200 is handling the
original objects on the packaging line 206). In this scenario, the user 230 wishes to determine

whether the unverified object 232 is counterfeit or otherwise illegitimate.

[0037] The user 230 launches an application on a third computing device 238 which, in
FIG. 2, 1s depicted as a smartphone. The third computing device 238, under control of the
application (and possibly in response to additional input from the user 230) captures an image
of the candidate mark 236 (e.g., using a camera 314, depicted in FIG. 3). The third computing
device 238 decodes the explicit data in the candidate mark 236 (e.g., data in a bar code,
which indicates the identity of a product to which the bar code is applied), and transmits the

captured image to the second computing device 224 via the network 226,

[0038] Upon receiving the captured image, the second computing device 224 generates
one or more filtered profiles of one or more features of the candidate mark 236. Actions that
the second computing device 224 may perform in carrying out this task in an embodiment are

those set forth in FIG. 6, which will be described in more detail below.

[0039] In one implementation, one or more of the computing devices 108, 110, and 120

of FIG. 1 and one or more of the computing devices 210, 224, and 238 of FIG. 2 have the

8
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general architecture shown in FIG. 3. The device depicted in FIG. 3 includes logic circuitry
302, a primary memory 304 (e.g., volatile memory, random-access memory), a secondary
memory 306 (e.g., non-volatile memory), user input devices 308 (e.g., a keyboard, mouse, or
touchscreen), a display 310 (e.g., an organic, light-emitting diode display), and a network
interface 312 (which may be wired or wireless). The memories 304 and 306 store instructions
and data. Logic circuitry 302 executes the instructions and uses the data to carry out various
procedures including, in some embodiments, the methods described herein (including, for
example, those procedures that are said to be carried out by a computing device). Some of the
computing devices may also include a camera 314 (e.g., the third computing device 238,

particularly if it is implemented as a mobile communication device).

[0040] In an embodiment, a genuine mark (such as the genuine mark 212 of FIG. 2) is
made up of a number of features referred to herein as “subareas.” The subareas may
correspond to “cells” according to ISO/IEC 15415 and may be uniformly-sized. To help
illustrate some of the concepts discussed herein, attention is directed to FIG. 4, which
illustrates a mark 400 having a first subarea 450, a second subarea 452, a third subarea 454,
and a fourth subarea 456. A characteristic of the first subarea 450 is its average
pigmentation, which a computing device may measure and determine to deviate significantly
(e.g., to a degree that exceeds a predetermined threshold) from that of other subareas. A
characteristic of the second subarea 452 is its offset from a best-fit grid 458. A computing
device may measure this deviation and determine the amount of deviation to be significantly
higher than that of other subareas. A characteristic of the third subarea 454 is the incidence of
voids. A computing device may measure the incidence of voids and determine that the third
subarea 454 includes significantly higher incidence of voids than other subareas. Finally, a
feature that can be found in the fourth subarea 456 is an edge 460. A characteristic of the
edge 460 is its linearity. A computing device may measure this linearity and determine that

the linearity is significantly less than edges of other subareas.

[0041] Turning to FIG. 5, an example of a procedure that the second computing device
110 or second computing device 224 carries out in an embodiment is described. At block
502, the computing device receives an image of the genuine mark. At block 504, the
computing device uses the received image to make measurements of a feature of the genuine
mark, resulting in a set of measurements. If a feature whose characteristics are being

measured happens to be an artifact, then the set of measurements will consequently include
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data regarding the artifact. The set of measurements may be one of several sets of
measurements that the computing device generates about the genuine mark. The computing
device may carry out the measurements in different locations on the genuine mark. In doing
s0, the computing device can divide the mark into multiple subareas (e.g., in accordance with
an industry standard). In an embodiment, if the mark is a 2D barcode, the computing device
carries out measurements on all of or a subset of the total number of subareas (e.g., all of or a

subset of the total number of cells) of the mark.

[0042] Examples of features of the genuine mark that the computing device may measure
include: edges, bars, areas between bars, extraneous marks, regions, cells, and subareas.
Examples of characteristics of features that the computing device may measure include:
shape, aspect ratio, location, size, contrast, prevalence of discontinuities, color (e.g.,
lightness, hue, or both), pigmentation, and contrast variations. In some embodiments, the
computing device takes measurements of the same characteristic on the same features from
mark to mark, but on different features for different characteristics. For example, the
computing device might measure the average pigmentation on a first set of subareas of a
mark, and on that same first set of subareas for subsequent marks, but measure edge linearity
on a second set of subareas on the mark and on subsequent marks. The two sets of subareas
(for the different features) may be said to be “different” if there is at least one subarea that is
not common to both sets. For example, the computing device may measure (for all or a subset
of subareas of the mark): (1) the average pigmentation of some or all of the subareas of the
mark (e.g., all or some of the cells), (2) any deviation in the position of the subareas from a
best-fit grid, (3) the prevalence of stray marks or voids, and (4) the linearity of one or more

edges of the subarea.

[0043] At block 506, the computing device creates a profile for the feature based on the
measurements. At block 508, the computing device creates a first filtered profile for the
feature. For example, the computing device applies a first band-pass filter to the profile. At
block 510, the computing device creates a second filtered profile for the feature. For example,
the computing device applies a second band-pass filter to the profile. At block 512, the
computing device stores the first and second filtered profiles (e.g., in the media storage

device 112 or the media storage device 228).

[0044] In an embodiment, a computing device (such as the second computing device 110

or second computing device 224) measures the pixel value (e.g., the grayscale value) of each
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pixel along a line starting from the interior of a portion of a mark and extending out beyond
an edge of the mark and calculates an average of all of the measured pixels (referred to as the

“projected average pixel value™).

[06045] Turning to FIG. 6, an example of a procedure that the second computing device
110 or second computing device 224 carries out in an embodiment is described. At block
602, the computing device receives an image of a candidate mark. At block 604, the
computing device uses the received image to make measurements of a feature of the
candidate mark. At block 606, the computing device creates a profile for the feature based on
the measurements. At block 608, the computing device creates a first filtered profile for the
feature. At block 610, the computing device creates a second filtered profile for the feature.
The computing device may carry out blocks 606, 608, and 610 using the image of the
candidate mark in the same way described above (e.g., blocks 506, 508, and 510) for the
genuine mark. At block 612, the computing device compares the first and second filtered
profiles with equivalent first and second profiles of the genuine mark (e.g., retrieving the first
and second profiles of the genuine mark from the media storage device). Based on the
comparison, the computing device determines, at block 614, whether the candidate mark is
genuine. If the computing device determines that the candidate mark is not genuine then (at
block 616) the computing device indicates that candidate mark cannot be verified (e.g., by
transmitting a message to the third computing device 110, which the third computing device
110 displays to the user). If the computing device determines that the candidate mark is
genuine then (at block 618) the computing device indicates that candidate mark has been
verified (e.g., by transmitting a message to the third computing device 110, which the third

computing device 110 displays to the user).

[0046] As noted above, one possible feature for which a computing device (in an
embodiment) can take measurements of a characteristic (e.g., block 504 or block 604) is an
edge. Turning to FIG. 7A, for example, a portion 700 of a barcode has an interior area 702
(typically printed in black) and an edge 704. FIG. 7A also depicts a first reference axis 706
and extending out beyond the edge 704 to a second reference axis 708. There are many
possible values for the distance between the first reference axis 706 and the second reference
axis 708. For example, the distance may be the distance to the next printed area (the white
space gap) or one-half the width of the printed area in which the computing device is taking

measurements currently operating (the interior area 702). The distance may a larger or

11
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smaller fraction of the width of the interior area 702. In other embodiments, both the first
reference axis 706 and the second reference axis 708 are within the interior area 702. In other
embodiments, both axes are outside of the interior area 702 (e.g., only in the white space).
The computing device in this embodiment measures the grayscale value (e.g., on a scale from
0 to 255) of each of the pixels along a first line 710, along a second line 712, along a third
line 714, and along a fourth line 716. Each of the first line 710, second line 712, third line
714, and fourth line 716 starts at the first axis 706, extends out towards and beyond the edge

704, and terminates at the second axis 708.

[0047] In FIG. 7A, the lines 710, 712, 714, and 716 are depicted in FIG. 7A as being
perpendicular to the first reference axis 706 and second reference axis 708, but need not be.
Although depicted in FIG. 7A has being spaced apart from one another, the lines 710, 712,
714, and 716 may have no space in between one another. Furthermore, although four lines are
depicted, there may be fewer (even as few as one) or more. Additionally, the lines 710, 712,
714, and 716 may be straight, but need not be. For example, if the barcode (of which the
portion 700 is part) is on a curved surface, then the lines 710, 712, 714, and 716 might be
straight in the x-y plane, but be curved with respect to the z-axis (e.g., bulging outwardly

from the page).

[0048] Although the edge 704 is depicted as generally linear with regard to the y
direction, it need not be. For example, the edge could be an offset curve (e.g., resemble a
wavy line). Furthermore, while the first reference axis 706 and second reference axis 708 are

depicted as being generally parallel to the edge 706, they need not be.

[0049] In an embodiment, if the feature is an edge, for a given edge of a mark, the
computing device develops profile for the edge (blocks 506 and 606). The edge profile, in an
embodiment, includes a data series of the projected average pixel values calculated for a
portion of the mark that includes the edge. The computing device calculates a projected
average pixel value of the pixels along each of the first line 710, second line 712, third line
714, and fourth line 716. The computing device may carry out this projected average pixel
value operation on multiple edges of the mark, and do so on the entire length of an edge or
less than the entire length of an edge. For example, on a 2D barcode, such as that shown in
FIG. 4, the computing device may carry out the operation on any combination of: top edges
of one or more cells, bottom edges of one or more cells, left edges of one or more cells, and

right edges of one or more cells. In another example, on a 1D barcode, such as that shown in
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FIG. 8, the computing device may carry out the projected average pixel value operation on
each of the bars of the portions of the bars of the barcode. For example, the computing device
could carry out the operation on the portion 802 of the thirteenth bar (shaded for clarity) of
the barcode of FIG. 8, which includes the leading edge of that bar, and carry out the operation
on the portion 804, which includes the trailing edge. The computing device may carry out this

operation on the leading and trailing edges of each of the bars.

[0050] Turning to FIG. 7B, the pixels of the first line 710 are represented by four
individual pixels. Naturally, there may be many more pixels, but only four are shown for ease
of description. Pixels 1 and 2 each have a value of 255, Pixel 3 has a value of 84, and Pixels 4
and 5 each have a value of 0. The average of those values (the projected average pixel value)

is 106.

[0051] Taking an average along the projection lines allows the computing device to
account for artifacts that are within the interior area 702 of the barcode portion 700 in
addition to the artifacts along the edge 704. For example, FIG. 9A shows a portion 900 of a
barcode having an interior area 902 in which there are extraneous voids 904, and an edge
906, beyond which are extraneous marks 908. The computing device in this embodiment
measures the grayscale value each of the pixels along a first line 910, along a second line
912, along a third line 914, and along a fourth line 916. FIG. 9B illustrates that the projected
average pixel value (130) along the first line 910 is partly a result of extraneous voids 918,
920, and 922, as well as extraneous mark 924. These extraneous marks and voids affect the
individual values of pixels, so that Pixel 2 has a value of 220, Pixel 3 has a value of 100,

Pixels 4 has a value of 25, and Pixel 5 has a value of 53.

[0052] FIG. 10 depicts a plot of an example of an edge profile. The vertical axis
represents the projected average pixel value (e.g., gray value) taken along a line (e.g., as
described in conjunction with FIG. 7A and FIG. 9A) in the region of an edge of a mark. The
horizontal axis represents the position along the first reference axis 706 (e.g., in units of pixel

index values, or the order of a pixel in a continuous line of pixels along the reference axis).

[0053] According to an embodiment, to carry out blocks 508, 510, 608, and 610, the
computing device applies a series of band-pass filters, one at a time, to the profile of an edge
of the mark, and may do so for multiple edge profiles (e.g., for each edge for which the

computing device has developed an average value profile). The band-pass filter eliminates all
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spatial frequency components except for those frequency components that fall within the
range of the band-pass filter. FIG. 10 shows an example of an edge profile before the
computing device has applied a band-pass filter. FIG. 11 shows a plot representing the edge

projection of FIG. 10 after the computing device applies a band-pass filter.

[0054] There are many possible types of filters and filtering techniques that may be used
in various embodiments. In an embodiment, the computing device uses a band-pass filter that
can resolve printed features in the size range between 0.3 to 3 mm. In this embodiment, the
upper and lower limits for the band-pass filter are 6; = 20 and o; = 2. The size of the smallest
feature for each limit is (with length=3c (in pixels)). L1 = 60 pixels and L2 = 6 pixels. The
upper and lower limit in cycles/profile [800 pixels per profile, f=800/(2L)]. f1 = 800/(60+60)
= 0.6 cycles/profile, £2= 800/(12) = 66 cycles/profile. The size of the smallest feature for each
limit in mm (with 800 pixels per 4cm, 0.05 mm/pixel, L1 =3mm, L2 = 0.3 mm. Accordingly,

the band-pass filter resolves printed features in the size range between 0.3 to 3 mm.

[0055] In another embodiment, the band-pass filter resolves printed features in the size
range between 1.5 — 4.5mm: 6; =30 and 6,= 10. L1 = 90 pixels or 4.5mm, f1 =4 .4

cycles/profile.

[0056] In an embodiment, the computing device creates multiple filtered profiles for a
genuine mark over multiple spatial frequency bands and stores those filtered profiles in a
media storage device. Subsequently, when the computing device receives an image of a
candidate mark that is to be tested for genuineness, the computing device (a) creates filtered
profiles for the candidate mark (e.g., blocks 508, 510, 608, and 610), (b) compares the filtered
profile for the candidate mark in a particular spatial frequency band with the filtered profile
of the genuine mark in the same spatial frequency band (e.g, by running a statistical
correlation function on the data series of the filtered profile of the genuine mark and the
filtered profile of the candidate mark) (e.g., block 612), (c) assigns a correlation score based
on the statistical correlation, (d) repeats (b) and (¢) for multiple frequency bands, and (e)
creates a spatial frequency spectrum correlation profile based on the collection of correlation
scores. For example, the correlation score may be the numerical series correlation for the

genuine and candidate metrics data band-filtered at a particular frequency band.

[0057] In an embodiment, the spatial frequency spectrum correlation profile is made up

of a data series that includes the correlation scores ordered in a predetermined manner. FIG.
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12 shows an example of a spatial frequency spectrum correlation profile, depicted as a plot.
The horizontal axis is made up of numerical values assigned to each of the band-pass filters.
For example, band-pass filter #1 might admit spectral components from wavelengths of 3
millimeters to 6 millimeters, band-pass filter #2 might admit spectral components from
wavelengths of 6 millimeters to 12 millimeters, etc. The vertical axis is made up of the
correlation scores of the correlation operation carried out by the computing device on the

respective filtered profiles of the candidate mark and the genuine mark.

[0058] In an embodiment, the computing device compares the spatial frequency spectrum
correlation profile of a candidate mark and that of a genuine mark and determines, based on
the comparison, whether the candidate mark is the genuine mark. Additionally or
alternatively, the computing device determines whether the candidate mark was printed using
the same printing plate as the genuine mark (e.g., after making a determination that the
candidate mark is not genuine). The shape of the spatial frequency spectrum correlation
profile indicates the result and the computing device may interpret this shape as part of
carrying out block 614. For example, FIG. 12 shows the typical ‘hump’ shape of a genuine
mark (line 1202) and the low, flat line of a counterfeit mark (line 1204). FIG. 13 shows a

genuine (line 1302) vs. a photocopy of the same genuine mark (line 1304).

[0059] It should be understood that the exemplary embodiments described herein should
be considered in a descriptive sense only and not for purposes of limitation. Descriptions of
features or aspects within each embodiment should typically be considered as available for
other similar features or aspects in other embodiments. It will be understood by those of
ordinary skill in the art that various changes in form and details may be made therein without
departing from their spirit and scope of as defined by the following claims. For example, the
steps of the flow charts of FIG. 5 and FIG. 6 can be reordered in ways that will be apparent to
those of skill in the art. Furthermore, the steps of these flowcharts as well as the methods

described herein may all be carried out on a single computing device.
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CLAIMS

What is claimed is:
1. A method, on a computing device, for determining whether a mark is genuine, the
method comprising:

receiving an image of a candidate mark;

using the received image, measuring a characteristic of a feature of the candidate
mark, resulting in a set of measurements;

creating a profile for the feature based on the set of measurements;

creating a first filtered profile for the feature by filtering, from the profile of the
feature, all spatial frequency components except for those in a first spatial frequency band,

creating a second filtered profile for the feature by filtering, from the profile of the
feature, all spatial frequency components except for those in a second spatial frequency band;

comparing the first filtered profile of the feature with an equivalent first filtered
profile of a feature of a genuine mark;

comparing the second filtered profile of the feature with an equivalent second filtered
profile of a feature of the genuine mark;

determining whether the candidate mark is genuine based on the first filtered profile
comparison and the second filtered profile comparison; and

indicating a result of the determination to a user.

2. The method of claim 1, further comprising;

receilving an image of the genuine mark;

using the received image of the genuine mark, measuring a characteristic of a feature
of the genuine mark, resulting in a set of measurements;

creating a profile for the feature of the genuine mark based on the set of
measurements of the feature of the genuine mark;

creating the equivalent first filtered profile of the genuine mark by filtering, from the
profile of the feature of the genuine mark, all spatial frequency components except for those
in the first spatial frequency band; and

creating the equivalent second filtered profile of the genuine mark by filtering, from
the profile of the feature of the genuine mark, all spatial frequency components except for

those in the second spatial frequency band.

3. The method of claim 1, wherein
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the feature is an edge of the mark,

measuring the characteristic of the feature of the candidate mark comprises
calculating a plurality of projected average pixel values in a portion of the mark that includes
the edge, and

creating the profile for the feature comprises creating a profile of the edge based the
calculated plurality of projected average pixel values calculated in a portion of the candidate

mark that includes the edge.

4 The method of claim 3, wherein calculating the plurality of projected average pixel
values comprises calculating at least one projected pixel value along a line that runs from a
first reference axis that extends in a direction generally parallel to the edge to a second

reference axis that extends in a direction generally parallel to the edge.

5. The method of claim 4, wherein the mark is a barcode, the first reference axis is

within a bar of the barcode, and the second reference axis is between bars of the barcode

6. The method of claim 4, wherein the mark is a barcode, the first reference axis is

within a bar of the barcode, and the second reference axis is within the bar.

7. The method of claim 4, wherein the mark is a barcode, the first reference axis is

between bars of the barcode, and the second reference axis is between bars of the barcode.

8. The method of claim 1, further comprising;
creating further filtered profiles for the feature for further spatial frequency bands; and
comparing each of the further filtered profiles with equivalent filtered profiles of the
feature on the genuine mark,
wherein determining whether the candidate mark is genuine is further based on the

further filtered profiles.

9. The method of claim 1, further comprising:
assigning a first correlation score to the first spatial frequency band based on the
comparison of the first filtered profile of the feature with the equivalent first filtered profile

of the feature of the genuine mark;
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assigning a second correlation score to the second spatial frequency band based on the
comparison of the second filtered profile of the feature with the equivalent second filtered
profile of the feature of the genuine mark; and

creating a spatial frequency spectrum correlation profile using the first correlation
score and the second correlation score,

wherein determining whether the candidate mark is genuine comprises determining
whether the candidate mark is genuine based on at least ome of the first and second

correlation scores.

10. The method of claim 9, wherein
creating the spatial frequency spectrum correlation profile comprises:
mapping the first correlation score to a first band-pass filter of the first
spatial frequency band; and
mapping the second correlation score to a second band-pass filter of
the second spatial frequency band, and
determining whether the candidate mark is genuine comprises analyzing the mapped

correlation scores and spatial frequency bands.

11.  The method of claim 1, wherein

creating the first filtered profile comprises applying a first band-pass filter to the
feature profile;

creating the second filtered profile comprises a second band-pass filter to the feature

profile separately from the application of the first band-pass filter.

12. The method of claim 1, wherein the feature is an artifact.

13. The method of claim 1, wherein the feature is a subarea of the candidate mark, and the

measurement is a measurement of the average pigmentation of the subarea.

14. The method of claim 1, wherein the feature is a subarea of the candidate mark, and the

measurement is a measurement of deviation in the position of the subarea from a best-fit grid.

14, The method of claim 1, wherein the feature is a subarea of the candidate mark, and the

measurement is a measurement of stray marks or voids in the subarea.
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16.  The method of claim 1, wherein receiving the image of the candidate mark comprises

receiving the image from a camera built into the computing device.

17. The method of claim 1, wherein receiving the image of the candidate mark comprises

recetving via a network,

18,  The method of claim 1, wherein the mark is selected from a group consisting of a

barcode, a logo, and a decoration.

19. A computing device comprising a hardware processor that carries out actions
comprising:

receiving an image of a candidate mark;

using the received image, making a plurality of measurements of a feature of the
candidate mark;

creating a profile for the feature based on the plurality of measurements;

creating a first filtered profile for the feature by filtering, from the profile of the
feature, all spatial frequency components except for those in a first spatial frequency band;

creating a second filtered profile for the feature by filtering, from the profile of the
feature, all spatial frequency components except for those in a second spatial frequency band;

comparing the first filtered profile of the feature with an equivalent first fltered
profile of a feature of a genuine mark;

comparing the second filtered profile of the feature with an equivalent second filtered
profile of a feature of the genuine mark;

determining whether the candidate mark is genuice based on the first filtered profile
comparison and the second filtered profile comparison; and

indicating a result of the determination to a user.

20. A non-transitory computer-readable medium having stored thereon computer-
execitable instructions for carrving out actions comprising:

receiving an image of a candidate mark;

using the received image, making a plurality of measurements of a feature of the
candidate mark;

creating a profile for the feature based on the plurality of measurements;
19



creating a first filtered profile for the feature by filtering, from the profile of the
feature, all spatial frequency components except for those in a first spatial frequency band;

creating a second filtered profile for the feature by filtering, from the profile of the
feature, all spatial frequency components except for those in a second spatial frequency band;

comparing the first filtered profile of the featwe with an equivalent first filtered
profile of a feature of a genuine mark;

comparing the second filtered profile of the feature with an equivalent second filtered
profile of a feature of the genuine mark;

determining whether the candidate mark is genuine based on the first filtered profile
comparison and the second filtered profile comparison; and

indicating a result of the determination to a user.
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