» PCT/ US95/ 09953 WD 96/ 06504 Smart-Card Based Access Control System wth
" Inproved Security 5 The present invention involves access :
control sbeedosl NCl uding an integrated circuit (1C) car dPCEUSO¥IMPE " card,
“for limting access to information in signal processing applications.
- Systens such as pay-TV systens include access control sub- systens that
limt access to certain prograns or channels. Only 1 0 users who are
entitled (e.g., paid a fee) are permtted to view the prograns. One
approach to limting access is to nndifﬂ-the signal by, for exanple,
scranbling or encrypting the signal. Scranbling typically involves
nodi fying the formof the signal using nethods such as renoving
synchroni zation pul ses. Encrypti ®mafvChESBhsedodi fying a data conponent
included in the signal accqiding to a rypt Qgr aphi ¢ al gorithm
Only individuals who ST -e TR e e e e REY e H iAoy needed to
descranbl e or decrypt the signal. The terns scranbling and descranbling as

gener al 31 nel udi ng. cr g RranRLY TRAeRAG By diges L BtedsE” dBnHAE sfemisns mmy
include an imeluding ean dntegrated( cgpcuita(IC) wardsoar $martf deardeafarr e. A spart
brocessi ng. LEiLids kst 10 E*é“ﬁgﬁi‘%‘?%%Z‘%%a??bﬁ%%@%@%ﬁ@%@ﬁ?ho a card
25  reader SYSIMS ot sassipébfa-iJ Systemas ringlpden access canteolc sub-
I nt er nat i ongysienidBad dimitgastesit to edridif) progradiy Gr Shdmesds abloskes
specifi,cations for, an | C cap,d,.i pterface, | articul ar,, 1,.SO st,andayd 7816- 2
speci f k8 { HSErs fthd are, pRBUFA; (k.8 BAld @, fed)o are ‘permitted to View the
programs. One approach to limiting access is to modify the signal
by, for example, scrambling or encrypting the signal. Scrambling
typically involves modifying the form of the signal using methods
such as removing synchronization pulses. Encryption involves
15 modifying a data component included in the signal according to a
particular cryptographic algorithm. Only individuals who are
~entitled to access are given the "key" needed to descramble or
decrypt the signal. The terms scrambling and descrambling as
used below are intended to encompass access control techniques
20 in general, including cryptography and scrambling.
| Access control systems may include an integrated
circuit (IC) card, or “smart" card, feature. A smart card is a plastic
card the size of a credit card that has a signal processing IC
embedded in the plastic. A smart card is inserted into a card
25 reader that couples signals to and from the IC in the card.
' International Standards Organization (ISO) standard 7816
establishes specifications for an IC card interface. In particular,
'ISO standard 7816-2 specifies that the electrical interface to the
card will be via eight contacts positioned on the card surface as
30 shown in Figure 2A. Six of the eight signals at the contact points
are defined as VCC (supply voltage), RST (reset signal), CLK (clock
signal), GND (ground), VPP (programming voltage for
programming memory in the card IC), and I/O (serial data
input/output). Two contacts are reserved for future use. The




card will be via eight contacts positioned on the card surface as 30 oW
in Figure 2A. Six of the eight signals at the contact points are defined as
VCC (su;wbgs,g&h&age), RST (reset signal), CLK (clock signdGI/U83§999%r ound),
VPP (programmng voltage for programring nenory in the card 1C), and 1/0O
(serial data input/output). Two contacts are reserved for future use. The
PCT/ US95/ 09953 WD 96/ 06504 2 assignnent of the signals to the smart card
contacts is shown in Figure 2B. The IC i)él a smart card processes data such
as security control information as part ®f an access control protocol. The
IC 5 includes a contr?l m cyocQnput ey, such as fhe 6805 processor, from
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menory. Theppgmegm.r perfornms various security control functions including
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access).” The processor_a es entit]lements 1nr to
entit | ement fromoMatorela iSemicondustart Argtingchesas, nwbiclydac ROM, are

included i NEEPROMUtand WAM mbMdi9t 2 THPigrakbssor performs various
security control functions including entitlement management and
generating the key for descrambling the scrambled data
10 component of the signal. q
Entitlement management involves modifying
information stored in the card that specifies the card owner's
entitlements (i.e. programs and services that a user is entitled to
access). The processor adds and deletes entitlements in response
15 to entitlement information in entitlement management messages
(EMM) that are included in the input signal. EMM data typically
indicates entitlement to a particular service, e.g. all programming
on a particular channel, or to a particular program offered by a
service, e.g., one movie on a particular channel. Because EMM
20 relates to relatively long term entitlement, EMM typically occurs
infrequently in a signal.
Once entitled to a service or program, descrambling of
the service or program can occur only after genmerating a
descrambling key. Key generation occurs in response to
25 entitlement control messages (ECM) that are also included in the
input signal. ECM provides initialization data for key generation
routines that are executed by the processor. Each time a service
provider changes the scrambling key, ECM data is included in the
signal so that a system entitled to access can generate the
30 corresponding new descrambling key. To aid in preventing
unauthorized access to- scrambled signals, the key is changed
frequently, e.g., every two seconds. Thus, ECM data occurs
frequently in the signal.
EMM and ECM data is transferred to the smart card for
35 processing via the serial /O terminal of the ISO standard 7816
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processed further by the signal processing channel to produce
10 video and audio signals suitable for coupling to output devices
such as a kinescope and a loudspeaker, respectively.

- Including a descrambling function in the video signal
processing channel involves adding descrambling hardware to the
system. The hardware may be included in a consumer electronics

15 (CE) device, such as a television receiver, or may be in a stand-
alone decoder unit, such as a cable box. Including descrambling
hardware in a CE device or separate decoder unit dedicates the
device to a particular access control system. For example, the
hardware may be appropriate for descrambling only a particular

20 type of scrambling algorithm. If the service provider decides to
change to a different access control system, e.g. due to security
problems, replacing the descrambling hardware involves the
expensive and difficult task of modlfymg CE devices and/or
replacing decoder units.

25 : In addition, transferring data between a smart card
and the system using the smart card provides an opportunity for
a hacker to attack the security system. Because the security
control IC is embedded in the smart card, a hacker cannot access
the IC directly as part of an. attempt to "hack”, i.e. defeat, the

30 security algorithm. Attempting to de-laminate the smart card to
access the IC will destroy the IC. However, a hacker can monitor a
transfer of data between a smart card and other parts of the

' systém. By monitoring a data transfer, a hacker might intercept
key data being transferred to.an external descrambler, thereby

35 cbmpromising the access control system. Similarly, a hacker can




5 key to produce a descranbled, or "plaintext", output signal.
Descranbl i ng invol ves reversing the ef fects of the scranbl i ng process,

€. 0., Wodduesdd i ng sync pul ses or decrypting data using RATAUSISNWEZ e of the
encryptlon al gorithm The descranbled signal is processed further by the
si gnal processing channel to produce 1 0 video and audi o signals suitable
for coupling to output devices such as a kinescope and a | oudspeaker,
respectively. Including a descranbling,function in the video signal
processi ng channel involves adding descranbllng hardware to the system
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| C. Howevéignalshadihie sesendopracessed signali is combined  with\udhe ﬁrsirrart card
and other spgidls cofnpoifent of the input signal to- produce an output signal

from the smart card. .
In accordance with another aspect of the invention,

15 the first sxgnal component of the input signal is combined with the -
second processed signal to produce a predetermined timing
relatlonshrp between the first signal component and the second
processed component in the output signal.

In accordance with another aspect of the invention,

20 the ﬁrst signal component of the input signal is delayed before
being combined with the second processed signal such that the
output signal exhibi_ts the predetermined  timing relationship.

In accordance with. another aspect of the ‘invention,
the predetermined tirning relationship is substantially the same as

25 a timing relationship that exists between the first and second
signal components of the input signal. . .

In accordance with another aspect of the inve"ntion,
the - first signal component of the input signal is delayed through a
first-in-first-out memory device included in the smart card pnor

30 to being combined with the second processed signal. -

- In accordance with another aspect of the invention,
the first and second signal components of the input signal include
scrambled information. The first and second processed signals
include descrambled information corresponding to the scrambled

2



xsystem By nonitoring a data transfer, a hacker m ght intercept key data
being transferred to an external descranbler, thereby 3 5 conprom sing the
~access CRphogbestystem Sinmilarly, a hacker can . WO 96/ 06BOWUS9S/09953

*PCT/ US95/ 09953 4 nonitor a transfer of entitlenent data to and fromthe
smart card. By detecting changes between entitlenent data being input to a
smart card and entitlenment information being output froma smart card, a
hacker m ght obtain information regarding the 5 access control algorithm
that is being used in the smart card. The invention resides, in part, in
recognition,of the,descriped_problens and, in part, in providing a solution
to the probliBFRIMAtion cifothenfitst,anfl seronsd,signal compongnistafoshe Anpusr t
card processggnal.rst and second signal conmponents of an input 1 0 signal

to produce corresponding fi rscta and_second rocesseg S| gal s. The second
processed signal is cdRb@RERTAANCE Wil ; anQifet; d5pec c%'ln‘g felRVeiQhe i nput . -

signal to prthelufiestasignalpcompopreat 6f ctive inputs sigralceomprisesaserandsiede Wit h
put i GnarieRmbr de e, O pabfBr.dcoRst-sbVicS, W8y 4P FPH B¥ce o
pr edet er i nédannal,ngnd cthe iseaend psigpal vaampenrents of sthesiippiatl signglonent and
anot EES?QSp‘SE’?‘Wﬁﬁe@E@?%F?Zﬂ?“J g Py AR T
i nput si gnalPTP¥IAES} Apch (98¢ scrambled video or audio “data.

The invention may be better understood by referring

10 to the accompanying drawing in which:
" Figure 1 shows, in block diagram form, a signal
processing system including a smart card that provides both
~entitlement processing and descrambling;
Figure 2A shows the location of signal contacts on the
15 surface of a smart card in accordance with ISO standard 7816-2;

Figure 2B shows the assignment of smart card
interface signals to signal contacts shown in Figure 2A in
accordance with ISO standard 7816-2; |

Figure 3 shows a format that data included in a signal

20 processed by the system shown in Figure 1 may exhibit; o

Figure 4 shows, in block diagram form, an embodiment
of signal processing functions included in a smart card suitable for
use with the system shown in Figure 1; |

Figures 5 through 8 illustrate signal routing through

25 the smart card shown in Figure 4 during various modes of
operation of the system shown in Figure 1;

An embodiment of a smart card access control system
including the invention will be described in reference to an
exemplary video signal processing system that is shown in block

30 diagram form in Figure 1. The system shown in Figure 1 includes
signal processing functions that may be found in various signal
processing systems. A specific example is the DSS® direct-
broadcast satellite television system developed by Thomson
Consumer Electronics, Inc.



bei ng conbined with the second processed signal such that the output signal ®
exhibits the predetermned timng relationship. In accordance w th anot her
aspect R?‘F’%"Pﬁo‘l[ nvention, the predeterm ned tim ng rel at iRCIEUSIH09953

subst a ' he sanme as 25 atimng relationship that exists between
the first and second signal conponents of the input signal. In accordance
w th anot her aspect of the invention, the first signal conponent of the

i nput signal is delayed through a firsg-in-first-out nmenory device included
in the smart card prior 30 to being conmbined with the second processed

signal. In accordance with a er asge of the invention, the first and
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| nvention and/or specﬁLlc pr%ng(ggrrn%t Oed ubs¥=rr ése rpra'uri| gfor). In addition,
application-specific key generation software is stored in the card
10 memory. | : : : ' ‘
~ Entitlement mformatlon stored in the card can be
modified by the service ‘provider from a remote location using
entitlement management messages (EMM) and entitlement control
messages (ECM) that are inserted into portions of the signal. EMM
15 includes information indicating subscription (long ‘term access)
and pay-per-view (single program access) services that the user
has paid for. EMM may be directed to a particular smart card by
including identification information in EMM data that corresponds
to the 1dent1f1cat10n information stored in the particular smart
20 card. ECM mcludes data. such as initialization data needed to
generate_ descrambhng, keys. Thus, a signal for a particular
program includes both a scrambled data component comprising
video and audio data, and a control information component
comprising EMM and ECM. .
25 When the user w1shes to access a pay-TV ‘service,
 smart card 180 in Flgure 1is inserted into card reader 190. Card
reader 190 couples signals between smart card 180 and a signal
processing channel comprising units 100 through 170 in Figure 1.
More specifically, card reader 190 connmects to eight terminals that
30 are located on the surface of smart card 180 as specified in ISO
standard 7816-2 (see Figure 2). The connection established by
card reader 190 creates interface 187 between smart card 180
and the signal processing channel. In accordance with an aspect
of the invention described further below, the eight signals in
35 interface 187 include signals 184, a high speed data input/output



=z 1 0 to the acconpanying drawing in which: Figure 1 shows, in block diagram
form a signal processing system including a snmart card that %ov4 des both
entitl eRpHbeigsesFessi ng. and. descranbl i ng; Fi gure- 2A shows PREUSHO 0N of

<« signal contacts on the 1 5 surface of a smart card in accordance with |ISO
standard 7816-2; Figure 2B shows the assignnent of smart card interface
signals to signal contacts shown in Figure 2A in accordance with I SO
standard 7816-2; Figure 3 shows a formag that data included in a signal 20
processed by the system shown in Figure 1 may exhibit; Figure 4 shows, in

n a st G0y gt B AR CBRL 140 B atendlb RFE a Mot BRE 160
5 through 8stahdaed rI& ecardgimterfaset isignalsw ough 25 the smart card shown in
o ot "% V3 TR REAEd pOAskal 7shitd S5 VAERE Py 01T, L
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di rect- broselection ssignhls fromea esémoten copabdninde vshopr dinbFigareslgn Consumner
Blectroni csyeifiied by a user. In response to the channel selection signals,
microcontroller 160 generates control signals causing tuner 100 to
10 tune the selected channel. |
| The output of tuner 100 is coupled to forward error
corrector (FEC) 110. FEC 110 monitors error control information,
such as parity bits in the tuned signal, to detect errors and,
depending on the error comtrol protocol, to correct errors.
15 Microcontroller 160 is coupled to FEC 110 to monitor the
occurrence of errors in the signal and control the processing of
errors. FEC 110 also performs an analog-to-digital conversion
(ADC) function to convert the analog output of tuner 100 to a
digital signal at the output of FEC 110.
20 Transport unit 120 processes the signal from FEC 110
to detect and separate various types of data in the tuned signal.
The data in the signal may be arranged in various formats. Figure
3 shows an exemplary data format that serves as the basis for the
following description. The signal depicted in Figure 3 comprises a
25 stream of data organized in packets of data bytes, i.e. "packetized”
data. Each packet is associated with a particular type, or sub-
stream, of information in the tuned channel's data stream. For
example, the signal includes packets of program-guide
information, control information (e.g., ECM or EMM), video
30 information, and audio information. The sub-stream that a
particular packet is associated with is defined by data included in
a header portion of each packet. A payload portion of each packet
includes the packet data. The exemplary data format shown in
Figure 3 includes two bytes (16 bits) of data in the header and
35 186 bytes of data in the payload.



W 96/ 06504 o PCT/ US95/ 09953 6 For
a pay-TV service that involves a smart card based access control system a
user W §fH §iGhekgy PUr chase the service contacts the servi cPOIVUBISOWSS pays a
servi ce-access fee and receives a smart card. A card is issued to a user
with initial 5 entitlement information stored in the card' s EEPROM
Entitlenment information nmay include data identifying the user and data
speci fying the scope of initial access gntitlenent (e.g., duration and/or
specific progranms the user has paid for? I n addition,

application-specific,ﬁhe% eneration software-is stored in the card 1 0
menory. Entitlenent St relyeobis of thecheades uneash paeksti ate by t he

service pr E){'b eamf identific Sien G(leaﬁhﬁf' bitsl ngPHDtdidaei@éﬁnﬁ@d”'QHSWB%
messages ( and e t t errent C%QH@? nesgﬁ?ges ﬁECNhh are serted
into porti GHYSHFaEhSNE Q2 415 pifprdated: 1 i ng
subscri pti @f (h@ngfoanauoncpm)iednuy pRID péatav fellowssi ngI e program access)
servi ceg that the user has paid for. EMM nmay be directed to a particul ar

smart card by including identification information in EMM data that
corresponds to the identi fEABLEA i nformation stored in the particul ar

smart 20 w I ncl udes data- s%&%%zatlon data needed to
generate descra I'ng keys. Thus, a srgnal Tor a particular program
i ncl udes both a scranbl ed data conmponent conprising video and audi o dat a,

and a cont r10| i nf or mati-on conponent mgyanf—lg'&ﬁldEMthﬂnEﬁMn 25
When ttﬁ r wi shes to access a pWserw ce, smart card 180 in Figure 1
te

is ins |nto card reader 190. Car o
: video data for channel 101

_11 B audio data for channel 101.

Other PID values identify video and audio data for other channels.

15 As part of the tuning process, microcontroller 160
refers to a PID "map" stored in the microcontroller's memory to
determine the PID values associated with the tuned channel. The
appropriate PID values: are loaded into PID registers in transport
unit 120. For example, when channel 101 is selected,

20 microcontroller 160 accesses the stored PID map, determines that
video data and audio data for channel 101 are associated with PID
values of 10 and 11, respectively, and loads the values 10 and 11
into respective video and audio PID registers' in transport unit

| 120. The PID data in incoming packets is compared to the PID

25  values stored in the PID registers to determine the content of the
payload of each packet. Microcontroller 160 can update the PID
"map data in response to PID-to-channel correspondence |
information in "program guide" packets (PID value of 1).
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« reader 190 coupl es signals between snart card 180 and a signal processing
channel conprising units 100 through 170 in Figure 1. Mire s ecifiggilly,
card reaggjoehdfoaconnects to eight terninals that 3 0 are¥ P¥P% t he

+ surface of smart card 180 as specified in | SO standard 7816-2 (see Figure
2). The connection established by card reader 190 creates interface 187
between smart card 180 and the signal processing channel. In accordance
wi th an aspect of the invention describeg further below, the eight signals
in 35 interface 187 include signals 182, a high speed data i nput/output
PCT/ US95/ 09953 WD 96/ 04, 7 [O)..port. f,or smart card 18Q, and signals
182, a subset of the | g‘?ﬁﬁggpﬂ l?‘gf rgh"? rﬂega%c}éo@io@nggs‘?a%é’aﬂgﬁred
program or sfurthere defineecltbet payloadt contents has rfetleiws:r to the appropriate

- channel wusing tuner 100. Tuner 5 100 is controlled by mcrocontroller
160 in response to user inputs. For exanple, mcrocontroller 160 may
recei ve channel sel ection signal EABIdN2a renpte control (not shown in
‘Figure 1) activated by a user. In response to the channel selection

signals, mcpocqgntroller 16 enerates control signals causing tuner 100 to
10 tune ttgi?.&'-"eeh@d cha . ut put of tﬁ-ﬂ-gﬁ-m is coupled to
forward error corrector (FEC) 110. FEC 110 nonitors error control
|nformat|on,1§uch as pari tyE&Nl%la'gn t he tu{'n 1cast|e r}?lpaytlga _eltseﬁbﬁrrors and,

14 o - reserved
10 15 ENC flag indicates if payload is
_ encrypted
16 . Key flag indicates whether payload key

is key A or key B.

15 The ECM flag being active, e.g., at logic 1, indicates that the
payload includes ECM data such as initialization data for key
generation. The ENC flag being active indicates that the payload is
encrypted and, therefore, must be descrambled. The key flag
determines which one of two keys, key A or key B, should be used

20 for descrambling the payload (e.g., logic O indicates key A, logic 1
indicates key B). Use of the key flag is described below in regard
to Figure 7. :

Transport unit 120 in Figure 1 extracts and processes
the header data in response to a packet clock signal shown in

25 Figure 3. The packet clock signal is generated and synchronized to
the data stream by FEC 110. Each transition of the packet clock
signal indicates the beginning of a packet. Transport unit 120
processes the 16 bits of header data following each packet clock
signal transition to determine the destination for the packet |

30 payload. For example, transport unit 120 transfers payloads
containing EMM (PID value of 4) and ECM to security controller
183 in smart card 180 via microcontroller 160. Video and audio
data are directed to demux/descrambler 130 for descrambling
and demultiplexing into video and audio signals. Program guide



depending on the error control protocol, to correct errors. 15

M crocontroller 160 is coupled to FEC 110 to nonitor the occurrence of
errors o ddisdd gnal and control the processing of error PCTRIBESAMWSS al so
perforns an anal og-to-digital conversion (ADC) function to convert the

anal og out put of tuner 100 to a digital signal at the output of FEC 110. 20
Transport unit 120 processes the signal from FEC 110 to detect and separate
various types of data in the tuned si gghaé) The data in the signal nay be
arranged in various formats. Figure 3 ws an exenplary data fornmat that

i gure 3 coliRi QD wvalue' o (cisdbtectia 40 orikoreBiroliar pikdos BDdat 2 |
bytes, i.e.mapaaieddtiegl’ data. Each packet is associated WI th a particul ar
For “exanpi o, the s gratcyrh SRRBOYSR, 163 ‘iBepites BRI Gy B Rafa on.
~control inftor provide (ascgss cumrol fEmxjionsi iriuding ientitiemenon, and audio
o 32??%23%?‘@?.*‘%%%2‘?2 AIRraBoft" Sectel BBRABUCTLEICR 2 Doyl onc
portion of iBglKledadReintegratedesirenit (okd8laand. compriseenpl ary data for mat
shown in Firﬁwrﬁpﬁo@h%bﬂdﬁfcﬂvﬁs )7 668@56%Mcb§§o:0ffr&ﬁt Motorblie header and 35

186 bytes %%‘ia ain the p%iélwgﬁd. _ V\g) l@3/ 06555.04. - _
PCT/ US95/ 0 ement management, inyplves proqessing, FMM data-Hopacket are
determine how and when entitlement information stored in IC
10 181 is to be updated, ii.e. adding and deleting entitlements. ECM '
data provides initial values needed for security controller 183 to
generate descrambling keys. After being generated by security
controller 183, a key is . transferred via microcontroller 160 to
descrambler 130 where the scrambled data component of the
15 input signal, e.g., the video and audio program data, from the
tuned channel is descrambled. In accordance with principles of
the invention that are described further below, the descrambling
function may also be provided by descrambler 185 included in IC
181. . . N : o
20 Descrambled video and audio data is decompressed in
video decompressor 140 and audio decompressor 145,
respectively. Program data is compressed at the program source
using any one of a variety of known data compression algorithms.
| Deéompr_essors 140 and 145 reverse the effects of the
25 compression algorithm. . s
| The outputs of video and audio decompressors 140
and 145 are coupled to respective video and audio signal
processors 150 and 155. Audio signal processor 155 may include
functions such as stereo signal generation and digital to analog
30 conversion for converting the digital output signal from '
decompressor 145 to an analog audio output signal AOUT from
processor 155 that can be coupled to a loudspeaker (not shown in
Figure .1). Video signal processor 150 also includes digital to -
analog conversion capability to convert the digital output of
35 decompressor 140 to an analog video output signal VOUT that is -




»

» programidentification (PID) data bits. PID data identifies the data

substreamthat the payload data is associated with. An exanple of the
| nf or maty,@Peusea’i ded by PID data follows: 5 TABLE 1 Pl D \BET{ES9S/09953

Payl oad contents 1 pr ogr am guide information 10
4 . EMM 10 vi deo data for
channel 101 11 audi o data for channel 101. O her

PI D values identify video and audi o datia, for ot her channels. 15
As part of the tun| ng process m croco oller 160 refers to a PID "nap"

st ored |nthe Il er’ ntirﬁto deterrphnethe PI D val ues
associ at ed S\M“'@I!P? rt Yc,‘Hhrﬂw isplalcdayiceopucinias p kinescope. are | oaded
into PID ré@idﬁoerprocesdoramsooalswrprbvm s alexwmhen Wwiessiygnigl 101 is

S hat Cur o 10siille RRC Bt dcReart didiay FASTACRighal Bhed wsobya D th P
val ues of IJmrogessor1]70,eimesignaleMQUZnd Thm&Sthagnal ueptekennn(foitl into
respective g ng@ angf(@mw B%Hxﬁﬂbgt gﬁa?'&ggaggme Hftnbe S@xspg Pl D

data in i ncom in the
PI D regi st ¢hat ti§ @oter taglud ?d\emcéhﬁ «lisplayednimags. oéladw switochesadnet .

M crocont ro}iigs prResest qsdaﬁma?&ﬂ& OSDI3ighal Ninté RERHE VOUT

Pl D-t h I t t PI D
val ueoofc i;]rréauxre ”es;?roﬁu% esir h:%BlAy“ %8953&%0:1 of 8%%@ s
processor 170 is controlled by microcontroller 160.
10 Returning to the access control features of the system

shown in Figure 1, the features and function of smart card 180
may be better understood by referring to the block diagram of
smart card IC 181 that is shown in Figure 4. Reference numerals
in Figure 4 that are .the same as in Figure 1 indicate the same or

15 similar features. In Figure 4, integrated circuit (IC) 181 includes

' _security controller 183 comprising a central processing unit (CPU)
421, RAM 426, ROM 425, EEPROM 423 and serial /O unit 424.
CPU 421 is a processor such as the 6805 from Motorola. Key
generation and entitlement management software is stored in

20 ROM 425 and EEPROM 423.
| Data specifying current entitlements is also stored in
EEPROM 423 and is modified in response to information in
entitlement management messages (EMM) in the received signal.
‘When an EMM packet is detected by transport processor 120 in

25 Figure 1 (packet PID value of 4), microcontroller 160 in Figure 1
transfers the packet payload to security controller 183 via serial
I/O unit 424. CPU 421 transfers the EMM data in the payload to
RAM 426. CPU 421 processes the EMM data and modifies
entitlement data stored in EEPROM 423 accordingly.

30 Packet payloads that include entitlement control
messages (ECM), as .indicated by the ECM flag in the packet header
being active, are transferred from transport unit 120 to security
controller 183 via microcontroller 160 and serial I/O unit 424.
Any type of packet, e.g., EMM, video, or audio, may include ECM.

35 ECM data is used for generating the descrambling key for a



PCT/ US95/ 09953 WD 96/ 06504 9 The | ast four bits of the header portion of
each packet further define the payload contents as follows: TABLE 2 5

Header Ridfosieses DESI gnation Function 1 3 PCT/USOSH%H | ag

I ndi cates |% payl oad is ECM 14 ' _ reserved 10
15 ENC f | ag indicates if payload is encrypted 16

Key fl ag I ndi cat es whet her payload key is key A or key B. 1 5 The

ECM flag being active, e.g., at logic :k i ndi cates that the payl oad
i ncl udes ECM data such as initiali Zatl(?h data for key generatlon The ENC

fl ag being active indica t hat, t he encr.ypt e erefore,
nust be desll?ﬁiﬁ'b‘aédtyp?h@% l@é}a-ﬂgﬁ ﬁ@&#nﬁ%ﬁjﬂﬁd %m Ragket ey A
ordkey B, sibou&edi tre generatd arf EMMSs descrahibling Heeyo ayWﬁl@eh (tlmmsferr’eggl c Ob g
i ndi cates 00l y a escribe
bel ow in r nyérat%gilsld @a%ﬁﬁ dﬁ% ltsu%gb'&? rfh m@ gf‘ lztct s and
processes lpnecd:&sadebchPU i42 1 eslﬁoymgneoataomaolfewanel stﬂredllgnEEERﬁM in 25
Fi gure k [ iR the data
stream% @2@ qu ﬁ ch #a%s&{&gné(gque ﬂ‘ gg& gnal |n§i| cates the
begi nni ng RAM p‘hlﬁ(ép generath & parkicy a&é@)’pro b%s@g H&ﬂt%l’llﬂ“tl@e%f header
data fol | ouhfisinedién PaRtP asc ifftlal values required by the key generation

algonthms The resulting key is stored in RAM 426 until |

transferred by CPU 421 to descrambler 130 via serial I/O unit

10 324 and mlcrocontroller 160. ‘

EMM and ECM data may be encrypted as indicated by
encryptron flag ENC in the packet header being active. Encrypted
data is transferred from transport unit 120 to descrambler 130
for descramblrng before being - transferred to security controller
15 183 for enutlement ‘management. or key generatlon processing.

_ The features and operation of IC 181 that have been
described are typiqal -of known smart card systems. As stated
above, however, using a descrambling: unit external to a smart
card, such as descrambler 130, substantially degrades system

20 security and makes changing descrambling hardware undesirable.
The arrangement shown in Figures 1 and 4 includes features that
signifieaatly' improve security in comparison to known smart card
systems. In particular, IC 181 of smart card 180 includes
descrarnbler unit 185 and high data rate synchronous interface

25 184 comprising separate serial data in and serial data out lines.
The combination ‘of descrambler 185 and interface 184 makes it
possible for all access control processmg to occur wrthm smart
card 180. . '

In Figure 1, card reader 190 couples both ISO standard

30 interface signals '165 from microcontroller 160 and high speed
interface signals 125 from transport unit 120 to smart card 180
via portions of smart card interface :187 that are labeled 182 and
184, respectively. Figure 4 shows the signals included in interface
187. ISO standard signals 182 comprise power, ground, reset, and

35 serial VO in Figure 4 (correspond to VCC, GND, RST, and V/O in

£



~ signal transition to determ ne the destination for the packet 30 payl oad.
For exanple, transport unit 120 transfers payl oads containi ng EMM E‘PI D
val ue ofy4le ,[{%g@ ECMto security controller 183 in smart P89 a

S om crocontroﬁ er 160. Video and audio data are directed to denux/descranbl er
130 for descranbling and denultiplexing into video and audi o signals.
Program gui de PCT/ US95/ 09953 WD 96/ 06504 10 data (PID value of 1) is
directed to microcontroller 160 for Plg map updating. Security controller
183 processes EMM and ECM .data to pr \;i de access control functions

L0Ct U0t Bhkadl SEHT B A HRReaR i SN STEE, Shine BT Sl cos
m cr opr ocedata-irs Lanid atataJomt 6§i@hals, ox epavket felook Mignah! and Ethighenent
ent {1 omenfieAiPRYTPhr SET IS CIMEGA® 1507 HRBd B VEF "
addi ng and(preigsamminghtvaltageaniss replavedaby thepasket i ciockasignal ues needed
gener ated ﬁd;’%ﬁ ?ﬁ‘gﬁggﬁf?gﬁéﬁeﬁg’%ﬁ‘?Sbﬁ‘éﬁléﬁb?%%?#“{r pell o e
m cr ocont r HIteEtacegq o bge implemeried; Hsing the 80 ta d data conponent
of the 1 5Sconfigutatiomref eightocontdets \thaeds aghbvan Gino Rigewy 2. data, fromthe
tuned channel i's des?:flﬁﬁ?x{aeifhg slignglc%lgaﬁ'gees VHotthpPéclhrx]&é ptlh%s s())'gtem
shown in Figure 1 from operating with existing ISO standard
10 smart cards that do not include descrambler 185 and high speed
- data interface 184. -Existing smart cards typically include EEPROM
circuits that do not require a separate programming voltage. A
"charge pump” feature generates the required programming
voltage from the card supply voltage when programming is
15 required. Thus, the VPP signal as specified by the ISO standard is
an "unused” terminal for most existing ISO standard smart cards.
Use of the system with existing smart cards does require
modifying the operation of the system such that high speed
interface 184 and descrambler 185 are not used. The required
20 modification can be achieved by changing only the control
software for coatroller 160.
Descrambler 185 operates at a high data rate in
response to the high frequency clock signal while security
controller 183 requires a lower frequency clock signal. Divider
25 422 in IC 181 divides the 50 MHz clock signal to produce a lower
frequency clock signal suitable for security controller 183. Thus,
the single high frequency clock signal serves as a timing signal for
controlling the operation of both security controller 183 and
descrambler 185. Using divider 422 avoids dedicating two of the
30 eight smart card interface signals to separate high and low
frequency clock signals. "
Descrambler 185 includes transport decode unit 472,
PID & ECM filter unit 474 and EMM address filter unit 476 for
providing functions similar to the above-described functions of
35 transport unit 120 in Figure 1. The high speed data-in and data-



the invention that are described further below, the descranbling function
may al so be provided by descranbler 185 included in IC 181. 20

Descragp g Jsosi€0 and audio data is deconpressed in V|deBCH§§%WB$Essor 140
and au econpressor 145, respectively. Programdata is conpressed at

t he program source using any one of a variety of known data conpression

al gorithms. Deconpressors 140 and 145 reverse the effects of the 25
conpression algorithm The outputs ofy gjdeo and audi o deconpressors 140 and
145 are coupled to respective video and audi o signal processors 150 and

generat | o Znﬂﬁﬁ%'bsppicﬁf%&éﬁ% 8 Houdlg 4E ﬁ%‘ﬂcﬁe‘éﬂssﬁtﬁe?ﬁ%ﬁgﬂs 0H i i Lol

out put si ghel infpusmsignal pBEGQn t_raaqurtannan 26y anddidesoramblersil§fal ACUT
from P OCTRERY §5fﬁ orfsa'bfb@ra%BBhe‘i‘xﬁtiP 2201 wﬁﬁae Art(Rakd SPgyn in
Figure 1). éﬁo Sl argg ssor =150 al,so i ncl ui %kt al to_anal og
conver si oﬁné blsm ef9 RIOSess Jncamipg: ﬂﬁa packets afdhenpr essor

140 tos ank; IMavrzteOopLtheUinlmtgsughauclJBomarhel data-irPGRdUPACKOO 953 WO

96/ 06504 1 sui.tahl e for di n.a,4lhsplay device such as a kinescope.
Vi deo proé%%‘él%rsg_ a?‘focﬂprﬁ%gé &"ﬁnﬁ?ﬁsw tching necessary to include an

on-screen display (@BDyespopselto @achutradsitionOdd the packet clock
signal, unit 472 processes the 16 bits of header data. The first 12
bits of the header are 'progr_ar_n, identification (PID) data that are

10 directed to PID & E_CM' filter unit 474. Unit 474 compares the ‘
packet's PID data to PID values stored in unit 474 for each type of
packet included in the tuned channel. Similarly to the above-
described operatiori of tranSport- unit 120 (see Table 1 above and
associated description), PID comparison. in unit 474 determines

15 what type of data _t:'h'e' payload contains, e.g., program guide, EMM,

' video, or au_dio. : PID valties ) idedt_ifying packet types in the |
currently tuned signal are stored in registers in unit 474. The
registers are loaded as part of the above-described tuning process
for the system in Flgure 1. More specifically, microcontroller 160

20 accesses a stored PID. "map“ as described above and transfers PID
values associated with the currently tuned channel to registers in
unit 474 via signals 182 and security controller 183 in smart card
180. Transfer of data between security controller 183 and
functions of descrambler 185 such as unit 474, occurs via a data

25 bus internal to IC 181 that is not shown in Figure 4.

How the payload data is processed by smart card 180
is determined both by the results of PID comparison in unit 474
and by the c_:o_nter_its. of" bits 13 to 16 of the packet header
extracted by unit 472. | Using the example above relating to .

30 channel 101 (see Table 1), PID data identifies: program guide data
(PID = 1) that microcontroller 160 processes to update the PID
map, EMM data (PID = 4) that security controller 183 processes to
modify entitlements, video data (PID = 10) and -audio data (PID =

: 11). Bits 13 _through_ 16 of the header control security-related.

35 operations (see Tab_le 2 above and the associated description) in
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processor 170, in signal VOUT. The OSD signal represents, for 5 exanple,
graphics information such as a channel nunber display that is to be

i ncl udedyipashésdsdi spl ayed i mage. Vi deo switches in video BFEUSEYESI 50
mul tiplex the OSD signal into signal VOUT as required to produce the
desired display. The operation of OSD processor 170 is controlled by

m crocontroller 160. 1 O Returning to the access control
features of the system shown in Fi gurg 1, the features and function of
smart card 180 may be better: understo ] by referri:ng to the bl ock diagram
of smart card Ig@lBl that is show in Figure 4. Reference nunerals in
Figure 4 smart sard t180. s diebissld {BEMuflag) isnactive,cthenpayload or 1 5 sinilar
features. iddufegUEEM daal eRirrequires Ckéy derferatiSp pisded ﬁ%%ﬁﬁu“ ty
controller 183 CO"E{II @I ngllga'ﬁ cg}t ha}{ Srﬁﬁﬁbn% unit® (CP 1° RAM 426, ROM
425, EEPRYSGUILY SARUOUFT - AtuRIE 12 E ag)1is; actve,r thepagloadich as the
6805 fronisMenerypted kimyd dendescrambled direrddsttanblingmando M8 twiRR{f ware is

< ol 9o pEraEanTy B, 1O Heliyinl¥ PuBER' ke o8 6L KR ilhey o i n

~entitlenehe wsathgonvnit 498s fgesdeseramblingt he received signal . Wen an EMM

n
to securi Ysdeserambling, ynit 4478. cPayload tdatasfers t he
EMM dat a thatt i msty enegypted RpNsst6 unchbh ﬁbﬁ?eﬁl%ehi%ﬁ‘fsfé\% 6@&:@» and
goait £

Vel ue of 3;;(@}:& i%gﬁggggéﬁ%%“%‘ﬂﬁﬁ? ML A, Whesminer ﬁéﬁ%ﬁé@ffpﬁif oad

packd palt JSHEIHHROf, ARG A # B FRBER o AFbrRTTIRg, to as
i ndi cat edthey high Epeéd | data-out ltermiwddet Enerigted data is descrambled
at the data rate by unit 478. Descrambled video and audio data is
passed to the high speed data-out terminal of smart card 180. In
- each descrambled audio or video packet, the ENC bit in the packet
15 header is set to logic O indicating that the packet is “clear", i.e.
descrambled. .

To ensure that unauthorized users do not access
descrambled entitlement or key related data, descrambled EMM
or ECM data is not passed out of smart card 180 via the high

20 speed data out terminal. One approach is for the smart card to
simply remove the EMM or ECM data component from the data
stream at the output of the smart card. However, by monitoring
changes that occur to data in the data stream between the data
input and output of smart card 180, a hacker could obtain useful

25 information regarding the processing that is occurring in smart
card 180. For example, a hacker could assume that information
removed from the data stream by the smart card pertains to the
service associated with the smart card. |

This problem is overcome by passing the original

30 scrambled EMM or ECM control information component, with the
ENC bit set to logic 1, through smart card 180 from the high speed
data-in terminal to the high speed data-out terminal. More
specifically, a first signal component of the input signal, such as
scrambled ECM or EMM control information, is processed, e.g.,

35 descrambled, by descrambler 478 to produce a first processed .




being active, are transferred fromtransport unit 120 to security
controller 183 via mcrocontroller 160 and serial I/Ounit 424. Any type of
packet , ?k video, or audio, may include ECM 35 PE39%842933i s used
for generating the descranbling key for a PCT/ US95/ 09953 WD 96/ 06504 12
particul ar type of data. For exanple, ECM data in an EMM packet is used to
generate an EMM descranbling key. Wen transferred to security controller
183, ECM data is stored in RAM 426 unti|6 processed by CPU 421. Key -
generation software stored in EEPROM 5" "423 and ROM 425 is executed by CPU

421 using the at a | 6, t ener particul ar key. The ECM
data provi §&H4 nﬂ)‘? ngﬁésd ‘fﬂtg E?e"&ﬂetf& BY,uBFRRIAHP: he Key
gener at i onlmﬁogmatidmmuchhasr keyl infngmlntmm sn sthey ditst nprodkksed sighall

m or ocont B 15Pd) Eas“%viﬁa#lﬁ%ﬁ% Ropsk bl shd, %faﬁaa”“ e

encrypt i oninputg sigual; tﬂtm@ Yekat smubrpmcessgdasrgml representing, data S
transfgreéximpt@ de Tedu9ideo! 27 aedftﬁaat@"b*mre h%g% glescranbl i ng

Tanagemont COMPEBERY cof dhe| EPUr Heas .éégéﬁq%@¢iawuieshemceééfgt on'of 1
181 that hpiscdseed signal i fegprodaceyiliec Butphit kdaansesam f?@rhd seydrtens. As
stated above ernl’hulsf' Po(l' %xgtensp(lr ars%l'arrﬁ%led] Ientrt)f cn? 1ntformatron "t
in the input s1gnal may be descrambled and used by smart card
10 180, but correspondmg data at the output is unchanged, thereby ' ‘
reducing the mformatton that can be obtained by a hacker .
monitoring the data stream.
To further obscure the nature. of processing occurrrng
in smart card 180, .the ongrnal component of the input signal is:
15 de_layed befor_e being re_-rnsc_rte_d into the output data stream. The
delay ensures that the timing relationship between scrambled
control information, such as EMM and/or ECM, and descrambled
data, such as video _andlor-_ audio data, in the data output signal of
smart card 180 is substantially the same as the timing
20 relationship between scrambled control information and
scrambled data in the data input signal of smart card 180. As a
result, it is more difficult for a hacker to determine characteristics
of smart card 180 such as the internal descrambling delay by
monitoring the data stream. :
25 - Ongmal scrambled data is delayed and re-mserted in .
the data stream via frrst-m-frrst-out (FIFO) memory 477 and
router 479 in Frgure 4. The ‘input data signal to FIFO 477 is the
signal at the data input of descrambler 478. The delay through
FIFO 477 can be adjusted by control processor 183 to provide a
30 delay through FIFO 477 that corresponds to: the particular
descrambling algonthm bemg executed in descrambler 478. For
example, the delay through FIFO 477 can be increased or
decreased by storing more or less data, respectively, -in the FIFO
before beginning to read data from the FIFO. Router 479
35 combines delayed data from FIFO 477 with. descrambled data

3



+ card, such as descranbler 130, substantially degrades system 20 security

and nmakes changi ng descranbl i ng hardware undesirable. The a.%ggﬂg t shown
in Figurngegéesosl 4 includes features that significantly iﬁﬁf urity in
* conparison to known smart card systens. In partiicular, 1C 181 of smart card
180 i ncl udes descranbler unit 185 and high data rate synchronous interface
25 184 conprising separate serial data in and serial data out lines. The
conbi nation of descranbler 185 and intgrface 184 nakes it possible for al

access control processing to occur within smart card 180. In Flgure 1,. card

reader 190 goup! rSP78t |
m crocontrofliﬁer di‘eés Qléhl gggsﬁg@ @ﬁ;?]acflfgeglﬁgﬁ? %E%’ %ra sport
unit 120 t ProLHFe @wdiaiascpmpa pﬂgpa ftomy smaxt tcardr 480nt elimee 439 t hat
are 'f‘be} eolmagiZc?:a rﬂs%4,a frgﬁ &xdlelﬂlor sléggeuvelwﬁmﬁ: fat&rgﬂ@és i ncl ;Jded
ininterfa S wer rese
and 3 5 ﬁr'ﬁ ) 6&8‘8 geg: F’és?ﬂﬁ? %QIDO gnﬂnﬂto in
PCT/ US95/ 09278 WD9ﬁi QGEMS}:S téi gucentPd) sxgilgihpmmdddlb ccomeol Si gnals 184
conpri se hlél]?) pg.ja in and data-out signals, a packet clock signal,

requency

)

and a high . 50 MHz) clock signal. |SO standard signal VPP
(programmi ng vol t age r apdl BEEM bgatanthataiskdesaramblediignal 5 al | owi ng

interface lfscrambling RaiP 378 11§ Htordd teRiPotRASY in RAM 426 in
security controller 183 until processed by security controller 183
10 for entitlement management and key generation. Transport unit
120 in Figure 1 receives the data (either unchanged or
descrambled) from the high speed data-out terminal of smart card
180. The PID value of each packet is checked and the payload is
transferred to the appropriate function in Figure 1 for further
15 processing (e.g., microcontroller 160 or decompressors 140 and
145). | | |
The operation of smart card 180 is controlled by
commands from microcontroller 160 in Figure 1 that are
communicated to smart card 180 via the ISO standard serial
20 interface. In effect, microcontroller 160 is the master processor
and security controller 183 is the slave processor. For example,
microcontroller 160 transfers PID information to smart card 180
and directs the card to descramble the data in the corresponding
data streams. Security controller 183 responds by checking
25 entitlements and configuring smart card 180 for the appropriate
type of data processing such as entitlement processing; key
generation or descrambling. In addition, microcontroller 160
requests status information such as whether descrambling is in
progress. Commands are communicated to security controller 183
30 in smart card 180 via the serial /O terminal. Any response
required by the command is returned to microcontroller 160 via
the serial I/O terminal. Thus, the serial /O signal serves as a
control signall between the system and smart card 180 while the
high-speed data interface provides high-speed input and output
'35 data signals between the card and the system. :



I nterfaces, to be inplenented using the | SO standard configuration of eight
contacts that is shown in Figure 2A. Elimnating signal VPP does not

precl ude. t%ﬁyﬁatem shown in Figure 1 from operating w t RCEXSSYIME | SO
standar‘Hof rt cards that do not include descranbler 185 and hi gh speed
data interface 184. Existing smart cards typically include EEPROM ci rcuits
that do not require a separate programm ng voltage. A "charge punp" feature
generates the required progranm ng vg tage fromthe card supply vol tage
when progranm ng |s 1 5required. Th the VPP signal as specified by the
| SO standard is an/'unysed" term nal r nost exjsting | SO standard smart
cards. Use of the: §5¢§’c mcmfﬁugkqast’c(?"r?g ﬁencéﬂ&OBngoﬁ&ﬁ i modi fyi ng

1& he Opﬁtr) ?ﬁdomaft caed si@o mwuﬁ;ﬁ;drdingﬂwgas dc¢l§§:]§6f/1a!tea 700 iﬁng

escra e modi fjicati can be

achi e ed% éfﬂ'ﬁ%‘ﬁ 9@? A ‘ﬁﬂéoﬁ ths, sy oqfogli’ 160.
Desl:r\z;nbpagrdxﬂar cpm%aceb;?:at avill e maed but &ndmgea ppratecob type hi gh

fre nc Keps f.S t I 3 es a | ower
fregﬁncx ﬁ*&oégk'rs?(g%k %tw de ch;ge %Ae%gﬂéﬂ?* WM é E:E‘lgllejsgthe 50 MHz cl ock
si'gnal t tnserteslidata theweard r@ﬂdéﬁc@%l%ﬂ reagles appliespewenrtosdberity

control | gardlGnd FoskRs ﬁiéecﬁt&(;ﬁ}e detidatin Fem@r}eyetcls PAdals| Y cagdves as a
timng signal for c ntrollln.%m ewo eratj,on of hoth squilty controller 183
e n

and descFesponds tgstheyze 1 22nav%‘?§}’éerd Qi st n o of the 30

ei ght Srfﬁé quertved s érﬂe‘chqn ISOnstandard SZ816-3t §6hi JTherahswey t%?qugncééwcl ock
F PO S et ‘E“tf afninsepcd e T Wie J60FHEqdt "Spniriéant™ B q

byte TD1 define the protocol type number T (see ISO standard
7816-3 '§6.1.4.3). '
The protocol type for the system shown in Figure 1 is

type T=5. A type 5 protocol is classified as "reserved", i.c. |

15 currently undefined, in the ISO standard. For the system in Frgure
1, protocol type 5 is identical to protocol type 0 (an asynchronous
half-duplex protocol defined in ISO 7816-3 §8) except for the
manner in which the baud rate for serial I/O is determined. Senal
I/O at the card interface occurs at a rate determined accordlng to

20 Table 6 in ISO standard 7816-3. The baud rate calculation is
based on the rate at which security controller 183 is clocked. For
existing smart cards, the clock frequency for security ‘controller
183 is equal to the clock frequency fs at the card's clock pin. As
shown in Figure 4, smart card 180 includes divider 422 for

25 di{riding the rate of the high speed input clock Fin by a factor N,
i.e. Fin/N, to establish' the clock rate for security controller 183.
Thus, for a type 5 protocol, Table 6 of ISO standard 7816-3 is
modified by defining fs = Fin/N. '

As in the case of a type 0 protocol, all commands for a

30 type 5 protocol are initiated by microcontroller 160. A command
begins with a five byte header including a one-byte in'struction '
class designation (CLA), a one-byte instruction (INS), a two-byte
parameter (P1,P2) such as an address, and a one-byte number
(P3) defining the number of data bytes that are part of the

35 command and follow the header.  For the system in Figure 1,



«» providing functions simlar to the above-described functions of 35
transport unit 120 in Figure 1. The high speed data-in and dat§@§5 WO
96/ 065060 96/06504 . PcT/ UBSEYYBISI 4 out

« signals of interface 187 couple the high speed data stream of the input
signal between transport ‘unit 120 and descranbl ér 185. I ncluding functions
of transport unit 120 within smart card 180 enables smart card 180 to
process incom ng data packets at the hi gh data rate of the input
signal. Both the data-in and packet Jlock signals are coupled to unit 472.

In response to. ea ansition in the pgacket clock,signal, unit 472
pr ocessePIAMELer fﬁ’('?rzof‘s haQy dieegsd, ang, Jhere e’léhfﬁqg}mst'ﬁ'@ header are
program i'don't thres"i orTHus, Dyommandshaskerthe 1fdim:di rected to PID & ECM

filter unit 474. Unit 474 conpares the packet's PID data to PID val ues
stored in unit 474 for each tﬁg of packet included in the tuned channel.

Simlarly to tGbAabdNS | ddscl Petidetae(R3 ibytesdt transport unit 120 (see
Tabl eg1 above and associ ated description), PID conmparison in unit 474
determnes 1 5 whaé type &f data [ he Bayl oad cont ai n§, .€..g.., program
gui de, EMM video, ePumaAds reregnizededyi gmart rGardg Il iagludopas in the
current! wtatiRe@ofiirfidnd #id £PIDdtrafisfee0coididnd." SMdrt 4dard 16O registers
are Ioader% as gart of _sihe aggve-de‘ic i bed tur%u%?e%ejgf r the systemin
Fi gure 1.TCRBPRASY KO- % jstatus, command , | JL¢ PedYes a stored PID
"map" as previdingedhebproressingt statas cof the Dcaml, ueg. awhethert ¢he védrd t he
Curr et ! YhdsUothpiaeet ey Genetatibfi’ 3r' Rhether the card is
descrambling data. Using a PID transfer command,
microcontroller 160 transfers PID numbers associated with the
tuned channel. Other commands such as commands for
transferring EMM and ECM data, key related commands, and
15 "purchase offer” commands are possible and will be explained
below. :
The operation of smart card 180, and in particular
descrambler 185, will now be described in more detail in
reference to Figures 5 through 8. When a new channel is tuned,
20 microcontroller 160 transfers PID values for the new channel
from the PID map to smart card 180 as shown in Figure 5. The
PID data transfer occurs using a PID transfer command including
N PID values, where N is specified in byte P3 of the command
header. The command and PID values are communicated to the
25 card via the serial data terminal of smart card 180 and serial
input/output unit 424. CPU. 421 receives the PID data and directs
the data to the appropriate PID register in registers 474 in
descrambler 18S.
Before a signal can be descrambled, a user must be
30 entitled to access and the correct key must be loaded into
descrambler 185. After transfer of the PID data to smart card
180, security controller 183 compares the PID values to
entitlement data stored in EEPROM 423 to see if the user is
entitled to access the tuned channel. Assuming the user is
'35 entitled, the next step is key generation. Key generation involves



unit 474 via signals 182 and security controller 183 in smart card 180.
Transfer of data between security controller 183 and functions of
descr anilfdeossha: Such as unit 474, occurs via a data 25 PCEISSHA98} nal to
IC 181 that 1s not shown in Figure 4. How the payload data is processed by
smart card 180 is determ ned both by the results. of PID conparison in unit
474 and by the contents of bits 13 to 16 of the packet header extracted by
unit 472. Using the exanple above relating to 3 0 channel 101 (see Table
1), PID data identifies: program gw%l@ data (PID = 1) that mcrocontroller
160 processes to update the PID ma EMM data (PID = 4) that -security
cont r ol | processing (ﬁ'éMsébtao Thus EGCM mUSénbmtrecemedeandiapmcéﬂda = 10) and
audi o0 dagg e;ﬁ:%hlace éhe) ke Bbt-.forle?vahz{d)%'a 17?dé3 z{g control

ove an

security-r tions (see t he associ ated

descri pt le?ﬁ’a ? 9§58y GBSM% theylikelihopdiad. 1f bit 13
(ECM fl aﬂhauﬂlo@itﬂeldvkeyt generayionad Anehﬂﬂ% 560&d dRith hhﬁé{Sﬁ?U' res key

gener, t| 0GRSS] Y r.i t ont I bi t ENC flag) is
acti ﬁﬁ%& 5& eﬁ@rﬁgtl@d e@?émeﬁhﬂ 6éscr anbling unit
478 wi t hlllusirateécmﬁngme &aheBECMkatxsrmﬁemdabbbeCwaﬁ or key B will

dot or i nEBTACY oaw F258 OV Rl pedisfrE 0’ W RN, iy 4fmrEtNC478.

Payl oad dat a " If the user is not entltled to access the tuned channel,
entitlements must be received: before key generatlon and _
10 descrambling can occur. Entitlemeénts ¢an be received via EMM '

An "address" identifying a particular _smart card is stored in EMM
address unit 476 of the card when the card is issued. By including
address information in- EMM, a service provider can direct EMM to
a particular card. The smart card compares the address
15 information in EMM with the card address stored in unit 476 to
detect EMM information directed to the card. If a user is not
entitled, security controller 183 configures the card for EMM
processing as shown in Figure 6 in case EMM data is received.
~As in the case of the ECM key, a card is issued with an
20 EMM key stored in the card in EEPROM 423. In Figure 6, the EMM
key is transferred from EEPROM 423 to EMM key registers in
descrambling unit 478 by CPU 421. Scrambled EMM data from
transport unit 120 in Figure 1 is input to the card via the high
speed data-in port. After checking the EMM address in umt 476,
25 EMM data intended for the card is decrypted in descramblmg unit
478. Decrypted EMM data is temporarily stored in RAM 426 and
processed by CPU 421 to update entitlement data stored in
EEPROM 423. _ |
- After the PID values are loaded, entitlements exist,
30 and the ECM key is in place in descrambler 185, the card is ready
to descramble ECM data and generate the audio and video keys.
In Figure 7, ECM data in the signal ‘is recelved by smart card 180
via the high speed data-in terminal and detected by transport
decode unit 472. The ECM data is directed to descrambler 478
35 where the previously loaded ECM key is used to decrypt the ECM



«that is not encrypted passes unchanged fromthe high speed data- 1 0-in
termnal of smart card 180 through descranbling unit 478 to the hi gh speed
dat a- out wigeisétal - Encrypted data is descranbl ed at the dZCAUSFIBONIY unit

“ 478. Descranbled video and audio data is passed to the high speed dat a-out
termnal of smart card 180. In each descranbl ed audi o or video packet, the
ENC bit in the packet 15 header is set to logic O.indicating that the
packet is "clear", i.e. descranbl ed. T% nsure that unauthorized users do
not access descranbl ed entitlenent or é§ rel ated data, descranbled EMM or

ECM dat a i s, not sed out t,card 180 via theg hi 20 eed data

out termi né:‘a?a'mgﬁieppf%ﬂﬂtq%fsw tq?gas}?aﬂa@ﬁ?rﬁe‘%oﬁgph%%ﬁq ! the EMM

or ECM dat @7%8ot@dRAM 424m Wikerd alearygited JBCM ddte isuavailabdé, QRUS4Rrt card.
However, b i 061,00 QCCLr apd d St feam

bet ween th)eéxgg{]gési rlldﬁgt. ggﬁ out ptﬁgé?ag%grﬁtag%éiahlgg]’%aﬁgc%? | d obtain
useful 2 5RQMr42a iusing dhar decrypted BCM: slata ig RAM #24otec generagei n smart

card 189. RRé 9idwwPland %uh?@kﬁys@ouTﬁeagéﬂéﬁtédﬁ&eysﬂfaPé "BhAadRriegmpycd from
t he data stéeamb the smart car 8‘? tarns to fhe”service associated with
9¥9 Vi

the smart d3FJaPRIARIIAE,yides | an mkey IBgisiers  in hdesorambler 478
scranbl ed EMM or ECM Asn¢hiosvni inf Figatd o) desaranlés 478 hinéhmleENwbi t set to

i gh specd Kidh TCBRICtSCFAE XIqe0 pidea KEVE R R VBT Find Tl ity Boetstsiponen:
of the inpforsiughia) audia kkeys AcandiBedWigther keEyMVAC ontB owill feonsed iton, i s
B;gggg@gg, dRsbramBfe AiRERICPacky 985EERMNIRE VP the Re§IHhg Bif ' TSt
' in the packet header (see Table 2 above). The "multi-key” feature
is used to permit a new key to be generated while an existing key
is being used to descramble data. Processing ECM data in security
controller 183 to generate a new key and transferring the new
15 key to a key register in descrambler 478 requires a significant
number of instruction cycles in CPU 421. If descrambling was
halted during the generation and transfer of a new key, the
processing delay would require someone viewing a program to
watch a scrambled image until the new key was in place in
20 descrambler 478. Having key registers A and B permits data to
be decrypted using a key in one key register, e.g., key register A,
while a new key is being generated and loaded into the second
key register, e.g., key register B. After initiating key generation
by transmitting ECM data, a service provider waits for a time
25 period sufficient to ensure that new key B is generated and in
descrambler 478 before encrypting packets using key B. The key
flag notifies descrambler 185 when to begin using the new key.
After the operations shown in Figures 5, 6, and 7,
des¢rambler 478 has been inmitialized with all key information
30 needed to process encrypted data in the tuned channel, including
EMM, ECM, video and-audio data. Figure 8 shows the signal flow
for data processing. Encrypted data enters smart card 180 via the
high speed serial data input terminal. The data is decrypted in
descrambler 478 using the previously loaded keys. For example,
35 if transport unit 472 determines from the header of an incoming
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si-gnal such as descranbl ed data needed for key generation. Information such
as key iy eyigeséd on in the first processed signal is used REITERESRYEHDI er 478
to process a second conponent of the input signal to produce a second
processed signal representing, for 5 exanple, descranbled video or audio
data. The first signal conponent of the input signal is conbined with the
second processed signal to produce th%%ﬁutput data streamfromsmart card
180. Thus, for exanple, scranbled entitlenent information in the input

signhal may b ranbl ed nd u b rt . card 1 Q 180 but
co?respon&"f‘é‘e&af {qu rR?Y $L§atPs %ﬁ’éaﬁ g@%fa assaciate dr s¥ith i vigeohe
} m‘ﬂ1 mat i okey hAf menphfkm beatl Hy dedrypred 1@@%&@:&&1&&&@7@'8&3 ?t rea{nh To
urther o e na ssi.ng. occurr.i spart car e
e R oo 48, A A S sy B, e
re-insert eeardnd 80t Mia dhe phighispeedt seriah dattheutipit:yerminal es Ndtet thidte ti i ng
rel ati gns bak r t o) S nd/ or
EoM 50 5“@% n%féﬁ“% i3 geﬁc 3 'ddts, 1Bt EgHRiNe ImnerdEhoR b ENber "
out put 5| t“ﬂé'ar ANd SeSURLY aeentio] yuninel 83 nallowinge ti ni ng 2 0
rel atlonsrue%cbahmmssr Dprotesorddra! af flﬁefﬁiglh' %t@%;é%ta@i?é Sfpligta i n

t he data mgut si gnal of smart card 180. As result, 1t 1Is m)re Ifficult
for a hacki¥ b det ernine characteristics of smart card 180 such as the

internal descranbliri§eyegegetayiomrint securgtyt fmxﬂﬁlkrstlwamombmed

10 with the descrambhng features of descrambhng unit 478 provides : ‘
complete capability in smart card 180 for processing signals K
encrypted using a variety of algorithms including the data
encryptnon standard (DES) - algorithm’ and Rivest-Shamir-
Adlemann (RSA) algorithms. By providing all access control

15 related processing within smart card 180, security related data
such as key data does not have to be transferred out of smart card
180. As a result ~security is improved significantly in companson
to systems using a descrambler external to the smart card.

Although the use of descrambler 185 internal to smart

20 card 180 is advantageous, an external descrambler such as
descrambler 130 in Figure 1 may also be used. An external
descrambler tnay be. desirable for compatibility of the described
smart card with existing pay-TV systems that generate the key in
smart card 180 and transfer the key to descrambler 130.

25 Alternativel_y,_ using both descrambler 185 and descrambler 130
may be desirable. For example, security can be improved by
encrypting a signal twice using two different keys. A twice-
encrypted signal could be decrypted using the system shown in
Figure 1 by: decrypting the signal once in descrambler 185 using

30 the first key, transferring the partially decoded data to
descrambler 130, and decrypting the signal a second time in
descrambler 130 using the second key. The second key would be
generated in smart card 180 and transferred to descrambler 130.

For applications involving descrambler 130 (i.e."

35 applications in which key data is transferred out of smart card



» 25 Original scranbled data is delayed and re-inserted in the
data streamvia first-in-first-out (FIFQ nenory 477 and router 479 in

Fi gure ‘\VVO-BFlﬁGﬂonUt data signal to FIFO 477 is the signal PRE/USRYEOME} a i nput
of descranbler 478. The delay through FI FO 477 can be adjusted by control
processor 183 to-provide-a 3.0 -delay through FIFO 477 that corresponds to
the particul ardescranbl i-ng-:al*gori t hm bei ng executed in descranbler 478.
For exanple, the delay through FI'FO 4? can be increased or decreased by
storing nore or-|less data,” respective é in the FIFO before beginning to

5

read data mthe FIEO Router .47 conhi nes dﬁl ai/[ed ata from FI FO 477
with descr B Gemmands aty, Rrovidesh for transterring the key data via

PCT/ US95/ ¢le®5éerial T/Omintesfacenbeewedd Scontdeller o160 cindfsmaxtt catd processor

compr oo 4801 O sSBPHIE, Rishocidifilicr' 180 B¢ %t FCHE R sor it ek pue o
t he descr émbore command andheequesss othepstatos Yy Feneratioh 18{thi m r esponse

to a opnt splus! SOMMANPY | IWHeRY jHed Lrardls aﬁ%*;ﬁa&raté@%gaﬁ%and ECM dat a

that is d ( In descranbling unit 4 I's store enporarily in RAM
426 in se@ERETatieRnisr Somplelys agpther sosmand requesss ythe \keyordatai | er 183 1

0 for engpll gh&rdarde eIt benSekdingdee ledy Uata (b Fonprdlleruni6d, 120 in
Figure 1 receives wea&%tﬁ( el, hterr u (i_péadﬁgteod ci)erscgaex%giearnbll %d) from the high
speed dat §.U§§FQP€P naii€oKeyd$ ¢ UARS 3

Various modifications of the described embodiments

10 are possible. For example, it will be readily apparent to one
skilled in the art that the invention is applicable to signals and
systems other than those described. For example, video systems
and video signal protocols other than that depicted in Figure 3
include the above-mentioned DSS® satellite system and high-

15 definition television (HDTV). The described type of access control
system is also applicable to signal processing systems such as
cellular telephone systems in which processing entitlements may
involve determining whether a user is entitled to access a cellular
telephone system and, if so, processing a scrambled cellular

20 telephone signal.

Applications such as a cellular telephone system
involve generating an outgoing signal in addition to processing an
incoming signal. Generating an outgoing signal requires
encryption. The described smart card can encrypt data if

25 apprdpriate encryption software is stored in EEPROM and ROM in
smart card 180. Thus, the invention is applicable to signal source
applications such as telephone systems or "head-end" applications
in cable TV systems. These and other modifications are intended
to bé within the scope of the following claims.




180. The PID value of each packet is checked and the payload is transferred
to the appropriate fu“ lmtm uﬂuﬂduﬂp for further 1 5 processing (e.qg.

M cr ocoglg s¥idsSda 160 O 40 and 145). The oRETAISISHINS. smart
card 180 is controlled by conmand$ ffom nicrocontroller 160 in Fi gure 1
that are comunicated to smart card 180 via =tapdacd-serial 20
interface. In effect, mcrocontroller 160 | STMBGSHEBTMS BEEN¢gpsor -and
security controller 183 is the slave pyocesfor. FREPKAGEDI e,
m crocontrol ler 160 transfers PID in mat i . and directs
the card to descranble the data in the correspondi ng data streans.

Security controller 183 responds: bygﬂlmq ng 2-5 entitlenments and
configuring smart card 180 for the appropriate type of data processing such
as entitlenent pr OCESSI [}g % 3‘1 ér ation..or descranbling. |In addition,
‘microcontroller 160t equdst@at FORPATISREON such as whet her

descralmlt)l ing is | n a)rfmtetesmmiblfwmemngﬁamﬁnpmfiﬂg\/ﬂal dnehidihit ¥ '
contr 8 ia the serial I/O termna Any
resposr)lse?irgé g‘?%d&ﬁd@héﬁ%&l %ﬁggb&srﬁslé%/ur ned to mcrocontroller 160 via the
serial 1/0O terni nala senand termipal ifer pIQYIdiqglaan outpus signal; cont rol si gnal

between the system e&h§%gtgf@é§s1h%0§\ﬁtu fc;istthﬁghhgkkfoﬁﬁggﬁeﬂatfe I nterface

provi des hlgh spee 1n ut an ata Signals Ween the card and
t he syst ®FPAUCINgCH dites /mgggs eing responsive to said

first processed signal for processmg said second scrambled
10 component for producing a second processed signal, and ‘
means for combining said first signal component of
said input signal and said second processed signal to produce saxd
output . signal. : : : '

15 2. The smart card of claim 1 wherein:
said means for combining said first signal component
of said input signal and said second processed signal producing a
predetermined timing relationship between said first -signal
component and said second processed signal in said output signal.
20 o
3. The smart card of claim 2 wherein said means
for combining said first signal component of said input signal and -
said second processed signal comprising: - '
means for delaying said first signal component to
25 produce a delayed signal exhibiting substantially said -
predetermined timing relationship with respect to said second
processed signal; and '
means for combining said delayed signal and said
second processed signal to produce said output signal.
30

35
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« 18 Serial communications between .60 and smart card 180
occur according to a protocol provmﬂmr““ﬂmlm“tt andard 7816-3. A snart
card notydbggssédre system of the pa i'cul ar protoctl that RFVPSHEMNed b

- sending a protocol type 5 nunber T to the system Mre specifically, when
a cardis inserted into the card reader, the card reader applies power to
the card and resets the card by activating the reset signal. The card
responds to the reset signal with any'@answer to reset” data sequence
specified in | SO standard 7816-3 6. e answer to 1 0 reset includes an

interface byte TDi . The of, byte TDi define the

pr ot ocol tyge nunber T (i@é; ﬁré%q %ﬁd§3d£%®6%3vg‘efxw 3). The protocol type
for the system showaid ninpujusignal i exhipjting =4n iapug ptinfingr ot ocol i s

classifi %lﬁ?onsglgﬁebgﬁ@een sﬁd first gﬂélerébhqu’f[ﬁﬁf 'agﬁdsaidn s%?gnhso

standard. ,For temin gure protoc Is 1dentrcal to
prot ocol Sigpal FOomp( %%%cﬁﬁ@nous half dupl ex prot ocol defined in 1 SO 7816-3

8) exsept for the rmdepredeoehmhedhﬁ reddtonshipSHeigg ! /O is
the card,interface occglrs at.a rate determ ned

det d t
agcg;?l ze 6§er i aﬁﬁ'a € %ﬁn}"h 3sséald aﬁ?@éﬁrtda%% gelafansBimd rate cal cul ation

Is based on the rate at which security controller 183 is clocked. For

exi sting smart car C r 48 riI coptko 183 is
equal to the cl ockdfr eq[}@a@yﬂﬁ?&%fﬂ; ?%l@i@ar d% FH'ZI? b‘frff k\sa%q‘uown in

Fi gure 4,secondt signad cemponentsief said daputixighsl cxenprise viespectivee rate of
the Eogh fIRY egnd "fédond %ekarﬁbgﬂo gn%la%ﬁraﬂedfzs eand:' gmal firé gablish the

clock rate or security contr pro ocol, Table
6 of |Sosgpgngapaoq@§gd3s;ggla S comprise respective fll‘St and second

descrambled signals.

6. The. smart card of claim 5 wherein said means
15 for delaying said first signal component of said input signal
comprises a first-in-first-out memory device.

7.  The smart card of claim 6 further comprising
means responsive to said first descrambled signal for producing
20 control information; said means for producing said first and
second descrambled signals' being responsive to said control
information for producing said second descrambled signal.

8. The smart card of claim 7 wherein
25 said means for producing said first and second
descrambled signals, said means for producing said control
information and said means for combining said first scrambled
signal -component and said second descrambled signal to produce
said output signal being included in an IC mounted in said smart
30 card; and |
said first and second terminals being positioned on a
surface of said smart card.



nodi fied by defining fs = Fin/ ' of a type 0 protocol, all
commands for a 30 type 5 prot HlW@IlHIIIHﬂI“Md by m crocontroller 160. A
conmangydyedeesss Wi th a five byterheader imnckuding a one- Wﬁ’ﬁ@?ﬁction
cl ass designation (CLA), a one-byte instruction (INS), a two-byte paraneter
(P1, P2) such as an address, and a one-byte nunber (P3) defining the nunber
of data bytes that are part of the 35 command and fol |l ow t he header. For
the systemin Figure 1, VO 96/ 06904
PCT/ US95/ 09953 19 paraneter Pl,P2 is not needed and, therefore, these bytes
are "don't cares".g Thu AERd fQr J -1 -1 P31
data (P3 byt es)._?'Comsr,Ta?‘r%s T ecog%ﬁdilgz %@ﬁgngr ?ﬁ%%ﬁéfé%&%%%&e a status
conmand thifd iefminalr pasitionedoppafeid suefececaf saidosmestpeant for a st at us
conmmand rgégmiﬂ'%ciogﬁﬁhéogilggra];mo by providing the processing status of the
card, e.g. whe her#e “card 10 ° gg gonpl et e% key generation or whether the
d@eans JQr, prodyging; saids first andsgeondi cr ocontrol | er
160h5rariie‘kerﬂ_nl?ldﬂ rsigials s beigo aespeonkive t to td&i\fﬂd-tﬂﬂﬁﬂgﬁbﬁﬂé@: foroélher comC}ands
such as ] Qly S Lin ng. ata, key.rel at commands,
and 1 SP(%BE%%&‘ggs;eﬁgf*@l é%n%‘sgwé&pggg lfl"‘ge éﬂdPWCﬁ}c%é pl ai ned

bel ow. output signal at said first data rate.

card i s descranbli

'10. . The smart card of claim 9 wherein said first data

10 rate exceeds 10 'még_a-Hert_z. ' . S ‘

11. The smart card of claim 9 wherein said means
for producing said control information processes said first
descrambled signal at a second data rate for producing said

15 control information. : '

12. The smart card of claim 11 wherein said first
data rate is greater than said second data rate.

20 13. The smart card of claim 12 further comprising a
frequency divider coupled to receive said timing signal for
producing a clock signal at a frequency related to said second data
rate; said means for producing said control information being
responsive to said clock signal for producing said control

25 information. | -

14. The smart card of claim 5 wherein
said first._ scrambled signal component comprises
entitlement management information for a pay-for-access service;
30 and | | | -
said second scrambled signal component comprises
data provided by said pay-for-access service. N

15. The smart card of claim 14 wherein said pay-
35 for-access service comprises a pay-TV service; said entitlement



* The operation of smart card 180, En B r descranbler 185, wll
now be described in nore detail lllmmsmmrlcumﬁulﬁl gures 5 through 8. Wen a
new changg) ogiossdauned, 20 nicrocontreol lter #1690 ty ansfers PPOTERYSIor the
" new channel fromthe PID nap to smart card 180 as shown in Figure 5. The
PID data transfer occurs using a PID transfer command including N PID
val ues, where Nis specified in byte P3 of the command header. The comrand
and PI D values are comunicated to the %‘5 card via the serial data
termnal of smart card 180 and seri al P put/out put unit 424. CPU 421
receives the PID data and directs the data to the appropriate PID register
in regi st eM2D3ZCMENE o WHOLMALIID 1 88MPIISes, delewdsininl PIAgrapmirg cr anbl ed, a

user nust leatitlement iinfesinadonrcard suid dat groveddd Key saiat gh?-fd}aded into
descranbl er, égé_ ﬁ%"ﬁé Erﬁﬁ)srter 3f the. PID data to,snart car 80, security
control | er ESSEERDUFES CPAPTASS EIQASIAN, RIASTAM MR- data stored in EEPROM
423 to see if the user is entitled to access the tuned channel. Assum ng

t he us is 35 entitfed, PakS epfral:l.00.; generation
e VESS "D 96 06 062. Tﬂ?-sﬂ%& éa‘{ra ?f 156 9 BHepdin ?ald Bt

PCT/ US95/ 059send oand odird;tagmimals gheing inckudedcin nsplupalityeofi ved and

processed termirdyCarahgedcon bafiar surFacé %ﬁ@ﬁi&iﬁgﬁgﬁﬁog n be

descranbled. ECM data jS. rypted to e the of unaut hori zed
key gener aficGATA3NGE, Vit s?gg)séﬂ“&?‘tdh faﬁ%@-for
10 17. The smart card of claim 16 wherein said smart

card exhibits a mechanical characteristic in accordance with ISO
standard 7816-1.



5 descranbling ECM stored in the card in EEPROM 423. As illustrated in
Figure 6, the ECM key is transferred by CPU 421 from EEPROM 423 to ECM key
register wonemksecranbl ing unit 478. |If the user is not enPcriusssdsssiaccess
the tuned channel, entitlements nust be received before key generation and
1 0 descranbling can occur. Entitlenents can be received via EMM An
"address" identifying a particular smart card is stored in EMM address unit
476 of the card when the card is issued. By including address information
in EM| a service provider can direct]fM to a particular card. The smart
card conpares the address 1 5 information in EMM wth the card address
stored in unit 476 to detect EMMinformation directed to the card. If a
user is not entitled, security controller 183 configures the card for EWMM
processing as ghown in Figure 6 in case EMMdata is received. As in the
case of the ECEBkey, & card is issued with an 20 EMM key stored in the
card in EEPRgV@23. I& Figure 6, the EMM key is transferred from EEPROM 423
to EMM key r¥yi#sters &n descranbling unit 478 by CPU 421. Scranbl ed EMM
data fromtrdpsport uhit 620 in Figure 1 is input to the card via the high

speed dat a-i ort - rv-checkl ng thegEMM address in unit 476, 25 EMM
data i nt ended =E|t p4 &l in descranbling unit 478. Decrypted
EMM data is t:ebr NARAM 426 and processed by CPU 421 to
updat e entit||&3&3; EXPROM 423. After the PID val ues are
| oaded, enti t{=2Reht ael the ECM key is in place in descranbler
185, the caral e gnblle ECM data and generate the audi o and
video keys. In [Figure|?7, ECI\/I datla ijn the signal is received Ry=smart card
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via the high speed data-in termnal and detected by transport decode unit
472. The ECM data is directed to descranbler 478 35 where the previously
.l oaded EGNbkéewesns used to decrypt the ECM PCT/ US95/ 0993 TVI39889985504 21
data. The decrypted ECM data is transferred from descranbler 478 to RAM
424. \Wen decrypted ECM data is avail abl e, CPU 421 executes key generation
al gorithns stored in EEPROM 423 and .ROM 425 'usi ng the decrypted ECM data in
RAM 424 to generate 5 the video and aé?'go keys. The generated keys are
transferred to the appropriate video an udi o key registers in descranbler
478. As shown in Figure 7, descranbler 478 includes two key registers for '
vi deo, video keys A and B, and two key registers for audio, audio keys A
and B. Whether key A or B w UPREBEBffE:I to 10 descranble a particul ar
packet is det erm' ‘ cak Tabl e 2

above). The " I - " 1t & - be penerated
whi | e an existl ‘ ' ' 51 ngl ECM dat a
in security contfjoller 183 to generate Ja ndw ke ng fhe new 1
5 key to a key riegister in descranbler 478 requires [ [ unber of
instruction cyclles in CPU 421. |f des n‘ﬂﬂ%n
generation and tyansfer of a new key, CMA% require
soneone viewing |p programto watch a scfra Ie ' X & key was
in place in | " MIN. iy 2855
" MIN.
[c5) |
[C7] v
- vy
[C4]  [C8 v
1025 MAX |
—12.25 MIN:
—17.87 M ——>
1287 MN————>{ .
CLEFTEDGE F|G 2A
CONTACT ASSIGNMENT CONTACT ASSIGNMENT
C1 | VCC (SUPPLY VOLTAGE) C5 | GND (GROUND)
C2 | RST(RESET SIGNAL) C6 | VPP (PROGRAMMING VOLTAGE) -
C3 | CLK(CLOCK SIGNAL) C7 | 1/0 (DATA INPUT/QUTPUT)
C4 RESERVED T0 ISOAEC JTC 1/SC17 c8 RESERVED 70 ISOAEC JTC 1/5C 17
FOR FUTURE USE FOR FUTURE USE

FIG. 2B
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20 descranbl er 478. Havi ng key registers A and B permts data to be
decrypted using a key in one key register, e.g., key register A while a
new key i Wan#0834gener at ed and | oaded into the second key PEHUSIS®HIS3e. g. ,
key register B. After initiating key generation by transmtting ECM data, a
service provider waits for a time 25 period sufficient to ensure that new
key B is generated and in descranbler 478 before encrypting packets using
key B. The key flag notifies descranbler 185 when to begin using the new
key. After the operations shown in Figf JQ§ 5, 6, and 7, descranbler 478 has
been initialized with all key informati 30 needed to process encrypted
data in the tuned channel, including EMM ECM video and audi o data. Figure
8 shows the signal flow for data processi ng. Encrypted data enters smart
card 180 via the high speed serial data input termnal. The data is
decrypted in descranbler 478 using the previously |oaded keys. For exanple,

35 if transport unit 472 determneiE rgm the hgader of an incom ng WO
96/ 06504 : = PCT/ US95/ 09953 22 packet
that the payload data is video dafja as oqi ated wi|th video key A, the packet
payl oad is decrypted in descranbl ¢r X8 ysing video key A. The decrypted
data is output directly fromsmar{ cgd 180 via tlhe hi gh speed serial data
output termnal. Note that 5 daf a E§ cqssing i Figure 8 does not require
i nteraction between descranbling ¢nit 184 and sedqurity control unit 183
al |l owi ng descranbler 478 t $s—cateaqat the—Hi gh data rate of the input
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‘signal. Key generation in security controller 183 conbined 1 0 wth the
descranbling features of descranmbling unit 478 provides conplete capability
Jn smart weneodssd for processing signals encrypted usi ng @CTAFS9S0995df

al gorithns including the data encryption standard (DES) al gorithm and

Ri vest - Shamr- Adl emann (RSA) al gorithns. By providing all access control 1
5 related processing wwthin smart card 180, security related data such as
key data does not have to be transferred out of smart card 180. As a
result, security is inproved significa4 By in conparison to systens using a
descranbl er external to the smart card.” Al though the use of descranbler 185
internal to smart 20 <card 180 is advantageous, an external descranbler
such as descranbler 130 in Figure 1 nay al so be used. An external
descranbl er nmay be desirable for conpatibility of the described smart card
W th existing pay-TV systens that generate the key in smart card 180 and
transfer the key to descranbler 130. 25 Al ternatively, using both
descranbl er 185 and descranbler 130 nay be desirable. For exagple, security
can be inproved by encrypting a signal twice using two different keys. A
tw ce- encrypted signal_could be decrypted using the systen&Bbown in Figure
1 by: decrypting the sinal once in descranbler 185 using 34 he first

key, transferring the partially decoded data to descrambler 130, and
decrypting the sidgal ,~a-seeend-ttme-+n descr-anbl-er--+368-usrng-the second
key. The second key mbulxkfmrtﬁﬁﬁﬁ%ﬁ«a&-kn-SHEFt-ﬁafd-ﬂ£K}1ﬁﬁ}}tqansferred to
descranbl er 130. For hpplicatio A&l vi ng_descranbl er 130 (i se. 3 5

appl i cati onszn whitch! kay data if SStir ahsf er rleg Jedl§ of srrargglca'rdl
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*PCT/ US95/ 09953 WD 96/ 06504 2 3 180), commands are provided for transferring
the key data via the serial I/Ointerface between controller 160 and snart
.card 180wdarea068ddanpl e, microcontroller 160 sends ECM dat aPEHUSHE%®Er d in
one command and requests the status of key generation with a 5 stat us
command. \Wen the status data indicates that key generation is conplete,
anot her command requests the key data and the card responds by sending the
key data to controller 160. Subsequently, the key is transferred to
descranbl er 130. Various nodificatio 8ﬁ t he descri bed enbodi nents 1 0O

are possible. For example, it will be'readily apparent to one skilled in
the art that the invention is applicable to signals and systens ot her than
t hose descri bed. For exanple, video systens and vi deo signal protocols

ot her than that depicted in Figure 3 include the above-nenti oned DSS
satellite systemand high- 1 5 definition television (HDTV). The descri bed
type of access control systemis also applicable to signal progegssing
systens such as cellul ar tel ephone systens in which processing entitlenents
may involve determ ning whether a user is entitled to access aCd® | ul ar

t el ephone systemand, if so, processing a scranbled cellular 2 el ephone
signal. Applications such as a cellular telephone systeminvolve generating

an outgoing(sLgnaL_Ln_addLL¢£mLi£L4m£mescLng an
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i ncom ng signal. Cenerating an outgoing signal requires encryption. The
descri bed smart card can encrypt data if 25 appropriate encryption
Software woosnssoed in EEPROM and ROMin snart card 180. THOTAJS9s/he9s3
invention is applicable to signal source applications such as tel ephone
systens or "head-end" applications in cable TV systens. These and ot her
nodi fications are intended to be within the scope of the foll ow ng cl ai ns.
WD 96/ 06504 _

PCT/ US95/ 09953 24 Clains 1. A smart B d conprising: a first terninal for
receiving an input signal including 5 first and second signal conponents;
a second termnal for providing an output signal; neans for processing said
first signal conponent for producing a first processed signal, and being
responsive to said first processed signal for processing said second
scranbl ed 10 conponent for producing a second processed signal; and neans
for conbining said first signal conponent of said input signal éEg sai d
second processed signal to produce said output signal. 15 2
The smart card of claim 1 wherein said nmeans for conbining sai irst

'si gnal conponent of said input signal and said second processei-e+gnal
producing a predetermned timng rel ationship between said fir %Lsignal
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‘conponent and said second processed signal in said output signal. 20 3.

The smart card of claim 2 wherein said nmeans for conbining said first
.signal cowpmi®eso4of sai d i nput signal and sai d second procREKESPSHPWAal
conprising: neans for delaying said first signal conponent to 25 produce a
del ayed signal exhibiting substantially said predeterm ned tim ng
relationship with respect to said second processed signal; and neans for
conbi ni ng sai d del ayed signal and saidazgcond processed signal to produce
said output signal. 30 35 WO 96/ 065

PCT/ US95/ 09953 25 4. The smart card of claim 3 wherein said input signal
exhibiting an input timng relationship between said first signal conponent

and said second signal conponent; and 5 sai d predeterm ned
timng-relationship being substantially the same as said input timng
rel ati onship. 5. The smart card of claim4 wherein said first and second

signal conponents of said input signal conprise respective 1 0 Nyst and
second scranbl ed signal conponents and said first and second processed

signal s conprise respective first and second (>
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descranbl ed signals. 6. The smart card of clairm5 wherein said neans 1 5
for delaying said first signal conponent of said input signal conprises a
first-in-wosdeeses nenory device. 7. The smart card of clpermsos/douss her
conprising neans responsive to said first descranbl ed signal for producing
20 control information; said neans for producing said first and second
descranbl ed signals being responsive to said control information for
produci ng said second descranbl ed signal. 8. The smart card of claim?7
wherein 25 sai d nmeans fggproduci ng said first and second
descranbl ed signals, said neans for pfoducing said control information and
said neans for conbining said first scranbled signal conmponent and said
~second descranbl ed signal to produce said output signal being included in
an 1 C nounted in said smart 30 card; and said first and second term nals
bei ng positioned on a surface of said smart card. WO 96/ 06504

PCT/ US95/ 09953 26 9. The smart card of claim8 further conpriiéﬁp athird
term nal positioned on said surface of said smart card for recel'vfng a
timng signal; said neans for producing said first and second 5¢ r
descranbl ed signals being responsive to said timng signal for s

.
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jsignal at said first data rate. 10. The smart card of c|a| .-LU ‘; erein sai

P first data PCT ate eX C ewsiip MImIBGBAL bisRTY drbaNzAHN SMar t ORI claim9
wherein sai'd feans for produci ng &=neiema Byt o i nf or nati on processes said
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(S7) Abstract

A smart card that includes a descrambler for descrambling entitlement information and data provides improved access control by
conu'ollmg the manner in which the entitlement information portion of the data stream is passed thraugh the smart card. Entitlement data
that is descrambled and used in the smart card for functions such as key gencranon is re-inserted in scrambled form in the high speed
output data signal from the smart card. A variable delay device is included in the smart card for controlling when scrambled entitlement

and other data in the data stream that is output from the smart card. For example, scrambled entitlement data in the output data stream can
be made to exhibit substantially the same timing relationship to other data that exists in the input data stream.

data is re-inserted into the data stream. Varying the delay permits establishing a desired timing relationship between the re-inserted data




WD 96/ 06504 27 .managenent information conprises tel evision progranm ng e
entitlenment information; and said data provided by said pay-for-
access-service conprises television programdata. 5 . : 16. The
smart card of claim 9 wherein said first, second and third term nals being
included in a plurality of termnals arranged on said surface of said snart
card in accordance with | SO standard 7816-2. 10 . _ 17. The .
smart card of claim 16 wherein said smart card exhibits a mechanical
characteristic in accordance wi'th | SO standard 7816-1.
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