A method for preventing undesirable activities of Executable Oy

appl i cat

its threads, 0 a secyrad hasahaSedeirrk br ﬁHNeV' ous| W bi
| nt er net behaw gﬁ:’#ﬁ has not net a sm&gnmmeon ition for accessing the

AL AN Y

I on, corrprl si ng denyi ng to the sanme application, or

resour ce, mﬁnﬂmm Apbmcﬁmdn POSLISHED UNDER $HR PAYTENECOOPERATION TREAIEY (PCT)

| nt er ne =AY ey TTTTE aCCESS SO CCESSlI

secur ed (?lgﬁ ur'&(‘:"é"ll \%ﬁ:’h are rg {1 QQM"&T’W‘@%&M}‘%%PE% behgecl)?ronare
recor deld i HO4 ﬁ’é?ﬁor y. A record is ke g agmhﬁkmalrhmﬁdﬁa.mﬁsour aesprniomt(zomoo)
shoul d Fe—att a|J|J| catt n t+hat—ras prewvt oust Y exhrbirted

| nt er nef iy flaXdoRd AgplidafiiNinibel:0 AC PEHEINDOGEY [SBIS DesiBARAIStAE: mesn,umsr, Aumzes.s BB(BG,

th d deni ed, - unl | : EE,
uﬁesﬁéiéﬁagéééﬁé‘h%@éaéhee{‘yiqmm”ﬁgﬁmwbghiif% %&?% i e

| east A&

i SLTJTMTR’I'I‘TZ,UAUG
behavi or(?o)ml;;iétsgather preset condition has bee@%%ﬁglwgmzwmmopmm«m o, Kb,

predet erm ned nunber of operationg aftmnmx MXFNOENZJBE.PTRO RU,

15 October 1998 (15 10.98) IL
LS, MW, SD, SL, SZ, TZ, UG, ZW), Eurasian patent (AM,

AZ, BY, KG, KZ, MD, RU, TJ, TM), Buropean patent (AT,

(71) Applicant (for all designated States except US): SBCURITY-7 BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE, IT, LU,
(SOFTWARE) LTD. [IL/IL]; P.O. Box 107, 20692 MC, NL, PT, SE), OAPI patent (BF, BJ, CF, CG, CI, CM,
Yoquneam (IL). GA, GN, GW, ML, MR, NE, SN, TD, TG).

(72) Inventors; and

(75) Inventors/Applicants (for US only): ELGRESSY, Doron | Published
[L/IL]; Kish Street 31, 33531 Haifa (IL). BEN ADERET, With international search report.

Fabian [IL/IL]; Hashikma Street 6/2, 10500 Migdal Haemek Before the expiration of the time limit for amending the
(iL). claims and to be republished in the event of the receipt of
' amendments.

(74) Agents: LUZZATTO, Kfir et al.; Luzzatto & Luzzatto, P.O.
Box 5352, 84152 Beer—Sheva (IL).

(54) Title: METHOD AND SYSTEM FOR THE PREVENTION OF UNDESIRABLE ACTIVITIES OF EXECUTABLE OBJECTS

(57) Abstract

A method for preventing undesirable activities of Executable Objects via an application, comprising denying to the same application,
or one or more of its threads, access to a secured resource if it has previously exhibited Internet behavior and has not met a specific condition
for accessing the resource, and denying the application, or one or more of its threads, Internet behavior if, at the time access is sought, it is
accessing a secured resource. Events which are representative of Internet behavior are recorded in a memory. A record is kept, so that all-
the resources ¢hat should kept secured and when an application that has previously exhibited Internet behavior attempls to access one such
secured resource, access to the secured resource is denied, unless at least a predetermined period of time has passed since the last Internet
behavior, ot it has performed at least a predetermined number of operations after exhibiting Internet behavior; or another preset condition
has been fulfilled.
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