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ASSET MANAGEMENT METHOD AND APPARATUS, AND ELECTRONIC 

DEVICE 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims priority to Chinese Patent Application No. 

201810151611.4, filed on February 14, 2018, which is hereby incorporated by reference in its 

entirety. 

TECHNICAL FIELD 

[0002] 	One or more implementations of the present specification relate to the field of 

blockchain technologies, and in particular, to an asset management method and apparatus, 

and an electronic device. 

BACKGROUND 

[0003] 	A blockchain technology is an emerging technology that some computing devices 

jointly participate in "accounting" to maintain a complete distributed database. The 

blockchain technology features decentralization and transparency, each computing device can 

record data in the database, and the data can be synchronized rapidly between the computing 

devices. Therefore, using the blockchain technology to create a decentralized system and 

record various execution programs in a distributed database in a blockchain for automatic 

execution has been widely applied to many fields. For example, in the financial technology 

field, the blockchain technology is used to create a P2P payment platform and publish 

execution programs such as a smart contract in a blockchain, so that peer-to-peer security 

payment between different users can be implemented without the help of financial institutions 

such as a bank. 

SUMMARY 

[0004] 	The present specification provides an asset management method, including: 

receiving, by a node device in a blockchain, a status update request initiated by a target user 

for a target asset object; in response to the status update request, verifying whether the target 

user is a member user with update permission for the target asset object in a smart contract 

object that is published in the blockchain and corresponds to an asset type of the target asset 

object, where the target asset object is created by invoking the smart contract object; and 

performing status update on the target asset object by invoking the smart contract object if the 
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target user is a member user with update permission for the target asset object in the smart 

contract object. 

[0005] 	The present specification further provides an asset management method, including: 

receiving, by a node device in a blockchain, a status update request initiated by a target user 

for a target asset object; in response to the status update request, verifying whether the target 

user is a publisher of a smart contract object that is published in the blockchain and 

corresponds to an asset type of the target asset object, where the target asset object is created 

by invoking the smart contract object; and performing status update on the target asset object 

by invoking the smart contract object if the target user is a member user who publishes the 

smart contract object. 

[0006] 	The present specification further provides an asset management apparatus, 

including: a first receiving module, configured to receive a status update request initiated by a 

target user for a target asset object; a first verification module, configured to verify, in 

response to the status update request, whether the target user is a member user with update 

permission for the target asset object in a smart contract object that is published in a 

blockchain and corresponds to an asset type of the target asset object, where the target asset 

object is created by invoking the smart contract object; and a first updating module, 

configured to perform status update on the target asset object by invoking the smart contract 

object if the target user is a member user with update permission for the target asset object in 

the smart contract object. 

[0007] 	The present specification further provides an asset management apparatus, 

including: a second receiving module, configured to receive a status update request initiated 

by a target user for a target asset object; a second verification module, configured to verify, in 

response to the status update request, whether the target user is a publisher of a smart contract 

object that is published in a blockchain and corresponds to an asset type of the target asset 

object, where the target asset object is created by invoking the smart contract object; and a 

second updating module, configured to perform status update on the target asset object by 

invoking the smart contract object if the target user is a member user who publishes the smart 

contract object. 

[0008] 	The present specification further provides an electronic device, including: a 

processor; and a memory, configured to store a machine executable instruction, where by 

reading and executing the machine executable instruction that is stored in the memory and 

corresponds to control logic of blockchain-based asset management, the processor performs 
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the following operations: receiving, by a node device in a blockchain, a status update request 

initiated by a target user for a target asset object; in response to the status update request, 

verifying whether the target user is a member user with update permission for the target asset 

object in a smart contract object that is published in the blockchain and corresponds to an 

asset type of the target asset object; and performing status update on the target asset object by 

invoking the smart contract object if the target user is a member user with update permission 

for the target asset object in the smart contract object. 

[0009] 	The present specification further provides an electronic device, including: a 

processor; and a memory, configured to store a machine executable instruction, where by 

reading and executing the machine executable instruction that is stored in the memory and 

corresponds to control logic of blockchain-based asset management, the processor performs 

the following operations: receiving a status update request initiated by a target user for a 

target asset object; in response to the status update request, verifying whether the target user 

is a publisher of a smart contract object that is published in a blockchain and corresponds to 

an asset type of the target asset object; and performing status update on the target asset object 

by invoking the smart contract object if the target user is a member user who publishes the 

smart contract object. 

[0010] 	In the previous implementations, the status update permission for the target asset 

object published in the blockchain can be strictly controlled, so that the status update 

permission is granted only to the publishers of the smart contract objects, or a user group 

stated by the publisher can update the target asset object. As such, when an asset object is 

transferred, and a holder of the asset object changes for a plurality of times, some new 

holders without update permission cannot perform improper status updates on the asset object, 

thereby improving the security level for asset object management. 

BRIEF DESCRIPTION OF DRAWINGS 

[0011] 	FIG. 1 is a flowchart illustrating an asset management method, according to an 

example implementation; 

[0012] 	FIG. 2 is a flowchart illustrating another asset management method, according to 

an example implementation; 

[0013] 	FIG. 3 is a schematic structural diagram illustrating an electronic device, 

according to an example implementation; 
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[0014] 	FIG. 4 is a block diagram illustrating an asset management apparatus, according to 

an example implementation; 

[0015] 	FIG. 5 is a block diagram illustrating another asset management apparatus, 

according to an example implementation; and 

[0016] 	FIG. 6 is a flowchart illustrating an example of a computer-implemented method 

for asset management, according to an implementation of the present disclosure. 

DESCRIPTION OF IMPLEMENTATIONS 

[0017] 	The present specification is intended to disclose the following technical solutions: 

In a blockchain, an asset object published in the blockchain is managed by using a smart 

contract object, and a publisher of the smart contract object or a user group designated by the 

publisher of the smart contract object in the smart contract object completes status update of 

the asset object. 

[0018] 	A target member in a blockchain can publish a smart contract object (a smart 

contract) corresponding to an asset type of an asset object in the blockchain in advance. The 

created smart contract object is used to manage the asset object. A user accessing the 

blockchain can create an asset object in the blockchain and perform status update on the 

created asset object by invoking the smart contract object. 

[0019] 	When a target user accessing the blockchain needs to perform status update on a 

target asset object created by invoking the smart contract object, the target user can initiate a 

status update request for the target asset object to the blockchain. 

[0020] 	When receiving the status update request, a node device in the blockchain can 

verify whether the target user is a publisher of the smart contract object, and can perform 

status update on the target asset object by invoking the smart contract object if the target user 

is a publisher of the smart contract object. For example, an execution program used to 

perform status update on an asset object created by invoking the smart contract object can be 

stated in the smart contract object in advance. In this case, status update can be performed on 

the target asset object by invoking the execution program used to perform status update on a 

created asset object. 

[0021] 	In addition, the publisher of the smart contract object can state, in the smart 

contract object, a member user with update permission for the target asset object created by 

invoking the smart contract object. When receiving the status update request, the node device 

in the blockchain can verify whether the target user is a member user with update permission 
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for the target asset object in the smart contract object, and can perform status update on the 

target asset object by invoking the smart contract object if the target user is a member user 

with update permission. 

[0022] 	In the previous implementations, the status update permission for the target asset 

object published in the blockchain can be strictly controlled, so that the status update 

permission is granted only to the publishers of the smart contract objects, or a user group 

stated by the publisher can update the target asset object. As such, when a holder of an asset 

object changes, some new holders without update permission cannot perform improper status 

updates on the asset object, thereby improving the security level for asset object management. 

[0023] 	The present specification is described below by using specific implementations 

based on specific application scenarios. 

[0024] 	FIG. 1 illustrates an asset management method, according to an implementation of 

the present specification. The asset management method is applied to a node device in a 

blockchain, and the node device performs the following steps: 

[0025] 	Step 102: The node device in the blockchain receives a status update request 

initiated by a target user for a target asset object. 

[0026] 	Step 104: In response to the status update request, verify whether the target user is 

a member user with update permission for the target asset object in a smart contract object 

that is published in the blockchain and corresponds to an asset type of the target asset object, 

where the target asset object is created by invoking the smart contract object. 

[0027] 	Step 106: Perform status update on the target asset object by invoking the smart 

contract object if the target user is a member user with update permission for the target asset 

object in the smart contract object. 

[0028] 	Based on the same concept, the present specification further provides another 

asset management method. 

[0029] 	FIG. 2 illustrates an asset management method, according to an implementation of 

the present specification. The asset management method is applied to a node device in a 

blockchain, and the node device performs the following steps: 

[0030] 	Step 202: The node device in the blockchain receives a status update request 

initiated by a target user for a target asset object. 
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[0031] 	Step 204: In response to the status update request, verify whether the target user is 

a publisher of a smart contract object that is published in the blockchain and corresponds to 

an asset type of the target asset object, where the target asset object is created by invoking the 

smart contract object. 

[0032] 	Step 206: Perform status update on the target asset object by invoking the smart 

contract object if the target user is a member user who publishes the smart contract object. 

[0033] 	The blockchain described in the present specification can include any type of 

blockchain network that can also support an asset object. 

[0034] 	For example, a conventional blockchain usually supports only an account object 

and a smart contract object, but in the present specification, the blockchain can support more 

objects. The blockchain can support an asset object in addition to an account object, a smart 

contract object that are currently supported. 

[0035] 	It is worthwhile to note that a type of the blockchain described in the present 

specification is not limited, and the blockchain can be a consortium blockchain, or can be a 

type of blockchain (for example, a private blockchain or a public blockchain) other than the 

consortium blockchain. 

[0036] 	The smart contract object can include a smart contract program that a target 

member in the blockchain publishes in the blockchain, and the smart contract program is 

recorded in a distributed database (namely, a blockchain ledger) in the blockchain, and is 

used to manage asset objects supported by the blockchain. A user accessing the blockchain 

can create an asset object in the blockchain by invoking the smart contract object, and 

manage the held asset object online in the blockchain. 

[0037] 	For example, the blockchain can be a consortium blockchain including some 

financial institutions that serve as consortium members. In this case, the target member in the 

blockchain can be a financial institution serving as a consortium member with asset object 

creation permission in the consortium blockchain. A distributed smart contract platform can 

be created by using the consortium blockchain. An operator of the smart contract platform 

can extend object types supported by the smart contract platform, to support an asset object in 

addition to an account object, a smart contract object that are currently supported, so that the 

financial institution serving as a consortium member can create a new asset type in the 

platform by publishing a smart contract (a smart contract object) in the blockchain. As such, a 
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user accessing the blockchain can create an asset object by invoking the smart contract, 

manage the held asset object online, and perform asset status update on the created asset 

obj ect. 

[0038] 	It is worthwhile to note that in the present specification, a type of a request 

initiated by the user accessing the blockchain in the blockchain can be a transaction 

(transaction) used in the conventional blockchain. 

[0039] 	For example, the user accessing the blockchain can initiate a transaction used to 

create an asset object in the blockchain, to create an asset object by invoking the smart 

contract object published in the blockchain, or can initiate a transaction used to perform 

status update on an asset object in the blockchain, to perform status update on a created asset 

obj ect. 

[0040] 	Certainly, the type of the request initiated by the user accessing the blockchain in 

the blockchain can be a form of instruction, message, etc. with a standard data structure other 

than the transaction. The type of the request is not limited in the present specification. The 

following implementations provide descriptions by using an example that the request initiated 

by the user accessing the blockchain in the blockchain is a transaction. 

[0041] 	The asset object can include a smart asset object. The smart asset object is used to 

maintain a smart asset. The smart asset corresponds to any type of real asset of a user, and the 

smart asset can be processed in the blockchain by using the smart asset object. For example, 

the smart asset object is processed by using a smart contract in the blockchain. A type of the 

user's real asset corresponding to the smart asset is not limited in the present specification. 

[0042] 	For example, the blockchain is a consortium blockchain including some financial 

institutions. In actual applications, any form of a user's offline asset, for example, funds, real 

estates, stocks, loan contracts, bills, or payment receivables, can be converted into a digital 

asset by a financial institution that manages a node device in the consortium blockchain, and 

the digital asset is published in a distributed database in the consortium blockchain after 

being created. 

[0043] 	The technical solutions of the present specification are described below in detail 

by using specific implementations with reference to "blockchain object extension", "smart 

contract object publication", "asset object creation", "asset object transfer", and "asset object 

status update". 

[0044] 	(1) Blockchain object extension 
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[0045] 	In the present specification, an operator of the blockchain can extend objects 

supported by the blockchain when creating a blockchain network. 

[0046] 	In a conventional blockchain (for example, Ethereum), objects supported by the 

blockchain usually include only two types: an account object and a smart contract object. 

However, in the present specification, the objects supported by the blockchain can be 

extended, and an asset object is supported in addition to an existing account object and smart 

contract object. 

[0047] 	In other words, in the present specification, the objects supported by the 

blockchain can include three types: an account object, a smart contract object, and an asset 

object. As such, in addition to creating an account and a smart contract in the blockchain, a 

user accessing the blockchain can create a digital asset in the blockchain. Therefore, a real 

asset can be converted into a digital asset published in the blockchain. 

[0048] 	In an implementation, the object supported by the blockchain can still include the 

following four attribute fields: a balance field (address field), a storage field (status field), a 

code field, and a nonce field. 

[0049] 	In a conventional blockchain (for example, Ethereum), the balance field usually 

indicates "balance", and is used to indicate the number of tokens held by an object. However, 

in the present specification, the meaning of the balance field can be extended, so that the 

balance field is used to maintain address information of an asset object held by an object 

instead of indicating "balance". In actual applications, the balance field can be used to 

maintain address information of a plurality of asset objects. 

[0050] 	For each of the account object, the smart contract object, and the asset object that 

are previously described, address information of an asset object can be added to a balance 

field, so that the asset object corresponding to the address information can be held. In other 

words, in the present specification, in addition to the account object and the smart contract 

object that are previously described, the asset object can also hold a virtual asset. 

[0051] 	The storage field is used to maintain various statuses of an object (for example, an 

account status, a contract status, and an asset status). In an example of an asset object, a 

financial institution that publishes the asset object or another executor that has update 

permission for the asset object and is designated by the financial institution can update a 

status of the asset object by modifying content in a storage field. For example, the asset 

object is a digital asset converted from an offline loan contract asset of a user. When a regular 

loan repayment status of the user changes, a financial institution that publishes the asset 
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object or another executor that has update permission for the asset object and is designated by 

the financial institution can perform, based on a change of the regular loan repayment status 

of the user, synchronous update on content in a storage field in an asset object corresponding 

to the digital asset. 

[0052] 	The code field is used to maintain execution code (for example, various 

code-related executable methods) related to an execution program stated in an object. In other 

words, in the present specification, related execution programs can be stated in the account 

object, the smart contract object, and the asset object that are previously described. 

[0053] 	A smart contract object used to manage an asset object is used as an example. Any 

form of operation related to the asset object managed by using the smart contract object can 

be stated in a code field in the smart contract object in the form of execution programs in 

advance, and corresponding operations can be subsequently completed by directly invoking 

these execution programs. For example, execution programs stated in the smart contract 

object used to manage asset objects can usually include an execution program used to create 

an asset object, an execution program used to update an asset object, an execution program 

used to transfer an asset object, etc. 

[0054] 	It is worthwhile to note that in addition to the execution code related to the 

execution program stated in the object, the code field can be further used to maintain an 

invoking address of a smart contract object, an invoking parameter that needs to be 

transferred during invoking of the smart contract object, etc. 

[0055] 	The nonce field is used to maintain a count used to protect a blockchain from a 

replay attack. The count can usually be a random number or a pseudo-random number used to 

protect a blockchain from a replay attack. 

[0056] 	(2) Smart contract object publication 

[0057] 	In an implementation, the blockchain can be a consortium blockchain including 

some financial institutions that serve as consortium members. In this case, a target member in 

the blockchain can be a financial institution serving as a consortium member with asset object 

creation permission in the consortium blockchain. 

[0058] 	A distributed smart contract platform can be created by using the consortium 

blockchain. The financial institution with asset object creation permission in the consortium 

blockchain can create a new asset type in the platform by publishing a smart contract (a smart 

contract object) in the consortium blockchain. 
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[0059] 	Each financial institution in the consortium blockchain can first register as a 

consortium member in the consortium blockchain, and obtain a pair of keys: a public key and 

a private key returned by the consortium blockchain. The public key is used as an account 

address of each financial institution in the consortium blockchain, and the private key is used 

as a unique key for operating the account by each financial institution. An operator of the 

consortium blockchain can grant asset object creation permission to the financial institutions 

that join the consortium blockchain. After obtaining the asset object creation permission, the 

financial institution can create and publish a smart contract in the consortium blockchain, and 

create a new asset type based on actual needs. 

[0060] 	A detailed process of publishing a smart contract by the financial institution in the 

consortium blockchain is not described in detail in the present specification, and a person of 

ordinary skill in the art can refer to descriptions in related technologies. 

[0061] 	For example, in actual applications, the financial institution can publish a created 

smart contract in the consortium blockchain by publishing a transaction in the consortium 

blockchain based on the held private key. When receiving, by using a node device managed 

by the financial institution, a transaction published by another financial institution, each 

consortium member in the consortium blockchain can perform consensus processing on 

transactions published recently in the consortium blockchain based on a consensus algorithm 

in the consortium blockchain, and record a smart contract published by using the transaction 

in a distributed database in the consortium blockchain after consensus processing is 

completed. The consensus algorithm supported by the consortium blockchain and a 

consensus processing process performed in the consortium blockchain based on the 

consensus algorithm are not described in detail in the present specification, and a person of 

ordinary skill in the art can refer to descriptions in related technologies. 

[0062] 	In the present specification, an execution program related to an asset type 

corresponding to the smart contract can be stated in advance in the smart contract that is 

published by the financial institution in the consortium blockchain and corresponds to the 

new asset type. The execution program stated in advance can be included in a code field in a 

smart contract object corresponding to the smart contract. 

[0063] 	In an implementation, execution programs stated in the smart contract that is 

published by the financial institution in the consortium blockchain and corresponds to the 

new asset type can include an execution program used to create an asset object and an 

execution program used to transfer an asset object. A user accessing the consortium 
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blockchain can publish, in the consortium blockchain by invoking an API interface provided 

by the consortium blockchain, a transaction that is signed based on a held private key, and 

create a virtual asset and complete online transfer of the held virtual asset by invoking the 

execution programs stated in the smart contract. 

[0064] 	Certainly, in addition to the execution program used to create an asset object and 

the execution program used to transfer an asset object that are previously described, the 

execution programs stated in the smart contract that is published by the financial institution in 

the consortium blockchain and corresponds to the new asset type can also include other 

execution programs related to an asset object, for example, an execution program used to 

update an asset object. The other execution programs are not listed one by one in the present 

specification. 

[0065] 	(3) Asset object creation 

[0066] 	In the present specification, a user who needs to access the blockchain can register 

with the consortium blockchain in advance, and obtain a pair of keys: a public key and a 

private key returned by the consortium blockchain. After registration is completed, the 

consortium blockchain can create a corresponding account object for the user. 

[0067] 	A registered user can publish a transaction in the consortium blockchain by using 

the API interface provided by the consortium blockchain, and the transaction is used to 

request to create an asset object and is signed based on a held private key. 

[0068] 	After receiving the transaction that is published by the registered user based on the 

private key, a node device corresponding to the user in the consortium blockchain can first 

perform identity authentication on the user based on a public key corresponding to the private 

key held by the user. For example, in actual applications, the user can sign the initiated 

transaction based on the held private key, and the node device in the blockchain performs 

authentication on a signature based on the public key corresponding to the private key held 

by the user. If signature authentication succeeds, identity authentication on the user succeeds. 

[0069] 	After identity authentication succeeds, consensus processing can be performed on 

transactions received within a time period based on the consensus algorithm. After consensus 

processing is completed, the transaction can be executed to determine a type of the asset 

object that the user requests to create (a plurality of smart contract objects corresponding to 

different types of asset objects can be published in the consortium blockchain, and the user 

can request to create a certain type of asset object). 
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[0070] 	For example, in an implementation, the type of the asset object that the user 

requests to create can be stated in the transaction that is published by the user based on the 

held private key. The node device that receives the transaction can determine the type of the 

asset object that the user requests to create based on the information stated in the transaction. 

[0071] 	After determining the type of the asset object that the user requests to create, the 

node device can further query a smart contract object that is published in the consortium 

blockchain and corresponds to the type of the asset object requested by the user, and then 

create the asset object by invoking, based on an invoking address of the smart contract object, 

an execution program in the smart contract object that is used to create an asset object. 

[0072] 	For example, in an implementation, the transaction that is published by the user 

based on the held private key can further include parameters related to the asset object that 

the user requests to create, for example, the amount of assets that the user requests to create. 

When invoking the smart contract object, the node device can use these parameters as 

invoking parameters, and transfer these parameters to the execution program in the smart 

contract object that is used to create an asset object, so as to create the asset object using the 

execution program. 

[0073] 	In an implementation, after the asset object is created for the user through the 

previous process, the node device can further add address information of the created asset 

object to a balance field in a target object that holds the asset object. 

[0074] 	A process of generating the address information of the asset object is not limited 

in the present specification. For example, in an implementation, the address information of 

the asset object can be a hash value obtained by performing hash calculation on content of the 

transaction that requests to create the asset object. 

[0075] 	In an implementation, there are the following two cases for the target object that 

eventually holds the created asset object. 

[0076] 	In one case, the target object that eventually holds the created asset object can be a 

target object that is designated by the user and is used to hold the asset object. 

[0077] 	For example, the user can state in advance the target object that can hold the new 

asset object in the published transaction that requests to create the asset object. Or the user 

can notify the designated target object that holds the created asset object to a financial 

institution that publishes the asset object through offline notification. 

[0078] 	In the other case, the target object that eventually holds the created asset object 

can be a target object that is stated in the smart contract object in advance and is used to hold 
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the asset object. In other words, when publishing the smart contract object, the financial 

institution can state, in the smart contract object in advance, the target object that can hold the 

asset object created by invoking the smart contract object. 

[0079] 	For example, when publishing the smart contract object, the financial institution 

can state, in the smart contract object in advance, a whitelist of target objects that can hold the 

asset object created by invoking the smart contract object. Only a target object in the whitelist 

can hold the asset object created by invoking the smart contract object. 

[0080] 	In an implementation, the asset object that can eventually hold the created asset 

object can be any one of the account object, the smart contract object, and the asset object 

supported by the consortium blockchain. In other words, in the present specification, each of 

the account object, the smart contract object, and the asset object supported by the consortium 

blockchain can hold the asset object. The created asset object can be held by any one of the 

account object, the smart contract object, and the asset object that is designated by the user or 

stated in the smart contract object. 

[0081] 	For example, the user can designate asset object A as a target object that holds 

created asset object B, and then add address information of asset object B to a balance field in 

asset object A, to perform packeting of asset object A and asset object B. 

[0082] 	(4) Asset object transfer 

[0083] 	In the present specification, in actual applications, the registered user not only can 

publish, in the consortium blockchain by using the API interface provided by the consortium 

blockchain, the transaction that is used to request to create an asset object and is signed based 

on the held private key, to create an asset object, but also can publish, in the consortium 

blockchain by using the API interface, a transaction that is used to transfer an asset object and 

is signed based on the held private key. 

[0084] 	After receiving the transaction that is published by the registered user based on the 

private key, the node device corresponding to the user in the consortium blockchain can first 

perform identity authentication on the user based on the public key corresponding to the 

private key held by the user. After identity authentication succeeds, consensus processing can 

be performed on transactions received within a time period based on the consensus algorithm. 

After consensus processing is completed, the transaction can be executed to determine a 

target asset object that the user requests to transfer. 

[0085] 	For example, in an implementation, address information or another type of 

identification information of the asset object that the user requests to transfer can be stated in 
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the transaction that is published by the user based on the held private key. The node device 

that receives the transaction can determine the target asset object that the user requests to 

transfer based on the information stated in the transaction. 

[0086] 	After determining the target asset object that the user requests to transfer, the node 

device can remove the address information of the target asset object from a balance field in a 

target object that holds the target asset object, and adds the address information of the target 

asset object to a balance field in an asset receiver object corresponding to the target asset 

obj ect. 

[0087] 	It is worthwhile to note that in the present specification, the user can transfer the 

held asset object in the consortium blockchain by initiating the transaction in the following 

two ways. 

[0088] 	In one implementation, a transaction type used to transfer a virtual asset can be 

specified in the consortium blockchain. The user can transfer the asset object in the 

consortium blockchain by initiating the specified transaction type used to transfer a virtual 

asset in the consortium blockchain without invoking a smart contract object. A node device 

that executes this type of transaction removes the address information of the target asset 

object from the balance field in the target object that holds the target asset object, and adds 

the address information of the target asset object to the balance field in the asset receiver 

object corresponding to the target asset object. 

[0089] 	In the other implementation, the user can transfer the asset object by invoking a 

smart contract object corresponding to an asset type of the asset object. In this case, an 

execution program used to transfer an asset object can be stated in the smart contract object in 

advance, and a transfer rule is pre-specified in the execution program. 

[0090] 	The transfer rule can be some asset transfer conditions stated in the smart contract 

object. Specific content of the asset transfer conditions can be customized by a person of 

ordinary skill in the art based on actual needs. For example, the asset transfer conditions can 

be that the asset object can be transferred only when the user who initiates the transaction 

belongs to a designated user group stated in the smart contract object. 

[0091] 	Execution logic corresponding to the execution program used to transfer an asset 

object is not limited in the present specification, and can be customized by a person of 

ordinary skill in the art based on actual needs. For example, in some situations, the execution 

program can be execution code stated in a code field in the smart contract object in advance, 

for example, an asset transfer condition. 
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[0092] 	When the user needs to transfer, in the consortium blockchain, the asset object 

created by invoking the smart contract, the user can initiate a transaction that is used to 

transfer an asset object to the smart contract object in the consortium blockchain, and the 

transaction is used as input of the smart contract object. The execution program in the smart 

contract object that is used to transfer an asset object is invoked based on an invoking address 

of the smart contract object corresponding to the target asset object, to determine whether the 

transaction that is initiated by the user to transfer an asset object satisfies the transfer rule 

specified in the execution program. If the transfer rule is satisfied, the node device can 

remove the address information of the target asset object from the balance field in the target 

object that holds the target asset object, and add the address information of the target asset 

object to the balance field in the asset receiver object corresponding to the target asset object. 

[0093] 	In an implementation, there are the following two cases for the asset receiver 

object corresponding to the target asset object. 

[0094] 	In one case, the asset receiver object corresponding to the target asset object can 

be an asset receiver object that is designated by the user and corresponds to the target asset 

obj ect. 

[0095] 	For example, the user can state in advance the asset receiver object corresponding 

to the target asset object in the published transaction that requests to transfer an asset object. 

Or the user can notify the designated asset receiver object corresponding to the target asset 

object to a financial institution that publishes the asset object through offline notification. 

[0096] 	In the other case, the asset receiver object corresponding to the target asset object 

can be an asset receiver object that is stated in the smart contract object in advance and 

corresponds to the target asset object. In other words, when publishing the smart contract 

object, the financial institution can state, in the smart contract object in advance, the receiver 

object that can hold the asset object created by invoking the smart contract object during 

transfer of the asset object. 

[0097] 	In an implementation, the asset receiver object corresponding to the target asset 

object can include any one of the account object, the smart contract object, and the asset 

object supported by the consortium blockchain. In other words, in the present specification, 

the target asset object to be transferred can be transferred to any one of the account object, the 

smart contract object, and the asset object supported by the consortium blockchain. 

[0098] 	(5) Asset object status update 

15 



WO 2019/161023 	 PCT/US2019/017958 

[0099] 	In the present specification, in actual applications, the registered user not only can 

publish, in the consortium blockchain by using the API interface provided by the consortium 

blockchain, the transaction used to request to create an asset object and the transaction used 

to transfer an asset object that are signed based on the held private key, to create an asset 

object and transfer an asset object, but also can publish, in the consortium blockchain by 

using the API interface, a transaction that is used to perform status update on a created target 

asset object and is signed based on the held private key. 

[00100] After receiving the transaction that is published by the registered user based on the 

private key, the node device corresponding to the user in the consortium blockchain can first 

perform identity authentication on the user based on the public key corresponding to the 

private key held by the user. After identity authentication succeeds, consensus processing can 

be performed on transactions received within a time period based on the consensus algorithm. 

After consensus processing is completed, the transaction can be executed to perform 

permission authentication on the user, so as to determine whether the user has status update 

permission for the target asset object. 

[00101] In the present specification, a member user with status update permission for the 

target asset object can be a publisher of the smart contract object, or can be a member user 

who has update permission and is stated by the publisher of the smart contract object in the 

smart contract object. 

[00102] The following separately describes the previous two cases. 

[00103] In one scenario, when executing the transaction that is initiated by the user to 

perform status update for the created target asset object, to perform permission authentication 

on the user, the node device in the blockchain can verify whether the user is a publisher of the 

smart contract object (namely, a smart contract object that is invoked to create the target asset 

object). If the user is a publisher of the smart contract object, the user has status update 

permission for the target asset object by default. 

[00104] In an implementation, an authentication program corresponding to a publisher 

identity of the smart contract object can be stated by the publisher of the smart contract object 

in the smart contract object. The authentication program is used to verify whether the user 

who initiates the status update of the target asset object is a publisher of the smart contract 

object. 

[00105] In this case, when executing the transaction that is initiated by the user to perform 

status update on the created target asset object, to perform permission authentication on the 
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user, the node device can further perform identity authentication on the user by invoking the 

authentication program stated in the smart contract object based on an invoking address of the 

smart contract object corresponding to the target asset object, and determine that the user is a 

publisher of the smart contract object if authentication succeeds. 

[00106] It is worthwhile to note that specific authentication logic in the authentication 

program that is used to verify whether the user is a publisher of the smart contract object is 

not limited in the present specification, and can be customized by a person of ordinary skill in 

the art based on actual service demands in actual applications. 

[00107] For example, the authentication logic in the authentication program can be 

verifying whether an identity of a publisher of the transaction submitted in the transaction 

matches the identity of the publisher of the smart contract object, or whether an identity of a 

publisher of the transaction matches a coding rule of the identity of the publisher of the smart 

contract object. The previous example is merely an example, and is not used for limitation. 

[00108] In an implementation, a user list of publishers of the smart contract object can be 

stated in the smart contract object. The smart contract object can be published by one member 

user in the blockchain or can be jointly published by a plurality of member users. Therefore, 

the user list can include one or more publishers of the smart contract object. 

[00109] In this case, when executing the transaction that is initiated by the user to perform 

status update on the created target asset object, to perform permission authentication on the 

user, the node device can further verify whether the user matches a member user in the user 

list, and determine that the user is a publisher of the smart contract object if the user matches 

a member user in the user list. 

[00110] In an implementation, the user list of publishers of the smart contract object that is 

stated in the smart contract object can be a public key list of the publishers of the smart 

contract object. The user list can include information about public keys held by the 

publishers. 

[00111] In this case, because the transaction that is submitted by the user to perform status 

update on the target asset object is signed in advance based on the private key held by the 

user, when matching the user with a member user in the user list, the node device can perform 

authentication on a signature of the transaction based on the public key in the public key list. 

If authentication succeeds, the user matches a member user in the user list, and the user is a 

publisher of the smart contract object. 
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[00112] Certainly, in actual applications, to match the user with a member user in the user 

list, the node device not only can perform authentication on the signature of the transaction 

initiated by the user based on the public key of the publisher, but also can use other methods. 

For example, the user list can be an identity list of the publishers of the smart contract object, 

and the transaction submitted by the user can include a user identity of the user who initiates 

the transaction. In this case, whether the user who initiates the transaction is a publisher of the 

smart contract object can be determined by matching user identities. The other methods are 

not listed one by one in the present specification. 

[00113] 	In the present specification, if the user is a publisher of the smart contract object, 

status update can be performed on the target asset object by invoking, based on an invoking 

address of the smart contract object corresponding to the target asset object, an execution 

program in the smart contract object that is used to perform status update on the target asset 

object. 

[00114] In the other scenario, when executing the transaction that is initiated by the user to 

perform status update on the created target asset object, to perform permission authentication 

on the user, the node device in the blockchain can verify whether the user is a publisher of the 

smart contract object, namely, a member user with update permission for the target asset 

object in the smart contract object. If the user is a member user who has update permission 

and is stated by the publisher of the smart contract object in the smart contract object, the user 

has update permission for the target asset object. 

[00115] In an implementation, an authentication program corresponding to the update 

permission for the target asset object can be stated by the publisher of the smart contract 

object. The authentication program is used to verify whether the user who initiates the status 

update of the target asset object has update permission for the target asset object. 

[00116] In this case, when executing the transaction that is initiated by the user to perform 

status update on the created target asset object, to perform permission authentication on the 

user, the node device can further perform permission authentication on the user by invoking 

the authentication program stated in the smart contract object based on an invoking address of 

the smart contract object corresponding to the target asset object, and determine that the user 

has update permission for the target asset object if authentication succeeds. 
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[00117] It is worthwhile to note that authentication logic in the authentication program that 

is used to verify whether the user has update permission for the target asset object is not 

limited in the present specification, and can be customized by a person of ordinary skill in the 

art based on actual service demands in actual applications. 

[00118] For example, the authentication logic in the authentication program can be 

verifying whether an identity of a publisher of the transaction submitted in the transaction 

matches a certain coding rule. The previous example is merely an example, and is not used 

for limitation. 

[00119] In an implementation, a user list of member users with update permission for the 

target asset object can be stated in the smart contract object. The member users in the user list 

can include the publisher of the smart contract object, or does not include the publisher of the 

smart contract object. 

[00120] In this case, when executing the transaction that is initiated by the user to perform 

status update on the created target asset object, to perform permission authentication on the 

user, the node device can further verify whether the user matches a member user in the user 

list, and determine that the user has update permission for the target asset object if the user 

matches a member user in the user list. 

[00121] In an implementation, the user list of the member users with update permission for 

the target asset object that is stated in the smart contract object can be a public key list of 

publishers of the smart contract object. The user list can include information about public 

keys held by member users who have update permission and are designated by the publishers 

of the smart contract object. 

[00122] In this case, when matching the user with a member user in the user list, the node 

device can perform authentication on a signature of the transaction based on the public key in 

the public key list. If authentication succeeds, the user matches a member user in the user list, 

and the user has update permission for the target asset object. 

[00123] In the present specification, if the user has update permission for the target asset 

object, status update can be performed on the target asset object by invoking, based on an 

invoking address of the smart contract object corresponding to the target asset object, an 

execution program in the smart contract object that is used to perform status update on the 

target asset object. 

[00124] It is worthwhile to note that in the present specification, during status update of 

the target asset object, a storage field in the target asset object is modified by using the 
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execution program in the smart contract object that is used to perform status update on the 

target asset object, and status update information of the target asset object is added to the 

storage field in the target asset object. 

[00125] For example, the target asset object is a digital asset converted from a loan 

contract. An asset status in the storage field in the target asset object can usually be loan 

performance status information indicating whether a borrower has made a repayment or 

breached a contract. In this case, the status update information can be a latest performance 

status of the borrower. During status update of the target asset object, the latest performance 

status of the borrower can be added to the storage field in the target asset object. For example, 

the storage field can include some flag bits for recording an asset status. When the flag bit is 

1, the user has made a repayment on time, or when the flag bit is 0, the contract is breached. 

The value of the flag bit in the storage field can be updated during update of the storage field. 

[00126] The status update information of the target asset object can be maintained and 

provided by the publisher of the smart contract object. In other words, the asset object can be 

a digital asset converted from an offline asset that is held by the publisher, and an asset status 

of the asset object is still maintained by the original publisher. After the asset object is 

transferred, and a holder of the asset object changes for a plurality of times, the status update 

on the asset object is still performed based on the asset status information maintained by the 

original publisher. 

[00127] For example, if the publisher of the smart contract object updates the target asset 

object by default in the first case described, the publisher maintains the latest status update 

information. After detecting a status change of the target asset object, the publisher can use 

the latest status update information of the asset maintained by the publisher as an update 

parameter, and directly add the update parameter to a transaction for updating the target asset 

object. 

[00128] In another implementation, if another authorized user who is designated in the 

smart contract object performs status update on the target asset object by default in the first 

case described, the user can query the latest status update information of the target asset 

object from the publisher of the smart contract object, or the publisher of the smart contract 

object publishes the latest status update information of the target asset object to members in 

the blockchain. After obtaining the latest status update information, the user can use the latest 

status update information as an update parameter, and directly add the update parameter to a 

transaction for updating the target asset object. Or the status update information is not added 
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to the transaction. In this case, when status update is performed on the target asset object by 

invoking the execution program stated in the smart contract object, the latest status update 

information is queried from the publisher of the smart contract object, or the latest status 

update information published by the publisher of the smart contract object is read from the 

blockchain. 

[00129] It can be seen from the previous implementations that the target member in the 

blockchain can publish, in the blockchain, the smart contract object used to manage the target 

asset object. When receiving the status update request initiated by the target user for the target 

asset object, the node device in the blockchain can verify whether the target user is a member 

user with update permission for the target asset object in the smart contract object, or verify 

whether the target user is a publisher of the smart contract object. The node device can 

complete status update of the target asset object by invoking the smart contract object if the 

target user is a member user with update permission in the smart contract object, or a 

publisher of the smart contract object. Therefore, the status update permission for the target 

asset object published in the blockchain can be strictly controlled, so that the status update 

permission is granted only to the publishers of the smart contract objects, or a user group 

stated by the publisher can update the target asset object. As such, when an asset object is 

transferred, and a holder of the asset object changes for a plurality of times (for example, 

asset transfer and sale between different financial institutions), some new holders without 

update permission cannot perform improper status updates on the asset object, thereby 

improving the security level for asset object management. 

[00130] Corresponding to the method implementations, the present specification further 

provides an implementation of an asset management apparatus. The implementation of the 

asset management apparatus in the present specification can be applied to an electronic 

device. The apparatus implementation can be implemented by software, or can be 

implemented by hardware, or by a combination of software and hardware. In an example of 

software implementation, a logical apparatus is formed in the following way: A processor of 

an electronic device where the apparatus is located reads a corresponding computer program 

instruction from a non-volatile memory to a memory, and the computer program instruction 

runs to form the apparatus. In terms of hardware, FIG. 3 is a structural diagram illustrating 

hardware of an electronic device where the asset management apparatus in the present 

specification is located. In addition to a processor, a memory, a network interface, and a 

non-volatile memory shown in FIG. 3, the electronic device where the apparatus is located in 
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this implementation can usually include other hardware based on actual functions of the 

electronic device. Details are omitted here for simplicity. 

[00131] FIG. 4 is a block diagram illustrating an asset management apparatus, according to 

an example implementation of the present specification. 

[00132] Referring to FIG. 4, the asset management apparatus 40 can be applied to the 

electronic device shown in FIG. 3, and includes a first receiving module 401, a first 

verification module 402, and a first updating module 403. 

[00133] The first receiving module 401 is configured to receive a status update request 

initiated by a target user for a target asset object. 

[00134] The first verification module 402 is configured to verify, in response to the status 

update request, whether the target user is a member user with update permission for the target 

asset object in a smart contract object that is published in a blockchain and corresponds to an 

asset type of the target asset object, where the target asset object is created by invoking the 

smart contract object. 

[00135] The first updating module 403 is configured to perform status update on the target 

asset object by invoking the smart contract object if the target user is a member user with 

update permission for the target asset object in the smart contract object. 

[00136] In this implementation, an authentication program corresponding to the update 

permission for the target asset object is stated in the smart contract object; and the first 

verification module 402 is configured to perform permission authentication on the target user 

by invoking the authentication program stated in the smart contract object corresponding to 

the asset type of the target asset object, and determine that the target user is a member user 

with update permission for the target asset object if permission authentication succeeds. 

[00137] In this implementation, a user list of member users with update permission for the 

target asset object is stated in the smart contract object; and the first verification module 402 

is further configured to verify whether the target user matches a member user in the user list, 

and determine that the target user is a member user with update permission for the target asset 

object if the target user matches a member user in the user list. 

[00138] In this implementation, the user list is a public key list of the member users with 

update permission for the target asset object, and the status update request is signed by the 

target user based on a held private key; and the first verification module 402 is further 
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configured to perform authentication on a signature of the status update request based on a 

public key in the public key list, and determine that the target user matches a member user in 

the user list if authentication succeeds. 

[00139] In this implementation, an execution program used to perform status update on the 

target asset object is stated in the smart contract object; and the first updating module 403 is 

configured to perform status update on the target asset object by invoking the execution 

program stated in the smart contract object. 

[00140] In this implementation, objects supported by the blockchain include an account 

object, a smart contract object, and an asset object, the object supported by the blockchain 

includes a status field, and the status field is used to maintain status information of the object; 

and the first updating module 403 is further configured to perform status update on the target 

asset object by invoking the execution program stated in the smart contract object and adding 

status information of the target asset object that is included in the status update request to a 

status field in the target asset object. 

[00141] FIG. 5 is a block diagram illustrating another asset management apparatus, 

according to an example implementation of the present specification. 

[00142] Referring to FIG. 5, the asset management apparatus 50 can also be applied to the 

electronic device shown in FIG. 3, and includes a second receiving module 501, a second 

verification module 502, and a second updating module 503. 

[00143] The second receiving module 501 is configured to receive a status update request 

initiated by a target user for a target asset object. 

[00144] The second verification module 502 is configured to verify, in response to the 

status update request, whether the target user is a publisher of a smart contract object that is 

published in a blockchain and corresponds to an asset type of the target asset object. The 

target asset object is created by invoking the smart contract object. 

[00145] The second updating module 503 is configured to perform status update on the 

target asset object by invoking the smart contract object if the target user is a member user 

who publishes the smart contract object. 

[00146] In this implementation, an authentication program corresponding to a publisher 

identity of the smart contract object is stated in the smart contract object; and the second 

verification module 502 is configured to perform identity authentication on the target user by 
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invoking the authentication program stated in the smart contract object corresponding to the 

asset type of the target asset object, and determine that the target user is a publisher of the 

smart contract object if identity authentication succeeds. 

[00147] In this implementation, a user list of publishers of the smart contract object is 

stated in the smart contract object; and the second verification module 502 is further 

configured to verify whether the target user matches a member user in the user list, and 

determine that the target user is a publisher of the smart contract object if the target user 

matches a member user in the user list. 

[00148] In this implementation, the user list is a public key list of the publishers of the 

smart contract object, and the status update request is signed by the target user based on a 

held private key; and the second verification module 502 is further configured to perform 

authentication on a signature of the status update request based on a public key in the public 

key list, and determine that the target user matches a member user in the user list if 

authentication succeeds. 

[00149] In this implementation, an execution program used to perform status update on the 

target asset object is stated in the smart contract object; and the second updating module 503 

is further configured to perform status update on the target asset object by invoking the 

execution program stated in the smart contract object. 

[00150] In this implementation, objects supported by the blockchain include an account 

object, a smart contract object, and an asset object, the object supported by the blockchain 

includes a status field, and the status field is used to maintain status information of the object; 

and the second updating module 503 is configured to invoke the execution program stated in 

the smart contract object, and add status update information of the target asset object to a 

status field in the target asset object. 

[00151] For specific implementation processes of functions and roles of the modules in the 

apparatus, references can be made to implementation processes of corresponding steps in the 

previous methods. Details are omitted here for simplicity. 

[00152] Because the apparatus implementations basically correspond to the method 

implementations, for related parts, references can be made to the descriptions in the method 

implementations. The previous apparatus implementations are merely examples. The modules 

described as separate components may or may not be physically separate, and components 

displayed as modules may or may not be physical modules, and can be located in one 

position, or can be distributed on a plurality of network modules. Some or all of the modules 
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can be selected based on actual demands to achieve the objectives of the solutions of the 

present specification. A person of ordinary skill in the art can understand and implement the 

implementations of the present specification without creative efforts. 

[00153] The system, apparatus, and module described in the previous implementations can 

be implemented by a computer chip or an entity, or implemented by a product with a certain 

function. Typically, they can be implemented by a computer. A specific form of the computer 

can be a personal computer, a laptop computer, a cellular phone, a camera phone, a 

smartphone, a personal digital assistant, a media player, a navigation device, an email 

transceiver device, a game console, a tablet computer, a wearable device, or a combination of 

some of these devices. 

[00154] Corresponding to the method implementations, the present specification further 

provides an implementation of an electronic device. The electronic device includes a 

processor and a memory configured to store a machine executable instruction. The processor 

and the memory are usually connected to each other by using an internal bus. In other 

possible implementations, the device can further include an external interface for 

communicating with another device or component. 

[00155] In this implementation, by reading and executing the machine executable 

instruction that is stored in the memory and corresponds to control logic of asset management, 

the processor performs the following operations: receiving a status update request initiated by 

a target user for a target asset object; in response to the status update request, verifying 

whether the target user is a member user with update permission for the target asset object in 

a smart contract object that is published in a blockchain and corresponds to an asset type of 

the target asset object, where the target asset object is created by invoking the smart contract 

object; and performing status update on the target asset object by invoking the smart contract 

object if the target user is a member user with update permission for the target asset object in 

the smart contract object. 

[00156] In this implementation, an authentication program corresponding to the update 

permission for the target asset object is stated in the smart contract object; and by reading and 

executing the machine executable instruction that is stored in the memory and corresponds to 

the control logic of asset management, the processor further performs the following 

operations: performing permission authentication on the target user by invoking the 
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authentication program stated in the smart contract object corresponding to the asset type of 

the target asset object, and determining that the target user is a member user with update 

permission for the target asset object if permission authentication succeeds. 

[00157] In this implementation, a user list of member users with update permission for the 

target asset object is stated in the smart contract object; and by reading and executing the 

machine executable instruction that is stored in the memory and corresponds to the control 

logic of asset management, the processor further performs the following operations: verifying 

whether the target user matches a member user in the user list, and determining that the target 

user is a member user with update permission for the target asset object if the target user 

matches a member user in the user list. 

[00158] In this implementation, the user list is a public key list of the member users with 

update permission for the target asset object, and the status update request is signed by the 

target user based on a held private key; and by reading and executing the machine executable 

instruction that is stored in the memory and corresponds to the control logic of asset 

management, the processor further performs the following operations: performing 

authentication on a signature of the status update request based on a public key in the public 

key list, and determining that the target user matches a member user in the user list if 

authentication succeeds. 

[00159] In this implementation, an execution program used to perform status update on the 

target asset object is stated in the smart contract object; and by reading and executing the 

machine executable instruction that is stored in the memory and corresponds to the control 

logic of asset management, the processor further performs the following operation: 

performing status update on the target asset object by invoking the execution program stated 

in the smart contract object. 

[00160] In this implementation, objects supported by the blockchain include an account 

object, a smart contract object, and an asset object, the object supported by the blockchain 

includes a status field, and the status field is used to maintain status information of the object; 

and by reading and executing the machine executable instruction that is stored in the memory 

and corresponds to the control logic of asset management, the processor further performs the 

following operation: performing status update on the target asset object by invoking the 

execution program stated in the smart contract object and adding status information of the 

target asset object that is included in the status update request to a status field in the target 

asset object. 
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[00161] Corresponding to the method implementations, the present specification further 

provides an implementation of another electronic device. The electronic device includes a 

processor and a memory configured to store a machine executable instruction. The processor 

and the memory are usually connected to each other by using an internal bus. In other 

possible implementations, the device can further include an external interface for 

communicating with another device or component. 

[00162] In this implementation, by reading and executing the machine executable 

instruction that is stored in the memory and corresponds to control logic of asset management, 

the processor performs the following operations: receiving a status update request initiated by 

a target user for a target asset object; in response to the status update request, verifying 

whether the target user is a publisher of a smart contract object that is published in a 

blockchain and corresponds to an asset type of the target asset object, where the target asset 

object is created by invoking the smart contract object; and performing status update on the 

target asset object by invoking the smart contract object if the target user is a member user 

who publishes the smart contract object. 

[00163] In this implementation, an authentication program corresponding to a publisher 

identity of the smart contract object is stated in the smart contract object; and by reading and 

executing the machine executable instruction that is stored in the memory and corresponds to 

the control logic of asset management, the processor further performs the following 

operations: performing identity authentication on the target user by invoking the 

authentication program stated in the smart contract object corresponding to the asset type of 

the target asset object, and determining that the target user is a publisher of the smart contract 

object if identity authentication succeeds. 

[00164] In this implementation, a user list of publishers of the smart contract object is 

stated in the smart contract object; and by reading and executing the machine executable 

instruction that is stored in the memory and corresponds to the control logic of asset 

management, the processor further performs the following operations: verifying whether the 

target user matches a member user in the user list, and determining that the target user is a 

publisher of the smart contract object if the target user matches a member user in the user list. 

[00165] In this implementation, the user list is a public key list of the publishers of the 

smart contract object, and the status update request is signed by the target user based on a 

held private key; and by reading and executing the machine executable instruction that is 

stored in the memory and corresponds to the control logic of asset management, the processor 
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further performs the following operations: performing authentication on a signature of the 

status update request based on a public key in the public key list, and determining that the 

target user matches a member user in the user list if authentication succeeds. 

[00166] In this implementation, an execution program used to perform status update on the 

target asset object is stated in the smart contract object; and by reading and executing the 

machine executable instruction that is stored in the memory and corresponds to the control 

logic of asset management, the processor further performs the following operation: 

performing status update on the target asset object by invoking the execution program stated 

in the smart contract object. 

[00167] In this implementation, objects supported by the blockchain include an account 

object, a smart contract object, and an asset object, the object supported by the blockchain 

includes a status field, and the status field is used to maintain status information of the object; 

and by reading and executing the machine executable instruction that is stored in the memory 

and corresponds to the control logic of asset management, the processor further performs the 

following operations: invoking the execution program stated in the smart contract object, and 

adding status update information of the target asset object to a status field in the target asset 

object. 

[00168] A person of ordinary skill in the art can easily figure out another implementation 

solution of the present specification after considering the present specification and practicing 

the present disclosure. The present specification is intended to cover any variations, functions, 

or adaptive changes of the present specification. These variations, functions, or adaptive 

changes comply with general principles of the present specification, and include common 

knowledge or a commonly used technical means in the technical field that is not disclosed in 

the present specification. The present specification and the implementations are merely 

considered as examples, and the actual scope and spirit of the present specification are 

pointed out by the following claims. 

[00169] It should be understood that the present specification is not limited to the previous 

accurate structures shown in the accompanying drawings, and modifications and changes can 

be made without departing from the scope of the present specification. The scope of the 

present specification is limited only by the appended claims. 
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[00170] The previous descriptions are merely example implementations of the present 

specification, but are not intended to limit the present specification. Any modification, 

equivalent replacement, or improvement made without departing from the spirit and principle 

of the present specification should fall within the protection scope of the present 

specification. 

[00171] FIG. 6 is a flowchart illustrating an example of a computer-implemented method 

600 for management of assets in a blockchain, according to an implementation of the present 

disclosure. For clarity of presentation, the description that follows generally describes method 

600 in the context of the other figures in this description. However, it will be understood that 

method 600 can be performed, for example, by any system, environment, software, and 

hardware, or a combination of systems, environments, software, and hardware, as appropriate. 

In some implementations, various steps of method 600 can be run in parallel, in combination, 

in loops, or in any order. 

[00172] At 602, keys are generated for a target user recorded in a distributed database of 

the blockchain network. The keys include a public key and a private key. In some 

implementations, the public key is associated with an account address of an institution in the 

blockchain. The private key can be configured to be used by the institution to operate the 

account. In some implementations, the blockchain network includes a consortium chain. The 

target member (user) in the blockchain network is a consortium member that has asset object 

generation and/ or update authority in the consortium chain. The blockchain network includes 

one or more account objects and one or more contract objects. The objects of the blockchain 

network (e.g., account objects, contract objects, target objects, and asset objects) include one 

or more fields. For example, the fields can include one or more of the following: the IP 

configuration for the target user; DNS logs from the target user, including events such as 

DNS lookups, changes to DNS settings, and so forth; network firewall logs (and/or other 

security-related log files) from the target user, including events such as blocked or allowed 

network communications, and so forth; operating system (OS) logs from the target user, 

including events associated with the OS; port settings on the target user; user access logs 

from the target user, including successful and/or unsuccessful user attempts to transfer assets 

from or to the target user; and/or user privilege data from the target user, including particular 

access privileges for various users on the target user. The fields can also include one or more 

of an entity name, entity ID, target user ID, OS version information, and software version(s) 
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for installed software, network router information, other DNS settings, firewall settings, port 

settings, IP whitelist and/or blacklist settings, and so forth. From 602, method 600 proceeds 

to 604. 

[00173] At 604, a user input is received from the target user recorded in a distributed 

database of the blockchain network. The user input includes a request to generate an asset 

object in the blockchain network. The asset object includes a digital asset corresponding to a 

physical asset associated with the target user. The request includes an asset type specified by 

the target user. The asset type can be indicated by an identifier that corresponds one of a 

plurality of different types of asset objects that can be deployed in the consortium chain. 

From 604, method 600 proceeds to 606. 

[00174] At 606, an asset type of the asset object is determined based on the user input. 

From 606, method 600 proceeds to 608. 

[00175] At 608, the contract object is initiated in the blockchain network to generate the 

asset object based on the asset type. The asset object includes a digital asset corresponding to 

a physical asset associated with the target user. From 608, method 600 proceeds to 610. 

[00176] At 610, the asset object is assigned to a target object of the target user. The target 

object includes an address field used to maintain address information of the asset object 

assigned to the target object. From 610, method 600 proceeds to 612. 

[00177] At 612, the address information of the asset object is added to the target object. 

From 612, method 600 proceeds to 614. 

[00178] At 614, a request to update a status of the target object is received from the target 

user. The status of the target object can be stored in the storage field of the target object. The 

status of the target object can include a loan performance status information indicating 

whether a borrower has made a repayment or breached a contract. The status update 

information can include status of a most recent performance of the target user (e.g., borrower). 

During status update of the target object, the latest performance status of the target user can 

be added to the storage field in the target object. For example, the storage field can include a 

flag (e.g., a binary flag) for recording the status of the target object. A binary flag with a value 

of "1" can indicate that the target user has performed a required operation associated with the 

asset object, such as a (regularly occurring) payment on time. A binary flag with a value of "0" 

can indicate that the contract is breached (e.g., a required operation has not been performed 

by a deadline). The value of the flag in the storage field can be updated using the contract 

object during an update process. From 614, method 600 proceeds to 616. 
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[00179] At 616, a determination is made as to whether the target user has the authority to 

update the asset object. In some implementations, contract object includes a list of target 

users who are authorized to update each target object in the blockchain network. The 

determination can include operations of reading and executing a machine executable 

instruction that is stored in the contract object and corresponds to the control logic of asset 

management. For example, the determination can include: verifying whether the target user 

matches a member user in the user list, and determining that the target user is a manager of 

the contract object if the target user matches a member user in the user list. In some 

implementations, the user list is a public key list of the managers of the contract object. The 

status update request can be signed by the target user by using the corresponding private key. 

The determination can include operations of: performing authentication of the signature of 

the status update request based on a public key in the public key list, and determining that the 

target user matches a member user in the user list if authentication succeeds. If it is 

determined that the target user does not have the authority to update the status of the asset 

object, method 600 proceeds to 618. At 618, an alert is generated to indicate that the target 

user does not have the authority to update the status of the asset object. From 618, method 

600 returns to 614. 

[00180] Otherwise, at 620, if it is determined that the target user has the authority to 

update the status of the asset object, the status of the asset object is updated. For example, the 

value of the binary flag is switched from "0" to "1" to indicate that the authorized target user 

has performed a required operation associated with the asset object, such as a (regularly 

occurring) payment on time. After 620, method 600 can stop or returns to 614. 

[00181] Implementations of the present application can solve technical problems in 

managing assets in a blockchain. In some implementations, the blockchain is a distributed 

storage solution that provides immutable and tamper-resistant data transfer and storage, and 

the data is stored in a database of the blockchain in an encrypted form. Such security 

measures ensure that that system state data stored on the blockchain is not corrupted or 

altered by malicious processes. For example, an alteration of an asset-receiving object can be 

a tactic used by an attacker when a target user is compromised for fraudulent purposes, and 

storage of system state data on an immutable blockchain prevents the use of that tactic by an 

attacker. In some implementations, the blockchain headers from different payment 

applications across entities are cross-Merkelized or otherwise processed on the blockchain to 

further ensure the integrity of the data stored in the database of the blockchain. 
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[00182] In consideration of security and confidentiality, contract objects can be configured 

to perform privacy protection processing on the data associated with the asset object before 

generating the asset object and sending the address information to other platforms for 

processing. In addition, the asset transfer operation is configured such that it does not affect 

the overall data volume within the blockchain by deleting a data volume from a first location 

when adding the corresponding data volume in a second location. As such, the asset transfer 

operation does not lead to an exponential increase of data volume, which is a common 

problem associated with conventional methods of asset management. 

[00183] Implementations of the present application provide methods and apparatuses for 

improving asset management. In some implementations, a processing platform (e.g., an 

payment processing server) obtains data that is to be validated and that corresponds to a 

predetermined feature from a data providing platform as a data group that is to be validated 

(e.g., a data group that corresponds to user transaction amounts). In addition, the processing 

platform can further obtain additional (e.g., historical) data associated with the asset that is to 

be validated by the predetermined transfer rule. The historical data may also corresponds to 

the same predetermined feature, and the comparison data group can be provided to a 

processing platform (e.g., a node of the blockchain network) for processing before the asset 

transfer. Then, the processing platform determines whether the asset transfer request satisfies 

the predetermined transfer rule. If the predetermined transfer rule is satisfied (e.g., there is no 

abnormal data), the processing platform can continue to transfer the asset. If the processing 

platform determines that there is abnormal data, the processing platform can start alerting, 

instruct related persons to analyze the cause of the data exception, and trigger related 

solutions. 

[00184] In some implementations, the processing platform determines risk scores of asset 

transfers and transactions across multiple different entities, based on both transaction data for 

the transaction and system state data for the hosts involved in handling the transaction. The 

risk scores are examined to identify those transactions that are deemed high risk, with 

above-threshold scores. Such transactions can be blocked or queued for further examination 

in a case management system, for example. The system state data to be used for comparison, 

as well as the transaction data and risk score(s), can be stored on the blockchain that provides 

immutable, secure, and distributed data storage. Use of the blockchain facilitates the 

collection and analysis of a large amount of transaction data and system state data, which 

may grow over time as transaction traffic increases and/or transaction networks expand by 
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adding more hosts to accommodate the increased traffic. Accordingly, through the use of a 

blockchain to store and analyze the data, implementations provide scalability with respect to 

the data extraction, analysis, and storage of the data. Moreover, because the blockchain is 

distributed across multiple network locations, implementations avoid the use of a centralized 

database for data storage and are therefore less vulnerable to corruption or deletion by 

malicious processes, in comparison to traditional, previously available risk analysis solutions 

that are vulnerable to attack at such a centralized storage hub 

[00185] Embodiments and the operations described in this specification can be 

implemented in digital electronic circuitry, or in computer software, firmware, or hardware, 

including the structures disclosed in this specification or in combinations of one or more of 

them. The operations can be implemented as operations performed by a data processing 

apparatus on data stored on one or more computer-readable storage devices or received from 

other sources. A data processing apparatus, computer, or computing device may encompass 

apparatus, devices, and machines for processing data, including by way of example a 

programmable processor, a computer, a system on a chip, or multiple ones, or combinations, 

of the foregoing. The apparatus can include special purpose logic circuitry, for example, a 

central processing unit (CPU), a field programmable gate array (FPGA) or an 

application-specific integrated circuit (ASIC). The apparatus can also include code that 

creates an execution environment for the computer program in question, for example, code 

that constitutes processor firmware, a protocol stack, a database management system, an 

operating system (for example an operating system or a combination of operating systems), a 

cross-platform runtime environment, a virtual machine, or a combination of one or more of 

them. The apparatus and execution environment can realize various different computing 

model infrastructures, such as web services, distributed computing and grid computing 

infrastructures. 

[00186] A computer program (also known, for example, as a program, software, software 

application, software module, software unit, script, or code) can be written in any form of 

programming language, including compiled or interpreted languages, declarative or 

procedural languages, and it can be deployed in any form, including as a stand-alone program 

or as a module, component, subroutine, object, or other unit suitable for use in a computing 

environment. A program can be stored in a portion of a file that holds other programs or data 

(for example, one or more scripts stored in a markup language document), in a single file 

dedicated to the program in question, or in multiple coordinated files (for example, files that 
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store one or more modules, sub-programs, or portions of code). A computer program can be 

executed on one computer or on multiple computers that are located at one site or distributed 

across multiple sites and interconnected by a communication network. 

[00187] Processors for execution of a computer program include, by way of example, both 

general- and special-purpose microprocessors, and any one or more processors of any kind of 

digital computer. Generally, a processor will receive instructions and data from a read-only 

memory or a random-access memory or both. The essential elements of a computer are a 

processor for performing actions in accordance with instructions and one or more memory 

devices for storing instructions and data. Generally, a computer will also include, or be 

operatively coupled to receive data from or transfer data to, or both, one or more mass storage 

devices for storing data. A computer can be embedded in another device, for example, a 

mobile device, a personal digital assistant (PDA), a game console, a Global Positioning 

System (GPS) receiver, or a portable storage device. Devices suitable for storing computer 

program instructions and data include non-volatile memory, media and memory devices, 

including, by way of example, semiconductor memory devices, magnetic disks, and 

magneto-optical disks. The processor and the memory can be supplemented by, or 

incorporated in, special-purpose logic circuitry. 

[00188] Mobile devices can include handsets, user equipment (UE), mobile telephones (for 

example, smartphones), tablets, wearable devices (for example, smart watches and smart 

eyeglasses), implanted devices within the human body (for example, biosensors, cochlear 

implants), or other types of mobile devices. The mobile devices can communicate wirelessly 

(for example, using radio frequency (RF) signals) to various communication networks 

(described below). The mobile devices can include sensors for determining characteristics of 

the mobile device's current environment. The sensors can include cameras, microphones, 

proximity sensors, GPS sensors, motion sensors, accelerometers, ambient light sensors, 

moisture sensors, gyroscopes, compasses, barometers, fingerprint sensors, facial recognition 

systems, RF sensors (for example, Wi-Fi and cellular radios), thermal sensors, or other types 

of sensors. For example, the cameras can include a forward- or rear-facing camera with 

movable or fixed lenses, a flash, an image sensor, and an image processor. The camera can be 

a megapixel camera capable of capturing details for facial and/or iris recognition. The camera 

along with a data processor and authentication information stored in memory or accessed 
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remotely can form a facial recognition system. The facial recognition system or one-or-more 

sensors, for example, microphones, motion sensors, accelerometers, GPS sensors, or RF 

sensors, can be used for user authentication. 

[00189] To provide for interaction with a user, embodiments can be implemented on a 

computer having a display device and an input device, for example, a liquid crystal display 

(LCD) or organic light-emitting diode (OLED)/virtual-reality (VR)/augmented-reality (AR) 

display for displaying information to the user and a touchscreen, keyboard, and a pointing 

device by which the user can provide input to the computer. Other kinds of devices can be 

used to provide for interaction with a user as well; for example, feedback provided to the user 

can be any form of sensory feedback, for example, visual feedback, auditory feedback, or 

tactile feedback; and input from the user can be received in any form, including acoustic, 

speech, or tactile input. In addition, a computer can interact with a user by sending documents 

to and receiving documents from a device that is used by the user; for example, by sending 

web pages to a web browser on a user's client device in response to requests received from 

the web browser. 

[00190] Embodiments can be implemented using computing devices interconnected by 

any form or medium of wireline or wireless digital data communication (or combination 

thereof), for example, a communication network. Examples of interconnected devices are a 

client and a server generally remote from each other that typically interact through a 

communication network. A client, for example, a mobile device, can carry out transactions 

itself, with a server, or through a server, for example, performing buy, sell, pay, give, send, or 

loan transactions, or authorizing the same. Such transactions may be in real time such that an 

action and a response are temporally proximate; for example an individual perceives the 

action and the response occurring substantially simultaneously, the time difference for a 

response following the individual's action is less than 1 millisecond (ms) or less than 1 

second (s), or the response is without intentional delay taking into account processing 

limitations of the system. 

[00191] Examples of communication networks include a local area network (LAN), a 

radio access network (RAN), a metropolitan area network (MAN), and a wide area network 

(WAN). The communication network can include all or a portion of the Internet, another 

communication network, or a combination of communication networks. Information can be 

transmitted on the communication network according to various protocols and standards, 

including Long Term Evolution (LTE), 5G, IEEE 802, Internet Protocol (IP), or other 
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protocols or combinations of protocols. The communication network can transmit voice, 

video, biometric, or authentication data, or other information between the connected 

computing devices. 

[00192] Features described as separate implementations may be implemented, in 

combination, in a single implementation, while features described as a single implementation 

may be implemented in multiple implementations, separately, or in any suitable 

sub-combination. Operations described and claimed in a particular order should not be 

understood as requiring that the particular order, nor that all illustrated operations must be 

performed (some operations can be optional). As appropriate, multitasking or 

parallel-processing (or a combination of multitasking and parallel-processing) can be 

performed. 
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CLAIMS 

 

1.  A computer-implemented method for asset management, the computer-implemented 

method comprising:  

receiving, from a target user having an account recorded in a distributed database of a 

blockchain network, a user input comprising a request to update a status of a target object that 

was transferred among a plurality of holders, the request being signed by the target user using 

a private key;  

determining a contract object associated with the target object, the contract object being 

published in the blockchain network and corresponding to an asset type of the target object, 

wherein the target object was created using the contract object, and wherein the contract object 

comprises a list of member users with an update permission for the target object and 

information about public keys held by the member users;  

performing an identity authentication of the target user based on a respective public key 

corresponding to the private key used for signing the request;  

in response to a successful identity authentication of the target user, determining, based 

on the contract object, that the target user is a current holder of the target object and is included 

in the list of member users with the update permission for the target object; and  

in response to determining that the target user has the update permission for the target 

object, performing a status update on the target object by invoking the contract object. 

 

2.  The computer-implemented method of claim 1, wherein performing the identity 

authentication of the target user comprises executing an authentication program corresponding 

to the update permission for the target object. 

 

3.  The computer-implemented method of claim 1, wherein the contract object comprises 

a whitelist of target objects authorized to hold an asset object created by invoking the contract 

object. 

 

4.  The computer-implemented method of claim 1, wherein the contract object comprises 

a code field that is used to maintain an execution code related to an execution program. 
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5.  The computer-implemented method of claim 1, wherein the blockchain network 

comprises a consortium chain, and the target user in the blockchain network is a consortium 

member that has asset object generation authority in the consortium chain. 

 

6.  The computer-implemented method of claim 1, wherein the status of the target object 

comprises a flag indicating a performance of the target user. 

 

7.  The computer-implemented method of claim 1, further comprising generating for the 

target user a public key associated with an account address of an institution in the blockchain 

network and a private key configured to be used by the institution to operate an account 

corresponding to the account address. 

 

8.  A non-transitory, computer-readable medium storing one or more instructions 

executable by a computer system to perform operations comprising:  

receiving, from a target user having an account recorded in a distributed database of a 

blockchain network, a user input comprising a request to update a status of a target object that 

was transferred among a plurality of holders, the request being signed by the target user using 

a private key;  

determining a contract object associated with the target object, the contract object being 

published in the blockchain network and corresponding to an asset type of the target object, 

wherein the target object was created using the contract object, and wherein the contract object 

comprises a list of member users with an update permission for the target object and 

information about public keys held by the member users;  

performing an identity authentication of the target user based on a respective public key 

corresponding to the private key used for signing the request;  

in response to a successful identity authentication of the target user, determining, based 

on the contract object, that the target user is a current holder of the target object and is included 

in the list of member users with the update permission for the target object; and  

in response to determining that the target user has the update permission for the target 

object, performing a status update on the target object by invoking the contract object. 

 

9.  The non-transitory, computer-readable medium of claim 8, wherein performing the 

identity authentication of the target user comprises executing an authentication program 

corresponding to the update permission for the target object. 
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10.  The non-transitory, computer-readable medium of claim 8, wherein the contract object 

comprises a whitelist of target objects authorized to hold an asset object created by invoking 

the contract object. 

 

11.  The non-transitory, computer-readable medium of claim 8, wherein the contract object 

comprises a code field that is used to maintain an execution code related to an execution 

program. 

 

12.  The non-transitory, computer-readable medium of claim 8, wherein the blockchain 

network comprises a consortium chain, and the target user in the blockchain network is a 

consortium member that has asset object generation authority in the consortium chain. 

 

13.  The non-transitory, computer-readable medium of claim 8, wherein the status of the 

target object comprises a flag indicating a performance of the target user. 

 

14.  The non-transitory, computer-readable medium of claim 8, wherein the operations 

further comprise generating for the target user a public key associated with an account address 

of an institution in the blockchain network and a private key configured to be used by the 

institution to operate an account corresponding to the account address. 

 

15.  A computer-implemented system, comprising:  

one or more computers; and  

one or more computer memory devices interoperably coupled with the one or more 

computers and having tangible, non-transitory, machine-readable media storing one or more 

instructions that, when executed by the one or more computers, perform operations comprising:  

receiving, from a target user having an account recorded in a distributed 

database of a blockchain network, a user input comprising a request to update a status 

of a target object that was transferred among a plurality of holders, the request being 

signed by the target user using a private key;  

determining a contract object associated with the target object, the contract 

object being published in the blockchain network and corresponding to an asset type of 

the target object, wherein the target object was created using the contract object, and 



40 
 

wherein the contract object comprises a list of member users with an update permission 

for the target object and information about public keys held by the member users;  

performing an identity authentication of the target user based on a respective 

public key corresponding to the private key used for signing the request;  

in response to a successful identity authentication of the target user, determining, 

based on the contract object, that the target user is a current holder of the target object 

and is included in the list of member users with the update permission for the target 

object; and  

in response to determining that the target user has the update permission for the 

target object, performing a status update on the target object by invoking the contract 

object. 

 

16.  The computer-implemented system of claim 15, wherein performing the identity 

authentication of the target user comprises executing an authentication program corresponding 

to the update permission for the target object. 

 

17.  The computer-implemented system of claim 15, wherein the contract object comprises 

a whitelist of target objects authorized to hold an asset object created by invoking the contract 

object. 

 

18.  The computer-implemented system of claim 15, wherein the contract object comprises 

a code field that is used to maintain an execution code related to an execution program. 

 

19.  The computer-implemented system of claim 15, wherein the blockchain network 

comprises a consortium chain, and the target user in the blockchain network is a consortium 

member that has asset object generation authority in the consortium chain. 

 

20.  The computer-implemented system of claim 15, wherein the status of the target object 

comprises a flag indicating a performance of the target user. 
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