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STORAGE ARRAY Technical Field [001] The present
WO pwsbd1en rel ates to storage systens. | n partPCIER2004/051385
the present invention relates to a systemand a
met hod for providing i nproved performance, protection
and efficiency for an array of storage units.
Background Art [002] The followtng definitions are
used herein and are offered for purposes of
illustration and not [imtation: [003] An "el enent”

is a block of data on a stDeggﬂplﬁgn [004] A "base
array" is a set of elenments that” conprise an array

unit for an Error oDAE?AsSTOM(EtAMYe [ 005]

An "array" is_a_set of storage units that holds one or

nore baeehmical¥deld [ 006] A "stripe" is a base array
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kstanc‘g f the array. [011] Dis the m ni num
Hamﬂ ng t {he storage system [012] IOwis
[602] nunbhe fllowidy definifiond 0€ Redmetspdaiderswiféred fdr@ddbses of illustration
The toﬂ% EfmathOf storage units in an array is m=n
orage systens have typically relied on
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based S‘i‘rﬁ Eﬁ%t’rnﬁ rage unit capacities. The
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g(?(]% ance ar}d t her% re
%I e sltno?glﬁém 7t © fsgjr?%ﬁ’ruéus % ¥ herein, the term
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ﬁ?l‘ﬁ? beeﬁo&%@ @§s¥e%js Bae %’p?c‘:ajlﬂf {dfied on RAID techniques for protecting against

data loss caused by storage unit failures. Current RAID designs, however, are reaching

the limits of their usefulness based on increasing storage unit capacities. The notation
(X + Y) used herein will be used to indicate X data units and Y redundant units. Most
systems today use RAID 5 (n + 1) or single mirroring (1 + 1) as a basic array design.
Both of these types of storage system configurations have a minimum Hamming
distance of D = 2 and, therefore, protect against a single storage unit failure. As used
herein, the term “distance” refers to the minimum Hamming distance. The likelihood
of multiple drive failures and hard errors, however, have increased the occurrence of
data loss events in RAID 5 system configurations. Multiple storage unit losses leading
to data loss have been observed in practice.

[015] Many array configurations have been proposed for handling such a high failure rate.
For example, RAID 6 (n + 2) having a distance D = 3, double mirroring (1 + 2) having
a distance D = 3, and RAID 51 (n + (n + 2)) having a distance D = 4 have all been
proposed as solutions for handing a high failure rate. Nevertheless, all of these array
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present invention;

[021] Figure 2 is a graph comparing the relative protection of different conventional
system configurations and a RAID 3 + 3 system configuration according to an
embodiment of the present invention; and

[022] Figure 3 shows a RAID 3 + 3 storage subsystem according to an embodiment of the
present invention in which the subsystem is configured as a plurality of stripes, each
consisting of a RAID 3 + 3 base array, and in which the data and check elements are
distributed among the storage units for minimizing access hot spots.

Mode for the Invention
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[026] There are several ways of calculating the redundant data. The preferred method is to
use a Winograd code. Winograd codes are highly efficient encodings that only utilize
exclusive-OR (XOR) operations for computing the redundant data. There are highly
efficient Winograd codes for computing a 3 + 3 code, (as illustrated in US Patent Ap-
plication Serial No. 10/600,593 (Attorney Docket No. YOR9-2003-0069US1) which is
incorporated by reference berein. There are also extensions to the EVENODD code
that only utilize XOR operations, however they are less efficient than the Winograd
codes. See, for example, M. Blaum et al., “EVENODD: An Efficient Scheme For
Tolerating Double Disk Failures In A RAID Architecture,” IEEE Trans. on Computers,
Vol. 44, No. 2, pp. 192-202, Feb. 1995, and M. Blaum et al., “The EVENODD Code
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redundant storage wunits, and is MDS. Array controller
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conpar|Raob 242 3 50% 4
2x Mirror 3 33.3% 3
RAID n+3 4 81.3% 8
RAID 343 4 50% 6
RAID51 4 43.8% 6
3x Mirror 4 25% 4

[030]

Table 1 compares the data storage efficiency and write performance penalty of



subsystens that use a |arger nunber of storage units.

[029] An additional benefit occurs during the repair
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selected protectlon target (line 201), revea]mg a need for a stronger solution than

provided by either of these two system configurations.. A RAID 6 (n +2) system con-
figuration at distance D = 3 has high efficiency, but falls far short of the reliability
target. A Symmetric 2 + 2 system configuration and a 2x Mirror system configuration
are both distance D = 3 solutions that hover near the selected protection target (line
201). These two system configurations have similar levels of protection, but the

2x Mirror configuration design trades efficiency for performance. ARAID n + 3
system configuration is a distance D = 4 solution having high efficiency, but an acutely
poor write performance with essentially the same level of protection as the distance

D = 3 solutions. Thus, there is a significant reliability tradeoff required for achieving
high efficiency.

[032] The three rightmost system configurations in Figure 2 are all distance D = 4, and all
are significantly more reliable than the other six configurations. Of the three system
configurations, a RAID 3 + 3 system configuration according to the present invention
provides the highest efficiency of the three rightmost system configuration, and has the
same write behavior as a RAID 51 system configuration. A 3x Mirror system design
sacrifices substantial efficiency for improved the write performance. All of the D = 4
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3 +,. 3 system conf]. ation, a [l othe. . . .
e "SRR SRS EP o RE i R RGRAL RS, Pl in which
t he t hthegomplpmentssy method érmere afficiame than die, conventineel forwerd method.
same WiyHe§ behavior as a RAID 51 system configuration.

Mrror system design. sacrifjces.substanti al
ﬁpfgﬁci en@ [F%%aim%}‘%‘v% ? F@hﬁlé*al ormance. All of
t{039]1D = # VAR 006173 PCT/ EP2004/ 051385 6 system

i gur ahi ' ' sufficient
JORD 2V B ieRg MO Bl bty Bl P01 ©) BT
deHdr at i Bawation 4shevethatarey craligiiratisne having s high degree of redundancy thus
syst egha\[eQ)t%ﬁa:r J13) é?ﬁ@:l@éé%r by liﬁmﬁ%fﬁé cﬁﬁlﬂ@ﬁgﬂté}? hﬁsﬁﬂoﬁﬁort updating parity. The
accordin 0 an e nt o resen i nventi o )
o e b taiee Rty Rt T Sorepts o RO evindy Gty o sorage unies
| Os f oof thesystenbbemakse there iseme ID@BAJevicecoritherd feadait a write. Conversely,
updat i Yotal¥ k [ .
P AR £b fngﬂllgd ﬁrﬁlgﬂrgﬁ fkg -%%oggz—d(rﬁg gg?rma. ?%g%‘e dcBessed devices

update parities ase

convenfeSBiHEE 1t 2R lgerbzedargess @atare Jdesgmplemestary methad may also have
from t beted ahplementytton dhedierigick ket Forr &AM heebyodath is cached.

Q@{i]t ! eS’Af s%r?n?]nettgceco%% rvs}hte e nd-r- b \p/r%%ides a further performance advantage when the

complementary method is used for update writes. In a symmetric code, the Hamming

distance is D =1 + 1. In the general MDS case, the number of IOs to perform an update
was shown to be Iwa‘vd = 2D. For a symmetric code update using the complementary
method,

[043] (5) [coded mathematical formula included]

[044] Thus, two 10s are saved from the case of the general MDS codes using the forward



witing the new data, conputing the new parities and

witing the new parities to the parity drives. The
weoomwsemirdnal techni que of updating parities bBCSEHHEPIING/051385

changes in data wll be referred to herein as the

"forward nmet hod" of updating parities. Thus, the

nunber of 1 OGs to performan update wite for the

forward nethod is: [035] (1) [cdded mat henati cal

formul a i ncluded] [036] A second nethod that can be

used for updating parity in an MDS coge referred to )

her ei nugdats pethod. %??éﬁfté’?‘;?/siﬁ%‘?ﬁ%‘&'cog? cay 3ghipyefgrinimun distance

pariti gfatislirprédi@ tearpdensmhMAS/codeat the samd Wetegeifatmange.

is fifpst re from d ri t )

31, o BefeBtpd St PRebier Al oS5 ubd wileo B . Using the
are wr pemplamenthry mefhisk thegssociatediald gate isoead fz0m upioAeed C, then the
() FoohJuas, Gaubl ST bt Pl Srerk bfofindun 1 Aty to mits P Q
are si ?%‘ggi Igar?@nﬁr%t’m errlﬁﬂgéicfmé%ﬁ?gwuﬁ&“ﬁgae? ing the
nor e ehdsociaed bld daganfrérh enitoB\RE 1Q amel i | thénowni@rgdheradvih data to B and the
When [ i L a . :
(0357 | P gkl o XL IS TR LT AR bl B, while he
f or mul gonvisatiengbtyrward mghadgequites aight Kows t hat array
;[mﬁ]i g u [ ?Ilétﬁ]lr@s D‘Lfa;rl icigalso bd %Jme@agﬁmag 98x fnﬁﬁbtln'ﬂlﬁmﬁaquirébttﬁﬂy four IOs

ave er efficienc using., ement ar
ot hod TR OB ey OB 1y EhelfBEY Sk IRARERP %Yf{i%n%%%% and
al so sgerdatisest dap atl@xtechistano D= dwbsik JOuwBhg combingtiarofdles forward
o ce "o AR LG B e s e sely -t he
6 lar o RETFBHS S GBS s BARATA T § &35k baegion according to
on t he tleqeesstidvaheun e avoiding bt spogs. Hot spotyee otonc svhérr éala access
access pfgt?%xlt)seé}g locﬁ d. § H&gtdﬁ%uﬁsd%e@x F%&eﬁ‘ﬁe&ﬁé‘c@red parity) to

better *Inpl'ementati on characteristics \ )
exanpl evoif efpys ddueediby hevinnadedipgabparity siprge it dngwaas RAID 4).
m er et RA&DrsyﬁEﬂ'ﬁy hﬂﬁg,fth@ f(ﬁrbuafdr}q%laﬂé@ﬁétﬁﬁdmﬂﬂqav@ﬂ%t%?&ﬁ @ the parity units

en e .C nme ry..method | e r at e
1 t e 858 1 F BgfRER TS dectaons WRERATD St G0 ie tpg com-
D = r pleinentary uivategestzodadvoDBis dpreant hohspoh wiviteactiyfty Wil concentrate
Lo per R0 BRURAR! S ourdB IR ohOmBBod fMNE it tiaPparki§ heross the
a symmetric code ugid te usin 't{x::ig corrpfj eme%ary i< invol
met hod SOTEg ARYS {0y FW‘?&P‘%‘% fistribpiienyet argy flemgnts. This involves
i ncl udeglpirgQddatd hdsss thenet dforagecuria v thatenth d@agasst has elements
of the r e ' r -
2005/ o&%%@emgﬁ?"@&%@@%%%% 3 Bl otomge grits lare shown
means ehie calugypsrmth sidpasddsthe apradhp elpments giePigiegh 1 unit to the right
di st angs eat@ccdsSivd stBp& WibHily! hefe ade BBMEHBEr siipe coREQiraAtons that can
t he Safe Wi te ger.égr mance.

e utilized to avoid hot spots.

[048] While the present invention has been described in terms of storage arrays formed

from HDD storage units, the present invention is applicable to storage systems formed
from arrays of other memory devices, such as Random Access Memory (RAM)
storage devices, optical storage device, and tape storage devices. Additionally, it is
suitable to virtualized storage systems, such as arrays built out of network-attached
storage. It is further applicable to any redundant system in which there is some state in-
formation that associates a redundant component to particular subset of components,
and that state information may be transferred using a donation operation.

[049] Although the foregoing invention has been described in some detail for purposes of
clarity of understanding, it will be apparent that certain changes and modifications may
be practiced that are within the scope of the appended claims. Accordingly, the present



[045] Referring to Figure 1, consider a situation of

an update wite to unit B. Using the conplenentary
woreaolkoak173 he associ ated old data is read from POI/EB2084/051385

and C, then the new data is witten to unit B, and

the new check information is witten to units P, Q

and R In contrast, the conventional forward nethod

woul d entail reading the associ &t ed old data from

units B, P, Qand R, then witing the new data to B

and the neMIchecks to P, and. R _Thus, the . . . .

conpl efehedimentsateriphe E@é’é‘egfl RS ﬂ&tfatWﬁ iapd ntjgstrictive, and the invention

convenisinonal beflmivedrtol theaktails givembéreia sbus gy tbe ntslifigdOMiGin the scope

Di st an I gved using a 3x mrror.
Thi s r%%“%?é?ﬁgﬁﬁﬂﬂ% éplﬁﬁséﬁﬁ%r an update wite, but
has an efficiency of 11. RAID 51 system desi gns and
derivatives can achieve distance D=4 at six I0s with
a conbination of the forward nethod and a copy, but
have efficiency < 112. [047] D stributed parity can be
used with a RAID 3 + 3 system configuration accordi ng
to the present invention for avoiding hot spots. Hot
spots can occur when data access patterns are

| ocalized. RAID 5 uses distributed parity (also called
declustered parity) to avoid hotspots induced by
having a dedicated parity storage unit (known as RAID
4). RAID systens using the forward update nethod wl |
have hot spots on the parity units due to the
read-nodi fy-wite operations. Wile RAID systens using
the com plenentary update nmethod avoid this type of
hot spot, wite activity will concentrate on the
check units. Figure 3 illustrates one nethod for
distributing parity across the storage units to

achi eve a bal anced distribution of array el enents.
This involves striping the data across the set of
storage units such that each storage unit has el enents
of all the (A, B, C, P, Qand R) types. Referring to
Figure 3, storage units fare showmn as the col umms,
with stripes las the rows. The elenments are rotated 1
unit to the right for each successive stripe.

Clearly, there are many other stripe configurations
that can be utilized to avoid hot spots. [048] Wile
the present invention has been described in terns of
storage arrays formed from HDD storage units, the
present invention is applicable to storage systens
formed fromarrays of other nmenory devices, such as
Random Access Menory (RAM storage devices, optica
storage device, and tape storage devi ces.

Additionally, it is suitable to virtualized storage
systens, such as arrays built out of network attached
storage. It is further applicable to any redundant
systemin which there is sonme state in- formation that
associ ates a redundant conponent to particul ar subset
of conponents, and that state infornmation may be
transferred using a donation operation. [049] Al though
the foregoing invention has been described in sone
detail for purposes of



clarity of understanding, it will be apparent that
certain changes and nodifications nay be practiced
wWo b@s/oedies Wi t hi n t he scope of the appended cl aP@EEP2004/051385
Accordingly, the present WO 2005/006173
PCT/ EP2004/ 051385 8 enbodi nents are to be consi dered
as illustrative and not restrictive, and the invention
is not to be limted to the details given herein, but
may be nodified within the scope and equival ents of
t he appended cl ai ns. WO 2005/ 006173 PCT/ EP2004/ 051385
9 dains [001] A data storag€lgdpagstem conprising:
three data storage units; three check storage units;
d0@llan ar r Aylatachnrags subsysicon piraptising: thiee date serageunits; three check

storage Unétbﬁig@ﬁhﬁts Sdueant af %oﬁtﬂﬁfé c Pl%ﬂ@@ﬁlelﬂﬁ}b& 8ata §tBRge units and
array control I'er det er m ni n he con

check st or Rg&TEmFheek Sgragn uRits, g ARy %‘g‘tré” ﬁ"s‘%feé@l%?g i gontents of the
dat a st or agieckisibiage anith sohkat anjthede esisarea @étheatastarame upids and the

correct ed Meck NGBt (A SARLEAK. B[ 004T, e itk

st orage subsys accor

i(B923r nat i ofbg @atmt@rras@subéﬁt%@ccaﬁhrw tockimde Whemsiniafoption is stored
as a symvesy ihe dvaxionabdsthsyEamGs a SpRAkaic MikimefdBistance Separation
[0031 The data storage subsystem according to claim 2,

wherei n t h&®%maxi num Di stance Separation code is a

\Wo8igr ad cBlkedatd S0edpe Sibeysttan accstdmgalge:lmﬁsy/herem the Maximum
according hRebalPakuiohBEISE B WillGeddqum D stance

Se ar ation Reed- ngtcodcgm &g }511 The data
lage subas/daiasprse Hbaysign aesord m,J wherei the,Maximum
Maxi mum DDgt-aBE Sepaeitian abdeds a Reekd Soleman c&d4ENODD code.

\[Xﬁ&ﬁ] The ?ﬁlq\;gatg' §t8 rﬂ?@%b%fs?&% %c‘éﬂi 1%? t%%!a% I&g Wégreﬁl tﬁé Magl’mum

ein the
deri vat i veDisfangnSeparriomerdeas en EV Dﬁﬁ@dedat a st or age

Jobsyyst em @ﬁec@a&mt&ggé albgirs@érﬁm&eorm%laﬁmtzh%@&rn&ue Max:lmum
control I er dates a bl ock of da mtlﬁ{élgﬁgaﬂ
one of the Ef §¢ SERIFALgR oPfR 4 & dghy ‘f’ﬁ@ of
Ued7tls usi nGheddty steiage Sibbsysan accontingg twitvidie 1dwherein the argay controller
the cont ena ate afbi&gg@ 26 %oxﬁ&ﬁé@Q%ng Bhd §ftﬁ@d£t5‘ t@ttﬁrea%@}inits and the

t hree eras es 0] at a storags nits and L.
check st or 8h§Ek EATage VRl PsHIE qnbt vie &P aperpipng flilg dptgipining the contents
controller ofth@afel;kItbmgdamas i thirage tetdsyata vl deaiatadicigze units and

to claim 7 V\gec?( gtrr]a%t)evl\ﬁ%t?? ! he rrgcte {h@tal'rg}p g’on%!’oﬁ 1r ead

oper at i ons& perat i-ons “are Wi
dpeflat i onsThe daggoraghenbggsten BQCQWOS;WQ)?S wherein two of the IO

accordi ng §Qrfons Re fead¥pBrafibiy dn9our@R eheADRIpREAiBMSare write operations.

[009] The data storage subsystem according to claim 7, wherein the read operations

read data from the data storage units that are not being updated, and the four
write operations write data to the data storage unit being updated and to the three
check storage units.

[010] The data storage subsystem according to claim 1, wherein failure of any three
data storage units and check storage units failures can occur before data stored on
the data storage subsystem is lost.

[011] The data storage subsystem according to claim 1, wherein data is recoverable
from a partially readable storage unit.

[012] The data storage subsystem according to claim 1, wherein the array controller
can recover any data stored on the data subsystem when all three data storage
units have failed.

[013] A method of updating data stored on a data storage subsystem, the data storage



read data fromthe data storage units that are not
bei ng updated, and the four wite operations wite
walawa/ove7s he data storage unit bei ng updat ed apdI/ER200¥1851385
three check storage units. [(Q10] The data storage
subsystem according to claiml, wherein failure of any
three data storage units and check storage units
failures can occur before data stored on the data
storage subsystemis lost. [0111 The data storage
subsystem according to claim 1, wherein data is
recover abl b SW*WW%“@&S threq daja steiaampis. hyesicherk stepge units and an
[0121 The ﬁﬁyaoﬁmreﬁgmpmbs yrtieigt d9e Stothigh @nitanalthe thirek,check

wherein the arr ntrol | e [ €COV. at
stored on &5%5@%%@&%03{9},01&&@5@ ﬁ e ¢ n%eg? b he check storage
st orage unnts 80 tlnak/@yfﬂameb e@surpsoq_fglle detmsioragelusts and therdhagk storage

data stor elglltg @alf‘b gmhetrﬂﬁhm&npnsmg steps of:
storage WO 2005/ 00 173 P /EPZO 4/ 051385 10 su bsyst em
i ncl udi ng ¢ emetay dafa fiom e twe fgia gogage gty that are not being

st or age urﬂlidstea,rmldmmngrdaayo denitacidrate witbpingdiptaed el to the three
t hree dat ach%(glg{t&gg M’Fﬂsts and the three check storage

units, the array controller determ ning the contents

14 he cheBle rsfe%wda@éordmmt@ slaiyp 13, yehereiminfenmagen isrsiosed ensthe data

of the dat s%ora @dil@@@teﬁﬂéstaSsyﬁﬁ&uﬁ@HaﬁlﬂﬁﬁKDfstéﬁE@S@)ardﬂlﬁhEﬁde

i@ﬁﬂ) ??S |C g(; %g (ﬁ COJ&}“@E ﬁéﬂ i%%eg% Lhe {I}rl‘jslﬂag(fﬁ Separation

the two datode stome afje Winograd cd@taae@-&dombrecm an EVENODD code; or
updat ed ata storage unit

bei ng updzitgg&%‘; lvggf%ﬂg lﬁggg&gﬁeck storage units.

[014] The nethod according to claim13, wherein

information is stored on the data storage subsystem

as a symmetric Maxi mum Di stance Separation code. [015]

The net hod according to claim14, wherein the Maxi num

D stance Separation code is one of a Wnograd code; a

Reed- Sol onon code; an EVENODD code; or is a

derivative of an EVENODD code.



