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20 the obligations associated with them and perforns actions related to
verification of the cards and acli%ﬁw edgrdreh{]t of the obligations. In
practice, the issuer may del egate groga functions, for exanple,
related to vgrlflcatlon of the cards, to other entities. Mreover, the
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i ssuing one-tine cards (bills) is an exanple of the issuer. Associated with
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acquiring the issuer's obligations via acquiring a card can be anonymous.
By a card is meant any suitable material medium with which the issuer’s obligation is
associated.
By an issuer of a card is meant an entity which issues cards, bears the responsibility for
20 the obligations associated with them, and performs actions related to verification of the cards
and acknowledgment of the obligations. In practice, the issuer may delegate part of his
'functions, for example, related to verification of the cards, to other entitics. Moreover, the
issuer can carry out some auxiliary actions itself or entrust their execution to other entities.
Such auxiliary actions may include, for example, manufacturing the cards, distribution of cards
25 among cardholders, fulfillment of the acknowledged obligations, etc.
| A bank issuing onec-time cards (biHs) is an example of the issuer. Associated with each

card is an obligation of the bank to deposit a certain sum of money in the account indicated by

the cardholder. A lottery selling game tickets to the players is another example of the issuer.
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20 Well-known is a conventional method for a cardholder to request fulfillment of an

obligation associated with the card and for the issuer to acknowledge this obligation, which
- method allows a remote interaction between the cardholder and the issuer. The method consists
in performing the following steps:

(1) the cardholder reads the identifier from the card and presents to the issuer a request for

25 fulfillment of the obligation associated with the card, which request includes the identifier
of the card and directions specifying fulfillment of the issuer's obligation;

(2) the issuer verifies the validity of the card using the identifier and directions presented by the
cardholder, i.e., he checks that a card with such an identifier has actually been issued and
that he has acknowledged no obligation associated with the card and specified by directions

30 different from the presented ones;
(3) the issuer acknowledges the obligation corresponding to the obligation associated with the

card and the cardholder's directions.
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20 acknowledgment of the obligation.

To prevent a third party from undetectably reading the identifier from the card while the
- card is on its way from the issuer to the cardholder, the identifier is usually concealed, at least
partly, by a masking device (the concealed part of the identifier can be called the password of
the card, and the open part of the identifier can be called the number of the card). The masking
25 device is a means to temporarily conceal certain data connected with the card such as the card
identifier. The masking device has two states: open and closed, and it must possess the
following properties:
| (1) It is practically impossible to read or modify the data concealed by the masking device if
the masking device is in the closed state.
30 (2) It is practically impossible to switch the masking device from the open state to the closed
one.

" (3) Itis easy to determine in which state the masking device is: in the open or closed one.



(3) It is easy to determne in which state the masking device is: inlﬂg%mn
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to the third party that the card was not used earlier by anybody. I'S
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20 resolving disputes and hence it is not protected against cheaters. For example, an unscrupulous

cardholder may choose new directions and request the issuer to fulfill the obligation associated
with the card already used earlier. In this case the issuer is unable to prove to the third party
that the card is reused. On the other hand, an unscrupulous issuer may refuse to acknowledge
and fulfill his obligation, claiming that he has aiready fulfilled the obligation associated with
25 the given card and specified by some other directions. In this case the cardholder will be unable
to prove to the third party that the card was not used earlier by anybody. This drawback is due
to the fact that after the completion of the session of the method neither the cardholder, nor the
issuer retains any data which they could not have formed without assistance of the opposite
party and which could serve as a proof in the dispute resolution. Furthermore, if the issuer has
30 refused to acknowledge his obligation associated with the card, then after the completion of the

session of the method the cardholder remains with the card in the same state in which it would
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acting 20 strictly within the franework of the nethod. Another object of
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in the equi pnent and conmmuni catPiselogmgreidneention wel | as of hunman errors.
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: the Corrregoslgt?grg Ienpoccgdure is conclusive for a third party and completely protects the party acting
20 strictly within the framework of the method.
Another object of the present invention is to weaken negative consequences of
malfunctions in the equipment and communication channels, as well as of human errors.
Yet another object of the present invention is to prevent an unauthorized use of a card in
those cases when the identifier of the card turns out to be intercepted by cheaters.
25 ' The essence of the method according to the present invention is as follows. _
The issuer issues cards, each of which has an identifier and the corresponding verifier, the
latter being concealed, at least partially, by a masking device. Additional data corresponding to
the identifier of the card are called the verifier of the card. The rule of the correspondence
between the verifier and identifier of the card must be such that for a party other than the issuer,

30 it would be practically impossible to derive the corresponding verifier from the identifier

provided that party did not know in advance which verifier corresponds to the given identifier,



between the verifier and identifier of the card nust be such that for a
party other than the issuer, 30 it would be practically inpossihl§ Aus 2063
derive the corresponding verifier fromthe identifier provided that party
did not know in advance which verifier corresponds to the given identifier.
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2b (4) the issuer checks that the verifier presented by the cardholder corresponds to the identifier
| presented by the cardholder;
(5) the issuer acknowledges the obligation corresponding to the obligation associated with the
card and the cardholder's directions.
To avoid mutual influence between different sessions of the described procedure, the
25 issuer must not proceed to step 2 as long as step 2 is being executed in another session of the
- procedure described. ‘
Steps 2—4 in the present method correspond to step2 in the conventional method
(verifying the validity of the card using the identifier and directions presented by the
cardholder) and replace it.
30 The issuer's reply must bind the presented identifier and directions in such a way that it is
practically impossible to find an identifier corresponding to an issued card and some directions

which, in the aggregate, are different from the identifier and the directions presented, but are
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produce. either a card with cl osed maski ng device of the verifier or a card

and the i sslikg dispetegasiutian proceduse iepd Jollviwsd Thtpet daedhiodtiantactsi aconding toathecar d
d di ' LTy ful fill t,of th ligation. In the first. case

and 1 sehlgne.sheil g Lol LT, f e ot et on a e fhish,
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presented by the cardholder in the dispute resolTtion proce
secdl®d identifier of the card and the directions specifying fulfillment of the obligation. Hence,

initiating a dispute, the cardholder must produce either a card with closed masking device of
the verifier or a card and the issuer's signature on his reply binding the identifier of that card
and directions specifying fulfillment of the obligation. In the first case the issuer takes the card
from the cardholder and acknowledges the obligation associated with the card and specified by

25 - ‘the directions presented by the cardholder in the dispute resolution procedure. In the second
case the issuer makes sure that the masking device of the verifier is open, and if it is closed,
then the cardholder must open it. After that, the issuer acknowledges the obligation associated
with the card and specified by the directions, which directions were bound to the identifier of
the presented card by the signed reply of the issuer.

30 In the second variant of a dispute, where a cardholder produces the card and the issuer's
signature on his reply binding the identifier of the card and directions specifying fulfillment of

the obligation, another dispute resolution procedure is also possible. This dispute resolution
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malefactor and cardholder are different, then, when the cardholder presents to the issuer his
request to fulfil the obligation associated with the card, the issuer will discover that he has
25  already issued a signed reply binding the identifier of the card and directions different from the
directions presented, and he will mterrupt the procedure of requesting fulfillment and
acknowledging an obligation. Such a situation can be settled in the dispgte resolution

procedure. This also means that it is desirable to protect the identifier of the card.

In order to preclude the possibility of guessing the identifier of the card, the set of
30 identifiers of all issued cards must be such that any party distinct from the issuer could not

determine the identifier of an issued card otherwise than by reading it from the card (even if in
their possession are all the other cards). In this case, a malefactor is unable to “guess” the
identifier of an unused card even if he will collect a large number of used and thrown-out cards.
Practically, this means that the set of identifiers of all issued cards must constitute a negligible

35 fraction of all possible identifiers and the identifiers of the issued cards must look random for
the party distinct from the issuer. |
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Wi thout 9 e% % envel.ope
ertan c 00S€ On 1s wn which concealed data of the card he will use as an identifier
and which as a verifier. The issuer must be able to determine which data of the card are used by
the cardholder as an identifier and which as a verifier from the cardholder's request for
fulfiliment of an obligation. For example, the formats of the respective data may be different,
25 and the issuer determines which data of the card are used by the cardholder as an identifier and
which as a verifier from the format of the data presented. For such cards the cardholder's
mistake of opening the masking device of the verifier before the masking device of the
identifier is innocuous, since the verifier and the identifier play symmetric roles. Such cards can
also be used in game applications and promotional advertising campaigns, when the prize
30 depends on the cardholder's choice of the order in which the masking devices are opened.
A card may consist of several physically disconnected parts, which, nevertheless, are

united logically. For example, each part may have certain auxiliary data, which uniquely
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prevent interception of the identifier by malefactors in the process of
del i 20er hingnassages dydlesisseor ful fill ment of the obligation associated 15

W the Capd 0o 0. BReRaah AP b Ao Bled B s T2 S8
identification data of the entity controlling fulfillment of the obligations acknowledged by the
issuer. In particular, one may use as such data a public key of the entity in a prédetermined
digital signature system. By issuing orders bearing digital signatures verifiable with the public

25 key of the entity, the entity can, for example, control the process of the issuer's fulfilling the
acknowledged obligation.
To facilitate the issuer's checking whether the verifier of the card presented by the
cardholder corresponds to the identifier presented by the cardholder, the cardholder may
~ repeatedly present to the issuer the identifier or a suitable part of the identifier together with the
30 wverifier.

In order to have a possibility to notify the cardholder of his mistakenly forming directions

specifying fulfillment of the obligation associated with a card, as well as to guicken the
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not fulfilled, then he has a possibrliity to recerve the 1ssuer' s new si gned
repl3p fonckd torprpegetlito thadispute resolution procedure. For this reason, the cardholder should

preferably keep the identifier of his card secret until he obtains a positive result of verifying the

issuer's signature on the reply binding the identifier of the card and the directions specifying

fulfillment of the obligation, which identifier and directions he presented to the issuer in his
.request.

25°  To lessen the number of disputes caused by malfunction of communication channels, the

cardholder may repeatedly send the issuer the request to fulfill the obligation associated with

- the card if he has received no reply to his previous request. If the issuer discovers that the

presented request contains an identifier for which a signed reply has been issued earlier, then he

must compare the received directions specifying fulfillment of the obligation with the

30 directions already bound to the given identifier by the reply signed and sent out earlier. If these

directions coincide, then the previous signed reply may be repeatedly presented to the

cardholder.
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Fig. 4 represents a lottery ticket with open masking devices of the identifier (password)
20 and verifier.
Fig. 5 represents a lottery ticket with closed masking devices of the identifier (password)
and verifier.
Fig. 6 represents a lottery ticket with open masking device of the identifier (password)

and with closed masking device of the verifier.

25 Best Mode for Carrying Out the Invention

The issuer issues cards each of which has an identifier and a verifier V corresponding to
the identifier. The identifier of a card consists of the card number N and password P. The
password of the card is concealed by the masking device of the identifier, and the verifier of the
card is concealed by the masking device of the verifier. When the cards are manufactured, their

30 numbers are chosen consecutively in a certain range and the password and the verifier of a card
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passwords, the validity period of the signature on the reply oanege
expiration of which the signature becones invalid, etc. Brief cr‘\UEtZQQB
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to e TR Afehfor el Sl WM Wil BRSPS b aluliRhBRTREEF N
and passdkeéeps.it Seget. password of the card is conceal ed by the masking

device of the identifier, and the verifier of the card is conceal ed by the

maski ng devisdigh gfcopstaciian pf thercard jdentifione ardiverifiess inswen tiah farua pagty athasithargo

nb atively | ' d ' .
the ver i Beiae BhaaRafs hbySie  DaBeRtbd By PRP R e Fim BERIRNTR0EE
accongdi nge tfad itholiDbpenitgtheidsRingRieviddlofthe RrificY. On th26MNer Mind, MeaERerBarpnd

H2 are some cryptographic hash functions with a secret key R f4, 5]. The
hash f usesilyodeserminenwhether the presaaied identifistecrespowsdy to atssued pavdt Tk doviisdige of

2 v PR 8 RSB Rled i Sh S Mo i SR
not knowassaek®wehansvaie GihichsE cbinBhited HohPERADSISifeP (the B&nﬁ%%ﬁﬂd tHéeRbkf k& -

The issuer selects the key Rwith the help of a random nunber generat or
and keefs The isseareqan dsw isasilycdeiemine twhetheofthe ipeesented vedidint ichirespendmtd the

I ] i .es _.t.hat .f ty. oth t he i it i.cal l
! poddi Beseite! WPt ineErin VB e srocrued BPm FeqdRE (Wenintnef B 1o Y
the cardeopbrtidp®t opening the masking device of the verifier. On the other

hand, the issuer can easily determ ne whether the presented identifier
cor r esponds The agionisseflithe issued and @fdbe chidbolde within the framework of the present

invention do not depend on a particular type of the signature system used by the issuer for

signing his replies (messages).- However the preferable variant of the signature system is some

20 variant of the digital signature system [4-6], since in this case the signature on the data can be
transmitted via electronic communication channels. |

Within the framework of a digital signature system, such as, for example, RSA [4, 5], the

issuer chooses the first private key, which he will use to produce digital signatures on various

data, and the first public key corresponding to the first private- key, which will be used by

25 interested parties to verify the issuer's signatures. Within the framework of an asymmetric

o encryption system, such as, for example, RSA [4, 5], the issuer also chooses the second private

key, which he will use to decrypt received messages, and the second public key corresponding

to the second private key, which will be used by interested parties to encrypt messages for the

issuer. The first and second public keys, as well as the choice of the digital signature system

30 and of asymmetric encryption system, are published (are brought to the notice of the interested

parties). The issuer also makes public his intention to encrypt his messages to the cardholders
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needs only to check that the nunber lies inht he prop(j{ eéa;\?gmatnﬂe]tg ROBPHIS
' | | ue which is conp .

the presented password with the va o e ton 8l'%0 easi | y

[ i fi the nunber) and the secret key R e

:jgteg';lrr}clngrv\éet her the |)or esented verifier corresponds to the 15 presented

i denti fi er US¥BngWsioRekexsr iahd eronies algm]lcﬂiiﬂ%ﬁﬁgdif Liyﬁ@&gﬁdé“gf’%hié’i gérr %?fgi%ggu gﬂgﬁz)“—\
R The actions o .
\Z/i\nn?h}[ Eet hZTﬂpg%%?k of the present invention do not depend on a

i - i f . signing his
particul ar typ&hefcatdheldet GaRtioiR EXotiEHN gﬁ%ﬂf",’g%i@ hh?f{??e}f; %%&H&;&Fﬁb ajgds alsen

: S aﬁes .- However the prefera _ _ : syst

ir §p lsl)ﬁ: (zgg?fi ﬁ%YPW%HIi@ encgatioas (genpmatiam ef S@_SSI?& Qﬁeiﬁﬂ’?gg?@ S%C’gﬁtﬁﬂ Higital
bi : . e, transmite _ _

case (NS stiguarrIRadE Al difidi Bin LEARIALES A SIECTON e

comr*]ru fRIPPElaproEemmSPcdmput] , the issuer chooses the first private .

key. wh : roduce digital signatures on various data, an

. . t 3 . - . .
t( ﬁg’ f:Npls'f hpnglwith:(%%ﬁgﬁ‘?é%ﬁ(ﬁ?&?%e% 1t ligntien tof he issuer, ﬁy hei(gﬂgbfd\a'v l%yh !“t]aytjﬁté
E i dH¥d ' t j Ssuer. s. Si . _
1l‘J fgge\%r isﬁonnmgepbm?ﬁaz er%%y%f?gélmgy%@gﬁ]ﬁ ﬁ"cﬂP%SE? %f’o'iﬁ’e | bragher

n as ) . | i1l USE
[4, 5], tRTESNarcegiedometods e%ﬁqrﬁbati ebae) naidp rareljgilsi&gmtfgmg%gr g{gpé(}ﬁ | r}gérs,[ &
to decnypreceipf etV BHAS %e %ﬁdﬁ&ﬂf?‘t E&éuszs‘%‘ﬁ&b;}ﬁfftn@@r@gﬁ@ég slavicke sonceakingr het
the second private key, which w blic keys, as well as the
messages P¥FWPHband tbgm'ezpﬁerﬁfehe‘¢ar«$hrteaﬁd}§%ﬂg§]ug%éa?é!asyrmet 'ic encryption
Syt om iy & PR MRS W SN S RIRR o oblasstion sesheialetesieticated, and the
system al : : i his ;N Lo encrypt his

. d :

par | | es) . AR A awude r%fggr?h%%%l fu%@#%%@@?%%lnggggf on keys and some

nmessages t he_car 1 € !
al gori t hn(.tlthes ﬁwﬁﬁ?ﬁ% readls ytystlﬂ@mﬂﬁqroﬁpmaxqahai;il ?Eﬁn%?hgﬁw%%?% g?;‘%ﬁf for |
50 Perf o morype o ooeH A ML W e cah oiicdrreguest iomorimyis using the

r O . . . . . . . .
Zlni?y pf ie{) n?‘rsg;?%ﬁ i%%?‘i’flgshpuﬂit‘gk@abnd Sncludgsather ideitfler dfCHRE | QR cﬁ?eﬁfx%né""s }(5)%{1 he .

' Le..a te one set or a properly pr
f so SEf _
Eglngut?er. Wnﬁtl%meﬁgch (t:lgér)irs‘%ﬁ%@@&‘@Pﬁ?@sﬁgg’%ﬁFﬁS@&theﬁn of the issuer, for

cxars <, yinaimer scupsrinasgsoidah M i BRIHLTRSH ) B

j[ EZ fr ' ?L;Oglg?s%gtegrlgexg&ie{ cPpgTdes, Withoths idertifieg rofflaoliskmed car@p chétks Qllfiaﬁl B Igz%];n&the

card,20 he cariithoprdsmtotiss 6HBGly LNEbntdGehHS bl e SRR Semented by the
cardholder and directions different from the directions presented by the cardholder, forms a
reply to the cardholder, which reply binds the card number and the directions presented,

signs the formed reply using the first private key, encrypts the signed reply using the first

session key received, and sends the signed and encrypted reply to the cardholder;
25 (3) the cardholder decrypts the received reply using the first session key, verifies the issuer's
signature on the reply using the issuer's first public kéy, and checks that the signed reply
binds the card number and the directions which he has sent to the issuer, after which the
~cardholder reads the verifier from the card and sends the issuer a verification message,
which is encrypted using the issuer's second public key and includes the identifier and
30 verifier of the card and the second session key; _
(4) the issuer decrypts the verification message received from the cardholder using the second
private key and checks that the verifier contained in the message corresponds to the
identifier contained in the message;

(5) the issuer acknowledges the obligation corresponding to the obligation associated with the
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i fi [ he cl osed state. Al ar, oé r
d and the verifier of the card are int : _ 0
szz\é\g{s t he isguer to fulfill the obligation associated with the céﬂg gid

[ [ ' he foll ow ng steps:
[ know edges the obligation by performng t :
Eg)e tlhzsgg:dﬁgl er r gds the identifier fromthe card and sends the issuer

. ' . : ; j i rd,. |

a request forcardgndy P.qardivmer@fduehaom?!s fbgﬁir !agﬁgtgi%gghafgﬁlégbﬁgbﬁgﬁgﬁe which
el udes 't he Tuat PeeRREhuiier fod 1Fe gniBofles ahepinunt bigns (e (irtichl mofcatton

cl udes ( - o . . . i t
e 12 o0 et St iy, 45 2511
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ks, St PTb e DR L ST S50 oo
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o e e Dot e o £ By
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r e'gl y usi @gewmedbyﬁhi]cardlﬁ?ﬁdﬁpfs dlgﬁé’ af’zgﬁ?&%{ﬁ%‘g&g‘% %ﬁcgf{o%@%n% nelgg ¥ eply to
?2§2¥523dﬁ%§ ir/ail?i‘?‘?ité“‘? Eorme iﬂm@r@wsmfth@désbﬁhﬁim’ﬁﬁeduﬁé“eg S ocks it
) i A i ' i blic key, and che
tire on Iffifer 6&Re YeadSis e iddfer GRHGY exdelit 18! ndY f the.d
flhgngi gneﬂ' r epl yr bi nds the Gar ge n‘%ﬁgerexaﬁ elhilﬁen‘%l septaf Shisdeseribed prockdigre or
e

sent to tHetlFsui¥erchegk yisldsyai ndgative rendr dhet die i$s889 Stobd FoM Wiy Be 5%8%"“9%&3

| Wfi i.on message, which is enCrypted UsSI
Che i aeu ﬁ@aaﬁuéQﬁ%&ﬁﬁﬁﬁhuﬂﬁxgkg%%%?hﬁ?udes thg identifier and 30 verifier
the issuer's second public Key _ Lhe [ oter etrants the
of the card and the second session key; (4) e

[ [ i [ the second private
i fi n message received frdadadigiaf Appheisifity Usi NY
\l:g;l ;Ingaf:lhgcks tha’? the verifier contai negﬂl n th[ey nmessage corresponds to

[ ; [ t he
[ i fi ined in the message; (5) theissuer acknow edges
Uhe. Identifiemmmatai ne Io the obligation associated with the 14 1 6 AUG

ggi)ie,gigair gna(r:\ th%%ﬁ% ﬂgﬁsfi%tf’s ealization oihs mathodrira cuedtiolder ab r@uesf fulfillment

C e . C er _and the cardholder's
ot coporan kg g BB IR T 18 M05aF L i yon,
encrypt 'swi‘ﬁre@ tbg GHRE 9 atbank aed thsreandliobdsr ihe cen ofitheSiRmki 88s0kRYsd ﬁrﬁﬁ%gé’iﬁga:d

' L fi ' he cardhol der.
dis ; HRRE" -notification to the card _To-
:\r/]gi 3e?m?u§ilqe?n Eiglggﬁ)gztﬂ get mé%%gﬁ (?%;te?%(#nm@?séq saqspusthadigated rinb e client in

or ocedurReSsEsgion qulgqj@rd.nyst not proceed to checking that he has not earlier
presegpted t OBéfB%b&gUing catdd! %L [)grﬁ(l %ompiles a checking table having four columns, with
number of rows equal to the number of the cards issued. Though in practice the bank can issue
an arbitrarily large number of cards, consic}ered is the case where 5 cards are issued. In the cells
of the column "Identifier" of the checking table, one enters pairwise-distinct random sequences
of eight digits obtained with the help of a random number generator. In the celis of the column
25 "Verifter", one enters random sequences of ten digits also obtained with the help of a random
~number generator. Let after filling in the cells of these columns the checking table takes the
form shown in Table 1.
Further, the bank manufactures five cards each of which has two fields "Identifier" and
"Verifier", and as the values of these fields for every next card one uses the corresponding
30 values in the next row of Table L. F igure 1 shows the card corresponding to the third row of this
table. The fields of the manufactured cards are covered with a layer of an opaque paint, which

 is easy to remove but difficult to restore and which plays the role of a masking device, after
which the cards acquire the appearance shown in F ig. 2.
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bonding the identifier presented by the cardhol der and di rection[s diﬁgéefﬂﬁ?t
fromthe directions presented by the cardholder, as |long as the ga
checking and formng and signing the reply to the cardhol der are perforned
i n anot her session of the described procedure. 10 If for sone reasons the

i ssuer canndiabbxedatérmildssihaestresioafgeret Heheectiethe vetifiek pf ocaduar] 0y idenfifiehe
next check yields a negative result, then the issuer stops follow ng the
descri bégeorgingde d lawing as: thewerifies corpwpeadyierthe fdanfifisr if theivesifier ghd the
Appl i caljl 15 | Lk | '

met hod fq %‘%ﬂu{g\éf:%ﬁg%@e#e othgg%ﬁgg&ggllr% IF Frr‘%%ctto;(ﬁﬁo? §Oaéllg§ﬁﬂlﬁgfa¢tﬁ§%n%gasct§%§}gat ed

Wi t h t hehe adrds dedvdrifier tof@atls satdrcon@spunidn awite ddentifiet. STIabbdrdainustkeep WidIed t he
i ssuer is a bank and the cardholder is a client of the bank. Associ ated
with Bacreretafar the pay netnqssessing 1 able It 1 ds praptically impersihle tordsterming hs verifiemhe

" sui ng o ke 1 o gReE Wbl ool BEORb AT e ool B et RS e

W th nuddagifietland @esfieq hate bnichesenwih@domf the cards issued. Though in
practice the bank can issue an arbitrarily |arge _nunber of cards,
consi der ed iWithipghe fenonieds of the digitel signatpesuisem R8A Hb Stethe panlsfchppres a

col um "|. tyfier” hecki ng.tabl e, ne, enter.s pairw se-djstinct
" andom BHSER ek 5 wpEhhe Bl S W08 6 BRocise AT BB R et YA Lhl aP e
genen@t gublid Reyt Beofredposdig tb Mg vaath il Be usdeby ii@ested RGeS GorEy HROBAINS
sequences of ten digits also obtained with the help of a random nunber

gener at 8gnatuess. dhe gpbli¢ key Hgas wellhas thel hadeothoideesfothe dligitel sigmture kpsethnis

tabl e takes the ,.form.sho in Tapl,e.l. Further,. the bank manufactures five
cards ed¢fh“8F %ﬁls_cﬁoﬁ%@g?%%u@?aghell SWPliegip@]&leS)and “Verifier", and as the
val ues of t hesgieh iRt dhe Hpafice BN MEXSmERhfd %ﬂ@m\dfg%uélﬁ@nt@%?ét%@%@ﬂﬂeﬁ@ 0f30

values in the next row of Table 1. Figure 1 shows the card corresponding to
t he t hi mgssages, ef welias ta Gbilidate Tulenfating the roéssegeeproenssihgdhebatk walkespubliethe

covered,_ w t l.ayer of an _.opaque.pai.nt, which is tor ve but.

i 111l Raltieg o at B iR dvillse Mo ie@erng (HABhE b EROE fedeine,
whi ch t bgli &@bHS ThE MbsiRed PRy APREAE FNERViAD hats? Fi 9. 2. 15 1 8 AUG 2003
Tabl e | determ nes the correspondence between the verifier of a card and

its identifiThe forngoptliangequestt ke falflll dhe ropligaticer atdoeiatedr wfitherm caodr €8pehds
to the i 1 fier, if the verifier and the identifier of the card are in
RGPS

the sa “Table |. According to the nmethod of manufacturing
The format of the bank's reply: "ID=*, ACCOUNT=*".
20 The format of presenting the verifier: "VERIFIER=*",

In these formats, ID denotes the identifier of a card, ACCOUNT denotes the account in which
one should deposit 100 rubles, and VERIFIER denotes the verifier of a card. When sending
messages, one must replace the asterisks by the real values of the respective quantities.

The bank's obligation to deposit 100 rubles in the account indicated by the cardholder is

25 associated with each card by way of informing the potential clients and by way of putting a
suitable inscription on each card. After that, the cards are distributed among the clients.

Let a bank client purchase a card corresponding to the third row of Table I. Further,
assume that the client wishes to request the bank to fulfill the obligation associated with the
card and he decides to indicate his account 1001 with the bank as the account in which 100

30 rubles should be deposited. At first, the client opens the masking device of the identifier, i.e.,
- removes the layer of paint from the field "Identifier" of his card, leaving the field "Verifier" -
intact, after which the card acquires the appearance shown in Fig. 3 and the identifier 76503306

16



the cards the verifier of each card corresponds to its identifi?ra Uhe Ege)jnk
must keep Table | 5 secret. For the party not possessing Table T, iA g -
practically inpossible to determne the verifier of a card fromits
identifier w thout opening the masking device of the verifier because the

i dent i f ibetemenaocesiblé ifer sealiige FoaRer, @leoslismt adputafioiflentyidrhotht hard edrewor K
of the digital signature system RSA [4, 5], the bank chooses a private key

D, whi chuher winthewpank aecounl ihrvicie &l 08 gibdesl shaulth deudenpsided \ulpi »usorritya,
d ' i ng _t igh will b Oy Y -] t ed
o0 s HRYBPE, itaFoE AR e oyl Bkt bl JRpHSeC LRSI

made ChUCEOUNT=1e0H, gikcad the ipgil ACTEUBNSY oM isitBe difdutionPsiidleifping ifidlfilienodt t o
the notice of the interested parties). In order that the parties could

uni f of mithe efligationepd gensis shgrepmest ipthe banhea e ppehewnpnicaasnaieetk. as wel | as
to facilita t ' h ssa r ocessi ng.. -t he bank..nma li¢c the
19§ o0t ol RTINS R OHE RASRSE U0 PRy GRSl B e

ful fill aRnidestibragE ARiRLabmopreatdddat fieststhe bk RfchadeR cORYnauEtifRE" of
~following formats. The format of a request to fulfill the obligation
associ aflableifenthg identidicr 76583806 CA@I@D@EII&*hB. reqyast gk frnds bin thedhisd rew sTheapl y:

"| D=*, =xn 20 The, f . . ' h i fier: .
VR i BRI Gk it 1% oA QO Rl R BT, A0 fof Bonfilya ol gt from
ACCOUNT 1denofisish hitanfame tHl bdnk WA ineh emﬁ%ﬁ%&édﬁo%@@é@ a $2fed HEBindARd

VERI FI ER denotes the verifier of a card en sendi ng nessages, one nust
r epl ace thehislengtiarr 7650330 andalineetigns\diffgeest dfont HhE0T. o4 fiercthiat ghey ienfegsstheThe

bank's obligation to it .100 ruhl.es in,the account. jndicated by.the

car dhot Gere8 seShnt SubiRIPol i aiBolity Y BEGOH lnEhRthE Repenobs
potenti gl Tl gnts and by way of putting a suitable inscription on each
card. After that, the cards are distributed anong the clients. Let a bank
client pur chagkerathedragk dorms theordiyndDEG65038 06, ACEOTONT BT 00T bsigns it vt thieer |
assume that the client w.she o request . the bank to.fulfill the ohligation
Rasoly aPBIK SIPRFAE KEY 1 4] SRS HP HECHHEPIY (P (HFLSE a3 CREB M TREHIOR ¢ b
t he banke@grt he account in which 100 30 rubles should be deposited. At
first, the client opens the nasking device of the identifier, i.e.,

renmoves t heHauwperreafivadaihetsigmednneplye thd elisht 'ViedBext tHei leank'sofigiatisre car the teplavi ng

Shown' | 1o e ek e s ndchoplsoSmoans Ry B B0 BgoIRDI0G
ggf SS 2 in%'(:?iéje@ﬁ%?@ﬁi“.“ﬁurtféﬁ R %ient §ffens HERbsKifP¥Evicd e dRAKES i 8", r@hodei®
20 the layer of paint from the field "Verifier" of his card, after which the card acquires the
| appearance shown in Fig. 1, and the verifier of the card 5686892445 becomes accessible for
reading. After that, the client, using the computer, forms the verification message
"VERIFIER=5686892445" and sends the verification message to the bank via an open
communication network.
.25 Having received the verification message, the bank searches the column "Verifier" of
Table I for the verifier 5686892445 contained in the message and finds it in the third row.
After that, the bank checks that the cell "Account” in the third row is not empty, i.e., that the
bank has earlier received a request and the verifier 5686892445 corresponds to the identifier of
that request. In our example, the correspondence is present, and therefore the bank
30 acknowledges its obligation associated with the card with identifier 76503306, which
| .obligation is specified by the respective directions. As a sign of acknowledgment the bank fills

in the cell “Acknowledgmeﬁt" in the third row as is indicated in Table III.
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nunber of the bank account in which 100 rubl es shoul d be deDOSitx‘?OBiAUG)SZ?M
properly progranmed conputer. After that, the conputer forns the reque

"1 D=76503306, ACCOUNT=1001 ", where the part ACCOUNT=1001 is the
directions specifying fulfillment of 5 the obligation, and sends the

request to tdrethedakis ot thedtkAPSIRIGASTIME Gadl ANfiNetheRdbkigatidadoRgsgoRdRig\te the
request, the bank proceeds to verifying the validity of the card using the

i dent i f ichigatinn aspecigpd sath tba sagdranddne sardhalder's disqctions; é-ch slarosite 408 meldes e
col um "ng]r}lttilé'ler" of Table | for the identifier 76503306 contained in
an

t he reqﬁ%§f finds it inthe third row Then the bank checks that the

cell "Account" in the third row does not contain a value different from 10
1001, which neans that the bank has not earlier presented to anybody a
si gnefl repl EvampeAg the identifier 76503306 and directions different from

1001. After -tha t he..ba enters. th recei ved accouni, nunber in the
Soll  Acc o xamipE IR Rl ol 6 md SEA04Er <Gl o R lesf Bitftnlnd
Fur t her oftaneottiakord @gsBiatddewite e/ carli Bnd 6P FRORsuAGoARTFH0de this b1gsioh!
with the 15 bank's private key D and sends the signed reply to the client

via an opere therisruat Sat logtary. the cendholdearay  pipyen i veel lotiery Bekgteepiay disiple ofhe

client verjifies the bank's signature .gn the repl usi ng .t he bank's blic
ey E abgenesRe b preeth HsHY b o ibehel af Helonssd wogalves ABORiAe i HBL ©
FU”W@r»ad&ﬂé%iﬁhicﬁt@ab?lﬁ%ﬁaytre%v wkdhAgediaY tiggtof the verifier, i.e., renoves
20 the layer of paint fromthe field "Verifier"™ of his card, after which

the card acdgfaresssuing lottgrp tickein dee biteryrselactski mnddm sequunthB opesistinigeof thirtyt he
card 5686892445 becone essi ble for, readng. ter that, the cliept,
el ng ¢ RES CERERRA Pt a0y enciaies oSBT dne HolspE e gmonyBhss:
and sengdgndriter, Viglel Hek dtciRR d’{?%ssﬁg‘%), §oot fieg bank 7vRag an BE@,”D, FORTHE foftiyOn
networ k> 25 Having received tThe verification message, the bank searches$ the
col um ‘obemsfthefollowing skghérmeei | for the verifier 5686892445 contained in the

nmessage and finds it in the third row After that, the bank checks that
the &&I1 "Account” in the third rowis not enpty, i.e., that the bank has

earlier recLygsh I GURsrRRdAERSEREIEHEE]7 5686892445 corresponds to the

identifier of that request. I'n our exanple, the correspondence is present,
and therefore the bank 30 acknow edges its obligation associated with the
 spect 16 eRuRRI e tRociaigR Sohcknow edgnont the bank fil1s in the
cel I " AcknophgeoMH¥ Totdly | Afndibds "l @D icitey dckakCehchMndARY Gndeb! fieldd:
20 "Number", "Password", and "Verifier". The values of the fields "Number" and "Password"
| together constitute the identifier of a ticket. As the value of the field "Number” of a ticket, one
uses the next serial number in the range from 00000 to 99999 (the leading zeros are a part of
-the number). Thus, the number consists of five decimal digits. As the value of the field
- "Password" of the ticket with number N, one uses the first ten hexadecimal digits of the value
25 H(N|R), where H is the hash function SHA-1 [5, p. 348], and the symbol | denotes the
 concatenation of bit strings. As the value of the field "Verifier" of the ticket with number N,
one uses the last ten hexadecimal digits of the value HN|[R). Thus, the identifier consisting of
the number N and password P is the identifier of an issued ticket if N contains five decimal
digits (including the leading zeros), and P coincides with the first ten hexadecimal digits of the
30 value H(N[[R). The verifier V corresponds to the identifier consisting of the number N and
password P if V coincides with the last ten hexadecimal digits of the value H(N|R). According

to the method of manufacturing the lottery tickets, the verifier of each ticket corresponds to its
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1 8 AUG 2003 On the basis of the acknow edgnment, the bank fulfi %s yb 3
obligation corresponding to the obligation associated with the caA ﬁ@
the cardholder's directions, i.e., deposits 100 rubles in account 1001. 5
Exanple 2 This exanple illustrates realization of the nethod for a

car dhol dé¢ntifier.rlRGURS parfty! hbt pdssBEing the s@jicodd R g tHeRM RSO Aigitsp it iwipkdetichtey
card and for _the issuer to acknow edge this obligation, where the issuer

i s a | otitppgsible fpdetamane theeverifigr of tbpgly‘@t frcanéhetlﬁenuﬁﬁpéﬁywwtwﬂwt pPeng he
rol e of I h t| tery
o del i vaf RpiGng B850 b E el ARR Moo iRl oL B BRrBPbY AR Pl e b
pur chasdgndtida SHAKGY, 5Pef ore i ssui ng I ottery ti ckets the | ottery selects a
random sequence R consisting of thirty two hexadeci mal  di gits. The lottery
gener At es t FigrRHghes ﬂﬁélCH@thﬂﬂblﬂumberfdﬁaéinShm@ber generator. The

hexadeci mal digits are 0, 1, 2, 3, 4, 5 6, 7, 8 9, A B C D E F. Let
| ottery obtains the foll ovm' ng sequence: 15 R-16397D2AB474D3EC56AE22E893ED3

C 17. The | ¢i(187651683$IDXCBPAIIECSBAWNEBIR:DECI Bt= Further, the lottery
manuf actures 100 000 lottery tickets each having three fi eI ds: 20

"Nunber", " RASEUHABRCOGHDDIASDIERIAB2BGESBATESFBf the fiel ds "Nunber" and
"Password" together constitute the identifier of a ticket. As the val ue of
the field "Nunber" of a ticket, one uses the next serial nunber in the

rangeo f [OF1RNA0Bat eheOBORP ;{agd%ﬁ)ra el VaflieZ 2T BSDRIBR CRafBific QfrifidrigasnuBbRIe
Thus, the nunber consists of five decinmal digits. As the value of the field

" PasswoS84BOTEAREe ticket with nunber N, one uses the first ten hexadeci nal

digits of t \ ] t h. tion SHA-
3491 Sand 1+ ABe SSISCP SRYoLL ey et HE" Selbe SebtietiBa tskeiDhte SPpfigut aByede
val ue obfhhgp e%fu@!pﬂmt NeHitH § 1s%sy ®frethiBée ltalithfﬁitcthé RestORRT wiich pRRS tHéS8R: dife

| ast ten hexadecimal digits of the value HHNIIR). Thus, the |dent|f|er
consi st imagkiog devive, afierbwhicN thadidyets ssaguide Iﬁla appdamnlcdshd)wmlmrFlng arhuiss $heed

) O bR bl S SR B R S B B2 19, 2o, 2
i e S e ST e o
H(NI'| R) privae dediDng wllnoh uhmllrusmoﬁpmﬂuu@thmf digitair sigmptdrhe oh otatieny datecket the t he
verifi egor?gspgr? nrllg tplu lic i(ey %r ' e% C?l ';‘11 Lg uiSédS b)](' ?nterested parties to verify the lottery's
signatures. Within the framework of the asymmetric encryption system RSA [4, 5], the lottery
20 also chooses a private key D2, which it will use to decrypt received messages, and the
corresponding public key E2, which will be used by interested parties fo encrypt their messages
for the lottery. The public keys E1 and E2, as well as the made choice of the digital signature
system and the asymmetric encryption system, are published (are brought to the notice of the
interested parties). The lottery also makes public its intention to encrypt its messages for the
25 lottery players, using session keys and IDEA algorithm of symmetric encryption [5, p. 263].

Besides, in order that the parties could uniformly and unambiguously interpret the
contents of messages, as well as to facilitate automating the message processing, the lottery
makes public the formats of all messages which the parties will use in requesting fulfillment
and acknowledging obligations. The messages have the following formats.

30 The format of a request to fulfill the obligation associated with a ticket: "N=*  P=* K=*
A=*",
The format of the lottery's reply: "N=*, A=*".
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1 0 AUG 2003 identifier. For the party not possessing the sequerfﬁe@gof
hexadecimal digits, it is practically inpossible to determ ne e r 2803er
of the ticket fromthe identifier of a ticket w thout opening the nasking

device of the verifier, which inpossibility is ensured by the properties of
the hash functhcolRrmpimithe werifigation niesguge € NE=*s Kaws, Vher ti cket with nunber
18765. Since é%tl 7D 14D3 6AE22EBO93ED3C 17) =

27035D4B8COCE cpHem peledggnent: TN, dims, AFFAL. the ti cket
passwor d Hashess!fugnaid O3 FHKRECHR ret | f.1.e s the val ue 554BO7E2FE.
The fields "Password" and "Veri plﬂl 3?6}’?8?‘%%%"%#3?%%@8 pessyaed of ghesticket, K

covered widenotgs [ths sessionf keynwhizhgthe Ipadrptmugthise n"ié“:ﬁﬁ’gﬁﬁ %nye{g)ﬁfe pe%ﬁgﬁte@2

diffi cu%]t h%ga({?est Qre %yd \gni ch plays the role of a devi Ce,
whi ch t he "TTEIEYRAT Jigiisy 4 deppiesths addupete whichvthe prize shoull belduliverddhE 1 dotes
I dent i i efheOdesdioh RE t ' nceal ed by the masking device only
partly. V\'i’],t rﬁ t he %?Qﬁlﬁgﬁ@ ?‘H’gp'éﬁegtptegf%%lg’ﬁ&FWéoé%Y@ﬁm fuesspie, (32
t he | ot t ehgxadnciomb digits), W iis/ tiieevegigiér B theiikeh anll Pvid & oduce.t he
digital sign tug‘%.g on various dat a,r and theJﬂ cgr%és%gn |ﬁg&f§§%ﬁ ?%&kg%‘eﬁo,de
which wil ol bssr]( fontherriaxesdn seply ite shet verifeentiby nidseagedif tiRy Verification of the

si gnat ur efekelNHab1 fich QFF Lk,of . the a tric _encryption system RSA
[4, 5], the |ot t-er§/3 2 Cg(fso._ o st “Br F‘W‘?&%ﬁs o, Obﬁﬁi@ﬁﬂi {Thgj ¢ddegsB >t®
decryp0 recesped tesaagsserrad Thb dist QAT drisPQyadi bl i -E2owhich will
be used by interested parties to encrypt their rqrgs?gggglé{gﬁe]&g]r%hf'hme& fdng

The publ iBEREEFS He BN replacedhe arieriska by thvercatadiues o ieeregfectine qutingitiba!

signature sy§iapk fic.encryption system are published (are
br ought ;}3} t he not?gg Oop E? ﬁe %ﬁlg?re@?é’ﬂl%g‘? fl'feé&d)d!'eswfgllﬁﬁ%?‘i by yhealotterynplaper
publ i ¢ i Mhoi purelrsedihe tticketris hyspbiatedSviESSAGREet r%hc?f- ttery plavers,
usi ng session a(lijgys and | DEA al gorithm of syn%%)?rvly eﬁ%ﬁ’yﬁﬁ}ggﬁe\ég@nﬁgﬁggw
Besi des, PITSr e DX Way of rutiieg eissiablo insbription onndagh alflet RREY GHINSINE of the

I nt er g5 etode ot . ages,.as well as to facilitate automating

t he nessag eﬁg?rgc es srﬁﬂ%e,sp 'tﬂﬂlé:" i ohief g}"@ th?‘rﬁﬁl‘éeés. i’)‘ﬁlﬁﬁﬁ‘tﬁb‘t‘qﬁé amgngakesployeral Only the
messagesnwhbeh of the tiphetsital piird ih thS@raivihg. equesting ful fillment and

acknow edgi n&e bligations. The nessages have the following formats. 30 The
format of a 8‘% rjepok draming, thidotddsy i agatgiiles aapsachistieding fdﬂ[r%oulhﬁﬂfseitWith

" 9

"N=YL PRumBErof rows équi o R MBbePhr Eh%%ci(gtts gwrri}/lgg Wona llar)xlze ':I”Il\llz’;)’rizéfizt may have

the form shown in Table IV. The numbers of the winning tickets are entered in the cells of the

20 column "Number", and the corresponding codes of the prizes are entered in the cells of the
column "Prize". '

Let the lottery player who ﬁurchased the winning ticket with number 18765 wish to
request the lottery to fulfill the obligation associated with the ticket. At first, the player 6pens
the masking device of the identifier, i.e., removes the layer of paint from the ﬁeld "Password"

| 25 of his ticket, leaving the field "Verifier" intact, after which the ticket acquires the appearance
shown in Fig. 6, and the password 27035D4BSC becomes accessible for reading. Further, the
player inputs the number and password of the ticket and the address to which the prize should

be delivered into a properly programmed computer. After that, the computer generates the
‘session key K and forms the request | "N =18765, P=27035D4BS8C,

30 K=B360AB551A4A874C79F 17TEAC4B043125, A= Apt. 322, 39 Radishcheva St.,
St.-Petersburg”, whgre the part "A= Apt. 322, 39 Radishcheva St., St.-Petersburg" is the
directions specifying fulfillment of the obligation. Further, the computer encrypts the request

20



1 8 AUG 2003 The format of the verification nessage: "N=*, I:*,1 K— The
format of the notification of acknow edgenent: "N=*, E=*, A=*". 1{ AHES@%
formats, N denotes the nunber of the ticket, P denotes the password of the
ticket, K denotes the session key which the lottery nust use to encrypt
its replwith thet lwelry“@quéaiip Ke32E2 anth sxmtictbi renbrygtedi regiest o thenluttery viaeanaojphness
to which the i.ze shoul d be delivered, K1 denotes the session key which
the | ot 58?’?19?3?{10{55@“{0 ‘encrypt the reply to the verificati on message (32
hexadeci mal pliveHol fbeivod the énhspv&rfgh&rt @b 188y WbGYBEs it éé]ﬂ {408 key P2
error/success code. The code I's sent back t he p aye In rep y to
t he ver iahd quodcods e ssalheng thet hmdrtyr of theatickeh usingt the identifleetandatbe bibeations

f ul he | ot t d t o] Th -E > 0 10
ot o8 BhseRiBin Al Tttt phed chal fHae fheoprossoie) MEBHE Soasiieg ShbrmgEBe ¢
Wien seRging7iEsshg géssw%ﬁﬁp nlﬁossﬁ@is@e %oﬁllaﬁeﬁ%tﬁrthéﬁi%n@ﬂert nfi&Akd Maldies

of the respective quantities. The lottery's obligation to deliver the prlze
to the addhesmtaingiieatiedmbl/diptie ahdPtopincides ayithr the g tcxuhe:tadscadlai hglt‘s Dﬁ&&t is

associ ated wi ch ticket by way of jnform ng the potenti | ot

pl ayer s Va8 %ﬁﬁiamo?urﬁﬁw this Gugor Aies @qﬁs@feqﬁwr&ﬁe@ﬁh@ ﬁ)%ﬂ% gF 2 Tevher
condi t1 @kdsdLell MeurhBer Ah@ink (BE FocBlvad MIRfiR: RERIS. So., it¥ileBks tfARine GG bigket s
~are distributed anong the players 'y nuibers o %e tickets t

par t 10 nntunberdI 8765 hgs adtwaltyhveorcaopiise Imbuxchxaumtegthnt ticket bastwestya prinpwitesode 7.
prize-list having fourW%ol ums, wth nunber of rovvs equal to t he. nunber

of the FPEht therlaiern ghegks that the oedl "Diliveryraddgess'| iytheragw dacp 80t eAAIR Bown
Tabl t f
e oo, SR HEPES, B SORINBEHAR 41 KA GBS TRIAR T R L ©

ent er edhasndthearlize lpresenttd tdhenybody ansipnelrréple bindigt thehidertidict ¢8Y632 WP6D4BRC
purchased the winning ticket with nunber 18765 wish to request the lottery

to ful fard dirpdiogp dilfgentoiiomsdaei 3% ;AR edishoheva Pekt Pewrsbprg"sﬁftemléa pihgyer
o ni® ¢ e R PR SOt Mp SO Ry adocfi pLETRE ol ph e

"Ver i flakeslhetf@@ishoa;fﬂlgrramvh the ticket acqui res the appearance shown in
Fig. 6, and the password 27035D4B8C becorres accessi ble for reading.

Further, t hEUﬂ}pﬂfsaﬁ@r loftagyufasms e rigplye TN arid 7pas Svio bt oB22:h tRﬂd@tJhE&’ﬁoSft,he

addr ess ,.t h r| ze Lver d i nt.o per | 0
20 eS5st St U5 5eSHOM: e By 85 DUSHS ) BEROEI i 991
- the requgsibn’ IN; Kl-8zr§5 sendls=the! QiAW B, e ed reply to the player via an open
B360A|3551A4A87 CTSF17EACAB043125 A= Apt. 322, 38 Radishcheva St.

. -Fet erepurigationyriyerk: Ae farmed peplyspinds gradirgtiomatdi thiddaifiesof the ticket,

St - Pet Sﬁc:sebtﬂg gcket numll;er N uniquely determines the particular ticket and its identifier.

Having received a signed and encrypted reply, the player decrypts it with using session

key K known to him, verifies the lottery's signature on the reply using the lottery's public key

El, and checks that the reply has the form "N = 18765, A = Apt. 322, 39 Radishcheva St.,

25 St.-Petersburg". Further, the player opens the masking device of the verifier, i.e., removes the
layer of paint from the field "Verifier" of his ticket, after which the ticket acquires the
appéarance shown in Fig. 4, and the verifier 554B07E2FE of the ticket becomes accessible for
reading. After that, the player, with the help of a computer, generates the session key K1, forms

the verification message "N=18765, K1l =C3BBCFF3332169AC08DC45178A0B6514,

30 V=3554BO7E2FE", encrypts it using the lottery's public key E2, and sends the encrypted

verification message to the lottery via an open communication network.
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directions specifying fulfillment of the obligation. Further, tt@ )cl@gpzd‘ggr
encrypts the request 20 1 8 AUG 2003 with the lottery's public y

sends the encrypted request to the lottery via an open conmuni cation
networ k. Having received the encrypted request, the lottery decrypts it

usi ng the pri vEF&INgRpeesved A epnrnsed drerificationr irkysapg thBgoMay ! dickhr ot hgﬁghthe
e

ticket usipgvdibged iffier.and the directions 5 presented. At"'first,
lottery chgc ksé‘tﬁ%tﬂé%g ssgrgléeesn BHFY ﬂt&?’i’lér"/ )dengiesronghast cell ENmmbee't cohtzing

18765 and theenpdesW8T6h Receivéd 98 HAREHSQLNGI des W th the identifier of an

i ssued ti cJ{get i.e., N cont ai lﬁs Flve géc):l?ﬁrrg\]gga&e}é\h gura%“@?eegf“?%ilﬂéﬂ‘%ﬂtrﬁw,

the first tenlofenaahecknshatdhgicel "Dicliver addadssfe ok IR foddd Qo | Fet hi.s
: e

is so. Aft : e lottery searches Table IV for a row ose C
" Number * c@ﬁ?’gpﬁé etaﬁg’r FERY e% rRHeAltep i, the letteryi dheckseibltstheh@teivb@ verifier

ticket wi tW=134BOWREFE 64 : nha prize. | r. example, this
ticket ha309 &{1}1 a pri gge \im t@%oggszgﬁ‘@;w%ﬁe%fh ?lﬁﬁt?rggf' e&]géﬁébk% Beles tat vV
cell "Deli caatitledke lash teindieradecingil ndigdo o8 tAOtvaRRNEAUIRIA 1y Vil U
different fr oﬁ@&tﬁ.. . 322 Hgg ishchevagﬂéét)., St .v-agieétre{?g'gﬁigm.ﬁfh%‘sar%ﬁm@e
that the IOttery —Kas pstenbAndithsreigretbe ftteay acknamjatpsy itaobligatiod asepiated with
bi ndi ng t hiekdt dESHEST ivelich Sqis d directiaons different from
"Apt. 322 39 Rad shcheva 8%3?3%3?%5@% r_g‘g? TRTRCEHVS Kectionte AS 4 eigrerof
ent er s'4 hackngwiadgmentith¢rloeryifillstin eheoedl “Kdﬁﬁb{y}@@%glgﬁ@lq;f?ﬁes odﬁg’e{quY gev)\(/ample,

row?
found. The, :pEi -1j st s the formshown in e V. Frurt er,
lottery f%r’%éﬂcﬁ%éedr‘é‘pﬁ?&e%: 18765, A= Apt. 322, 39 Radishcheva St.,

St . - Pet er sburfiie, loReS®rint tHESH Lv kgy D1, epcrypts the signed

reply using the ;)egg?\?ed ﬂ?sézﬂéds??ig%& ef}qK,Pstgﬁa’ Ee‘n‘g Fhfgptsgg%e%? Readiskahery St.ed

reply to YthBetpishyier of a suscensbu @npderonoF aaé | tikeP SeMBEHion ThG fegf &?dlq&%ﬁ]ﬂy
the tic

binds th ' ' to.the.identifier of the ticket, .since
nunber N%ﬁ%%‘ﬁg‘?%ﬁ%gt%ﬁﬁf rPZ’é‘g?tI‘FELp%B"ISi ¢wisang theckuvatarityi D$, edanpisf ther signed

Havi nd5r extlivetidnaisiiche fecaidd ] nY he player decrypts it wth
usi ng sessj on I?e;_ léﬂik]nom to%ﬁi&%@ﬂ’?’g‘é SFﬂ‘is %815{%%@"%‘9%‘?%?@!1@15@&1%

reply usthipedlayer viataarapen comtinicakien netidork and checks that the reply has the

form"N = 186@15&16%&153@3&1? :?3%%1,0 §9l Radi shcheva St., 25 St.-Petersburg”.

Further, the player o gt dlas; fotterp fulfille theeotilizgaton correéspondRERYes

the |ayte afignaombssbtiatsd Wih thelditeryVElid b8l o Ho Ni.S.1J Gket, after which
the ticket. acquires the appear ar?gtgrys ‘(E)l%/?;t] alﬁ‘?l t‘l’f?}ée. pi&?re}afn(@ret"ﬂgn%étehfth@rlOtteI}’

554B07E2f4HVEF thabrizg wibcoge d s addices i) 222 09 RaaRAGING sn{%&%ﬁ%% the
, r

pl ayefy, W t hyg e ghe a nmputer, generates the session key ns
the verifi cgltl?‘%h“%eis‘@%rggemﬁc tﬁef@%’ﬁ,ﬁf sucelCprpeted 36 2169 ACRR D EAXLAANBGRI 4,

| procedure of a cardholder's requesting fulfillment of an obligation associated with a card and
the issuer’s acknowledging this obligation: either by the card (by the state of the masking device

of the verifier) or by the issuer's signature on the reply binding the identifier of the card and the
directions presented by the cardholder fo the issuer.

25
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30 V = 554BO7E2FE", encrypts it using the lottery's public key ?%%éﬁﬂgzng
sends the encrypted verification nessage to the lottery via an o 003
comuni cation network. 21 | B AUG 2003 Havi ng received the encrypted
verification nessage, the lottery decrypts it using the private key D2 and
sear ches t Ipatept § 304 ROKtAfrTAMIoe6YV) for the row whose cell '.'Nunber"
contains the nunber 18765 received in the verification nessage. In our
exanpl e,r4] e Sehdebers Uspbliedr @Mrpto%i‘ﬁ Bhy: Obtc%dbtsc hgigksthifiat addhQowet | codeelin ver y
address" of the row found is no _e., the 5 [ottery has earlier
recei ved aJtelugWelsy&Spns, dfew Kerk, 21t1€hg)1t1@1t,tla99 mhé8ks that the received
verifier V = 554BO/E2FE corresponds to the identifier with nunber N 18765,
i.e., itlSthdfrkd].tMertezis, Bamil Gt ivaleQomichdt bk ScattA.t\amstoez.atieodbmk df gppledof
t he val ue ex corr spondence is present, and
t herePore P§@9$ﬁ@%&§R§ﬂﬁﬁ%vﬁn§&§§k B§6dﬂfﬁd tion associated with ticket

i ch ob ation is specified by the respective directions.

18765,
sign of [ W?b G&‘&% &dfme agpR dpghnpl qgwscnwt@&t@ﬂ&@prowst@@nmr&gwﬁp of

the row fo a V e or s
the noti f1 barvanel (XAfBlGee R Viingl W SRyl Byl Lendile bOLUPL o

St. - Pet er shayhghiettit angpuaegssd uhlgodipl. etPublistofig t heusei cifetstanarid$ | (iaﬂatdrst\a:nd
of the Iottgﬁ%1rt0¥ acknow edgrment of its obligation, signs it using the

private keft M9550%; 1%%- si gned 15 notification using the received
sessi on ke and sends the signed and encrypted notification to the

pl ﬁy éfsvl tz]aémfo Bedd.&bmmidi I@%m??om é@@h@ﬁlwgy g Balis rugie @rqwcttonec:jf information. i
t at .
oot T gt | o EdLsunbilfh, £Obgie Al b nd N Bl Gh SPa AT RETR Bos8 1 Ne

directions, i.e., the lottery dellvers the prize with code 7 to the

addr ess: Apt. 322, 39 Radi shcheva. St., St.-Petersburg. 20 Thus, the
interests of the parties are surely protected at every stage of executing
the procedure of a cardhol d& requesting fulfillnment of an obligation
associated with a card and the issuer's acknow edging this obligation:
either by the card (by the state of the nmasking device of the verifier) or
by the issu&s signature on the reply binding the identifier of the card and
the directions presented by the cardhol der to the issuer. 25 REFERENCES
[11 Internet for plastic cards: a service transformed into a commodity,
READVE, St.-Petersburg, 1997, no. 2 (40), p. 10.
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| dentifierVerifierAccount Acknow edgnent
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904765973987658782 Table II
Identifier Verifier Account Acknowledgment
78564636 2903857097
67480404 6503602560
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Table III
Identifier Verifier Account Acknowledgment
78564636 2903857097
67480404 6503602560
76503306 5686892445 1001 Acknowledged
90476597 3987658782
75849008 6859522356

24



758490086859522356 Table 11 ldentifierVerifierAccount Acknow edgnent
785646362903857097 674804046503602560 7650330656868924451001Ackndvl eAlé @003
904765973987658782 758490086859522356 24 1 8 AUG 2003 Table IV

Nunmber Pri zeDel i very addressAcknow edgnent 005013 187657 900325 Table V
Nunber Pri zeDel i very addressAcknow edgnent 005013 187657Apt. 32PablsSB/

Radi shcheva St., St.-Petersburg 900325 Table VI NunberPrizeDelivery

addressAcknW%ﬁ,q;- OpUT3 lts/b:mgﬂ,% 39 Radi snh T
St. - Pet er sblir gAckn )wlne ged 900325 2 ry dtifess Kokdowledgment
00501 3
18765 7
90032 5
Table V
Number | Prize Delivery address Acknowledgment
00501 3
18765 7 | Apt. 322, 39 Radishcheva St., St.-Petersburg
90032 5
Table VI
Number | Prize Delivery address Acknowledgment
00501 3

18765 7 | Apt. 322, 39 Radishcheva St., St.-Petersburg | Acknowledged

90032 5
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1 8 AUG 2003 Cainms 1. A nethod for a cardholder to request fulfillnent of
an obligation associated with the card and for the issuer to atinduiGedifs
this obligation, conprising issue of cards each having an identifier and
wi th each an obligation of the issuer being associated, reading the
identifier 5 fromthe card by the cardhol der, the cardhol der's presenting
to the issuer the identifier read frQOmilmee card and directions specifying
fulfillment of the obligation associated with the card, the issuer's
verifying. th@eihadlifei 4 ¥ar@holifetoGag kst il ilimbheof feHlishiii aRBElatdl WARL theRard
presented by the cardhol der, and the issuer's acknow edgnent of the

obl i gat i onand frrtkesisereditnacknowiddge this pojagation, wogwisingtisthewif cards hachdwvingzand

th dhol der.\.s directi . ized i.n that. i h
di ¢ onal 9PN g Vb e i Ries it PERB e neie s Phe TR etairs e
concegl ed, £3in heagld BAaht L¥dhdMe tﬁ%ﬂﬂwdéi"@ﬁé%gntiﬂgﬂ@tﬁéﬁbﬁe? theMaBRtifier read

verifying the validity of the card using the identifier and directions
present ed frpmt the cavdpothdirdeions chedfying hdfillinenthefStheaibligatidri essoginted evittethet o
anybody a signed reply binding,the. .identjfier presented by the, cardhol der
e d T ect Pl if 1B SRR itite oF 1t S5 BEER e et afa Rebichs

car dhol der prcbG1idlB By B0 ardiDIEBE £AT 0! 1d8fer's WMHESwIBRI¥nP T dthet RBligation
identifier and directions presented, signs the forned reply, and presents
t he si gnedceregspynding tchéhe ahdigdhion dssociatddewithartihodrdeand thecarifoldece diredtionke

si gned repl resented by the issuer, verifieg the signature on the reply
and Sheckocararteried 51 titk ans EPPSE BreRcach Adifipaally Havinie (A dert vt QR RAding
present ed HehBlefidd ANplqd i r [N eads
the 20 ver??fer Fron1pﬁL §g$§gg%gﬁd?§§ n?@ht egdg%?fﬁgg&?%aﬁﬁ%qggégggf&mho,
havi ng r ecedrifeiaigt the validity fdfethe @b alsigt thatidedtéfier emidf dieectiphe pessetdd thy thee
cardhol der corresponds to the identifier presented by the cardholder, thus

conpl et i ngeartholdesy shecksihebhe Brs qeofi qaglier presented &o anybedy 2 signed raply bénding the| aj m
1, charactgi i . i i £ t he
cards aref@?@?%%P?%ckﬁgPyﬁﬁﬁﬂﬁ?gﬁgﬁi ???g?ﬁﬁ%aﬁgﬁ 3§F§§gk%§§%h§gﬁga¥§%ﬁcide
W t higd he BRptliedendlidide) foeisanrdphs ue thecairdholder] @hicht feply biade ther ©entifidd emd
probability. 3. The nethod of claim 1, characterized in that one _issues
cards wit hirEEpRs Mraentednsigas dhe tormed cgply, padt piesery the neskadngemieip ciie 4.
The net hod im.3 racterized. . i e I .

openi ng t h%ag&hn(%&se% r%: %@F@g&bfh%%lé geéxrﬂi% (? gﬁé osfg%[%%eéﬁfir ﬁr e?%g S b? (L)ltﬁgﬁé%%%g

t he maski ngridry ilessiglatirb@n tBOrdpthemid Eletks thdbthe signed reply binds the identifier and

directions presented by the cardholder to the issuer, after which the cardholder reads the

20 verifier from the card and presents the verifier to the issuer, who, having received the
verifier, checks that the verifier presented by the cardholder corresponds to the identifier
presented by the cardholder, thus completing the verification of validity of the card.

2. The method of claim 1, characterized in that when the cards are issued, the identifiers of
the cards are chosen so that the probability that randomly chosen data coincide with the

25 identifier of an issued card is less than some prescribed probability. ‘

3. The method of claim 1, characterized in that one issues cards with identifier concealed, at
least partly, by a masking device.

4. The method of claim 3, characterized in that one issues cards such that opening the
masking device of the verifier of the card leads to opening the masking device of the

30 identifier.
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1 8 AUG 2003 5. The nethod of claim3, characterized in that r.ead]
the identifier fromthe card, the cardhol der opens one of th\gfar 3ﬁ§aéﬂﬁgng
devi ces, reads the data that were conceal ed by the opened maski ng device,
and uses these data as an identifier. 6. The nethod of claim1,

char act ersi Z7&d niethddeftcl@Re3, chatheerieed MSthsORdnSiehdiflg tHe idemeiarlfropdtHeardy thd t h
addi tional data determ ni gﬁl t he correspondence between the parts of the

card. 7. Tekedheldpoepans onr o thel card meashingedevices readstthadaatbet weeichpeaatpditive
validity of,. the card. using. the identifier and. directions presented by the
car dhol der fl?et%gn?cgg‘g%?n 8%’!1?9’ %ﬁe\}ﬂ_?ﬁ%g%g a4 HalCRE: presented identifier
coi nci deg, Wht fndthel bfl€Rinh fli ehar@éterddedl if SHADeAEShes Bardd REnIRINPOSE Rieshl partd 1,
characterized in that a digital signature is used to sign the forned 10

repl y5 9. Tl additicoal deta datermining theheoregepandenasdetweentihe partreofithieenrdf i er read
fromthe,card and t di rectiops. specj,fyi fulfillment.. t abl.i gation
associ at gd fo‘Fr&f e&‘é‘ﬂ?]al ’ré‘aﬁpg?%ﬁcﬁgbh’fgw%%gel?mggwlé&bi %@FF S?Hdclgﬂj@ans
of communi grtiletifiet @ad dREHFBE ?ﬁ:derﬁéd By BeBardholdRR tRE 1s8uidr 288htioRal ly \dHecksBat
signed reply is presented to the cardhol der 15 via el ectronic neans of

conmmuni cat thsrpresented fdeatifiert ¢roncidds wittathmidentiflanezan issuededrdi n t hat t he
verifier,i resent t.o the issuer, vi el.ectrani means of co i cat,i on.
1o e ot heaeRRA i . Stz 1 Bt £ RS Bt it Heedl SR PE dpria

presemts tgplyne issuer the identifier read fromthe card and the
directions specifying fulfillment of the obligation 20 associated with the
card, th® Themsdthadeot ahint hehdiacedzed s that ¢he ndeniifiere tad 1fiom The cawtt frel thef

claiml, characteriz i at t car dhol der ,presents to the issuer
Che | dent HRBPN SETrB ah P L e DB S v RSB Gy ented 1
ful fill menteefutn8a BRLIGAL hREns FSSAFh@ieRion th the card, the issuer is
additionally presented wth an encryption key, which the issuer uses for
encr ypt i dgThdmetiod né dlairedl, gharacteliveedda thei teddgned 28pl¥ 4s prEbantetetobelcapflhaddeai m
1, characterized i.n that %he directions specifying fulfillment of the
obli At on@é“&@?‘&?é‘ﬁaﬁf’ CHPEURGARPT; nel ude i dentification data of the

entity afdrid apalddyor rol i L f } . . .
obl i gat ?on. 15. Tdk(lieo rrglttta ﬁl(t‘)dI ’o#lh%%gﬁ%&fl% h‘{:éﬁgﬁeag%rlefﬁ}?ggﬁ[@r%mt@hgtg Qgﬂéssuer via
i denti fi catlearonitaheamsfoftcbmnemidatiyn. addi tionally controlling fulfillnent of

t he acknow edge bligation include a public key of 30 the entity in_a
pr edet et m‘dmaﬁ?igg pﬁppasmdn sharpcierszedtip that when theCandhaldy pagsepis 49 feqissuer the

char act erigzed:dd LhAGA ARIcWtRqthe dYI%Etii(;rls%pe&ffyiﬁg%ﬁﬂirr&nt P Ghe obligation

20 associated with the card, the identifier and the directions are encrypted.

13. The method of claim 1, characterized in that when the cardholder presents to the issuer the
identifier read from the card and the directions specifying fulfilment of the obligation
associated with the card, the issuer is additionally presented with an encryption key, which
the issuer uses for encrypting the signed reply to the cardholder.

25 14. The method of claim 1, characterized in that the directions specifying fulfillment of the
| obligation associated with the card include identification data of the entity additionally
controlling fulfillment of the acknowledged obligation.

15. The method of claim 14, characterized in that the identification data of the entity
additionally controlling fulfillment of the acknowledged obligation include a public key of

' 30 the entity in a predetermined digital signature system.
16. The method of claim 1, characterized in that along with the verifier of the card, the

cardholder repeatedly presents to the issuer the identifier of the card or a part of'it.
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cardhol der repeatedly presents to the issuer the identifier of t@eﬁggr?[ﬁr
a part of it. 27 1 8 AUG 2093 17. The nethod of claim 1, characteért dﬂ
that when verifying the validity of the card using the identifier and
directions presented by the cardhol der, the issuer additionally checks that

t he dir ekt iranghed eNtlatn Dy clidiecterdred i kide Wwhtk s fsanthepratidey of thenath using
criteria. 18. The nmethod of claim 1, characterized i n that when checki n?

that the i dbgisentifier anddirsghiqns presenfed by dhawasdhalderathy besusr addisiogadychesks tha

bi ndi ng theyi N h I Ik i ons
di fferent 1(3 }rl%gn%t}hg{lg ﬁ%@éﬁ*ﬁ“@@iiggm@%&%gﬁﬁ%%&% 9 r%gﬁg%gisles(gg#g I'sr egar ds any
ear | i er 18reanéthed oLplaim i1f chdiot&izg0ad Uae whien icheckigpihyt heSssieckuFot Bxdiet d,

and the obligation associated with the card whose identifier is bound to
‘the drect iPimsntey ta prxdodi gl signed remy bindingrtbevidantifigr pregented by the cardholder and

directions different from that presented by the cardholder, the issuer disregards any earlier
presented reply if the signature on the reply has become invalid, and the obligation
associated with the card whose identifier is bound to the directions by this reply is not

acknowledged.
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