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number of drawbacks. Chief among them is that the problems are resolved after they

have had negative impact on the system performance.
[0004] There is a need for a way to proactively prevent problems and facilitate
corrections prior to receiving customer reports and before the problems have a

negative impact on the system performance.

SUMMARY OF THE VARIOUS EMBODIMENTS
[0005] The present disclosure provide methods and systems for proactively
detecting, notifying, and fixing hardware and software failures as well as business

performance exceptions in a healthcare information setting.
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[0011] FIGURE 4 is a block diagram of a database system of the customer
support system shown in FIGURE 1, according to one embodiment of this disclosure.
[0012] FIGURES 5 and 6 are flow charts illustrating steps performed by the
proactive notification agent, customer support system, and customer system,
according to one embodiment of this disclosure.

[0013] The figures depict certain embodiments of the present disclosure for
purposes of illustration only. One skilled in the art will readily recognize from the

following description that alternative embodiments of the structures and methods
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includes at least one database capable of storing patient data and at least one user
interface capable of presenting the patient data and receiving user input. The patient
data refers to relevant physiological, genetic, and biochemical measurements of
patients, among other things. The healthcare information system is capable of
processing the patient data for suitable diagnosis and treatment. In another
embodiment, the database is further capable of storing information of clinical

procedures, billing, and medical insurance and the healthcare information system is

capable of processing this information thereby managing patient billing.



runs a dat abase system 146. Processor 144 may be any
specific or general-purpose processor such as an
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unit (CPU). The storage device may be any device

oo e T SRR et e
meniEs SR b BB, G e 11

runs P HEEBESOSysldft 148 PRYSRsbN] 4 Braf Rl S sﬁ)@c QA IRM-purpose
custoner = system 140 executes a heal'thcare informatio

procesysit sivh adanadEEL x86 op PEY WERPG-congratible central processing unit
ed data, [0018].1n vari oy i ments,

(P S g et Ry hRé?XSlé%’iCE@EPa @ ofelag fares amounts of
data, ?ilﬁg RO AR mlnﬁ & di?é’%%g- (ﬁ{lﬁ %&erﬁ«éryg(lr(ﬂﬁﬁiownﬁk{}ﬁ ,r or some
and ¢ o] WorKs, “wred-o 5S.

onmuni cati ons ne W Te _
other[ fORAYS R QHeMmovHBleaiorhgl delie. MReHBEE P4 RLHIRIKdthRions and
notification agent ("agent") 148. Agent 148 polls
data gmdabyothequecenser 144 sBecayse it thapretarederaboditddit customer

tr forns th ta into counters an etects whet her
Syste%rh@‘[]@ B AUEFS? ﬁ&ﬁ@@aretlﬁ @%}%yst%ﬂ%@%@e d o preferably stores

.. 0C s of events. According to various
pat1e12t°n;geg%%§§% S, they are capable of nonitoring one of a

[oo18ul ti ph kEtibis &hbOHSARHES $hd EomiirREARA THsBC €52, and 154 are
paraneters by recording the values of the paraneters
suppatecpby ddoealpwidsareat @rglabal. confoter amsliciremsinivayiobe networks,
. ({)urt her defined with specific system organizational,
WIICGHPT WHiGShess details to create counter instances. One

r no 1 ' S cr far..each
1001585, nt SR ek T FAT A DuTtan S pufhBRb B0 oAy R Eln
(“agenfStIalRc eA a1 483115 QlatRHA chfbRTeH sgREMAHMHIRAGLET Agent 148

aspects or details of a counter. A counter may be
transfompisghe detadnts caungen end detamtnivhetheb flectauntars exceed thresholds.
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implemented as a generic counter object. In alternative embodiments, the counter of
the proactive notification system may be separated from and independent of the
notification agent.

[0020] Agent 148 notifies customer support system 110 when the counters or
counter instances exceed thresholds specified by customer support system 110 or by
user s or customers of the healthcare information system. Agent 148 also notifies
customers (or customer support system 110) when the counters exceed thresholds

specified by customers or users. A user or customer of a healthcare information
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wapmgioad2sst . Threshold, as used in this di scl oBCF/ES2003/037579

refers to a value that marks a boundary indicating a

| evel of concernp. .threshold may concerpn hardware. or
systoutitfomafe SHORERsMibH e s, M. ageplare edfifistivor, or
an inQRSAGT dRBlisE t RhitSholdN aY B5d Lt is%pcqghﬁ@,%? rs to a value that

threshol ds may be predeterm ned by erther the customer
marks ahoantasyistdeatingrn lehd ofushosmt A tisesholdfmdsheéoncern hardware or

heal t hcare information_system [0021] Notifications
softwigig syséergdieripsmance as well assibysinessiopespiierd status.vin vanieus

B T ENEE T T -

: . I'n one
R e e L S
[0021] es pohitificatibng magdeateliversl oalddstgitite bttphedehttiviehsuch as a
notification concerning these counters are forwarded
custoer gpRres Eatiyh M acPuskpnasanes asdesited. dhetdesignated
enhodi ment . t desi gnat ed representative may. be
repref UV TRY LG OB A RSB FTIERE REAPOPHaR o5k
embo bR Ehe éé’sﬁ%hétg@%ei{ﬁ%éentﬂ%' thif 86 'ré!s?n%nﬁgfbc YR Grih&e
heal thcare 1 hformation systens are forwarded to the
countdes isgclatied thepsteSenioat doneerningl €fis@ baiierscats torwarded to the
. representative may be associated wth the custonmer
desigpaiggaepresgriabye. 1 ranothen embodiment dhe dpsignated seprgsentative may
supponrt ~ system 11 hav.e .appoi nt ed one or. re
be regiBRIG o GoBAT S BT AP R IR ST SGAES B FBF aine
notifighti MY SorfcBrIh £ 1ifos8 He QR RS it BritdfibR Syst&HD afl B RhPded to the
[0022] In one enbodi nent, the proactlive support system
desighd@dfrepicbattatine | Adksignatedast@her repegdablagiveimay be associated
'th&%rf orm ng necessary fixes in response to the notified
wi

shistopser supportsyaicm hi0.t ealpsolsir ensmpleh éheopestemer support
tth brings the value of the co%nter or counter
systef (0.t ke @PRPIA 01 BOC EVSIHBET FRFeSRBy es o arc
respoRFBI AT R orf®aY RSred JUUIRE a@dforaﬁlg 1{3%&1?116% ethboURhemsOr
process. The operator may manual |y or autonatically
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respond to the notification of business performance
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customes %15191')(919 lsys;ter%. For example, once a notification is acknowledged, the

customer support system may repair the customer system, reconfigure the healthcare
information system, or send fixes and new updates. In other embodiments, the
operator is part of the customer system, which allows the user or customer to respond
to the notification of business performance exceptions and adjust business operations

accordingly.
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be cdrnn%ér{d figt | 838 oarrgera];rﬁ%ggli. VB Q4+ interface module preferably makes

application program interface (API) calls to agent 148 to request counters for display.
This allows customers to view counters using console 160. The customer also
receives notifications from agent 148 on customer system performance when counters
exceed thresholds specified by the customer. These notifications are received on

console 160 as asynchronous alerts that may be visible, audible, and/or tactile.



consol e 160 as asynchronous alerts that may be
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message using SMTP. In another embodiment, notifications are sent as a web page

using HTTP and HTTPS. Notifications may be encoded in the XML or any other

representation. Thus, notifications may be delivered through a Personal Digital
Assistant, pager, landline or mobile phone, radio broadcast, among other things.
[0029] In one embodiment, the customer support system 110 includes a customer
system database 120 and an application server 180. Customer system database 120
stores customer system records, including the performance data of the healthcare

information system. Customer system database 120 also stores mappings of customer



syst em dat abase 120 and an application server 180.
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in datnleasedi2)i tolmeap the ¢useoper $yistarh 4D to ustustramerssppperh representative
.sends notifications to that customer, support .
that is egpeasipicdpr he parfralapgystome alé%t%}ﬁéandsﬁ%ggp?ﬂﬁ%ﬂons to that

ti L h .

custoGEGRRE Bbtn P iy VERER Lo s S GR s

respoREb1eRL kihd EhtomBPSskerhn 4anathefie EFPEH s mer system ID will be
application server” 180 uses the data stored in

notifiedt abase 120 to map counters for which the threshold
is exceeded to a custoner_, service represengative thatin

[0031] s ! e@p@g%h?ﬂ canpment g ingfiabs e 18fhasesthp Aai o
anab oA b A5 AP e B S0 R, LA OB

recelves a

servickABprdsbntdB 98 {18 ifrspbhSBROME hftendiHg tO IR typr DI PRdbleAvindicated
in “database 120. Simlarly, custoner support system

in theréCeivpdiavtificationr Waspongtamger ssppodsystesy b1 @moecessrad

cwhen gt perforng an gcti on in response to the received
notifiggiqry fremy agsAL 1808 FPdalsh piCORICSINTAURE GBFOMEH SEHEMJCaRid/m

L NC es; & I V. t .

datao 18 S350 S, EPLLT b0 610 Bl cing
custoliR$ $PHEM reBoTd WA Hrforms an action in response to the received
notification.
[0032] Application server 180 preferably includes an email server 184 that allows
customer support system 110 to send and receive electronic messages to/from agent
148. In one embodiment, email server 184 uses known protocols, such as Post Office
Protocol (POP3) or Internet Message Access Protocol (IMAP) to retrieve electronic
messages.

[0033] A customer service representative uses console 170 to communicate with

customer support system 110. Console 170 preferably includes a display to view



148. In one enbodi nent, email server 184 uses known
protocols, such as Post Ofice Protocol (POP3) or

WO niogises3 Message Access Protocol (I MAP) to repPC@T/E9m™03/037579
el ectronic massages [ 0033] A custoner service

receivr aprgﬁg %at i ve, uses sole. 170 t@ co nic W th
caStgTEA oo 5 S SR Eegor emedng WrbmpRt b iy
I R

interfateug @t Qist@mer subpagt ghatem i1nPUTn oha entbedirehio dienm interface
console 170 i s a conputer system executing a use
modujeprovidese b dpeirteifacing (et @t&’t@rgewumowmrl 10. The user

interfio BpRedis %@%hyénﬂf%ﬁﬁﬂga@ TBAERE S 1 SRS Ryt fhet
were ﬁ%bﬁﬁ(?éﬁeforwgif 5({( T tc Pfosleﬁgbaélé E\Elﬁf)lfn%‘f%épport

reprede@EitBRireCEines ﬁbﬁﬁtei’tﬁins ﬁr@neuptbnwrdaﬁpéxm systesipl Byor oustomer
t he custoner at console 160. A custoner support
systemgistfosmanee.i Notifisetipneeambe sant eaan sawnik mepsagg sstige M TP.

NouRURBR b B AP SO e PR R ot 170

-1 S 0 be sent as a web page
canalg'é(:gng R—%i’ %@‘ﬁ@g a@%?g?e 170 can al so be g °
[0034F ager Commn@liegimnink a SPRAupkig codsdls3470 @ammasmeﬁkulqmﬂ
ink 152 coupling console 170 to custoner sSuppo
systeryylSt0ampreferably pmstepebegnngcien ap drsceibedsoove Wlﬁlsl espect to link
154, descri bed above with respect to link 154. [0035]
Figure 2 shows functional nodules wthin agent 148.

[0035 g ent Frk%geoﬁ RELHLGSnciforP Hddﬂﬂas'\gﬁﬂﬁlneaéﬁp 148N ARRAL Y43 Mludes

conmuni cati ons no and a

a pollﬁiﬁg ﬁi@dﬁﬁ: 2. an%ﬂalyzﬁ@ udule2 20 & doanpueicatiahd module 230 and a
configured to gather data about the custoner syst

databasr? 4hoPelliagshedwhet218 ig preferably penfegyad {9 Sathen d&ta about the
custofigf 8y el S oRTIOHDILEE Heip AU ERanel iy & POVUPtcR e
embo nﬁgﬁ‘[n{ﬁ%r da3£ # G&nsﬁ&ﬁﬁ&d in{& a%%ér%fé @\tﬂ%ée’lg iSS¥EpaBI8 of being

count er nay

recorddd By almaug&abylfyhe prozetivahotifedidi yyatens. PMlirtg mplodule and
counter instances are supported in_ alternative

countenhwgi beeres. mtemcme@b&bfon ichEsain, emplpdimegts. nylfiple zeonter
instargiin A suRRSFgn Bl EeabodumeR: B e e alling
modde 9 1@%% C/Itg]ﬂl t208 %uﬁﬂz@lcfaf){falqébil oﬁ{k‘i’ sHRNEF ﬁﬁ*ﬁﬁt In another

counters rom ese ata 1 ng nodul e 210 al so
embod@aest, gallmgambdaldy? fiopsths thedatsbase 146 for data and generates

counters from these data. Polling module 210 also reads data already formatted as

counters using known data collecting systems. Examples of such data collecting
systems include Microsoft Operations Manager (MOM), HP Open View, Tivoli, and
NetlQ. Agent 148 also can make API calls to the operating system using ConnectR, a
product provided by IDX Systems Corporation of Burlington, Vermont. Polling
module 210 preferably stores the counters in database 240.

[0036] Examples of data monitored by the counter or the polling module 210

include:



counters using known data collecting systens. Exanpl es

of such data collecting systens include M crosoft
w@p@ratizans Manager (MOM), HP Open Vi ew, Ti vol PCT/E82003/037579

Net 1 Q Agent 148 al so can nake APl calls to the

operatjing.system usi ng ConnectR, a product provided
by ID&E&%‘E%%‘%@Dr poration of Burlington, Vernont.

Polling _m stores the counters in
dat abase .24%3&?8%%?8@{%@%@@& data nonitored by the
counter Q EhetRANkAQIVEIGHAS aphyfdceffinefiatns

2004/ 049233 PCT/ US2003/ 037579 i'nical data: nunber
of waiting patiofoider ebbynfueat unresol ved manmogr aphy
recommendat i ons size of order entry gueue

transcri pt i tangmaiptiongacklogr due di agnostic reports.

Busi ness Data: _ Count of unresolved billing exceptions
Si ze of 1CDOVEEHEsbpanestierenPEtSem Dat a:  Qperati ng
System / Hardware Free Space on Disk Drives Status
of conponents (i.e. Power Supply, D sk Errors, Network
Card) pBakfidds DPitaprint queues Status of key services
such as Mcrosoft Message Queue (MSMQ, Internet

| nf or mat ie©onCoanyef ufdeb&8yed BillinSexveptionsQL  Ser ver
Agent. Database Data: Free Space of data vol unes /

t ransact ioonSizsgsf ICBY GodingdPuerd nt enance j obs St at us
of dat abase backups

System Data:

e Operating System / Hardware

e Free Space on Disk Drives

e Status of components (i.e. Power Supply, Disk Errors, Network
Card)

e Status of print queues

e Status of key services such as Microsoft Message Queue
(MSMQ), Internet Information Server (IIS), SQL Server, SQL

Server Agent.

Database Data:

e Free Space of data volumes / transaction logs
e Status of maintenance jobs

e Status of database backups

e Number of outstanding database locks.

Connectivity Data:
e Interface status

e Interface transaction backlog

10



Nunber of outstandi ng dat abase | ocks. Connectivity
Data: Interface status Interface transaction backl og
wa o604/ 049233 PCT/ US2003/ 037579 I nt er f aPET/E82003/037579
|l og Transaction throughput. System Performance Dat a:
CPU Utilizatio Aver%ge response tine per page
Dur at i on ®of It STHY.'O€hange Control (Changes to
Syst em Confi.qur at.i on).: Changes to systemdefinition
I nstal | af’ ot%@ﬁ@?tﬁ)&‘e&ﬁqughgygr ed products (e.g.
Installation of SQL service pack). Security Data:
Repeated attenpts to gain unauthorized access to the
system Ryptah@érfdrinenpdesData:gai n unaut hori zed access
to privileged data [0037] Exanples of the counters
are: St at usPbk Utiligatiamat abase Backup Job Counter of

entries Merge Candi dates .List Status of Application
Service CApPVFREEITBPOBEGHIS/RBMILErs - Interface
Backl og (Qugued. Tr ansactions) for each interface -
Error Co&nt %3310 epﬁlitlél%face - Interface Status -
Time since Last Transaction Processed - Average
Transaction Tine per interface Counter of exams in

" Or der ed'Clsageu€ontdol ¢Changes to System Configuration):

e Changes to system definition
e Installation/Upgrade of layered products (e.g. Installation of SQL

service pack).

Security Data:
e Repeated attempts to gain unauthorized access to the system

e Repeated attempts to gain unauthorized access to privileged data

[0037] Examples of the counters are:
o Status of last Database Backup Job

e Counter of entries Merge Candidates List

Status of Application Service

Application Status/Counters

Interface Backlog (Queued Transactions) for each
interface

Error Count for each interface

Interface Status

Time since Last Transaction Processed

Average Transaction Time per interface

VVVY V¢

Counter of exams in “Ordered” status (Order
Entry Queue Backlog)

11



Entry Queue Backlog) 11 WO 2004/ 049233
PCT/ US2003/ 037579 Counter of exans in "Schedul ed"

W@ @bg92Bef ore time threshold (No Show Report)PCTZUS20E037579
of exams in "In Progress” status (Ilnconplete Exans

Report unt er. of, ex pn " ete" status (Read
Bac(z?"d'g?; (%@ﬁ‘?se‘ln E)%C?‘SS J?Tﬁ‘m'CS%i’ P4t ed” status
( Tritme EHirepholddNRaThave Bepottbunt er of exams in

"Prelim nary", "Addendeql", and "Revi sed" Status _

¢ Ot srRBdb NEkIRePRY 1A Probiehd Batdtys St at us of Fax Service
CoL{ﬂ]ico%%lg{ksﬁﬁémgﬁéﬁérq Count of failed Faxes Count
of n

error entries he Report Directory Count of
Logged in Users. Status of Bar Code Service Status
i envaherpans Bervoraplete’ s (Beadi | | i ng Excepti ons
CoBackddg)l CD9 Codi ng Queue Entries Count of
Acqui sition Exceptions Status of Print Jobs Count of

Gu%géﬂfmgréfl&&‘?ﬁéfinggﬁfcﬁaﬁéc?f §t9ﬁ1§ in Wndows Event Log
Co of .unre mammogr aphy recommendations 12
VO 6%‘%%‘11’8‘9%?%9@%52003/ 037579

e Counter of exams in “Preliminary”, “Addended”,
and “Revised” Status (Outstanding Reports
Display)

e Status of Fax Service

e Count of unsent Faxes

e Count of failed Faxes

e Count of errored entries in the Report Directory

e Count of Logged in Users.

e Status of Bar Code Service

e Status of Task Manager Service

e Count of Billing Exceptions

e Count of ICD9 Coding Queue Entries

e Count of Acquisition Exceptions

e Status of Print Jobs

e Count of customer support system errors in
Windows Event Log

e Count of unresolved mammography
recommendations

12



Count of outstanding application |ocks (by Lock Type)
Status of nightly Database Mi ntenance jobs Count of
WO 20040eh2BDgi n attenpts Count of outstandi ng SELT/ERI008037579
| ocks/ hung transactions Ability to Mnitor Operating
Systenl Hardware, status/couynters - Di sk Errors - D sk
*r £ougp gt uistandmg %mnhqaﬁlaﬁf%qks-(ﬁ y Utilization -
Nefhmpek Bandwi dth - SQL Server Service Status - MSMQ

Service Status - Status of other key services [0038]

[ As previously
ge;gg%tlﬁ%ég?lrggl\ge@n]tﬁgﬁg&asiegggggégﬁlgggt osr es information on
counters izl .. Agent dat abase 240 al so stores

heambpf satesgogy attdiifer s as specified by custoners
and custonmer support system 140 using consol es 160
andduffd of eapeaidiveS QL detvariecksthos ment, custormers and
CUS$LH %Q}ffg)pport system 140 may specify nore than one
t hresho or each counter or counter instance.

Dat abase 240 al so stores_rul es. 330 indicating what
actA LY Hedtpniigr Operaiteedy ‘[‘ﬁ?"@%ol ds are

exce h rule has a unique primary key. Rules
naf%ggszg?%ﬁg%n emai | address, phone nunber, facsimle

pUMhBk Bforgager nunber where notifications should be

sent. Rules may specify the nunber of repeat

wrotDik daee Spacef or each threshol d. Rul es may specify

duratiqn between repeat notifications for each

?hlce%ﬂgll@l.lzmﬂneshol ds and rules are used by anal yzing
I MG, / 049233 PCT/ US2003/ 037579 220 and

g%ﬁ‘l% t olrég%dul e 230 shown in Figure 2. Database

AN &ERk Ba2d@adthknow edge- based i nformati on t hat
i ncl udes know edge- based articles. Custoners at
» SQL Server Service Status

> MSMQ Service Status

> Status of other key services

[0038] Figure 3 shows agent database 240. As previously described, agent
database 240 stores information on counters 310. Agent database 240 also stores
thresholds 320 for counters as specified by customers and customer support system
140 using consoles 160 and 170 respectively. In one embodiment, customers and
customer support system 140 may specify more than one threshold for each counter or
counter instance. Database 240 also stores rules 330 indicating what actions need to
be taken when thresholds are exceeded. Each rule has a unique primary key. Rules
may specify an email address, phone number, facsimile number or pager number
where notifications should be sent. Rules may specify the number of repeat
notifications for each threshold. Rules may specify duration between repeat

notifications for each threshold. Thresholds and rules are used by analyzing module

13



custoner system 140 can access these articles. In one
enbodi nent, thresholds, rules, and know edge-based

w0 pdosnosmesd on are stored in XML format. [0039] Ref/8820031087579
again to Figure 2, analyzing nodul e 220 of agent 148

is preferably adapted to receive inf i0 at.her ed
220 angl,cqumUunieRiong ahciia B5QARe™ A EVSUTE andPURHEE 34 90 Stores
cqQunt ers . CO,
o 4T RE B0 SR RELLRS KBV bR R Customers
custorfiPe§)stdrRd 4D¥ah USERRRRcRURROIS. BY 5h€BnbbAiraém] Bledtdlds, rules,
dat dbase 240. Anal yzi ng nodul e 220 executes rules 330

and ki@vkddpebasetkinfbanatant arerssomd el XM Ldermataken in
response to the conparisons. Action

(0039 ot TR aratAseAR I FIRAGE s Brling anoc 200 &t Goens s

custo UPRQL: . r .
ot 51 BT RRGks U Bt SOUR BRI EAE S whih e
transfbRRAP Int SRR Ald RNSormPAstEe eseht:s tadaptedomer-spedified

notifications in the form of nmessages to custoners

threshahds adsthoeshiol dsiapeoifteddystustomeOsunpout syistegn 1 40 staaed in database
stored in database 240. Eac otification.preferabl
240. el ens Mool AN Eroes B B0 RSP GHEh S TR Lo be

taken 1%?1 Eegsi)hggeg{oaﬂ%g: nta,?irso{fsr . Rgﬂgﬁsefqdig!};%ﬁ&? o?ffﬁe%gﬁ &gihed to be

ni-cat1ons nodu
sent t&ehthifed! AQADSuRYmSERePptat RtanaI10. wisaneiuigerd expPegkcustomer
maki ng a phone call, 'etc. Rules 240 stored in database

threshddds ambewsadmet higppouintheeshobds. not i fi cati ons per custoner
system 140. [For exanple, when_counters indj.cate that, a
[0040F2¢ abaC@EmEEHGaonsmedle Al AgaRTENHO LR ARHHIFR TS 18 ihe form

error i.cat i R [
of mefied a0 ERTHEC Rl QMo ABE U BoreIRATTED st & thy rules
storedBt @RASRe 2460 EdcBQblfichtion peeférabdy shddhdsla diseghamygtem ID
dat abase 120 of custoner support system 110. The

and an éndibatsen 1202 ipattis ausakeroropyntemngowedscddded Ethrpshold.

custoner system_record 4 contains fields fa .
Commupicphgngaioguleskibiontesnal t%ﬁpﬁ%gyée 118 aEfE‘FF“LiSSP‘éng a

can . hol d data,in. t () ol
pose, P RRPTE LI U ord sk el e imoer
of noBHeARIR o castdAlcrl9s8m 140.OREr &ERGSIeWhén c@@brs indicate that a
custoner systemrecord includes a customer system|D,
databasecsestane customeer syatem d#0 eheoyntenspatertdracommuaiestions mgodule
on_customer system 140, installation date, statys of
230 sends BHEIPLS JRISEIRCELD CUSIOMPTS A t8ftﬁ|‘? Hﬁ%?@&‘if&n database
240. update. O course, other data may be included as

desired. As previously described, custoner system

[00412 at abP%ﬂ'& 4Qs ﬁ'b?&l@&i@gﬁ‘in GRERIaBESe FRDoOEustdieMpport system
004/ 049233 PCT/ US2003/ 037579

110. The database 120 holds customer system records 410. Each customer system

record 410 contains fields for storing data associated with the record. Each field can
hold data in the form of numeric, textual, binary information, and any other data type
adapted for storage in a database. In one embodiment, each customer system record
includes a customer system ID, a customer name, name’of the product that is
executing on customer system 140, installation date, status of customer system 140,
and the date of the product update. Of course, other data may be included as desired.

As previously described, customer system database 120 also stores mappings 430 of

14



custonmer systens 140 to custonmer support
representatives assigned to performan action in

WO e@pones3 t o the received notifications wth rEGSpES1003/37579
t he custonmer system 140 identified by the customer

system I D, Custoner system database 120 al t
custonﬁ%/r;ﬁﬁmgfss IbtogtusEmes %}P@O{Hem?@%fﬁgve%ﬁﬁﬁ}aﬁﬂ%g {0 perform an

. _representatjives asskan ] [ '
actionSEREGRER! B A5 PPReI SRS IR AR o35t S00ahRy ayom
140 1deX6G864 bYIhAchb RSP O dem TOUSCREBMES ¥Hdtem dhadtaRal20 b2 stores

al so stores a set of rules 420 for responding to
mappings 40 ed comatis tocastooner. suppor 2ppresentaizves dssigneflltoperform an
. chart of steps perfaornmed by agent 148, custoner syst %ml
action1n gespeise tes theRatiiiaHeB Mt IrsPErh 19 FOURCEDLFHFCHGIER Bresho d.
enbodi.nent . A I :
Custof B SR 8150 R0, DB 5T P 20 SR g Wroceived
notifidatidnsf orms the data into nunmerals that are capabl e of
bei ng recorded by counters, if necessary. Agent 148
[0042]r eadFigime TunflewschatiOoff steps parforomesthynagens 48 censtaroer system

Agent 148 determ nes 520 if_the counters. exceeded
140 ancheestormprsumastystan 1§ acpaidingiaong ?mﬁaglm%eﬁtg%&é‘lg polls

ds 53 infd '
1008 A D AR RS Onc
transfGRIN tHAUSSa RRb huRrEld ShARE cYHI1E BT Bégirecordad dy doufitsd, if

Agent 148 al so determ nes 540 whet her the counters

necessatac Aagnt b4 & séralsdbe coyeersf 5 édfrom thaststesrer sypigor 140. Agent
stem 110. so, agent 14

148 dé%ﬁpﬁ?eﬁ sgpgf%% CPLDIT enyRsted BreeheldS PR ey skgtomers. 1f 5o,
: hal ds. SUpRpor
oo 85T, LRI 5l Po SR RO AR o

QehfcORBs, ACht O chitimRSRRIEE: ESstbiner Biérhi 10t fopdata.
exceeAm)r?g thsé’ a%%ti onscperlfor med by cust oﬁregfgt 1support -

[0043syst eApdritQ 48radspdereidineg SHOtwlidthesthe vpunteesteasked twesholds
reconfi&ur ations, patches d repair

SPeci@@silePy EREomsT pr%& svssemciledh é%?g,enhb‘z% Plotfiﬁtesb S3hersiamer
: t
soppoR b 1B A R 8 i cp 0

custom@f sysBerh N80 re& VRSt FRARTRAE Frony 85D 14Bandag#forms
vice versd, in alternative enbodi nents. As such, the

actionslif tresposise pwthe sotHicationl Ameyg e aations perfouned fpy customer
potential problematic events ccor di %g to t

suppogtetstara e REQV 1SS 51%8, unmptes; pyst éP?Ol}gFEHGEW% patches

cust o ste 140, Vi1 £d . .
and T Bt BT AR R R g AR OB
custoﬁfé?%?ﬁ@lh PR hbwsdathem 110. [0045] Figure 6 is a flow

chart of steps performed by agent 148 and cust oner
[0044} up poNbtifigstienm thibe cagenter txgenukt( mey brForuatdsdde the

support system 110 for, ) . .
custome? ICs)upport )s/ystem 110, and vice versa, in alternative embodiments. As such,

the custom support system 110 may be informed of the potential problematic events
according to the customer-defined thresholds and, the user, through the custom system
140, may be notified as needed when certain events exceeding the threshold defined
by the customer support system 110.

[0045] Figure 6 is a flow chart of steps performed by agent 148 and customer
support system 110. Agent 148 queries 610 customer support system 110 for

15



15 WO 2004/ 049233 PCT/ US2003/ 037579 application

updates, alerts and new rules for processing. In step
wWG2®4/0808nt 148 determnes if new updates werBCT/US2003/037579

returned by the query 610. If new updates were

s s b RELh B U st AR5 s
e 0 SRR B0 DB G e

returredc 08¢t dUBYdrtens th8h6hess readibd do ﬁftSdaté 848 tth&Bustomer system
counters, rules, or thresholds for the agent database

140 oppogcean dthes pedaived datat Wenomg theruptatasgyrovidetify customer support
updat es were.not returned, agent_. 148 continhues to.
Systelauléra(&ﬂré PEOVICHRH Bl Sy SYHn TogRiSHrAt onS BRIcERIadding or

: o o

wpdab ARl ALk fhes 3 e R SBEAD. HPpbpis. 1o e

alterrlatia®, i@Hge H&45 uPdBles Yt Ao 24melosgeX 0B cOntifHs ®Muery 610
support system 110 can notify custoner system 140 o

customeaistipiirt sysiemfl 19 foewpgdateduct rel ease. Cust om support
stem 110 .is al so capabl e of sending el ectronic .. "
[0046i¥ssaél%dlcgﬁemfd%%ne ERORAIeE £ o) Bresaprecig nd “broadcast
4 r e i
comfiAL A TS Tha B CHOLAY SRR YR bife o Buppor

systedA0L0 ¢ BRIy RKtRRRQIL RN 40 of VAl féw ipRShiRR e8l8ase.
of counters may be defined by a user through a consol

Custonggupportisystem 1ilfsisialat eappable effrengingaiedtuamio odstagratindnding
agent 1 148. [0047] Simlarly, st8msr support system .
attachygents Lo ea%a%r@rafsuafemiw CBhEbr Custpresupperiosiem 110 is also

: o) tat iSt. E .
copatf SE ST Rt S BAVIE K CERGFLS A3t 1 Bfcr Epocimen,
new dpu@tets b ithdret BRBoGMErsMaY BERIfiBYS b ™M ustP t1ir8ligh a consol 160

critical problens that are conmon for these systens.

and thepoa8iitutdtbinethopepaathve ratdicatioragenti 648. count er s provi de
[ £im itori f f , error, and
[0047] s SRR (P ORI UV SHS RER] 1h Beireaplsrcrdvsry o one or
i fi L. e t h
mrsSU8H B v BB £ G0 DRAEDIBUERL . o

suppctafsid 180Cahii¥sueheqidir9Rb eibie thal SRY ciddbingy kyie eu0efor
wor kf | ow and enhancing the productivity ina

criticglqubbleows thatarcaopninee feethesngyst§o949] It is to be
nder st ood that .the descr.iption, specific exanples and
[0048fi7; 5 Theggfore. | dP%th‘ifPﬁ@taEQE FVREL @%w{ﬁ reahtigie mpgitoring for

perfoﬁlér(nr?dt%, Pﬁoﬂ%d%aﬂs%ﬁr@{o ﬂ?ﬁ%@{bﬁg}? a{%rﬁglth&tre 1ﬂ1’t3{’1%2€819 s3t7s(%em.

e ‘vari O_US e _ p_r ese_n _ _
The n@tifichsn hentyahalsle ot RS orde kuppeitlandahé efstoMctdio

the present disclosure will beconme apparent to the
proactikelyl eagiture and fix the problems thereby achieving better workflow and
enhancing the productivity in a healthcare enterprise setting.
[0049] It is to be understood that the description, specific examples and data,
while indicating exemplary embodiments, are given by way of illustration and are not
intended to limit the various embodiments of the present disclosure. Various changes
and modifications within the present disclosure will become apparent to the skilled

artisan from the description and data contained herein, and thus are considered part of

the various embodiments of this disclosure.
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artisan fromthe description and data contai ned
herein, and thus are considered part of the various
weriedsareht s of this disclosure. 16 WO 2004/ 04BCBBS2003/037579
PCT/ US2003/ 037579 WE CLAIM 1. A nethod for
proactively nonitoring a healthcare information
system the nmethod conprising: nonitoring one or nore
performance paraneters of the healthcare i nfornmation
WE CERgi€M by recording the val ues of the parameters by
one of a plurality of counters; conparing the value
of. t heAamethdé fer pgroadthretshohisringatealthdaty infgrmaation system, the
desi gnated representative if the value of one of the
methqgl GpmPISNE:of counters exceeds one of the threshol ds.

N e TR —

€ parane

systerAb§detaafighhd vhles bY e paamdiess BRROIOSE Dplugdlak Bf Lounters;
wherei n said performance paranmeters conprise system

peypATHREde Vo he ceuntersdp ithyesltpldp@ndt i onal

characteristic f the althcare infor i on syste
Pt 8 lePisrrane btle iR Bne' RaBeF bt SFeounters
excec@PEhabLf PRahreshblacact eri stics of data. processed by the
heal t hcare informati on system 4. The nethod of claim
3. whelles methve ofydaieni pehdremnthe ceni@riagebeansisas polling the
seéﬁ%ct ed fromthe ggou consisting of free space on
valuegipisthe priafREeTsH ARICISH B IIGYApl y, status of

net wor S f Lot -
05t abanss Blethod i £ vhiekl ot et f pH3nRtors comprise

systern peifermaiceqiirsiatedy dgcdbinglpseatioaaksharsdt@idties of t@ealthcare
Server, status of SQ. Server Agent, status of

informationgystem wed bugeesapstiernymperanetars deserbingtaperpsional

. . I )
charagtfiBIiEs R @BRAEH b IR bl AR ER IS E e (i e o
the UsEfe MRl Fetaind BPFRreR tAé ERIRh et Rrahdt HEERSRs are

to the system and repeated attenpts to gain
selectehfrothibicigredp ecnegmngtaf fixe spatege distialrves, StatThel peweodpply,

of. ¢cJaim3 rein the business perfor Cc ,
status of Pﬁ%&f@ﬁé@ﬁ@?ﬂ%@f R o SRR Glabhgs Bt Frgsetion logs
of the H4fHBGSe, ARt bf BEtsRRlI Hatabagh ?o%kQ,fstfogg 6f S?t'ﬁ,t S‘)%fver, status of

queue, overdue diagnhostic reports,” and count o
SQL Serversdgare dsthiuk lof MiceosoéiVesnge Queud (i SMEQh aehtos oLingdritet

1, . wherein_the desi ]gnat ed representative is an
Informafi rRer (gi,%)t Bepwork transaction throughput, CPU utilization, average
response time of the user interface, repeated attempts to gain access to the system, and
repeated attempts to gain unauthorized access to privileged data.

5. The method of claim 3, wherein the business performance parameters are
selected from the group consisting of number of waiting patients, size of order entry
queue, overdue diagnostic reports, and count of unresolved billing exceptions.

6. The method of claim 1, wherein the designated representative is an

automated system.
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17 WD 2004/ 049233 PCT/ US2003/ 037579 7. The nethod of
claim1l, wherein the designated representative is a
waiz@n/oeR233 t he heal thcare information system 8pCTg82003/037579

met hod of claim 1, wherein the designated
representative is a custoner support representative
of the healthcare information system 9. The nethod of
claim1, wherein the notifying conprises routing a
mpt i i Td methddofa14las1 SRRdr6i the BEGSRNL@ dpt&sentative is a user of
responsi ble for the healthcare informati on systens.

the heaBhcare efosnhtoch systahai m 1, wherein the notifying
conpri,ses rqut. otifi.ca%(iggn .to a designated

a .
‘Bor esEhi mefind qledeln b phesendhe drvisnaleh raretREive is a customer

. I : d of claim1,
Suppo%?%?ﬁﬁta ggto f]{rﬂeéslﬁgpgéél;% lrgé?}l%ggl %s{egeuser of the
h&al t HEles metlidosfroddinoh, wiystrrthe hatifylihe comptioss rofiting ai m
.1, wherein the threshold is defined by a custoner )
notifieafigpde @ deyienatadgepienentaidvn teprensdle ferdnehesldicarymfemation
systerr}§' The nmethod of claim 1, further conprising:
receiving fromthe designated representative an

apk noviledlgR iyt offlain C.okidre@df thé R6tifyies tdmpAtdsQBuaneaan
__instruction of an action to be perfornmed on the
notifi¢gpsigntth @alesignatedrrapicsgratiwyrsspansitde dorphe tountendat erceeded the
thres aﬁion to bring the value of the one of the plurality
h8 ‘counters back within the predeterm ned threshol d.

1t ThendRihRA &fc1gihdl WilereiRE BirBsHIE imfirfe)ﬂibnytg’aousgr of the

further conprises escalating the notification
healthdersiigfatmtionegstesent ati ve of a higher tier, when no

acknowl.edgenent . is recejved after a_ predeterm ned

pgfi odlheyBethpdeofplaigy b yherging 1%@?811%@ rSeﬁflq{meH@y a customer
%,ls' j f ﬁ’ﬁ‘gﬂ‘é.tﬁcﬁ? | npl ementi ng one or nore

SuppOco n{eg{rbfﬁlsetﬁéé%%ggrecapa %ie 0 Sjﬁctq)qﬁi toring and recording
speci fic aspects of a counter of the plurality,
wherein the counter is a generic counter object. 18

Vi3 -200bromgting dciziushbdoshegzrmsmyising:

receiving from the designated representative an acknowledgement of receipt of the
notification and an instruction of an action to be performed on the healthcare information
system; and

performing the action to bring the value of the one of the plurality of counters
back within the predetermined threshold.

14.  The method of claim 1, wherein the notifying further comprises escalating
the notification to a designated representative of a higher tier, when no acknowledgement
is received after a predetermined period.

15.  The method of claim 1, wherein the monitoring further comprises
implementing one or more counter instances, capable of monitoring and recording
specific aspects of a counter of the plurality, wherein the counter is a generic counter

object.
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16. The nethod of claim 1, wherein the conparing
conprises transform ng one of the perfornmance
w@araess s to a nuneral, the nuneral capabl e PET/D82003/037579
recorded by a counter. 17. The nmethod of claim 1,
further conprising displaying a user interface
illustrating relationshi ps between the counters and
the thresholds. 18. A system for proactively
i t ortigehol &7 LRELT, Syl rdiR tRREdAPardY, &(ﬁﬂ})riéég%ansff’orming one
system conprising: a plurality of ctounters, each o
of the phrformampapirenofernord twnémly tloneumérahcapabld of baing yecooded by a
erformance paranmeters by recording the values of the
CountEgne paranmeter; and one or nore notification agents,
t a i.fvi . i .
o ok mE BRI Rk QeyRisBRSEPRYEE  uger imtprfpce
illustratingcreluticdskips beteds the touesieind.the fl@eshblds. syst em of

claim 18, further caonprising an operator, capable of
Pl f ordvishigerirforprqaghyely meraipmgsehqadthgareiintormation system, the

I . desi gnated representation that the action be
systen%gérﬁg‘g%l?@g. on the healthcare information system to

by piealithf¢ahmersobach SXowBiaR cOpatlld 6f Rlowitatihg ¥n®bf a multiplicity
counters back within the threshold. 20. The system of

of perfarajancd parawesere by re¢rsdimgehavalues of thernmemaramgter,end t he
O
represbhgfiel OvHeHQh@%mg gf 'Oa% BELLi@ IR §UIAUSRhlered A bedPR thrddlR1d.

system of cl aim 18, erein‘the plurality of counters
pol.| tHe syatanesf ofaimtlBefipthef commprisiagparcpeEtear, sapabl@of
predeterm ned interval. 23. The system of clajm 18,

perforHag an Act P 1p&FIPORFRIRAR BafFuHondramdbndesigratedirpressntation
. i-Di [ [, .
har RS G% BB oRALR U BB P OBE AL i ey o

the onard thsiufea&s ofeoserEck vt e BfeshoRiscri bi ng
operational characteristics of data processed by the
| t b w/stomt of slatmdf, wheteentheperateris sylamean, sthesdinitihe

action3s %hrerée' n.the;system performance paraneters are
JEPELPERCT FBHE group consisting of free space on

disk drie/@stent bAEMIM2D, RAYRIN SéRYeyator Bladlauforfdted system,
network card, status of print queues, status of

wheregathelzatien bapkfipsned avdoraletallyn | ogs  of the dat abase,
e g e ) AR o By cs of
the performance parameters at a predetermined interval.

23.  The system of claim 18, wherein the performance parameters comprise
system performance parameters describing operational characteristics of the healthcare
information system and business performance parameters describing operational
characteristics of data processed by the healthcare information system.

24,  The system of claim 23, wherein the system performance parameters are
selected from the group consisting of free space on disk drives, status of power supply,
status of network card, status of print queues, status of database backups, transaction logs

of the database, number of outstanding database locks, status of SQL Server, status of
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Q. Server Agent, status of Mcrosoft Message Queue
(MBMQ), status of Internet Information Server (11S),
wWoeamoe9e33 r ansact i on t hroughput, CPU util i zat i PCF/US2003/037579
average response tinme of the user interface, repeated
attenpts to gain access to the system and repeated
attenpts to gain unauthorized access to privileged
data. 25. The system of claim 23, wherein the business
par f a :
oL R B B P M AEr NELEL ERelf BHSIIG) YspitPor totermer
Informoatiter Santr (IS ) Hetwenrk @uasdtion dhdgpagit CPUBRAIZHon MVrage
count of unresolved billing exceptions. 26. The system
respoRsfe tine offheslseiidedags, fqp@aféggttgmat%f@ gagpressenioghe gpstem, and
a human r_an autpmated system. 27. The system of
repeafidtiibis B gl il B Fe R B Pl i ve (s a
user Ofhe s OALINGENIS Whefdh FRS Ry pEERmaARe phitneters are
system of claim 18, wherein the designated
selected frops thet grbip eongsting afusindres of swpipeg patieaps; eize of atderentry
of tpe eralthcare i nformation.s st?m . The system
queucy VRGP HAEROSYHEAPATTy A7OHBY o FEatqlysd SXCEPHARbI e
0}6." OUFH Gy stdin Bl Ciat W@re%h? tifd (ﬂe@?ﬁngfé@ltl‘é esc];ntatﬁve is a human
representdtive responsi ble for the Ttounter of the
or an phtonmked yystemmhat exceeded the threshold. 30. The system
of claim 18, wherein the notification agent is capable
of routing a notification to a designated

repre [ [ f the. | it [ o

5P R A RS, R b IS BRI B By i s o
the heahiBset Mfoh@atib eptahd is defined by a user of the

heal thcare i nformati on system 32. The systemof claim

138. whEhesystarnef chitmdiBodierein thef dastgnatpgd rapresentaiies is a

support system.of the,healthcare . nformation system
custoR4 R RS B v P R PG APtod \38Rbr  mor o

neg i fiTd §RrAGe BlatmaRewhirid R mdARARLE agént?ssgéﬂaﬁié drouting

the notifi‘cation to a designated representative of a

a notificagtverto a designaidienepresetetivomispolgdie fior the coenter vBthe plurality

after predeterm ned period. 34. The system of claim
thate’i@Fg%&ﬁetLWS ?ldt east one of the plurality of counters

502, PROECAECPUA OB B S gRTEE e o ot

a notif M RER i drETddISRRRESM tBVESp ortiilsic dor 16 heakidand fiformation
i nstances to nonitor specific aspects of the
syster@%r r espondi ng

31.  The system of claim 18, wherein the threshold is defined by a user of the
healthcare information system.

32.  The system of claim 18, wherein the threshold is defined by a customer
support system of the healthcare information system.

33.  The system of claim 18, wherein the one or more notification agents are
further capable of escalating the notification to a designated representative of a higher
tier, when no acknowledgement is received after a predetermined period.

34.  The system of claim 18, wherein at least one of the plurality of counters is a

generic counter object, wherein the generic counter object is capable of implementing

20



performance paraneters. 35. The system of claim 18,
wherein at | east one of the plurality of counters is

w@e apabiesdf transform ng one of the perfor mancECT/US2003/037579
paraneters to a nuneral, the nunmeral capable of being
recorded by a counter. 36. The system of claim 18,
further conprising a first user interface, capable of
illustrating relationshi ps between the counters and

one or IHSI éUuﬁ%é}(ﬂlg%cé zo mB%ﬁO?I Nt %‘% Qg C&!S %T%%%)HJSE?}I&EE

nprising a second user
peﬁbﬂﬂdhuspmahumgsrelatlonshlps betmeen t he counters and
the thresholds, wherein the first user interface is
connect ed to a user of the healthcare i nformation
nte

S%S; n e(ﬂ'l% d'syts namg %}g{n& wgﬁrggbgt[ele%%‘; opg rﬁ? g?eel%li%lsality of counters is

capabiéetﬁi kGBI § bR BBtHeQRrfosMah & PardBetels ©RLheral, nh@ﬁﬁ@mal
roduct inplenenting the system of claim18. 40.

capabﬁ:mﬁhmmracemdﬂdya emditerm havi ng recorded thereon

t Ee's%greﬁg 0£ %I]ﬁHnEI i ftﬂhﬁl 2016&8§1§18g &ffgrg{] user 1ﬂte1(fjace), capable of
illustr&&RS Fe?@cmlﬂhip\é SRtwdh thD BoufYALAMRE fbdonsl8. 21

37.  The system of claim 36, further comprising a second user interface, capable
of illustrating relationships between the counters and the thresholds, wherein the first user
interface is connected to a user of the healthcare information system, wherein the second
user interface is connected to a customer support system of the healthcare information
system.

39. A computer program product implementing the system of claim 18.

40. A computer readable medium having recorded thereon information on (i)
the plurality of counters, (ii) the thresholds, and (iii) the designated representatives, of the

system of claim 18.
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