10 -

15

o

' equi p et o
infor eoWeB‘?nttlﬂé’e%fé?%ﬁ* apRs focan infermagiion Reocessing system, etc. _.

1 DESCRI PTI ON | NFORMATI ON PROCESSI NG DEVI CE AND
RECEI VI NG DEVI CE TECHNI CAL FI ELD The present
invention relates to an information processing system

etc. in which electronic equignent and a server
devi ce conmuni cate with each other. 10 BACKGROUND ART

In an information processi ng syst em i ncl udi ng

‘el ectroni ¢ equi pnent, g natlon processi ng
-device and a server deV|dgE

_ Betronic equi pnent
such as a hone conputer, a teIeV|S|on and the like is

‘accessed by an external device such as a portable

15 SrE A ON BRSSP B D ERE AN o

of WAN (Wde area network) of the information

~ processing device represented by a router managed by

t ce and an el ectroni ¢ equi pnent
t@@ﬂpﬁﬁﬁégigggh as a port number of the electronic
LA first thod to, update the address
t.r c.equi pment identifier |ncludes a met hod
e %ﬂ?ﬁm TJRPwSHt Rt seTeTAdsge cummanieats with cach
ndard for connecting -household electrica
gg % ances to a conputer via a netmork soas to

“provide functions with each other. Equi pnent

corresponding to UPnP has i nformation for connecting

‘ it can be used on the network from
%éﬁéﬁe@}ﬁ@ onnected to 25 the network. A second

met hodI| ncl.u %gserver node nenti oned bel ow. In the

server "hBl&! BRFefesERE Sestemingiadingelegtronic equipment, an

addr ss of the 2 fj -
ﬂﬂfntma%on processmg d%vme and a server device, When electronic equipment

. such as a home computer, a telewsmn, and the like is accessed by an external

device such as a portable telephone, it is necessary to update information such _

as an IP address (address information) at the side of WAN (Wide area network)

of the mformatron processmg devme represented by a router managed by the
server dewce and an electromc eqmpment 1dent1ﬁer such as a port number of
the electronic equipment, etc. | |

A fivst method to update the address mformatlon of the server device -

_ and the electromc eqmpment 1dent1ﬁer mcludes a method usmg UPnP
| (Umversal plug and play) UPnP isa standard for connectmg household

electrical apphances toa computer viaa network s0 as to provide functions with

each other Equlpment correspondmg to UPnP has mformatlon for connectmg

by itself, so that it can be used on the network from the tlme it is connected to

the network

A second method mcludes a server mode mentloned below In the

- 'server mode, the server dewce always stores up- -to- date IP address of the



i nformati on processing device and port nunber of the
el ectronic equipnent in a database, and searches the
dat abase so as to notify up-to-date | P address of the
i nformati on processi ng device and port nunber of the
el ectroni c equipnent to the ectroni c equi pnent via
the information processing device every tine. (usually
regul arly). However, according to the above-nenti oned

bt haBA R LRI ey ELIPLAR Y b0 bhe) Eailé%%ﬁ@m%ent ina
Htas *’%M%%%@“* ‘%aisfﬁ%aﬁt LSy B ueR 4 R EERRERSs of the
Bl @S?n Pefee eﬁﬁﬁwﬁ%ﬁéﬁﬁ ﬁle&PEOSﬁggq ment to
tec%Q@EFQ%E,% 8‘2"2?‘33#90 e T ReEre A0 See, tome

@%hgﬁ §he near future, when a large nunber of
ect on UI pment is connected to the network, the

| ZZL.VSLen?S‘.YénI?%?#?E?ﬁ%nW%%% P @fiﬁfs%?ﬁﬁv‘%ﬂtmalon

A0 A S

B! . 65 5 e b RSB 0 e b
HepsaRs d?%@%ﬁ&?@élﬁ%f“%g&?%%&'e %triﬁ‘lgéfwﬂ) T
‘ﬁ?%)r t ﬁo%g%ggﬁ;éhgdgg dt%en& dst addr ess

I on s orage Sectlon s oring addr ess

i nfor mREARY. %%%mg&rﬁﬂn(gﬁfg) h8SReia E&%e%kﬁ%%i Qechnology, the

equi pment Wit SErver device

sleli?\fr'ég'{ J@Fdeq{hst Bk God 0P E‘.J%tch gﬁta?d%%%es 4 ﬁgé{{- ﬁﬁ: & when a

ectroni ¢ equl pmen Cor M4#87 AEAT SRUFE SN
B et 5 B SO B SOLAR  fe
U5 5 DML
sb &R Bh S8R A @EreR8 20 "Sn such a case, the server device has

,huge load to search database.

- SUMMARY OF THE INVENTION o
In accordance with a first aspect of the present invention, there is

T provided an information processing system including: electronic equipment;

an information processing device; and a server device, the electronic
equipment comprising a first address information storage section storing first
address information showing an address of the electronic equipment with

which the server device sends information to the information
: prdcessin'g device, a first ‘electrom'c equipment identifier storage section sboring

S a ﬁrst electronic eqmpment 1dent1ﬁer that is mformatlon w1th which the

o ‘-mformatmn processmg dev1ce sends mformatlon to the electromc equipment, a

‘ﬁrst address change conﬁrmatlon mformanon formmg sectmn for obtaining :
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3 first address information fromthe first address

i nformati on storage section, obtaining a first

el ectronic equi pnent identifier fromthe first

el ectronic equi pnment identifigr storage section and
formng first address change confirmation information
containing the first address information and the first
5 el ectronic equipnent identifier, and a first address
Ensirgbdreeniriformaiion fronn e MRsH QTS5 $66H 5Bt ak@kection,
sending the first address change confirmation
phtadningta firsttededthmic 8f@ipMméhOdcAtifer EHhEhIBYtBectidife
i nformati on processing device conprising a secon

egidipesmtiidéwtifier dt0rm gl 2c6i0n sRClorRnS BAK 866 Mhge

~address informati on show ng an address of the

ey atin reirefopin @M toniat Ringhthe Firsh 8 d8R5sY Shfod BMILRR and the first

sends 10 information to the infornation processing
elevirenic equinentlideheificr, oM & a EabE AABREs chal&d bddffimation
storage section storing a second el ectronic equi pment
l!nd'@maﬂimpseﬂdmg section folrGeRBlingOtheifdh ailt<d3 dhB®ge confirmation
information processing device sends information to tlhe
1sfentation to thgunforenttiorapfddesding SRS StHeiafenation processing
confirmation information recerving section for

- dede&bothprsingdescbbibiddasid irﬁﬁﬁn&iaﬁ@gﬁag%s&iohmng%eé&d address

Jnformation, a second address change confirmation
infamgtion shefing ap Addrgsssd dhq dectronisrequipmenhivith vdédhothel server device sends

- address information fromthe second address

mf@frmatmﬂ torthe shformgtionemideessing® Howics)] '6:c8nd W& Fbnic equipment
.electronic equiprment identifier fromthe second :
1d¢nfafiensipragegection StorieatseédRl el8tRbARRqHShbAD iRMifier that is

- forming second address change confirmation

informatini with shich ihé dgforha a0t RN @SfceBends information to
i nformati on and the second el ectronic equi prment

 thelelectibnirequipinbat, fa fisdt atileaseharthaRarm@tion M inMtion

information, and a second address change confirmation
réqeiangwbetion foerdicigingetiel fnt hadréRndange bHSHHRGARA
_address change confirmation information to the server
infewhatipn amsedond askdi-vias cltmpeCOnERMHtioH iﬁﬂn«ﬁiht%r?fdrhﬁﬁ% Gection
~equi prent address information storage section storin

~ foyubtainimpseoni addsessfinfaned 96 How Eh@@ébﬁﬂ%%rg%#hgﬁ‘gnaﬁon

N nfo_rmat_i on containing third address infornati
staragu sedtiohpelitanting aedbRdeMctici®Obhdibflent3dSRGRS from the
addr ess change , ‘ _

- second electronic eqUipmeht identifier storage section and ‘forming second

address change confirmation information by writing the second address

info;matioﬁ and the second electronic equipment identifier in the first address

change conﬁrmation,ix_zformation, and-a second addi'ess change confirmation - =
@formatio_n ser_lding section for sending the second address chénge conﬁrrﬁétidﬁ
information to the server device; and the server device comprising aﬁ ele'ctr01'1.i-;:u
gquipment éddreés infprmation storage section storing one or more piéces of |
electronic equipment address ihfdrmatign_containing third address ini_'orﬁaatidn

and a third electronic equipment identi_ﬁer; a second address chanée.

N confirmation information receiving séction for receiving the second address



confirmation information receiving section for

recei ving the second address 4 change confirnmation

information, a determ nation section for determni ning

whet her or not first address information and second

address information, which are contained in the

second address change confirmation infornmation, agree

wi.t h each _other or/and whether or not a first

e?lé?ﬂgecﬁ? r’@&&i‘)&fé rojation, afdeterminadion setiondor determining
ment identifier, which are contained

ct,ronic e%rlg ,
i W Hher oa aoh adiiness infhemagiion enfliseaend address information, which
i nf or mat.i on, gree wi th each other, and an electronic

eﬁ’iﬁ OREHRed i the seqonladdaessahangd abh figms éioni inforfoition, agree

|t|ﬂg third address information or/and a third
PEhQé'cR}'l/ﬁl}hdaWﬂlethm‘mqut erfinst eldotrioagaipment identifier

eeﬂ*‘%grrent a(%dress informati on containing third address
effrewc gguipwnent idemtifier, sthishidire sentained in the second

|on contalned in the second address change
@d{ﬁgiﬂ nanfoamdtiont agred withatachnither, and an

&T%%frrent | dentlfl er agreeing wth the first
WP EupEAnAsdressdafarnfation epdating eection fob eewntmg third

ond a dress chan e confirmation information into

F’@é@ﬂ W@il third elactrondc aquipaoet idehtifier afml@ctromc,

X eﬂ rrent ent|f| er contained in the second address
_ HHE%" siprnation eenftaiiing thivdraddress information agreeing

det.e at i ection determ nes that the first
ﬁ’r g’ées*%i' @gaﬁ%ﬁsl igfpraadiareensaineddndtid seemnd mddnesmt:hmtge
ot agree with each other or that the first
%@Wfﬁmrblréatmaﬁewnd@m& ¢lectranit echipsendidentifier agreeing

ﬁ’e‘it"lr Ofﬂﬁc @@w poent identifier do not agree with each
Hiomipeauipment idepdtfiendontpimet infthe second address

resent invention, there is provided an informtion
%i SopfigmsiondriaBitpiendningecendeddress isfarmationentand arsecond
nf ormati.opn processi ng device; and a server.-device,. - :

tlfet ETamg capiRentidenpitien contaisrst insthegserofid meltiredhange
i nf.ormati qQn _ storage section storing first address

- %ﬁ%ﬁdﬁ%ﬁ%wmnéhd detegmifating setianh dettirmines that the
f?’i%? ﬁa’_gtst w th which the server device sends
8 P éplormaiion and thenweconhagdumsesafarmatiod denotagree with

%st electronjc eqU|pnent identifier storage section

r‘)FhF’gr o that she @Ir%f(ﬁle@mmc equipmnent: idedéifier nethe second

' | l_electromc eqmpment 1dent1ﬁer do not agree with each other

In accordance with a second aspect of the present invention, there is
provided an information processing system comprising: electronic equipment; an
information processing device; and a server device, the electronic equipment
comprising a first address information storage section storing first address
information showing an address of the electronic equipment with which the server
device sends information to the information processing device, a first electronic
equipment identifier storage section storing a first electronic equipment identifier

that is information with which the information processing device sends information



that is information with which the information

processi ng device sends information 4a to the

el ectroni c equi pnent, an index information hol ding
section holding index information, a first address
change confirmation information form ng section for
obtaining first address information fromthe first

address informati on storage section, obtaining a

first electronic equipnent identifier fromthe first

el ectronic equi pment identifaer storage section,
obt ai ning i ndex information fromthe index

i nformation hol ding section and fornming a first o
tideslectionitrpipoant, andadexninforaasiondial dmeceation hplding index
t first dre I nformat i the first electronic .
Gt o e AR eSS anEE o it ipfcEpasBpcIgHM I dpction for
BB e A S ] A8 Wb Bl Yol
Séviion! SMthindi: 4 Brardlduiont: équipMent IMeAtifBE from MeTrSSEENeonic
device, the information processing device conprising
equepuentidedtifiesstorageseoton, mbtanmgahgdex siformatios fimm e index
second_addﬁgss i nformati on show,ng an address of the

sifeanation holdwg resHemandifemningiachrst addrssy changgespnésmation
B el COTROHF S S . R o0
g@@ﬁ'&% eaffphalt i&érﬁ[ﬁf%} 1 rc}iﬁh? %&Eldingénﬁ‘éﬁor? r?%ﬂrasﬁrst address

ectronic “equl pnent ier and a secé

ehapgt iconfignatdstlinfomndtiondntine Rctiomforcdendigy e firsi aklless

in the second address change confirmation

¢heinge wanfiongticngindermwition tedbé indbimatiomprbcassieg devicgrihe
address i nformation updat section faor

equi pnent in
lggqrgfwoﬁgnr AFFSEMEUGV I TR RHB ﬁFCOI?fij é&dﬁeﬁ uHorpaion gorage

' ' r ' Pl . | ectroni,G equi n .
S L PR B DRSO BRBEE PRBr S RE Bectronic
dfigpiabhi ®ith WEbhithe S&vet Bbvile B ETToHBAPSATR tHInformation
or/'and a third electronic equi pnent 1dentifier of
moectsirgndeviegui prend ckdtfopgequipmdtadéntiticeniraghsagion storing
third address information agreeing with the first ]
azgond o1 nat o linstialesiraaa eqitipeakrntidentéfiersasbn decondrelegironic

SRR BRRrenGBRY vYFEh i PeBpHrdin hesreond adyress Charge °
-c%n?ﬁ‘hfa?i%mnﬁﬂ‘ﬂ{a?fﬂ%r)%g}e%e&ithféa‘éfl other, and an electronic equipment
address information updating section for obtaining an electronic equipment
identifier from the index information, obtaining the electronic equipment
address information based on the electronic equipment identifier, rewriting
third address information or/and a third electronic equipment identifier of
electronic equipment address information containing third address
information agreeing with the first address information contained in the
second address change confirmation information and a third electronic
equipment identifier agreeing with the first electronic equipment identifier

contained in the second address change confirmation information into second



contai ned in the second address change confirmation
information into second 4b address information or/and
a second el ectronic equi pnent identifier contained in
t he second address change confirmation i nformation
when the determ nation section determ nes that the
first address informati on and the second address
i nformati on do not agree with each other or that the
first electronic equipnent i“®entifier and the second
el ectronic equi pnent identifier do not agree with

h ot . n accor,dance i rd.aspect, of.
fRGSsnintoaion BFAndAGREORE cloHBYTiaSaviPRBT et Ee Eantained

e LA hAUIESS chiifod BOBEARLGR iRIOREATRIINSY FheM Of

ove n accor dance w aspec t he
deeaaiiatiohv@RtiopndetERBIMes| thaPARVA AL A ddpessah &S RidnCand the
equi pnent whi ch configures the infornmation processing
seeendmddfess heforaiatios. d BRbER PESGRI BA¢IONhEE of HEat the first
DRAWNGS FIG | is a concept ual di agram showi ng a
¢laeBpmst q%%pwﬁa&é%@i ter angstherpegerd elratpnie egumm@tt identifier
Iar | FIG 2 is a block diagram
@%8&? l{l‘) Bﬂﬁghq on processing system according
to the first exenplary enbodinent. FIG 3 is a

{1 OYRAkof Gk LW 50150 A% QRBFHE ROl SLERHER hbre is

equi pnent  accor

Iﬁﬁbﬁwd@ﬁverlﬂeﬁce“whféh 2ohfipweh aid m‘f&n‘l&lt oﬂsﬁrbééﬁmg%ystem of

operation of an information 5 processing device
theabodi.ng to the first exenplary enbodinent. FIG 5 is
a flowchart to illustrate an operation of a server
device according to the first exenplary enbodi nent.

FI G I8 acgordanesiwehadanrtiiaspacant Slequesegt mventitoythereiipprovided

rqcessi.n
4 léironic gqmpment which configures the information processing system of the

above.

BR'I.EFIDESCRIPTION OF THE DRAWINGS

FIG 1 isa conceptual dlagram showmg an information’ processmg

- system acoordmg to a first exemplary embod_unent

| FIG 2isa block dlagram showmg the mformatlon processing system

- accordmg to the first exemplary embodlment

FIG 3i is a ﬂowchart to :llustrate an operatmn of electronic eqmpment

accordmg to the first exemplary embodnnent

-, FIG 4isa ﬂowchart to ﬂlustrate an operatmn of an mformatlon o



5 system according to the first exenplary enbodi nent.
FIG 7 is a conceptual diagram showi ng the infornmation
processing systemaccording to the first exenplary
enbodi ment. FIG 8 is a conceptual di agram show ng the
i nformati on processing systemaccording to the first
exenpl ary -embodinent. 10 FIG 9 is-a view show ng an

PR Sei A e TR ORP Rk cxoptidem ombodimentock
di f _
aceor aig o ANER 8 SRisecils Sovrisuntignof 4pecser device

e B )

enmbodi & rovvc art, to illustrate an

oper at :ng} oflEan ﬁ‘?PJPﬁL&r Pdag pRguia@ation processing
d ex mbodi nrent. FIG 13

%gg%ﬁ?ll ‘%‘glgttgt%geﬁﬁﬂ elén%éﬁméﬁg-llﬁ?mon of a server

devi ce C in econd exe ary enbodi nent .
20 FI G- 1?41? 13 g&"‘@%‘?@&ﬁf ‘S‘&B@ﬁlég‘f)&’m% y@rraﬁtlon processing

e o T

show n ng mat i on process em_ according to
athir %xelrgr; aryegﬁ%%loﬁi& l‘—‘?‘%‘ élqef@mwcmnmoessmg

ot f?ﬁ%ﬁ%‘%’ﬁ{%@x’sw"” S b o & 1

10

15

_'Ip?ogeESI N %e n@%l A Sho%lleo oﬁ@lq%%gg’é%gmnt table
AR the Brod A SrBAtateir i ng Lo the third
EEEEELQ%E% %%%l}l@{ﬁg Pl l:l'o%vl:lngE a?ﬁﬁl’o@gg;lor?;rocessmg system
accord;ng to a second exemplary embodiment.
FIG, 11 is a flowchart to illustrate an operation of eleotrohic equipment
. aCcordjng' to the second exemplary embodiment. | |

FIG 12isa flowchart to ﬂlustrate an operat1on of an mformanon

L processmg devme according to the second exemplary embodlment

FIG. 13isa ﬂowchart to lllustrate an operat1on of a server device

: accordmg to the second exemplary embodlment
20

FIG l4isa conceptual diagram showmg an information processmg

- system accordmg to the second exemplary embodiment.

“ FIG. 15isa block d1agram showmg an 1nformat10n processmg system

- accordmg toa tl:urd exemplary embochment

‘o5

FIG 16 isa ﬂowchart to 111ustrate an operatlon ofa server device

- accordmg to the thlrd exemplary embodiment.

_ FIG 17 isa conceptual d1agram showmg an mformatlon processing

'. j;_' ' fsystem acoord.mg to the tthd exemplary embodlment
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5 Hereinafter, exenplary enbodi nents of an information
processing systemincluding a receiving device and an
i nformati on processing device, etc. are described
with reference to drawi ngs. Nofe here that in the

~exenpl ary enbodi nents, since elenents provided with

the sane reference nunerals carry out simlar

oper at iQps.the descriptions therefore may.be pnmitted,
in sor@q%olgéﬁéé’.le"(%{ TERkE SRR VERE'Y lp[fqgmqnon

I s a.conceptual diagrgm show ng an information
ﬁ%&%%ﬁeﬁﬁ(ﬁffﬁe BFXIf 03’511%% first exenplary
enbodi nent. The information processing system

i-ncl udes electronic equipnent 11, information

PR RS AN G Bl MR o

have aF%I obal, |1 P address ngd is pr'g[)vi ded with a | ocal
9

| P addFELEAfisH, exarulaxy smho AR ORpProgessing
as .,to be,cpnnected to the Internet 13. Note here that

B BL L BRE reeauimEdeTice 3AB BB NG Drageeng device cte.
infqQrmatiqn.. Address information_is an address_ 20

o bR e Jrih TP Feg (oA RS o 56 et ip dhe exemplary

etc. conn ernet)

extenrnnal devi ce, cted. to the In
AR ReniEesinGs Fletisite PRRTAoR FathtRe sArae relgrncrayuperals carry

AR e Gt Ene g iivs toaratots <me % amiad yeome

FoSr -exanple, in a case where a plurality of LANs
‘EELSEaI area networks) using private |P are connected

X ERR S EREMITTARY SO OMENEL 07 . e AR at e
server, of, the router.is lpcated.is the

adr esETGF i h Bt AGaTh SRV ine e-pR HeR proGesgng

S b TR 13 T o
A Ry SR, 52
BB M hicF ohloeR Y B3R L 00

o For ekample, electronic equipi.ne_nt 11 cannot have a global IP address
and is pfovided with a local IP address from information processing device 12 so
é_ls to be connected to the Internet 13. Note 'hefe that a global IP address is an
example of the address information. Address informaﬁon is an address |

(information) with which an external device (an external dévice, etc. connected

to the Intemet) communicates with an electronic eQﬁipment and may be any-

- addresses (information) other than a global IP address as long as they can

realize such a fuﬁgtion. -For example, in a case where a plurality of LANs

- (Local area networks) using private IP are coni_lecte'd by a router having a NAT |

B (_Nétwork address translator) function, an address of tﬂe_LAN at the side thata -

- Server of the router is located i_srthe address information denoted herein.

g Furthermoré, the address information may be taken as a combination ofanIP
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equi pnrent 11 nmay be a conputer, a m crowave oven, a
tel ephone, a printer, a 5 facsimle nmachine, a
refrigerator, a television, a set-top box, and others.
I nformati on processing device 12 herein has a function
of connecting electronic equipnment 11 and the
Internet 13 with each other. Specifically, it has a
path contyol functjon, _a network address translation
@%@’Fﬁssf 1 PeFt nymber. ¢ He the paesentfinyentians firpy address ng
deyice 12 is, for exanple, equipnent called a 10
rBiprEation, second dddressipiamatinn aed thied addressdufoarmation are
| obal. | P address. That is to  say, information
PRRELEP gﬂr@éxfitge addresgdnformagion. o FMuathermmreceleeigonic
el ectronic equipnment 11 that can only a private |IP
Saymnaent Hl mﬁé’%erﬁ ermprterhaicwwave aven @ telephone, a printer, a
%onne ted tQ the Internet 13 and receives information
3 P aR3Ghane. @ reduigenaton, attelayision,# satrtap bom, and others.

: procesiigg device 12 15 so as to process thereof.

Next , matipy progassialg davige barheteinvhag afunciion pfiearinenting
p{?gg‘grssi ng. systemaccording to the first exenplary ]
g Piefurmest dl gafdhe dutesmeh 13 mith each otdex. fSpesufically, it

gddress i nforpati on storage section 1101, first

A8 amathicentrg HoRt 2 ngbrerls address ranglaticactNAP funetion, and

' -%i rﬁi( ad]g’gess change confirnmation 20 information
- HRe Bk lofenmaion prpsessing devise 12dey ot sxamplrequipment called a

corlfi r ion . information sending section 1104. o
FOHEF me SR 3L BRosesfang doviee 12haldws globel IR @ddress. That is to
address infornmation sé orage section 1201, second o
e &‘H%B‘HF‘HOB FEPessEne devirent? hawn faneicnef conoerting elzomonic
first fi\ﬁjr eBs chan%gr confirmation information
Paupmant d14bat pagnonlyoaprivateotitiaddrese tathenkntgenet.
confirpption i Hf ormati on 25 form ng section 1204 and
815 d4 ig eermeacted taothe IntemetlS@nd receives

sendi ng sectiaon 1205. Server device .14 includes :

UIpAtIeR Oghgﬂleﬁ'#ﬁmc eqyepest 11 isinferm ation procggeing device 12
sectjon 1401, second address change confirmation 8
E?%SOWP%‘%?‘:;]@%QQ ving section 1402, determ nation

sect i 1403 and el ectronic equi prent address o
nf or i ’Ftog'pr% a8 h§> ggxam showing an information processing

system acpording to the first exemplary embodiment. Electronic equipment 11
includes first address information storage section 1101, first electronic
equipment Videntiﬁer storage section 1102, ﬁrst édd_réss change confirmation

information forming section 1103 and first address change confirmation _

| informatiph sendin_g section 1104. .' Information processing device 12 includes ‘-
| secbnd address. information storage section 1201, second éleéti‘bnic equij)mént _
_ identiﬁ_ef storage section 1202, .lﬁfs't address _changé confirmation infonﬁation
. recéiviﬁg'sec_tion_ 12083, second address change cbnﬁrmation'infdrm_ation

25

forming section 1204 and second address change confirmation information

o | 7_send1'gg section 1205. Server device 14 includés‘electfoxii_c equipment address

- information storage section 1401, second address change confirmation
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First address information storage section 1101 stores
first address information showi ng an address with

whi ch server device 14 sends information 5 to

i nformation processing device 82. The first address
information is, for exanple, a global |IP address at

the side of WAN of information processing  device 12
Wl S Ao S S o
electro uﬁ#@g nt 11 an&athereb red in first

Ormation up QRE PP L rst
?‘22{ ?i@btsgﬁaér%h%ﬁfﬁlﬁ%gg%%%fégﬁi‘ﬁg%&ﬁaé&ﬁgﬁlosgsaﬁrst address
FB o Tk e o b
e @z;@saaﬁsda%a%&ezﬁo«

'ht °”'aﬁﬁ;ba§#b°ﬁﬂes&t$§ﬁ ] S NreR it aantion parcossing
HEGhe A2 (N BB P bt hfsséﬂ PRI S HciRE cxsmple,
1. The first Igfc nic e nment ?T??fﬁls
e 4ol 1 RSl U RERE sl b et
iR Etbrs %ailéfeér?gﬁ st 110270 25 Addrets iatation storage
SRR ﬁiﬂﬁ BRI b & hotr plable Foregimedin or soslatile
-~ Fi é%ﬁ% %érom W‘}f@gl grr]gad id 9t;flj|Pgad%gsr)S;g§§r secgéglﬂp
F
Bty (Rt oBh Brof e e om 4T o Fches L2 B3 1 pdiress of

gb sth flrs addrea);|nforrrat|onfromf|rst
ddr B’for’fﬂ? FIATEPage 25 section 1101, obtains
LPSCI' B ?séta%%q%unn@%#ﬁﬁepeﬁéé’?&fréééEés{oh"ﬁrofz'é;%és afirst
f f t han f
‘?Eiﬁ‘gs‘%‘ﬁégﬁa#ﬂﬁs %%%n FERT b B¢ PRGE g oehiwiich faformation
L ect,roni C ment .identifier,

q-_riop%ssl vgg% ﬁgﬂ q.t‘l%'F é}%ctromc equlpment 11. " The ﬁrst

3 electr_omc equipment 1dent1ﬁer is, for example, a port number. The first
- electronic e.qixipmexllt identifier is notiﬁed from, for ed(andﬁle, information
"processiﬁg device 12 to electronic eQujiJment 11,_ and thereby stored in ﬁr_st. .
electfonic eqﬁjpmeﬁt iden_tiﬁe: storage section 1102. First electronic-
' equipment identiﬁer storage Seeﬁon 1102 can be realized by a nonvolatile
recordmg medium or a volatile recording med,lum | |
Flrst address change conﬁrmatmn information formmg sectmn 1103
- obtains the ﬁrst address information from first address information storage -
~ “section 1101, obfains the first e_leetrOnic eqUipment identifier from first
-_ electronicequi.pm‘e'r';t ide_n_tiﬁef storage section 1102 a.ud forms first address :

change confirmation information containing the first address informatioﬁ and
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informati on form ng section 1103 can be usually
realized by MPU, a nenory, and the |ike. A processing
procedure in which first address change confirmtion
information formng section 1193 fornms the first
address change 5 confirmation information is usually
realized by software, and the software is recorded in
a recording nedi um such as.a hard di sk. However, it

-ty filie eldceRiniz eguipyndi idMwtifer | Fase @ ddratR)chahiks Sbnfirmation

address change confirmation information sending
hefoihatiod IidningeReE0n 1803 t45 be A UARS $edlli@dsy MPU, a memory,
confirmation information to informati on 10 processing

detitkelike. Kiprétesaiiy oteditdrigavicioR firs6BddreBs change
information sending section 1104 can be realized by a

gorfBnQition 11f6:1865ti60 o ingAbkiith TEF formsIRe TNt ad@FeS hange

information storage section 1201 stores second address
carifiinaidomishention isus Il s%izéd b suftivele, sid/ie software is
device 14 sends information to information processing

sevidedl iba redbrdibgIaediunt Becls &S 8 hdradakle s Tidwever, it may be
information is information showi ng an address wwth

* whiliobd e hvedweey (legseldingends information to

i nformation processing device 12. Note here that the
above-Figsg address Ehdatde @adiasgidn theimRdticNsdRind 8ection 1104
invalid (cannot be used for conmunication because it
sehdshthe ded) addess ohhgibdiorndisn dtfodr fdrmeitisi & @dermation

- section 1201 can be realized by a nonvolatile

preaisihndevies il 2m Birstaddtedt ichngPrfheiittimihfondhtion sending
-Second el ectroni c equi pnent identifier storage section :
dedfidn 9104 ean de regligntbieh &eiké 0Rintredéis ddimntinicdeidhithbfls.
that is information with which information processing

devi ceSekdnd addsedsrihfurimitioanstosagel etibAni201 eeptiep ¥8ébnd address
11. The second el ectronic equi prment identifier is, ‘

-iinfornextioréliowingei addvespaith Fhidggresr 8évitd 124 sends information

el ectroni c equi pnent 11. Note here that the _

- teliaftenimivn pecksihg dotice12ct A0 préscatWHenRaind 88didsE i er

may be invalid (cannot be used for communication
ihgmls_ﬂ;]g;n-is i?%rﬁib@itﬂﬁ@ﬁowiﬁ@@ﬁf&i@e@ﬁvﬁ%ﬁi&f%rﬁﬁedﬁﬁce 14
identifier _ _ .

sends information to information processing device 12. Note here that the

" abovermentioned first address information may be invalid (cannot be used for

communication because it is changed). - Second address information storage

section 1201 can be‘ i'ea]ized by a nbn\}olatﬂé recording medium or a volatile

‘recording medium.

Seéond electronic eqﬁip_ment identifier storage section 1202 stores a

- second electronic'equipmént identifier that is information with which

information processing device 12 sends i;jformafion to electronic equipment 11.

- The second electronic equipment identifier is, for example, a current port

numbe_r of the electronic eQuipment 11 Note here that the above-mentioned - |

first eleétr’onic equipment identifier may be invalid (cannot be used for

communicat':ion‘be_caué,e it is changed). - Second electronic equipment identifier
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storage section 1202 can be realized by a nonvolatile
recording nediumor a volatile recordi ng nedi um

First address change confirmation infornmation

recei ving section 1203 receivgs first address change
confirmation information. First address change 5
confirmation information receiving section 1203 can be
realized by a wire or wreless comruni cati on neans.
Starage sectitre 20 dzaniperadized byed hewvdlafilr @esrdons hdiifdr a
section 1204 obtains the second address information

~ fvotatile eemrdirgddedizsn.i nf or mati on storage section 1201,

obtai ns the second el ectronic equi pnment identifier

f rom 1Fistaddresslchahgo sirdiesaligiiitorindebh rédet¥inglREAGL1203
section 1202, and forms second address change

 cecHivasntatst addioss changd esnfiymation inferhAios.eCPRg: addfasshange
~information and the second el ectronic equi prment

cobefintrnd fien informbtioh irecfiviagdieetion 1202086 b6 @8AliZd¥lhy 9 Rvire or
information. A data structure of the second address

. sheslgs anmrhumcatmﬁnneaﬁgar mation is not particularly
‘Irmted. However, the 15 server device 14 needs to

know aSelatrel midross chamgefeonfiemseioa it faatitRasfosMang Section 1204
confirmation information. Second address change

. obtafing thet seaond nfdreze ihformaftivnnrag stechd addibdd informakion
~usually realized by MPU, a nenory, and the like. A

siooagsssEchign 120 cebinins thevdeicond §E@ﬁﬁdlcaéiﬁﬁﬁ§1%nﬁ g fier from

confirmation information form ng section 1204 forns

s¢vond etantirbmidlelydp men ddetifiandtoramt deation 2202, ¥ foRirs®8cond
is usually realized by software, and the software is :

addwpssiebiange enfiracdion inforeationtb waiting tike Sivotld diddkess

~However, it may be realized by hardware (| eased

infom:l)latlﬁna and dhadetordeledtange eqaijmémpidentifibnfiotiefir®address
sendi ng section 1205 sends the second address change

clonfgerconfirmationfinforaiation. t & detaverudaye 68thbbecor® address
Second address change confirmation information sending

- clentgeennfif@ation infoemationl ik 204 payticulntlydimitedV r Ho®&er, the

conmuni cati on neans. El ectronic equi pment address
sexver deticoM atadsigdanee hidana bttt wlesfahe second address change

confirmation information. Second address change confirmation information

) fofmjng_se'ctibn 1204 can be usually realized by MPU, a memory, and the like.

A pro'oessing procedure in which second address change confirmation

.information formmg sectlon 1204 forms the second address change confirmation
| mformatlon is usua]ly reahzed by so&ware ‘and the software is recorded in &
 recording medlum such as a ha_rd disk. However, 1t may be realized by
: hardware (leased line). |

Second address change confirmation information sending section 1205
sends the second address change confirmation information to server device 14,

Second address change confirmation information sending section 1205 can be

- realized by a wire or wireless communication means.

Electroﬁic_: equipment address information storage section 1401 stores B
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E 11 one or nore pieces of electronic equi pnent
address information containing third address
information and a third el ectroni c equi pnent
identifier. Electronic equiprdnt address information
storage section 1401 can be realized by a nonvolatile
recordi ng nediumor a volatile recording nmedium 5

Secor}d addr.ess gh?nﬂg confirmation infornmation . .
SESHVTITG REESiA fletinenic equpmead addressdnivamadion eondmiging third

firnmation informatjon. Second address  _change
%@ﬁf?ﬁsﬁﬁfqr Brom %‘Fﬂ%@%ﬁ electranyc pgupmeantddentifier. ¢ Hledeonic
real i Zedta"%a/ a W.re or Wreless comunication neans,
BatEFAeAdB RS IdermAtion: ioTaga erciionckiOMantie reslized by a
the first addy.ess 0 informatjon and. the second
888?’%'@@5‘? ¥ﬂﬂ8¥cf+ﬂgi lumger4 valagile seroadwagmpdiunne |
secondqaddress, change confirmatjon information, agree
with eSefP esgchangg copfismasiongpioymationereceiving section 1402

el ectronic [ pment identifier and the second
Eoelieeare LRz panesciubrmation pemation.c (frcand eddress
0.t he s cong. address .change_confirmation .
Pgt oprEmation alotmationossplvins erctionct 40% anche xealized by a

ction. 1403 can be ysually realized by MPU, a nenory,
\ﬁr&; THETPPRE CORMUEARANLIGEBNS, gcedur e | n whi ch

determ)n%{ri on section 1403 kes_ the _ above nentioned
det er nTR&tT PBRRTQN feihon 1AGSAnterminasywheibenar aot theifirsaddress

. rre is,recorded in a recording nedium-such as a
- ?ﬁ’g&&“ .I%Ik?n%ﬁ%%q“,ngiaﬁﬁl m%taqgn, Fehichyre genfiaimed in the
E%I ﬁlgaeg | ine). Zoﬁ\gﬁ‘n det ermi nati,on section 1403 -
| FEPRY Adess chapes rrirpalionudormation Agserarith eacinetben er/and

P A e B e o

e I SN
N e R R A
S BEER, SR8 o o . 4

dress infornation.agreeing with the first
p%gcessmg procedure in wr}nglg detern:?mation section 1403 makes the

above-mentioned determination is usually realized by software, and the -

-software is recorded in a recording medium such as a hard disk, However, it

" may be realized by hardware (leased line).

- When determination section 1408 determines that the first address

information and the second address information do not agree with each other 6r
. that the first electronic equipment identifier and the second electronic | R

- equipment ide:ptiﬁer do not agree with each other, eléctrbnic'equipment addi'ess

information updating section 1404 rewrites third address information or/and a

. third electronic equipment identiﬁe‘r of the electronic equipment address )

~information containing third address information agreeing with the first .

- address information contained in the second address.changé confirmation -
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address information contained in the second address

change confirmation 12 information and a third

el ectroni c equi pnent identifier agreeing with the

first electronic equipnment idgntifier contained in

the second address change confirmation information to
second address information or/and second electronic

equi pnent identifier contained in the second address
ahforgmtinncand a thixd edectiorio bqRipntht iBbeEREONEReing with the first
equi pnent address information updating section 1404
adectivmic sgaipmentddbniifer dntMBdd ia thewBédhd @ddkebdéhange

I.ike. A processing procedure in which electronic
equiipmatibn anfiressiontoeesmid address defoiietis G/ sbasid
updat es as nentioned above can be usually realized by
sbédtvarieequipthdiitddentifinedontainicd 86 @hd 86cond AddresOEItng

medi um such as a hard 10 di sk. However, it may be
rconfirmatiohynfoanciwivne Fleasadc bqti\@}nentl'ﬁ(ﬁ'bébﬁfﬂf&&naﬁﬁh updatmg
operation of the information processing systemis

destior D404 cdii bs tusyallprealived dlyi MPIDfa Rledtiryoidthe like. A
equi pnment 11 is described with reference to the
fpiroseshiagtprobaiureiin whith eBctrobicgigthbht bidAséssddfhratgion
change confirmation information formng 15 section
pdatidgtsectiom 240akpliies srmastiorsd Alsirdagthedfsddlly realized by
confirm an address change was received. For exanple,
evfswargnind theuiofivent id tedosdateh @ Pecorditg Meliin stich as a hard
confirman address change automatically and regularly.
didn Hdweevensit may boredlized dyfliardwarre {Rds@bEnehange is

received, the step goes to step 5302. When the

i nst r utleremmafier,conbperatian ofitll BESrHHEOH Processidis system is
received, .the 20 step returns to step S301.

Besdribedno Herstly] anopesidicesst eldvtitgtc e inti ¢¥ett 11083 descrlbed with
information form ng section 1103 may formfirst

g aeﬁammetoluha@ew«:hafusimnmﬂ(}rﬂornatl on based on a

user's instruction. (Step 5302) First address change

conf i r nigttepB300X Birsbaddresé chiafgegconseadsdtivh &i&@nﬂlﬂdlﬁfoﬁmg
first address information fromfirst address

sedtonrdilBateteibirt orlegRe s echotin dddduction to confirm an address

change was received. For example, electronic equipment 11 issues an

instruction to confirm an address change automatically and regularly. When

the instruction to conﬁrm an address change is received, the step goes to step

- 8302. When the instruction to confirm an address change is not received, the

step returns to step S301. Furthermore, ﬁrst address change confirmation

‘information forming section 1103 may form first address change_ confirmation

info'rrnation based on a user’s instruction

(Step $302) First address change conﬁrmatron information formmg

| sect1on 1103 obtams first address 1nformat10n from first address information

- storage section 1101.

(Step S308) First address change confirmation information forming .

section 1103 obtains a first electronic equipment identifier from first electronic
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(Step S303) First address change confirmation
information formng section 1103 obtains a first

el ectronic equipment identifier fromfirst electronic
13 equi pnent identifier storgge section 1102. (Step
5304) First address change confirmation information
formng section 1103 fornms first address change

.confirmation information containing the first address

eqfupmmett identbenstoeagd sectibrd 18302 and the first

electronic 5 equi pnent identifier obtained in step

5303. (Bteni93p4) Firss ndduids ebangdhengrmoind itforhation forming
information formng section 1103 forns the first

aeltioasEl (Shfanys firsbaddessthangd cindirmRiticonnfhiiatich é&ntaining the
packet in which the first address information ‘and the
firstsad debecinfom atie obtansent i steptIFo2eim dieteefiret eldcBidnic

payl oad. (Step 5305) First address change confirmati on

pafupmreattiidentiBedobiginbd inestep 88031 0Wsasty firbheddiess thange
address change confirmation information formed in
serdprng8ieh imformédomfiiriting pecides 3108 fotas the firdt alévdss change

~an operation of information processing device 12 is

dedomidtinh wnformatieh ehatris @ packebin Whislctiay firss Addfedsinformation
FIG 4. (Step S401) First address change confirmation
and therfitstedeatemsc equipmeit identifienweA0¥ritatreinpadsad.

"~ whether or not the first address change confirmation

i nf or riStepA30a:Firstaddreds chirege dondirhiation iafihestson sending
change confirmation ‘information is. received, the step
gpotiontld 04 sepd SdlpfirspfladdredsecHaings iconfitinetion isfoam@eion formed in
confirmation information is not received, the step

step 304 to anformatiBalirocdsSinepdS4a2]2.Second addr ess

change confirmation information formng 20 section

1204 dNest, ap opecainoh efidfensatiod provasding déviom12de destribed with
address information storage section 1201. (Step 5403)
®égrence totheclowdirh gbownnhiFIGaYi on i nf or mati on forning
section 1204 obtains a second el ectroni c equi pment

i dent i(Biegr S40DFiestemtdress chargguiopfiema tioddnfirinetion receiving
storage section 1202. : '

section 1203 determines whether or not the first address change confirmation

ipformation was received. When the first address change confirmation

| _information is received, the step goes to step S402. When the first address

change confirmation information is not received, the step réturns_.to step S401.
(Step S402) Second éddiess change confirmation information forming
section 1204 obtains second address informa;tion from second address
information stojrége section 1201.
(Step 5403) Second address change confirmation information forming |

section 1204 obtains a second electronic equipment identifier from electronic

~ equipment identifier storage section 1202.

(Step 5404) Second address chahge confirmation inforrhation forming
S(acti_on 1204 forms second address change confirmation information by writing

the second addres_s ihformation obtained in step S402 and the second electronic
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25 (Step $S404) Second address change confirmation
information formng section 1204 forns second address
change confirmation information by witing the second
address information obtained ijystep S402 and the
second el ectronic 14 equipnent identifier obtained in
step S403 in the first address change confirmation

i nformati on. Usually, second address change

capfipmont identifienbbtaibéd on sfepr PA0MAnIDe firhad 3t Whiahes
t he second address informati on and the second

adoadirination iefpwnpeient Uikiallyf ébnd Bdard83HRhgP @A fiRAatin
a block. 5 (Step S405) Second address change

defirimativn formbny etBhi B04SeFddhe 3661id 20020 SnH8RESion and
t he second address change confirmation information

- fthewecbnd dlecttdric 84QrheniseU e BYh BRadér pd¥eidn ofdlblock.

operation of server device 14 is described with

r ef er efSeptSH05hSecdd DAL c}iﬂﬁ%“éiﬁcdﬂﬁrﬁia@iqrﬁi-nf&ﬂnéﬁ)ﬁ Bending

5501) Second address change confirmation information
reecieor 1 205 serRistthe ReddPad@deas Bhidese ddirhRtiod inTokmAtith formed

"second address change confirmation information was

iaceipve4D4 Wepvdérhdewiecond address change confirnation
information is received, the step goes to step 5502.

Wien t INexsenosisbratioh @f servelt diegRe 44136 ides@ile@with reference to the

~information is not received, the step returns to step

FodlhaftSshoGiein BEP2). Det ermi nati on section 1403 takes

out the fi rst address_ im_‘ormation and_the fi rst

el ect r (Btep S5Q0) Pecwnid adihressehimie @afiMafied infordition receiving
'second address change confirmation information. (Step

Sa@ifn Defiedatenaiviesiwhetbiol 0F nbt i 4caliRa adidtedshhan@s eskirmation
address information and the second el ectronic ‘ :

- enformpetioh wasfrecsinéd onWisH thenRdondaddiess eRasEs editirmation
_address change confirmation i nformation. (Step S504)

Defbemationtis teived] thstéf Gdesl 64 StefiSHOS. WIELEIE thOEeddal address

“the first address information and the second address

chigenmiifiomatiohiinforafiort N dtiraesivéd) thd 8teyPretigns to step S501.
address change confirmation-informati on, agree with

(Step S502) Determination section 1403 takes out the first address
information and the first electronic equi;ﬁment information contained in the

second address change confirmation information.

(Step S503) Determination section 1403 takes out the second address

- information and the second electronic equipment information contained in the

second address change confirmation information.

(Step S504) Determination section 1403 determines whether or not the

- first address information and the second address information, which are

contained in_the second address change confirmation information, agree with

each other, or/and whether or not the first electronic equipment identifier and |

the second electronic eQuipment.i_dentiﬁer, which are contained in the second

address change conﬁr_métion information, agree with each other. - When they

~agree with each_ other, the processing is completed and when they do not agree



each other, or/and whether or not the first electronic
equi pnent identifier and 25 the second el ectronic

equi prent identifier, which are contained in the
second address change confirmgti on i-nformation, agree
wi th each other. Wen they agree with each other, the
processing is conpleted and when they do not agree 15
W th each other, the step goes to step 5505. Note here
with eaihdber the spepogesdbsten S58@npNetechieratthat silmey the

- . agree with each other, in such a case, server -device

Paodegsing inkemgpleted whendbey wetkepaithetach(cBhepib 509 a case, server
El ectroni c equi pnent address infornmation updating

devick dd is ahmfaretheime@vednpacﬂc@tddr ess information

or/and a third el ectronic equipnent identifier of the

el ect r iep S5§6) Bhesttonatieyuepmentfadidreds inforanmtici apdeting section
third address information agreeing with the first

3404 eewritast thirthaddress orforhation ion/antihetlsed eledtraditre@pspment
change confirmation information and a third electronic
wentpier of thaleletirbhrreqaipmenngd diesh infoemation edntdirgsihird
information to second 10 address information or/and a
sddress indbroationiagresing prithnthe fissttaddress infomadtivadcoritained in

t he second address change confirmation.information.

~ the sdcond address chpagé condipsian irdormativhenidrf thirdeleetronic
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processing systemin the first exenplary enbodi ment
equigment idaydifig a@re@ng svith the seqinda d dessirdonm aifion besecond
information processing system In FIG 6, electronic
eperformatips orod a seSond alestniceqepsrentlidadiffer @ntained
I'nformati on processing device 12 is, for exanple, a
mifteecorgbaddresd chinge donfirmatimpdordation. nf or mat i on

- processing device 12 via the Internet 13.

Fur t hddexsirafter aspecifie vpertion ditihesnformationgimooessing system in
equi prent address i nformati on managenent table shown

the faistexenplagy embodiment pdqsesbed adFI@s8 is a tanoeptaaldiagram
managenent table stores one or 20 nore pieces of

- of|thetinfoninationuinperssingsjstens InfiGns; electrofcequipnent 11 is, for

equi pment address information herein includes "ID,"
examiple, apersoval cimpaiemat Indormatidn procesding! devicedi? is, for
equi pnent identifier.” "ID' is an identifier

- example, a router. Server device 14 is connected to information processing

device 12 via the Internet 13. Furthermore, Servei' device 14 holds an

electronic equipment address information management table shown in FIG. 6.

) Electronic equipment address information management table stores one or

more pieces of electronic equipx_nént address information. ~ Electronic
equipme_nt address information herein includes “ID,” “third address
information” and “third electronic equipment identifier” “ID” is an identifier

for identifying the electronic equipment address information, which are data

.Jiecessary for management of table. “Third address information” herein

denotes a gIoba_l IP address at the side of WAN of information processing device

| 12 (router).

~ First of all, FIG. Tis a conceptual diagram showing the information
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for identifying the electronic equi pnent address

i nformati on, which are data necessary for nmanagenent
of table. "Third address information" herein 25
denotes a global IP address atl®he side of WAN of

i nformati on processing device 12 (router). First of
all, FIG 7 is a conceptual diagram show ng the

e T T S b T A A AR
gener a‘%)ﬁq%}ﬂig P}é%&gac ﬁ@kéjﬁ))a(%ﬁg (@aCk pa(,;(kzﬁ!)é?(@éé%g@eraﬂy called a
JEREL TP RIS ST 9 dbaiborpimationviioh s
APEaRTateY 5‘%&%@%8539 SR hdestna Bl TP G bernatys which
2%%?@%%4%3&@%‘? if esﬁ%@er Pl 51 & eyieh socgitian by the sender's
? AR SR i < ate g ol SR, wport ofa
s rﬂi%aﬁg% hi B GiidE R iy %re%’qaieorﬁ%ﬁ&g% a
Egbfbgq?&‘éhﬁ’?etf%ﬁ?@&? %S" ; 10 d ot (Bereifalitt whifa s appropriately
R 8 PRy ?@‘P%nﬁ'%ﬁgt &} dabispre gy Hopl portion of the
LB IRGh el B ok st Esﬁ‘vﬂihﬁogﬁﬁppes ; @S@gefm ﬂae i
008 i GrARROR W st it e eplrpplersatuehh GRatipr 0sa”
i OBP Bl HELIOREREER, Thetasen Sov pORA gééﬁg%tl%mmc
éﬂﬁﬁp‘”@aﬁ%ﬂ@%@esg' o A Rl JpadRgrecheld by thedetormation
Pf?,@gs ARORE: (EPREle! RS 8 ot T ek i W aRe-
g eaﬂ" ohfiafifk dfriod Boldredh B St B8 oP gt with
sohurher. ]1%0039@&‘%0#&2?%58{ PRPRE AF A B hpdiret eremplary

' eﬂm%!t s Saﬁlﬁe%%%%t &%temilelt'eeanat E)SP’ 1s an old port number of

electronjc equipment 11, and when it is not changed, it agrees with “SP.”

| ‘Aecordjng to FIG. 7, the first address information stored in electronic |
eq‘uip_ment 11 is “219.126.194.60” and the first electronic equipment identifier

stored in electronic equipment 11 is “1.” Electronic equipment‘-ll writes the

first address 1nformat10n “219.126.194.60” and the first electromc equipment

identifier “1” in payload as OSA and OSP respectively. Electromc equipment

11 forms the ﬁrst address change conﬁrmatmn 1nf0rmat10n of packet 1), and

sends the first address change conﬁrmatlon information to information

~ processing device 12. “SA” of the packet (1) is a local IP address assigned to

electronic eqmpment 11 and “DA” 1s.a global IP address of server dewce 14.
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15

first address information "219.126.194. 60" and the
first electronic equipnment identifier "1" in payl oad
as OSA and OSP, respectively. Electronic equipnment 11
forms the first address changg7conf|rnat|on

i nformation of packet (1) 25 sends the first

addr ess change confirnation information to information
processi ng device 12. "SA" of the packet (1) is a

[Heethonibequighhest 1ateildsadlsinl Il REks RGP RITRRL 145h
and "DA" is a global |IP address of server device 14.

hdvahteefor comntuaentiRERath ddvhpliigsca14l obal | P address
of server device 14 in advance for conmunicating with

ser ver Isferina tio HrodeRbidighiivien PERsaSHeN B cHEY h§reke 1nf0rmat1on '
stores the second address information 219.126.194.6

421D.126:184£60N8n @ LIRS s ORIl QAHRIBMiphAigRtnEhSher 41 T"Fﬁe
5 second address infornmation "219. 156 194. 60" is a

sedondriddréssaadas i “219e1 36, 184 607 15 WANreEnd 1F 20 dRGS Qf‘the side -
processing device 12. Infornation processing device

OEVRAN efinfimaiiss pradgsiagdettange Qﬂi&i’b‘.{a‘lﬁiﬂ cessing dewce 12
i nformati on of packet (1), and rewites " to the

seeived thel ﬁi:ﬂﬁeﬁddr@@@éhmige%nﬁg&ﬁtﬂaﬁ%fe@ﬁleﬁﬂm @f‘}%k@f’(l) and

to the second el ectronic equipnent identifier

Hdwtesf8AK b theyecphd Wl dressinG@rrddich 1919 BraTegl, sﬁ’aﬂf&‘fsr-'” to
(2) shown in FIG 7 is second address change

| tiendecondieleotroni o o@iipmien o MentiRR. “1 P NI HaeRet (2) shown in FIG.

processi ng device ‘12 sends packet (2) to server

févfemedd. Paeketdp) sl én FIG! 7625aBRd Rdkeds dirdhngs keWimation
in FIG 7, conpares "SA" wth "OSA" of packet (2) and
infomaation. " Fhenikdorih@Eoh Iﬁ%céb@ﬁig?&evﬁe%) 12 béhds'spé}ﬂéék ©) to server
(2), "SA" agrees with "GOSA SP" agrees with

deﬁﬁ& I4respectively. Therefore, server device 14

abandons packet 2 wi thout doing anythi ng. Next,

i nf or ridrivendeins 14 FamisaRicken(2) sRaWhRRETTC. 1L chipsRaWeA»

in FIG 8 According to FIG 8, the first address

withdOS#icf'pasket @Hand cohetsOTHIZ witH YOBFEE paékéﬁz) In
"219.126.194. 62" and the first el ectronic equipnment

pabket (2] GA"2Qreéowithh 108LY @l SP GgRMWIBTOSHY dedpectively.
"1." Then, electronic equipnent 11 wites

- Therefore, server device 14 abandons packet 2 without doing anything.

20

25

Next, information sent from electronic equipment 11 is shown in FIG. 8.

~ According to FIG. 8, the first address information stored in electronic

equipment 11 is “219.126.194.62” and the first electronic equipment identifier _

Vs_tored in electronic equipment 11 is “1.” Then, electronic equipment 11 writes

_the first address infbrmation “219.126.194.62" and the first electronic

equipment identiﬁér “1” in payload as OSA and OSP, respectivély. Then,

electronic equipment 11 forms the first address change confirmation

information of packet (1), and sends the ﬁrst address change confirmation

‘information to mformatlon processing deVIce 12.

Next, information processing device 12 stores the second address

| _information-“219.126.194.63” and the second electronic equipment identifier “1.”



the first address information "219.126.194. 62" and the
first electronic equipnment identifier "1" in payl oad
as OSA and OSP, respectively. Then, electronic

equi pnrent 11 forns the first aHtress change
confirmation information of packet (1), and sends the
first address change confirmation 25 information to

AL QLRSS P00 5 o AT S
ALERNCDE RIS 450 B W 1, SHARI PSR
RETEE 0o 2HR ARS8 S B RSO E5 pcke

o e N SV W

10

15

20

25

P oFh e b0 B st Euipong yorig i) (e TekEH® shown

- SpNG STh e PPl OO B35 K idhs oo

. ; HBKEL (27 SR Hept
FRaRAERAPh AORRRo, o108, RMGMURRLO B cing ey dhsends

%Lkétqz);&)réég_km{j&%ﬁ?eeééﬁ. Next, server device 1410 .

cel ves packe own in FIG 8, conpares .

of  packers (BT Re f koo fB) sSRRTEr Prgyiin 16 g, Dripares

SO e, e BB £, b o BB sTSE” it pSHT oL 2. T

CR TR SRl JFFRATET B B DER AT, fokor it cach other

R s Bl A S B mrmasion

R ERReLt TR AR RN OSA R AL 6. o YR Bon thixa

R T St SO B

recor 0

- B RN TR R, o B e cmpipment

1aBER Fihe %co&ﬁ?“l’ﬁg%’)ﬂmo‘fsn ”%n:d ‘%i’”bo%cp%%ﬁgt d) ) Therefore,
“third address info;'mation” of the record of “ID = 2” in the electronic equipment
address information manégemenf table becomes “219.126.194.63” and “third
electronic equipment identiﬁer” of the record of “ID = 2” becomes “1.”

Consequently, the electronic equipment management table of server device 14 is

| _changed as in shown in FIG. 9.

As mentioned above, according to the first exemplary embodiment,

- when the address with which the server device sends information to the

_ information processing device or t_he_el'ectronic equipment identifier of the

electronic equipment is changed, the server device can change and manage

'addresses or electronic equipment identiﬁers with light load of CPu and a small

- '_a_mo'unt of communication data. That is to say, with light load of CPU and
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20 Consequently, the el ectronic equi pment managenent
tabl e of server device 14 is changed as in shown in
FIG 9. As nmentioned above, according to the first
exenpl ary enbodi nent, when t address with which the
server device sends information to the information
processi ng device or the el ectronic equipnment
identifier of the 25 el ectronic equipnent is changed,

&l a&hn ; i
it HAMiERYIE R a8 2theChMOEIAAEL Eﬁp %lﬁe?ﬂ){ c%é:gﬁgipﬂ:hte with

el ectronic equi pment identifiers wt

O elRBEtoRiciRipme AR aS, CONMTUNi cation data. That is
to say, with I'ight |oad CPU and 19 |ight

- conmunNe#d here {Hedda thd"ﬁre?teer}ﬁéﬁ:[r?lgﬁy éﬁﬁo&ﬂbr&ofﬁd ' nL Q¢ which |

conmuni cate with the electronic “equi prent hor ma

17.05) @leﬂﬁ'bﬁctd@i%ﬂl&ﬂ S ds i3t 2 QARIER |cﬁ5§i%€ Gt g?}%gﬁl} fgﬁuatlon

timng at the el ectronic equip

AR HeShRASnCRBAIL! MEblveded rﬂe‘efﬂfgegr Bl 1 aE’Fﬁe &%Etromc

described in detail. However, it i

Sqeipa et kbAlls Ar@UIPER LhatRe %nﬁfsa;maqs oA e

irmation information to the or nat

Nifoaestion prétRysing Jeer @é‘lﬁ.MrIyBe% e' iti %ﬁoﬁ%geﬁa: ble that when

preferable that when a Staté in ress

£btate 3h wHich shalBP 9fd AN &k, 4t a&&aﬁwm Bf tlY @?&%ﬁéﬁlﬂl

devi ce managed by the server device continues

- pRgssingrBevide Mhnivlgad Byithe WBifd deRfceSofifihiugy! g(fr a long time, a

equi pnent cannot be accessed from the outsi

- statd iwhichf the dedtfiific bdEHmertRANNBE bY acdBRe&P frofiPthe mﬁsule

exanpl e, every three mnutes. The same is true In

. obbiruee e el laebomggﬁﬂhﬂ nféﬁishs&fé%ﬁ:%&\e%@ryﬂ%

t he above-nentioned address” change’ confirmat’i on

- ib@ERITH £ HRGK G ibthe SMher &R FMATBIMbodfiKERtS, T e

m nutes, data anmount is 15 small  and conmuni cati on

Flﬁhftﬁetlﬁoﬁ 80e1s iieh. thgﬁbb@hfﬂi{tﬁ)neﬁeﬁidr@ﬁcﬂdhgﬁ%nﬁfmatmn |

. Sstructure of the electronic equi pnent addre

inffredatein @ackét) ‘id‘ébn% efo&‘ iaffplb (KelP Pﬁfe@ riﬁﬁllitgs, :t%ga amount is

first exenplary enbodinent is not” [Tmteoc

- snidllahd cOmeN@MRatioh [a@ isBlsolfiRaR! €Ct roni ¢

Furthermore, needless to say, a structure of the electronic equipment

address 1nforma1;10n of the server device mentioned i in the first exemplary

'. embodjment is not h.m1ted to the structure shown in FIG 6 The electronic
. eqmpment address information may mclude for example, electromc eqmpment -
specific information (MAC address etc ) for. 1dent1fymg the electromc

- equipment. The same is true in the other exemplary embodiments.

Furthermore, the operations of the electronic equipment, the

_ mformatiOn proCessing device and the server device, which were described in

- the first exemplary embodiment, may be realized by software, and the software

may be disposed on the server, for example so to be dJStl'lbuted by software

| download. Furthermore the software may be recorded ma recordlng medium

such as CD- ROM so0 as to be provided. Varlous devices can be reahzed by
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- 15

equi pnent address information may include, for
exanpl e, electronic equi pnent 20 specific information
(MAC address, etc.) for identifying the electronic
equi prent . The same is true |n25he ot her exenpl ary
enbodi nents. Furthernore, the operations of the

el ectroni c equi pnent, the information processing

d d bed
CPabfifel B Yo 5y 5 abBlipfidn che piprimemalimsastbogiments
softvvar e software. be di sposed on the
server, %g?(%ﬁ% fiap %ﬂ%ﬂb@f}&@fa W@ﬁgom?fﬂ@fej@%tr@uc
%é ef or e of fware may be recorded in
or Fldgfﬁr?e Shifre @BW t ssgeatizedhis as follows. The

evi ces n be realized by 20

P %wa}aq]?gﬁoxgca C%%i‘?%‘f BT, R 650 e aben elphtauning figstaddress

\,\E'ﬁ)gﬁﬂ at%L ead i %ES}F %2@?385 i pr@%gﬁirﬂgmd gqulpment |

'?&“F‘Fiﬁm‘?&ﬁ?e o ki addzessy reglcbﬁ‘ggmkégﬁisfoamamn
o e

-- L { f t
3‘%&’?@2‘?@0 he S At it bR Bion o ihe fant clpeprisgasiipent

d h t
PP S B Tl 2 i

t t dent | f d
first aldd%s;ts c@%g g@%cfsgﬁﬁ%%ﬁnllﬂf%%@&%r@@;gfm;ahon

e ss‘fﬂ HQyegnding the first address change
con n%tlon|nformat|ontothe|nformat|on

1(§S|Es a Ioigw%ﬁmws:osnwsﬂ%r%m) me

proce ty@m,. accor di t.0 the econd exenpl ary
Erbodn AU @sswﬂ%mg AT peacesning system

|ce 01, inf rmatlon
. dg?g%g@g I%% gl!legé g 9{{15@:@,@@ earp@r@gtmgrprocessmg

ress In

9’5%’?]]9 Encifld S d‘:l ﬁ)%l?im C érlép Tg{],t 09‘%laltlno(1:1| I;Jr((j)((e:esssfullgr detevme 102,

'_ the Internet 13 and server device 104.

20

25

Electromc eqmpment 101 includes ﬂrst address information storage

SECtIOIl 1101, first electronic eqmpment identifier storage sectlon 1102, first

address change confirmation mformatlon formmg section 1103 ﬁrst address

change conﬁrmanon information sendmg section 1104, conﬁrmatmn

| mformatlon receiving section 10101 and send back information sendmg section

10102

Informatlon processmg devme 102 mcludes second address 1nformat1on

storage sectlon 1201, second electromc equlpment identifier storage sectlon

1202 first address change conﬁrmatlon information receiving sectlon 1203,

. second address change confirmation mformatlon formmg section 1204, second

_address change confirmation mformatlon sendmg sectlon 1205 conﬁrmatlon
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section 1101, first electronic equipnent identifier
storage section 1102, first address change

confirmation information form ng section 1103, first
address 20 change confirmati i nformation sending

"~ section 1104, confirmation information receiving

section 10101 and send back information sendi ng

b ion S s RARE o TR Sl e Fwelionon

A 0 Change cont {1 mat o

1322252%‘856‘2% TR 1 DR BRI o vk o bresipdapmation
| ng segf%(ﬁl %ﬁ%gl%e%(gﬁ?]fgé %%%w&%& Ygion receiving
SO SO P e

: 'l%%gﬂgzﬁgzia%%w%“s'f%e%ﬂ DB eSS et e
GARLRLHRL DRatAELIAL) ggggs N oty Rton %q;‘,gq%&on foming

erm natlon S

RO R R R R s ﬁge‘éé’éaq%ﬁ RN
il #?%ff%?gmﬁaﬁ SR el anmagipnmeans

means 104043, repl
10802 o Db B AR e ™" 109044 ang ’
pdat Conf i r.nat f
?202. e segﬁ?%%@ﬁ&*ilw&sééﬁé E8HpRrPT o aﬁcewes confirmation

iill{wﬁe) c%[ﬁ% rmlaI{| on ﬁ]&ragaﬁé(laon cess dﬁ\élr;e at1on

SR R %ﬁ?dﬁﬁa‘?‘% ”fr"cﬁf?‘ré%t'@&{érséﬁ Information

156

SRS A P e

_ %‘%ﬁm\;& S céeﬁ cg %32 Ell ét%&éu% thgrfeg 5 1t1(|)topnar?ircu1ar \j iﬂ“&md
- Examples of the confirmation information are shown below specifically.

- Confirmation information receiving section 10101 can be realized by a wire or -

~ wireless communication means.

- 20

25

Sen'd back informatibn sending section 10102 sends reply iﬁformation

correspondmg to the conﬁrmatlon information to information processmg device

- 102. The reply mformatlon is information with which server devme 104

conﬁrms whether or not the change in the address mformatmn (an IP address -

at the side of WAN, etc.) of information processmg devzce 102 is 1mpersonated

by a malicious user, etc. and a data structure of there_of 1s not particularly

ijmited Examples of the reply information are shown below speciﬁca]ly

Send back 1nformat10n sendmg section 10102 can be reahzed by a wire or

_ _wu'eless commumcatmn means.
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Confirmation information receiving section 10101 can
be realized by a wire or wreless conmrmuni cation
means. Send back information sending section 10102
sends reply information 20 cgpresponding to the
confirmation information to information processing
device 102. The reply information is information with
whi ch server device 104 confirns whether or not the

changeCbnfitatistldhfsmativheRBing¥bctAing B B8D1 rdbeives
the side of WAN, etc.) of information processing

denfixeeatiélinformatieh TN b6 or Mbvide TOUI 104N dITBE coffitation
and a data structure of thereof is not particularly 25

- liformation BxalsptrenioéquipRehtnbY. | ObRAFMALOA iRfoPmBRRAN
~bel ow specifically. Send back information sending

sendinghediiiidd seation 8 02GRLAT BE rOMiRBAWY £ wife oNv1BlRS S
comuni cation nmeans. 22 Confirmation information
sendivngéatReeimenng. secti on 10201 recei ves confirmation
information from server device 104 and sends the

- conf i rReplyafforhiHtei@dddens/FetefliRg bEQMIE 1608 RIBRbs 3y

Confirmation informati on ~sendi ng/receiving section

irffafiatian i él@@tﬂoﬁﬁﬁedﬁiﬂ)ﬁem 161 Qhd Weh@s €8S réply information to
conmuni cati on nmeans. Reply information

sandt dg/icet®L.vi ReplydforamatibdiiadiRgRicéRang 8ition 10202 can be
irnformati on from el ectronic equi pnent 101 and sends

tdudize@ by y with of Wkbless énmeickdlonda¥hsg 104. Reply
i nformati on sendi ng/receiving section 10202 can be

real i Zeshfivnaation irfobhatibh E198ihgGREAME ] 0804 10BrARBAfirmation

- 10. Confirmation information formng neans 104041

ndompatioan| iA datd structub of ¢ difirmAtibH PGt Gon [endtf
the confirmation information is not particularly
paxictbaly HinétedionfTHo@infiemat iohdn i AibrGsalyincRdey 46%
new address information, which was thought to be
addregeidiforafatitie whichrw! (hotighPtObe Ebang: X 6F tiCirférmation
el ectroni c equi pnent identifier of the electronic:
mguéssirendeviddorreledirbicieqeipHest deatifidr Bf AeCslsbi?onilequipment.

readi ng out information stored in
Forming includes also a processing of reading out information stored in

advance. Confirmation information forming means 104041 can be usually

- realized by MPU, a mémory, and the like.” A processing procedure in which

confirmation information forming means 104041 forms confirmation
info:_:mation can be 'reali'zed‘usually by software, and the softwé.ré 18 récorded n
a recording medium such as a hard disk. However, it may be reahlized by
hardware (leased line). | -

Confirmation information sendihg meahs 104ﬁ42 seﬁds the
coﬁﬁrmation information formed by conﬁrmation information forming means
104041 to information processing device 102, - Conﬁrﬁ:lation information

sending means 104042 can be realized by a wire or wireless communication

' means.

Reply information receiving means 104043 receives i'eply information
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‘receives reply information 23 correspon

advance. Confirmation information form ng nmeans 104041
can be usually realized by MPU, a nenory, and the

i ke. A processing procedure in which confirmtion
information form ng nmeans 104Q41 fornms confirmation

i nformati on can be realized uSually by software, and
the software is recorded in 20 a recording nmedi um
such as a hard disk. However, it may be realized by

BarrduRiRlind 6RERNINS of @dé"lfoh!ﬁ?ﬁfa‘tfoﬁ ihRfrB{ 4 £#8m information

sendi ng neans 104042 sends the confirmation

pRb LR IdeRidk a0Pe d RRY R ABbh Pébeivih h{@&ﬂsoibcfdaomafi%e

means 04041 to information processing device 102

COsliAl B 4 Qivel dH oIrBRL e&maﬁlﬁsmémﬁaeqﬁ@ns 104042 can
be realized by a wire or wirel ess comruni cation :

means: RBER! Moy LIdPA e FmuSaSory Mé%nﬁ@ﬂéﬁé—& ﬁé’%‘fﬁnnﬁs whether or

860 Eep®f idfHen S0 RS ORY kéﬁlg E%Emaﬁohfxe&m ng means 104043

information processing device 102. Reply information

ERG6hes NebriFaend A3 Ué@rrﬁ&aticﬁ?él‘g@ﬁ yofq‘eiﬁ\lflﬁf%atlon

Wi rel ess conmmuni cati on neans. Rep yinformatio

deteemithaidn fl2ank8 3030404044k ﬂﬁ‘tﬁhﬂrﬁ?ﬁm‘ﬁbﬂt h get@fmnfhuon

not the reply information received by rep

hlpbo iR d1Q8plySiaRiri b BB P mMIAAIB mea Al I1of40@«§ 1§deﬁcr1bed below
certain condition. Determ nation algorithmof reply

spticifidatlyl ORepHahfritdiadd d’étemmwﬂl@ﬁﬁs '1@40@4 can be usually
particu arly limted. Determnation algorithmo

Feillz¢d b MPUR I REmes), And thatilan @P}Iﬁ'aé eskddPffodedure in which

descri bed below specifically. Reply information

agile iifbRahtion d@ﬁ%ﬁﬁndﬁéﬁﬂed&%ﬁ@ﬁwﬁﬂﬂés}’a #0tdrBAhhEES can be

‘by MPU, a nenory, and the like. A processing procedure

¥oalithd @Bualle By Yoftwhes Bid (e SeveLEiis @édo&?dedTﬁ?Q Sedddd4

mekes a determination can be realized usuall y by

- meliwakach a8@ Kid Gt VEbRever, 18y BeGehRzdl Efﬁawdvéh% eased

medi um such as a hard di sk. However, it nayb€ realize
Iwe)har dware (| eased 1ine).

When reply information determination means 104044 determines that

* a certain condition is satisfied, updating means 104045 rewrites third address
' information or/and a third electronic equipment identifier of the electronic

~ equipment address information containing third address information that is the

same as the first address information contained in second address change -
co_nﬁrinatiOn information and a third electronic equipment identifier that is the

same as tho first electronic equipment identifier contained in the second

- address change confirmation information to second address information orfand
_a second electronic eqmpment 1dent1ﬁer contained in the second address change |
7 'conﬁrmatlon information. Updatmg means 104045 can be usually realized by
_ MPU, a memory, and the like, The proc_essmg procedure of updating means
: 104045 can be realized usua]iy by soﬂ:wai'e, and_ the software is recorded in a

- recording medium such as a hard disk. However, it may be realized by N
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- 15 When reply information determ nati on nmeans 104044

determnes that a certain condition is satisfied,
updati ng neans 104045 rewites third address
information or/and a third el egtronic equi pnent
identifier of the electronic equipnment address
informati on containing third address infornmation that
is the same as the first address information
dondsiane Qehgedke)nd address change- 20 confirmation
information and a third el ectroni c equi pnent

- i dent i fHaeiddfedr, 415 opéi@tiondFEhasnfold atiohProdBhls RRtdn is

equi pnent identifier contained in the second address

clesageed: o FirstiRhh@petation oBlbeRoRie o§AFAASNAUTT Bfescribed with
information or/and a second el ectronic equi pnent

- irdfrbadd terthe divwahaesshowi ieFRGcPNd address change

confirmation information. Updating nmeans 104045 can be
usual | ¥Stepes 110} Fingt 28dP8Y chan & BRrmARéh {kT8rthh#i6n forming
The processing procedure of updating nmeans 104045 can

izectien I 1(Fdetesmaddsywhythe8bi wot &n indiuttien sOEdnMBheah Bddress
recorded in a recording nediumsuch as a hard di sk.

idhapyewas irécoivethe Whah ithe thdtructibn foddofienfan h8dseRd change is
line). Hereinafter, an operation of the information

reeedest; ithg steypsioents stepdHIO2] Aad whd gid Mstriidtion €6 adhfth an
of electronic equi prment 101 is described with -
neflessercheng®id st rebeivedaht stdipydiurns fd S11d1L. 5 (Step

- 51101) First address change confirmation information

f or m n{Step SN 0RNFirdO3d dieke thamescodfahittiordinfi@hatidh forming
instruction to confirm an address change.was

- sectiiny B3 dMemstiiiet hddiosy thfosinationdesthi firdt afdadsd iebsmation

change is received, the step goes to step S 1102, and
eturagé bectionstlodction to confirman address change is
not received, the step returns to 51101. 10 (Step

51102) (Step $1168)0Fiestsadhesgehaarf donfiiaod MigmEidPfirming

. formng section 1103 obtains first address -

sedtanH0B@whthinem first slectibeli sguibfiedt iBéhiRfer S5RAAGE electronic
section 1101. (Step S1103) First address change
equipniemtidaitifier gormeiseotibe1M0ng

(Step S1104) First address change conﬁ.rmétion information forming
‘section 1103 forms first address change confirmation information containing the

_ﬁrst address information obtained in step $1102 and the first electronic

- equipment identifier obtained in step S1103,

(Step S1105) First address Cha'nge confirmation information sending

section 1104 sends the first address change confirmation info_rmation formed in

Step S1104 to information.processing device 102.

(Step S1106) Confirmation information receiving section 10101

" determines whether or not confirmation information was received from

_informa_tio'n proCessiilg deVice 102. When the confirmation information is

re_'ceived, the step goes to step 81107, and when the confirmation information is-

not received, the step skips to step S1109.
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- OCcurs 1In

section 1103 obtains a first el ectronic equi prent
identifier fromfirst electronic 15 equi pnent
identifier storage section 1102. (Step S1104) First

" address change confirnation i Mrmation form ng

section 1103 fornms first address change confirmation
information containing the first address information

bt nd. the. first .el ect

Squf"'pEiﬁ%dp%dﬁ??Pﬁ?ééﬂés‘?a%%eam P b pon 10193 s send
ghhbﬁn address change confirmation information

sendi ng €&CTion 1104 sends the first address change

o or B STl L 4R 16 condt
10101 .
SELMACRIA A AR, SRR GRS Aot Rinadevi

regei ved from 25 information processing device 102.
en the confirmation information is received, the

i or SRR S BOP R Ph R B e DA REITRY epen 1

A e e

A e Db e L ROPHE Wb e oot 26 gi}@% Hatghore that

fifdolt B R BT ORERT LB R hESea 1O§th8 SE Bidipss change

'corrpi et ed ang %‘Aﬁen e @Sﬁ;%@{éﬁr th: uﬁf{%g:?hﬁgmid%ﬁmer
06, No

b codd 1 50 Ry B SO0l BB S e e

s Sha %dgress change 10 confirmation information was
sent . ectroni c equi pnent 101 holds a tinmer. The

case ofe H ?ﬁg)lﬂe déﬁoéiégfﬁ#?%c r]éf fug%‘é@senﬁg dg%c% q%gqs described
with reference to the flowchart shown in FIG. 12.

(Step S1201) First address change conﬁrmanon mformatmn forming
sectron 1203 determines whether or not ﬁrst address change conﬁrmatlon

information was recelved When the first address change confirmation

E 1nformat1on is recerved the step goes to step $1202, and when the first address
E change con.ﬁrmatzon information is not received, the step returns to 81201
(Step S$1202) Second address change confirmation mformatmn forming -

section 1204 obtams second address mformatmn from second address

1nformat10n storage sect1on 1201.

(Step S1203) Second address change conﬁrmatzon mformatlon forming

“section 1204 obtams a second electromc equzpment 1dent1ﬁer from second

electromc eqmpment identifier storage section 1202.

(Step 81204) Second address change conﬁrmatlon 1nformat10n forming

_sectzon 1204 forms second address change con_ﬁrmatlon mformatlon by wr1t1ng
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Next, an operation of information processing device

102 is described wth reference to the flowhart

shown in FIG 12. 15 (Step 51201) First address change
confirmation information formag section 1203

det erm nes whether or not first address change
confirmation information was received. Wien the first
address change confirmation information is received,

t the sscapl ybdress informpticn 20Byinediih steprS1202 4nd she second
address change confirmation information is not

rededrudd equipmesttadentfier olstaimedih2dp SAQ08 Shehe S1a0@)dress
Second address change confirmation information form ng
sehamige nor20ratin arfosmséionnd address i nformation from
second address _information storage section 1201.

(Step %3ep3F120:5 Sedond dddssss chamgecadivinatiod irformation sending
information formng section 1204 obtains a second

elegion dROE syl thessecond eddidss ehaigeoeosfaneatdor? mformation formed
el ectronic equi pment identifier storage section 1202.

(i8tséep S12MUo Sevendeddeiléss change confirmation
information formng section 1204 forns second address _
change (StepfS 1266 iCom firnfadiomeinfamationsdding/réivinhsection 10201
second address information obtained in step S 1202 and
tdesersmines whetheron woti condgoispivann forntetidaf wes rediwidiecm server
in step 51203 in-the first address change

dlewicerl®dt | Shamther cradfiromtiqnSndpnBkaabis Beeivad, drdtessoes to
change confirmation information sending 5 section
BPe5SB2VH endl hvehese thn cordtuinat s intfiemggetion if hotnmiceivad, the step
information formed in step S1204 to server device 14.
©Binsgostqq08121®nf i r mati on i nf or mati on

sendi ng/ recei ving section 10201 determ nes whether or
not co ?Sﬁep #6206 h Confiomadionanforas tivecending/feeiniag seation 10201
devi ce 104. \Wen the confirmation information is

serds thedronfinmatioapnfoesation fd@ewed pn St8031206 tb eleetmonibe
confirmation information-is not received, the step
sRigpnarnd Kxlep S1210.

- (Step S1208) Reply information sending/receiving section 10202

determines whether or not repljr information was received from electronic

' equipmént 101. When the reply information is received, the step goes to step

-51208, and when the reply information is not received; the step returns to step

S1208, |
(Step S1209) Reply information sendingfreceiving section 16202 sends

the reply informatibn receivéd in step S1208 to servéf device 104.

| | (Step S1210) It is determined whether or not time is out. When it is

determined that time is out, the processing is completed, and when it is B

‘determined that time is not out, the step returns to step $1206.

" Next, an operation of server device 104 is described with reference to
the flowchart shown in FIG. 18.

o (Step 81301) Second address change conﬁrmat_idn_ information receiving
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(Step S1207) Confirmation information

..sendi ng/ recei ving section 10201 sends the

confirmation information received in step S1206 to

el ectronic equi pment 101. 159GStep S1208) Reply

i nformati on sendi ng/receiving section 10202 :

determ nes whether or not reply information was

recei ved fromelectronic equipnent 101. Wen the

segion 1412detatinimesivehethee by adt sédoadiddRe gad@inke cshfBnation
51209, and when the reply information is not received,
ipformptipn vetsurensived. sHARN tht208n2addiBke phalz0@nfirenition

i nformation sendi ng/receiving section 10202 sends the
iformatioh s reckived, thecstoy @des to StepS130208nd ¥1earthe second
device 104. (Step S1210) It is determ ned whether or
addrass change curtfirmitiam irformsatioke inel reesivtfathetstéf rétarns to
out, the processing is conpleted, and when it is
gepeyIilled that time is not out, the step returns to

step 51206. 25 Next, an operation of server device 104

i s des@teh8d302) Beteefinstiae sédtiort 10T take6 bat fr&htitesd
FIG 13. (Step S1301) Second address change

bdormhation coxtainedinmthieisecondaddrdss ghige sadirnmitickdormation.
det ermi nes whet her or not second address change .
conf i r(Step 52303 Determinaformestionchi0saRkeybansdHBad address
second address change confirmation information is
wmdemnation carteirsrldp theescdml sddpssiBige @idirmagivon! idGormation.
second address change confirmation information is not

r ecei VStkp Sh30$tRiermination sertioh BI0Srobii3@ds thehan address

n withathesecand addess defdrinativheo .o ddtaatineSFhether or
change confirmation information. (Step 51303)

mdttheyiageas withsech otlerl 4 ¥Bhémklesy agee Seclo baclackiceSihe
informati on contained in the second address change

Rygnéssigisicompletiedy amd indien the) doSictmgPdd@dth each other, the step
Det erm nati on section 1403 conpares the first address
goes to step S1305. Note here that since the processing is completed when
they agree with each other, in such a case, server device 14 is to abandon the
received packets. |
 (Step S1305) Confirmation information forming means 104041 forms
confirmation information. - |
R (Step S1306) Conﬁ.imation iﬁformation_ sending means 104042 sends
the confirmation information formed in stép 51305 to information processing .
device 102, | N |

(Step S1307) Reply information receiving means 104043 determines

" whether or not reply information was received. When the reply information is
. 're_ceivéd, the step goes to step 51308, and when the reply ini'ormatioﬁ is not -

~ received, the step ret_urné to step S1307. |

(Step S1308) Reply informatioin' déferm_ination means 104044

determines whether or not the reply infdrmation received by reply information -
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information with the second address information so as
to determ ne whether or not they agree with each

ot her. Wen they agree with each other, the

processing is conpleted, and when they do not agree

wi th each other, the step goes to step 51305. Note
here that since the processing is conpleted when 15
they agree with each other, in such a case, server
devéivmglumenns 1040dSandinfiet heertAnRLHAHIRAC MEhdn thSt@Rain
-S1305) Confirmation information formng means 104041

feonduiorcorbtisfred,ithe stalf goosrbisesp SIS0SRMABAS) the certain
Confirmation informati on sendi ng neans 104042 sends

- 2onditrcisniot satisfial) the peocessingrs E@m en step S1305

to |nforrrat| onggrocessn ng device 1 (Step 51307)
Reply (@fepr$Ea0 Uﬁchtmg\mwmam&%s(iﬁﬁﬁrdﬂdﬁﬁ

- whether or not reply information was received. Wen

thidrmepiop drfenk arthird slectronteeqiipatbnt At SRR IRRErdilc
step S1308, and when the reply information is not 25

. pquyimen, addmssicéqmnumaﬁ émltbﬂnﬁtgﬁtﬂuﬂ]é’tm}ess(lﬁf(ﬁﬁléﬁ&g @greeing

Reply information determ nation nmeans 104044

watheth fies adde¢dsdnformation donairedl i the sesdmdldd@ess change
received by reply information 28 receiving neans

conftvrgation nbimation aad bathird eledirohiyequip@ent IR nE¢HTdraigheeing

| -condition is satisfied, the step goes to step S1309,
wich theciirst Iehecmemi@eqmpmend idértifidrscon@iinsdin fhd 8SbonHNRdress

processing is conpleted. (Step 51309) Updating neans

- doaregescondinniation infirmhtiticioessond addfexs MBior@ALRE @h®a second
. third electronic equiprment identifier of electronic

elgotrpnierquipiiens slentifior bmitatned dntlal ficosd bHdfdsnesS
information agreeing wth the first address

 ¢ovfmmtiowinfonmatiomed i n the second address change

.confirmation information and a third el ectronic
-equi pnidnte heterthit irethealfpveciarg sheiviaint 1€, 18] 8étermination sectmn

- electronic equipnent identifier contained |n t he

paitdasdy the first address information with the second address
information so as to determine whether or not they agree with each other.

However, determination section 1403 may determine whether or not the first

 addreéss information and the second address mformatlon whlch are contained
- in the second address change conﬁrmatmn m.formatlon agree with each other,

- .and whether or not the first electronic equipment 1dent1ﬁer and the second

electronic equipment idehtiﬁ_er, which are contained in the second address

- change confirmation information, agree with each ot]ier

Heremafter a specific operation of the mformatmn ‘processing system in

- the second exemplary embodiment is descnbed The conceptual d1agram of
this 1nformat1on processmg system is the same as that shown in FIG. 6.
'Furthermore the server dev1ce stores the electromc equ_lpment address
7'1nformat10n management table shown in FIG 6. Furthermore the electronic

= equzp_ment isa personal computer, and the information processing device is a
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10 change confirmation information to second address
informati on or/and a second electronic equi pnent
identifier contained in the second address change
confirmation infornmation. Noteghere that in the

flomchart shown in FIG 13, determ nation section

1403 conpared only the first address information with

the second address 15 information so as to determ ne
whetener or not they agree with each other. However,
determ nation section 1403 nmay determnm ne whet her or

not t hénthe séconddsempdariyndmaboditicomn, whentthe seR®Mvice
address information, which are contained in the

detrrndnes) dassd onftha gecondniddrass élamdendalifat R, infFaAfion sent
wi th each other, and whether or not the first

Stoen thomiutes ghiptiendddrdentrifbination f tREraReO (o éfample, an IP
el ectroni c equi pnent identifier, which are contained

- prdtdse as ébe nidlead WANS chafgdsy ﬁ)r%ﬂﬁh'ﬁiaﬁ)h%ereof it sends

informati on, agree with each other. Hereinafter, a
scpﬁmnﬁateomnﬁ‘onnannn 06 thidreouitet. orTHdn, @he P61EfRRSEMY information is

‘systemin the second exenplary enbodi ment i s

sescivithe dlechivaicentppions vidltlkorameaf Thd, &eplpflﬁfdfﬁidtﬁﬁ is
E@ocesm ng systemis the sane as that shown in FIG 6.
nfedrintbe mlectrortibequpmentt adedene 6 t06 srvbRdevice via the router.
el ectroni c equi pnent address information nmanagenent
Atbhie thheywhem thé fplfinfrmabenipbased Hie afkefiih eMhdition, or
equi pent is. a personal conputer, and the information
wheuébe irep]y deforomtion ia rééived)she servied defiRe 3600865 the managed
exenpl ary enbodi nent, when the server device
electzomicieguiprhentaddess heormation neditRatertitablie _
confirmation information sent fromthe router, that
the adderss, thefmooesingbafbrd e sepvéredeviéodetexmmidsethafithe
IP 5 address at the side of WAN) changes, for

~ addrebs idoimation ef thef roultér dentes andrihierpreédseihg in which the

information to the router. Then, the confirmation

demfer deticeoupdates she elet:n-onieaaq@mteﬁﬁ Bt dre2d ihiofakion a
the router. Then, reply information is formed in the

maeagememt:taéﬂmamtﬁretsameias deécribedtihghe dirvbéxdifplaeg Vi a

the router.
embodiment. Herei.n the processing after it is determined that the address

 information of the router changes and before confirmation information is sent

' reply mformatlon is recelved and it is determined that the electronic eqmpment

address information management table is updated is described specifically.

Firstly, a first example is descrlbed N ow, 1t is assumed that packet (1)

~ shown in FIG. 14 (same as packet (1) shown in FIG. 8) is sent from the

electronic equlpment to the router and that the router forms packet (2) shown

in FIG. 14 (same as packet (2) shown in FIG 8) Then, the router sends packet

(2 to the server devme Next, the server dev1ce determines that “third address

25

1nf0rmat1on and th:rd electronic equipment 1dent1ﬁe " of the record of “ID = 2"

in the electromc equlpment address mformatzon management table may be

‘ updated accordrng to packet @).
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25 electronic equipment. Next the electronic equipment receives packet 4

At this time, when the reply information is based on a
certain condition, or 10 when the reply information is
recei ved, the server device updates the nmanaged

el ectroni c equi pnment address iggf or mati on managenent

tabl e. Herein, the processing before the server device
determ nes that the address information of the router
changes and the processing in which the server device
updat e Nexhethelseeteraduviceefyuingfonexanigie aickef (3) ghéwarin FIG. 14.
15 managenent table are the sane as described in the
fRacket X engirdirynatiorbodormeation, HeTleatnis th By, [the aessir M@vice
after it is determned that the address infornation
afssighe thochaigedidhaddrean df thefroueers (219, 12019083.” to “DA.”
information is sent, . reply information is received
dhdtharmore ddicesenveredb ittod ssidiss thleatiangsd @oebhBBAbS the
address informati on nmanagenent table is updated is
eézotroniesndpmeint, ‘A oy’ D20 Fufidieriord thielseiver et skigns “17
described. Now, it is assuned that packet (1) shown

ito “Phia.” 1WHesethe sexvandddte 4skjgisdtaio FDafd"Gnd)1”iis returned as
sent fromthe electronic equipnment to the router and

itia) theherverudevicd determpeskbit (B9 cldipad TP addeSs ofl¢he router,
gsarre as .packet (2) shown in FIG 8). Then, the router
S2HH26:29468” axi@thé chamgedgery anndairiof ¢he b&‘ctronid@,]ujpment, “1,”
server device deternmnes that "third address 25 _

and cormedt inafotrmanidn. t Ailrad ieteety ik detguiipns® that the received
identifier" of the record of "ID = 2" in the

pheckat (Bhis noé imippreemia tediifenatiod butesirost infnageaisnt That is to
tabl e nay be wupdated according to packet (2). 30

plax hereihsthearply irdesmatiof deteemihatios xesmisaof thacksier [d3Yice
shown in FIG 14. Packet (3) is confirmation

feteymases that aTdeatain sonditiayis shtiefiekwhen digsiof €he body part
assi gns the changed I P address of the router, :
(gdoat? 6f tlavisedn confiomaEAn infoFniativer agree witlh daﬁﬁoﬁme body part
devi ce assigns the changed port nunber of the 5

@laytaadd of theerpobived neply" lilforniahoIDP Notedrbehabtle, vdlhe “1” of the

server device assigns "1" to "Data." Wen the server
glewieomentionagh®D4th” is infoRattion showidg that thetaddied chsinges.

it is, the server device determ nes that the changed
Farthddmness asfthe lvalucoft thie above-mentioned “Data,” the changed IP
address of the router, “219.126.194.63,” and the changed port number of the
electronic equipment, “1,” may be assigned. In such'a case, it is preferable that
the electronic equipment reads out the changed IP address, “219.126.194. 63”
and the changed port number, “1” and records them in the electronic

equipment. Furthermore, needless to say, as the above-mentioned “Data,” a

- character string such as “confirmation information” may be assigned.

Next, the server device sends packet (3) shown in FIG. 14 to the router.

‘The router receives packet (3), forms packet (4) and sends packet (4) to the

3 (conﬁrmatlon 1nformat10n) and forms packet (5) (reply mformatlon) Herem

~ the electromc eqmpment uses “SA”, “DA”, “SP” and “DP” as the reply
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"219.126. 194. 63" and the changed port nunber of the

el ectronic equipnent, "1," are correct information.

That is to say, it is determned that the received 10
packet (2) is not inpersonatedl nformation but correct
information. That is to say, herein, the reply

i nformati on determ nation neans of the server device-
determ nes that a certain condition is satisfied when
daformationrranppay inpacket (Pagnd dPptwioftthe replytinformation uses
confirmation information agree with data of the body

phlata’ ¢ighy iconfiymation ieformesione d Thug) seplnindormation (packet (5) is
Note here that the value "1" of the 15 above-nenti oned
foprned. | Themithe plectronicsemupment sends packetl @9)deshe router. That
changes. Furthernore, as the value of the

ap by sayhiha elepiwenic pguipmenhknewa blatd Deta” eoitnbesl inf thelreceived
router, "219.126.194.63," and the changed port nunber
epnfipmatien srformation dguserhfort“Data” of theyreply infmimgpatéch. | n

such a_case, it is preferable that the electronic

“equi prdlert.rthadeutarreedivespackes d5), formisiprcket (6) and sends packet

@3(9 126.194. 63" 20 and the _changed port nunber, "1"

repl drfgsmation tothensereendevioni Thesprivendenice receives packet

Fé;drherr_mre, needl ess to say, as the above nentioned

{G){reply informationt and checksiyhethen oanot thewalugwf  Bata” of packet

infornati on” may be assigned. Next, the server device
d8slpacsiete {ie)vadne of Dataf ofpadkett(©) traplyrivforeratiomhe”l,” it is

router, receives_packet (3), fornms packet &4) and sends

gatermingdithatpacket &3 ivp aightamcketacqndaddreppshangee

el ectroni c_equi pnent receives packet (4) )

confpmatian 1rtfﬂrmihi11@5rrand@h¢ serveridevies rpweites “thind addysky

information). Herein, the electronic equipnment uses

adgrmatigX and Yirirdzelgetropic eguipment wengifel” of theaenend of AID = 27

“same as in_packet (1), and "Data" of the reply

phihsrsteredsleqizenic eqmpmentgrddress defmatien mmmagement table to

Cipformation. Thus, reply information (packet (5)) is

A nerfl ‘S eof packet @) ecAs srendianpd ghovet “thinddxldyeskistformation”

(p) to the router. That is to say, the electronic
egaenrd afnbiks 2 reftthe plactronioequipmentiaddréss infuoaatemh

5 confirmation information is used for "Data" of the

mgpagenanbiatde becomese19. 13619468 sand &deiddsctyoricerquipment

(5),..farns packet (6) and sends packet

e
 identifier” of the record of “ID = 2” becomes “1” (see FIG. 9).

Next, a second examplé is described. Now, similar to the first example,

it is assumed that packet (1) shown in FIG. 14 was sent from the electronic
‘equipment to the router and that the server device received packet (2) shown in

FIG. 14. Then, the server device determix_ies that “third address information”

and “third electronic equipme_nt identifier” of the record of “ID = 2” in the
électrpnic equipment address information management table may be updated
according to packet (2). | | |

Next, the server device sends, for example, packet (3). shown 111 FIG. 14.

- Then, the server device checks whether or not reply information is received

from the routerin a predetermined time. ‘When reply information is received
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(6) (reply information) to the server device. The

server device receives packet (6) (reply information)
and checks whet her or not the value of "Data" of

packet (6) is "1." Since thegyal ue of "Data" of

packet (6) (reply information) is "1," it is 10

determ ned that packet (2) is a right packet (second
address change confirmation information), and the
ﬁmm/éne tenter in & preddismireld tithoptllf 859er 46108 BBfekPines that
and "third el ectronic equipnent identifier" of the
peckutd2bis 4 tiBhtpatket $ecbhé adidesRthohgs bR fHatioh hﬂﬁﬁﬂhtlon).
address informati on nmanagenent table to "SA" and
Bhepaakaientidhed AbovE nhé esgdr Ao ,rew&'ﬁbé ﬂ:hﬁ@é&c&%ss
information" 15 of the record of "ID = 2" of the

mfenhaﬂnn’toﬁmﬂel reo@fdlof &0 =eBSin ﬂ]l‘e‘lélé@;i‘(bxﬁﬂ eq PSR Ritress

“tabl e becones "219.126.194.63" and "third electronic.

adfoimation mantepidrtesblead “Rig. 12690bBI fandl “Phird2lectronic
becones "1" (see FIG 9). Next, a second exanple is

- epsipmidutddedifier” of thd Bcotdof fIB £igrgp“gxanple, it is

assuned that packet (1) shown in FIG 14 was sent from

" the el Nekt, anfhérPékaanple psraoscriled, hNsw whailaa g tlﬁé‘ﬂiisizteﬁﬁmple

server device received packet (2) shown in FIG

IEheassurhed siestverckde () showatiar MIGIES whabent! fibinckhadis@fonic
information® and "third el ectronic equi prment

eqlaptiehit ¢o thofoutbeand chatthef serté devdce rdteivid packet (2) shown in
el ectroni c equi pnent address information managenent

FHRI Bl mélhere thp datved deviee dethiratink 9 thackbird (adldre@finformation”
Next, the server device sends, for exanple, packet

- 418) “thinelrelectoiic @quipmentlidentifiefeofitieietordfi“TH CIreigkhe

whet her or not reply information is received fromthe

 elestr@riciequipmpemstomidress indekhation nezeneittablef QaFBE ivpdated

is received 32 fromthe router in a predeterm ned

- ddcomling e packetd®). devi ce deternmines that packet (2) is

a right packet (second address change confirmation

i nf or iitie soryer ddtienserds, fRrixaeisld, £(3)ihowatinVEIG. 14.
‘device rewites "third address i nformati on" of the

Tl the efectroBicediiipinent hecetveqidcket () ShowRIFIGIAd! € Then,

5 informati on managenent table to "219.126.194. 63" and
the elactiroslieequipnienit encrypts data of packet (4) by algorlthm such as SSL.
Then, the electronic equipment sends the ent_:rypted information to the server

device via the router. The server device receives and decrypts the encrypted

'infdrmation. Then, the server device determines that the packet (2) is a right

packet (second address change confirmation information) when the decrypted -

_ mformatlon (reply mformatmn) satlsﬁes a certain condition. Then as

mentmned above the server dev1ce rewntes “third address mformatlon of the

record of “ID 2” in the electromc equlpment address mformatlon management

. table to “219.126.194. 63 and “tthd electromc equlpment identifier” of the

26

'_ record of “ID = 2" to “1 ”

 As mentloned above, according to the second exemplary embodiment,

when it is determined that address information with which the server device
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equi pnent identifier" of the record of "ID = 2" to
"1." Next, a third exanple is described. Now, simlar
to the first exanple, it is assuned that packet (1)
shown in FIG 14 was sent fromgthe electronic

equi pnent to the router and that the server device

" received packet (2) shown in 10 FIG 14. Then, the

server device determnes that "third address
perds imdoinoation amthe' i!nlﬁdnmiat@duepfdc@ﬁﬂiﬁ% daticR B3 electronic
identifier" of the record of "ID = 2" in the
efieipmentiidertfiepotihe detdrass equipgicTRichaRetR A6 QBB device
tabl e may be updated according to packet (2). The
senfummns whetler cramptshe Heterexinatibe is pighk Gkhéther DDA thdpacket is
FIG 14. 15 Then, the electronic equi pnent receives
pupésondyl Ishawalidods werlebe.). ThERereby hetd RELELRIfGrmation is
equi pnent encrypts data of packet (4) by algorithm

- BokhnpstigShangdd by a drheke] eet, 5ohat BRUIDRBItySS MeSehda.

encrypted information to the server device via the
Forthermof dbysarcrgptingvéle infkesiavion Bl odHehmivehtREESL
encrypted information. Then, the server device

- Gecaraacket ldyer), therqlabikty it Barther sodrbadiid. 20 packet
(second address change confirmation information) when

the del¥otephiee thahimthededcond exapplary Rhehdiined)the server device
satisfies a certain condition. Then, as nmentioned

condirmediwietherve motithe rezeivedisbé@n] Addvietsc E&onfirmation
information" of the record of "ID ="2" in the

 Infagmatin was gqighibymtarioeradgerithh Oicwé Nt Herdvageniition is not

table to "219.126.194.63" and "third electronic

Paqticplarht lindted fofthe bové-nidigiczbdreraiple®§ Fdidxanddle!id the
“1." As nentioned above, according to the second

finst eppamaple, éniscrisnmet] thatvbiensdrver devles andithe dldchhic equipment
address information with which the server device 33
kyenwithe wiumbenobtainedby hddinf AP tatDath fe6efifiatiof SXfieRation
or an “el ectronic equipnent identifier of the

becamer Daita” eftrephninformaidngesin suth HeisethaleMicHiBnic equipment
confirms whether or not the determnation is right

fomne répdy informattiontsy yeaatihg FBata”tp e AhahednBy¥mation

_malicious user, etc.). Thereby, the address _
hilorving “Data” of “1” is received. The server device receiving such

reply information determines that the second address change confirmation
infqrmation was right and may rewrite address iﬁforrﬁaﬁon, ete. aé. mentioned
.above; Furthermore, as the value of “Data” of the confirmation i_ﬁformation, |
the éhahged IP address of tlde router, “219.126.194.63,” and the changed port
number of the electronic equip_ment, “1” are assigned. | When thé infdrmation

in “Data” inside the packet replied from the electronic equipment and “SA” and

_ ‘_fSP” inside the packet agree with each other, the server device determines that

the secon_d address change confirmation information was right and mayl rewrite
the address information, etc. as mentioned above. That is to say, the server

device sends the confirmation information to the electronic equipment via the

- information processing device, receives reply information corresponding to the
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5 not unjustly changed by a cracker, etc., so that the
reliability is increased. Furthernore, by encrypting
reply information by algorithmsuch as SSL. (Secure
socket layer), the reliabilitgd4is further increased.
Note here that in the second exenplary enbodi nent, the
server device confirnmed whether or not the received
second address change confirmation 10 i nfornati on was
sendimglef thaeirdirmatiqomfotmatibn wedanay déteroind tharsightoess of the
is nott particularly limted to the above-nenti oned
sacenyddezecod adéveasrpﬁenge eprtfirenatiion Bforewaiiph basdd on she reply

.assuned that the server device and the electronic

sgforpation. The vernh &anedivey thebtepiyn sfotnyataoll algo ricludes the

"Data" of confirmation informati on becanme "Data" of

detsirpination tlsati the reply infoimation serightwithbet chevking the content
equi pnent 15 forns reply information by rewiting
vftheareplyoinfermsiemn whenf tihe raplyoim forimmdtonmist ieceived as mgentioned
Data" of "1" is received. The server device receiving
gbeve. reply information deternines that the second

address change confirmation information was right and

may r efnithermdrk, egerogrdmrinayhich, the pperagimnnafithe eledironic
above. Furthernore, as the value of "Data" of the
eqwipimendtin the seroodrexeinplary2@mbhéingdndwerdatized by esfwate is as
the router, "219.126.194.63," and the changed port

followsr -Thephregraine sllowsiaccopapritento execute aatep ofsalitgiadg first
When the information 1in "Data" inside the packet

adedrese inforoatioh etarkd dn ndwincs qustpprefiebtaiming 8Alrsyedectronic
"SP" inside the packet agree with each other, the
equipgiend adendifiareteredi incxlvanae; a firet addresscchange esnfirmation
change confirmation informati on was right and may
dormaldore rutieg sthir fforming finsttd dshressathanga sonBrmatioad
above. That is to say, the server device sends the
adenhatien containing thefirsiraddreshinforeationaind the firphelettronic
via the information processing device, receives reply
¢qiipment identifiari @ fpstraddngss chamge @afirgetitinngfoinatien sending
confirmation information and may determi ne the

stepiof sendingfthe fiest adsdresy ehnngecomdirmationssforheatis to the
confirmation information based on the reply

inforypation proceSing deviee; ' Hewdtrmatiomnfoapation néeivingi step of

al so i ncludes the

receiving the confirmation information from the information processing device;

and a reply information sending step of sending reply information |

corresponding to the ‘ccnﬁ';rmatilon information to the information processing |

- device.

o (THIRD EXEMPLARY EMBODIMENT)

- FIG. 15 is a block diagram showing an information processing system

according to the third exemplary embodiment. The information processing

system includes electronic equipment 151, the Internet 13 and server dévicé

154. Eléctronic_ equipnient 151 includes electronic equipment identifier = .

~ storage sét:tion_ 15101, index information holding section 15102 and send

~ information sending se_‘c_tiOn'l_E) 103. . Server device 154 includes electronic |
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determ nation that the reply information is right
W t hout checking the content 5 of the reply
i nformati on when the reply information is received as
menti oned above. Furthernore, 35 programin which the
operation of the electronic equipnent in the second
exenpl ary enbodi nent was realized by software is as
follows. The programallows a conputer to execute a
Sauppenipralafed; m&rmatm storagi¢ciegtion 101 rede¢toonis eqQuipthent
i.n advance; a step of obtaining a first electronic
ddeniphierindey eprrpspandence memagament saction 45402 send information
addr.ess change _confirmation information form ng step
Fecaipmgiseglion A 8403 and seformatiogaccesst sectian i16404.
information containing the first address information
and- t h&ileqtrenic epuipmentiidentafien phorage satbioni ¥5161 steres an
first address change confirmation information sending
elechromic equipmeant pdentifierrthas is adermagtion fandentifying electronic
confirmation information to the information _
SRBHEBeit g Examples obthemlestronic equinméntr identifiars include a MAC
receiving step.of receiving the confirmation
RAdsmsrarsan i addreshef thefelecizanio sapimunents and thelikee; However,
and.a reply information sending step of sgndin?'reply.
ARfedectEanie Aquipsment ddentdfienmay beranycmioimaien onlong as it is
information to the informati on processing 20 .

raatiop rqye toasrrary eangopeneNTThiselactbsiq equpment -

' b| oc%i,agram showi ng an information processing system

Aginigrmption thatgisaes depired te b daomaito, thitdeparties. For

ionf orgti on processing systemincludes electronic

exunplee Mthepsa MAG addrgssionan IPaddvess is keown éy madici®us third
154. El ectroni c equi pnent 151 includes el ectronic
Bathesnelectroniorquipment mayrhayecosssad feelys1¥ote hereghat a data
i nformati on hol di ng section 15102 and send

. stapstura of the eleptapnig cqipment wengdier Senopaxtionlady lisaited. It is

~includes electronic - - ------------- 35 equi pnent )
praferable thateleatronie eqvipmmeans idertifienstosags secsivn diflOhisrealized
' 1()equi prent ‘
y a

nonvolatile recording medium. - However, it may be realized by a volatile
récording medium. |
Index information holding section 15102 holds index information.

Index information is information used by server device 154 for identifying

 electronic equipment. A data é_,trucj;ure of the index information is not

pa’rticularly limited. When server device 154 has a table in which electronic

equipment identifier is stored, the index information is, for example, address _

- information of the table. Itis preferable that index _ihformation holding section

25

15102 is realized by a nonvolatile 1_'<at"',01'din,~3,‘r medium. However, it may be

realized a volatile recording medlum

Send information sending section 15103 obtainé index information from

: index_information holding section 15102 and sends the Sénd information

containing the index information to the sefver device 154. A data structure of
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identifier index correspondence managenent section
15402, send information receiving section 15403 and

i nformati on access section 15404. El ectronic equi prment
identifier storage section 15K}l stores an 5

- electronic equi pnent identifier that is information

for identifyi ng el ectronic equipnent. Exanples of the

el ectronic equi pnent identifiers include a MAC

4bdsend iformatibR iaddr psticafafintindtet t SumdCindsih Rietonding
and the |ike. However, an electronic equi pnent

isgetnon 15 HI3 afmybémeadlzyd ibiyf ot dromireless GG nASnicAtid® means.

i nformati on unique to electronic equi pnent. This

el ect r éctrameeguipnientQelated infbimation stofagematiion 15068 stores
is not desired to be known to third parties. For

eleztmoings equipmeat Mlatatitfernnation thad B infehesfon ldRaws

to malicious third parties, electronic equipnment nay
plectronssspdpinead) yThé\Ieleetﬂ@aI@qlﬁpﬁJeﬁt deltated BifoMBHH6R S one or
of the electronic equipnent identifier is not
pzoreipdedeanf infoinmtien related to elpéiebeicauprhbat. Examples of the
el ectronic equi pnent identifier storage section 15101
electrenid egeiprbBnbyelatadoinfednad fidreirichedy difowm #E6h (cord including
However, it maybe realized by a volatile recording
radPaddressdesporhhombet,izml thel like) dorsgsbbsing bad@2 viedetectronic
index information. Index information is information
egwgpments eEleetrodeyequepiieht frolatédiaifbithytiog st@lage keemdc15401
equi pment . A data structure of the index information

- ¢an h@reaﬂaeédma pomveriabilel tevbtding madtamsar v eolady kevording
"has a table in which electronic equipnent identifier

mediymgr ed, the index information is, for exanple,
address infornmation of the table. It is preferable

t hat i Bléetronivf cyuipmient ideaitifierdndectdroespohdefide hfanagement
realized by a nonvolatile recording nedium However,

- $actionyl 5402 starab anedeciromit atridpenersddestifier fr dicosssirdbelectronic

Send i nformati on sendi ng section 15103 obtains index
¢qvipment related orformatienx with corpespoadidiotcthirginges infoPmation.

- 15102 and sends the send informati on containing the

“(Gedesspondingrtal just mearshkhas ¢hy electieviiccayuliprhent id@itifier can be
structure of 36
obtained from the index information.” That is to say, there may be a record

containing index information and an electronic equlpment_identiﬁer, or index

information may be linked to an electronic equipment identifier, or an electronic

equipment identifier may be stored in an address shown by index information.

) Electromc equipment identifier mdex corre spondence management section

15402 can be reahzed by a nonvolatile recording medmm or a volatile recording

‘medium.

" Send information receiving séCtion 15408 receives send i_nfofmation

. containing jn_dex information from electronic equipﬁ:ient 151. Send

25

| infbrmatibn receiving section 15403 can be realized by a wire or wireless

‘communication means.

- Information access section 15404 obtains an electronic equipment
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the send information is not particularly Iimted. Send

i nformati on sending section 15103 can be realized by

a wre or wreless comunication nmeans. El ectronic

equi pment rel ated informati on gt orage secti on 15401
stores electronic equipnent related information that

is information related to 5 el ectronic equi pnment. The

el ectronic equipment related information is one or
ndewtifHomedon thefindeminformatibacentdinedireeindmfgmation, and
equi pnent. Exanples of the electronic equipnent

- ragtesseslelentronitatguipment taldied infamimtiorobadedesniDitd electronic

including an IP address, a port number, and the |ike)
fequipmentsidentifiene “Acceming”akfrs toséarchitpyupdetihg, deleting, and
El ectroni c equi pnent related information storage

dbefiken bfafnationaacesseectian 15404 byn Be neuyidy sédlized by MPU, a
recording mediumor a volatile recording nedium
Bheroorpand the likpeAtprocesiig precedunsdaf ishimaspanidesetsection
managenent section 15402 stores an el ectronic
dgqd0drensudllyorenlitzed by toftwace.e SEhegofewerd isapiually recorded in a
equi pment related information with corresponding to
recoriimganedivim sueh kon. hatd diglor ridewendli ftomap bejreslized by
nmeans- that the el ectronic equi pnent identifier can be
bordwareldasedlined. i ndex i nformation. That is to .say,

there -may be a record containing index information

and anHer@oaftenian euuratior of theteftihhtion pascebsidgsystem is
information may be |inked to an el ectronic equi pment
Heisnribetli e Firstly, zm opérationafietect e pawipmandaibiiit descrity.

be stored in an address shown by index information. 20
Electrondnequipmpent i tobtaias tindéeinfontation by esedrbgoE 6o as to
managenent section 15402 can be realized by a

ferny sanat infermatian dintginieg thenmtexsinfainedtidreané eondl #do server
medi um Send i nformation receiving section 15403 .
dedes 184 Btimnpgratsthich electmohic equignienddB1 sends the send

i nformation from el ectroni c equi pnent 151. Send 25

infeomation tnservereving 154 is hotrparftddartplintited. eal i zed by

awire or wireless conmmuni cation neans. | nformation

-accessNexc ahopetfd@tobisratndevice t5468 deaoiibed Giitiprafsience to

the flowchart shown in FIG. 16. -
(Step S1601) It is determined whether or not send information receiving

eection 15403 received send information from electr_onie equipment 151, When

. the send infermation is received, the step goes to step 81602, and when the

send information is net received, f,he step returns to step S1601.
(Sj!:ep 51602} Information access section 15404 obtains index

i.nforme.t_ion from the send information received in step S1601. Note here that

- the send information may agree with the index information. In such a case,

this step may not be neces'sarjr.

(Step $1603) Information access section 15404 obtajns an electronic

- equipment identifier from electronic equipment identifier index correspondence .

management section 15402 based on the index information obtained instep
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37 identifier based on the index information

contained in send informati on, and accesses

el ectronic equi pnent related informati on based on the
el ectronic equipnent identifi3& . "Accessing" refers
to searching, updating, deleting, and the I|ike.

I nformati on access section 15404 can be usually
realized by MPU, a 5 nenory, and the like. A
ﬁﬁggéssing procedure of information access section
15404 i s usual ly realized by software. The software is
usual | fie@@rﬁ@é%mfﬁnaat%@@e%ﬁsmgcmilﬁm%amasm dedtemic

di sk. Howeyer, it may be realized by hardware_ (| eased
Pﬂﬂ&mewgtﬁéﬂ&maﬁlﬁn@é elestiomic eduipment nélaterhiriformation

g ocessing Sf/stem is 10 described. Firstly, an

{9@?&% pesitiogr 10404 hasedpr the elastvomic eaipment edentifiechbtained in

ectroni ¢ equi pnent 151 obtains index infornmation by
g&?ﬂéiﬁq%ger so as to formsend informtion

-contaipjing the index information and sends it to

ser ver Hegamatter, psspecifis@peration obtheinfomasicarprasassing system in
uj nt 151 sends the send information to server
E‘&ﬁw@s&:ﬂp ry, gmhedimentisadaspribedr t BI. Ifi5isMesancepimal diagram
operati.on of server device 154 is described with
oldhenfrmation progessingpiriem. s Fidogiromic ByEpnient {18t 8 perver
1601) It is determ ned whet her or not send ' '
TReh A sammesieddp eralyotharatin dhe Integaet. e @iene informdtion stored

information fromelectronic equipment 151. \WWen the )
’?e‘i&’(? %@tﬁ?%ﬁﬂwm@t@@@eﬁhﬁeﬁﬁw@ deepnd sent/negeived paformation

_Sl%Z,_n&l Mhen the 20 send information is not .
qr& sgggg phgh tafensnee tQ FHG- 18 step S1601.  (Step

S1602) If&grﬁati on access section 15404 obtains index

i nf or & i 15 amealertronde aavipmasniddennfievisatored inrROMof the

%&Ol.. Note here that_ the send information may agree ]
HoRiG apHesnt, And indax wormatidn ihstarethieRAM bf theselegironic

may not b negessary 25 (Step S_lGOSldlnforrrqti on
ege%(@ggnge wkhenmars thhsenvas davice heldsralestronie ggipmeent

d.dentifjier fromelectronic equipnment identifier index
iden %‘fo’d}fg gkerespondence management section shown in FIG. 18, In this

lelectronic equipment identifier index correspondence management section, the

index information shows an address at which the value of the electronic

equipment idéhtiﬁé_r exists. Fu_rthermoré, the server device holds the .

 electronic equipment related information storage section shown in FIG. 18.

The electronic _e_tjuipment related information storage section holds one or more

 pieces of electronic equipment related information. The value of electronic

équip.ment identifier shows an address at which the electronic equipment

related information in the electronic equipment related information storage

- section Qxists. - Furthermore, the electronic equipment related information

_ -includes, for example, -“_IP,” “Port,” “lasttime” and “index in_formation.” “IP”

means an IP address with which the server device accesses the electronic

equipmeni_:. IP address is, for example, an IP address at the side of WAN of a
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managenent section 15402 based on the index
informati on obtained in step 38 51602. (Step 51604)
I nformati on access section 15404 accesses el ectronic
equi prent related information 3§ el ectroni c equi pnent
related information storage section 15401 based on
the electronic equi pnent identifier obtained in 5
step 51603. Hereinafter, a specific operation of the

~ inengeriaet shovppdetwernghe plecbmnicequipmenitiand theasptaardgvice.

enbodi ment is described. FIG 17 is a conceptual

diey¥ asm pert nwmben wothwhidnther dedssiinggsyshent is connected to the
El ectroni c. equi pnent and a server device are

dentact depstiomes oreanshide lestatimesvhent thevelectrShirrequipment related
i.nformation stored 10 in the electronic equi prent and
tinforgatipnis gewiittenand sent/recei ved information are
described with reference to FIG 18. In FIG 18, an

el ect r bntle elgie prantioriedatove; #he dlectsdmic equipm&@Moeks packet

the el ectronic equipnment, and index information is
dsenddnformatinm sontaining index anformationisarksdnds it to the server
Furthernore, the server device holds electronic ,
sguicpnelNext] the sexrver idewice reckivesceenddnfiomaeioe  Then, the server
managenent section shown in FIG 18. In this .
dewice pbisiies ingexinformatianfrom e senddnforoxatispand ebizéns an
management section, the index information shows an
glegirenie eguinpyneahidemsifien haying therenlot of themdex information as an
egui pment identifier exists. Furthernore, the server _
adgress figs the elpetronicxguipmient idpuitifiee idex tatresbondence
informati on storage section shown in FIG 18. 20 The
granagement seafignp nehen; theysenver dévceratiessesthor elgetronic
section holds_one or nore pieces of electronic

sawrpieas relatedindarmation yehich existhat amhddress ofithe vahmiof the
equi pnent. identifier shows an address at which the _
elegtropisenuinmentidentifiere| As epnitivhed mboivestherservier device can

el ectroni c equi pment related information storage

aess Bie alsgtronic eguintentwelatedtinfore asivi Iy usivecphic fndet
related information 25 includes, for exanple, "IP,"
nfpreation. | ast t | me" and "index information." "IP"

As mentioned above, according to the third exemplary embodimenf,

without using an electronic eq_uipment identifier, by using index information, it

- 18 possible to access unique information of the electronic equipment managed by

the server device. Therefore, an electronic equipment identifier is not stolen

when information is sent from the electronic equipment to the server device, so

that the security can be assured. Electronic equipment identifier is usually
in.foi‘mat_ion for accessing the eléct_ron_ic equipment. | When sﬁch inforzﬁétibn is
stolen, the electronic équipme'nt may be attacked variously from third p'art‘ies..:
- Furthern;.toré, according to the third exemplary embodimenf, the
sign.iﬁcance of accessing the eIe_ctro_nic eqﬁipment .'related information in the
server device was not described in detail. Howevei',' for example, in the '_

processing in the first exemplary em_bodiment or second ekemplary :
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means an | P address with which the server device

accesses the electronic equipnent. |IP address is, for
exanple, an I P address at the side of WAN of a 39

router (not shown) between theygl ectronic equi pment

and the server device. "Port" 1s a port nunber with

whi ch the el ectronic equi pnent is connected to the

router. "Lasttine" means the last tine when the

e¢rsbedivrent, Gpuigesnhetisidatfete sbnfepideRideaitingthe index information
rewitten. 5 In the state nentioned above, the

elinetthiy exenplagy epbedimémir ey heaked. (send i nfor mati on)

contai ning index information and sends it to the

ser ver Thiewifoanatiexprocesdng eystem dsad fof the GestwsengAne)
information. Then, the server device obtains index

i erhbedisiendis 45 futlotiseans enfrinationmrtbarinne) sedth ahsadai:

el ectroni c equipnent identifier having the val ue of

telectrovde rqitiphoenthan arform ation YRoesddiRsdevide) Bnll ASserver device, the
el ectronic equi prent identifier index correspondence _
redeciymieaquipendntancludigna firdteadheveinfeionation sELSS Ssction

the electronic equipnment related information which '
ekoring finst advraskdinémenation steowialgtien addicbe wit ®BidhotheCserver
equi pnent identifier. As nmentioned above, the server

dlevice sendminfanmation ththeindatmarion pesiesgnpevice] alfadt electronic
information by using the index 15 information. As
eantimendddabtifier stacager slictign tstortihg atflist eleetenR!cqfiiypment
embodi ment, Wi thout using-an el ectronic equi pnent
idrartifichrithat idinfosiatipn withxwhivhorhesnformation prioBessing device
possi bl e to access unique information of the :

. 8trdy infimea o tptterdlecteorig equipmenit) andadseinfoeiatien holding

Therefore, an electronic equipnent identifier is not

sedicsnhaldinghievdex miformmtion/a fisstsadirebs chardeeoaliesiatimni C

i(;g_ui pment to the server device, so that the security
armation fomehg setidon fordbtaiming Frerdddrdeninfbingitis from the

“usual | é information for accessing.the electronic

s, inf¥rema tsarcétorafeosertivh pob tagningtaofis eldch@nic equipment
el ectronic equi pment -may be attacked variously from
identidiep firom éke fifsirelévtromic equipasaitddestifier stoeaddboction,
exenmpl ary enbodi ment, the

- obtaining index information from the index information holding section and
- forming a first address chang_e confirmation information containing the first
- ‘address information, the first electronic equipment identifier and the index

‘informatiqn, and a first address change conﬁrmatioh information sendihg_ '

section for sending the first 'ad_dress change confirmation information to the

‘information_' processing device; the information processing device including a

- second address information storage section storing second address information

showi_ng an address with which the server device sends information to the
information processing device, a sécon_d electronic equipmént identifier storage
section storing a second electronic equipment identifier that is informétion with

which the information processing device sends information to the electronic

- -equipment, a first address change confirmation info'rmation'receiving section
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25 significance of accessing the electronic equipnent
related information in the server device was not
described in detail. However, for exanple, in the
processing in the first exenplary enbodi mrent or second
exenpl ary 40 enbodi nent, the access nethod of the
server device using the index information in this
exenpl ary enbodi nent may be used. The information
bEeceaying thy firetraddress flomgetenfirmatiosiafarhartion, a second
%di ment is as follows: an information processing
T8 ¢hieige gonfrmstieh enformaitionefymnpmg séctioarfor obtaining second
i nformation processing device; and a server device,
e wéarmsiion Squ thessecondatldrissdnforfiativh A6eiesBction,
i nf ormati on storage section storing first address _
iAPEdERE # secoslslpeitonin equipness idehtifieh ol thesdwshd electronic
device sends information to the information processing -
gavipmentidentifier stozage savtion caglifopming sécbeidt 4 ddregs change
storage section storing a first el ectronic equi pment
f@”ﬁﬁ@ﬁﬁmlﬂ ifprmpsioniby writiogrtheisecond addrebs elforhgtion and the
i nformation processing device sends information to
fheond| elegtramc equipmentadentifier imtlexfitstiaddpeds chanhe tetMenation
%%gti on holding index information, a first address
FgatieBrnd arerand addresy changencondirmatprsiedsineitidogending
obtaining first address information fromthe first
sefdonsier sendingdbe secondmddgessautrigenconfibmaitivnrigfantdtichtto the
el ectroni c equi pnment 15 identifier fromthe first
BFTYET Aoy Bé"giﬁ]%ﬁ@ﬁveﬂ drmed inichiding anadects@tit eglipment address
]%g_t ai ni.ng index information fromthe index information
HHPEnREoR storagm sealivn storing nge ar ot piackdrof edectivni@eyuipment
confirmation information containing the first address
i Pﬁg&f’ﬁﬁgﬁﬂh ontapmgdhint addviess afuimnation sndenthifd ectronic
and the index information, and a first address change

ePHPMeRh ideifiorrwithwormesparshivg g tRE eketvnivedudpment identifier,

~sending the first address change confirmation
T ESFFRRICHIWipmeRbidantifior iedéxocompespoadshagmienbenent bition

i nf.or mati on processing device including a second
Aerng a4 elesteoma envipmenridgetifiec firarcadshig thy: deapngic

address information showi ng an address with which the
cgapRentiaddiess dxfaomation ovith commspandihg to the index information, a
second address change confirmation information receiving section for receiving -
the second address change confirmation information, a determination section
for determining whether or not first address information and second address

information, which are Qontained in the second address change confirmation

: ii_]formation, agree with each other or/and Whether or not a first electronic

equipment identifier and a second electronic equipment identifier, which are -

- contained in the second address change confirmation information, agree with

ea_ch other, and an electronic equipment address information up'dating section

fo:; obtaining an electronic equipment identifier from the index infoi‘matio'n,

~ obtaining the electronic equipment address information based on the electronic

~ equipment identifier, rewriting_third address infqrmatioﬁ or/and a third
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i nformati on processing device, a second electronic

equi pment identifier storage 25 section storing a

second el ectronic equi pnent identifier that is
information with which the imaPormation processing
device sends information to the electronic equipnent,

a first address change confirmation information
receiving section 41 for receiving the first address
eleatgpaicopfiprent identifidraf ehichomic aqueown addadséatrmation
change confirmation information form ng section for
obntanmngdhsmcatttesondomsstiomagreving omtt thenfitshadgesend
address informati on storage section, obtaining a
sefopmdtieheontainedirethd yeend addeessidhinape towiomdttors axfontation
el ectronic 5 equipnent identifier storage section and
aodm thyrdelecirduizedngsnentidentifier agtéginmivitinthe first electronic
informati on by witing the second address informtion
aguipnient idextifier enéainedin the gecqmbad dresechid fgeeniifmiation
first address change confirmation information, and a

- deumatian de eswndrmtdyesscinfifrimatidn orfand haeonid dectsenidioqgipment

section for sending the second address change
vlentifiemgontinéhiovhesteicand addtdss change coefirmietior ifornsakion
the server device including an el ectronic equi pnent :
whendbe deterbunativn sectiodetgemaeet that the drstngldross tiformation
nore pi eces of electronic equi pnent address o
amd thevercond addnessiinformativr db adtlagres with eadnoilen oznHatathe
third electronic equipnment identifier with

Rst elecpromit equipment adeitiftaraml thespopdehdctioddnéqdipatent

an el ectronic equi prent identifier index
dentifspdndehegreeswdbenchotlsact i on 15 storing an

el ectroni c equi pnent identifier for accessing the

el ect riHmitbengore tlee infaddatias prodessingt systemiuséd for the second
corresponding to the index information, a second -
ex¢mplery embndimentritias feliovon i Tlhat iswb isay, in¢he abbvgmentioned
section for receiving the second address change
Ipfmiation pracessikg sysieing bhe eledaoricequapinent fatheoincltdes a
det erm ni ng whet her or not first address information
canfirmasiondnfurdradion @oeividgseviionar redeivingdhe confivmatien

~.in the second address change confirmation

ipforovation om thgriefrwiatioraankessihg devics st aseadbaclor

.not a first electronic equipnent identifier and a
inforoadion sending sertiogufop semting deplyi infematidn edrrespending to the
confirmation information to the information processing device; and the
information processing device further includes a confirmation information

sendinglreceiving section for receiving the confirmation information from the

_server device and sending the confirmation information to the electronic

equipment, and a reply information sending/receiving section for receiving the

reply information from the electronic equipment and sending the reply
information to the server device; and when the determinatioﬁ section of the
server device determines that the first address information and the second

address information do not agree with each other or that the first electronic

'e.quipm_ent identiﬁer and the second electronic équipme’nt identifier do not
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contai ned in the second address change confirmation
information, agree with each other, and an el ectronic
equi pnent address informati on updating section 25 for
obtaining an el ectronic equi pngpt identifier fromthe
i ndex information, obtaining the electronic equipnent
address information based on the electronic equipnent
identifier, rewiting third address information or/and

~ aagrhe m}ﬂa’%lchedther rthoietecepuiaqpiipmietde atldtérin®rmation updating

el ectroni ¢ equi pnent address information containing
tseictidn abideeesvéndericmbhtainsogi elechigniv dduiphent idettifier from the
address information contained in the second address
cindeg nfaond tionpdlitains the eleetonidequpthentididress information based
el ectronic equi pnent identifier agreeing with the
farr e ebdotminiongaipmadludprifiér, releritdsitherd adaterl MefdrinBtion
t he second address change confirmation information to
geionich thdrtt elestronicoequpinent idondifidr af sketrmieb@apn@mit @ddress
equi prent identifier contained in the second address
dhforgationrbhtaibingthird bddress information ddreeing with the first
determ nati on section determ nes that the first
adldressdnfonfrartivat ¢omtaineddn the ss@adnddrdss elsmnge confirmation
information do not agree with each other or that the
16formation enelcd thind eletronirentipindeniddrttficeandeting with the first
second el ectronic equi pnent. identifier do not agree
M&Chroakxﬁqumm idaentifiearoontained he thefevomdtddditess change
processi ng systemused for the second exenplary

eohlrh ateoxt mfermatlbnltb eesond Ekiresssinfermsation o¥ahfl@ second
above-nentioned ‘information processing system the
elesttonmraquipnenp idetiflarrdoheined o tldesecond=ddress change
confirmation information receiving section for
cextimatinn itfermatibnr mati on information fromthe
i nformati on processing device, and a send back
i nf or nBurthermendiinghs extimphary@miselithengs, telsyrver device may
information corresponding to the confirmati-on
nnfify thetindex informationftotheeleotropicagespiient dadithe eleeb@nic
the information processing device further includes a
equipiremh m aynacovnonlae theaiddox sefotinagione ¢ Ehersfyrs 4t id praferable
for receiving the confirmation information fromthe
thartvaeregiteyincw hividt Iresldétbenit bguipemdritrsteidsothel infdl et Iefbiwation is
to the electronic
re-writable recording medium such as RAM.

Furthermore, in the exemplary embodiments, it is preferable that the
server device encrypts the index information and then notifies it to electronic
equipment. It is advantageous because when a malicious third party obtains

the index information, the malicious third party can acceés the electronic

- equipment related information of the server device.

Furthermore, in f_:he exemplary embodiments, the index information
should be,changed' ‘regularly. Itis because a high security is furfher achieved.
In such a case, it is intended that the server device notifies the index
information to the electronic equipment regularly.

Furthermore, a program of realizing an operation of the electronic
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equi pnent, and a reply information sendi ng/receiving

section for receiving the reply information fromthe
el ectroni ¢ equi pnent and sending the reply

information to the server devidgde; and when the

determ nation section of the 25 server device

determ nes that the first address information and the

second address information do not agree with each

Sargrment bhsaftware injtherexemularberbodisepnts ioag follows. The
identifier and the second el ectronic equi pnent

irregra pllewg @ gempPUEr tagrasaitew stercefudhtamieg indexdnformation
|l ectroni c equi pnent address information updating

Ioadvmnceha stprafdornging semdaipferimmatiomeanitainting bhe index
equi prent identifier fromthe index information,

dptoxmaéionnand pater ehfending thnsend demeatdon tf thenseriveindevice.

based on the electronic equi pnent identifier,

“rew i t & memtionesdhahove sagoerdingdoithe pEessnt amerdiorh when

el ectroni c equi pnent jdentifier of electronic L
daiorpasinn fapenramaimiatiosr withi repent fe sherplegtrohicrefuipment
address .information agreeing with the first address

maraeediydie server dertreiin kent up do date, doatt earsbe hediuped.

confirmation information and a third electronic

‘equi prent identifier agreeing with the first

i ctroni c_equipnent identifier contained in the
ﬁfﬂ#ﬂléaﬁh PIIMYEITY confirmation i nformation to

- second ﬁeress i.nformation or/and a second electronic
¢ Prepemt ipvestiongielatien e aninfmadivoamecessing aystem ete.

equipn@ _
change confirmation information. Furthernore, in the
B Ehhelecizapis sioptnment and aservasrdeyiss commuyicatewitheach
the index information to the el ectronic equi pment _and -
pihere| Whengnifermadiayior saaweupisgtion subthrespect focthierpdestronic.
information. Therefore, it _is preferable that a
pEgPHentmapagad hynhesesver device isdieptmprto deterlead cap be
ingex information is re-witable recordi ng nmedi um

eds RAM Furthernore, in the exenplary
enbodi ments, it is preferable that the server device
encrypts the .index information and then notifies it to
el ectronic 20 equipnent. It is advantageous because
when a malicious third party obtains



the index information, the malicious third party can
access the electronic equipnent related infornmation
of the server device. Furthernore, in the exenplary
enbodi nents, the index information should be changed
regularly. It is because gshigh security is further
achieved. 25 In such a case, it is intended that the

server device notifies gﬁm@dex information to the
eI ectroni c equi pnment regu y. Furthernore, a program
real.i zing an operation of the electronic 44
1. Andpiaratiod bRte SR RgrR itk SEaErSr CrORBRE ARnt s i
mfonnﬁ?iorf&ldc@é@ﬁlgbcﬂé%?ce %@85&%@&&@@5 a conputer to execute

a step of obtaining index Infofmation held in

doveecsniaeqtippentfcohgrizingg send i nformati on contai ni ng
the index information, and a step of sending the send

i nf or gdlrbtaRldts ﬁﬁfﬁrtﬁ@ﬂid&ﬁﬁoﬂi@é is6@ionSstASngdTEfH: hadresk
above, according to the present invention, when

informbtidPSHEM LS Bn hadreSSPTHObIGAkHIRE eéj\dubﬁlehﬁﬁfﬁﬁ GHhidtPthkRBrver device
el ectroni c eC]UI prrent rranage the server device is

smuhlnﬁpnqunudhdaﬁbnnMandnoaﬁmhgdswdqced | NDUSTRI AL
APPLI CABI LI TY 10 The present invention relates to an

i nf or adirstelecpoaesmipigent Yddneifice ttoragei sectidil tbring a first
el ectroni c equi pment_and a server device communi cate

electropjeraquipmpent ldﬁnﬁ@r:r thah@nnfqmm@ti%wwmh theoimfRrmagian on
t db
processfyd BelifS Bl Bubitiate it pbuie sBRB Ry Can be

Syst Zﬁ?l&%ﬁﬁﬁiﬁeéq e P@ﬁl@hﬁfe?%ﬁa RS EHfaragg Section for
obtainihg Rt %Hfé%@ iBDRAARR £OmdRY ke ’ad@fégs NG Iﬁ-ﬁé’tﬁin &%Fs Section,

e electronic equi pnent conprising a first
obtaining b dirstaddotonii @fuigees éddntidier Sioat thedirkl ﬂédﬁ(ﬁh@iﬂé@ﬁpment
identifier storage section and forming first address change confirmation information

containing the first address information and the first electronic equipment identifier, and

a first address change confirmation information sending section for
sending the first address change confirmation information to the information processing

device,
the information processing device comprising

a second address information storage section storing second address
information showing an address of the electronic equipment with which the server device

-sends information to the information processing device,
a second electronic equipment identifier storage section storing a second

electronic equipment identifier that is information with which the information

processing device sends information to the electronic equipment,
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i nformati on show ng an address of the electronic

equi pnment with which the server device sends

information to the informati on processing device, a

first electronic equi pment iddftifier storage section

storing a first electronic equipnent identifier that

is information with which the informati on processing

devi ce nds, i nformation t he el ectroni c equi pnment,

a f1 1St RGP aUSsS R ¢ BTPIA RRCE Bng section for
first. address

) . btai i
Iir%e(% ﬁg;ﬁ%ﬁ&%ﬁ% . g%%‘:}?arn.rg?tcgl P@g’é’nilﬁ Qi%iqlbn st or age
" Gent 1 Per SlpRE e b e bR B e ming section for

bRERbr o ARG HrnAheR e thosrdnd adieRetonaysion

AR SockPl LB o ol Bleckini ngameah dotaram the
SPGB DTk e GRex ApemeRaer bt mad dapning second

BRSO P65SS R oS5 LN O BT e

T T T -
‘ ' i th whikch th devi d
TR Rl bl sgpver dovice sends

ot or i Hyee B s anBr shpanBa P et PG ta5apn for
| S 4 ti it h ich the.inf t . [
<t ATRcoBl aftafohe afiet oo eben tHGHRELEA P SHe AT

. .a_fihrst address change confirmation information

recerving section for receiving the first address

Chaﬂge hroation i.nformati on, a second address
cha-nge-seco%’i|‘?vr]f‘é‘i?odjﬁp’flwgr mati on forming section for

adcr 028 RRTTRELABIBSE addises Tlbrmaation shirah segiap storing one
- . [ ' t i tif.i f the . . .
B PE B ool e BB n B seinBhrmaa 0 g tainip hird

| fdﬁiegs%ﬂrrﬁgatio%gﬂg a third electronic equipment identifier,

- asecond address change confirmation information receiving section for
receiving the second address change confirmation information,
a determination section for determining whether or not first address

'in_formation and second address information, which are contained in the second

~address change confirmation information, agree with each other orfand whether

.or not a first electronic equipment identifier and a second electronic equipment

identifier, which are contained in the second address change conﬁfmation

- information, agree with each otlier, and

an electronic equipment addreSs information updating section for

- rewriting third address information or/and a third electronic.equipment

. identiﬁer of electronic equipnient address infor_mation containi'ng‘third address
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address change confirmation information by witing the
second address information and the second el ectronic
equi pnent identifier in the first address change
confirmation informati on, and 470 a second address

change confirmation information sendi ng section for
sendi ng the second address change confirmation
i.nformation to the server device, and the server
defprmetioomgreeing gvith the Scstrashiressigpioypnaiin extdasss] in the second
i nformati on storage section storing one 15 or nore
piddeess change eanfimmatiore infopmation addrsettsrd eleotronid apipment
containing third address information and a third
afentiftesrfigreeingivitle the fivdrdledtrenic equipesanddenidfies eontained in

~change confirmation information receiving section for

the s¢opndgddnessadomgd canfirmation infogmationfintonsdcond address
information, a determ nation section for determning
Wnfermatioporiand o second atidtessc e@@iphrent idettifter @ndained in the
second address information, which are contained in the
seeond dddaeisiy disage iranfiematinhiinformiadion when thet determangtim

~with each other or/and whether or not a first

seabtony datpomingsithat the fivksraddiess infth aticemuh the second address
el ectronic equi pment identifier, which are contained
informatier domgt agtreewithsiaghgwheont ihatdhe finst electronic equipment
information, agree with each other, and 25 an.
eleasifies aind tbq gegnrshelectioniesguiprhentigentifien dd atoit mgree with each
section for rewiting third address information
eesEnd a third el ectronic equi pnent identifier of
el ectroni ¢ equi pnent address information containing
third address 47 information agreeing with the first
address information contained in the second address
éhahbeinformptina Drocesimgaystar ancadihgto daing 1evhereinrthe first
equi prent identifier reeing with the first

dess ehangecgufipmation; i@&maﬁim serphingsestbn regulddy sends the

- second address change confirmation information-into

addresshesge sonfifration informatiando she adformation processing

el ectronic equi pnent identifier contained in the
device. :

3. The information processing system according to any one of claims 1 and 2,

- wherein

the electronic equipment further comprises
a conﬁrmation infofmation rt_écéiving section for receiving the
confirmation information frbm the information processing deVice, and '
a seﬁd back information seﬁding section for sending reply informatidn |

corresponding to the confirmation information to the information processing

device; and

~ the information processing device further comprises

a confirmation information sending/receiving section for receiving the

- confirmation information from the server device and sending the confirmation
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second address change confirmation informati on when

the determ nation section determnes that the first

address information and the second address

informati on do not agree with #ach other or. that the

first electronic equipnent identifier and the second

el ectronic equi pnent identifier do not agree with each

10 other. 2. The information processing system

defosmatiog todhe elactionic eieipaientt 4ed f i r st addr ess

change confirmation information sendi ng section

regul & reply enfazmatien sending/redeivarssechiander tasaiviingrthé mply

information to the informati on processing 15 device.

snformationtisemehe etechronteeguipment sindrseading theugplpirdogmation to

one of clains 1 and 2, wherein the electronic

dhasprrerdevicei ad whergini ses 20 a confirmation

informatjon receiving section for receiving the

corWwhendhe determination sentionrafithe lservenfdevivatdetermines that the first

processi ng device, and a send back information sending

addressrnfosmationcansythesysicond afldresatinfonmatomnr dspanatireg with each

to the confirmation information to the information

gtz Shattheaystedectzomde eguipmeritifentifier and phoswond mlpctronic

devjce further conprises a confirmation information

sanmpgptidenifende selaguen with eadls othernthetdlectronic equipment

confirmation jnformation fromthe server device and

adderss gnformagignfundasimgasection of theserser device serrds the

el ectronic_equipnent; and a reply information : '

@@W@I&E@meﬁ@% te theplectgpnicagpiimhagt vissthedpformation

information fromthe electronic equi pment and sending

PrRceppg devise oreseivpd the reply inforwation caoneispendingdo the sending
rein 5 when the determ nation section of the server
econfEmatpndepraedion aed, thased onglidreply infifroration, sewrites

and_the second address informati on do not agree with

- Eied address information or/and a third electronic equipment identifier of

electronic equipment address information containing third address information
agreeing with the first address information contained in the second address
change confirmation information and a third electronic equipment identifier

agreeing with the first electronic equipment identifier contained in the second

- address change confirmation information into second address information

or/and a second electronic equipment identifier contained in the second address

change confirmation information.

4. The information processing system according to claim 3, wherein when the
reply information comprises the confirmation information, the electronic

equipment address information updating section rewrites third address

information or/and a third electronic equipmént identifier of electronic

equipment address information cqntaining third address information agreeing

with the first address informatiqn contained in the .second address change
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other or that the first electronic equipnent
identifier and the second el ectronic equi pnent
identifier do not agree with each other, the
el ectroni c equi pnent address 4onformati on updati ng
section of the server device sends the 10 confirmation
information to the el ectronic equipnment via the
information processing device, receives the reply
canBrmativnnnfomagiopond mthird eldetradndiuigmenit idhetifior agrecing
confirmation informati on and, based on the reply
with thefirgrelecteanic egsipmdiitidenidfle pamtihiedrimethe @8cond address
or/and a third el ectronic equi pment identifier of
ehange emiforneaisprdotmaidol ase sendnd sddiess isfonnatiohrg/and a
third address information 15 agreeing with the first
selchmdsd e¢tméwicegtiponetddentifier comtainee meitendcatitiaédtss change
change confirmation information and a third el ectronic

ipmaton imfonmiatiosr agreeing with the first
el ectroni c equi pnent identifier contained in the _
second address change confirmation information into
second address information or/and a second el ectronic _
equilbaanformidion froeessugdyaiermdiceordihe ts anpode afldaéas 3 and 4,
20 change confirmation information. 4. The information
phereindbegend dackinfornativn gehding sictiod of thecletironftauipment
the reply information conprises the confirmation
emrapmm%ﬁendmmpbr mdormoatiicn, equi pnent addr ess

~information updating section rewites third address 25

i nf Sheraleconirdqmpmant addse heformation walsthmesction of the server
identifier of electronic equipnment address

detries deqrypts 2w anetypting of the tecatiddasply Hfformatiomthen
agreeing wth the first address information contained
determinescwbathez ot mot the demygptereptpfformatibmsatisfies a certain
information and a third el ectronic equi pnent '
qomeliion pud, when dhe gertaunt dondiigoni is satisfledc revorites third address
equi pnent identifier contained in the second address
l@g@nﬂgm@m af/andmat thonl eledtoonia egaipmahiideatified obeldciadaic
information or/and a second el ectronic equi pnent

qqripwient edduesstinfonmation cohtainbny third dddess infamgtiongreeing
confirmation information. 5. The information -
witbdbe dirayaddreseinfannation gntainedin tiresezbng adilresshang:

4 _

‘confirmation information and a third electronic equipment identifier agreeing

- with the first electronic equipment identifier contained in the second address

. change confirmation information into second address information orfand a

20

25

second electronic equipment identifier contained in the second address change

confirmation information.

6. The information processing systenﬁ according to claim 3, wherein when the
reply information is receive d, the eleétlronic_: equipment address informétioﬁ

up daﬁng section rewrites third address information orfand a third elé_ctfom'c
equipment identifier of electronic eQUipnient address information containing

third address information agreeing with the first address information confained



wherein the send back information sendi ng section of
the el ectronic equi pnent encrypts and sends reply
information, 10 the el ectronic equi pment address

i nformati on updating section of the server device
decrypts an encryption of syhe received reply

i nfornmation, then determ nes whether or not the

in the s6&5H zf?l'ﬂ?éis Eﬁzgigléwtl)ﬂfiﬁﬁ | 3fhriatibs bhES ttlﬁl(‘%&%t?dﬂ?c: equipment

con tlon certaln cond
identiﬁBﬁﬂgreémg du1ththanfm§te$edhbnfoobqa¢1ﬂnaﬁ3dentﬂﬁ%@ combined irfheadBébnd
a third electronic equipnment identifier of electronic
address\chapggcqrimetion itfernationf isionecpuhaddsesanformatioorand a

wns USRS MEORD b bt o™

confirnf®idhiiffFRhh@eh. i nformation and a third electronic
equi pnent identifier agreeing wth the first

el ectroni c equi pnent identifier contained in the
second address change confirmation information into
second address information or/and a 20 second

el ectroni c equi pnent identifier contained in the
second address change confirmation information. 6.
The information processing systemaccording to claim
3, wherein when the reply information is received,
the el ectronic equi pment address information 25
updating section rewites third address informtion
or/and a third electronic equipnent identifier of

el ectroni c equi pnent address information containing
third address information agreeing with the first
address information contained 50 in the second
address change confirmation information and a third
el ectronic equi pnent identifier agreeing with the
first electronic equipnent identifier contained in the
second address change confirmation information into
second address information or/and a second electronic
equi pnent identifier contained in the second address
change confirmation information. 51 7. An

i nformati on processing system conprising: electronic
equi pnent; an _



i nformati on processing device; and a server device,
the el ectronic equi pnent conprising a first address

i nformati on storage section storing first address

i nformati on showi ng an address of the electronic

equi pnent with which the ggrver device sends
information to the information processing device, a
first electronic equipnent identifier storage section
storing a first electronic equipnent identifier that

liRfo stﬁ?g essi ng
7 Anlg\fil cggge besltgh osfy%atl d}ﬂ%ﬁ ect egﬁ’ﬁc eg%%lﬁpnent
1nforma1m0nptdeessmgfdevma1ﬂrad&ﬁ}dﬂdeﬂcé‘;ect| on hol di ng i ndex

information, a first address change confirnation

|thﬁ%[l3ﬁﬂtf}1%ﬁqlﬂﬁm¢nh§>@1@‘¢&m@n for obtaining first
address information fromthe first address information
st or agdirstgwidrdss infoobatadmstntga skitiat stetieg firsaddress
fromthe first electronic

t d fi
informgiFhf SHFare PUBHPTIGE IS IAES Sabon vigbv oA s device
sends 1@&?&&& toe ik B a%gggémg Q/cgat i on hol di ng section

ormng a first ress-change confirmation

i nfor address i forma n,

t e 1 oyt ecFRRI X st T S BlE it AR
electrohiectsipnid® i detifiethatRdnforfiatish wIBAAVERA MRS hation

confirmation i nformati on sendi ng section for sending
procesging d¢viegsends infessatisindndlee elovtfonicrequipmentyf or mati on to
: the informati on processing device, the information

pr oc easimigx deformatiaomidingisection loddiap ddstdnfsmation,

i nformati on storage section storing second address

i nf or afitdt addiehshange aon faatios Snfofmbtish ﬁJn%ig R01i6n for
equi pmrent wth which the server device sends

obtamm&ﬁmt pddicsninformationifrin KhmﬁISbadqrcssoeﬁ:sanou torage, a

snion S5 LASLE S LBIE) LSBRLIT e LTS St o
equlpnfeﬁﬁfdehﬁﬁér%ft&ﬁ $dcBiBn % O]:f rﬂ’i@ ifillet ﬁ?oﬁﬂtf?)ﬁ%xh%
processi ng |ce sehds I nformation to the el ectronic

index 1mmnpmmnholdmg section and forming a first address change
confirmation information containing the first address information, the first
electronic equipment identifier and the index information, and

a first address change confirmation information sending section for

' sending the first address change confirmation information to the information processing

device,
the information processing device comprising

a second address information storage section storing second address
information showing an address of the electronic equipment with which the server device

sends information to the information processing device,

a second electronic equipment identifier storage section storing a second
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a first address change confirmation information

recei ving section for receiving the first address

change confirmation information, 5 a second address

change confirmation informati @2 form ng section for

obt ai ni ng second address information fromthe second
address information storage section, obtaining a
second el ectronic _equi prent identifier fromthe
stecbrieegapmentddexfifiqrthat is tdotréition vatlowkhieh gednfarmation
and form ng second address change confirmation

ipnoesseegi davideysends irfoymahende cha dlatidmeésequipment,

informati on and the second el ectronic equi prment _
i dent i hifinst addrdse changs caadiimessson bifarmgeticw nédeiviag isection for
information, and a second address change confirmation
ire¢aayimgtthe firstadidregs skemgeoronifiomatsenuifmgnatien, second
address change confirmation information to the server

devi cep senehd addiess shanger codirmpdicoinfoimsation forming section for
el ectroni c equi pnent address information storage

sbtainmg sscond addase informabion fromabs setors eddresminformation
equi pnent address information containing third _
&thaage sedtiving phtaining asatond eliatbnit equipordndt idenfifersinom the
identifier with corresponding to the electronic
eepondredectronie pyivipmeent identafierstoragosectionguiddiveming second
identifier index correspondence managenent section
etdrasaghange reafinmaation deimation byderitingitbe sénd address
accessing the electronic equi pnent address

infoonatioh amdthetsecond degiwoniicrey uipmehtidentidier in the first address
i nformati on, a second address change confirmtion
rhrdnrgencomfsmatineinformptieseindn for  recei ving the

second address change confirmation information, 25 a

det er ni secdhaddress eharfgerconéirmarniom imdormadidresenslingisection for
first address information and second address

peridingrabe secongdridshress chaggatcanfisakationtinforemdiomdto the server
address change confirmation information, agree with
deigke,amser or/and whether 53 or not a first

el ectronic equi pnent- identifier and a second

el ethe senver dgvicp remprising

an electronic equipment address information storage section storing one

or more pieces of electronic equipment address information containing third - | |

address information and a third electronic equipment wdentifier with

corresponding to the electronic equipment identifier,

an electronic equipment identifier index correspondence management

“section storing an electronic equipment identifier for accessihg the electronic

equipment address information with corfespon_ding to the index information,

a second add_ress chénge_ confirmation infbrmation receiving sec_tioh for-
receiving the se'c'(:'md address change conﬁrmaﬁon information,

a determination 'sectio;i for determining whether or not first addreés _

information and second address infdrmatibn, which are contained in the secbnd

address char_lge confirmation information, agree with each_other or/and whether



identifier, which are contained in the second address
change confirmation information, agree with each

ot her, and an el ectronic equi prment address information
updating section for obtaining an electronic

equi pnent identifier from358he index informtion,

obtai ning the electronic equipnent address

or not iarfirer ¢teéticaiic basiptheanidehefiel art 4 aribad efirBARYquipment
identifier, rewiting third address information

identifger; sihichaareisonipingddotthe seaond gdidmse shangtesonifiringtionf

i electronic .equi t address information containing

mn onr{qgﬁopdagaa%ggeqcﬁfr%ﬂ%ﬂl n agreeing with the first
address i.nfor.mati on, contained in the . second address .
@Iﬁ‘a‘ﬂ%‘ér"n&%ﬁ‘l‘ﬂPW&N IESSIBFOTERAtION uRFAting ¢Gitiog for obtaining an

clectrdie Ehtigflichy RBMHRRE Fon! BRThUCL R AMER, Wbl ot Porpe

equipi@tekddras iifonaatidiabged onaht eldrtbhRiedquipaenBideanificnt o
second address information or/and a second el ectronic

rewritiag thiydheasidresg dnfarpiation swhndi ibird eleethenie equinthead iffestifier of
B i T T R —
agreeiﬁ'@?&fiﬁﬁ&e_ fiRf SAdratd ﬁ%ﬁ{h‘%ioﬁl%n%ﬁ%ﬂﬂl REdE&IR aq%lgctass cthﬁrelge

informati on do not agree wth ea other or t
confirthaticn irdbeoatiovnang 2 turdetectronid eqtiphhart idedifidrageetandith
el ectronic equi pnent . identifier do not agree with

the firsd gegctionifepquipmentidentifien srntaigad i Bieesespnd) addresephange

L R e T p——

equipnic@§ edetitiTier 6faid ihAhe EEGRIIUIABesk REaENEd LT RR
information fromthe informati on processing device,

informatidn avhsaribe stdrmindtormsadtion deterdiings et thofirst address
intorm G e B A v e S e bl e er g
the firdt 8¥dcEnic @t@,ﬂpﬁl@ﬁt fd@%ﬁfi@]a%ﬂl@ﬁlaosre?Sﬁ& é{epg‘ﬁﬂﬁtvé(ﬁﬁplglgﬁg her

conpri ses a contirmation | nrornma

identiffee ddimyapeeeiith eaclségict.on for receiving the
confirmation information fromthe server device and

sending the confirmation

8. The information processing system according to claim 7, wherein the

electronic equipment further comprises

a confirmation information receiving section for receiving the confirmation
information from the information processing device, and

a send back information sending section for sending reply information
corresponding to the confirmation information to the information processing device,

and

the information processing device further comprises



information to the el ectronic equi pnent, and a reply

i nformati on sendi ng/ receiving section for receiving
the reply information fromthe electronic equi pnent
and sending the reply infornmation to the server

devi ce; and wherein whensgthe determ nation section of
the server device determnes that the first address
iardofh 0 not
A SRR RO Gl FB AT,

confirmgfidngntomtnatioe fivif the seranddévie @elcending Hectanfiniation

. equi n i deptifier do not agree with each other,

1nfonnlaﬂ B?ng‘&ql‘?ﬁqoé“ce‘?ﬂﬂl %fﬁdr ess information updating
section of the server device obtains an electronic
@c{gplpmﬁf@ma%mqndm’rewmgtsn@twn ﬁﬁeecemmgaﬁwa@wlw ipformation

rom B8R OSSR SRR 1 OGR! b
and wHeeMhi tes third address information or/and a third
el ectronic equi pnent identifier of electronic

h Qﬁ@@éte@qiﬂﬁﬁﬁf‘ sdcBibR iRl KBt ;ﬂﬁ%‘?h '&El;é n{e@ Iﬂ{d':lg thc ﬁrst

ress I nformati on agreeli ng w

address; nffamtmiochand chaationé dddress infornstion dd rdtdses SVIﬁH‘l@&ﬁQ)ther or
confirmation information and a third el ectronic
that the. st lesienicicauipment édensifice anchtheiieeend ¢lectronig equipment

 identift 86 PR RN R Binet Y6 ek e PR R M PiscRfErmaon
updatifieeench SHHE 8&%et IETHthias af Efe@ﬁgmé egr?i?ﬁfé’ﬁg iRhBEEF §BhCthe

equi pnent identifier contained In th econd address

index inframgton,caidins thetdlectranid equipmintraddeess Tifermati@r based on the
to clainms 7 or 8, wherein

ocessin em accordjn
electroigeqy idchbirn sowotes hied addiess wadesmationafand adhindo
oot B L M e S b GRS e
third addre®as forf@tisy abRIRCHRR thd st Addrba lﬁf&mavveﬁ 'E:Sht‘ﬁlﬂeﬁein PR

server device encrypts the index information and
secondradgifess ebarige coofirthatien wdomuation andui thirdelectronic eqﬁi;ﬁnent

: i nformati a roce stem according to an of

idenifipf gty v e g\ ertihrid B Evidemua coBaLindRe §econd
addressr@fah%é EnthrfifitibA HERor i GH {186 SQ%0nb AabREs inPrBf{oRYrfand a
second electromc equlpment identifier contained in the second address change

confirmation information.

9. The information processing system according to claims 7 or 8, wherein the server
device notifies the index information to the electronic equipment and the electronic

equipment accumulates the index information.

10. The information processing system according to claim 9, wherein the



12. A server device which configures the information
processi ng system described in any one of clains 1 to
11. 13. El ectronic equi pnent which configures the
i nformati on processi ng system described in any one of
clainms 1 to 11. ABSTRACT Fge present invention are a
systemincluding el ectronic equiprent, an information
\Y . |: , >

server B AE e rts Ah 8 AR AN Eho AR ER bt Belphil b lfment.
confirmation informati on containing first address
information to the information processing device, the
L,nf.ormatj.on  processing devi.ce sends secqnd dress

1L e R EEloR PR IGSVS R GICROIITG 381085 RECABY 14 | ng

10, wHRRGRRHE AR B8vic RIAARRfiel heliflfer! BRGHMAEGD b HR!
address change confirmation 1 nformation, the server

Vj erm nes that the first address information

dednéﬁiﬁq@ﬁgﬁ%%oond address information, which are
contained in the recei ved second address change

_ confirmation information, agree with each other, and

dates the .addre i nformati on to new, one when the

12 4 Porder dexieg el ORGP (RO R IR Bre SR FYaEY oss

descritkB SPEIPSAT igmdglodgree W Lh each ather. Wih such a
syste el ectroni c equi pnent can hold up-to-date
address information of the information processing
device with extremely |ight processing at the side of

13. E ehﬁﬂﬁiﬁire\éagap%ﬁf W %h%ggﬁgmurgshth% rirnaijol‘mgit%%dprgéessing system

described in any one of claims 1 to 11.
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ABSTRACT

The present invention are a system including electronic equipment, an
information processing device and a server device, in which the electronic
equipment sends first address change confirmation information containing first
address information to the information processing device, the information
processing device sends second address change confirmation information
obtained by writing second address information in the received first address
change confirmation information, the server device determines that the first
address information and the second address information, which are contained
in the received second address change confirmation information, agree with
each other, and updates the address information to new one when the first

address information and the second address information do not agree with each

-other. With such a system, electronic equipment can hold up-to-date address

mformation of the information processing device with extremely light

processing at the side of the server device and with small load of

communication.



