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fraudul ent use of a comruni cations network. 5
possi bl e «f raudul ent use of conmuni cations services - 2
network is desirable in order to limt the financial liability of the

net wor kK op&¥@96#1043t he servi ce provider and the custoner, PEOT/GRISNIEI ence
any or all of these will be referred to hereinafter as a protected
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pattern of the particul ar subscriber's historic usage. For exanpl e,

t he subscriber-specific pattern can be a five day rolling average of the

dai ly nunber of cahlssinvadionlistatedaoshdtBéds bigrand Glysteinscfan ditedting poasibieuM
nunber of ‘ cgl | s ever nade by the subscriber in a day. 15 A
fraud det ect THRYEPLEERT § OMRUURAIOPE BFBRA 0 618 713 (AT&T

Cor porati @n) for [Eaoyidétstgich rdupossdii hrauduentf ose af nmpauications QsEdicdsor whom
a t el ephone servi ce praovider (network operato rovides .private
network facifPYif °Oiaa"eR"°"é i gpsiRRIee! "R F'ng"dli' tt%r{%?ang'@g&@? ®fwHiech i s
obt ai ned t hrret@brkt bperatoe thé service providérhand thatdustonteydéor wonverliéncer&® or

t el ephone nuagb r é 80Q" nut{:oer%f.E In this syst 20 ud nmonitoring
processor us 's°§ttH set e LptefrRd, E%'e'{'ﬁg?' aafr;}/eprgfe??}eeagpﬁrﬁona(fp‘%gl | detail
record to derive \afrawigetetrbinCsystefreisknodmdirang VO-#H-84 A(1883 (Corall Bysteras,| S nmade
using a sekect d, aut horisati.on cade)._ The.frau i.tori.n rocessor
t hen COITI; é)r elrS\c. AL W ich a parameter of a par%cxﬁ;r sx;BscnlIer s &rﬁRp ugage is Q:opnpare

with a subscriber-specific pattern of the particular subscriber’s historic usage. For

example, the subscriber-specific pattern can be a five day rclling average of the
daily number of calls made by the subscriber, or it can be the maximum number of
calls ever made by the subscriber in a day.

15 | According to a first aspect of the present invention, there is provided a
method of detecting possible fraudulent use of a communications network, which
network is arranged to provide call event records having fields containing call event
data, at least a first of the fields being designated a key field and containing a
respective key relating to an entity as herein defined, the method comprising the

20 prior steps of assigning to each of a plurality of entities a respective entity-specific
profile set, forming each respective set by selecting in accordance with a
respective entity-related criterion one or more profiles from a master set of profiles
identifying respective call data processing algorithms defining processes to be
performed upon call data of a call event record, and storing the profile sets in

25 association with their respective keys in a database; and the method further
comprising the steps of obtaining a key from a key field of a call event record,
accessing the database on the basis of the key field and the key, and if there is a
corresponding stored entry, processing, for the or each profile of the stored
associated profile set, call data of said call event record in accordance with the or

30 each respective call data processing algorithm thereby providing one or more
respective process results, adding the or each respective process result to the or

each member of a respective associated set of one or more stores, each store
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call attributes and/or—derived i ndices wi th presel ected threshol ds which

t he net wor k cust t he_assi st ance of Tﬂ:ﬁ—t‘-ef-e-ghene_\
service provider) 25 Shéepﬁ{sthﬁ&ﬁﬁ% hs1el ected or establ i gheliS s iHAS BEEN

izndi cati ve of abnornal sage. The threshol ds lare eBERIAGEBhed b
t he networ k custorrer [ particul ar needs or preferences:
Accordi ng ¢3St aspect of the present invention, theperichodiionss ded a
nmet hod of tectl ng possi bl e fraudul ent use of* a comuni cati ons network,
which 30 network is arranged to provide call event records having fiel ds
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conbi nat i onperson caredevidei mewepobfrathdapMct:ooﬂnprvwshqsgo have and obtains this (i)
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defining a w abePP w0 abe tines Mrctmuglnpoﬂnecmbflleeverme casseciated profile set.
i et combi FATTERes SYleaInggPR s & nggr operstor o a service GRavidth, LB O1e
i ncr ement edalpgatene defaokt esdile sstitbta new gsert whesgsiredihworthiness is not known,
in order to protect itself against fraudulent use of the network by the new user,
10 and then change the profile set in accordance with future circumstances. An
example of this latter would be to respond to the sequence numbers of the user’s
telephone bills to replace a high-risk profile {i.e. one with a low threshold] by a
lower-risk profile li.e. one with a higher threshold) to reduce the likelihood of
alarms being generated byhon-frauduleht use by that user.
15 The term call event record as used herein is not limited to records resulting
from requests for connection to network destination terminals {calls), but includes
equivalent data relating to network facilities (also known as services), for example .
a request to activate call diversion service to have incoming calls to a user’s
telephone diverted {re-routed) to a destination number supplied by the user in the
20 request, or a request for a conference cail (also known as three-way calling}. In
this context the term user request encompasses telephone calls and the like,
requests for network facilities; and any other type of network request.
The term entity as used herein in relation to profile sets means a set of
characters representing the identity of a user of the network, either directly, or
25 indirectly, e.g. through the identity of associated item of terminal equipment (e.g.
telephonel, and includes an originating network terminal {e.g. telephone) number, a
destination terminal number, an account number, 2 mobile telephone number, a
universal personal telecommunications number {personal number), a calling card
number {also known as a charge card number), or a user identity. Also, in the
30 context of the present invention the term user is not limited to an actual person,
but includes a legal person, and items of network equipment.
Where a key field is the called number field, a PP will decide those

numbers (keys) which will trigger processing of the call event record. These could
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In this way, the PP can chose a particular threshold and a particular time interval,
e.g. a five minutes call duration threshold for a period of 24 hours, and the
respective profile will repeatedly perform its processing.

More preferably, there is included the step of starting said respective

15 associated time interval upon the performance of the associated resetting step.
This avoids a problem of resetting a store at regular time intervals (i.e. periodically)
in that process results added to the store towards the end of a time period and
near the beginning of the. following time period may in themselves be insufficient
to reach a threshold but would do so if combined.

20 The starting step may comprise adding the value of the iength of the time
interval to the current time of day to produce a value for the time of day at which
the time interval will expire. This is a simple and elegant management of the time
interval involving a storage location for holding the expiration time, and a simple
comparison of the time retrieved from the location with current time. This is more

25 economical on processing than using, say, a count down timer tor each of the
stores of the profiles.

Preferably, the resetting step compares the current time of day with the
corresponding value of the time of day at which the time intervai will expire, upon
each occurrence of, and prior to, an adding step. _

30 Where a threshold has been reached and a response generated, the cail
event record méy be entered in a log. Additionally or alternatively, a generated

response may include arranging for the entry in a log of the next n call event
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content of the conversion value store reaches a threshold.

15 It is particularly useful where the second key field is a calling card field,
and the conversion values, which can be thought of as penalty points, wili depend
on different conversion functions, for example for a call to a bulletin board knqwn
to be used for fraudulent communications purposes (referred to as a “hot” number)
a threshold can be set at ten minutes call duration and the corresponding

20 conversion function can produce fifty {penalty points} which will be added to the
penaity points store of the card number in the calling card number field. A call of
similar duration to, say, a premium service number may result in fewer penalty
points depending upon the conversion function as selected by the PP,

in alternative methods wherein call event records have a second of the

25 fields designated a key field, and a profile associated with the stored key of the
first key field of said call event record also identifies a respective conversion
function which provides as part of a said response a respective conversion value,
there are preferably included the steps of providing said respective conversion
value when the content of a said store reaches a threshold obtaining a key from

30 the second key field of said call event record, accessing the database on the basis
of the second key field and its associated key, adding said respective conversion

value to a respective corresponding conversion value store associated with the key
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the conbi nat 'tﬁ?a Oert lggk(? J 'th? fk(ﬁ¥ ffe'lo%l getr?dqgegl&%ted a key field and containing a
10 respective key relating to an entity as herein defined, the system comprising a
database arranged to store for the or each field, a plurality of keys, and for each
key an associated respective profile set containing one or more profiles, each
profite identifying a respective algorithm defining a respective process to be
performed upon call data of a call event record and having a respective set of one
15 or more stores, each store having at least one threshold; first means arranged to
receive a call event record received from the network and to access the database
on the basis of a key field and the key contained in the key field; and second
means arranged to perform, for the or each profile associated with an accessed -
key, the or each respective process and produce a respective process result, to
20 add the respective process result to the or each store of said the or each
" associated profile, and to generate a response when the content of a store has
reached a threshoid.
Preferably, the second means is arranged to reset the content of the or
each store to an initial value after a respective associated time interval has expired.
25 The second means may be arranged to start said respective associated
time interval upon the occurrence of the resetting of the respective store to the
initial value.
Preferably, the second means is arranged to add the value of the length of
the respective associated time interval to the current time of day to produce a
30 corresponding value of the time of day at which the time interval will expire.
More preferably, the second means is arranged to compare the current

time of day with said corresponding vaiue of the time of day at which the time
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store, and record.

Preferably, the second means is arranged to apply a respective conversion

10 function, identified by a profile associated with the stored key of the first key field,

to the corfesponding associated process result and provide a respective conversion

value, to obtain a key of a second key field of the received call event record and

accordingly to access the database using said first means, to add said respective

conversion vaiue to a respective corresponding conversion value store associated

15 with the key of the second key field and having at least one threshold, and to

generate a response when the content of the conversion value store reaches a
threshold.

Alternatively, the second means is arranged to provide as part of a said
response a respective conversion value in accordance with a respective conversion

20 function identified by a profile associated with the stored key of the first key field,
to obtain a key of a second key field of the received call event record and
accordingly to assess the database using said first means, to add said respective
conversion value to a respective corresponding conversion value store associated
with the key of the second key field and having at least one threshold, and to

25 generate a response when the content of the conversion value store reaches a
threshold.

Preferably, the second means is arranged to make an entry, corresponding
to a generated response, in a history record associated with the key of the first
key field of the received call event record.

30 Specific embodiments of the various aspects of the present invention will
now be described by way of example with reference to the drawings in which:-

Figure 1 shows the application architecture of a Fraud Detection and
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15 Figure 8 represents .a multiple distributed computing environment
intelligent network arrangement; |
Figure 9 represents an aiternative arrangement to Figure 8; and .
Figure 10 represents.a wide area distributed computing environment.
In Figure 1, a Fraud Detection and Control System (FDCS) is shown
20 operationally coupled to various items of a communications network (not shown,
per se). The application architecture of the FDCS is in the form of separate
functional blocks comprising an External Interfaces block 10, a Fraud Services
block 12, a User Applications block 14, an Administrative Facilities block 16 and a
Databases block 18. Each of the blocks 10 to 16 comprises one or more object
25 oriented application processes and only the principal inter-process communication
links are shown. The Fraud Services of the block 12 are also referred to as Fraud
Application Services.
The External Interfaces of block 10 are responsible for communicating
directly with systems outside the FDCS. They receive raw events and format
30 them for analysis as well as wrapping any necessary communication protocols
around outbound transactions to other systems.
The Fraud Services of block 12 support the system as a whole. They

provide call event analysis, alarm generation, alarm routing, security control,



sfore to be increnented by the process result, and at | east

6 - ane respective threshold for the - or each
said, second conbi nati on-associ ated first store,
() a respective predetermned outcome to be

generated when the contents of a said second conbination- 5

associ at ed o s@siosst ore reaches a threshol d, PCT/GBI$NI7H3 a yet
further profile identifying (m the
respective first combination-associated &econd

store for the call event record being currently processed to be

i ncrement ed l@?giﬁg chﬁ”’t\'Bj S ¥pplibstionahRastaRANE %h%hﬁli’oﬁalpﬁﬁrﬂ Aldbuddthe
its own profile Set processing the cfg event data_of the

call event r%@%d‘ﬁ‘/r\beaﬁé'leﬂalﬁcé’\’vﬁ‘ﬂ'}‘ing m”"'%‘%lFQP'?seg 2 ETqud PetectipnEngine

combi nat i on- gpEPCicAbP hidtkOi 2, &/piiily driiEloRBYcopy of the FDE 20 will exist per
obtaining at | east one respective process result and

associ at ed f¥RIRINeN&YOT ndi cator, 1 5 i ncrement i ng

the  corrgespondi Nghe Uééﬂeﬂﬁdhf:étﬂﬁs of 6i86I0NA provide a Iayer of visibility into the
conbi nati on-associ ated first store or_ stores l? ctive

process resuffaud Apglicatipn Sepviges f Hlogk; 2. Usyfirpli Yarlons indhide’ User Logon 22,
generating t AfrdPrestniitiofi 220 Uses BBMirianes R6SHricessMarsber 28, and Log Query

30. User Applications are distinguished by the fact that each user of the system
has their own copy. Though the User Applications may share a processor with the

10 Fraud Application Services, they will typically run on intelligent workstations.

The Administrative Facilities of block 16 are a special type of User
Application. They provide a set of tools to configure and provision the FDCS.
Administrative Facilitieé are not meant to be universaily available and are typically
restricted to users associated with system administrator roles.

15 In addition to the four types of application components, namely the blocks
10, 12, 14 and 16, the FDCS uses a number of logical databases which comprise
the Databases block 18. The pl;incipal databases are:-

A Fraud State database 32 which.is used by the FDE 20 to provide a view
of its state. it contains the current relationships between keys, profile sets, and"

20 profiles as well as current bucket values.

A Provisioning database 34 which hoids the relatively static reference data
needed by the Fraud Application Services and User Application. This includes
profile set, and profile definitions, log definitions, and alarm presentation defaults.

A Roles and Access Rules database 36 which is a secured database

25 controlling privileges and access rights granted to users of the FDCS. -

A Logs database 38 which contains the logs of alarms, call events, and
user activity,

The FDCS contains five external interfaces. Three processes resident in
block 10 support the inflow of call events from the network: one process (40, 42)

30 for each of two types of input data streams from the network (from Service
Control Points (SCPs) 44 and from a Management Information System (MIS) 46)
and one process (Shared Memory Event Queue 48) to coilect the events and

present a stable interface to the FDE 20. A module included in each server permits
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conmuni cati ons networ k, which network is arranged to provide call event

records havifg é#ogl-.&s to co Lmi%tgi@%w%glg ﬁé&%&k FAbishgeftient Giﬁétfa&f(k{&ét _of
the fields bern esignated a key fie and contal ning a key relating
to an entityshesvrhdped NetiedrknMdnagement Pystern BArfrthei mywodo Finally, a MiSans
for reading VA 0, : | {d | 4.S

and for addr%ggti%réa 'Hggggcteaﬁ‘gs%%A'trﬁégﬁﬁ%?%g?%gﬁf cggéad?d%ggn*‘{se g%ltsnd t he
obt ai ned keyto(thefF@CScistabase from reqothpiptienmsn i) particular, the MIS 46. _
64 5 TR 48haRARAMUY GRAGRSCaRIX 35S HwapTIEA LdBoAl bt OF 1 NG
a plurality of respective profile sets associated wth a Tirrst key

. field and a #Anlieationt progfankeing interfacg vefieh i @sed tasdeliver sell event data to

ggm 22{ : ggz?gsggrgi:sgé ggerg:i%r{ti}‘igtgag énétz)e#aﬁ? ?g}rﬁcgion mo&dédof tHeSECP Interface
The MIS Interface 42 consists of a customised application which
10 processes files of priced call event records. These files are received from the MIS
486 using a standard UNIX (a Registered Trade Mark of UNIX Systems Laboratories,
Inc.) File Transfer Protocol.
The Network Management Interface is not a process, but a module
included in all other processes running on the FDCS server platform. Whenever a
15 process must send an alarm through the. interface, it invokes its associated
module. The module will format the alarm and send it to the UNIX print daemon,
which then passes it on to the Network Management 50.
The MIS Reporting iInterface is implemented using the distributed
architecture of the proprietary database products. When a report is required, the
20 MIS 46 will connect to the FDCS, and close the connection upon compietion. The
MIS 46 will have access to the database through data views as opposed to
physical tables.
Fraud Services fall into two categories: those which directly support the
business of detecting and controlling network fraud and those which control and
25 report on the state of the entire application. The FDE 20, a Fraud Data Manager
52, and an Alarm Manager 54 fall into the first category, while remaining
processes are in the second.
The FDE 20 analyses normalised call events and takes action when it
detects suspicious patterns of usage. Based on the current system configuration,
30 the data in each event is used to derive a series of measurements as defined by
respective profile aigorithms. Each measurement is accumulated over a number of
time intervals into buckets {constituting stores of the present invention). When the

value of a bucket crosses any of the thresholds defined for it, the FDE 20



(i) at least one profile identifying (a) a
respective call event_data processing algorithm

defining a process to be perforned upon call event data of a

call event record to obtain a process result, 10

(b) at least one first conbination-associated first store

to be increygvés@day the process result, and at | east one PCT/GB96/00763
respective threshold for the or each store,

(c) a respective predeterm ned outcone 10 be
generated when the contents of a sai d first conbination- 15

associ ated flLst St G (b Fi?ee&lk@n yosd" en 1ib 3P b gﬂﬁnmsgage or the
ed out rau

pr edet er m ne come conprising a I ndi cat or
(ii) a furtHheggipg of detailddoryrnt infarmgtion. (d) a

first conbi nation-gss rcéh%kﬁsdmég BQQhesﬁgggoté%n%pend on the data received in a (@)

I ncrenent ed by afrau res cat _ .
at | east onecallcaeatso\tbatt ity beffagiodr £y be guistomisedtin unique ways. For example,
conbi nat i Qn- @a?l§0t%' @érf‘aﬂ\ %@&%qoét Qxfc‘?l as Columbl% might be considered suspiclou(sf) a
further respective predeterm ned outcone

gener at ed anﬂet Imerreal rrireumstanéess aHawelverstf @ @atsicalar iceiporate customer has a
associated s ﬁfegrﬁcﬁﬁgﬁﬂe%a {J"{h%§qu#v wéad not be consid&réd' Sudpious

processing t event ta o the call event record in accordance
with said fuf(ostthasmwrrwu on-associ ated profile set, thereby

obt ai ning one or nﬂfe&rﬁt?osﬁftﬁtl\h%ggf %msﬁcﬁéméﬁr managmg the cache of keys
i ncrementing the correspondi ng dentifired first onbi nati on-

associ at el f prdsbucketsren Wagt%rﬂéfs"Bﬁ 20p dis prd5inat task 'spWoQRi%"ﬁs? theghancesnd, | f
a 30 that BN&§NPkides' sssb&avel Wckets are in memory when tHEQNRE @édu@gtea A d

respective predetermned outconme, and, if a fraud risk
i ndi cat or i s"ﬁeﬁ%ﬁ:‘ apped It makes sure that when muitiple FDEs are running that bucket
updates are serialised.
The Alarm Manager 54 receives alarms generated by the FDE 20. It
15 maintains the master copy of all current alarms, distributes those alarms to the
appropriate users, and tracks changes to the state of each alarm. Each alarm has
a number of attributes, including the alarm text, time stamp, severity, and status.
The state of an alarm can be either. unassigned, assigned, or cleared. In
addition, users have the ability to reassign an alarm assigned to themselves to
20 another user, or to modify the severity of the alarm. Each time the state of an
alarm changes, the Alarm Manager 54 requests that an entry be made in an alarm
log controlled by a Logging Server 56.
The Alarm Manager 54 applies an escalation policy to alarms that are not
acknowledged within a configurable time-out period. As time-out occurs, the
25 severity level of the alarm is raised. As a iast resort, a warning message will be
sent to the Network Management 50, to the effect that there has been no
acknowiedgement of suspected fraudulent usage.
The Logging Server 56 provides a single point for control of all logging in
the FDCS. Any process in the FDCS that needs to log information, connects to
30 the Logging Server and passes it the records it wishes logged.
An Access Control Server 58 governs user access 10 the FDCS. When
another process must validate a request for data or services, it will query the

Access Control Server 58. When a user 68 (also referred to herein as an operator
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second store by the Tti n.d.l_c_a.t_o_r_,_ and, if_—athreshold
i s reached, ¥ Sheefﬁa@'égen Iie Che correspondl IS BHEREMAS BEEN
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this third aspect, for use mh sald flelds i UesT gnat ed
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| east one profile identifying 10 (g) a respective

cal | event dgt m&m%@g@%ﬁ%&ﬂ{vﬁ&m&&ffdﬁ' o the FDCS, the Access Coed] 0CESS
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to obtain a §er@gre§%valgg;gstthe user and determines the|r role. It then(ql,x)::pgﬁs inforoatiome

second conbi {@L 'TQB BveOMeRl 86 Jf' l§|§$k $A %'?\gbltr@ only those facllmes 1o whsfgethat

I ncremented by the process result, | €ast one respective
t hr eshol d f o¥sefiseroler hasgagress.cang, ensures that a particular User 1D is aspociazed swiphect i ve

pr edet er mgwegmp&},gg%etcgopgo R £4 ¥hen t he contents

of a said second conbination-associated first store )
reaches a thr eshol A, Svstem Fsenesy Moniter $2pmeneersrthe Megity of thefDCS.  This

conpri sing aprfoF:@éédaIIB{N%ka $\AGkr afdﬂﬁmst?é%m 64 to start(dnt)stéh Bk FBES PRicedeef 11 €

i denti fying (k) the respective first
conbi nat i on- Bs'geeives signale dwim tae FPES processes on their health., If (3 proggsy has/ent

record bei ngckdHge8 s stafd Qﬁ@%ﬁ?ﬂn{ 9r32@s§ Wnﬁaieﬁbeéinds a signal notifying the Y @
fraud ri sk i ndi cat or generate profile of its own profile set,
10 Process Manager 28 of the change as well as sending an alarm to the Network
Management 50.
A UNIX Console Monitor 64 periodically performs monitoring functions and
forwards new messages to the Network Management 50.
A Permanent Storage Monitor 67 periodically examines the size of UNIX

15 files and file systems along with tables and tablespaces. If the size of any item
exceeds a predetermined threshold, the process sends a message to the Network
Management 50. '

User Applications
The User Logon application 22 is the only means by which a user 68 may

20 gain access to the services provided by the rest of the FDCS. The application
collects a User ID and password from the user 68 and passes it to the Access
Control Server 58 for validation. User Logon 22 employs the validation response
to enable only those windows, menu entries, and buttons specifically permitted to
that user,

25 The User Commands application 26 represent a collection of miscellaneous
menu items which are actually part of the Top Level Menu 80. These include
commands to mark and unmark keys for logging, to control whether or not fraud
alarms are sent to the Network Management 50, and to initiate background
reporting tasks.

30 The Alarm Presentation application 24 contains several major displays
used by users 68 (operators and investigators) to work with the generated alarms.
The users can perform a number of operations upon the current alarms using the

Alarm Presentation 24. They can accept an alarm, indicating that they are




and said processing nmeans is arranged to process the call event data of the
call 25 event record_in accordance_wth said respective second

conbi pati on- associ at ed profile set, thereby
obt ai ni ng 'one or nore respective process results,
I ncrenmenting t he correspondi ng I dentified second

conbi nati on-wes¢siegd ed first store or stores by the respecthiCTSGESE00763
process result, and, if a threshold is reached,

generating a sald respective predeterm néd outcone, and, if a
fraud risk indicator is generated,

6C assuming respohgxsmﬁmnhlaae tﬁév gbrf éfeaa:tanqpsml thad thra.v i ge'vrbhﬁu
second store by that fraud risk indicatar, reshol d

i s reached, accepted. Other operatiogg inglugei Hig repFRIgNMAsT r°és?5bﬂ€ﬁeﬁ§9d plasre Her

respective pifRefd&ideh.NGel, for suitably privileged usePd!t §@NBhility © escalate or de-
According to a fourth aspect of the present invention there is provided a

fraud det ect i ¥Galatestherfereity fitascalermy PIRESS I5PR PR (CITRAYPE iRt Poibesupimayy and
conmuni cat isdNgetail form@&t Wor k, whi ch network is arranged to provide cal

event records having fields containing call event data, at |east a
first of the fiel dSBdioadRunrss iappiicatien 30psovidasdhaih SQL andpor-SRk intpifarssa key

relating to ag et édey :agx%ehewltﬁh dedfiduderbcs Poceisdse NFEOBALILELEY queries, a
nmeans for readin a call event record and obt ai ni ngolts key

and for addreﬂE‘ng‘-‘%"ﬁmda‘B‘&é@eﬁ?cq igeprevidad: nErringR- AL Qieries: iacsenes of foraigd the

will be available to support query-by-example.

10 The Process Manager application 28 presents a topology map representing
the entire FDCS to the System Administrator 64. The icons in the map represent
individual processes. The icons change both their shape and colour depending on
their status (e.g. initialising, running, terminating). Properly authorised users may
access the Process Manager 28 to start or terminate any individual application

15 process. |

The Administrative: Facilities are a collection of system editors which are
used to control system configuration. The editors provide an easy way to
manipulate the configuration data used by the servers that control the operation of

20 the FDCS. There are editors for Alarm Management and Presentation, profile sets
and profiles, Configuration Management, Access Control, Logging Control,
Customer Provisioning, for the FDCS application runtime parameters. All editors
are accessed through a window of a common Top Level Editor 66. Editors within
this facility are available only to suitably privileged users, such as System

25 Administrators 64,

The Administrative Facilities also provide the application's release
management functions. With the important exception of objects comprising the
profile and profile set, most configuration modifications are released directly into
the running application programs. Profile and profile set structures, however,

30 determine how call events are analysed and what patterns may indicate fraudulent
network usage. These structures are therefore subjected to change management
procedures, are staged, and released in a way which permits a rollback to occur if

the reiease of any component fails. When the production database has been



obtai ned key (referred to as a "conbination"); a dat abase
addressable hy a said conbination and storing a plurality of

respective profile sets associated with a first key field and a plurality
of keys 5 (referred to as "first conbination-associated profile sets"),
each first conbination-associated profile set conprising

(i) at | easwoneB16480fi |l e identifying PCT/GB96/00763 (a) a
respective call event data processing al gorithm
defining a process to be perfornmed upon |l event data of a 20

call event record to obtain a process result,
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respective threshold for the or each store,
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furt her pr of iTESPONSRSFaT¥ 91: ,l,rgplgmented without affecting how current bucket( Eﬁta'&)ﬁfFr st

conbi nat i on- aReRrétal ed\lﬁ&ﬁ@r”%a‘ﬁb@é %o 8%rbfle set structure will cause its associated
incremented by a fraud risk indicator, ()

at | east one BUEkSs® | keere-Witisliseg) tprihe first gime; they are referenced following the
conbi nat i on- axgRgd. at ed second store

AVENDED SI{IE ET The FDCS includes a number of Shared Services which are modules which

supply application services needed by more than one process in the FDCS. Each
set of services is implemented using a set of callable routines and data structures
which together form an Application Programming interface (API) for the service.

Event Queuing Services performed by the Shared Management Queue 48

15 provide a high-performance gqueuing mechanism which is used to deliver cail event
records from the External Interfaces 40 and 42 to the FDE 20. The External
Interfaces 40 and 42 transform.event records from. an external format to a
standard, internal format used throughout the FDCS, and the. Event. Query 48
buffers the standard event records awaiting processing by the FDE 20. '

20 Queues are implemented as circular buffers of fixed size, in shared
memory. The use of shared memory eliminates much of the overhead involved in
other types of interprocess communications. Event data in the queue appears as if
it were local to each process, and can be read and written using the APl routines
provided.

25 A single queue can have multiple readers and multipie writers. The API
routines provide built-in synchronisation to ensure transaction integrity.

As shown in Figure 2, the Event Queuing Services impiements two levels
of priority. A higher priority queue 70 is used for SCP events, while a lower
priority queue 72 is used for MIS events. A process which reads from the queue

30 services receives the highest priority event currently available.

The shared memory area used by the Event Queuing Services is of fixed

size, which is based on the capacity and throughput requirements of the FDCS.



(g) a further respective predeterm ned outconme to be

generated when the cqntents of said first conbination-

associ ated second store reaches a threshol d; nmeans for
processing the call event data of the call event record in 5 accordance
with said first conbination-associated profile set, thereby

obt ai ni ng awalesas43 one respecti ve process result and assocPel/eBosionTEad

ri sk indicator, incrementing the corresponding
identified first conbination- 14 associated first store or
stores by the respective process result, and, if a 10 threshold is
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second conbi nat | oﬁecords areaeecewetalfm preo$CPx 44 atsingca npeprocesgingdink. The (1)

at | east Ong\aﬂ r <Ht\§esgﬁrlg hg%ﬁl t%%t.ﬁ]er Sg event records until they can(lj;g P Achgapective
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to obtain a pWoﬂ&eaﬁeuE %%pﬂkws, and call event records from the SCPs 44 will be dropped.

10 As shown in Figure 3, Fraud Database Access Services (FDAS) is a
common module, shared by the Fraud Data Manager 52 and the FDE 20, that
provides shared access to high volumes of fraud data. Data for the most active
keys is kept memory-resident for high performance. FDAS encapsulates all
operations that application programs must perform against the shared fraud

15 database. From the standpoint of the application programs, FDAS presents the
memory-resident data and the disk-resident data as one logical database.

The Network Management Interface (NMl) is a FDCS module which passes
messages to the Network Management 50. The NMI messages are sent to give an
indication of the health of the FDCS to the Network Management 50.

20 There are nine types of messages sent via the NMI. Five of these are
messages relating to the FDCS fraud alarms. These five are initial Fraud Alarms,
Unacceptable Alarms, Undelivered Alarms, Operator' Assignment, and Alarm
Clears. The other four types of messages are System Process Monitor (SPM)
Faults, SPM Fault Clears, Process Faults, and Platform Faults. The sending of the

25 five types of messages relating to the FDCS fraud alarms can be turned off and on
via a user command available from the Top Level Menu process 60.

Processes use the NMI module to format and send messages to the
Network Management 50. The NMI is not a separate process, but rather a part of
the processes which use it. It is used by every server process in the FDCS.

30 The SCP Interface 40 monitors the appearance of SCP files on the server.
When a new SCP file has finished its transmission, the SCP Interface 40 starts
reading the records in the file for subsequent analysis by the FDCS. The SCP

Interface 40 reads in records from muitiple SCP files and checks to see which
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i ncremented by the process result, and at |east one respective

threshold for the or each store, (1) a respective

pr edet er m NW@96AtdHNe t 0 be generated when 30 PCT/GCR/08T63t ent s

of a said second conbi nation-associated first store

reaches a threshold, (ii) a Y& further profile identifying
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Cont r ol Server 58 validates the user and determnes their role. It

t hen suppl i eSTdehf %o HgYissA be °°’7Q°8V§“?UE“LE\’/éFe fRE2S0 THe ':Tﬂpoli‘ke'l@eé‘ﬂhbl i ng
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to the FDCS 2ce thgsgehave been extracted ghe3CGPcinteniase A% naipdlises: thecalhevenbr s t he
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start and stop other FDCS processes. receives signals fromthe FDCS
processes on2¢4%8f fo Realth. If a process has changed its state, the
Syst em Process MonfHes R Othfornatiéh BterhO Process Manager

Sraal> fHter$ AariideEme
28 of the change ag well as sendl ng an alarmto t he Net wor k Managenent
50. he MIS Interface 42 provides a way to receive call event records from

the MIS 46. The records from the MIS 46 differ slightly from the records created

10 by the SCP 44. The MIS 46 records contain call duration and pricing information
that is used by the FDE 20 to monitor usage patterns that might represent fraud.
The process hides file management and file manipulation functionality from the rest
of the FDCS.

The MIS Interface 42 monitors the appearance of MIS filas on the server.

15 When a new MIS file has finished its transmission, the MIS Interface 42 starts
reading the records in the file for subsequent analysis by the FDCS.

- The MIS. Interface 42 parses the records in the file, determines the.
record’s event type and extracts specific fieids. These fields are then formatted
into a normalised call record. This record is.then put in a queue in the Shared

20 Memory Event Queue 48 so the FDE 20 has access to it.

The FDE 20 analyses incoming call event records to detect possible
fraudulent use of the network. There may be more than one FDE 20 running
simultaneously in the FDCS. In this case, all FDEs 20 share a common database
containing the current fraud state. This architecture allows the FDCS to achieve

25 higher throughput rates when deployed on a multi-processor platform.

The FDE 20 performs a series of measurements on each call event.
Measurements are generally accumulated over time. Accumulated measurement
values are compared with thresholds to determine whether the thresholds have
been reached. When thresholds have been reached, the FDE 20 responds by

30 pertorming a set of actions, which may include creating fraud alarms, or logging
event trace records.

Certain responses are based on the value of a single measurement, which

is not accumulated over time. An /mmediate response is a response generated



A UNI X Consol e Monitor 65 periodically perfornms nonitoring functions and
forwards new nmessages to the Netwark Managenment 50. A Per manent
Storage Monitor 67 periodically examnes the size of UNIX 15 files and file
systens along with tables and tabl espaces. If the size of any item

exceeds a predeterm ned threshold, the process sends a nessage to the

Net wor k wosasgearent 50. User Applications PCT/GBI6/00I6S The
User Logon application 22 is the only nmeans by which a user 68 may 20 gain
access to the services provided by the ri®t of the FDCS. The application
collects a User ID and password fromthe user 68 and passes it to the
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receives a shutdown message, it performs a series of finalisation steps, and exits

10 with a successful status. '

FDEs 20 act as clients to the Alarm Manager process 54. An FDE 20 wiill
raise alarms when it detects a suspicious pattern of usage in the call event stream.
These alarms are created using a remote procedure call to the Alarm Manager
process 54. This procedure call is issued asynchronously so that an FDE 20 can

15 continue working while the Alarm Manager 54 processes the alarm.

FDEs 20 act as clients to the Logging Server process 56. An FDE 20 will
log a subset of the cail event data it processes. Events are logged by issuing a
remote procedure call to the Logging Server process 56. This procedure call is
issued asynchronously, so that an FDE 20 can continue processing while the event

20 data is being logged.

Each FDE 20 is dependent on a fraud database containing keys, buckets,
and historical data. In order to meet the FDCS performance requirements, the
most active portions of this database will be cached in physical memory, while the
least active portions will remain disk-resident.

25 The role of the Fraud Data Manager (FDM) 52 is to create and maintain
the database caches used by the FDEs 20. At application start-up, the FDM 20
will initialise these caches, based on its private object model. The FDEs 20 will
not be allowed to access this database until initialisation is complete.

The FDE 20 performs processing on each event it receives in accordance

30 with the following program :-

Determine event type
Determine key fields from event type detfinition

For each key in the eavent
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agai nst fraudul ent use of the netwwk by the new user, and then change
the profile set in accordance with future circunstances. An exanpl e of
this latter would be to respond to the sequen nunbers of the user's
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use by that user. oY IS8 Y call event record as used herein is

not limted to records resulti iGp on to thikmexn key(fiebsinthé everdonnecti on to
network dgstination term nql s (calls), but includes 15 equivalent data

relating To network facil i ¥%s (al so known as services), for exanple a
request to dEtérmrdriecprotilelsetior apwi ey sty the defadt haofiee senpolieyng calls to a
user's t el ephone diverted (re;routed),t i nati on nunber supplied
by the user in the request'{p'(?p{easeig 195 etgrgﬂﬁ%t conference call (also

known as t hrQreateangwcikelyl bunkpts, bnd history bédosdiog it defeult brofitecsemn user request
enconpasses tel ephone calls andelthe li ke, 20 requests for network
facilities, and any other type o net wor k request. The term
entity adOudsdomur themeknkeydficid incthetegerpr of i | e sets neans a set of
characters representing the idee%i“ty of a user of the network, either
directly, or indirectly, e.qg. through the identity of associated item
of term nal equiprment (e.gendif tel ephone), and includes an originating
network termnal (e.gg,dp! ephone) nunber, a 25 destination term nal
nunber, an account nunber, a nobile tel ephone nunber, a uni ver sal
personal tel ecommuni cberensh prafikiorthe sey's orafile sainber), a calling card

nunber (3bso known as a chggdf thentkaliverehd vai®y @ user identity. Also, in
t he context of the present 1nvention the termuser is not limted to an
actual person, For each bucket affected by the measurement

If the bucket time interval has expired
reset the bucket
end if
20 Update the bucket using the measurement value
If the new bucket values causes a threshold to be reached
Create responses defined for this bucket (i.e. send an alarm to the A!arin Manager
and/or, mark the current event for logging and/or, mark the next n events for this
key for logging)
25 end if
end for each
end for each
Store key, buckets, and history in the database
end for each
30 It the current event is marked for logging
leg the current event
end if



hut includes a | egal person, and itens of network equi pnent. 30

Where a key field is_the called nunber field, a PP will decide those
nunbers (keys) which will trigger processing of the call event record.
These could be the nunbers for premiumrate services, e.g. nunbers

begi nning with 0891, 6G
0898 and t hwolossmas i Nt er nati onal chat |ines, bulletin boar®BGI/GBI6®I6Ihe PP
can sel ect the | evel and conprehensiveness of the protection.

As described in nore detail later, profilBes can be arranged to count
nunbers of calls (attenpted calls and/or conpleted calls), or to neasure

call usage 5 (durnﬂtalm)forTrwéuﬁernr&%rgxsaoéseﬁwéx.sqf.ntth@ahﬁﬁﬁ IR Fbef%' udes a

unit to be added to he correspon store .g. in the case
count i ng cal usesrthel&llowing qlqﬁeqlurerealetseépohcv fnlsﬂﬁ{,ﬁfmtf‘&Ih°V’a‘l°LR§°QﬂBdthe cal |

duration in, say, .M e &S type of the current XO§§sEndt rhitkés BOLhdafs &emly}’s ached

t he generat ed out cone may I ncl ude arranging for the entry in of
the next n c@ill beRarfarmediéesthis k§¢curri ng which 10 have the same vaI ue of

key in thesfirst f.i@gihdnAge tRdloRbinadbdd of BlidroB¥EBt added Ype will be used to
Speci fic enbodi nents of the various aspects of the present invention wll

now be descr l99k&p)e apRropfate dafaylterofile et off Bheshisena 66*?%%* I®ien gefined

whi ch: - for this corbifltiof, TheSKAWeypeNfofPRill 6&LUEEN 1R IR dpetHeUdgprdthiafe Fraud
Det ecti on and

default profile set. |f there is no defauit profile set defined for the key type alone,
no analysis will be performed for this key.

10 If a key for the current event already exists in the database, a relationship
will have already been made between that key and the profile set used to analyse
events which contain that key. This relationship will have been established in one
of two ways :-

- The Systems Administrator 64 pre-provisioned the key and its associated

15 data.

- The FDCS provisioned the key automatically, using its default profile set '
policy; the first time the key was presented to the system.
A number of limitations on the FDCS configuration must bé enforced to

assure that performance and capacity requirements can be met.

20 » At most 7 time intervals can be associated with a single measurement.
. At most 5 measurements can be associated with a single key.
. At most 3 thresholds can be associated with a single bucket.
- The smallest non-zero time interval that can be supported will be 1 minute.

The largest time interval that can be supported will be 13 months. Time

25 intervals can be specified to a resolution of 1 minute.
. Bucket accumulator values are real numbers in the range of O to
1,000,000. _
. Bucket thresholds are real numbers in the range of O to 1,000,000.
. At most 5 responses can be generated when a threshold is reached.
30 = At most 5,000 profile sets can be defined.
. At most 10,000 profiles can be defined.

The internal processing of the FDM 52 is largely data-driven. The

configuration data loaded at start-up controls the content and size of the fraud
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System ( FDCS) enbodyi ng a fraud detection system of t he present

invention; Figure 2 is a diagram showi ng the arrangenent of an
Event Queui ng Servi ces conponent of the FDCS;, 5 Figure 3 is a

di agr am of wo 6r3sM3d Dat abase Access Services conponent of PCT/GBM#OPECS;
Figure 4 is a block diagramof an intelligent network including another
fraud detection system of the present i*Rention; Figure 5 shows
an exanple architecture for a service control point in the 10 network of

Figure 4,  database caches i &6l Bs rintithel b 6BAY Suchf astthe Q¥REEN RrDiseR fonl |
request fraud detection and managenent procedure; Figure 7

is a flow clf3FR ¢ "ean exanpl e of a profile change request fraud

detection and Wﬁnhg%ﬁ'ﬁi&ktl@ﬁ Qeaefiu;s eihelfDM 52 w.n mxﬁalgurme&:arcaw Q6ifgithe @
mul tiple dis{ributed nputing _environ ent network

ar r angement Jdisk-resident da‘abaﬁf' guH® §PF2 0¥, réIE hpet Bp %‘P’f"@&rf&t és%lf'?“al’fﬁéﬁent to

Fi gur e 8; 5amidtabase until initialisation is.complete.

The FDM 52 is also responsible for refreshing the disk-resident database
from the data caches. This task is performed in the background, when the process
has no higher-priority work to perform.

Because the caches are memory-mapped files, the data in the files will

10 reflect the content of the caches at the time the last refresh was performed. if the
application is shut down, or should crash, the caches can be restored from the
memory-mapped files. This approach allows the FDCS to start up and initialise
quickly in the event of planned or unplanned shutdown.

The FDM 52 replaces data records which have been cached in the

15 permanent fraud database based on how recently they have been accessed. in the
cache, records that have been updated most recently will tend to displace those
that have not been updated recently. The period 6f time a record remains in cache.
depends both on the size of the cache and on.the current level of activity in the
network.

20 Finally, the FDM 52 provides services to processes which must access the
fraud database in real-time. This feature allows authorised users to 'update the
logging attributes of keys maintained in the database.

The Access Control Server (ACS) 58 performs asuthentication and
authorisation on an operator's access to the FDCS. Authentication is the process

25 of validating a User ID and password and authorisation is the process of giving a
valid user access to facilities in the network.

The ACS 58 authenticates the operator’'s User |ID and password at FDCS
logon time. If the User ID and password matches what is in the FDCS database
the operator is allowed to access the main menu, otherwise the operator is denied

30 access. The ACS 58 stores the password in a one-way encrypted form.

The ACS 58 keeps track of information aboutr user accounts. This
includes information on invalid logon attempts so that it can disable an operator’'s

account, password expiration, access role information that authorises operatars to



Figure 10 represents a wde area distributed conputing environnent.

In Figure 1, a Fraud Detection and Control System (FDCS) is shown 20
operationally coupled to various itenms of a commnications network (not
shown, per se). The application architecture of the FDCS is in the form
of separate functional bl ocks conprising an External Interfaces bl ock

10, a Fraudwoa%8iiass bl ock 12, a User Applications bl ordrrdsbsoons3
Adm nistrative Facilities block 16 and a Dat.abases bl ock 18. Each of

the blocks 10to 1 6 conprises one or nm@e object 25 oriented application
processes and only the principal inter-process communi cati on links are

shown. The Frauds SeoxheGanglor e RISk 1R AES &Y SBaNIPUEY b ket o33 FHau

Application Servi I nterfaces block™ I0 are
responsi bl e sessiangahAlmeat i ng directly with systens outside the FDCS.

They receive raw e‘VﬁenkErrﬁrMarIaBEpBE acfeptd lﬂ%ﬂ& faQFm@%H’éﬁéoﬁﬁw%#bE?%O

W appi ng any necessary conmunicaiion protocols around out bound
transact i ons an@ disparehessingatanps to all active Alarm RiggentatqioPraesssesced of bl ock 12

support the system@s afani'Mafagef 'S¥ also mﬁ%‘ék d&dcal%at@N£n{hea?/§ka 3?%0 al arm
gener at ion, alarmroutl ng, security contro
PCT/ GB96/ 007@§tory of all alarms known to the FDCS to the Alarm Presentation Focesses 24,
Alarm history changes come mostly from actions performed by fraud operators
while they are working alarms using an Alarm Presentation process 24. The Alarm
Manager 54 will escalate an alarm's severity when an alarm remains unaccepted
10 for too long.

The Alarm Manager 54 also manages and dispatches operator alarm
annotations to all of the Alarm Presentation processes 24. As annotations are
appended to alarms by the fraud operators, the Alarm Manager 54 receives the
annotations and dispatches them to all active Alarm Presentation processes 24.

15 The Alarm Manager 54 manages and dispatches operator information to
each of the Alarm Presentation process 24. This information is needed by the
Alarm Presentation processes 24 so that operators know to whom they can
transfer alarms.

The Alarm Manager 54 also sends alarm, alarm history, and alarm

20 annotation logging requests to the Logging Server process 56.

The Alarm Manager 54 also sends network operator alerts to a printer
interface. The Alarm Manager 54 generates the alerts whenever alarms remain
undelivered for too long, and whenever alarms are automatically escalated by the
Alarm Manager 54.

25 The Alarm Manager 54 is a background process li.e. no visual elements).
There is only one Alarm Manager process 4 in the FDCS architecture.

The Logging Server 56 logs call event and alarm information to database
tables. The Logging Server 56 processes logging requests asynchronously. That
is, the processes making the logging requests do not wait for the Logging' Server

30 56 to finish performing a logging request. The Logging Server 56 is a backg'round
process (i.e.. no visual elements). Typically, there is only one Logging Server

process 56 in the FDCS architecture, although to support scalability, there can be



| oggi ng control, and application infrastructure on behalf of all users.

ALthough the  FDCS may be "scaled yp" by running nultiple copies of a

Fraud Detection Engi ne (FDE) 20 of block 12, typically only one copy of
the FDE 20 wi || exist per i mpl enentation . 5 The User
~ Applications of block 14 provide a layer of visibility into the Fraud

Appl i cat i onwesgemigaes of bl ock 12. User Applications incl udectiespsdoeggon 22,
Al arm Presentati on 24, User Conmands 26, Process Manager 28, and Log Query

30. User Applications are distinguished #y the fact that each user of the
system has their own copy. Though the User Applications may share a

processor W fyy fohénel Doggiig?BekvAP Bldcesd indBcaRinVioE @Sch ofRY prédeks fraquiidrgl AY run
on intelligent workstations. The Adm nistrative Facilities of

bl ock 16 are SQNREFUERAP Bt ypne of User Application. They provide a set of

tools to configureTRaGybleRYPRiceds MiRiterDSPM) 62 is G éﬂn%bﬂiﬁ? invdufeAfdr the | €S
are not neant_to be universally available and are typical restricted

: ( y.. A
to users assd@CR edt Mo ©§FRT &87YRHICSMPIRENS, PpigLaIns, information regarging

addition te tphscekdUindt VP Siatls BPBI issisi RPUIBO RRAERAL SnesbagEB! Y it HRWY grks
10, 12, 14 and 16, the FDCS uses a nunber of |ogical databases which

conpri se AuHNOripRt MBS SEIOERY 40P PHIEF ¥ PERSF T PNY HsAnRest othes: EDCS
A Fraud St at ;sgat abase 32 which is used by the FDE 20 to provide a view

of its state. It contains the current rel atiﬁgﬁhﬁ bet ween keys, profile
sets, and 20 profi 88 Brmpasnt Horags r Mapigy, k&Y yRigvides an dutomated 5

Provi si oni ng rMedhakiemetoIfbtif tHeF oS @ysieReAtMinitlavs| Whetie@ér certaif EDES@Addat a

needed by  t.h aud plication Services and er Applicati Thi s

el udes. 10" UNIKGpFie S Cese S, SBEH H8 it cThon il Bys et FAF1 DYRem and

al ar m pr esentadministret 849lah pportunity to correct ahyRideqBobleds Aefoasthe OGS ruhat abase
36 which is a secured database 25 controlling privileges and access rights
granted to usf® 8$st“'|‘? stefgee; A Logs dat abase 38 which
contains the | ogs The adsponsbilites! df By @SMs67 anulude periodically checking the space

usage of specified objects and reporting {by way of sending alarms to the NMI)
18 when storage thresholds have been exceeded.

The PSM 67 is a parameter driven program which will periodically analyse
disk space available to. the FOCS systemn. . Parameters for the program. are stored in
the relational database.. The parameters for this process are of two types: Object
Parameters and:Process Parameters. Object parameters affect and describe only a

20 single object. Some examples of object parameters are object name, object type,
and estimated maximum value. Process parameters affect the entire process and
all objects monitored by the process. Threshold percentages, mode reset time, and
time to wake up are some examples of process parameters,

The UNIX Console Monitor {UCM) 65 monitors text added to a system

25 console log file. As the messages are logged they are captured and formatted into
standard Network Management format and are forwarded to NMI.

When UCM 65 starts, it check_s a startup parameter to see if the log file
should be examined for messages that may have been added while it was not
running. f the parameter is present it loads in the position of the last message it

30 read from the file. It then examines the file to see if any new information has been
added. If new information has been added, it will read and forward the messages
to the Network Management Interface. If the file has been changed, UCM 65 wili

attempt to finish reading all the information from the old file before going on to



user activity. The FDCS contains five external interfaces.
Three processes resident_in. ~block 10 support the inflow of call
events fromthe network: one process (40, 42) 30 for each of two types of
i nput datd streans fromthe network (from Service Control Points
(SCPs) 44 and from a Managenent |nformation System (MS) 46) and one

process ( Shyiognidsory Event Queue 48) to collect the evenecrenssinges
present a stable interface to the FDE 20. A nodul e included in each server
permts W) 96/ 31043 22
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process to communi cate through a Networ k Managenent. ) nterface (not
shown) to a RERCRRT Wemgnagfse'h theg savestherusent PRELOS IIGFREY9S 3 sehedulesy s
reporting i niéif o5 exdring ted1ANMNAgaire st sand codfighidleDaterbs as iyl garmd@r Rermts

access to the FDCS database fromrenote platforgs, in particular, the
MS 46. 5 "Rot Pfese“‘ﬁﬁsngﬁﬂ' ORt Wik save e opr ‘Lfa‘és"faﬂg)?."%”géf'%\ﬁﬁv’-%ﬂ ch

supports an itself &Rl laeatimen progranm ng interface which is used to deliver

call event_data to cust onm_sed event i ntification.and data extraction
modul es of °t he SCP'i$MaFtLpgan/Top Lgyel Menu &%Nt’ process provides an access point

to the FDCS. This process is the means by which users identify themselves, gain
access to the FDCS, and initiate user processes such as the Alarm Presentation 24
and Process Manager 28.

The LGN process contains two modules: the User Logon (UL} 22 and the

10 Top Level Menu (TLM) 60. The UL 22 is used to capture a User ID and password
which are then sent to the Access Control Server 58 for authentication. The ACS
58 then returns information back to the UL 22 indicating any probiems with the.
authentication. If the User ID and password are valid, the UL 22 then gives the
user access to the TLM 60,

15 The TLM 60 provides the user with menus to access subsystems within
the FDCS. Some of these subsystems are restricted and may not be accessed by
all users. The TLM 60 passes the user's role .to. ACS. 568 to determine what
services of the FDCS are- available to them.. This information . is then sent to the
TLM 60 which enables facilities. - This configuration allows the TLM 60 to restrict

20 access to the variety of services provided by it. Unless a positive authorisation is
received from the ACS 58, all facilities are disabled.

Security imposes dependencies on processes and their interconnections.
Processes that give users access to information through a user interface are
especially vulnerable to security breaches. Because the TLM 60 is the access

25 point to many FDCS subsystems, dependencies are a concern. Therefore, the TLM
60 has been made dependent on the ACS 58, the security agent for the TLM 60.
if the ACS 58 shuts down then the TLM 60 shuts down along with all its children.

The Alarm Presentation process 24 is the tool with which the fraud
operators work alarms. Operators can use various options to respond to fraud

30 alarms, and they can view alarms in various ways. _

The operators can accept an alarm, which identifies the operator working
the alarm. Operators can escalate an alarm’s severity, which moves an alarm to a

higher severity level. Operators can transfer an alarm to another operator, which



The M S Interface 42 consists of a custom sed application which 10
precess8s—ti1-8s—oi—pri-ced-cal |

the MS 46 using a standard UNI X (a Regi stered Trade Mar k of UNI X
Systens Laboratories, Inc.l File Transfer Protocol. The
Net wor k Managenent Interface is not a process, but a nodule - i ncluded in

all other pwvoeesmés running on the FDCS server platform VIGHERA6/00763 15
process nmust send an alarmthrough the interface, it invokes its associ ated
nodul e. The module will format the alarm3and send it to the UNI X print
daenon, which then passes it on to the Network Managenent 50.

The M'S Repogitéxes! tHeCldeAt b théRiperREH R@rkity ek ahPmOtcS ahotel @Ferator.
architecture of the proprietary database products. Wien a report is

required, thEPYEMF B'ew 3n a‘%’Hh e eafis e WaNCRISTORy ior Anlam,. Heeeraterect i on

upon corrpl et taalsd g, deae:Maad%oaw huahﬁ\éﬁn&eﬁ@&s ot QohRnelatra td Bspugh
data views as opposed to sical table Fra Servi ces

fall into twe%4s: ¥gsi é’g‘wec"ﬁbs@ h%ﬁ”ﬁf??‘éc“t"l‘“y addnsh ta‘af'ﬂea““"tat'ﬁnsﬂ‘%%s of

detecting ande@@mrnﬁgd,ﬂyngaﬂ%w,lsnfraud and those which control and 25
report on the state of the entire appllcatlon The FDE 20, a Fraud Data

Manager 52, andsiaghthe Al EesegERtIoB Precest 2fn{Taud RRETAIOFS Fan WeWlRR  whi | e

remai ni ng mf&meﬁseﬁaeaarr&sldantslae Mﬁ%mary_hstmgs. anarmﬁbfan%za%@ anpl yses
normal i sed call events_ and takes action when. it ?r’r P?S suspi ci ous

patterns of 8P eSoUBL HPIRYR: t HEe cHHAFBntresyBein PIRTEPY (A Llt8Ts, OR¥PShER dat a
i n each evenhawgatusaedwéea tdew«@s&nﬁﬁws%d% cmsuhemnbsdeasmislbbmgloby
respectiv?0 pro Il a ach measure IS accurtul ated over a
number of 10 9% qifgle L8y bl Aeia rep o pE: TLRAEE T FIRASIBKs of 1 ho
present invention)TheNigdini IPeesentatival procés 24 besHnettsCtOIRESAIaMY Mhondgee
threshol ds def Icgesd Jd» up.on |nlt|allsa|t:|on Qt then receives a copy of all outstanding
{uncleared) alarms. As the fraud operator selects aptions that work the alarms (i.e.
the accept, escalate, trahsfer, clear, and annotation options), the Alarm
15 Presentation process 24 sends. requests to the Alarm Manager process 54 to
perform the requested task. If the task is successful, the Alarm Manager 54
broadcasts the new state of the alarm out. to all of the logged on Alarm
Presentation processes.
The Alarm Manager 54 is a foreground process {with. visual elements).
20 Each fraud operator starts an invocation of the Alarm Presentation process 24 by
selecting the Alarm Presentation option on the Top-Level Menu 60. There are two
main types of windows available to operators to manage fraud alarms:
Alarm Presentation - A scrollable window which displays multiple alarms in
a tabular format, one alarm per row.
25 Alarm Detail - A window which displays all information about a single
alarm, including its history and annotations.
There is virtually no limit to the number of Alarm Presentation processes
that can be active at any given time.
The Process Manager (PMG} 28 displays a representation of the health of
30 the FDCS system on a user’s workstation and allows an authorised user to control
the FDCS processes and user connections.
The PMG 28 gives the user a graphical display of the system and

connected users. By clicking on the appropriate icon an authorised user can cause




1.7 Look up key, buckets, and history in the database

| f key does not exi st I f key is not dynam c

Go on, to the next keyfleldlnthe “event 5 el se
Deternmine profile set for new key using the default profile set policy

If profile set can be determ ned Create new key, buckets, and history
accordi ng tyogwiast profile set PCT/GBYGBIGse 10 Go
on to the next key field in the event end

i f end if 24 end if

For each profile in the key's profile set 15 ot ai n

the Measur emgn e\éggggeto be sent to the SPM 62 to stop ol':% ar %ﬁhﬂﬁsﬁéﬁkeg fo?% ed by

t he neasur enen time interval
has expired disconnect a user. reset the bucket

end if 20 Update the Q?S,Ia J:Q]?g,t Eg@gg@ﬁé%n?atreé&b&erequeséffrérneth%'

bucket val ues causes a responses
out cone) def ifraeg swemmmb@un@t ($4/) B4 towndatarer gionfigure ghe FBCS applidagiom

Manager and/ Oernvwgrqﬁéﬂ}thg EerEggli ESa%Bﬁcafngﬁ Aa?gghﬂgrsaﬂg(ngé thémfgéht es f?eXt n

events for this | 0oggi n
end for each constructmg run-time reference data for the FDCS application. The editors are the

single source of control for updates to all configuration data within the application.
Changes to configuration data are performed either through real time updates to
the application or through change management procedures. In the case of change
10 management activities, the editors provide the ability to define a package of
changes, associate a group of changes to configuration data with a specific
change package, and release the change package to the FDCS p'roduction
environment.
The CFG process 70 is invoked by selecting a menu entry from the User
15 Logon/Top Level Menu process 22/60. Upon invocation of the editor process, the
FDCS user's roie is passed to the editor process and used to obtain the list of
services from the Access:Control Server .58 for which the user is authorised. The
menu entries in the. CFG top level -menu are then enabled according to the user's
authorised list of services. - The list of services determines which editors are
20 available to the user as each editor is invoked by selecting an appropriate menu
entry.
Each data editor maintains a specific grouping of data objects for the
FDCS application and can be categorised as either a real time editor or a change
management editor. A real time editor performs updates to data that do not
25 require change control. Updates of this type have very little impact on the running
system. For example, adding or deleting a user from the system is performed
using a real time editor. A change management editor maintains data that has a
much greater impact on the running system and, therefore, must go through
change control. Due to the impact these changes have on the running system, the
30 promotion of these changes to production is performed in a coordinated manner.
Maintenance of customer profile sets and profiles is an example of data that is

maintained using a change management editor.



end for each

Store key, buckets, and history in the

-dat abase end for . each 30 : Lf .the current event is
mar ked for | ogging | og the current event
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fraud operat

i nformati on

a

end

or or an investigator) logs on to the FDCS. the Access Control
Server 58 validates the user and determi2Res their role. It then supplies

to a Top Level Menu 60 of block 14 enabling only those

facilities to whi chual hifHe ea.mrélaﬁ?%ﬁmt ﬁ%@a.m&m@sﬁe&s th@MFodRRESY Satdblad

particular User ID iIs assoclate

10

15

20

25

30

and in-memory object model of the running system. Data updates performed

through a real time editor are first applied to the production database. After the

database has been successfuily updated, the CFG process 70 establishes an inter- -
process communication:with- the running process whose application data has been

modified. It sends the data updates to the process and requests that it updates its

in-memory object model. Once updated, the data changes take effect immediately

in the running process. Changes to the FDCS access rules are the only exception,

becoming effective the next time the user gains access to the system.

Change management editors do not update configuration data in the
production database. Application data that is not modified through a change
management editor is written to a staging database and updated only in the in-
memory object model of the CFG process 70. For each type of change performed,
a history of the change is written to the staging database in the form of a Change
reco_rd. {Change records equate to a system-defined unit of work within each
chaﬁge management editor]. The Change records are collected together in a
common . grouping - known -as. a8 ‘Change Package and managed as .a whole.
Individual changes are only -applied. to- the production database when the entire
Change Package is promoted.to the production environment.

In addition to maintaining application reference data, the CFG process 70
provides an editor for the maintenance of Change Packages and their associated
Change records, The Change Management editor provides the ability to modify the
Change Package description, and update or delete specific Change records prior to
the promotion of the Change Package to the production environment. It also
provides the facilities to promote Change Packages to production. When a Change
Package is promoted, the CFG process changes the status of madified and deleted
data to “history”, updates the production database from the staging database, and
changes the status of the Change Package to "productidn". (A sing'le database
transaction is used to commit all database updates within a Change Packagel.

The data editors provided by the CFG process can be grouped into four
distinct categories: Application Reference Data Editars, Application Configuration

Editors. System Monitor Editars, and Change and Release Management Editors.

a



5 only one connection to the FDCS at a tine. A System Process
Monitor 62 nonitors the health of the FDCS. This . process allows a
System Admi nistrator 64 to start and stop other FDCS processes. I t
receives signals fromthe FDCS processes on their health. If a process has
changed its state, the System Process Mnitor 62 sends a signal notifying
the 10 Procggeshpenoer 28 of the change as well as sendi ngPGIGENIAONSt O t he

Net wor k Managenent 50. A UNI X Consol e Monitor 64
periodically perforns nonitoring functi o and forwards new nessages to
t he Network Managenment 50. A Permanent Storage Mnitor 67

periodically exam - i L i I W th
tabl es and tabl es pgﬁig;%faﬁttﬁ‘ge%;azngmﬁ fi‘ﬁ?/fcr%fgﬁr?egpt%xﬂgeﬁegdsﬁg%pr gge"t?éeurgm ned
t hr eshol d, t hoe pradeasSTablent §in dourenasisg@ oDt Whichilisiadhk object gjassega@nd tbeis0.

User Applicat NS tions: The User Logon application 22 is the only
means by which a 82T 68 may 20 gain access to the services provided by
the rest of the FDCS. The application collects a User ID and password
fromthe user 68 and passes it to the Access Control Server 58 for

val i dation. User Logon 22 enploys the validation response to enable
only those wi ndows, nenu entries, and buttons specifically permtted to
that user. 25 The User Commands application 26 represent a
col l ection of m scellaneous menu itens which are actually part of the
Top Level Menu 60. These include commands to mark and unmark keys for
| ogging, to control whether or not fraud alarns are sent to the Network
Managenent 50, and to initiate background . reporting tasks. 30

The Al arm Presentation application 24 contains several major displays
used by users 68 (operators and investigators) to work with the generated
al ar ns. The users can perform a nunber of operations upon the current
al arnms using the Al arm Presentation 24. They can accept an alarm
indicating that they are
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responsibility for it and they can. clear an alarmthat they have previously
accepted.- Other operations include the reassignnment of an accepted alarmto
anot her user, and, for suitably privileged users, the ability to escal ate

or de- woosBmRax the severity of an alarm Al arns can bDRCTGRI6I06363d | n
both sunmary and 5 detail formats. The Log Query application
30 provides both SQ and non-SQ interf&es to the data | ogged by the
vari ous FDCS processes. For SQ.-based queries, a sinpl e command |ine
interface is provided. For non-SQ quespgsSiaa series of forns wll be
avai l abl e to support query-by-exanple. 10 The Process Manager
application 28 presents a topology nmap representing the entire FDCS to
the System f@ﬁmm G T COMS T I tIe map T epr esernt rrrorvy dual
processes. The _icons hgﬁaelf’g(l')?iﬁ their shape and colour depending on

their statu$EVENG. i nijGontainsi algof therfieldsgn a ealirdvgnt raegnhd whichpeay be asedhpri sed

users may access tihe PLocess ger 28 to start or term nate any
I ndi vidual qpplication 15 Sgocess%% Adm nistrative Facilitjes

and Confi guj &YEN¥HR Chandbe processing the FDE performs on an event depends on its type.

TYPE The event types are:

Successful SCP Calling Card Call

Unsuccessfui.SCP Calling Card Call

Partial MIS Calling Card Call

Partial MIS CPE Call

Full MIS Calling Card Call

Full MIS CPE Call _
A member of the EVENT TYPE class lists the KEY TYPEs that will
be extracted from an event record of that type.

The EVENT TYPE class is responsible for enforcing the data
integrity policy that event records of a given type must arrive in

chronological seguence.

'CUSTOMER | The CUSTOMER contains an entry for each customer served by the |
network. The analysis of call event data can be customised at the
customer level by specifying a DEFAULT PROFILE SEf for each
combination of CUSTOMER and KEY TYPE




The Administrative Facilities are a collection of systemeditors which are
used to control systemconfiguration._The editors provide an easy way to
mani pul ate the configuration data used by the servers that control the
operation of 20 the FDCS. There are editors for Al arm Managenent and
Presentation, profile sets and profiles, Configuration Managenent,
Access Cont r@loessft@®i ng Control, Cust onmer Provi si oni ng, pé¢PEBIsHETEH DCS
application runtinme paranmeters. Al editors are accessed through a
wi ndow of a common Top Level Editor 66. Efitors within this facility
are available only to suitably privileged users, such as System 25
Adm ni strators 64. - The Admrpget f@tive Facilities al so provide
the application's rel ease managenent functions. Wth the inportant
exception of Obj ects corrprl sing the profile and profile set, nost

: RiPTfORaSed dl recr 'y Tnto e Tunm ug

det er m ne hoy

fraudul ent 4 net wor k uaaﬁchéﬂeasamﬂernecvésnﬁs Thia tnbﬁ,eséoreeu@%&%eeﬂ to
change managegnent procedures, are staged, and released in a way which

pernits a rol|ll back to occlipcsymulated qvee time| 'éafé’é'"cﬂ PR8N (B riFgBe A’ gani bes

Wien the production dat abaggmpared ety with a threshold. WO 96/ 31043
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The types of measurement are:

Count of event records

Sum of the values in an event record field

Conditional count

Conditional sum

Call overlap

Conditional measurements are similar to unconditional
measurements, except that a series of screening checks are

performed on conditional measurements.

SCREENING A screening check is a test of a particular field value contained
in the current event. The types of screening are:

Exact match against one of a list of strings

Exact match against a list of numeric values

Pattern match against a list of strings containing wildcards
Range checking of numeric values

Range checking of string values

More than one screening can be applied to a conditional
measurement. In this case, the measurement will only be made

if the event passes all of the screening checks.
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key is encountered in an event record. If a KEY TYPE is not

dynamic, any keys not aiready in the database will be ignored.

i nter

Members of the KEY TYPE class also contain the profile set which
will be used for dynamic keys in case no DEFAULT PROFILE SET
exists for the combination of CUSTOMER and KEY TYPE.
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KEY

Each key is a unique string extracted from an event record field
defined as a KEY TYPE. Usage measurements are accumulated in
BUCKETS for each KEY, according to the PROFILE SET assigned to
that KEY. Example key vaiues: “3135551212", “000003".

PROFILE
SET

Contains a set of PROFILES that control the analysis which will be
performed for a KEY. A PROFILE SET will usually be shared by
many keys.

It the profile set cannot be determined for a particular key, no

analysis will be performed for that key.

DEFAULT
PROFILE
SET

Used by the system to automatically assign the PROFILE SET which
will be used for the new keys owned by a CUSTOMER.

PROFILE

Each PROFILE controls the analysis for one MEASUREMENT in a
PROFILE SET.




priority queue 72 is used for MS events. A process which reads fromthe
gqueue 30 services receives the highest priority event currently avail able.
The shared nenory area used by the Event Queuing Services is of fixed
size, which is based on the capacity and throughput requirenents of the
FDCS. WD 96/ 31043
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fixed size places a constraint on the nunber of events which can be

buf f ered Wi thin the system 30 Records are received fromthe
MS 46 using a file transfer nechanism As space becones available in
the low priority queue, the MS Interface 42 process 5 wll refill the
gueue with records read fromthe MS file. Records are received
fromthe SCPs 44 usi ng a t el epr ocessi M§BLE AR, The hi gh pri ority queue

I's used to UHIEE ; A i - ¥ d g series of
FDE 20. If tjhe capacity reqU|renents 0 t%e FDCS are exceeded h hi
priority qudgue overfl ows,| frand roedsireovests made oversa fnattwutahémmemal wid | be

dropped. 10 AS S AW B duih BHieGorehe intifkeRil abase Access Ser v ces
(FDAS) is a

The algorithm which resets a bucket's accumulated vaiue is
event-driven, not clock driven. The accumulated value is reset
of zero when a bucket is updated with an event that occurred
after the expiration time for that bucket. The expiration time is

also rese: to refiect the end of a new time interval,

HISTORY This class contains historical data needed to perform the CALL
OVERLAP measurement.

TIME INTERVAL | The time interval over which measurement values will be

accumulated.

THRESHOLD Contains the-level at which an accumuiated measurement value
is considered to be suspicious, and the RESPONSE that should

be taken when that level is reached.

RESPONSE Contains instructions the FDE uses to respond to a suspicion of
fraud, such as creating an alarm message or logging event

records for trace purposes.

A scenario will now be described concerning fraudulent use of cailing
5 cards. It is known that a fraudster can observe the keypresses made by an
authorised user of a calling card and thereby be in possession of the account
number and PIN. it 1s known for such a fraudster to operate at, say, an airport and
to observe arriving passengers using calling cards at the public telephone kiosks
when they make genuine caills to say, for example, that they have landed and

10 require to be collected.

' The fraudster does not need to have possession of a calling card, only the
account number and PIN, which he will acquire by surreptitious observation of the
keys pressed by the user. The fraudster now operates by offering, for example, to
passengers waiting to depart, to set up a call 10 someone in a foreign country for

15 an up-front payment. Such passengers may have several hours to wait for their
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Moni t or (SPM ears rocess form
Faul ts. The sesatnge wiio amw}ﬁ hlsfof\fey types of nessages relating to the FDCS
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whi ch {if it has been found that the majority of non-fraudulent calis are less than this
duration}, and if that was longer than the threshold, an alarm would be sent to a
fraud operator 68.

15 The fraud operator 68 could respond to the alarm by looking at the
complete call completion record, and by calling up the calling card account detaiis

~ from a database, say BT's Customer Service System, and if from the account

details {name, address and history of card usage) there seemed to be no reason
why that customer should be legitimately making long calls from an airport to a

20 foreign destination, then the fraud operator 68 would then bar any further use of
that account and notify the customer.

The profile could have screening set so that the measurement {in this
case, call duration) is made only if the called number passed all screening checks
set for the profile, for example if a particular part of the world had 10 become

25 associated with fraudulent calls. There will also be a defauit profile set associated
with the calling card number, and the FDCS will retrieve the profiles from the
database, update them énd return them to the database. In this case the start and
stop times of the call will be recorded.

As the fraudster will try to sell as many fraudulent calls as he can, assume

30 now that he has established another fraudulent call from another kiosk. When
that call has finished, the FDCS will receive the call completion record and for the
calling card key retrieve the profiles from the database, including the start and stop

times of the last call record received, A profile is responsible for comparing the
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nore than oneallirigkcard) ThigkaMmgroduce an alarm in the situation where, for example, calling

card details (account number and PIN) have been published on a Bulletin Board

with an indication that use should be at a certain time, say 3 o'clock. This will
result in a multiplicity of fraudulent calls starting at 3 o’clock, and if the FDCS

15 could operate only on call completion records it wouid not begin to receive these
until maybe an hour or more, since the. fraudulent calls would probabiy be of long
duration. In this case the FDCS operates on. call initiation records, detects the
calling card number as a key and updates. a call attempt bucket. This could be set
at a low threshold, say ten calis over a period of a few minutes.

20 In a variant, the profile set for a calling card includes a profile for
managing a bucket accumulating “penalty points”, and the call duration profile is
arranged such that the response to the lowest threshold being reached on a bucket
includes the allocation of a respective number of penaity points. For example, one
of the buckets has a time interval of 24 hours, has screening for international calls

25 and has a lower threshold of 100 mins. The profile rule for this bucket is, for
example, to generate 5 penalty points which it adds to the penaity point bucket in
the penaity point profile. This profile tests whether the accumulated amount in the
bucket has reached any threshold by performing an update in the same manner as
all other bucket updates, but with a zero update value.

30 In this variant, the respective call duration profiles for various called
number keys have respective rules for allocating penalty points. For example, for a

“hot” Bulletin Board, i.e. one that is used for fraudulent purposes, one of the
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PCT/ GB96/ 00763 In accordance with the proﬂle ruies, the cail event record 1 examined Y1enever
a single neasurenment nmade on an event reater than or equal to a

threshol d. FoPtakHRRaling fard ﬁ%’éﬂ'atfea"‘?/eé HE%'erdt?é 3 Reifer 3o gpivagitechin
a| arm 5 access to and update the penalty point bucket of that calling card profile in the

database.

Other buckets in the call duration profile for that called number, and
correspondingly for each called number key, have a respective number of penalty
points associated with each threshold. It may be that a particular call event will

10 result in several profiles producing penalty points, and these will be added into the
penalty points bucket of the calling card profile.

Alternatively, a profile can process the measurement results (for example
call duration} and apply a respective conversion factor to obtain penaity points.

The penalty points profile is not restricted to calling cards and can be

15 associated with calling number keys, for example where a corporate client of the
network operator wants to monitor its PABX for possible fraudulent use.

An alternative embodiment of the present invention will now be described
with reference to Figures 4 to 10. )

in relation to an FDS according to this invention, the skilled person will

20 appreciate that the exact arrangement of an intelligent network, and how the FDS
interrelates with other components within the network, is not a limiting factor to
the scope of the invention.

In an intelligent network, it may be preferable for an FDS to be an integral
‘part of the network intelligence, rather than a separate system in its own right. As

25 part of the network intelligence, the FDS would be able to ensure that service
configuration information from all sources could be effectively screened, including
requests from third party service providers and other interconnected network
operators. It is presently recognised that this arrangement allows types of fraud
detection which, hitherto, have not been attempted, for example *comparing call

30 requests with user-profile information held within service control databases such
as service control points.

Of course, fraud detection in itself is only the first stage in combating

fraud. Once detected, a fraudulent call needs to be managed in a way suitable to
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15 run software appropriate to their functions. However, it would be possible for a
single physical entity, for example a computing platform, to incorporate appropriate
software for both SCP and FDS functions. Thus, a single physical entity would
embody two logical entities. Similarly, a single physical entity could ‘incorporate
multiple logical entities. In the opposite sense, a single logical entity, for example

20 an SCP function, might be embodied in multiple physical entities, for example a
muitiple computing environment such as a distributed computing environment
{DCE).

The intelligent network of Figure 1 shows three users:- user A, user B and
user C. An originating user is a user of the network who makes a call and a

25 terminating user is a user for whom a call is intended. Users may, of course, be
both originating and terminating users in accordance with whether they are making
or receiving calls. Also, users can be originating users when originating user
requests other than call setup requests. A user may be a person, a company, a
third-party service provider, a telco employee, an item of equipment or even

30 another network, and in this embodiment constitutes an entity in relation to the
key in a key field of an event record. The network includes interconnected

switching units for connecting calls between originating and terminating users.
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.Look up Key, buckets, and history in the database I f key
does not exi st | f key IS not dynam c

Go on to twomamalz key field in the event PCT/GB96/00763| se
Determ ne profile set for new key usin the default profile set policy

If profile set can be detern ned at e new key, buckets, and history
according to default profile set el se 10 Go

on to the ne@igurkaysiovd ewb roft thes€\é@idching units, namely switching unit 480 and  end
i f
switching unit 490.
The switching units 480 and 490 may be digital switching units such as

the System X exchange manufactured by GEC Plessey Telecommunications or an

nm

ATM (asynchronous transfer mode) switch.

To make a call to user B, user A accesses the switching unit 480 via an
access network {not shown). The access network may include further switching
units and may be an access network for fixed or mabile users. The switching unit
490 may be connected to user B by another access network.

10 The intelligent network in Figure 4 includes three service control points
{SCPs) 410, 420, 430, which are located remotely from the switching units 480,
490. Each of the SCPs 410, 420, 430 may be connected to the switching units
480, 490 and at least some of the other switching units through a signalling
network 400. Thus, the signalling network 400 provides an interface between the

15 SCPs and the switching units. Although not shown in detail, the signalling
network 400 is generally used for carrying call set up messages between the
switching units. Effectively, the intelligent network in Figure 4 is arranged as a
DCE.

The switching unit 480 is provided with an adjunct processor 487 and can’

20 access an intelligent peripheral 485 and a service node 483. The adjunct processor
487 is co-located with the switching unit 480 and connected to it through high-
speed interfaces. Although not shown, the switching unit 430 and at least some
of the other switching units are each provided with an adjunct processor and can
access an intelligent peripheral and a service node.

25 Each of the SCPs 410, 420 and 430 contains a service logic execution
environment (SLEE) and one or more service control programs. Each service
control program provides a particular intelligent network service to users of the
network. When a switching unit such as the switching unit 480 receives a request
to set up an intelligent network call, it sends a query message to the appropriate

30 one of the SCPs 410, 420 and 430.

Referring to Figure 5, there is shown the structure of one of the SCPs, for
example SCP 410. The SCP shown in Figure 5 comprises a computing platform

having a central processing unit {CPU) 500, main memory 510 and an input/output
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controlier 520 may be, for example, a small computer system interface {SCSH
controlier for high speed operation. The input/output controller allows the CPU
500 to access a secondary storage device 540, for example a hard disk, on which
call logs or fault reports may be stored, and provides a connection 550 to the
intelligent network signalling network 500.

The SLEE 512 in an SCP is implemented as computer software which
resides in main memory 510. Service control programs 516 and 518 and a profile
interpreter 514 are also implemented as computer software and reside in the main
memory 510,

When the SCP 410 receives a query message from a switching unit
corresponding to a call request, the SLEE 512 interprets the message and runs the
service control program 516 necessary to answer the query message. For a query
message r'elating to a call request, the service control program 516 retrieves the
user-profiles of the originating user and the terminating user from a user-profile
database 470 and the profile interpreter 514 extracts the information necessary,
from the user-profiles, to provide routing information which is returned to the SLEE
512. The SLEE then sends call control instructions including the routing
information to the originating switching unit.

Adjunct processor 487 is generally simifar in construction to the SCPs
410, 420 'and 430 and thus contains an SLEE and one or more service controf
programs. However, it can be accessed only by switching unit 480 and thus the
services which it supports are available only to originating users who can access
the switching unit 480 for setting up a call. The intelligent peripheral 485 handles
specialised transactions between a user of the network and the intelligent network
itself. It has resources such as tones and announcements, voice recognition and
voice synthesis.

The service node 483 is capable of controlling intelligent network services
in its own right as well as engaging in specialised interactions, such as those

provided by the intelligent peripheral 485, between the network and its users. It is

| f the new bucket v&COTHGB6/ATERS a

/for, mark the current event for
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which is separate from the switching unit. In this specification, the term
"intelligent unit” should be construed as meaning a unit which contains service
control logic and which is separate from the switching units. The skilied person
would understand that the distinction made between different types of intelligent
unit in this description is purely exemp%ary,- and is made for ease of understanding

only. Other intelligent networks may be arranged differently. In the example of an

- intelligent network shown in Figure 4, it would be apparent to the skilled person

that the network would find particular application in the field of telephony.
However, fraud detection and management according to the present invention
could equally as well be applied to more general forms of intelligent network
supporting, for example, VoD (video on demand), home-shopping, interactive
muitimedia services, and/or telemetry.

For a more detailed description:of advanced intelligent networks, reference
may be made to: "Advanced intelligent Networks - Now a Reality”, by C D Sharpe
and K Clegg, IEE Electronics and Communications Engineering Journal, June 1994,
pages 153 to 162. This arucle is incorporated herein by reference.

In one embodiment of the invention, an FDS 440 according to this
invention is embodied as a control program, which resides on a computing
platform. The FDS 440 has access to a fraud database 460, which is typically
separate from but connected to the FDS 440 via the signalling network 400. The
database 480 stores historic information relating to past fraudulent calls or call
attempts which the FDS 440 needs to determine whether or not a user request is
fraudulent. For example, the database 460 may store details of all previously
determined hot destinations. _

Furthermore, the FDS 440 has access to other databases. For example,
the FDS has access to: a billing database 432 in the billing domain of the network
to enable it to track axcessively long and expensive calls; and the user-profile

database 470 to enable detection of potentially fraudulent changes in user-profiles,
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geographical locatinns cf the databases. A further element to which the FDS 440
has access is an FMS 450.
The FMS 450 is aiso embodied as a control program residing on a
10 computer platform. In practice, the FMS 450 may be separate from the FDS 440,
connected via the signalling network 400, or the FMS 450 and the FDS 440 may
share a common computing platform as separate logical elements, or software
routines.
.When the FDS 440 raises a flag that a user request is a fraudulent user
15 request, the FMS recognises the flag and initiates appropriate action to handle the
fraudulent user request.

If the FMS 450 and the FDS 440 are separate elements, the flag might be
in the form of a data packet which is transferred by the signalling network 400 to .
the FMS. The data packet would typicaily contain information relating to the type

20 of fraudulent user request detected and originating user information reievant to the
fraudulent request (for example originating telephone number and location).

It the FMS and the FDS share a common computing platform, the ﬂag' may
simply be a memory register which is ‘set’ (that is to say the register value is
changed by the FDS to indicate that a fraudulent user request has been detected).

25 The relevant fraudulent user information is stored by the FDS in RAM accessibie by
the FMS. The FMS would read the ‘set’ memory register, and in response retrieve
the relevant information about the fraudulent user request from RAM.

Typically, the FMS 450 is able to handle fraudulent user requests in a
number of ways depending on the type of fraudulent request. The simplest action

30 is to prevent a call being completed in response to a call request. However, this
- action relies on the FDS detecting a fraudulent call request before the call is
completed; this would not always be the case. Thus, the FMS 450 has access to

core transport information in the core transport network 494 via the signalling
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In the event the FMS 450 receives a fiag that a call request is a fraudulent
cail request, before the call is completed, the FMS is able to either override routing:
5 information provided by the respective SCP or routing information received by the
" respective switching unit, such that the originating user is connected to a telco
operator rather than the desired user., The telco operator makes enquiries
concerning the call request, thus enabling a stronger determination to be made that
the user is a fraudster or not. |f the operator determines that the user is a
10 fraudster, then the telephone account may be cancelled, thus preventing further
calls being made. If the operator determines the user to be legitimate, the call may
be completed, as originally deswred by the user, with maybe some credit being
offered to the user for any inconvenience suffered.
In the event the call associated with a fraudulent call request is flagged by
15 the FDS 440 and the FMS 450 determines that the call has already been
completed, the FMS sends a message to core transport control in the core
transport network 494, via the signalling network 400, to re-direct the call from
the originating user to a telco operator; the operator makes the same enquiries -
and takes the same actions ‘as described above. Further to this, the FMS 450
20 signais to an intelligent peripheral, connécted to the terminating user’s switching
unit, to piay an automated message to the terminating user to the effect that the
call has been temporarily disconnected, and giving the terminating user the choice
of whether to ‘hang on’ or ‘hang up’. If it is determined that the call was made
legitimately and the terminating user is ‘hanging on’, the call is simply re-
25 connected to the terminating user, at no extra cost to the originating user. If it is
determined that the call was made fraudulently and the terminating user is still
‘hanging on’, a further message, to the effect that the call has been permanently
disconnected is played. If the terminating user has hung up, no further action is
taken.
30 For user requests other than call requests, the FMS 450 has several
options by which action may be taken. Again, a user request, if detected in time,

may be prevented from being completed, the user making the request being re-



application is shut down, or should crash, the caches can be restored from
t he menor y- mpped files._ This approach allows the FDCS to start up and
initialise, qui ckly in the event of planned or unplanned shutdown.

The FDM 52 repl aces data records which have been cached in the 15

per manent fraud dat abase based on how recently they have been accessed. In

t he cacwe®IBWddr ds t hat have been updated nost recent | PCHUEB6OPWAI t o

di spl ace t hose t hat have not been updated recently. The period of tine
a record remains in cache depends bdh on the size of the cache and on
the current level of activity in the net wor k. 20 Finally, the

FDM 52 provi dRécte® ke iaCRizol shePito; € Rit@fatiidi¢, Nothbys ine @i & Sudih8s closing AW
database in real-tine. This feature allows authorised users to update the

| oggi ng at t r PHTRUAES YrCORAGUNGUSSTE MM tRkeny Mubiated B thed MS 450. The

Access Control SerAeairéatiyIndibatedctheQikiMed puisbR Will GapreSiBteadt the intelligent
aut hori sati on on ﬁr} operator's access to the FDCS. ut hentication’is the
[

process 25 GF*WA ARG 10 Figute ADShAVEP SaYSORR dAXNneF AURIABERNgG: PoFOS t he
process of 5 giayéodding to the prabéril ib\FeRkioRC 6@ Shothér forf) fdrte&%pieﬂatﬁéﬁm&ﬁ% k.
The ACS 58 authenticat eshtrggrﬂ%p rator's User | D and Eassword at FDC

| ogon tinme. FPTPHYE 8™™aep pg%@%rp&%ﬁi%ﬁéépﬂh'&t jdistiibpteq, gompaxng

dat abase ehlionaeat.alTRE APS rady Baveenricatedciogahert b a WWite arRMmbiweiknefid se t he
operator is The ACS 58 stores thgqrpassvvord i n a one-way

i ed, 30 _access. : ]
encrypt ed fo?ﬁ; might’ typically eTiPSPAS®Ie; don 3epgeate tagks. Kor exampls,gel| sovtimBout
user account siser-prbfile interpretacibnlcbe Sfrautf detedtion) NsiMiarl to/ ahd GhetwdGRNsHMEIPL S SO

e b ST A SRR €08 o ST AR s RIS oo
example each AP may deal with call requests, profile interpretation and fraud
detection. Each AP may have its own database facility holding all reievant
information for its needs, for example fraud detection, or it may have access to a
central database, or there may be a combination of the two. In an environment

15 where each AP deals with fraud detection, it wouid be important for the APs to be
able to transfer important fraud detection information, for example hot destination
or origination information to the other APs. This could be achieved by transmitting
such information:across the wide area network, or.even via dedicated.data links..

In- general, inteiligent units of the type shown in Figure 4, APs, or other

20 types of DCE provide inteiligence in relation to a network. However, the actual
form the intelligence takes, whether, for example, the FDS resides in one system
or in a number of communicating systems, is irrelevant for the present invention
and should not be used in any way to limit the scope of the invention.

An FDS may use user-requests in a number of ways to determine whether

25 a request is fraudulent or not. The exact method of determination depends to a
large extent on the nature of the request. For example, is it a call request or a
user-profile change request.

One method for detecting and managing fraudulent call connection
requests is now described with reference to Figure 6. The method will be

30 described with reference to originating user A making a call to terminating user B,
in an intelligent network architecture.

In a first step 600, the originating user A initiates a call by dialling the

telephone number of the terminating user B. The number dialled is received by the
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10 originating location of the caller {i.e. physical line); called user identification and
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intended destination; terminating point {i.e. actual destination); service information
{e.g. 3-way calling or call divert); and a date and time stamp. The type and
amount of data sent to the FDS 440 depends on the information available, and
what out of that information would be useful for detecting fraud. The call request
information would be passed to the FDS 440 for every call request, rather than in
batches. That is to say, the whole process is a real-time transaction based
process. | |

In a next step 615, the FDS processes the information received to
determine, on the basis of pre-determined criteria, whether or not a call request is
fraudulent. Examples of pre-determined criteria are described below. For the
avoidance of doubt, while the FDS 440 is processing the information, the call set-
up procedures within the network continue unaffected.

in a next step 620 if the call request is deemed not to be fraudulent, at
step 625 no action is taken. However, in other embodiments some supervisory,
database management or statistical procedures may be carried out.

if the FDS 440 determines that a call request is fraudulent, in a further
step 630 a flag is raised by the FDS 440, to indicate the determination to the FMS
450 in the inteiligent network.

The FMS 450 has access to relevant core transport information 494 via
the signalling network 400 and link 495 by which it is able to establish if a call
resulting from a call request has been initiated or not. If in a step 635 the FMS
450 determines that the fraudulent cali request has been detected before the

corresponding call has been completed to the terminating user B, in a step 640 the
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480, and re-directed to an operator {not shown). To prevent undue concern on the

part of the terminating user B, the FMS 450 may signal to the terminating
switching unit 490 to initiate an automated message originating from an intelligent
peripheral {not shown), connected to the tgrminating switching unit 480, The

10 automated message may simply indicate that the originating user A is temporarily
off-line.

In a final step 645 the fraud database 460 is updated with information
from the call request information, for example, regarding hot destinations.

Another type of fraud detection involves monitoring user-profile changes.

15 User-profiles form part of the. service control information in an intelligent network,
and contain information relating to a specific user's call requirements. For
example, a user may request that all inbound telephone calls to his telephone
number are. re-di;ected to another telephone number. This facility is particularly
useful when a user is away from home, for example, but still wants to receive

20 telephone calls made to his home number at his temporary telephone number.

In, for example, an advanced intelligent network, a user requests call re-
direction by lifting his home telephone handset and dialling, for example for British
Telecommunications’ network, the code sequence "*21°*{temporary number to
divert to}#". This code sequence is received by the user's local switching unit

25 which sends the sequence to the intelligent unit, typically an SCP, which deals
with call re-direction. Then, each time a call is made to the user's telephone
number, the call request is received by the SCP and is translated into the
{temporary number to divert to}. The network is then controlled to set up the call
between the originator and the temporary telephone number. The facility can be

30 cancelled simply by dialling, for example, "#21#" from thé home telephone.

Information relating to the fact that a user has re-directed his inbound
calls, and the number to which his calls are re-directed, is held in his user-profile,

which is typically stored on a user-profile database. Each time the user updates
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calls. By re-directing his incoming calls to an international number desired by a
third-party callér, user B can allow user A to make a locally-charged telephone call
to user B whereby the telephone call is re-directed, at no extra cost to user A, to
the international telephone number.

20 A method of achieving fraud detection by monitoring user profile changes
will be described with reference to Figure 7 with user B as the originating user.

In a first step 700, user B requests a change to his user-profile, for
example to re-direct incoming cails to telephone number OO0 33 356 5000 by
keying in the code "*21*00333565000#". |

25 The local switching unit 480 receives the request in a step 705,
recognises that it is a request for a user-profile change, and forwards the request
via the signaliling network 400 to the SCP 430 responsible for user-profile changes.

In the next step 710, the SCP 430 forwards information relatin§ to the
profile change request to the FDS 440, and then continues with completing the

30 user-profile change. The infarmation sent by the SCP 430 to the FDS 440 may
include: originating user identification (including any authorisation code, PIN,

account code, customer identity); originating location of the user requesting the
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the new one. It then saves the current position information and schedul es
itself to examne the file again at sonme configurable interval. If the
paraneter is not present then UCM 65 will save the current end of file
posi ti on anwossi3tdsl| e itself for a later tine. 5 PCT/GBIEN@768)s er
Logon/ Top Level Menu (LGN) process provides an access point to the

FDCS. This process is the means by whi cf%users identify thensel ves, gain
access to the FDCS, and initiate user processes such as the Alarm

Present at i onpebfile chang@ithe Ric@ss® profiRBRENRE réquested; and the date B trid\ofPfHRCESS
contains two nodul es: the User Logon (UL) 22 and the 10 Top Level Menu

(TLM 60. Th&WES22 is used to capture a User |ID and password whi ch are

then sent to the Aacassurfientstep B5,Vene TS auoaytdiesdesC el Mtorndtiin AnS
58 then returns infornation, back to . the UL 22 indicatin roblems with

any
t he aut hBRTALRIER oH{ith | Rredarrminss), fragsl setection SRBer 19 &egideiwhethberethe 22
t hen gi ves5t heyuest indicfes fragdseht behdvisur TLM 60.

The pre-determined criteria for detecting this type of fraudulent behaviour
might be for an FDS to monitor all call re-direction requests and raise an alarm if
more than, say, two call re-directs from the same originating user occur in a period
of less than one hour. Since cali re-direct would typically be used if a user is going

10 to be away from their normal location for an extended period of time, more than
one call re-direct even in one day might seem abnormal.

The profile change information may be stored on a fraud database
accessible by the FDS, or the FDS may have direct read access to the user-profile
database 470, to determine the behaviour to be fraudulent.

15 In a step 720, a check is made to determine whether fraudulent behaviour
was found in step 715. If fraudulent behaviour was found, in a step 730, a flag is
raised to the FMS 450. The FMS 450, acting in response to the flag, then initiates
the action necessary to deter or prevent continuing fraud. Following step 730, the
fraud database 460 is updated with relevant fraud information.

20 If a user-profile change request is not deemed fraudulent, step 720 is
followed directly by step 730. Thus, no further action is taken except that the
user-profile database or the fraud database is updated with a profile change type
and time stamp for potential detection of future fraudulent behaviour.

Three-way calling fraud can be detected in a similar way to call re-

25 direction fraud. A fraudster, for example user B, may use his telephone to set up
three-way calls between a first party, for example user A, in one country and a
second party in another country who wishes to tatk to the first party. In this way,
the fraudster, user B, incurs the telephone call charge, and the first and second
parties incur no charges. Hence, detection of more than a pre-determined number

30 of long distance, three way calls within a specified period of time would be
detected by the FDS 440, which would then raise a flag to the FMS 450, which in

turn would initiate appropriate action.



15 The TLM 60 provides the user with menus to access subsyst ens
Wit hin t he EDCS . Sane .0 1&%&@@3&3_ ' '

det erm ne* what services avail able to them TIREPLACED
- H Thi.c

s wakerestrictedand nay not be
accessed by all users.: E s the user's rol ¢THIS SHEEBRAS BEEN
0

information is then sent tot whi ch enabl es f atrrtres—Ha+s
configurati wosssheds the TLM 60 to restrict 20 access to (PCE/GBINEES, of
services provided by it. Unless a positive authorisation is recei ved
fromthe ACS 58, ali facilities are di safPed. Security inposes
dependenci es on processes and their interconnections. Processes t hat

gi ve users access i acédr@drteiviti tHdpresi inver s, thé bilifyasiath@IFOS to access
especially vulnerable to security hreaches. Becayse tQ‘F TLM 62 i s the
access 25 pob$-PrefisiniRrmepersateaty Jagreases i srona driciheLesgatioq of fraudulgnt
Theref ore, thgsetlb¥haviour. GP ishédpebRBthARGERr PegtRdsdeiit in€lidd BeopreHefisivd 36t
security agent 'fgo:q t he TLM 60. If the ACS 58 ,shluts dogzﬂ, t.hen the TLM
60 shuts down°hbintRigatien selasng to the ¢all pagtemys of each particular usefy, Thig information
Present ati c a9 RSgarthdt siigplied @y tad QberWbirily Whiahddrd @ef b tadtures refRBERAY S
wor k al ar ns. a)é’se?r tors can use vari ous optiqgns.to res’pond t raud, 30

\ f
alarns, and t a¥Fel PERRUAT Lpased.Hfor xpraple i, Ayaht be expected that a-Pysiness

oper at ors canaéduapincdd fad Mo fordigre Batis dARER b frésidentificacop@tabmd map bipagly
the alarm Operator scalate an alarms ' s, an alarm

can e ; everit whi ch ve

toa i gRIEE e pepaly inteliGenc & & el qf Atk PRSI 3 AreySanot her

oper ator, whi édr example if historiciliy 9@isarlfel@dr calls abroad, the network intelligence may

PCT/ GB96/ OP J 6§lter that user's profile to indicate this. Then if five calls are made to a foreign

country in the space of a few hours, the FDS would see this calling pattern, when

compared to the user's profile, as potentially fraudulent.

. User-supplied profile information might include, for example, a bar on afl
foreign calls, a bar on premium rate calls, a limit to acceptable cail duration of ten

15 minutes or less or a bar on call re-direct profile changes. Assuming that a
legitimate user is aware of his profile restrictions, the FDS would be able to flag
potentially frauduilent behaviour if a user attempted to make a call or change a user
profile setting, for example call a re-direct request contrary to the user profile
restrictions.

20 It is apparent to the applicants that as user profile information becomes
more comprehensive and more user-controliable, the ability of the present
invention to monitor user profile information will become increasingly important.
Indeed, it is expected that an FDS according to the present invention will have
access in future to information hitherto not considered, for example service

25 management information or even network management information from which
new types of fraud may be detectable. Obviously, the ability to monitor user
profile, or equivalent, information would be valuabie in any type of communications
system employing fraud detection. For example, such an ability could be usefully
employed in systems in which, for example, calls are only set up if fraud detection

30 is unsuccessful.

An alternative to the inteiligent netwark arrangements shown in Figure 4
would be one when muitiple DCEs, each having associated intelligence, may exist

across a country-wide, or even a global scale. In Figure 8, three DCEs 81, 83, 85



23 switches the identity of the operator working the alarmto another

operator. Qperators_can clear an alarm which ends the work history for
an alarm Operators can al so add, delete and nodi fy al arm annotati ons.
or comments, relating to any active alarm However, only the operator

who added an al arm annotation may 5 delete or nodify that annotation.

Usi ng the Awyowegsigiesentati on process 24, fraud operators cCROT/GBISHIEI ar m

i nformati on. QOperators can see alarmsummary listings, alarmdetail

di spl ays, and alarm count displays? 46 The Alarm Presentation process
24 offers options to . navi gat e between the various displays and to

change the sget ilgswaed and mpe&dehﬂgega‘ec:l&w,tm &iaripialy Rerworles it N®nlbgli Ng of

certain types of alarns fromthe dis E )é The Alarm
Present at i onM3PERESEE 304 EGB"HH@& sThe DERs 87 §?frpﬁ/aaﬁ%1§8‘r’"e°‘e" [seBRABYSlYSe upon

initialisati gdtess bbintd 180, 82.Ce4. Vel?rwaadéﬁﬁy;)&lﬁtsadré iteicohettéd 8y inforrhatin! ear ed)
alarns. As the fraud operator sel ects options that work the alarns (i

the accept, BURKfaytes Atfadss e"EW@?r”“&?H'bé%WH‘FaPY’dH“'B’f)ti Inormation W@VAi arm
15 Pr esentmt p443 HREWEHSSCES sends requests to the Alarm I\/anager process 54
the Al arm

}Vgnager png orm | hg%(ri‘g"gg‘? @f%@ 'ﬁéiﬁ""%"t‘ ggottf'g'fs E%éegl l!{bj‘ﬁ]%eﬁt { 3o Al thege ¢ he
| ogged on Al pceEs. Al B esesdsttasGha®y @€ @ossitie, user requests arisiNgein/dny’ 68 danager
S oo o Sty il il L SOPD gl dbgFach Traud operator
the Al arm Present abve?na @fpgerogecgraphiteschn- |L6s/¢bs§\ﬂmumﬁ0an Thdviduaa DS V0
T PRy O P oA B Bl o o RS MR B8 BT, e o
a tabul ar foPBuire sisoven kicatethipehe UKWFradbe, Germany. TAb mas[m intbrconnfecréedndow
whi ch di spl a¥ls Qtl:cless ryco%lisn%l % 8&9 and m?orl"a%c%\ trunk routes, or highways, for
exampie optical fibre or satellite links. The DCEs 81, 83, 85 are provided,
respectively, with individual FDSs 96, 97, 98, each of which handles user requests
15 for its respective DCE. In a preferred embodiment, the FDSs are able to. exchange
information relating to fraudulent behaviour. . Information transfer may be on an
"as required” basis or on a “regular polling” basis which might happen, for
example, every hour or every day. The type of information transferred may
include, for example, hot destination or even hot origination information, to
20 improve fraud detection over an international arena rather than in a iocal arena.

Each FDS in multiple DCE environment may have equal priority to the
other FDSs. Egually as possible would be the application of a controlling FDS and
subordinate FDSs. Then, subordinate FDSs would transfer to the controlling FDS
all fraud detection informatior_\ accumulated over a fixed period, say, ef one hour.

25 The controlling FDS would then process the information and distribute the
information, which it deemed important, to all subordinate FDSs.

Eventually, it is envisaged that multiple DCEs connected by trunk routes
will be superseded by a wide area DCE, as shown in Figure 10, In this case, there
may be a single FDS, or AP, as described above, or, as illustrated in Figure 10,

30 there couid be several FDSs distributed over the wide area DCE.

An FDS of one embodiment of the present invention can be setup by a

network operator, or a service provider, to allocate to a new user a default profile

set to give maximum protection (high-risk profile set), this defauit profile set



alarm including its history and annotations. There is

~vietually no limit to.the nunber of Alarm Preoggntation processes t hat

can be active at any given tine. The Process Manager (PM5 28
.di splays ‘a representation of the health of 30 the FDCS systemon a user's
wor kst ation and all ows .an aut hori sed user to control t he FDCS processes
and user capeg31043NS. The PMG 28 gi ves the us@CT{BRISNHT6S cal

di spl ay of the system and connected users. By clicking on the
appropriate icon an authorised user can4¢ause WO 96/ 31043
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nessage to Qfciadng et@y (e é%ﬁ&ef}&et@%ﬁpr%ofﬁéér Th@ RDEYFIni diftiodfinéiy O

di sconnect a user. The guration Editor (CFG process 70
recei ves reddedd erar@noehte accessabiling\pod asenmiingifurgtiop f thsaptvearkito updat e

or confi gur pdlf aEb¥unt deeHis ‘?aﬁfg‘i&“to t n&@?ﬁké@%?&rzspdﬁs@% | oPsleb O thdih

application data editors provide the facilities

account details in accordance with a determined algorithm and modify the user’s
5 profile set in accordance with the process result (to produce a lower-risk profile
set). In a simple case, the sequence number _of the user’s bill is used and the
algorithm would determine a lower level of protection for each successive bili,
provided that the user had not in the meantime been marked by the fraud operator
as a fraudulent user. In a variant, the billing and accounting function is arranged to

10 provide such information to the FDS as and when it becomes available.



constructing run-tine referénce data for the FDCS application. The editors

are the single so ce__o.f_ Tlos Shec;IHa$B¢en ¢des to all configuration data
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group of changes to configuration data with a specific change package,
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Logon/ Top Level Menu process 22/ 60. Up(tc’lh jgvocation of the editor process,
t he FDCS user's roie is passed to e editor process and used to obtain
the list of services fromthe Access Control Server 58 for which the

user s authqriseds Haghog of MRRKRG! blsSibid WablifetGad @ | RplmiFRiltioRL © L hen

enabl ed accordlng to t orlse | st of services list
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edi tor iS EMYGKAcMUA! b AN ABE bAKE (R boing dbia o yey figld

Each data editor ntains a specitic groupling of data objects
FDCS appl i catandm:oamurmamraseeq;afpécgwelsm tosarcentiye @s fefeidefinedethednetbed or a

change &LL Qfeps Of a?ﬁﬁmﬁé fPedefick Qrpltﬁ‘ﬁlft{( QF @ﬁtlﬁb@qartegéectn@e dat a
equ r ks

that do not ange control.” Updates of this type have very
little i npactentity-saecific ppfileget. fomygteem 'qséﬁmé’ﬁaﬁ?f)lb(! selegting i egcosrdangei ng a
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managemant editor maintai ns data has a great er |rrpact on the
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Mai nt enance CTSRURAINBIthISTT| fegPacaive keie iprddarabass: santh the s SHrthest a
that is dORipRERALNRE steisNG GbtSIRMBAE kEPRABEIRRY R bPR. call event record,

accessing the database on the basis of the key field and the key, and if there is a

15 corresponding stored entry, processing, for the or each profile of the stored
associated profile sat, call data of said call event record in accordance with the or
each respective call data processing aigorithm thereby providing one or more
respective process results, adding the or each respective process result to the or
each member of a respective associated set of one or more stores, each store

20 having at least one threshold, and generating a response when the content of a
store reaches a threshold.

2, A method as claimed in Claim 1, including the step of resetting the
content of the or each store to an initial value after a respective associated time
25 interval has expired.

3. A method as claimed in Claim 2, including the step of starting said
respective associated time interval upon the performance of the associated
resetting step.

30
4, A method as claimed in Claim 3, wherein the starting step comprises
adding the value of the length of the time interval to the current time of day to

produce a value for the time of day at which the time interval will expire.

QNI e
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A method as claimed in any one of claims 1 to 6, wherein the generated

"penalty points"
7.

response includes arranging for the entry in a log of the next n call event records
occurring which have the same value of key in the first field as that of said call
event record.

8. A method as claimed in any one of claims 1 to 7, wherein call event
records have a second of the fields designated a key field, a profile associated with
the stored key of the first key field of said calli event record also identifies a
respective conversion function to be applied to. the corresponding associated
process result to provide a respective conversion value, and including the steps of
applying said respective conversion function and providing said respective
conversion value, obtaining a key from the second key field of said call event
record, accessing the database on the basis of the second key field and its
associated key, adding said respective conversion value to a respective
corresponding conversion value store associated with the key of the second key
field and having at least one threshold, and generating a response when the
content of the conversion value store reaches a threshold.

9. A method as claimed in any one of claims 1 to 7, wherein call event
records have a second of the fields designated a key field, a profile associated with
the stored key of the first key field of said call event record also identifies a
respective conve_rsion function which provides as part of a said response a
respective conversion value, and including the steps of providing said respective

conversion value when the content of a said store matches a threshold, obtaining a

_
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penal ty
10 the key of the first key field of the received call event record.

11. A method as claimed in any one of Claims 1 to 10, inciuding the prior step

of initially allocating a default profile set to a user, and including the further step of

modifying said initially allocated default profile set in dependence upon network

15 provided data relating to the user.

12. A method as claimed in Claim 11, wherein said network provided data is

account-related data.

20 13. A method as claimed in Claim 12, wherein said modifying step is

performed automaticailyin response to provision of said account-related data.

14. A fraud detection system for detecting possible fraudulent use of a

25

30

communications network, which network is arranged to provide call event records
having fields containing call event data, at least a first of the fields being
designated a key field and containing a respective key relating to an entity as
herein defined, the system comprising a database arranged to store for the or each
field, a plurality of keys, and for each key an associated respective profile set
containing one or more profiles, each profile identifying a respective algorithm

defining a respective process to be performed upon call data of a call event record

- and having a respective set of one or more stores, each store having at least one

threshold; first means arranged to receive a call event record received from the

network and to access the database on the basis of a key field and the key

TR
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network inte l%agﬁegg??%g%:ﬁ%b%%g%hegﬂségg}wg@é systemin its ow right. As 25
part of the network intelligence, the FDS woul d be able to ensure that

service  fOnfi GGALbAMS ASALER LMl a0 Wi 30U EERaRMA DSl VoY

screened, including requests fromthi service prov

ot her i nter conifset &he pentenstr kf the oopgechastars to jan ingiapvelverdftey a easpgetiveed t hat
thi s arrangepRpliafallpVSinterf 2O bxdifedud detection which, hitherto, have
not been attenpted, for exanpre conparing call 30 requests with

user - pr offd e information held within service control databases such as

service cont{g@l PO Bfstem as claimed in Clair1 59%59?\ s4i 26ch %?ﬁh?gggﬁédt sel f

is only the first stage in conbating Once detected, audul ent
cal | needs t® BErh@AdgeasPediive F989Ciatent WHE cintegval upon the occurrence of the

resetting of the respective store to the initial value.

15 17. A system as claimed in Claim 16, wherein said second means is arranged
to add the value of the length of the respective associated time interval to the
current time of day to produce a corresponding value of the time of day at which

the time interval will expire.

20 18. A system as claimed in Claim 17, wherein said second means is arranged
to compare the current time of day with said corresponding value of the time of
day at which the time interval will expire, upon esach occurrence of, and prior to,

the addition of a respective process resuit to the respective store.

_25 19. A system as claimed in any one of claims 14 to 18, wherein said second
means is arranged to enter, as part of a generated response, said received call
event record in a log.

20. A system as claimed in any one of claims 14 to 19, wherein said second
30 means is arranged to enter, as part of a generated response, in a log the next n call
event records occurring which have the same value of key in the first field as that

of said received call event record.

-
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34 deter a fraudster from pursuing-the same course of action in the

future. Fraud managerent m ght .inclu e, cuI_t_l_ng a cal |TI-?
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set up neansa?)}'ocesp‘ségsq%g%%nciﬂme? érhg@é?gé P¥ Ola"élal ﬁ'{ fér ggdmﬁé'ﬁhnnscgﬂé? IFg‘:r°¢5‘auest
Ref erri ng nome#ra iFiagramgedtp dppiyreresgecivemnansore kaepbre idéntifind bptachrbfilgent
network which in teHde

DS a ordln t h r Lovention huilt into
t he net B K 1%At eS'F g‘gnétemeﬁ‘ fgg?eeqﬁgt F%‘P f%?dc{?s ti'r“aiapcro{ag g‘ﬁ' yS| cal
entities. Famsociated maasplraultaand:ﬁ&‘svm(h aasdective SORVEr$ion arabses ep abedie a
conput i ng tfo e 15 1 sof t war ri hei r. functlons
However If F i bsgc%%ag Ee\bﬁlgldf ‘gp thie  reces eg c%ﬁ)lpeegtgth eggl?a%r?d ta%cq[rd ngly
exanpl e a comweass nige ghwbéser pying cs:-udnﬁm pmam’s.etqappd ®9idi eetspective cm'értswar e for

both SCP andy S5 d SLLANS colMiinaRo SoRe oP U3, SFe SAbLLYA Bl the oy,

enbody two | 0g SI ca ent

i ncor porate of the sedond phey fidd)i andl haynng it deast Ione ttheasmdposnd gogEnsmte @ Si ngl e
| ogi pal enti ;e\,éporfsgr ‘%ﬂ?'cgmfz. éafntht?gg Je'ﬂé]&]i bé?&'e s@m%u&% a%m%%ﬁd In

mul ti pl e physica t I es T conput 1 ng

environme®? such as a distri but ed corrputl ng environment (DCE)

The intelliggat ne AVSf RESE 143672 whd B and
user C. An o??gl naétéﬁggtgusésrg%@%gqﬁég?%o% tce net wor kK \m""o ﬁnegi sg&ﬁ'{l and a
25 term nat megnuiscdrranged, to peqvideops AMA At 2 8ud respgnseng é?ﬁweat.wwsrm, of
course, be

value, in accordance with a respective conversion function identified by a profile

associated with the stored key of the first key field, to obtain a key of a second

15 key field of the received call event record and accordingly to access the database
using said first means, to add said respective conversion value to a respective
corresponding conversion vaiue store associated with the key of the second key
field and having at least one threshold, and to generate a response when the
content of the conversion vaiue store reaches a threshold.

20
23. A system as claimed in any one of claims 14 to 22, wherein the second
means is arranged to make an entry, corresponding to a generated response, in a
history record associated with the key of the first key field of the received call
event record.

25

24, A system as claimed in any one of Claims 14 to 23, and including means

responsive to receipt of account-related data to modify the corresponding profile

set.

30 25. A system as claimed in any one of Claims 14 to 23, and including means
to access an accounts function of a communications network and retrieve

account-related data associated with a particular user, and to modify the profile set

AR



both originating and term nating users in accordance mnthft

meki-rg— or reeeivng—oalls. Absg

originating user requests other than caII setup requ.

a person, a conpany, a third-party service provider, p

an itemof equipnent or even 30 another network, and in this enbodi -
constitutes V9@&HM3ty in relation to the "key in a key fPCFIGB960076:1 event
record. The network includes interconnected switching units for
connecting calls between originating andsgerm nati ng users. WO
96/ 31043

PCT/ GB96/ 00763
TABLE 18 TERcigted with that p”BEéERF?’ﬁ‘EJ\?”""%E&%UﬁER/éRFr 'etAeﬁ%dagﬁ?%'ﬁﬁnt is

an operation mpitédbdared on a call event which produces a
nuneric result This nuneric result may be accumnul at ed
over tinme to forma pattern of usage, or can be

conpared dire28.ly vi tcominunivaasholndtwork incorporating a fraud detection. system as

S claimed in any one of Claims 14 to 25.

27. A communications network as claimed in Claim 26, wherein the network

is an intelligent network.

10 28. A communications network as claimed in Claim 27, wherein the fraud

detection systern forms part of the network intelligence of the intelligent network
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Hlllllltlltltllllfm |



records

Count of event

in the

Condi ti onal
overl ap

Cal |

APCIUGRI6MNM] check

SCREENI NG

sum
to uncondi ti onal

rrecard.figcld

Condi ti onal

nmeasurenents are siml ar
nmeasur enments.

except that a series of screening checks are

per f or med dwbaemmmxional

»

The types of neasurement are:

nmeasur enent s

count s
Condi t.i onal

tch

is a test of a particular field val ue contai ned
The types o '

current event.

a

of
ic

- .
(@)
(s

romeras —r _ ‘J_ r N
§ DBnabvnv syoLIa3 _
N e = | [NowLvHnoIEaNoo| STE
QY FONVHY N \ NOILVOIddV $8390V 3Svav.iva
il - S50 ) mm«% DNINOISIA
= iz sdHoLia3 il S04 -Otd
m%wm_gw_ s |\ Viva
© dists JONIH343Y & 3 & O
s IS ¢ NOILVOIddV
Ee ®yofaamandol | ) | ) J
T Saimovd JALVHISININGY ﬁ S3svaviva ﬁ -
9. - c_ m o . mm/
j 2 cs == HOLINOV ZOVHOLS AN
31 nooot TOHLNOD NN
5 g3sn |1+ ss300V 06
74 7
= INOILY.AN3S3HI ] uaovnww ‘
$|__Wuvy M NGV e = X
= 0F T ANION3
2| auano = Inouoaiza anved | _\ﬁl JOVAMLINI 4.@
¥ i HIAHES le—T1 F ] 8% ) N op
3354 12| sanvianoo ONIDHOT = anano 24
5 S o8_ 4|3 *INGen " L N I IN3AT B
a— co_4qIE& AHOWIW ot
= Ols W " MMWM_M_VM_M_‘ HOLINOW viva anvdd a3HVHS Now 144
" TSo oct p— <+ SS3004Hd
C c
.- .m.mw 38 7 J10SNOD XINN J
o E€ ST £ 5 SNOILVONAdV H3sn SADIAHAS anvdd  —er  S3OVEHIINI TWNUILX3
O C o [ m >
© Q
— 4 o (7]
N OOV -0 ©
[ Cc o o R
—_—t e D D V) = e
C N ——  @© (@]
S-5SSE=83

SUBSTITUTE SHEET (RULE 26)



SUN M crosystens SparcStation oper at| ng under the UNI X operating system

"The— mai N rerery—510—-typi nd RAM The

i nput./ out put controller 520 may be, for exanple, a small conputer
.systeminterface (SCSI) 5 controller for high speed operation. The

i nput/output controller allows the CPU 500 to access a secondary
storage devWOIBHAE3 for exanple a hard di sk, on which PCRIGBY61007$8 OF
fault reports may be stored, and provides a connection 550 to the
intelligent network S|gnaII|ng net wor k EBD The SLEE 212 in an
SCP is inplenented as conputer software which 10 resides in main nenory
510. Service control programs 216 anq:iéiéggd a profile interpreter
214 are also inplenented as conputer e and reside in the main

menory 510.
swi tching unit

Wien the SCP 410 receives a ¢gery nessage from a
‘erespon THo to.a.carl. regoest,; e SLEE 212 interprets

t he message 3 fhe 15 }servi cSHARED progrdm 216 necessary to
answer the dlergppe . Foj a que ssage felating to a cal
.request, t ] trol [program 216 retrievesjthe user - bpflles of
the origi ng ternlnatlng user 1rqmjs user-prof

dat abase 470 and t e o i ht fA—extqagts the info natlon
necessary, %) o) dd out|ng|

is returned tsthe S 1p. s cal

instructions inctuding the reufing |n ormati qnjt o™

swtching unit. d 84 Is ge

construction to the £&Ps 410 420 and 430 and fhus

one or nore sery-ge _control prograns. Howeveq, fit ca

by swi tching Anit 480nand thys] t| 5 if ch-A

avail able ol y pis ori L usErQ 4 cregs t he

480 for setf{EXTERNAL - i ht el ¥peE per| p al 485 handl es

speci al i sedINTERFACE[ En a user of the nqtwerk and the |nteII|gent
net wor k i ouTTe ’ 5 OTEs {af&l announcenents, voice
recogni ti on {nd e sypthesis. 30 The service node 483 IS
capabl e of co i i } o f inits own right as

wel | as engaging I n specialised interactions, such as those

Fig.3.

FRAUD
DATA
MANAGER

FRAUD
DETECTION
ENGINE

n>»0On
nr»On

52

KEY KEY 20
INDEX DATA

DISK-
RESIDENT
DATA
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provi ded by the intelligent peri pher al 485, bet ween the network and its

T users—HH—s5--— - 37
essentially a corrbl ned SCP and intelligent peri pheral but nay al so have
.SW tching’ ability. From t he above description of an
intelligent network with reference to Figures 4 and 5, it may be
appreci at edWOReB31%N such a network, service control |ogic P‘B’ 63
contained in an SCP, adjunct processor or service node and thus in a unit
which is separate from the sw tching it. In this specification, the
term "intelligent unit" should be construed as nmeaning a unit which
contains service cont roIEI ogic and which is separate fromthe
switching units. The skilled @erson woul d understand that the

di stinction nade ween diff nt types of intelligent 10 wunit in this
description is yoexenpl a8 and is made for ease of understanding
only. O her int gD oy be arranged differently. In the

exanpl e of an

rk shown in Figuresd, it would be
appar ent to the s%

pat t he network | d find particul ar
However, f d detection and
ventioggl 5 cou qually as well be
clfl i gergZhetwork - upporting, for
-shoppi@gl interactive mul ti nedi a
orgi nore detlai |l efl description of

managenent accordi ng

applied to nore gener &
exanpl e, VoD (video on denmayd),
services, and/or telenetry.

advanced intelligent networkg, r¥ferenge may be nmad " Advanced
Intelligent Networks - Now a ity", byCDéharpe
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20 and K O egg, |EE Electronics and Conmuni cati ons Engi neering Journal,
June 1994 pages 153 to 162, This article s incorporated herein by

ref erence. I n one enbodi ment of the invention, an FDS 440
according to this invention is enbodied as a control program which
resi des on a conputing platform The FDS 440 has access to a fraud

dat abase 46Gyvowsiodd i s typically 25 separate from but conrreacadstmreéd he FDS
440 via the signalling network 400. The dat abase 460 stores historic
information relating to past fraudul ent, calls or call attenpts which
the FDS 440 needs to determ ne whet her not a user request is

fraudul ent. For exanple, the database 460 may store details of al

previ ously determ ned hot destinations. 30 Furthernore, the
FDS 440 has access to ot her databases. For exanpl e, t he FDS has access
to:-a billing database 492 in the billing domain of the network . to
enable it to track excessively long and expensive calls; and the
user-profile dat abase 470 to enabl e detection of potentially fraudul ent
changes in user-profiles, WO 96/ 31043

PCT/ GB96/ 00763 31 flight
and m ght wel cone the opportunity to nmake a cheap tel ephone call to famly
or friends to pass the tine.

Fig.5.

CPU 500 \

BUS
530 'MAIN MEMORY
510
4
N 218
v _V
|
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520‘/W F;&::§§z§

“INPUT/OUTPUT

\s50
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The fraudster dials the calling card access nunber foll oned by the

a ~Lhan the tel ephone to the
5 passenger who accepted his offer In this scenario, each of
the public kiosk tel ephone numbers will be a key for calling nunber,
and each will have a default profile set including a profile for cal
durati on anwdsssioag an i rmedi ate response bucket. Wen t hepcrBoew?édi ni shed
the call conpletion record becones available fromthe network Billing
systemto 10 the FDCS within a few myytes, and, via the calling nunber,
the call duration wll be "added" an instant response bucket having
a threshold at, say, 30 m nutes (if it has been found that the majority
of non-fraudulent calls are less than this duration), and if that was

| onger than the threshold, an alarnggqgjd e sent to a fraud operator
68.- 15 The fraud operator respond to the al arm by | ooking
at the conplete call cq l1ing up the -calling
card account details fr r Service System

and if fromthe account Om??ﬁgﬁ@%dé&i a istory of card

usage} there seened to be n oner shoul d be
legitimately making long calls fronran %rrport to a 20 foreign
destination, then the fraud ‘ ar .apy further use of
that account and notify th ;
screening set so that the

of i | e coul d have
call duration) is

made only if the called nunbe . =gl NECK S set for the
profile, for exanple if a partrcular pa t of the world had to become 25
associated wth fraudul ent e ; pea _default profile set
associ at ed wi th the cal will retrieve the
profiles fromthe dataq UPNRE TOeFD8d retu 't hemto the
database. In this case the Lottt af the call will be
recor ded. As the fraudster mﬁll try to sell as many fraudul ent
calls as he can, assunme 30 ~row Red anot her fraudul ent

call from another ki osk. s@t8, the FDCS will
receive the call conpletio ing card key
retrieve the profiles fromt-te—gai-ahase e 'e start and stop

620 625
IS REQUEST
FRAUDULENT NO ACTION
RAISE ALARM | 5%
TO FMS
650~ 635 640
HAS
INTERRUPT YES " caLl BEEN PREVENT

UPDATE FRAUD
DATABASE

645
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times of the last call record received. A proflle IS responsible for
"conparing the MO 96/ 31043 — —_—
- PCT/ GB96/ 00763 32 previ ous
.stop ti'me*with the start tinme of the current call record, determ ning

whet her the calls were overlappi ng, and updati ng a bucket havi ng i nstant
response WO@6BIW4Ehol d of one) to generate an alarm PCT/GBISH0T6AS

menti oned above, call records are also received fromthe SCPs of the 5
network. These are call initiation r ??rds as opposed to call conpletion
records recelved fromthe MS 46" (Billing system), and contain the
start tinme and othe pt time. These are
available to the F I-%st |RE@(HJ%’EII9ROFILEh 2 has been attenpted,
and enabl e such calls to be det ect EHANGE not rreasur ed for call

duration. 10 A buck to count call attenpts in a
time interval for a cal ling card This can produce an alarmin the
situation where, for exanpl eg—~cattimT 205
) : SuU PASSES DETAILS
TO SCP -

SCP FORWARDS | 710
INFO TO FDS | »

FDS PROCESSES J
INFO

720

IS REQUEST
FHAUQ)ULENT

73{ " RAISE ALARM
"TO EMS
735\ UPDATE FRAUD
DATABASE
Fig.10.
FDS - FDS
= FDS
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card details (account nunber and PIN) have been published on a Bulletin
-Board-... ..-wi-th. anindication that use . should bhe at a3 certain tine say 3
.0'clock. This wll result in a multiplicity of fraudulent calls
.startiig at 3 o'clock, and if the FDCS 15 could operate only on cal
conpletion records it would not begin to receive these until maybe an
hour or norwowine t he fraudul ent calls would probably bePEFGBeANY763
duration. In this case the FDCS operates on call initiation records,
detects the calling card nunber as a key and updates a call attenpt
bucket. This could be set at a | oW hreshold, say ten calls over a
period of a few m nutes. 20 In a variant, the profile set for a
caIIing card includes a profile for_, nagi ng a bucket accunul ating
"penalty points", and the call duraF: Lofile is arranged such that
the response tosh e Iomest threshol d ing reached on a buc qb i ncl udes
the al | ocatgasa S NCISRSSTET unber of penal 4= Shmegieai® €, One
of the buch al of 24 houry, has screeni ng for
internatiofal ca . and_has|a | ower thresfol d_a iy as. . The profile
rule for tris exanmple, to gey ppi Nt s
which it adds to the pena t pol nt_bucRet_in he penalty poin
profile. THi .;ga her the accu | 27qd armount in the
bucket has By perforging an UpPOHLG r- $T'5E e manner
as al | but mnth # zgro ggldlie” Val'oe 0
In this variant, the resmslage e-2f’1 on/profiles for various called
nunber keys have respective r )r al l pca¥ing penalty points. For
exanple, for a "hot " Bul | et}

Boa . i/gI one that is used for
fraudul ent purposes, one of the B

84
DCE 3

EDINBURGH

Fig.9.
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- V@/oélg7 ?321(83 Ztxépate_nts\word\z4-84r doc
kets

PCT/ GB96/ 00763 | . u
is an instant response bucket:having a threshold at tenp ri&&m Mgbt he

response incl udes an al | ocatjion of fifty fenalty poi nt $ n
accordance with the profile rules, the call event reco d Is examned to
obtain the calling card nunber, |f any, and this is usee—as—a-pornter—to
gain direct 5 acctessecmNembweaE ERALORENT COMMUMIC ATUOKSIUSKGE hat
calling card profile in the dat abase. _ O her buckets in the
call duration profile for that called nunber, and correspondi ngly for
each cal | ed nunberTHighveRAN® rdlale8SBaREINGES %‘#n% sﬁterﬁ%@ﬂ‘@” t&’etectmg pOIsHIS
associated with each threshold. It may be t hat a particular call” event wll
10 result |fﬁal§bﬂﬁé‘tta‘lseﬁf@f@ﬂ”é@”"pﬁﬁm@élf\?@%@nal ty points, and these will be
added intg the Earl???é\]ef':ﬁorp%fnﬁéss%kf?éudgfen% hReCal lc'oﬂ'gn Fﬂgoéérl/%es
Alternatively, a profile can process the neasurenent results or exanpl e

cal | durati apvided oaxpplrgetworlesgodewabta donuder soolimit abe diinangiab livkility penbéty
poi nt s. e i t ;o(;strlctedto calling

Par ds and cdifer Sraatos T et HCuRe PR, 0 ste MRy 7 bl i, Pl e o

a cor por at e atll afetheseovilt IbEreferred ttehmmhftepes amtemﬂtmrsdm fPenitor its PABX
for possible fraudul ent An_ al t t of the
present invention Awiakd HSW%@“&@?@W [5etpown frﬂﬁ“tﬁkfgfdé Zh%g?g"fgfgm%m to

10. 10 Inc.) in which a parameter of a particular subscriber’'s current usage is compared

)

o

with a subscriber-specific pattern of the particular subscriber’s his'_coric usage. For
example, the subscriber-specific pattern can be a five day rolﬁng average of the
daily number of calls made by the sub_scribér, or it can be the maximum number of
calls ever made by the subscriber in a day. .

15 A fraud detection system is known from EP A O 618 713 (AT&T
Corporation) for providing fraud monitoring for a network customer for whom a
telephone service provider (network operator) provides private network facilities via
a Software Definéd Network, access to which is obtained through the use of an
authorisation code or toll-free telephone number ("800" number). In this system, a

- 20 fraud monitoring processor uses the call attributes that are stored in a call detail
record to derive various indices (e.g. average call duration for calls made using a
sélected authorisation code). The fraud monitoring processor then compares the
call attributes and/or derived indices with preselected thresholds which the
network customer (perhaps with the assistance of the telephone service provider)

25 has previously selected or established as being indicative of abnormai network
usage. The thresholds are establish_ed by the network customer in view of its
particular needs or preferences.

According to a first aspect of the present invention, there is provided a
method of détecting possible fraudulent use of a communications network, which

30 network is arranged to provide call event recdrds having fields containing call event
data, at least one of the fields being designated a key field and containing a key
relating to an entity as herein defined, the method comprfsing the steps of:

reading a first key field of a call event record and obtaining its key;

AMENDED SHEET



- o8 REPLACEMENT SHEET |
I\_?10’°rségl7é%'?souh‘pattegtsgﬁ'd\gﬁéaacdc°(°:)rdi ng to this invention, th f orf will
20 appreciate that the exact arrangenent of an inte]l gﬁreﬁ H&%@?‘Zk gnd how
the FOS interrelates with other conponents withynjt , ig not a
limting factor to t he scope of the inenti_on. p-lan
intelligent network, it nmay be preferable™for an FOS to be an integrdgl

part of the network intelligence, rather than a separate SyStenTTIT ITs own
right. As 25 partadifredsirgy aedatetsdsei byt ehd combmation hd thDSFiredwkyd fledd abbethko

ensure that servi agﬁ ~.configuration information fromall sources could be
Y lsi@Terthgs the

ef fectivel y YUPEE f iTSh GRRPLAHIPR h P RCFESHAMTSH <umkipgtion-
provi ders ansksgtiRfdd protiRr e@RBAGHSHgNet wor k operators. It is presently
recogni sed that this arrangenent aFI ows types of fraud det ecti on whi ch,

hitherto, have not beef #t'easignedrofileidestitfifd e *conparing call 30
requests with user-profile inforgnati ar bt Wt Bl EhiS84%I [ofel; ith

dat abases such as servi ce_co(%?raol Botl%nts. %cﬁd{)(&!’gs?g, Traud
detection in itself is onl ydeafinndg Brrrpcessatpebé pecfornbed iupgn call éveandiatddice
detected, a fraudul ent call e aged in a way suitable to

V0 96/ 31049 ofER AP proBe i IR

PCT/ GB96/ 00763 (b) at least one first combination-asso34ted first store

to be incremented by the process result, and at least one
10 respective threshold for the or each said first combination-
aésociated first store,

(c) a respective predetermined outcome to be
generated when the contents of a said first combination-
associated first store reaches a threshold, at ieast one said

15 predetermined outcome comprising a fraud risk indicator,
(i) a further profile identifying

(d) a first combination-associated second store to be
incremented by a fraud risk indicator,

(e} at least one respective threshold for said first

20 combination-associated second store, and

(f) a further respective predetermined outéome to be
generated when the contents of said first combination-
associated second store reaches a threshold;

processing the call event data of the call event record in accérdance.with
25 said first combination-associated profile set, thereby
| obtaining one or more respective process results,
incrementing the corresponding identified first combination-
associated first store or stores by the respective process result, and,
if a threshold is reached,
30 generating the corresponding respective predetermined
outcome, and, if a fraud risk indicator is generated,
incrementing said first combination-associated second store

- by thét fraud risk indicator, and, if a threshold is reached,

AMENDED SHEET
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deter a fraudster from pursuing the same course of acti ONREPLACEMENTVISHEET
Fr aud managenment mght include cutting a call off of gter+rg—ew-dance
enough to prosecute successfully a known frauds{e Thus, [
preferably, the FDS communi cates with a fraud manfge \reh@ MAYS 09897
(FM5) in the communications 5 network. The FM5 is ablef{t@_copntrol the Jvaly
I n which the network handles, for exanple, a call equest or a
connected call, in the evemgend!ratlngltimc@rréspped]ueélurthelrre qdeiterndimne

to be fraudulent. Pref %I‘{;lb|n¥é the FM5 is responsive to a deC| SI on by

the FDS that a call request I's a fraudul ent call request, indicated for
exanpl e by a f Iraghigefiss aspedtheréfB@biyt @ sdcdoatd dfhenendiylds nofmtiec ball R@eret UP
Means processes

all, 10 uests for said fraudul ent. call yest .
Ref or 11 ng. nolp@5 B Eranared aeneTe SHoTERS SR grioaR PYS) 79 Geiel
net wor k whe CRefiféd, %G&h@ﬂwéfﬁ&l é‘@rﬁ@féﬂsrtﬁetf@rtﬁér%té)é@&ﬁnt invention built into
t he network intelli gence. In Figure 4, the bl ocks represent physical

entities. For - readingothe segpnd-key ﬁa‘e odribe aall smuwrara@dsv@pwae dts key;
conputing platfor mgyLGhHg Jt||5e d%‘cHBa§é’be/V‘@1Eeco<?1&F?ﬁ£’c ﬁ?et QeéJﬁﬂ' lEeyf Hé‘lﬁtérﬂﬁs
However; it woul d be possible si ngl e physical entit for exanple
a corrput i ng pheachtained key refeuvegpde asaheppecyndi earabinatiors bte m¢@Sfa)resbewm50P

and FDS f unc%é b @Rr#fﬁath% ?ésggtaFedg%ﬁfe s%lt H LngWOUl d embody two

| ogi cal entifieés. ity could incorporate
mul ti pl e 1®gi cal enti t Kipst lebst cﬁd’eeproppoderttéymgnse a single | ogi cal entity,

for exanple 20 an SCP functi on, be .enbodi ed in nult %% 86‘% ﬁ
entities, for exanple a nul t (931 rﬁ?ﬂ‘?ﬁﬂi’? f§" HYeNF (S'ﬁf'ﬁaﬁfo §AY fL9Yy'thm
di stributed conputing envirgefiMpg a procéddGo) be performed upon FalEevdHiaddth @@

network of Figure 1 shows three users:- user A user B and user C. An
originating user is a user 6ol eYRT RS IR ORI AdKeESa el and a 25

termnating user is a user for WHIMA a8t lonkSsddoh@NEkiAbinkEeH-8ssBRIbted ffirst
course, be5 store to be incremented by the process result, and at least
one respective threshold for the or each said second
combination-associated ﬁrsf store, _ _
{(j)° a respective predetermined outcome to be
generated when the contents of a said second combination-
20 _ associated first store reaches a threshold, at least one said
predetermined outcome comprising a fraud risk indicator,
(i} a yet further profile identifying
(k) the respective first combination-associated second
store for the call event record being currently processed to be
25 ' incremented by a fraud risk indicator generated by a profile of
its own profile set;
processing the call event data of the call event record in accordance with
said respective second combination-associated profile set, thereby -
obtaining one or more resbective process resuits,
30 incrementing | the corresponding identified second
combination-associated first store or stores by the respective

process result, and, if a threshold is reached,

AMENDED SHEET



b.c%?'ﬂmc;'r1|2§8 ‘r’l\ﬁfmms‘wwd\zés? er Monat i ng users in accordance with
maki ng or receiving calls.” Al so, users can be origin
eriginating user requests other than call setup requedt
a person, a conpany, a third-party sg{rw ce provider,
an item of equi pnment or even 30 another network, and in t

ifng,users when

A0MAY B9y

L.co _enpl oyeg,
[ S enbodi ment J

constitutes an entity in relation to the key In a key event

record. The network incl udegehdtbiig ORRECic@etespondiriivi tesbiedtgvelNpicdietdfined

connecting calls between originating and term nati ng users. WO
96/ 31043 outcome, and, if afraud risk indicator is generated,

PCT/ GB96/ 00763 incrementing said first combination-associgted second Ftgif €
shows two of these switching units, namely switching unit 480 and

swi tching unit 490. by that fraudhisksindisationg andi tis agthreshelugy saig Hisst
digital swtching un't%oﬁlﬁﬁgtx%assomattg@séyoﬂd%% §¥6aRge manuf actured by

CGEC Pl essey Tel ecommuni cations or an 5 ATM (asynchronous transfer node)
swi t ch. generating a further respective predetermined outcome in

N

accordance with the further profile of said first combination-
associated profile set.

_ According to a second aspect of the present invention there is provided a

10 method of detecting possible fraudulent use of a communications network, which
network is arranged to provide call event records having fields containing call event
data, at least one of the fields being designated a key field and containing a key
relating to an entity as herein defined, the method comprising the s'teps of:

reading a first key field of a call event record and obtaining its key;

15 addressing a database by the combination of the first key field and the
obtained key (referred to as the "first combination") to access a first combination-
associated profile set comprising

(i) at least one profile identifying
' (a) a respective call event data processing algorithm
20 defining a process to be performed upon call event data to
obtain a process result, _
(b} a respective function to be applied to the process
result to generate a fraud risk indicator,
(c) at least one first combination-associated first store

25 to be incremented by the process result, and at least one

respective threshold for the_ or each said first combination-
associated first store,

'(d) a respective predetermined outcome to be
generated when the contents of a said first combination-

30 associated first store reaches a threshold, |

(ii} a further profile identifying
(e} a first combination-associated second store to be

incremented by a fraud risk indicator,

=
<
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T8 WK CATT™ VS NEEY B °user A accesses the switching RERLAC ENLngEah

access network (not shown). The access network may inc] ude further

switching - units and may be an access network for ffi XedS® Mawbighp Usqrs.
The switching unit 490 may be connectgd to user B by another accegs

net wor k. 10 The intelligent network in Figurﬁ 4 inclTu e
service control points (SCPs) 410, 420, 430, which- cated renotely
fromthe switching units 480, (f) AéiOIeaEﬁ(HNeofesprenmﬁreé’l&&d 610 saild3Gravay
be connected to the switching units 490 .and at |east sonme of the
other switching units thr ouij%“ﬁ'”@?‘%ﬁ?ﬁ"ic%ed secopdiSiJekan®h0. Thus, the

signal 1ing network 400 provi des @y d Rireieh 268ndealuaRpatdtbieniAG oSS! pkhe

switching units. Al though not shown in detail, the signalling net wor k
400 is generally used for c@@MeFteg wden &ha QP[S'“H%%afge“sa'%efdf\ﬁéewmbiéaﬂon-

swi t chi ng 5un| ts. Effectivel é(ssou%?ed %&hh's@&gﬁeéﬁx@%rtﬁéﬁ%@ gure 4 is

arranged as a DCE. he swtching unit I's provided with
an adj unct processeocéghatie cailnevznt datcebtheasalli eneot réqpedhin pecdrgéresawith8s

and a servicg.na i% ﬁgﬁma%% %QBHQ%%JH§@%%§§Qhereb 487 is co-located with

the sw tching uni connec rou?jh hi gh- speed
interfaces. Al though not shebminingheatswietsthi orgz UrespectB@ aprdceds | reasit mede
of the other switching units y e f£a h. provided with an adjunct processor
and can access an ?W@'Iafngéﬁ‘f B%H"BP@FQ& and a service node. 25

Each of tige SCPs 410, 420 aingrefddhtingnthal OsrrespdRdikg CilemFHAC fift eSdthbifAtion-
envi ronnent (SLEE) and one, or nore service control progranms. Each service

control program provi dessosiapst tifst stose of stoses Py dhe ’%?8?%‘4%9@5?% regultoantser s
of the networ k. Wien fre3nbidGEirdignb@i t such as the switching unit 480
receives a request to set up an intelligent network call, it sends a
query message to the appr op@ﬁ"&t‘iﬂn@O thenecoTespradisgPsreanestiva 2 opragietenpimed
Referring to Figure 5, &J’Q is showmn the structure of one of the SCPs, for
exanpl e SCP 410. The SCP shown in Figure 5 conprises a conputing pl atform
having al18entral processi ngnarenentiGPlgaicditst eembinatomagsosikdedisdcend store.
: n put /out put by the associated fraud risk indicator, and, if a threshold is reached,
generating the corresponding further respective predetermined
outcome.
In this second aspect, preferably a second of the fields of the call event
20 record is designated a key field and contains a key relating to an entity as herein
defined, and the method éomprisés the further steps of:
reading the second key field of the call event record and obtaining its key;
addressing the database by the combination of the second key field and
the obtained key (referred to as the "second combination") to access a respective
25 second combination-associated profile set comprising,
(i) at least one profile identifying
(h) a respective call event data p'rocessing algorithm
defining a process' to be performed upon call event data of a
call event record to obtain a process result,
30 . {j) a respective function to be applied to the process
result to generate a fraud risk indicator,
(k) at least one second combination-associated first

store to be incremented by the process result, and at least

RACHOED SHEET
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PCT/ GB96/ 00763 _ T 3p control
devi ce 520. The CPU 500 is, for exanple, a RI SC processor puph3a® MAY 1997SUN
M crosystens SparcStation operating under st he UNI X operatipg| system The
mai n menory 510 typically conprises both EGVI and RAM The | nputr7outrput
controller 520 may be, for exanple, a small conputer systeinterface

(SCSI) 5 controller for highe spepectbjeerthicshold Fore thapuk/ eadHpusaid oBédomkl er
all ows the CPU 500 to acceg,s a secondaégl .Sstorage device 540, for
exanpl e a hard disk, on whi Epmpinatienypesocigbed HistSIQFL reports may be stored,

and provides a connection 550 togufhg respdchiVg! |gra@brmiRédOblitcoh@naks i g
net wor k 500. The SLEE 512 in an SCP is inplenmented as conputer

software which 10 resides 9¢nargtied WhembiRe santentsepl, pos@id §pRANG| cPbigrtioRs 516

and 518 and a profile | BCREES Bfst Sdfe M2ndL 9QniedRbMENt €d as conput er
software and reside in the main menory 510. When t he SCP

410 receives a query ntibgae fnthanrsofdeiidestifyigg uni t corresponding to a
call request, the SLEE 512 inter m])etth% rtep;f%%ﬁﬁ&ec QHQnSMéa%ggia‘Eé% <SSyl ce
e query ge. For a query

control program 516 necessary to answer uery mnessa
nmessage relating to a call swquéstthe chikesartwecaddming alrrgntiggracessad to be

User froma aser-profiie  meiatel Y 7 ndRatiendared BY kel B1a
extracts fiohe i nformati on negessarprofile setf romthe user-profiles, to provide
routing informati Ogro\é@gs?n% 'ichse éa(?ltelJJerr]wte%a'ano} 'phee cSaITIEeEvent record in accordance with
said respective second combination-associated profile set, thereby |
obtaining at least one respective process result and
associated fraud risk indicator, | .

15 | incrementing the  corresponding identified second
combination-assoqiated first store or stores by the respective
process result, and, if a threshold is reached,

génerating the corresponding respective predetermined
outcome,

20 incrementing said first combination-associated second store
by the associated fraud risk indicator, and, if a threshold of said first
combination-associated second store is reached,

generating a further respective predetermined outcome in accordance with
the further profile of said first combination-associated profile set.

25 . According to a third aspect of the present invention there is provided a
fraud detection system for detecting possible fraudulent use of a communications
network, which network is arranged to provide call event records having fields
cbntaining call event data, at least a first of the fields being designated a key field
and cohtaining a key relating to an entity as herein defined, the system comprising:

30 means for reading a key field of a call event record and obtaining its key
and for addressing a database by the combination of said key field and thé

obtained key (referred to as a "combination”};

AMENDED SHEEF



2870501 3208 REErMEI R €&nds cal | control instructi
routing information to the originati-ng switchin —
Adj unct processor 487 is generally simlar in constfjug¢tion to
410, 420 and 430 and .thus contains an SL and one

prograns. However, it can be accessed only by swt hus
the 25 services which it supports are available ofly to or giusers
who can access the switching unit 480 for setti call. The

intelligent peripheral 485 handl es speci al i sed transactions between a

user of the networR d@RPasReaddmrsspblegane R wempinationjjndestoringta phsality of

resources suUipastivieO PRiIREtABEQIENEEIRGLS o Hidl Oy’ BEIRTM] l0PILRdly of ke{RI Ce
synt hesis. 30 The service node 483 is capable of controlling

intel ligent frefergditogerVirtiepmbination-gsseciated rrptjatsetss)wel | as engaging in
speci al i sqd I nter achj HR3 cgﬁHﬁQti@ﬁ-a&&%ﬁaﬁe? Proff?é o é%?rﬂotrgl}’n he intelli ge\r/l\;)

peri pheral 485, between the networ S users.
96/ 31043 (i) at least one profile identifying

PCT/ GB96/ 00763 ' , 37 . .
essential |y a combined SCP and i ¥ &l [§59&RYVS&PT SHEPRFEBLProvaSSIg SldityR

swi t chi ng ability. defining a process to be performed upon call event data of a
call event record to obtain a process result,

10 (b) at least one first combination-associated first store
to be incremented by the process result, and .at least one
respective threshold for the or each store,

{c) a reépective predetermined outcome to be
generated when the contents of a said firsf combination-

15 associated first store reaches a threshold, at least one said
predetermined outcome comprising a fraud risk indicator,

{ii) a further profile identifying
(d} a first combination-associated second store to be
incremenfed by a fraud risk indicator,

20 (e) 'at least _one.respective threshold for said first
combination-associated second store

(f} a further respective predetermined outcome to be
generatéd when the contents of said first combination-
associated second store reaches a threshold;

25 means for processing the call event data of the call event record in

accordance with said first combination-associated profile set, thereby
obtaining one or more respective process results,
incrementing the corresponding identified first combination-
associated first store or stores by the respective process result, and, if a
30 threshold is reached, .
generating a said respective predetermined outcome, and, if a fraud

risk indicator is generated,

AMENDED SHEET
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From the above description of an intelligent network with erence-to

e
Figures 4 and 4, it may be appreciated that in such a network; ALCE,
control logic 5 may be contained in an SCP, adjunct proc Sm:ﬁ?h&f&qze

I'5 n

node and thus in a unit which is sepagate from the sy tThrrg—walt
this specification, the term "intelligent unit" shoul d be construed as—]
meaning a unit which contains service control logic and whirch™Ts™

separate fromthe sw t gfvrergentinid said Tivet sknbinatiopassmiated sevond dtanadsr gieand
that the distinctiogn de.between different types of intelligent 10 wunit
in this descripti oﬁ'af‘g%ﬁgr'r@?‘i?tg&é 1 R A re&hﬂ'di'gr?f’&ggd'f or ease of

under st andi ng onl y gek¥rbgig | tHeel tdrgRPbNdIGG WRlrkiser TRYsdetids I dR@REErmined
differently. In the exanple of an intelligent network shown in Figure
4, it woul d be appat¥Rf™% o the skilled person ‘that the network woul d

find partigul ar app bGRbied of Rhis"Pirk i BbEctOfrot B5€WHIAYa second BIEYi8  fieidd AU
detection and managenent according to the present invention 15 could

equal | y as weesigmated gpkevefieldantbeentgiency key relating &7 ap andity jagdereinatefivedt.
supporti ng, , Vi d =shopping, i s ive
il e o sERTERY e gataise AR, B olFERY et GREVSRTRILARG: hitbRaAgh
descri pti on sfscainedhpeadile setelcoimpeiningnet wor ks, reference may be nmade to:
"Advanced Intelligent twor ks .- .Now..a Reality", by C D Sharpe 20 and K

Cl egg, |EE El ect rgﬁ?tc'seysgcn%%éﬁfﬁﬁﬁ:‘}%ﬁ{f?@ﬂs Engi neering Journal, June 1994,
pages 1531d 0 162. This arti (J)a respettbher par atend daea piatebsing afgarietira efefining

I n one enbodi nent of the invention, fan F(gs 440 Iﬁccordsc‘ g% ];o tEi S

i nvention is enbodi ed ALTFEEDAP PEIPCHPHYPAHPONARIE AV ST 872k S¥YHISEP ™y
platform The FDS 440 hasbrafceprockss resliitaud dat abase 460, “which is
typically 25 separate frombut connected to the FDS 440 via the signalling
net work 400. The dat abaf® %d@a%t%}ee?%Pét_m%”th%?‘ﬁtﬁﬁ* fisst #toTROt 0
past fraudulent calls g if@binented BY REMIScetbirelulNind™ B 14AP diesnldiive
determ ne whether or not a user request is raudul ent. For exanple, the
dat abase 1460 may st or ethdesheid forghe ar pagir storeus| y det er mi ned hot )
destinations. 30 _ F : SS...

dat abases. For exanpl e, H’[%Eg%%g{'ﬁ%g'teggg{@ e’?é&tgg@? ﬁﬁfb%ggse 3%%5%%2‘2{ R92
in the billing donmain tfe tomtentst wbrék said sémngnabinbinatiot-assaciatkd efirst ssoreel y

long and expensive cal }esébhéasnda ttﬁF’esH&%f _e?tr ?galsl( eone said predetermined outcome

comprising a fraud risk indicator,
20 (ii) a yet further profile identifying
{k} the respective first combination-associated second store
for the call event record being currently processed to be incremented
by a fraud risk indicator génerated by a profile of its own profile set,
and said processing means is arranged to process the call event data of the call
25 event record in accordance with said respective second combihation-associated
profile set, thereby
| obtaining one or more respective process results,
incrementing the corresponding identified second
combination-associated first store or stores by the respective
30 _ process result, and, if é threshold is reached,
generating a said respective predetermined outcome, and, if a

fraud risk indicator is generated,
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e
dat abase 470 to ena \6?83 det ectlon of potentially fraudul ent.|changes in
user-profil es, 30 MAY 1997
Ln accordance with the present invention, the abl lity of tHe |[FDS to access
user-profile information greatly increasegqthe scope for t
f raudul ent user behaviour. It is expected that user prijofiles w ||
I ncl ude a corrprehens_i ve set of information relating to the call
patterns of ‘each parti ciot@mensieg .saithfist icofmbimaibhassodated\sebengatdre \by that

supplied by a user,, pa st anda eatures reflecting the
type of user accoun ffé)‘fdrdiﬁpgﬁatqo?"d«; ?‘rﬁf'@%‘i“;fﬁ '§AtNe expected that a

5
]

busi ness account iguperatingartheoicerrbaidRiding Cﬁahhar t fe8Pedtivie Siré@dtkinihed
account, and rmay be partly provided by the network intelligence as a
result of user behavi oUUI?BRd anal ysi s, for exanple if historically a

user neverscal | s alXQaging K6 NRJuG éfspleei 8t khIBREBnAVeddbn Hdr&lis bRRkdESE ' S

profile to indicate this. Then if five calls are nade to a foreign
country in tHeaushdgteckdn gystewy WG@PBeCt@Eé’OFBB‘EV\EEHQ!”%éJSmesa gammumFations

pattern, Wherhepwork, CRARAT rﬁﬁm}oﬂ( 0§ l‘éﬁ 4d So Q{r?\tlbé fallae?/eﬂptrgégraélhla\hnﬁcflelas

f raudul ent er-supp profile 1nformati on m ght
for exanpl e, @nbainingrcaaleh/ent dataf at bagna @asthé tha fislds ingdesignated atleyclidid s,

alimttoaccpta d t f e l.ess a _bar on
cal 1 v e i v o oenpioS F ey 8538 el erk o Rerel! A¥HER, B {13RED Fopopie; "
awar e of hds pr of| Ir&earrssﬁor |rﬁdmgla keweeuﬂas avnedlll elvche r@d?dré dnd dBtaiging its key

otentially fraudul ent behavi our user atte ted ke a,_cal
Ehange a uger"fcaj fot dypsing saetdtaﬁl?ﬁsef tQ?(aﬁ?ﬂfqé QN o E\Sta’regié‘ﬂ’efd?'dr%ég?

contrary to tdbeaiHs®kep(réferied to as a v@'iﬁmmtdnons
a database addressable by a said combination and storing a plurality of
respective profile sets associated with a first key field and a plnrality of keys
15 (referred to as "first combination-associated profile sets"),
each first combination-associated profile set comprising
{i) at least one profile identifying

{a) a respective call event data processing algorithm

defining a process to be performed upon call event data of a
20 ~ call event .record to obtain a process result,

(b} a respective function to be applied to the process
result to generate a fraud risk indicator,

{c} at least one first combination-associated first store
to be incremented by the process result, and at least one

25 ' respective threshold for the or each store,

(dy a respective predetermined outcome to be
generated when the contents of a said‘ first combination-
associated first store reaches a threshold,

(ii} a further profile identifying
30 (e) a first combination-associated second store to be
incremented by a fraud ris_k indicator,

(f) at least one respective threéhold for said first

combination-associated second store
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I nformati on becones nore conprehensi-ve and rjmre user-g¢ontrol | abl e,  the
ability of the present i nvention to nonitor -user prof{l ¢ i@ MARIIN
wi || becone increasingly inportant. Ilndeed, it is expgcied that an FQS
according to the present invention wl| ve access iph future t0

i nformation hitherto not considered, for exanple service 25—mmnagenent

i nf or ma]'E i ](c)n 08 eVenbne'élwor K ngra@ermﬂhtﬁeﬁ}‘refmﬂb@ml;éde@éﬂmm 8litcome fiLBe
types o raud nay be detectabl e ously, the abi to nmonitor user
profile, or equivalent, inf@Fe" Pgn"‘(\kﬁﬂl H‘%é%éﬁ'ﬁ%\b? # Ayt tSRTRPIggtion-
comuni cati ons syst em eggdoitdilsdcoal drdiet&achic 9. thﬁ.@hol@xaﬁm e, such an
ability could be usefully enpl oyed in systens in which, for exanple,
calls are only setmapns ffof Péﬁﬁ?sﬂége’@ﬁl e#ll 3went §atmeficthesadliyevent record in

o 2B N8 ol darBuitIh Al K @ LGB0 EARYFOMEISS: Shgws, | n Figure 4
woul d be one when nul havi ng associ ated 1 nt eYI I gence, may
exi st across a coumtﬂyur\gl delsaasjrowenp%ctgbmbwesscatklét andhassogiated &audhr ee
DCEs 81, 83, 85 risk indicator WD 96/ 31043 .

PCT/ GB96/ 00763 ) -39 net wor k
400, by which the FMS insreaiéingnyo tthet ecdrraspoadiogl |idéreifiekde efirst o uinetiestioo-

associated first store or stores by the respective process result, and, if a

10 threshold is reached,
generating the corresponding respective predetermine_d outcohwe,
incrementing said first combination-associated second store by the
fraud risk indicator, and, if a threshold is reached,
generating the corresponding further respective .predetermined
15 outcome. ' ;
| In a system of this third aspect, for use when a second of said fields is
designated a key field and contains a key relating to an entity as herein defined,
preferably the database stores a plurality of respective second combinafion-
associated profile sets comprising
20 (i) at least one profile identifying
(h) a respective call event data processing algorithm defining
a proce'ss to be performéd upon call event data of a call event record
to obtain a process result,
{j) a respective function to be applied to the proceés result to
25 generate a fraud risk indicator,
' (k) at least one second combination-associated first store to
be incremented by the process result, and at least one respective
threshold for the or each store, '
| () a respective predetermined outcome to be generated when
30 the contents of a said second co.mbination-associated first store

reaches a threshold,

(ii) a yet further profile identifying

AMENDED SHEET
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{ he&vent the FMS 450 receives a f|l ggttat—ea—eait

request is a fraudul ent cal | request, -before the cdi| v$ e’gxg ﬁ,_the
FM5 is able to either override routing 5 information pro'9 ﬁ%e

respective SCP or routing information recgived by the espective
switching unit, such that the originati né%luser I's conngcted to a telco
operator rather than the desired user. The tel co oper ator—trakes—ergui+i-€S
concerning the call request(,m)tMSreeﬂahlvlen@rsacsmbmgeh-adedc%tﬁurb%t:b:ﬁm starebe
made t hat the user,is a f[au ste 9t gﬁ{jat or determ nes_
that the user is a 10 forfhgad %Yemtr?l%?ﬁ tbﬁ@QtCé‘t"@BH}Sl‘?émifé th berifpreypented
cancel | ed, thus prevengy BgraulirisRerdicator ﬁ&ldr&eewyrwpmmef itd olviSromersat,or
determnes the user to be legitimte, e ca be conpleted, as
original ly e paid RsgcasRinoLBERNS 1 ?nﬁawb@ @Bﬁ%ssc{h?dﬁ" s giata of the fash ed
to the user neGo f

cal | assogl a%\%g't\?mg%/oﬁbzﬁf %&Huaﬁ‘g%ﬁv cﬁ;g %a%; 2%15’32?"? sS e?onéjgggllémg‘ta B?E%g%at&gs
440 and t he wnBie4B0 Wetadyni nes that the call has al ready been

conpl eted, the FMS sends a e e tran . GO

transport network 494, via %ﬁeﬁg}%gné}l I'fg%gt ncgee %58%8% ’BrBQQSSd rehf taﬁ
call from the ori gassatiatey fomef rigkoindict®rco operator t he operator mnakes
- the same enquiries and .t akes acti a desc

T et s S he Eva qdbsEenbig B8 SR ReRing - oideERr o oseEpnd

connect edot 0 the t er i quuibingtidAsasoiatel trsi Ndore orUBtdres t By Pthay rabective
automat ed nessage to the termnating user to the effect that the cal |

has been tenporarily cﬁr%ﬁﬁ‘?rfé?}f"écf”daﬁcf reshRly §5823heFni nati ng ‘user t he
choi ce - of whether to 'hangrfithg Ofhe h@d}ﬂaSHQndméf rb§péc§|vget&58@t8ﬁﬁmre@at
the call was made legitimately and the term nating user is 'hanging
on', the call is sinplduteeme@d, donfreed dek insliaater is @eneratad.ng user, at no
extra cost to the originati ﬁ&eh‘éﬁfr | Said Firdt com?ng%r?ﬁ?o@%‘f’ecf Q@éoﬁdhgtoq‘é" !

was nmade fraudulently and the ter hat) ng user
15 by that fraud risk mdlcator, and, if a threshold is reached,

30/05/97 12:08 u: \patents\word\248
nOt

generating the corresponding further respective predetermined
outcome.

An .advantage of the present invention is that a protected person has an
additional level of protection as 'compared with the prior art methods mentioned
20 earlier, If, for example, a protected person wishes to have this extra level _of
protection in relation to his calling card, then the aforementioned first key field is
the calling card field, and thé_ second key field is most usefully the called humber
field. In this way, when a call is made to a "hot" number, e.g. a bulletin board, the
risk indicator store is incremented with the predeterminéd value, for example
25 "fifty" for a E:all of ten minutes. A "hot" number is one that is known as being
used for fraudulent purposes and which has been entered by the network operator

as a key in the called number key type section of the database.
A call of similar duration to,-say, a premium service number may result in
the generation of a lower risk indicator, depending upon the particular
30 predetermined threshold response, or upon the conversion function applied. to the

process result.

In another example, if a corporate client of a network operator wishes to

have this extra protection in relation to-possible fraudulent use of its PABX, then

AMENCED SHEET
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BRI G B AR IR RE rdr‘écssage,. to the effect that thelc

per mnent |y di sconnected is played. {f:- the terminatiing: haiﬁ}ung
yp, no further action is t aken. 30 : For useff f¢ MAY er
~than call requests, the FM5 450 has sever {: option y which actio
may be taken. Again, a user request, if detected in ti may be

prevented from being conpleted, the user making the req
WO 96/ 31043 the aforementioned first key field is the calling number field. In these and other

PCT/ GB96/ 00763
directed to &seerEdhepessenbinvention, g perumplatiamet “?Feél%'&r”?é%caotﬁréhp’é’y'd@ﬁ&l ng

user aCC AL SeRitiCOBERELIOMNEhSRER nl@mgtczahﬁb "hdt" desliRioRy. the FMS
450. As al ready indicate the skilled person will appreciate

that the intelliget a preferiegt qmbadiment,sf rﬂaQ @deaent Fvgotien.4a slefauit prdfije see
way of i npé e@gﬁtt}engloﬁgte’é% fo5 eagﬁ?Leg'nagee%rf( Q%ePJtS,SSPTa ée'?\\/lgéltﬂrg\ﬂderl, o a

anot her form exanpl e, 'a netwo
new user whose credit worthiness is not known, in order 16 protect itself against

fraudulent use of the network by the new user, and then change the profile set in
accordance with future circumstances. An example of this latter would be to
respond to the sequence numbers of the user’s telephone bills to replace a high-

10 risk profile (i.e. one with é low threshoid) by a lower-risk profile (i.e. one with a
higher threshold} to reduce the likelihood of alarms being generated by non-
fraudulent use by that user. )

The term call event record as used herein is not limited to records resulting
from requests for connection to network destination terminals (ca|l§), but includes

15 equivalent data relating to network facilities (also known as services), for examplé
a request to activate call diversion service to have incoming calls to a user’s
telephone diverted (re-routed) to a destination number supplied by the user in the
request, or a request for a conference call (also known as three-way calling). In
this context the term user request encompasses telephone calls and the like,

20 requests for network facilities, and any other type of network request. .

The term entity as used herein in relation to profile sets means a set of
characters representing the identity of a user of the network, either directly, or
indirectly, e.g. throuéh the identity of associated item of terminal equipment (e.g.
telephone), and includes an originating network terrﬁinal (e.g. telephone) number, a

25 destination terminal number, an account number, a mobile telephone number, a
universal personal telecommunications number (personal number), a calling card
number (also known as a charge card number), or a user identity. Also, in the
context of the present invention the term user is not limited to an actual person,
but includes a legal person, and items of network equipment.

30 ~ Where a key field is the called number field, a PP will decide those
numbers (keys) which will trigger prdcessing of the call event record. These could

be the numbers for premium rate services, e.g. numbers beginning with 0891,
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conpri a appfl cations processors (APs) in a distributed

corrputl ng enV| ronrrent. The APs may be connected together by a wide area
net wor k. The APs mght typically be responsible for separate tasks, for
exanpl e call routing, user-profile i 1% rpretation or fraud detection,
simlar to the network shown in 10 Figure 4 Al so possible is that sone or
all of the APs carry out multiple tasks, for exanpl e each AP nay deal
with call reqsestsnd thedike) mtérnasoral ehatllrme Buttktihrizoseds, etc.dghedRA can sel&ach
AP may have its ovwa&%at abase facili té hol di ng .all rel evant i nformation
for its needfhe gy andLATRICRGISNPNGRS 'Ehiecﬁﬁot %%t may have access to a
central database, Ak HéwFriBedBilt RRrA de@dDiIAEE | prdfilds €HE BeVarrah§edto count
environnent 15 where each AP deals with fraud detecti on, it would be

i nport ant f oPUMRErs/p<cally (@igempted calis angigr cpmplotest callehrtapedsug aallidsagts: i on
i nformatiap, (J&éu&ffanﬂm borodlestrbaat | b0the inveRliorPIcllidasts @Mt k& fuRr ARiekion t o
the other APs. This could be achieved by transmttin such information
across the whtecerrespondingusitire. 819. év e odse depuniingdcaliataads; grd includes the

I n general, n Figure 4, APs, or other
20 types of h%géérl%\%{& e&:}h%%ﬁfp?‘d’téﬁggt@/%% F‘atlgén to a netvvork However,

t he act ual for WHereanht&shbidgmsdmehahedjeo\mm lgemerafedrotﬂxanplraay irimGJdéDS
resides in one_ s

irrel evant f8Y aq%@g g?'eLJ?n?mf‘ﬁ\/bﬁ tﬁe ’}fh‘a IT%EI’]I C'ﬁtrfc%gséctgg"m gﬁﬂf:h\/\ay

to limt tghenseome imd aué BY ReY IrDﬂhe first field as that ofAaid€¥ eyt negord.
user-requests in a nunber of ‘\,/%/ag ? determ ne whether 25 a request is
THa' &

fraudul ent or not . SR$fieHbEd e MRAMSISREE TSRS H‘?p‘é’ﬁﬁ’g‘tt'ﬁ"%{‘m" willar ge
extent on thﬁowadetwe%cﬁfaea Bﬁrwa@%reesémp@wmamaé&e ﬁosmbfdr@viﬁgé in (WBfiHRSt or a
user-profile change request. One net hod for_detecting and

~ managi ng fraudul enfiges |1 éwécthpoapphcathrqunegtqrg qfov reue rPereation tand
reference to Figure 6. The method will be 30 described with reference to
originating user A making a call to term nating user B, in an

intelligent network architecture.
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1R S B08** ne®bri ginating user Ainitiates a dalf by drarTing
t he t el ephone nunber of the-termnating user.B. The [nynbgg “'Mlljzg’j ifs
received by the ChEy .

CLAIMB 1. A nethod of detect i1ﬂg possi bl e fradd
conmuni cati ons networ k, which networkK is arranged t rovide cal |-
event records having fields 5 containing call event data, at |east one or
the fields b adradasomsnatioedr ankiyestigatst) logs omne tBOIFDGS)i the AcdedY C&ltadi ng
to an entity_as. herein defined, the nethod conprising t he steps of:
readi ng a fiteVekey vpidates Bie upeg and d@’éﬁé’ﬁ‘t”eﬁéegip et B0 SURPHRS intasmEEgn
addr essi ng aodatiabassehwdniess @nthidkRt | #1engblidghnili these keitldselodwang, {ae 10 -
obt ai ned key (referred to as the "first conbination") to access a first
“conbi nat i on-user's roles Bag AEELSS- @pgqusgrgeqhaggn@qrpgwﬁg ser |D is associated witli j )
at 1east 8nGdl 8hé kBndeleBhitbXhEPDCS at a time. | (a) a
respective call event data processing algorithm -
-defining a processA tSystem pptessnivdnitpoG2caiohitensetite tealth pd thd FDCS. This

obtain a process..result .- b) | east aone
first conbi rik ?%Sﬁ_aiég\)gce{ %¥séc8mfli\?rg{nls§Ea6?re64 to start and stop otl‘er F[?és processes.

It receives signals from the FDCS processes on their heaith. If a process has
changed its state, the System Process Monitor 62 sends a signal notifying the

10 Process Manager 28 of the change as well as sending an alarm to the Network
Management 50. _

A UNIX Console Monitor 65 periodically performs monit&ring functions and
forwards ne.w.mess'ages to the Network Management 50. '
A Permanent Storage Monitor 67 periodically examines the. size of UNIX

15 files and file syétems along with tables and tablespaces. If the size of any item
exceeds a predetermihed threshold, the process sends a message to the Network
Management 50. _

User Applications
The User Logon application 22 is the only means by which a user 68 may

20 gain access to. the services provided by the rest of the FDCS. The application
collects a User ID and password from the user 68 and passes it to the Access
Control Server 58 for validation. User Logon 22 employs the validation response
to enable only those windows, menu entries, .and buttons specifically permitted to
that user.

25 The User Commands application 26 represent a collection of miscelianeous
menu items which are actually part of the Top Level Menu 60. These include
commands to mark and unmark keys for logging, to control whether or not fraud
alarms are sent to the Network Management 50, and to initiate background
reporting tasks. | '

30 The Alarm Presentation application 24 cdntains several major displays
used by users 68 (operétors and investigators) to work with the generated alarms.
The users can perform a number of operations upon the current alarms using the

Alarm Presentation 24. They can accept an alarm, indicating that they are
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to be increnmented by the process result, and at.’'l-east one

respective threshold for the or each said first conbinatiorf T
associ ated first store, 20 : , . _ : o (c) QEPLMH WREET
predetermned outcone to be 17 genérjted when the |
contents of a said first conbination- a3 M AVL1997
first store reaches a threshold, at |east one said i

predet ermi ned out come doepipsiayg backetsandrhistiery indtihe alatgbase | - -—=-————m

(ii) a further profile dentifyi (d) _a
first conbinati on-assoclfg eéé)és%%%%edgsgtore to be _
I ncremented by a fraud ri sk If kel Batoardynamic : (e)

at | east one respective thresholdqfor said first _ . .

combi nati on- associ at ed second st o7%0N fpHe next key field in the event (f)
a further sespective predeteigs ned outcone to be 30°

generated when the contents of said first conbination-

associ at ed sdtSHA e Bratile selciopsew ke sibihg, default profile set pgligy.essi ng t he

call event data of the call event pRGRS shtidan¥edUiéldhingg W t h said first
conbi nati on-associ ated profile set, thereby '

49 Create new key, buckets, aid histarygceerdingrtordafeult profilecsdtve process
results, else | NCrementing the corresponding
identified first conbi nation- associated first store or
stores by19h&a ers pethd vextkepdiekbinrtbs wivent and,
' end if
- endif i
end if

For each profile in the key's profile set
15 Obtain the measurement value
| For each bucket affected by the measurement
If the bucket time interval has expired
reset the bucket
end if
20 Update the bucket using the measurement value
If the new bucket values causes a threshold to be reached
Create responses (the outcome) defined for this bucket (i.e. send an alarm to the
Alarm Manager and/or, mark the current event for logging and/or, mark the next n
events for this key for logging)
25 end if
end for each
end for each
Store key, buckets, and history in the database
end for each
30 If the current event is marked for logging .
| log the current event
end if
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| PP ESHSPE TS T8t hed™ 5 - gener gt iffig—TMe
correspondl ng respective predeterm ned - ) o] MRy W ,
if a fraud risk indicator i.s generated, lﬁﬁ ]
increnenting said first conbinati on-assoc'hélt ed second stor . il
by that fraud risk indicator, and, if a thfeshold is reachgd, :

generating the corresponding further respective predeterm ned T

out cone. previous stop tifg RO Bh@Start airi@ tbfi theCh@rrdnt lcalhgsord,N dates@iml of
the fields of the ca event record is de&gnated a key field and

contains a ké‘ﬁhqﬂé?ra‘thleri’g“"? YVeAR OUPIaPPiNga gnd updating,d Bugkeldiavigdnstantirasranse

met hod corrpr|(§,e§shq,npoﬁwet)Qgrgeﬁgrgg?sarpg,a,m 15 readi ng the second key
field of the call event record and obtaining its key

addressi ng the dat é@a@énwe@h@bwenﬁﬁlhéﬁqom ok alsr f@@b(ﬂddffkféwhﬁl%qiﬁs ahthe
the obtai n@d nléﬁl}/orﬁ(r e‘i‘ﬁeﬁf’ egreté%lla\ﬁmtangn éc?o(?&)snda Qépys?attbo&ll)c tn’g;:»lé‘t(l\’&ne?éscoia‘ds
on Set comprising,-

respective combinat | on- AS80CT &t ed
(i) at |east r&mequrilbml thei bSIt46 YBilligg s¥6tem), and contain the start time and othg) a

respective cal even I‘OCESSI al gori t . .
defining a p?Staélgsb Qg%%é YoV e hgf)eh %a‘f“ia"%‘%ﬁ? e FRCFalgost immediately
cal|l event rawrdélltnas)lm%em Naterited e hdr @sdbld ,such calls to be detected, but not
(h) at |east one second c&nbl nat i on-associ ated first

store to be Mf@s¥RE{PesbSueHR process result, and at |east 25

one respeqjive thrashadidt chAbd Banded R268unt I ChttHARENA a time interval for a
combi nati on-associated first store, (j) a

respective polia@caidsi Hug capRrebise antaéarn'b@ the situation where, for example, calling
gener at ed whepqf Q@taﬁ?%&'@hﬁ%ﬂbnﬁeﬁ%hg Iﬁﬂr(ﬁgge (b%@p'ﬂl@hé% on a Buéetm Board

associated first store reaches a threshold | east one said
pr edet er m newithuar indicasionpthat iuag shotidahedat psterfaidtiowt ey 3 o’clock. This will

(11) 2 yel Tideh Pofltibfit, S talbalifi Eails LRGPP LItk ahd'if the FDCS
15 could operate only on call completion records it would not begin to receive these
until maybe an hour or more, since the fraudulent calls wouid probabfy be of long
duration. In this case the FDCS operates on call initiation records, detects the
calling card number as a key and updates a call attempt bucket. This could be set
at a low threshold, say ten calls over a period of a few minutes.

20 - In a variant, the profile set for a calling card includes a profile for
managing a bucket éccumulating ”pena’lfy points”, and the call duration profile is
arranged such that the response to the lowest threshold being reached on a bucket
includes the allocation of a respective number of penalty points {constituting a
fraud risk indicator of the present invention). For example, one of the buckets has

25 a time interval of 24 hours, has'screening fbr international calls and has a lower
threshold of 100 mins. The prof'ile rule for this bucket is, for example, to generate
5 penalty points which it adds to the penalty point bucket in the penalty point
profile. This profile tests whether the accumulated amount in the bucket has
reached any threshold By performing an update in the same manner as all other

30 bucket updates, but with a zero update value. '

In this variant, the respective call duration profiles for various called
ﬁumber kéys have respective rules for allocating penalty points. For example, for a

“hot” Bulletin Board, i.e. one that is used for fraudulent purposes, one of the
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incremented by a fraud risk indicator generated by a profllg of . .

its owmn profile set; processing the call eveht|dge wiy 1%

call event record in accordance with sai d respectivejs¢cond

conbi nati on-associ ated profile set, thereﬁ/ 5

obtai ning one or nore respective process results, : .
i ncrement i Ngp,clhSis afk HtEHPREHINRS buckbHRNiAG 'aet‘ﬁlr%sho@eé:tofé% minutes, and the
conbi nation-associated first store or stores by the respective

process resutaspoagedinciufies an lalesstion ®fififty penalte gpoints. :
generating the cqr LNGier | el . .
oo, "y S SRR R BRGIL Vs RSB SLek e cxamines
i ncr enent i ngolsirdtHel calingcoarldi manbeonif amypanditieid is @sadhds st poister to gain direct

by that fraud risk indicator, and, if a threshold of said first .
conbi nat 1 Gn- et Xl WERR dne BEFaty eofs pRER S ther Canl' Cort' e in the
generati ng aditabhder respective predeterm ned outconme in 15

accordance with the further profile of said first conbination:
associ at ed profi| eOsr buckets in ghe call dytatipp rigife ofor dikab Galleg nyrkerp|asd

fraudul ent us&r&poAdingRMePicaat icBIY number key, have a respective number of penalty

points associated with each threshold. It may be that a particular call event will

e oo

10 result in several profiles producing penalty points, and these will be added into the
penalty points bucket of the calling card profile. ' _
Alternatively, a profile can process the measurement résults {for example
call duration) and apply a respective conversion factor to obtain pena_lty points.
The penalty points profile is not restricted to calling cards and can be
15 associ.ated with calling number keys, for example where a corporate client of the
network operator wants to monitor its PABX for possible fraudulent use.
An alternative embodiment of the present invention will now be described
with reference to Figures 4 to 10.
In relation to an FDS according to this invention, the skilled person will
20 appreciate that the exact arrangement of an intelligent network, and how the FDS
interrelates with other components within the network; is not a limiting factor 'to
the scope of the invention.
In an intelligent network, it may be preferable for an FDS to be an integral
part of the network intelligence, rather than a separate system in its own right. As
- 25 part of the network intelligence, the FDS would be able to ensure that service
configuration information from all sources could be effectively_ screened, including
requests from third party service providers and other interconnected network
operators. It is presently recognised that this arrangement allows types o f fraud
detection which, hitherto, have not been attempted, for example comparing call
30 requests with user-profile information held within service control databases such
as service control points.
Of course, fraud detection in itself is only the first stage ih combating

fraud. Once detected, a fraudulent call needs to be managed in a way suitable to
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net WoT k. Wi eI e i Grranged to provide call even
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fields 20 ~containing call event data, at |east one of the fields heihg
designated a key field and containing a key relatin o @ N Wa
hérei n defined, the nmethod conprising he steps of: | |

reading a first key field of a call event“record and obttaining its key;
addressi ng a database by the conbination of the first ké.)L_i-i-e-l—d-a-nd—-t-he—%ﬁ
obt ai ned key detef griffdster foemtpigsuihg hd semabidiasd on'aktib® imereFature.f i Fratd

conbi nat i on- associated profile set conprising . - (1)
| east one prd\“?ﬂa@eméﬁthF nlgclude cutting a call off of storing ewdenc?a?no&lgh to

respective C3hseVied! s@ledsMIPCaSSANR! BaLAdtHN  Thus, preferably, the FDS
defining a process to be performed upon call event data to 30
obtain a procesynyrigates with a fraud management system (FMS) in the) cemmasjsationye

function t@ l?1%t BRJ.i ?qlet 5§ ri~'s‘eaglfaocgeéo'?ﬁtrol the way in which the hetwork F\grﬁh'ést, ftbp

generate a fraud risk 1 ndicator,
REPLACENMENT ShEfple, a call request, or a connected call, in the event that the call request, or

51 . C t |easte one first -
corbi nat i on- ggg,olgifgtjg% t? ibF Sf{augyléaln& Pre(fe)abiay, tLe WS IS résponsive %ooa lsigc:spn by
i ncrement ed hie FDS paoaass requast tis adradidalent eals tequast, indicated for example by a
respective tQ eshold for the. or eiach said first c%nbi nat i on-

associ ated fi (agtmg?rbsrlé\ the S, to alter the way in which the setup means processes call

10 requests for said fraudulent c.all request,

7

at

Referring now to Figure 4, there is shown one example of an intelligent
network which includes an FDS according to the present invention built into the
network intelligence. In Figure 4, the blocks represent physical entities. For
example, an FDS 440 and an SCP 410 are separate computing plétforms which

15 run software appropriate to their functions. However, it would be possible for a
single physical entity, for example a computing platform, to incorporate appropfiate
software for both SCP and FDS functions. Thus, a single physical entity would
embody tWo logical entities. Similarly, a single physical entity could incorporate
multiple logical entities. In the opposite sense, a single logical entity, for example

20 an SCP function, might be embodied in muitiple physical entities, fof example a

~ multiple computing environment such as a distributed computing envjronment
(DCE). |

The intelligent network of Figure 4 shows three users:- user A, user B and
user C,. An originating user is a user of the network who makes a call and a

25 terminating user is a user for whom a call is intended. Users n'iay, of course, be
both originating and terminating users in accordance with whether they are making
or receiving calls. Also, users can be originating users when originating user
requests other than call setup requests. A user may be a person, a company, a
third-party service pro\/ider,' a telco employee, an item of equipment or even

30 another network, and in this embodiment constitutes an entity .in relation to the
key in a key field of an event record. The network includes interconnected

switching units for cdnnecting calls between originating and terminating users.
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(d) a respective predete nRB?ng@UF yﬁig
-6 d t

to be ' gener at ed when the contenfs

conbi nati on- : . associated first stpre reaches a
t hreshol d, (i-i) a furthgg profile i dentfi flyi 4@ MAY 297
(e) a first conbination-associated second Store to be 10

I ncremented by a fraud risk indicator, )
at | east one doaspbdevice 320 eThel CPY cBOOSrsr dorf exahple, a RISC preeessor.such_as

o e g BBty SN o Gting sRder eliNIX operating system. The

gener at ed wheRaih h@e®oRf BNOStyicali ébripriset KAAADRORE bR -RAK. The input/output
associ at ed second store reaches a threshol d; processing the

cal | event d&eatelert A0 mpY heydnt exadpled a Amal commieesvitem interfagsi (PGS} st
conbi nat i 0§- a3ag6iéH & HEPshbey %SEnatlBherﬁmeut/output controller allows the CPU
obtaining at |east one respective process result ‘and

associ at ed f rP&@dtor aagjess ﬁ(ﬁeéa't’dﬂfy sp@age device 540, f0r example ajhatd distsnen NV;]‘N@Me
correspondin ﬁ%gb cla
first store %ra “ Qﬁ# ggf éa&lrses c%?\%&%?’oggdsg r?\ggeﬁ 3 conngcno'?%%% {o tﬂ?ed
if a thres holrmtelhgemteramh@ds srgnallmg network 500. gener ating the
correspondi ng respeet

eter
i ncrementing said fi FS%IEECEO%& n'gt é &T%F@Sngegcgﬁcfoﬂpé‘&%r sofmahre which
by the associrédigst hrmasid rﬁerﬁkryi s, C&em‘ce adsrtfroupfrog&ambrm@dadizns dndad pedile

generating the correspaondi fur spective predeterm ne

outcone.  3fnterpreter 294@’ dEFp 5§ﬁ§&°mutﬁreﬁ°gﬁ"éafem8r’8§'ﬂeéP BN of
the fields omd@y®ald. event record is designated a key field and
contains a key reI ating to an entity as herei n defined, and the nethod

conprises the furtNéerstigsS 410 réceives a qtreé\‘idﬁﬁifaﬂﬂef’%‘@cénﬂ”l%@*ynﬁ i@y of
the call eveppb b&fMufhg?eta Bl AlgakHT thd SLEEY1 2 interprets the message and runs the

15 service control program 216 necessary to answer the query message. For a query
message relating to a call request, the service control program 216 retrieves the
user-profiles of the originating user and the terminating user from a user-profile
database 470 and the profile interpreter 214 extracts the information necessary,
from the user-profiles, to provide routing information which is returned to the SLEE

20 212. The SLEE then sends call control instructions including the routing
information to the onglnatrng swrtchrng unit.

Adjunct processor 487 is generally srmrlar in construction to the SCPs
410, 420 and 430 and thus contains an SLEE and one or more service control
programs. However, it can be accessed only by switching unit 480 and ters the

25 services which it supports are available only to originating users who can access
the switching unit 480 for setting up a call. The intelligent peripheral 485 handles
specialised transactions between a user of the network and the intelligent network
itself. It has resources such as tones and announcements, voice recognition and
voice synthesis. '

30 The service node 483 is capable of controlling intelligent network services
in its own right as well as engaging in specialised interactions, such as those

provided by the intelligent peripheral 485, between the network and its users. It is
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key field and the obtained key (referred to as the "secpn

. . P : 1
conmbi nation") to access a respective second conbi nati on aps@q pr
profile set conprising, 37(i_) at |l east one prpfile .
-identifying 5 (h) a respective c -

data processing al gorithm defini ng la_process to be

performed upessentibily avombinkaf 8CPfand intelligent peripheral but may also ha@é lswei¢aHg

record to obtaj.n a process result, (j) a
ahi

respective f ton to be applied to the process

result to generat eFam tAbthbbls kidsBibtioH 8f .anltelligent network with reference to
(k) at |east_one second conbi nati on-associ ated first ) -
store to be FigeresbAR@E. BynenBe grereeiated tayin sudng naiwarkaggrvice control logic
one respedf i ¥yt ESINEd iRantdte, AdjRRe BradsthrSGC¥rice node and thus in a unit
conbi nati on-associ ated first store, (Lﬂ
respective phighetiersepatade Bomcoime switchirge ubB. In this specification, the term

a

.gener at ed V\he,ﬂge%"tbs%P? %Etengh%Hgi]; bg c?)ﬁ%fg%%g %gnrgeach?r@) ianl‘:i’\'gijc Which comair}s) s%‘rvgygt

associ ated fir ore reac _
further proftcbmtraldegitidngi which is separate from the switching units. Thd Bkilled\@erson

CTore for t oLl WRdERd MR ey 0URROR PPy UEEEaY YRes,af yelicent

i ncrenenti@d Gt & tHigdesdriptisniin durshi exeraglasy, ahads Myade fioF ebdd 6f Bhderstanding
only. Other intelligent networks may be arranged differently. In'tha example of an
intelligent network shown in Figure 4, it would be apparent to the skilled person
that the network would find particular application in the field of telephony.
However, fraud detection and management according to the present invention

15 could equally as well be applied to more general forms .of intelligent network
supporting, for example, VoD (video on demand), home-shopping, interactive
multimedia services, and/or telemetry.

For a more detailed description of advanced intelligent networks, reference

may be made to: "Advanced Intelligent Networks - Now a Reality", by C D Sharpe

20 and K Clegg, IEE Electronics and Communications Engineering Journal, June 1994,
pages 153 to 162. This article is incorp_orated herein by reference.

In one embodiment of the invention, an FDS 440 according to this
invention is embodied as a control program, which resides on a cdmputing
platform. The FDS 440 has access to a fraud database 460, which is typically

25 separate from but connected to the FDS 440 via the signalling network 400. The
database 460 stores historic information relating to past fraudulent calls or call
attempts which the FDS 440 needs to determine whether or not a user request is
fraudulent. = For example, the database 460 may store details of all previously
determined hot destinations. | . '

30 ' Furthermore, the FDS 440 has access to other databases. For example,
the FDS has access to: a billing database 492 in the billing domain of the network
to enable it to track excessively long and expensive calls; and the user-profile

database 470 to enable detection of potentially fraudulent changes in user-profiles,
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it's own profile set; processing the call event dat

event record in. accordance W th sai d respecttve second
conbi nati on-associ ated profil e set, thereby

obtaining at |east one respective process gesul t and 25
associated fraud risk indicator, : I ncr enenti ng
t he correspondi ng |dent|f|ed second
conbi nat i on- associ dh exdcbndasd:e Mmrmemeﬁmnmﬁenhyntm abiizped tthe DS to access
process result, q(;

generating t HSeEBF fé%ﬂgﬁﬁ?%ﬁ’”r%gﬁtéycﬂc{/eé‘sﬁ? i‘&%?%"rpﬁi fL gheygetection of fraudulent
out cone, user behaviour. It is expected €2t ipPEFilSinll frich.ﬁie a comprehensive set

conbi nati on- associ at ed second store y the_associ at ed
fraud risk i rﬂil'Eé’f’BPt'o"éFﬁﬂat"lgft°athﬂﬁag§ﬁ3?ﬂ‘soqf %aéhd’af‘i"?“é"%’ user. This information

conbi nat i 08- aasPek Hedy 2E69RE K 8" Rel, SpdrBR@&@ndard set of features reflecting the

53 generating a further respective predeterm ned
outcome in type of user account requitede dpicexamrlA it FESiTtuPbe ﬁéPe%P@ﬂ Ptea dusKgpe
first conbin f dNaf & t A
met hod as cl galtckrgu ti 'P\cgﬁyac??greo or&gglcﬁsﬁéiﬁaﬁogz&%an < nc u Fnag? damg? be%a{tly
presetting a mavided byithaatetwnrkabseligesice dispa odsulteofseser fhghavious trend (analy5|s,

gg];rte)llmn;t Ip:)ﬁf ;égSﬁ?"g‘flngLF})‘f“ﬁ%”@ af Llfjsretr rr]'aec'\e(/er caql% a%roarg)cyhf yr{ert]\%oﬁ(a gel green%e may

oo opr

10 alter that user's profile to indicate this. Then if five calls are made to a foreign
country in the space of a few hours, the FDS would see this callin_g pattern, when
compared to the user's profile, as potentially fraudulent. '

User-supplied profile information might include, for example, a bar on all
foreign calls, a bar on premium rate calls, a limit to acceptable call duratiOn of ten

15 minutes or less or a bar on call re-direct profile changes. Assuming that a
legitimate user is aware of his profile restrictions, the FDS would be able to flag
potentially fraudulent behaviour if a user atfempted to make a call or change a user
profile setting, for example call a re-direct request contrary to the user profile
restrictions.

20 It is apparent to the applicants that as user profile information becomes
more comprehensive and more user-controllable, the ability of the present
invention to monitor user profile information will become increasingly important.
lndeed,' it is expected that an FDS according to the present invention will have
access in future to infqrmatioh hitherto not considered, for example service

25 management information or even network management information from which
new types of.fraud may be detectable. Obviously, the ability to moﬁitor user
profile, or equivalent, information would be valuable in any type of communications
system employing fraud dete.ction. For example, such an ability could be usefully
employed in systems in which, for example, calls are only set up if fraud detection

30 is unsuccessful. _

An alternative to the intelligent network arrangements shown in Figure 4
would be one when muitiple DCEs, each having associated intelligence, may exist

across a country-wide, or even a global scale. In Figure 8, three DCEs 81, 83, 85
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i PR E MR e TR A or®R provi ded data relating to the user. 10 6.

A nethod as clainmed in Caimyp \Abe.t.i] n said network provided data is
account - rel at ed dat {"pep) ACEMENT SHEETA| method as claimed in Claim6, wherein
sai d nodi fyi ng stepli S—perie+red 1 |autgonmatically Th response 1o -

provi sion of said agcqunt-rel at dat . 188 8. 3| red
in any one of Claing 4 t30MA eim $ai d nodifying: ”mwmnmlmr"s '
replacing a profile jwhich identifli 4 OLamlisrespective threshdl dsfor a
said first conbinatilon-associated firdt store by a profile which identifies
a second respect Lye. threshete—for-t he sane said first

conbi nat i on- associ I.[S sal.d.: r egtiLv

havi ng a hi gﬁ@r va%:rq?{?gﬁ égls&(fq%'ﬁ'rngt g?%é%gcﬁ?l?/%ﬂgﬂ ﬁ?ﬁrégshoﬁ?f{"m‘ﬁ?&%gé

A net hod as cledwodd whichmetooek if ackagats td pravi®e calevenh recasds dhagiegefigtded
outcone is.or_includes,entrjes .in I of .the next n call.event recor
occurring 35 SRAFANNE &AL et"ﬁ@* ggtr?e a\"/i‘fﬁg%&fa ?Ie?eifﬂe‘?%ﬂ%ge'fqgrdﬁs'gf’f’ dia XeViHeld o
the cal |l everdndreeediting a keyhveidting @s wntedity Bs hBRdin HeSmEa) e method cdlprising A
fraud detection-'s stc?m for detecting possible fraudulent use of a -
comuni cat i orf8e ﬁé%/p&ﬁ/cpr k, which network is arranged to provide call event
records 30 having réifthgla fﬁ@crlleg' N ef 63kl eGMRNbcslRlahd dHtaihP@Sts leyh i rst of
the fields being designated a key field and containing a key relating
to an entity as herd@fipsgiag| hdatabase byhbessomplinptiampf ithe digst key field and the

10 obtained key (referred to as the "first combination") to access a first combination-

hu]

associated profile set comprising
' (i} at least one profile identifying
{a} a respective call event data proces_sing algorithm |
. defining a process to be performed upon call eve.nt data to
15 o obtain a process result, )
(b) at least one first combination-associated firsf store
to be incremented by the process result, and at least one
respective threshold for the or each said first combination-
_ associated first store,

20 | (c) a respective predetermined outcome to be
generated when the contenfs of a said first combination-
associated first store reaches a threshold, at least one said
predetermined outcome comprising a fraud risk indicator,

(ii) a further profile identifying

25 ' (d) a first combination-associated second store to be
incremented by a fraud risk indicator, '

{e) at least one respective threshold for said first
combination-associated second store, and
| (f) a further respective predetermined outcome to be

30 ' generated when the contents of said first combination-

associated second store reaches a threshbld; |
processing the call event data of the call event record in accordance with

said first combination-associated profile set, thereby
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54, 2O/08I7 1303 wpatents I A £ SF° reading a key field of a W
obtaining its key and for addressing a database by the co

said key field and the obt ai ned key (referredtoa ' ");
a dat abase addressable by a said conbi natlgg and stori n

respective profile sets associated with a rst key fleld a dLa pl usal4

of keys (referred to as "fi'fst conbination-associated profile sets” )

each first conbinati on- aSSOCIo&&ﬂdlnﬂrdhfeldrencﬁ’étremﬁﬁ{?é Bidd@ss results,

(i) at least one profile identif (&) a
respective call event data pr“b"d@%‘ *ﬁ@g 3hgForeppanding identified first combination-

defining a process to bespsdistel FRst é’tBFénorCé%}esQ%ﬁfHe daletiOf pRocess result, and,
call event record to obtain a process resul

(b) at least one first c¢onfhirashaldis ashrd, at ed first store
to be incregented by the Pr OGRAEratif u't"me %qrfgﬁor{aqﬁ&t réddective predetermined

respective threshold for the or eac
(c) a respective predsteamsd, sad, lf(wftrmahésk imdicatmr is generated
gener ated when the contents

] S
associated first store reachg%crgmgﬁt'&ﬁa'f’ firs§ tcopkbé@t'OBnaé;sg%{Fﬁd second store
predet ernined outcone coyphatsirag ask inawdwr; akd,iihditiorakledld is reached,

(ii) a further profile identifying 20 . . (d) a
first conbination-associated® §%%r8ﬁﬂg Lhe,presgopding further respective predetermined

I ncrementeth by a fraud putdemerdi cat or,

2. A method as claimed in Claim 1, wherein a second of the fields of the call
event record is designated a key field and contains a key relating to an entity as
herein defined, and the method comprises the further steps of: .
15 read.ing the second'key field of the call event récord and obtaining its key;"
addressing the database by the combination of the second key field and
the obtained key (referred to as the "second combination") to access a respective
second combination-associated profile set comprising,
(i) at least one profile identifying
20 (g) a respective call event data processing algorithm
‘defining a prbcess to be performed upon call event data of a
call event record to obtain a process resulit,

(h) at least one second combination-associated first
store to be increrhented by the process result, and at least

25 one respective threshold for the or éach- said second
combination-associated first store,

(i). a respective predetermined outcome to be
generated when the contents of a said second combination-
associated first store reaches a threshold, at least one said

30 . predetermined outcome comprising a fréud risk indicator,
(ii) a yet further profile identifying__

(k) the respective first combination-associated second
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(e) at |east one respective threshold for- said flrst\

et om0 e 2o IR °
generated when the contents of said firs 8c onbi

associ ated second store reaches a thresho means for
processing the call event data of the call event record in accor dance
with said first conbi nati on-iagsoenhtddesy prfald|riskdedicatbhgemdygted by a profile of
obtai ning one or nore respec% Ve pr ess results, 30

i ncrementing the corresporddi " p{ ‘Fusf”f'l ed first conbination-

associ ated first stpécessihgsthercah evgnt d@tarddIpe hil \eoemy @REBRSINI &Fdtdancandith i f

a reshold is reache
55 Sa'J]’eSpeC“Ve@&ﬁ%’r“i??‘ﬁa‘“ét‘%%F?W@é%‘éﬁﬁ"iﬂ\ﬁeseﬁr HEERY 1mi ned out cone,

and, if a braud obtdififgiohdidF &k ré.ﬁ)e@ﬁﬂ@bﬁﬂc@ﬁis results,
i ncrenmenti ng said first conbi nati on-associ at second store b

t he
- fraud risk indicator, and, iimcramentiRg holte | s coegenrding 5 'dent'¥e second
generating the corr e%%ﬂ-fb%d?fln dsubdi B rf?ép%%rbv%r E‘tro?&ettﬁf %Qe\?\%gectwe

out cone. 11. A systemas c in claim110, for use
second of said fields ipsocess result, and, lfa threshold is reached,

generating the corresponding respective predetermined
10 ; outcome, and, if a fraud risk indicator is generated,
incrementing said first combination-associated second store
by that fraud risk indicator, and, if a threshold of said first
combination-associated second store is reached,
generating a further respective predetermined outcome in
15 . accordance with the further profile of said first combination-

associated profile set.

3. A method of detecting possible fraudulent use of a communications
network, which network is arranged to provide call event records having fields
20' containing call event data, at least one of the fields being designated a key field
and containing a key relating to an entity as herein defined, the. method comprising
the steps of: _
reading a first key field of a call event record and obtaining its key;
addressing a database by the combination of the first key field and the
25 obtained key {referred to as the "first combination”) to access a first combination-
associated profile set .comprising
(i) at least one profile identifying
| {a) a respective call event data processing algorithm
defining a process to be performed upon call event da_ta to
30 obtain a process result, '
| (b) a respective function to be applied to the process

result to generate a fraud risk indicator,
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dediGnat ed WPREYPTé%E and” contai ns a key relati ngr%?_?ﬂj_nLLLy_ﬁﬁJﬂﬂLel n
defined, 10 and wherein the database stores a plu ity of respective.

St Foast Cone arof ie identirying o b oS SO Cé“ﬂ!l\ﬁ]mﬁl,lll"&\m!l\ma v

call event data processing al gorithm defi r?i1ng ' a process
to be perfornmed upon call event data of a call event record 1 5
to obtain a process result, (c) at least one first combindtivh-adkotiergt firen€tore

second conbi nati on-associ at ed Ei rst store fo be
incremented by the process r@sif t"camgntad Pudbe RIRECSSeLgsHlit pp@ at least one

threshold for the or each strggsctive threshoid for the or each said(fidst &on@iR&fdnlve
predet erm ned outcone to be generated when 20 the contents

of a said second conbi nati orAs8¥8tEdirausre:st store
reaches a ghreshold, at |east onggpaid rgg&égggr@,&%mﬁ&fngu come to Fe
il e

conprising a fraud risk indicator, . ( a yet further profi
i dentifying generated wiidn) thérecontarpecafi aesdid rfist combination-

conbi nati on-associ ated seco : ﬁ the call event
record being currently procgaggéég{egf gt ?trcl’f:er'éeﬁﬁ?ﬁse%thres'{o% ' by a

fraud risk indicator gdhes airetbripyofie plentifyieg of its own profile set, and

wherein said processing neans is arr .ged t%HPr,ocess thed(':al Iwgvent daga of
the call event record in accor dar@ewiTh COZPHIaFREBEI'IFEI SEERRY Store to be

conbi nat i 9o- associ at ed if¢reiehtdBf a flab@rigk yndiéhtor,
obt ai ni ng one or nore respective -process results, _ L
increnenting the  correspondi H§ at jIgRsit PR¢ ggsPectivecHifgshold for said first

conbi nati on-associ ated fir sty oalRioAlasSbOERE de¥oddIStorESPACt i ve
process result, and, if a threshold is reached,
(g} a further respective predetermined outcome to be

generated when the contents of said first. c'ombination-
15 associated second store reaches a threshold;
processing the call event data of the call event record in accordance with
said first combination-associated profile set, thereby
obtaining at least one respective process resuit and
associated fraud risk indicator,

20 incrementing the corresponding identified first combination-
associated first store or stores by the respective process resuit, and,
if a threshold is reached,

generating the corresponding respective predeter.mine'd
outcome, '

25 incrementing said first combination-associated second store '
by the associated fraud risk indicator, and, if a threshold is reached,

generating the corresponding further respective predetermined

outcome.

30 4. A method as claimed in Claim 3, wherein a second of the fields of the call
event record is designated a key field and contains a key relating to an entity as
herein defined, and the method comprises the further steps of:

reading the second key field of the call event record and obtaining its key;
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56. generati ng a said resp redet er m ned
outcone, and, if a aud risk ‘indicator is generate

i ncrementing said first conbinati on-assom at ed second ﬂ

fraud risk indicator, and, if a threshold gﬁ r eached,. H mﬂm“" ﬂ””m

generating the correspondl ng further reSpective predet erimifeds *

out cone. 1 2. A fraud detection system for detecting possible

fraudul ent use of aaddressiognhendataiasensy thet yambinatidti 6h tinekvarrd k&, Heldaaged

to provide cal] e ent £go0 1 haV| ng, fields contain call event data,
by ChRe ey krgreRer 4y e

at least a fif 'fa"f seqRnd eARRIBEMISN k&Y aFFRSR ERnpective
containing a Igeyorrde&@hbun@ndroamcﬁféd brofiRSsdl @oRiphsAgf | ned, the system
conpri si ng: means for reading a key field of a call event

record and obt ai ni ng it 41! RE{past one profflerigentifyiigessi ng a dat abase by the
conbl nationgof said key field andhg rg;ipéglgt;,@ld?,@de\}%gy d(algg c{?ggmﬁb itRm

" conbi nation"); a dat abase addressable by a sal at1on
and storing a plurality of defininggperoressetopbepelferned ypers salt puersddatatdi @

first key field and a plurali Eﬂ/e\?%ntﬁg%crd to obta(iﬁ gfpgé%egg r%élhrléts "first

conbi nati on-associ ated profile se _
conbi nati on-associ ated profil e sefj eaomppectivegfuBBtion to be applied to thie) pratess
| east one profile identifyin (a) a

respective call event data p?eosé'gs:‘giq‘?ae@It%BrfTal”ﬂrHSK indicator,

defining aigrocess to be perfor rrEd()uaOlbaﬁﬁHneeymhdd@drﬁblﬁﬁtl&\ associated first

call event record to obtain a process, resul
(b) a respective function toSi9e éﬁdﬁ E‘G’?’Be’ttﬁ% Byr HteeRrocess result, and at least

one respective threshold for the or each said second
combination-associated first store, '
(Il a respective predetermined outcome to be
15 ' generated when the contents of a said second combination:
associated first store reaches a threshold,
(i} a yet further profile identifying
{m) the respective first combination-associated second
store for the call event record being currently processed to be
20 incremented by a fraud risk indicator generated by a profile of
its own profile set;
processing the call event data of the call event record in accordance with
said respective second combination-associated profile set, thereby
obtaining at least one respective process result and
25 associated fraud risk indicator,
incrementing the corresponding identified second
combination-associated first store or stores by the respective
process result, and, if a threshold is reached,
generating the corresponding respective predetermined
30 : . outcome,
incrémenting said first combination-associated second store
by the associated fraud risk indicator, and, if a threshold of said first

combmatnon-assocuated second store is reach —
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25 result to generate a fraud Fsk-indicator
(c) at least one first conbination-associ ated fi-

to be incremented by the process result, and at: Ieast lmm, ll""l""l,”“m
respective threshold for the or each stor

(d) a respective predeterm ned outcone to be 30

generated when the contents of a said first conbination-

associ ated first store reaclgeseratitdireshaher, respective predetermined (outtome in
]I;ELERE{ENE{\F(I)} IS:_EElrdentIfX ance with the further profile of said first combina‘cion—57
(e) a first conbinati onssssared ptefile s&cond store to be

i ncremented by a fraud risk indicator, ()
at | east one respective threshold for said first

conbi nati ag- 85S0Ci Al REtHRRACANEaMES B anyBone of Claims 1 to 4, and including a stépddf 2
further respective predeterm ned outcone to be

gener at ed wheresefingca seisheynbinatier-gssoriated pifils Aet fasra user to a default profile
aSSOCI_af[ ed Sﬁ&o%’. ﬂfrﬁe'i"?sw n?dk?n’h SJ%H greset combinatiop-assSERYEY pfile set
processing the ca event data o eocall Pevent record in ccordance
with said fi mdedemmp@nnaMvamdm rdlalrwem,thehseeby

10 6. A method as claimed in Claim 5, wherein said network provided data is

account-related data.

7. A method as claimed in Claim 6, wherein said modlfylng step is performed
automatlcaliy in response to provision of said account-related data.
15
8. A method as claimed in any one of Claims 5 to 7, wherein said modifying
step comprises replacing a profile which identifies a first respective threshold for a
said first combination-associated first store by a profile which identifies a second
respective threshqld for the same said first combination-associated first store, said
20 second respective threshold having a higher value than said first respective

threshold.

9. A method as claimed in any one of claims 1 to 8, wherein a said generated
outcome is or includes entries in a log of the next n call event records occurring
25 which have the same value of key in the first field as that of the call event record

which resulted in that response.

10. A fraud detection system for detecting possible fraudulent use of a
communications network, which network is arranged to provide call event records
30 having fields containing call event data, at least a first of the fields being
designated a key field and containing a key relating to an entity as herein defined,

the system comprising:
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0 taining at |east one respective process restutt—and

associ ated fraud ri sk indicator, .
increnenting the corresponding identified first : HMI,'HH IHM'I'I"L!!'
associated first store or stores by the rggpectlve process res

a threshold is reached, 15 generating the
correspondi ng respective predeterm ned out cone,

i ncrenmenting said frmeasts foomdmdm a deey dietd of atsil emot)mbosdl ané dbyaiting its key
fraud risk indicat and hold is reached

genor at i ng t FOCCHTT BAUBRII G AAIAPHES BodPo Prin RBdat S gy fied and the

outcone. 20 obtaindd Rey (refeﬁ-eaycataem aonmdigdtigad):i n claim 12, for use when a
second of said fields is desi gnated a key field and contains a key

relating to an enti® §ata8asfpedrasipble R A said °°"émﬂat\'/9r‘i‘eﬁ'é‘i' FIUHY & Rlugliyeof
stores a phur @édebvvefprsmgpféisIaéeoéa%enﬂnﬁomraakémrem and ADRREEG 60 keys
profile sets conprising (1) | east one profile identifying

(h) a respectiteferreshtd as fefﬁt cmb@ammmlaﬁgﬂ aroditsr sethrh def i ni ng

3 Process 10 be PeRbAYPREHATu Al dssGuERl HBHE Bl cimbiflihg ovent T ecord

to obtain a process resu . respective
function to be applied (i)(atidast pnopedie destiflyinggt o 30 - generat e
a fraud risk indicator, east one_sec

conbi nati on-associ ated first stor %) fo jespective call e‘gen)‘ uatta t%o?er?éwgn%'ﬁ?rtgmb
the process result, and at Ideiainganprocespecbe \performed upon call event détbrcﬁSahOI d
for the or each store

céll event record to obtain a process result,

(b) at least one first combination-as’soéiated first store
to be incremented by the process result, and at least one
respective threshold for the or each store, '

15 _ {c) a respective predetermined outcome to b€
generated when the contents of a said first combination-
associated first store reaches a threshold, at least one said
predetermined.outcome comprising a fraud risk indicator,

(ii} a further profiie identifying

20 (d) a first combination-associated second store to be
incremented by a fraud risk indicétor,

(e} at least one respective threshold for said first
combination-associated second store
(f) a further respective predetermined outcome to be
25 generated when the contents of said first combination-
- associated second store reaches a threshold;
means for processing the ca_ll event data of the call event record in
accordance with said first combination-associated profile set, thereby

| obtaining one or more respective process results,
30 incrementing the corresponding identified first combination-
associated first store or stores by the Eespective process resuilt, and, if a

threshold is reached,
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(1) a respective predeternm ned outcome—to—be

ggﬂgrﬁgfﬁo\r’lmggsom ated first stortehe cont e’nts ol a:Salr gaimﬁmm!’w" ,LWH",

(||) a yet further profile identifying 5
respective first conbi nation-associ at ed se?dnd store for
the call event record being currently processed to be increnented

by a fraud risk indicat @éné}ﬁﬂ@g’ atefl RspactiVeOprelifteftiinkd oud¥ind) &Hd, lifa SRud
and wherein said processing neans is arranged to process the call event

data of t he carifk igigatorriegeperaied: accor dance with said respective
second -conbi nati on- 10 ;RS§AGHtRHCChiPTREL l:c?mﬁﬂéflorﬁg g%Med second store by the

obtaining at |east one respective process resu
associ ated fraud ri &kud nidk gwliaator, and, if a threshold is reached, i ncrenenting

the  corrggponding ggﬁgr{atfulgdthe Sc%?%ggondm%yfl{rhher respe predetermined

conbi nati on-associ ated Firs ore or res &' EEPEEM R e
process result, andeutcbma.threshold is reached,

generating the corresponding respective predeternined
outconme, and, if a fraud risk indicator is generated,

incrementing sa d fArsisterongi didineann aHaci Gyt foel use aatith &ts@Edhd of said fields is
by that fraud risk indicatgr, and, if a threshold is reached,

20
generating t heesignated gokRy; figjdrand: ‘Fﬁé‘rta'Pé§p€%/[ rej@ing: €@t EPHhag herein defined,

out cone. 10 and-4vherein”theY aL@BRAS stdréd NEPIurdlitR o %@Fe&fveqs&!dﬁa déhmbiRatich-
and i ncl udi ng neans responsive to recei pt of network provided data

relating to aaWFtaFQQJP@F“QJ%@ﬁ cPEPrigiBgnodi fying a profile set ~associ at ed
wi th that part i cul &Y at8&dt-one profile identifying

(g) a respectlve call event data processing algorithm defining

a process to be performed upon call event data of a call event record
15 to obtain a procesé result,

(h) at least one second combination-associated first store to
be incremented by the process result, and at least one respective
threshold for the or each store, ' |

(j) a respective predetermined outcome to be generated when

20 the contents of a said second combination-associated first store
reaches a threshold, at least one said predetermined outcome
comprising a fraud risk indicator,

{ii) a yet further profile identifying

{k} the respective first combination-associated second store

25 for the call event record being currently processed to be incremented
By a fraud risk indicator generated by a profile of its own profile set,

and wherein sajd processing means is arranged to process the call event data of
the call event record in accordance with said respective second combination-
associated profile set, thereby

30 : obtaining one or more respective process resuits,

incrementing the corresponding identified second
combination-associated first store or stores by the respective

process result, and, if a threshold i is reached
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1 8pr05/87 A3:8Yspearis\wes\26844i mied in Claim 14, wherein-said nodifyi ng neans—-s

responsive to account-related data for nodifying said i
16. A systemas clainmed in any one of Clains 10-to ,mﬂ'w‘mlmmﬂlﬂ\{gg
means for accessing an accounts function of a communi ¢at rons ne k
and retrieving account-rel ated data a$foci ated with a particul ar user,
and nodi fyi ng neans responsive to account-related data retrieved by

sai d accessing and retrieving. . . L . .

59 means to modify a pg%qelrFI"t'engsaets A LR CHY & B SRS OB e TP T Bser
i n dependence - uponfradkrisletndicav@ds gec@rated; r el at ed dat a. 1 7. A
system as clainmed in any one of clai.ns 10 to 16, wherein saiéi 5

nodi fyi ng means is arraWé%eH"etné'”Pesﬁfcgb@taFoﬁ}bé'?ﬂq"@'ﬂﬁ/ﬁ??!ﬂteFo%r‘ff’? Stye Py thaty
respective t hr esiptisk indlcatorsandl if & kisdesiiaddiy RAthed)- associ ated first
store by a profile which . identifies a second respective threshold for
the same s& d first confinesdtingn-the corrgsranding oyriher stespeelive  Rigdeteraivedd

respective threshold hayitegma. hi gher val ue than said first respective
t hreshol d. :

12. A fraud detection system for detecting possible frauduient use of a
communications network, which network is arranged to provide call event records
10 having fields containing call event data, at least a first of the fields being
designated a key field and containing a key relating to an entity as Herein defined,
the system comprising: )
| means for reading a key field of a call event record and objcaining its key
and for addressing a database by the combination of said key field and the
15 obtained key (referred to as a "combination"); _ )
a database addressable by a said combination and storing a plurality of
respective profile sets associated with a first key field and a plurality of keys
(referred to as "first combination-associated profile sets"),
each first combination-associated profile set comprising
20 {i) at least one profile identifying '

(a) a respective call event data processing algorithm
defining a process to be performed upon call event data of a
call event record to obtain a process result,

(b) a respective function to be applied to the process

25 | : result to generate a fraud risk indicator, '

(c) at least one first combination-associated first store
to be incremented by the process result, and at least one
respective threshold for the of each store, ‘

(d} a respective predet_ermined outcome to be

30 generated when the contents of a said first combination-
associated first store reaches a threshold,

{ii} a further profile identifying
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1. 30/0887 I3 wreate s B as°%l ai med in any one of. clainms 10 to- %l‘wh&LL

generating neans is arranged to: generat cone,
part of an outcone, entries in a log 6f the'next n W%%m Eﬂ)ﬂu
occurring which have the sane val ue oéakey in the firs

t he out cone

that of the call event record which result

in 15 that outcone.

19. A communi cations network incorporating a fraud detection system as

claimed in any one of Clainms 10 tQqe)l8.first d9mb#Btion-asdcfRBAYBLESHH SRS to be
network as claimed in Caim19, wherein the network is an intelligent

net wor k. 21. A conmiMireRENGALYREES Kskidigasemed in G aim 20,
wherein the fraud det ecti on sygt g{n@é)srtngné)q,@gpegfcw; hﬁ"é%‘%)(égrfg 3sa|d first
intelligence of the intelligent network 4
PCT/ GB96/ 00763 combination- assocrated second store

5 ' (g) a further respective predetermined outcome to be

10

15

20

25

30

generated when the contents of said first combination-
associated second store reaches a threshold;
means for brocessing the call event data of the call event record in
accordance with said first combination-associated profile set, thereby
obtaining at least one respective process result and associated fraud
risk indicator, '
incrementing the corresponding identified first combination-
associated first store or stores by the respective process result, and, if a
threshold is reached, '
generating the corresponding respective predetermined outcome,
incrementing said first combination-associated second store by the
fraud risk indicator, and, if a threshold is reached,
generating the corresponding further respective predetermined

outcome.

13. A system as claimed in claim 12, for use when a second of said fields is
designated a key field and contains a key relating to an entity as herein defined,
and wherein the database stores a plurality of respective second combination-
associated profile sets comprising
(i} at least one profile identifying
(h) a respective call event data processing algorithm defining
a process to be performed upon call event data of a call event record
to obtain a process result,
{j} a respective function to bé applied to the process result to
generate a fraud risk indicator, '
{k) at least one second combination-associated first store to
be incremented by the process result, and at least one respective

threshold for the or each store
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53 3010597 13O AT RY W PH t A%t particul ar user in-dependence upon the

retrieved account - rel ated dat a. . 26. - A communications network
incorporating a fraud detection system as- 5 claired in any one of d ains
14 to 25. 27. A comuni cations neiwork as clainmed in C aim 26,
wherein the network Is an intelligent Het wor k. 10 28. A

commn! cations network as claimed in daim 27, anarei n the frauq .
detection systemforms part of atrBgpddeitdQrddckdththdd 88R6Reab B Gerderdi8l gt

net wor k
the contents of a said second combination-associated first store
reaches a threshold,
(i) a yet further profile identifying
5 | (m) the respective first combinati'on-assbciated second store
- for the call event record being currently processed to be incremented .
by a fraud risk indicator generated by a profile of its own profile set,
and wherein said processing means is arranged to process the call event data of
the call event record in accordance with said respective second combination-
10 associated profile set, thereby _
obtaining at least one respective process. result and
associated fraud risk indicator, ”
incrementing the corresponding identified second
combination-associated first store or stores by ;c.l'1e respective
15 process result, and, if a threshold is reached, )
| generating the corresponding respective predetermined
outcome, and, if a fraud risk indicator is generated,
incrementing said first combination-associated second store
_ by that fraud risk indicator, and, if a threshold is reached,
20 generaﬁng the corresponding further respective predetermined

outcome.

14, A system as claimed in any one of Claims 10 to 13, and including means
responsive to receipt of network provided data relating to a particular user for

25 modifying a.pr'ofile set associated with that particular user.

15. A system as claimed in Claim 14, wherein said modifyiné means is

responsive to account-related data for modifying said profile set.

30 16. A system as claimed in any one of Claims 10 to 13, and including means
for accessing an accounts function of ‘a communications network and retrieving
account-related data associated with a particular user, and modifying means

responsive to account-related data retrieved by said accessing and retrieving
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means to modify a profile set associated with that particular user in dependence

upon the retrieved account-related data.

17. A system as claimed in any one of claims 10 to 16, wherein said

5 modifying means is arranged to replace a profile which identifies a first respective
threshold for a said‘ first combination-associated first store by a profile which
identifies a second respective threshold for the same said first combination-
associated first store, said second respective threshold having a higher value than
said first respective threshold.

10

18. A system as claimed in any one of claims 10 to 17, wherein the outcome
generating means is arranged to generéte as an outcome, or part-of an outcome,
entries in a log of the next n call event records occurring which have the same |
value of key in the first key field as that of the call event record which resuited in

15 that outcome.

19. A communications network incorporating a fraud detection system as

claimed in any one of Claims 10 to 18.

20 20. A communications network as claimed in Claim 19, wherein the network

is an intelligent network.

21. A communications network as claimed in Claim 20, wherein the fraud
detection system forms part of the network intelligence of the intelligent network.

25
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