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PRIORITY CLAIM
[0001] This application claims the benefit of U.S. Provisional Application Serial

No. 61/354,155 filed June 11, 2010, the contents of which are incorporated by reference.

FIELD OF THE INVENTION
[0002] The present disclosure relates to methods and systems for electronic
signatures and, more particularly, to methods and systems for managing Web-based

electronic signature processes.

BACKGROUND OF THE INVENTION
[0003] In one approach to managing an electronic signature process, a document

is emailed or otherwise transferred to a user (a “signer”) who engages in a signature



BACKGROUND OF THE | NVENTI ON [ 0003] I n one approach to managi ng an el ectronic
signature process, a docunent is enailed or otherwise transferred to a user
(a "si gnewbOpRomwnaesangages in a signature process W th respastoito4ihe
docunent. Upon receipt, the signer signs the docunent, after which data
fromthe signed docunent is transferred to a server or other |ocation for
storage. [0004] The above-descri bed approach suffers froma nunber of

dr awbacks. First, common inplenentations of this approach typically require

SpECl al i zed gc(:)efsg ﬁ?%sgésclflm]_agsdocu?nen?‘q}rp n I e Slgl?etrrn%'s‘lnegpg]:" a?thESS| ng

sof tware. NOFeover rocessi v€/are e specially
configured to facilitate the S|gnature process Second, PDF and |ts rel ated
processi ng Bt \ﬂétﬁeﬂ%ﬁ S EipRr depRRt léé{i‘P$f?I§ie‘\/l9l hETTHH 91 Pheslopation femn be

exploited by nmalicious parties for various purposes, thereby rendering the
signature pttgesss unreliable. Third, such an approach typically statically
defines the docunent for signature such that the docunent cannot easily be

modi fied in | j@bt) of TREWbcldeseibaBshptdatDEUTRES 86 apAMbECH Badbackh enstt he
docunent has been previously sent to the signer. SUMVARY OF THE | NVENTI ON

[0005] I'n ong, n&'{@ Ip’l’lé'?ﬂéhtaﬂ@ns’@%ﬁ]?é’psﬂr&cﬁ‘ dd 9?%‘3{}%%&&9&%%8?\%% %}éﬁ ge for

facilitating oni ¢ signatur |ncI t use o

t tt URL t tif dentifi
Cempiate ¢ AT obseh el TRati B aPEEeRbR ¢ S nSptrE u PP e g o

request based on the transmtted URL, in response to the received request,
prepari ng asoftyiern digs aecds ip lterﬁ@e@@bmoaflglrecmo(ig@lﬁ@ﬁerﬁl@ figreturoprasess tSifanda Web
browser; and receiving the required el ectronic signature data. [0006]In
ot her embodPDE B Bits ®asddeiBeeaing: wawptet ey Jutkt fbhacdieitl aulha@ibilitics that can

be exploited by malicious parties for various purposes, thereby rendering the signature
process unreliable. Third, such an approach typically statically defines the document for
signature such that the document cannot easily be modified in light of newly received

information, particularly when the document has been previously sent to the signer.

SUMMARY OF THE INVENTION

[0005] In one embodiment, a method in an electronic signature service for
facilitating electronic signatures includes, without use of a PDF processing module,
transmitting a URL or other identifier that identifies a template that specifies required
electronic signature data; receiving a request based on the transmitted URL; in response
to the received request, preparing a form based on the template; presenting the form
within a Web browser; and receiving the required electronic signature data.

[0006] In other embodiments, systems and computer-readable media for

facilitating electronic signatures by an electronic signature service are provided.



facilitating electronic signatures by an electronic signature service are
provided. WO 2011/ 156819PCT/ US2011/040218 [0007]In further enbodi nents,
client siwewatisesis, systens, and conputer- readabl e nmedica/usesitiomi2es acti ng
with an el ectronic signature service are provi ded. BRI EF DESCRI PTI ON OF THE
DRAW NGS [0008] Preferred and alternative exanpl es of the present invention
are described in detail below with reference to the follow ng draw ngs:
[0009]FIGURE 1 illustrates an exenplary bl ock di agram of an enbodi nent of

an el ectronic Si.gnat ur er vi 1 n_accerdance with th resent invention;
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service . . . . o . .
readable media for interacting with an electronic signature service are provided.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Preferred and alternative examples of the present invention are described
in detail below with reference to the following drawings:

[0009] FIGURE 1 illustrates an exemplary block diagram of an embodiment of an
electronic signature service in accordance with the present invention;

[0010] FIGURE 2 is an exemplary flow diagram of an electronic signature service
process performed by an embodiment of the present invention;

[0011] FIGURE 3 is an exemplary flow diagram of an electronic signature client
process performed by an embodiment of the present invention;

[0012] FIGURES 4A-4N are user interface screens and controls provided by an
exemplary embodiment of the present invention; and

[0013] FIGURE 5 is a block diagram of a computing system for practicing

exemplary embodiments.

DETAILED DESCRIPTION
[0014] Embodiments described herein provide enhanced computer- and network-
based methods and systems for obtaining and managing electronic signatures and, more
particularly, for creating, managing, and utilizing a dynamic Web-based electronic
signature process. Example embodiments provide an electronic signature service (“ESS”)
configured to facilitate creation of a template that specifies required electronic signature

data. In one embodiment, the electronic signature service is further configured to provide



process perforned by an enbodi nent of the present invention; [0011] FI GURE 3
is an exenplary flow di agram of an el ectronic signature client process

per f or redwbyormnsesmodi nent of the present invention; [O0@LZJUSbGUREBISIA- 4N
are user interface screens and controls provided by an exenpl ary enbodi nent
of the present invention; and [0013]FIGURE 5 is a bl ock diagramof a
conputing systemfor practicing exenplary enbodi nents. DETAI LED DESCRI PTI ON
[ 0014] Enbodi nent s descri bed herein provi de enhanced conputer- and network-

based met hoa%s'd%rﬂ%'é%?ttheenfen{ Pe %Q%haiasniar{%ifgrrﬁg rJIRNES ilongtof l(‘%ﬂ’ﬁ n?il Gind (i)rganat ures
and, nore parilcu}ar Yy, or ¢t éa I Nng, managi ng, and Ut i1 zi g a dynam c
Web-based el ectronic _signature process.. Exanple enbodj nents provide an

el ectronic @?(@lﬁsstla?nélﬁ%? Vikde: ¢ npgyode filecidetitigh peppth. i Ik (Thtsddentiéist i on of
a tenplate that specifies required electronic signature data. In one
enbodi nent , canlbe pedvedtstirtonisgns igvatiensevayersuélc e bysbeing plived oo anWilypagsdot o
provide an identifier of the tenplate, such as a uniformresource | ocator

("URL"), a 4¢0dsk 0 @ Wets Brehve@ dpadnkdityi th signddRWhin the BSSt M@F kecéilvdser icg@nt i fi er
or path, or the like. This identifier can be provided to a signer in

varl oUS. uaigc S i BioP e ARCEO0, BN RRGRILTT BRCREN BY A, Veb

browser operate he si gner. t'er receives a request based
on the provided identifier, the ESS dynam cally prepares a.form based on
The tenpl at Enpirs L B if ksl Peatireio Pni rerT A e OF BEH oo 1
to provide the required electronic signature data to the ESS. The ESS
stores the Peongednaivecdatoin thedigndiharksSdderss fherprengéedpgleatonisrsigheponent s

or parties.
data for use by other components or parties.

[0015] FIGURE 1 illustrates an exemplary block diagram of an example
embodiment of an ESS in accordance with the present invention. In particular, FIGURE 1
illustrates an ESS 100 that includes logic 102, a templates data repository 104 and a
signature data repository 106.

[0016] A template creator user 110 uses a client device 120 (e.g.,, a personal
computer, a laptop computer, a smart phone) to create a template. The created template
specifies, indicates, or identifies required electronic signature data, such as a signer name,
a signature, a date, and the like. Template creation in one example embodiment is
described further with reference to FIGURES 4A-4N, below. The created template is
stored by the ESS 100 in the templates data repository 104.

[0017] In the illustrated example, the ESS 100 provides a uniform resource
locator (“URL”) to a Web server 130. The Web server 130 hosts Web pages and/or code
modules (e.g., server and/or client side code, servlets, plug-ins, scripts) that facilitate

transactions that require electronic signatures. For example, the Web server 130 may host



[0015]FIGURE 1 illustrates an exenplary bl ock di agram of an exanple
enbodi nent of an ESS in accordance with the present invention. In
particul avp 2ri1A3RE91 il lustrates an ESS 100 that i ncl udesTiusgéia/oi2s a
tenpl ates data repository 104 and a signature data repository 106. [0016] A
tenpl ate creator user 110 uses a client device 120 (e.g., a personal
conputer, a laptop conputer, a smart phone) to create a tenplate. The
created tenplate specifies, indicates, or identifies required electronic
signhature da S S| [ nat ur a he |ike.
Tenp ate. or oaprnFAES P HRNRL TR Rl B S BTt OF:
reference to F| GURES 4A- 4N, below The created tenp Iate is stored by the
ESS 100 i n YA ondis: atck doayat gl mppLicemy congap ““P’@f@ilﬂ pther; prassonpql geatiesst ed
exanpl e, the ESS 100 provides a uniformresource locator ("URL") to a Wb
server 130.InTifer Wbbhodments thel¥eb frvetr 43 Wby pesy esordind Simppogdeilitpdulostng e. g. |
server and/or client side code, servlets, plug-ins, scripts) that
facilitate BanRINEs&GVicOASolEramekt8aicE orallcddider oni ¢ si gnatures. For exanpl e,
the Web server 130 may host a human resources Wb site that facilitates

requests for a%eggﬁ 811 &S nRLs 4 bl(ll;gt?lhaé\rlce YZ’J}C% r?leloa éo'ﬁ?l contpler | £ave,

retirement ac ou cont ut1 ons, and er so tters. I n’other

enbodi ments, the VEb ser é&S ﬁ ost an onll @hOEE ng 8ﬁ§|I|t , an
onl i ne bankPRgP SePRYiEea 55136 PR AR RETIRY § R aCtgp A P8 TG AGRSFACSI gner
user 111 uses a client device 121 (e.g., a personal conputer, a |aptop
conput er, a@nﬁ@ltexemhef)hetStgngemrolrlmlaanusamlseaqitentfi?Vfcadﬁl itq sbavt Pigqedie Wb
server 130. For exanple, the signer user 111 nmay use the client device 121
to submt afor pe@nit timerofperittomab detviee 130 fin tapbilze, MeWebeewmer tri@bhits lte
response, the Wb server transmts the URL that identifies the tenplate to

the ol ient GRYikg dRdfiesThe GiARST i efdfkytRY2 Danethrdsac: URLANNER. page as

a link or other elenent (e.g., button)
embedded in a Web page as a link or other element (e.g., button).

[0019] The client device 121 then transmits a request based on the received URL
to the ESS 100. In one embodiment, the request is transmitted via HTTP, HTTPS, or
some other protocol specified by the URL. The transmitted request may include all or
some of the URL (e.g., the hierarchical portion of the URL including a host name and
path name) as well as data obtained by the client device 121 and/or the Web server 130.
For example the client device 121 may initially present a form to gather or obtain data
from the signer 111, such as a name, address, employee identification number, or other
information. This obtained data may be incorporated or included as part of the transmitted
request. In one embodiment, the obtained data is appended onto the URL (or portion
thereof) as a query string (e.g., as in an HTTP GET request) or other type of parameters

(e.g., embedded in the request as HTTP POST data).



[0019] The client device 121 then transmts a request based on the received
URL to the ESS 100. In one enbodinent, the request is transmtted via HITP,
HTTPS, orweana/idtd1er protocol specified by the URL. ThePCrasgomiieds r equest
may include all or sonme of the URL (e.g., the hierarchical portion of the
URL including a host nane and path nane) as well as data obtained by the
client device 121 and/or the Wb server 130. For exanple the client device
121 may initially present a formto gather or obtain data fromthe signer
111, such as | oyee i d i f er

i nformation. ﬁ%ls ob »%9 %&amthgg%yéﬁﬁi:xﬁgg%ngigﬁ. dmqueﬁﬁaegé%g&gart of
the transmtted, req uest In one enbodlnent the obtalned data is pended
onto the URLYHE‘IBFC&‘]@()P%GWFP ? huPelipgd o the reansstyandor fhegiemalagy idengidicd H%{ HTTP
GET request) or other type of paraneters (e.g., enbedded in the request as
HTTP POST datieept. ThO 201 1ay58819POToUSR091 hO 40RABizZ§D 020 lon sddsiporisértd o t he
request received fromthe client device 121, the ESS 100 dynam cally
prepares a fppeidchasede ARL he sRGWRst ragdited ddg Wwarphatrecivdentifdkess by the
request. The form may include or otherw se be custom zed based on

addi ti onal ﬂ?&u@se@l% deg E&n@ﬁae iR eIQSt Heﬁﬁ%nﬁ?a&d&%? %p%@n&’e'd%%é’“ th the

recei ved request as ISCUSSG above. OI’ exa ner's nanme and

address wer p ed. to the URL, n m he c stonlzed

el ude ¢t SREHPGH Mol o s aBy Ry th L e Tar Gt TRESHEHS B havi ng
to re-enter this information during the signature process. The prepared
form may besigicnd] uthe stepp o padnd tp rageter thig midraigéorcdning ghesigipdtre grasess.
configured to obtain the required signature data fromthe signer 111. The
prepar ed f orke prepatddaosimiday &6 ihcuddier gheéigniscodwdrae: dodbrolswhve b dohfigised
presented to the signer 111, such as within the context of a Véb bromser or

other clieng @ﬁﬁh'ﬁ@ﬁb@ﬁmdrﬁﬁmﬁhgﬂﬁ&,%@%.Hﬁeﬂ OMHdeﬁm Q%
signature data via the prepared formto the 100 ?The ESS 100 t hen

stores the receiv d. SI ature. dat a |n S

epost tory oRnin e PESHT §iE SRaVE et e i%ﬁ%ﬂﬁ%&iﬁ Lo Ronen o
access by ot her conponents or users. For exanple the tenplate creator 110
or sone ot i8¢ cEt AT el pranseiother gliggt applicigrathersignsil lddlenaunyifisdhs at or)
can access the required signature data to verify that the signer 111 has
provi ded t hequieduignadreelamotia bopepsied foamue the ESS 10D0022] In at | east sone
enbodi nents, the techniques described herein do not require the use of a

Portabl e Docuygai] ForrpatEss” i ilen QL SR RGeiRIWRiré® s@natudl @METin theader,
editor) by any of the elenents involved in a signature process. In the

exanpl e of rokh . 2 100
have or uti%:%n déﬁ)ﬁ&?os&&?elot%o%%egr {r}%ﬁg g dta%l Q&ﬂerél:ﬁ&gé 8\t7ahl§ éle:_%grr
functions. In particular, the client device 121, in obtaining the reqU|red
si gnat ure d¥EES §8QLCHAMAGERNISOTpIETS. rFﬁaﬁPénr(C‘%th@ femplyge greagbht) ARemePhE |1 out
a form. Instead, the client device 121 receives and renders the formonly
via wel | - krasiwrinivieive tuserd frals 3 Tsugh wsouRFET RANENINEatora v tabessd ithee reqBiyechot
relying on the PDF format or rel ated processi ng nodul es, the descri bed
appr oaches gannad¥anioa@asusitthdxeerde pl 1€ grovidied Méiré RINEE Blb&romiaigaflbd:
processi ng nodul es may not be available or configured to facilitate

formfil11ng PRAEAC T 8N Bhl Bl L) VAL RGNIGRL UL, OO o HRL { phone

settings wher support may be mninmal or entirely 0023]

Al so, the techni gues cri herein can ed to rcome or avoid
o bl e ciF Bt Bre<d g dRBaTTE PopisohErERbE DF ST RS he PY Cppvoutnes,
forms may becone stale or inconsistent with one another or associ ated

t enpl at es beedensditerd byato elihe slegenigynvoligd in »pignatie axoogess Iy thaexamppde of

i ndependent of their associated signature processes and/or tenpl ates. For
exanpl e a fEGURIDCUMhEr the .chent deeipeseOnLt2e choasheaE FDF0G hive) ornmaiizbe PDF
transmtted via an enmail and stored for a period of tinme (e.g., a week or
l'onger) befrgid ReycstoGhy 5t tﬂ@%esfchﬁedf aQ[srBr fhﬁbn%ﬁke Iﬂ?ﬁfiédlzﬁethe faﬁ&ﬁ\d@%ce the
signature process associated with the form document may have changed (e.g.,
to require additional information), resulting in an inconsistency between
the originally transmtted formand the nodified signature process.

[ 0024] Such problenms with "stale" or inconsistent forns are avoi ded when
usi ng



the presently described approach. In particular, because the ESS 100 uses a
"l ate bindi ng" approach that dynami cally generates a formin response to a
recei ved woeqursts¢sinodi fi cati ons to the associ at ed form rempiSatia/oeens be
reflected in the generated form even when the formtenplate is nodified
after the URL is initially transmtted. In one enbodi nent, after
transmtting the URL that identifies a tenplate, the tenplate nay be

nodi fied, such as to include additional required el ectronic signature data.
Then, in respopse.to received r t,.the ESS repares.the formto

i ncl ude con rbV%ﬁ#%ﬁmgg%E%@wﬁggl %gégg?fP%Hétu%@ﬁ%ﬁgggmgggégfghggﬁgfgnature
data. Thus, even_though the tenplate was nodified after transm ssion of the
URL, the notifr &l bpderty. ptegdy ghey digp devise Lt eceivey qndrgidesdpe fprmPidhe
prepared formtransmtted to the client. [0025]FIGURE 2 is an exenplary

f1 ow di agr am vtll-dnowl Bebsendadssughat HT@P sETMILcandgholiles By pertlymgea thy an
enbodi nent of the present invention. In particular, FIGURE 2 illustrates a
process t hapDPBymbeori rolRlce PRIt RHgyodufcOl th€ dabiMed apPO&cHOS ciiid@arRig@d®nt s of
the ESS 100, such as the logic 102, described with reference to FI GURE 1.

The pr OCessbeD{ie%lédngﬁ @nﬁ%ﬂ@@ﬁ& AHeX ggf@k?%s‘%ﬁlgfr%d{ﬁ%ﬁg n&rbe?‘avraga%gé[ yed

request that es a formtenp at “speci require ectronic
signature data. 026] The process begins at block 202, where it transmts a
Rt hat i JOHRTOLS Settiiip e TR ordpRaisrTele Ayt eI GREr Pl S gnat ur o
data. Typically, the transmtted URL is then enbedded in a Wb page or

ot her docunwirt ghengsettingprahry PO gppRostrmdebeauinsrd edendiielnlagkingnt  devi ce for
pur poses of performng a transaction that requires an el ectronic signature.
[0027] At bl ockn028i4, e, teoatsquee daickiBs] eréie e bt chmpssdd om ot dreoid ansm t t ed
URL. The received request may include one or nore argunents or other data

al ong Wi th ghid G86Em@ rded ICRERP drifoh&iati Mot th Mo E@ﬁch@Q(MSema}ﬁ script
or other code executing on a client device may have obtained i nformation

about a si ner user, rannd isnS I de1 t hagl it nef orrmatoimo JaSar.aunent s [ n 1 he
equest .  SUERULS SPSHPRUERIGIE, I DI HUET 7 D1 RGoPmBRES SEHRE MREy val ue
palts. documents may have long lifetimes that are independent of their associated signature
processes and/or templates. For example a form document (e.g., represented as a PDF
file) may be transmitted via an email and stored for a period of time (e.g., a week or
longer) before the signer signs the form. In the meantime, however, the signature process
associated with the form document may have changed (e.g., to require additional
information), resulting in an inconsistency between the originally transmitted form and
the modified signature process.
[0024] Such problems with “stale” or inconsistent forms are avoided when using
the presently described approach. In particular, because the ESS 100 uses a “late binding”
approach that dynamically generates a form in response to a received request,

modifications to the associated form template can be reflected in the generated form, even

when the form template is modified after the URL is initially transmitted. In one



[ 0028] At bl ock 206, the process prepares a form based on the tenplate and
the received request. Preparing the formmay include dynam cally generating
a form basedoonsssie tenpl ate, where the formis popul at edTius20 Inokazde
argunents or other data that are part of the request received at bl ock 204.
The form may be represented, for exanple, as markup code (e.g., HTM code)
and/or instructions (e.g., JavaScript instructions). [ 0029] At bl ock
208, the process presents the form Presenting the form may include
transmtting .the for 211 ent i.ce.that is executi Ve [ owser .
ot ner - engbittPed fuBrRbE il GRY URE e e BERRO s afiSRut e Sea.
such as a nobil e application 4e.guh an "app"). executing on a smart  phone.
The Web br ofedfed nefh g e dpdude additionals fraptred cleeopia agnstecefa® st ihe it equi r ed
signature data as user inputs to the form [ 0030] At block 210, the
process receipres heraceged regdesel the ESBNI0E psépgreatthy &raatbanclilr coakcalygbe, t he
process may receive the required electronic signature data froma Wb
browser t hafecdifin@XRE Wdifignad Nequifelli E8dtrodRV big@an@B ddaihathubasvdne adagiednhd he form
transmtted as described with respect to block 208. The Wb browser may

transmt t h@m@@%egkgi‘&ﬁ)ﬁ}fﬁdt r REQGRSSod Bf RS RAAS g}qé ‘?nlgﬁhfﬂeﬁeﬁsgéc“t‘i g‘ﬁ thon, such

as sel ection utton or other contr e recelved required

el ectronic sigpature t . be stor or in so ases transmitted to one
or “ror ot sckpRBRE SR e gL u R T PR e o chant sm

[0031] The process may performother operations in addition to or instead
of those descil0B&ld abHwWeRE Ray aneskgmplasy 1o diggementisn dicpteanic sigiabirpsesdess does
not utilize, directly or indirectly, a PDF processing nodul e during any of
its operati@bcss pafoaned behn exbadiment df iheSEra®neibadiviEntpastichlag GURESS may
enforce usage restrictions specified by tenplates. For exanple, a usage

restricti on i@ RGRbdeYs BatRay) BUMHRRT BT tdrleRBRpION onk lf HbENEY¥mENbs @
tenpl ate can be used for electronic signature purposes. If the naxi num
r
i

nunber is exc t he ocess refuse . to.prepar nsmt a form
10035] Fi GRETSe 00 s Ba SRR et RePER AL Pk by RSPt ur o
client process perfornmed by an enbodi ment of the present invention. In
parti cul ar, Previdgspedynamicplls ggngraged tamy pased 61 2 feeatvedrifiuese thiehidpriifishe deiby or
within a Web browser or other code nodul e executing on the client device
121 descri bediplaictthat spsges tequoeddi€siRfic bigndthe daraocess i nteracts wth an

el ectronic signature service process (e.g., FIGURE 2) in order to inplenent
an el ectroni c|@kgnat ThepREQRS 88Sns dt BRBBLINS/RFACRESMmREIURT. Bt ilkdnAfiks 302,
where it receives a URL that identifies a tenplate managed or stored by an

el ectronic §j t Vi ce. .at i l.ec I jgnat ur e
Gata that 1 SnPARHh SpRft Efred MR Bt RS 1y p BB B TG
ot her enbodi nent s t her neghanisns for identifyin%_gge tenpl ate may be
used, such B&CAE d 1) ¢ el pageehofher docymeplde gy FRal) il en bg aeessed gigh4) At

bl ock 304, the process transmts a request based on the received URL. In
sone enbodi dentt devicchdorr pepnesss dfspatiprainiccal thapsagbere ithat edqbses t dne cloetomess based
on the received URL and includes at |east a portion of the received URL as
wel | as ot hggnatlad.a or argunents. For exanple, the request may be generated
by a script executing on a Wb browser that has coll ected data val ues from

a user. 1N GeRRAALI gy bIEL SEANEThoceliE el b RloulRKa L AERTRAAL AL iERE0! | ect ed

data val ues i he request, y appendi ng themto L as a

uery stri conpri.si ng one .or re key value pairs. The .request .nay be
9 y rl'Phe received request may include one or more argumeng or oﬁler (Lta alonnggh at leasy

a portion of the transmitted URL. For example, a script or other code executing on a

client device may have obtained information about a signer user, and included that



transmtted to the electronic signature service (e.g., using the HTTP
protocol) in order to obtain a formfor collecting required electronic

si gnat ur ev0aba/15p€1035] At bl ock 306, the process recei vegca/dserimoprepar ed
based on the tenplate. As di scussed above, the el ectronic signature service
prepares a form based on the transmtted request. The prepared formis then
transmtted fromthe electronic signhature service to the illustrated
process. [0036] At bl ock 308, the process collects required electronic

SI gnat ure d %O%mm rrllgen%gm tﬂe rer eeCS gldas re%n?senf%rb ExX ml ﬂe}gl %}llé%vsg orm I S

represented er or
simlar rendering conponent Alternatlvely t he fornlnay be represented as
a code nodul™® of B keyaalugppifet or script). In such a case, the process
presents the received formby executing or interpreting the code nodule. A
user of the pil¥28ss dablackEno,ubeptohess prapsent donf baspd po thenfpuplatchmd rtequi r ed
el ectronic signature data. [0037] At bl ock 310, the process transmts the

col l ected elcegiddapquestSPigpaing i@ Ak thay hclde dpha@GiallO Rt ferBingAbH Bass&RsVi ce.  As
di scussed above, the electronic signature service then stores the

component 5. TWeR EheRE B O%é%ﬁfp o R R
exenpl ary erg)tﬁdlrmant rreefveer re OC nﬂﬁ n.as " V\ég%ﬁPowe eﬁte . Vb Povver For s
facilitates®t e TeHEYt PO s n %l‘@fﬂ? AGY P dERsEenicde St xaTply: as
integrated into a Wb portal, intranet, email, document or ot her

markup code (e.g., HTML code) and/or instructions (e g., JavaScript instructions).

[0029] At block 208, the process presents the form. Presenting the form may
include transmitting the form to a client device that is executing a Web browser. In other
embodiments, other types of client applications may be utilized, such as a mobile
application (e.g., an “app”) executing on a smart phone. The Web browser then renders
the transmitted form and receives the required signature data as user inputs to the form.

[0030] At block 210, the process receives the required electronic signature data.
For example, the process may receive the required electronic signature data from a Web
browser that is executing on a client device and that has rendered the form transmitted as
described with respect to block 208. The Web browser may transmit the form data to the
process in response to a user selection, such as selection of a “submit” button or other
control. The received required electronic signature data may be stored or in some cases
transmitted to one or more recipients specified by the template or another mechanism.

[0031] The process may perform other operations in addition to or instead of

those described above. For example, in one embodiment, the process does not utilize,

directly or indirectly, a PDF processing module during any of its operations. As another



technol ogy using only, in an enbodi nent, user interface tools. No
programming is required to create this integrated experience. [0039] Wb
Power For wopnnviseds a user the ability to click a URL | ipolrjusb@ijpheed in a
formcollecting their nane and email| address, and then be inmedi ately
placed in a Web user interface to conplete a docunent signing. Wb

Power Forns further includes the ability for the technology to dynamcally
add the appropriate recipient information, place these data in the docunent

to be signed, d. pr sen tomze inte ted
[ 0040] When ?Xﬁm%féslélrsoc boaltnhe%'ss’Lﬁﬁ pfocgis ey e'n\%(i)rr UaP geéﬁlnﬁ Sﬁn

sendi ng of a pre- descrl bed docunent.. Th| s all qows the on- demand creatl on of

a cust oni zetamatatet&r@mexmeswﬁ%ﬁtﬁﬁtecteqta}flax PGy £ HRKNPIHPUBRT O VBN OSent i n
an automated fashion by the pre-specified sender. [0041] Docunent signing

can be di r eft¢quyncyrihe ddeplata can by sied fort dertronmisignatirespurpvsesURLth¢ imakimual so, i n
Web Power Forns, a tenplate indicating parties, roles and order of docunent

reci pi ents @egef iskesclidieths ipgiRbtRAgnaBORaSsS prdphifctah@ frilh et a PFAJr ess and stat us
of a signing workflowis visible to the "virtual sender” froman online- or

deskt op- baSEd&r ef‘]sm ?%GUIQ@%ZJ; @F)Qe%fmelrfhb&g%%?rﬁ‘ oggﬁ %%103%1@1@!11 elichfSul t's

(e.g., signat data) are aval tual sender.
o e e PR RS Aot @L%nt@ﬁ&alffﬁmvs@é% AHRE )
parti es. EXAMPLE PROCESS ACCORDI NG TO AN EMBCODI MENT STEP 1: CREATE A
TEMPLATE [ Obustiams ajpreagss thaftreay henimpjegigred by or tifhin asWesh bsqyeser 1 @hertcpde
followi ng: 1) the

module executing on the client device 121 described with respect to FIGURE 1. The

process interacts with an electronic signature service process (e.g., FIGURE 2) in order to

implement an electronic signature process.

[0033] The process begins at block 302, where it receives a URL that identifies a
template managed or stored by an electronic signature service. The template specifies
electronic signature data that is required to represent a complete electronic signature. In
other embodiments, other mechanisms for identifying the template may be used, such as
network file system file or resource identifiers.

[0034] At block 304, the process transmits a request based on the received URL.

In some embodiments, the request is dynamically generated by the process based on the
received URL and includes at least a portion of the received URL as well as other data or
arguments. For example, the request may be generated by a script executing on a Web
browser that has collected data values from a user. In generating the request, the script

may incorporate the collected data values into the request, such as by appending them to

the URL as a query string comprising one or more key value pairs. The request may be

10



reci pients of the docunent including the user initiating the docunent
signing, 2) the signing order, 3) the subject and nessage, 4) security

opti ons awm02agsss1Ienents, and 5) required data, signatuPres/Ustonibi@is, dates
and other data to be collected in the signing process. STEP 2: CREATE A WEB
PONERFORM FROM THE TEMPLATE [0044] As illustrated in FIGURE 4B, the tenpl ate
created in Step 1 is identified as the instructions for a Wb Power Form
The virtual sender is identified, security options are specified and the

oxi sts for SERIAE EeehthSR Rl MRe b Bl BRbe P HoR R
illustrated . in FIGURES 4C and 4D, this step creates the URL Ilnk t hat
obtain a form for collecting required electronic signature data.

[0035] At block 306, the process receives a form prepared based on the template.
As discussed above, the electronic signature service prepares a form based on the
transmitted request. The prepared form is then transmitted from the electronic signature
service to the illustrated process.

[0036] At block 308, the process collects required electronic signature data by
presenting the received form. For example if the form is represented as HTML, the
process may render the form in a Web browser or similar rendering component.
Alternatively, the form may be represented as a code module (e.g., an applet or script). In
such a case, the process presents the received form by executing or interpreting the code
module. A user of the process can then use the presented form to input the required
electronic signature data.

[0037] At block 310, the process transmits the collected electronic signature data
to the electronic signature service. As discussed above, the electronic signature service

then stores the electronic signature data for use or access by other users or system

components.

WEB POWERFORMS EMBODIMENT
[0038] The following describes an exemplary embodiment referred to herein as
“Web PowerForms.” Web PowerForms facilitates the creation of an online-signing

process, seamlessly integrated into a Web portal, intranet, email, document or other

11



can start the Web Power Form signi ng process. The URL extracted in this step
can be inserted into a portal, intranet, email, docunment or other

t echnol ogyocapatsbsaoof | aunching a Web URL. STEP 4: PUBLIPEIHUBRIH 110kdgk8 FOR
USERS [ 0046] The URL to the Wb PowerFormis added to a portal, intranet,

emai |, docunment or other technology, such as is illustrated in Fl GURE 4E,
whi ch the user can access to start the signing process. STEP 5: USER
CLI CKS THE LI NK AND ACTI VATES THE WEB PONERFORM [0047] As illustrated

in FI GURE 4F i cking the W\eh P Form | i nk fyromthe.portal . intranet,
erai 1, -cocurnPIoBY PRI it PRSI el b AR AR B Bl 400 o
step of the signing experience is to identify the user and any ot her

required, uifIUiEdde erededupigiceiatsdsXPRIE4y suppl yi ng a name and emai | address.
STEP 6: USER COVPLETES AND SI GNS THE WEB PONERFORM
[0039] Web PowerForms provides a user the ability to click a URL link, be placed

in a form collecting their name and email address, and then be immediately placed in a
Web user interface to complete a document signing. Web PowerForms further includes
the ability for the technology to dynamically add the appropriate recipient information,
place these data in the document to be signed, and present a customized, integrated
document signing.

[0040] When the user clicks the URL link, a “virtual sender” initiates sending of a
pre-described document. This allows the on-demand creation of a customized document
for signature that is virtually prepared and sent in an automated fashion by the
pre-specified sender.

[0041] Document signing can be directly embedded in a system that maintains the
URL link. Also, in Web PowerForms, a template indicating parties, roles and order of
document recipients describes the signing process. Furthermore, progress and status of a

3

signing workflow is visible to the “virtual sender” from an online- or desktop-based
console.

[0042] On completion of a document signing, results (e.g., signature data) are
available for download by the virtual sender. Results and completed documents are also

visible to the virtual sender via the console. Completed documents may be sent via email

attachment to all parties.

12



[0048] As illustrated in FIGURE 4G once the user and required parties are
identified, the user is presented with the docunent, custom zed with the
reci pi entwo 2dar@ésand ot her content specified in the tenpcatis20mn/o8iep 1. The
user adopts a signature, reviews the docunent, supplies the requested data,
adds any required signatures and conpletes the signing STEP 7: DATA IS
RETURNED TO THE ELECTRONI C SI GNATURE SERVI CE AND MADE AVAI LABLE FOR

DOWNLOAD [ 04 Qliafetiio ce NRE €S iifike T8N ERipdmiviendat a, docunent and si gni ng
hi story are nmade avail able for downl oad fromthe Wb Power Form Li brary.

These dat a cagrher:dowrkeededemprargdocunent basis or for all documents
submtted on a specific Wb Power Form [0050] Conpl et ed docunents are

delivered to part t t t

emai |l as well ?dOI‘B] bei r’?gS%u%%tegvlglaﬁam?{? % t he c%r%lg&weg tb@@ol@% lggﬁiRFO?I\/S
OVERVI EW [ 0051] rForns allows users to create | f - hel ctions
t hat do notreWBEi V& E c dactnent B*ﬁ“&ﬁlge BT oI RIRg {:}Wa‘f pacy %}11%%9§€Fch as

may be provided by DocuSign. This is optionally advantageous for account
openi ngs, Winkmeder, fbrhgssubinel and message, 4) security options and requirements, and 5)

required data, signatures, initials, dates and other data to be collected in the signing

Process.

STEP2: CREATE A WEB POWERFORM FROM THE TEMPLATE

[0044] As illustrated in FIGURE 4B, the template created in Step 1 is identified as
the instructions for a Web PowerForm. The virtual sender is identified, security options
are specified and the method for signing is indicated. At the end of this step the Web

PowerForm exists for signing.

STEP3: GET LINK FROM POWERFORM LIBRARY

[0045] As illustrated in FIGURES 4C and 4D, this step creates the URL link that
can start the Web PowerForm signing process. The URL extracted in this step can be
inserted into a portal, intranet, email, document or other technology capable of launching

a Web URL.

STEP4: PUBLISH THE LINK FOR USERS
[0046] The URL to the Web PowerForm is added to a portal, intranet, email,
document or other technology, such as is illustrated in FIGURE 4E, which the user can

access to start the signing process.
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docunents sent via enmail. An enbodi nent does not require the user to have
known software products, such as Adobe Acrobat(r) Professional, and to know
t hi s sof twereimisssah i s conpl ex. [0052] Wth Web Power For reT/URcwe0kiss ar e
made much nore flexible by allowing a Power Form not to have a PDF t hat

| aunches it. By converting a stored Tenplate to a Power Form the service
generates sone extra informati on about how the PowerFormis to |aunch,

etc., and thegses4i CesEROLIALASE Linkk b RcPrvidRks THENVES PoSveRFBRMAr to a PDF
verS|on but the I|nk i s not to a PDF that starts the process, but rather

! tis d' rect| m42] ot Snﬁus? tgd c]ne ]Fftg/manlg ch[clglgéélemeb i’(r;r\}aerﬁorm {lntﬁl RPPr oach

is to enable rapi §ed Si g Maltount
openi ngs, and other files, reducing cost and conplexity for the cust oner,
and removi niPrehdntreeld enal. dor et 8 O%EWCI%{?l%dH@CWértB%%‘%lP& ProeessTURES

[ 0054] Wb Power For ns nmake a standard Tenpl ate behave |i ke a Power Form In
fact, the t@snstowneheoignimgagxpbecngs edia tleddsahd ber ahd aRDbthbasgdiral, uéb- based
Power Forms. ATTRI BUTES OF A WEB PONERFORM [ 0055] 1) Can be invoked by a

si gner via @dkdRled pditicHatiby SRYIYRE sSRRe ahd @il address.

STEP 6: USER COMPLETES AND SIGNS THE WEB POWERFORM

[0048] As illustrated in FIGURE 4G, once the user and required parties are
identified, the user is presented with the document, customized with the recipients, data
and other content specified in the template in Step 1. The user adopts a signature, reviews
the document, supplies the requested data, adds any required signatures and completes the

signing.

STEP 7: DATA IS RETURNED TO THE ELECTRONIC SIGNATURE SERVICE AND
MADE AVAILABLE FOR DOWNLOAD

[0049] After completion, all signing data, document and signing history are made
available for download from the Web PowerForm Library. These data can be downloaded
on a document basis or for all documents submitted on a specific Web PowerForm.

[0050] Completed documents are delivered to all parties as attachments to the

completion notification email as well as being made available in the console.
WEB BASED POWERFORMS

OVERVIEW

[0051] PowerForms allows users to create “self-help” transactions that do not
require a send from an electronic signature service, such as may be provided by
DocuSign. This is optionally advantageous for account openings, Web-based forms and

documents sent via email. An embodiment does not require the user to have known
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emai |, posted on a Wb site, or enbedded into a PDF docunent. The URL may
be overl oaded with data to popul ate the PowerFormfields and to popul ate
rol e i nf owoabiloisesior reci pi ents [0056] 2) dicki ng the URPCTrisatied4@isew
transaction and opens a secure browser to begin the signing process.

[ 0057] 3) The signer who i nvokes the Power Form may provi de any additi onal
reci pient data. In other words, if there are five signers in the Tenplate
wor kf | ow, the signer invoking the Power For m may def aul t to being the first
st gner. The%f ey rro 1}/c|tsde éhm‘;tsorA crogal&® ?ro\f\h%)loﬁatl]ea %t r e i plo%&a%e ar € as
part of therr Sig *Thi's“can occur dl %

there is nore than one undefined role. (Thrs i's drfferent than the current
PDF Power FoVRfl) ISCOM8SY4) Ar gument s may be able to be passed into the

Power Formto provide information to conplete formfields or assign roles.
Thi s al |l ows ai0s2k egMVéth BiebtRevedidrmet Pawriorforane imaflo mmeak inpire diesiiblpelmer at e a
string wwth argunents to pre-popul ate the PowerForm (e.g., nanme, emil for
each role, flo@lith ¥FHMRForBCERIS Ha0elQ, PHID tkd agkach@hionBy adéh¥ekting I hitdted S
different than the way the current PDF PowerFornms work.) [0059]5)In

general, iny e J %.?"E)W@I@Bfn?atﬁ ge?wc% gﬂl%ta?éses%m@reﬁtr f@ﬂ%ﬁgn alBJﬁ‘?'hSw't no way

H)mabate ate roma te€ ate etc nment 1's aleto
default to n|n te ates fromthe te te not .

upl oadi ng. TH G qedr iozur hréc R ok Rt ipih g LTk ke o
FbmerForntfromrt._If the tenplate PDF has formfields, when the user
creates a RoleF Fosiensusthelink is pet tog DFcthat starte ghe nrecesss buttabian ibrs disethby

sel ecting PDF or Wb as the type of PowerForm he is creating. Wen the

service creatiesnglaPom@nirosm the option to create "PDF' or "Web" Power Form
can direct howit is constructed. If "PDF" is selected, the Power Form can

have the hypefjosgK t thﬁ%a@t §f' tﬁﬁ'a@ﬁroh& R tf %bfcrrﬁﬁc%srﬁoreéﬂgd i O)Pn%t data
fields can be usable. is selected, then it can go rectIy to the

\é\ﬁPt eg,”d N%eg—%asea 51gnlﬁ)1gFfor[ gccgt?lltlole)eclgmg%agnd ot[ler tﬁﬂog 62(16‘ tc;[ngglcgs comglem yan be

for the customer, and removing the need for products such as Adobe Acrobat®.

FEATURES
[0054] Web PowerForms make a standard Template behave like a PowerForm. In
fact, the term PowerForm may be used to describe all PDF-based or Web-based

PowerForms.

ATTRIBUTES OF A WEB POWERFORM:

[0055] 1) Can be invoked by a signer via a URL. This URL may be sent in an
email, posted on a Web site, or embedded into a PDF document. The URL may be
overloaded with data to populate the PowerForm fields and to populate role information
for recipients

[0056] 2) Clicking the URL creates a new transaction and opens a secure

browser to begin the signing process.
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[ 0061] a) Tenpl at e.

Opens the tenplate for both PDF and Web Power For ns.

[ 0062] b) Sender. Assign who the PowerFormis "owned" by-who it can report
status bawbk2n/156818. [ 0063] c) Usage settings. Maxi num nurlensedl1owres

be used and nunber remaining.

e.g.,

it can

[ 0064] d) Frequency. How often it can be used;
limt to every X mnutes by the sane signer. [0065]e)Status. Active

or inactive. If inactive, the link clicked may say "This docunent has been
suspended and is not currently active. Please contact the sender.”

[0066] 1) Acces gyde. 3ot L 0%, A RS GHokETherr T Fioy WBRTILSHA

additional recipient data. In other words, if there are five signers in the Template
worktlow, the signer invoking the PowerForm may default to being the first signer. They
may provide information about who the other recipients are as part of their signing. This
can occur up front, and may only happen if there is more than one undefined role. (This is
different than the current PDF PowerForm.)

[0058] 4) Arguments may be able to be passed into the PowerForm to
provide information to complete form fields or assign roles. This allows an integration to
collect HTML form information and generate a string with arguments to pre-populate the
PowerForm (e.g., name, email for each role, field values, access code, ID check, phone
auth). (This is different than the way the current PDF PowerForms work.)

[0059] 5) In general, in some prior approaches, templates are uploaded; there
is no way to grab a template from a template library, etc. An embodiment is able to
default to obtaining templates from the template library, not via uploading. If a user has
the template in the library, the user can make a PowerForm from it. If the template PDF
has form ficlds, when the user creates a PowerForm from it, the user can elect to use them
or not by selecting PDF or Web as the type of PowerForm he is creating. When the
service creates a PowerForm, the option to create “PDF” or “Web” PowerForm can direct
how it is constructed. If “PDF” is selected, the PowerForm can have the hyperlink to
begin signing in a PDF process, and the PDF data fields can be usable. If “Web” is
selected, then it can go directly to the Web, and NOT use the PDF to collect data.

[0060] 6) Attributes that can be edited:
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Direct, the tenplate may have sone other form of authentication enabled
such as access code, phone auth, or ID check to ensure the signer is

i denti fi ewto 20Wiersetibe |ink is clicked, the Power Form opemrsTiusewdioai2es y and
processes as follows: [0067](1)Ask for any other recipients. If they are
required, the recipients may be provided (e.g., nane, email)

[ 0068] (2) Execute any authentication requested [0069](3)Signing Process

[ 0070] (4) Once conplete, go to the URL for conpleted envel opes. An

enbodi nent ma the URL fqr the | et .gni 0 fined as
part of the c LB o1 [ Obofhy rdfrs AR BT PR G PR Ent o t hat
may al so be acconplished jn other "edit" nodes. Sone enhodi nents may
di spl ay routi Hyodk deP) roP@ger sdign PO 7bY FPPBECTerovBsd s R dvhoThia
protects the ability to edit the PDF in

report status back to, etc.

[0063] c) Usage settings. Maximum number of times it can be used and
number remaining.

[0064] d) Frequency. How often it can be used; e.g., limit to every X minutes
by the same signer.

[0065] e) Status. Active or inactive. If inactive, the link clicked may say
“This document has been suspended and is not currently active. Please contact the
sender.”

[0066] f) Access Mode. Settings are Direct and Email. NOTE: When using
Direct, the template may have some other form of authentication enabled such as access
code, phone auth, or ID check to ensure the signer is identified. When the link is clicked,
the PowerForm opens immediately and processes as follows:

[0067] (O Ask for any other recipients. If they are required, the recipients
may be provided (e.g., name, email)

[0068] ) Execute any authentication requested

[0069] 3 Signing Process

[0070] @ Once complete, go to the URL for completed envelopes. An
embodiment may add the URL for the completed signing event to be defined as part of

the template.
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the case of a PDF PowerForm [0073] j) Docunent nane [0074] k) Email
Subject [0075] 1) Email Text [0076]
WO 2011/156819 PCT/US2011/040218

[0071] h) Recipients. Optional edit of recipients that may also be
accomplished in other “edit” modes. Some embodiments may display routing order, roles,
ete.

[0072] 1) PDF owner Password. This protects the ability to edit the PDF in
the case of a PDF PowerForm.

[0073] 1)) Document name

[0074] k) Email Subject

[0075] 1) Email Text

[0076] m) An embodiment may include Instructions. These instructions may
be used on the starting page for the signer. If instructions are entered, this may be the
“Introduction” shown after the signer clicks the URL. This may enable more hand-
holding for the signer, and in the event the template has more than one role, it may be
displayed on the same page as where the roles are asked for. This way, a user can define
some text, such as “Welcome to Envoy Mortgage. You are applying for a loan. If you will
be co-signing, please enter the name & email of the co-signer as well as your name and
email.”

[0077] n) If the Template contains Required Fields with the name “NAME”
and “EMAIL” for the First Role, then the service may not ask the user to provide their
name and email up front. The service can instead do it with the template.

[0078] 7 Data Management

[0079] a) It may be possible to download all the data collected by a

PowerForm by all its uses.
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m An enbodi nent may include Instructions. These instructions may be used
on the starting page for the signer. If instructions are entered, this may
be the "Iwonoduatsion” shown after the signer clicks thePORILS20hiogo2ngy
enabl e nore hand-holding for the signer, and in the event the tenplate has
nore than one role, it may be di splayed on the sane page as where the roles
are asked for. This way, a user can define sone text, such as "Wl cone to
Envoy Mortgage. You are applying for a loan. If you will be co- signing,

pl ease enter f n ape and

rmi 1 L0077/ B0 TR “rel Bl bE bRy B e AR PG B ane
"NAME" and "EMAI L" for the First Rol. e, then the service may not ask the
user to provi 98fhei ) nank MmHdbeREIIPIGE dFlgis datarrellesied \Ayc b digwerfipgPead do
it with the tenplate. [0078] 7) Data Managenent [0079]a)lt may be possible to
downl oad al dithethedl dhért, ar lpodateeso@d by a Power Form by all its uses. [0080]b)lt
may be possible to filter the download all the data by date range.

[0082] d) In a PDF PowerForm, data from all PDF fields may be gathered. In

a Web PowerForm all data from SecurcFields may be gathered. If a PDF has both PDF
and Web SecureFields, all may be gathered.

[0083] e) Performance. It may be able to download 1000 records of 100
fields in 10 seconds. Other embodiments have different performance characteristics.

[0084] f) Format of CSV file. In an embodiment, ecach PowerForm may have
only one record/row in a CSV file vs. each having duplicate rows.

[0085] g) PowerForm subject, signer name, signer email, date/time
completed (or none if not complete), all field names in the PDF/SecureFields. For each
signer the value they entered or the word “NA” if not assigned to that person.

[0086] 8) Console listing

[0087] a) The console listing PowerForms may have the following columns.
They may be sortable, date searchable, and searchable by date used, sender, name,
signing mode, status, type.

[0088] i) Name (Template name). Some embodiments compress “name” and
“template” into one

[0089] ii) Sender. Identity of who it is assigned to

[0090] i) Auth. Direct, email

19



[0081]c)It may be possible to
either all data, or by date ra

al | PDF fwel2dsl/158819be gat her ed.

Secur eFi el ds may be gat her ed.

all may be gathered. [0083]e)P
records of 100 fields in 10 se
performance characteristics. |

each Power For have I
duplicate romghﬁ?%08§¥ )ggﬁéfg

del ete data collected by the PowerForm

nge. [0082]d)In a PDF Power Form data from
In a Wb Power Form al | @ataskoiomo21s

If a PDF has both PDF and Wb Secur eFi el ds,
erformance. It may be able to downl oad 1000
conds. O her enbodi nents have different
0084] OFormat of CSV file. In an enbodi nent,
RE nlrlr%gei(;rroq‘/rtegords coll%ct%gﬁﬁtfle ?Diésgh S Vanueihaw ng

orm su

date/tine conpleted or none if not conplete) all field nanmes in the

PDF/ Secur eFfhangss If thoysepdeliessr
if not assigned to that person.

ﬁﬁ@% the value they entered or the word "NA"

[ 0086] 8) Consol e listing

[0092] V) Remaining. The number left before the limit (if set) is hit

[0093] vi) Last use

d date

[0094] vii)  Status (active, inactive)

[0095] viii)  TYPE: PDF or Web

[0096] b) Act on a PowerForm

[0097] i) In the console the user may be able to use buttons or menus to do

the following:

[0098] (O Get form data from one selected form (download data dialog)

[0099] ) Download

[00100] (3) Email. Creates email with hyperlink

[00101] (4) Links. Displays the hyperlink for the PowerForm

[00102] (5) Edit. Opens edit view

[00103] (6) Templat
[00104] ©) Create a

[00105] 1) Not all t

e. Opens the template to be edited
new PowerForm

emplates are PowerForms. To make a PowerForm, the user

selects a template, and clicks “create PowerForm” menu/button

[00106] (1) This opens the “edit” panel for a PF, and allows the user to assign

the “PowerForm attributes™

[00107] (2) PDF or Web Form

[00108] (3) Mode
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[ 0087] a) The console |isting PowerFornms may have the follow ng col ums They
may be sortable, date searchable, and searchable by date used, sender,
nane, si gwonrgiwmsed9 status, type. [0088]i) Nane (Tenpl at eCmaise)ii/o8one
enbodi nents conpress "nane" and "tenplate” into one [0089]ii) Sender.
Identity of who it is assigned to [0090]iii)Auth. Drect, enmail
[0091]iv)Used. The nunber of records collected by the PDF. (This val ue
changes if the user deletes records.) [0092]v)Rermai ni ng. The nunber |eft
before the Ii fﬂ0t104]i f (43et)0{)v%erhi t [0093]vi)lLast used date

[00110] (5) Usage settings

[00111] (6) Displays list of roles, and which are required or not
[00112] (7) Email subject and Name (for subsequent signers)
[00113] i) Difference between Template and PowerForm
[00114] (1) PowerForms have more attributes than Templates
[00115] (2) Mode, Times uses, multiple data collection, etc.
[00116] Plan mappings and settings

[00117] 1) According to an embodiment:

[00118] a) Available to Standard and Enterprise Accounts

[00119] Db) Feature enabled as a plan item in the Billing Plan UI and the

PlanltemsMaster table.
[00120] ©) Service Admin can enable PowerForms
[00121] d) User Admin can enable PowerForms, e.g., some users can use

PowerForms, some can author them.
[00122] o) Users can turn on/off PowerForms
[00123] 2) Launch for existing customers: normally this may be off

[00124] 3) Launch for new customers: normally this may be on.

DoOCUSIGN POWERFORMS
[00125] DocuSign® PowerForms embody at least some of the described
techniques and combine the capabilities of PDF forms and market-leading DocuSign

electronic signing and workflow technology. DocuSign provides an example electronic
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[0094]vii)Status (active, inactive) [0095]viii) TYPE: PDF or Wb

[ 0096] b) Act on a Power Form [ 0097]i)In the console the user may be able to
use butt ome 20r/1¥e819s to do the followi ng: [0098] (1) Get forrusdata4d219om one
sel ected form (downl oad data di al og) [0099] (2) Downl oad [00100] (3)Enail.
Creates email with hyperlink [00101] (4)Links. D splays the hyperlink for
t he Power Form [ 00102] (5)Edit. Opens edit view [00103] (6)Tenplate. Opens
the tenplate to be edited

signature service, sometimes referred to as the “DocuSign System.” Forms that were
previously completed, signed and returned in hard copy via fax or overnight delivery can
be widely distributed, conveniently completed and securely signed and returned
electronically.

[00126] DocuSign PowerForms add these capabilities to existing editable PDFs:

[00127] + PowerForms can be distributed via email or the Web with a unique,
secure URL automatically generated by the DocuSign System

[00128] + All data provided via the PDF form may be returned and preserved
within the DocuSign system and can be readily integrated into existing applications

[00129] - Centralized creation and management of PowerForms, including control
of all workflow elements—authentications, approvals and routing order.

[00130] DocuSign PowerForms work in conjunction with the DocuSign System to
allow a user to create transactions that do not require the user to send documents from
DocuSign.

[00131] In an embodiment, there are two types of PowerForm users: PowerForm
Senders and PowerForm Administrators.

[00132] PowerForm Senders: PowerForm senders are allowed access to the
PowerForms library and can download and send PowerForms that are assigned to as the
Sender. Senders can also see completed, signed PowerForms that they sent, whether by
email or other.

[00133] PowerForm Administrators: PowerForm administrators have the same

access as PowerForm senders, but can also create and edit PowerForms. Additionally,
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[ 00104] c)Create a new Power Form [ 00105] i)Not all tenplates are

Power Fornms. To nake a Power Form the user selects a tenplate, and clicks
"creat e PyoenHorses19menu/ button [ 00106] (1) This opens thecTaseari/openel for a
PF, and allows the user to assign the "PowerForm attributes” [00107] (2)PDF
or Wb Form [00108] (3)Mode WD 2011/156819PCT/ US2011/040218 [00109]

(4) Owner [00110] (5)Usage settings

PowerForm administrators can extract the completed form data set, in XML or CSV

format, from completed PowerForms.

CREATING A POWERFORM
[00134] In an embodiment, only PowerForm Administrators can create new
PowerForms. If a user is not a PowerForm Administrator, he or she may not use this

section.

CREATING A NEW POWERFORM

[00135] FIGURE 4H shows a console configured to facilitate the creation of a new
PowerForm template.

[00136] 1. The first step in creating a PowerForm is creating a DocuSign template.
Follow the normal steps for creating a template. Templates that may be used for
PowerForms preferably include only one document, although they can have any number
of pages. When creating a template a user can use a PDF form created (or one that has
been received from a third party) that has active form fields. The form fields are
automatically converted to SecureFields when the PDF is added to a template. Once the
DocuSign template is created, the PowerForm can now be created.

[00137] 2. Go to the Manage PowerForms page PowerForm tab in one of the
following manners: (a) In the DocuSign Console, click PowerForms and then click New
PowerForm. The user is taken to the PowerForm tab on the Manage PowerForms page.
(b) In the DocuSign Console, click PowerForms and then click PowerForms Library.

The user is taken to the Manage PowerForms page. Click the New PowerForm link. (¢) In
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[00111](6) Di splays list of roles, and which are required or not [00112]
(7)Emai |l subject and Nane (for subsequent signers) [00113] ii)D fference
bet ween Twopbatweand Power Form [ 00114] (1) Power For ms haweTruse@ 1asi218 but es
than Tenpl ates [00115] (2) Mode, Tines uses, nultiple data collection, etc.
[00116] Pl an mappings and settings [00117] 1)According to an enbodi nent:
[00118] a)Available to Standard and Enterprise Accounts [00119] b)Feature
enabled as a plan itemin the Billing Plan U and the PlanltensMaster

table. [ OOIt%Q ]Do%ﬁﬁgﬁ woﬁseole'?‘ %Wclp nganrF%lnI?ig)lagd E)}%\ﬁecﬁllczlg 'PIRerForms Library. The

user is taken to the Manage PowerForms page. Click the PowerForm tab.

[00138] 3. Upload the DocuSign template:

[00139] 4. Click Template Library and locate the DocuSign template.

[00140] 5. To use a DocuSign Professional template, click the “here” link, click
Browse... and then locate the DocuSign template. DocuSign Professional templates have
a file extension of .dpd and are located, by default, in My Documents\DocuSign
Professional\Templates. In some embodiments, only one template may be uploaded per
PowerForm. Note: If a template used by a PowerForm is edited and saved at a later time,
the changes may be automatically reflected in the PowerForm. Once a template is
uploaded, the Recipients, Document Settings and Sender sections may be filled out with
the information from the template.

[00141] 6. Review template information. The information in the Document
Settings and Sender section can be edited, but the information in the Recipients may be
read-only and may be not editable. Any necessary changes to the recipients may be made
in the DocuSign template.

[00142] The Recipients section, shown in FIGURE 41, shows the routing order,
recipient role or name, email address, recipient type (signer, certified delivery, carbon
copy etc.), any access code associated with the recipient and if there is a security check

(ID Check, Phone Authentication or False for no check) for the recipient.

24



[00121] d)User Adm n can enabl e PowerForns, e.g., some users can use
Power Forns, sone can author them [00122] e)Users can turn on/off

Power For wO[2001384192) Launch for existing custoners: nor mralrius2aihioso2nay be
of f [00124] 3)Launch for new custoners: normally this nmay be on. DOCUSI GN
POVNERFORMS [ 00125] DocuSign(r) PowerFornms enbody at | east sone of the
descri bed techni ques and conbi ne the capabilities of PDF fornms and

mar ket - | eadi ng DocuSi gn el ectroni ¢ signing and workfl ow technol ogy.

DocuSi gn provi anpexa . Loni ¢ sign re _service, .s i mes
referred to ayfbﬁ %3:3] " acl:lﬁg? Itghﬁs ]%;k/os t%trlﬁm'ls ocr%rﬁgct’?t thse\S\%}necoﬁr%gt\}F%%g}%%m@npI et ed,
signed and returned in hard copy via fax or overnight delijvery can be

wi del y di stickie & teraplatyaame Hfﬂfgv PshPiedemefatg iz afiimtated @rfééUgﬁd” ret ur ned
el ectronically. [ 00126] DocuSi gn Power Fornms add these capabilities to

exi sting edhttabhenPDEshangOt 2% templotnethEosenmag bardvend te tthei lywtedrmitab. emai | or
the Web with a unique, secure URL autonmatically generated by the DocuSi gn

System [ 00j6d844] Ab] Reladva SphdRY ild@thaviba THa&lcRlft stlcmdrayPRerF@iuhaed and
preserved within the DocuSi gn system and can be readily integrated into

exi sting aptR:! tth&’vé?ﬁérm AdIEllQlQS%I%l%% cre%ﬁ&%ﬁ%ﬁowrg{ PR ieﬂ@er%&%ﬁﬁéﬁﬁ%'{ﬁ@t of

Power Forns, 1 ncluding control of a ement s- aut henti cati ons,
approval s apd routin

owerForm m t?ertﬂee Ir)érson that is notified by email when a PowerForm is completed.
The sender may be also the person who sees the PowerForm-generated envelopes in the
Sent Items folder in their DocuSign Console.

[00145] To change the PowerForm sender, click the Change link to the right of the
sender name, as illustrated in FIGURE 4K. The list of all DocuSign senders associated
with the account appears. Select the sender and click Select to continue.

[00146] Note: In one embodiment, only a single sender may be associated with
the PowerForm. If multiple senders need to be associated with a PowerForm, create
multiple copies of the PowerForm (one copy for each sender) and associate the sender
with the PowerForm.

[00147] 8. Set the Usage Settings, as illustrated in FIGURE 4L

[00148] + Maximum number of times the document can be used: The
PowerForm administrator can specify the number of times the PowerForm can be used
(signed). This can limit an account’s exposure to excessive envelopes usage by specifying
a maximum number of times the PowerForm can be used. A PowerForm administrator
can edit this number anytime after the PowerForm is created, even if it has reached a

previously entered use limit. Each time a recipient clicks Begin Signing for a document,
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[ 00130] DocuSi gn Power Forms work in conjunction with the DocuSi gn Systemto
allow a user to create transactions that do not require the user to send
docunent swbromiBes19Si gn. [00131] In an enbodi nent, trerasasia/onores types
of Power Form users: Power Form Senders and Power For m Admi ni strators.

[ 00132] Power For m Senders: Power Form senders are all owed access to the
Power Forns |ibrary and can downl oad and send Power Forns that are assigned
to as the Sender. Senders can al so see corrpl et ed, signed PowerForns that

they sent, %{[mq ¢ ol%)stgs aln?n% ]ﬁl%.}b BL reduced Oog‘n?é?’}f PO {er 140 mAgsm m ta{ ators:
POMEFFOFH]& nlnIS rators have € sane acc SS as O orm er but can

al so create_and edit PowerForns. Additionally,. Power For m adm ni st rat ors

can ext r act POHEF EBNIrehas To4cHF dnile RpaxTawR nUmRCrGf Usss. ARSYTOT JRGEASC RAYOPR

conpl et ed Power Forns. CREATI NG A PONERFORM [00134] In an enbodi nent,

only Power Fsplayaditi the stcipienosayingdie docemtrd inewaRolwele Forsigingl f a user is not a
Power Form Adm ni strator, he or she may not use this section. CREATI NG A NEW

POVERFORM [09495] - FriréddRicy? bheSSHOMSsign ¢ WAt Qlse tEO abdugninedThOPSH GGt at e t he
creation of a new Power Formtenpl ate. [00136] 1. The first step in

creating a fd%"ﬁﬁt'r:a‘?&”éah%ﬁ%cﬁgaﬁowgﬁ& %g%@é ?{%gﬁ&%&rﬁ%@q 0 h@ R?J%PFO%r el

st eps for creatin USG ower For ns

r ef er abl ncl ud onI 0 h h b f
P ete “on oS B Pegr oo Bed AP S b s ok e b ole Par e Fa Py e

t hat has been received froma third party) that has active formfields. The
form fi el dsif aPewaioowstdoahgirgd odimitysedel ey Setdayerhal e saptrarcipisat IBDF | s
added to a tenplate. Once the DocuSign tenplate is created, the PowerForm
can now be @ilebd gde to sign the PowerForm once every year. If the recipient attempts to sign the

PowerForm more frequently than allowed, an error message may be displayed to the
recipient saying the document is not available for signing.

[00150] <+ Document Status: This sets whether a document can be sent to
recipients. The default status for a PowerForm may be Active, meaning the PowerForm
can be sent and signed by recipients. If the status is changed to Inactive, then the
PowerForm may not be emailed or accessed by a recipient (even if they are entering the
PowerForm URL or HTML link). If a recipient attempts to sign an inactive PowerForm,
an error message may be displayed to the recipient saying the document is not active and
to contact the sender.

[00151] Signing Mode: In an embodiment, PowerForms supports two types of
signing modes: Email and Direct.

[00152] The Email signing mode may be used to verify the recipient’s identity
using email authentication before they can sign a document. After a recipient enters their

email and clicks Begin Signing, an email with a validation code for the PowerForm may
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[00137] 2. Go to the Manage Power Forns page Power Formtab in one of the
follow ng manners: (a) In the DocuSi gn Consol e, click PowerForns and then
click NewBawawrisesim The user is taken to the Power For mpcalysenikheidvanage
Power Forms page. (b) In the DocuSign Console, click PowerForns and then
click PowerForns Library. The user is taken to the Manage Power Forns page.
Cick the New Power Formlink. (c) In the DocuSi gn Consol e, click PowerForns
and then click PowerForns Library. The user is taken to the Manage
Power For ms page. ick. th wer Formtab.. [00138] .3. Unlo cuSi gn
Conp ater (Botiop B RER FRATAREm g Ry Pl onnlt RE%s) ey

tenpl ate. E00140] 5. To.use a DocuSi gn Professional tenplate, click the
"here" | i nkiotef plk tompgharst sign the, doqURAL | ocat e t he DocuSi gn t enpl at e.
DocuSi gn Professional tenplates have a file extension of .dpd and are

| ocat ed, by d&f0asdlt, The EvpaiDeiguine male\ @ocal®i b uRidoff emsicomarthentheattes. | n
sone enbodi nents, only one tenplate may be upl oaded per Power Form Note: |If
a tenpl at e w&pRnbYilRLPENESIERT Tt PoREiForE BAtxs@ayeda alll dert@tiefredehfiBye t he
changes may be automatically reflected in the PowerForm Once a tenplate is

upl oaded, t i nl tii - i be

T od olt ERTERG oy SFamy FATE Py o Y Bn S B S B R0 2.
tenpl ate informati on. The.informat.i i n.the_ Docynent Settings d. Sender
Secti on carP BT BHTLH Bl HES A RSt WG O RESSER B S TR B
read-only and may be not editable. Any necessary changes to the recipients
may be nadeSigpingHbe ROPISS! gecivasp capid notificaliguie42p thindocRaeit ghéies asaet | on,
shown in FIGURE 41, shows the routing order, recipient role or nane, emil
addr ess, r egigioedit theyiperniBiod Bettred s thefPo@erFdah by eicyrepresatithiove. copy etc. ), any
access code associated with the recipient and if there is a security check

(1D Check, Phepgsdut Beathiak i @mif nfodb SRef Obt NQuRRERK) vdBicatdie AREIPI ent .

[00143] If any of this information is incorrect, the user can correct the

tenpl ate by cli cki the tenpl ate.na Link to open the tenplate. .w zard, as
st r at oder e bl S SRPT Bt SulleTeert Sl dEE0Y SR Poing e e e
user may be returned to the PowerFormtab. [00144] 7. Revi ew Sender

i nf or mat i onfeciigat @aimmpdiatslybagip tesigningmioesFor m may be the Power For m

Adm ni strator creating the Power Form The sender associated with the

Power For m nay [(9¢53]he Sppee gomedifiatt siidenfigtis hotedrifigd wingidmailhethedicPomeitlor m i s
conpl eted. The sender nay be al so the person who sees the

Power For m gﬁﬁﬁg%&dm%ﬂ@éd%ﬁ%é Dirédd @ig%gﬁnoh& 615 bE dcde¥hch et HMRIcFFoRAGH ST gn
Consol e. [ 00145] To change the Power Form sender, click the Change |ink
to the righ . . Wl I gt i.n, Fl : I st of
al | DocuSid%cgé%%gggﬁggggﬁ?%ﬁgﬁlVﬁ%ﬁkeﬁgﬁééﬁgﬁg?ﬁlp%ggéggaéngggggh% sender

and click Select to continye., .
another form of authentication (for example: access code, phone authentication or ID

check) is specified for the recipient in the DocuSign template.

[00156] 9. Review and set the Document Settings, as illustrated in FIGURE 4M:

* Document Name: This may be a required field. This is the name of the
PowerForm. The default name of the PowerForm may be the DocuSign template
name.

» Email Subject: This may be a required field. This is the email subject for any
emails sent with this PowerForm. The default email subject may be the Message
subject from the DocuSign template.

» Email Text: This may be a required field. And text is provided for the

PowerForm. This text may be used in emails sent to signers who are notified via
email.
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[ 00146] Note: In one enbodinent, only a single sender may be associ at ed
with the PowerForm If multiple senders need to be associated with a

Power For mvoenaatsesioul ti pl e copi es of the Power For m ( one Pcog26io/04@agh
sender) and associate the sender with the Power Form [00147] 8. Set the
Usage Settings, as illustrated in FI GURE 4L: [00148] WMaxi mum nunber of
times the docunent can be used: The Power Form adm ni strator can specify the
nunber of tinmes the Power Form can be used (signed). This can limt an

account’ s exposulggdif AXGASHINETRIY fhPBESIMIAIE W IRR Y Yo SRXI Mum
nunber of tines dng, PRVEIFRSTNERRPRE:. ¥R&E insAuPRNESED g@ﬁenemdma ALor can
edit this nunberfﬁ@yeip%tg&t%%éstwﬁo&’&mh MhbRofbGALEL oSl 1T 1t has

reached a previ quelidilhilc S ey il be stiofifhs bi [HouctiBit bkl @reGhikks Begi n
Signing for a %E&%&th}%@%ﬁ% er ot Uses renal ning nmay e reduced by one.

If a recipient attenpts to sign a Power Formthat has reached |ts maxi num

nunber of use ssa the reci t. saying
t he docunent ﬁ@lgﬂt éé%Fgﬁﬂg)gﬁﬁﬁggggﬁﬁ diﬁgﬁ%gbfﬂ s q?%% sane
signer can use the docunent: The PowerFornladnlnlstrator can specify how
of ten the sulmstmandi ioi tbnscticnen foi ga PoerFomneclithhaydtor save Tisi RowiselpripeThe
acconpl i shed by specifying a |l ength of tine between signings. For exanple,
i f a Power Rgeisitienaenined ty el Po@etHoiink Litgeryttah adahiynabBovdkayam i higtad ihe sane
recipient may only be able to sign the Power Form once every year. If the
reci pi ent agt @RbFokRs Bivdity! 76 LOWRS FAUIFIMI Bl CRRMEM Y iavwalteped, an
error nessage nmay be dlsplayed to the recipient saying f%e docunent is not
avail abl e f él %ﬁp] Docunent Status: This sets whether a
document ca E © °8“%é lgl%nts The default status for a Power Form nay

be Active, EE 5E%§rForn1can be sent and signed by recipients. If
the status |s c ange ¥ nhactive, then the Power Form may not be emailed or
accessed by a recipient (even if they are epteri g the Power Form URL or
HTML 1ink) . | 190458lecihibritboipetpterc ity BrlgRlcarys Hit 8 PORCTBBTR FHORHTIaN er r or

nmessage nmay be di splayed to the recipient saying the docunent is not active
and t o conttaetredipientstan sading procgGOLB Ly Begns brgvitbide thel RowarF oambbidrament |

Power For ms supports two types of signing nodes: Email and Direct.

[00152] The Epmilko)si @owaGon®a@niiRMatbs ddfs ek 4110PdeiFdrins fdrallrefdopd @Nheis
identity using enail authentication before they can sign a docunment. After

a recipient r i I th a
val i dati on %g e?f%?%%ﬁg&Pgag%% %?Oﬁb E%ggﬁgwgg ehggng?e %fﬂ%h

reci pient did, no rovide a.valid e addr.e le to
reciPlent didigonpiovide, o 2LL.d SIE hyaddiesS Lk a0l b 3l e (2
used i f soneone other than the recipient will be conpleting the Power Form
For exanpl ebovgerkams thegateerlowepioasent at i ve conpl etes the Power For m whi | e
they are on the phone with the signer and provides the signer's nane and
emai | addr ess[00n6d]he TRoRewEdbins Mitka liblagy caairceseand ay iclikind o ke Bagim
Signing, the recipient receives an enmail notification to sign the docunent

and they arg.mabs. @le@rFBHnsegdn ald6e AfRAEIBAsk®Bn %ﬁ@tfseéﬁtérﬁt RortRemplevgy For m by

the representative. [0 154 The Direct signing node does not reduire any
verlflcatlo(ﬂlt {Wﬁf& X e@efg gnte&%4hg%krlqulm0&pd |icks Begin
Signing, a Hew br 8%%&?‘ Snd"Ana T he SC|p|e%%n 2 MiTet 'ﬁ?ely begin the

signi ng process. _
[00161] PowerForms can be sent by email or by using a URL link or HTML

settings or by setting them up embedded in a Web page.
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[ 00155] Since the recipient's identity is not verified using enai
authentication, it is strongly recomended that the Direct signing node
only be uwseadomsssivhe Power Form i s accessi bl e behind a seturseoiposizag wher e
the recipient's identity is already authenticated or another form of

aut hentication (for exanple: access code, phone authentication or |ID check)
is specified for the recipient in the DocuSign tenplate. [00156] 9. Review
and set theglpsedByimeattings, as illustrated in FIGURE 4M  Docunent Nane:
This may be a required field. This is the name of the PomerFornl The

defaul t nane e Power Eor be -t he, DoGusSi | ate mai |
Subj ect : Thisﬂ&nkﬂbeﬁawfegﬁlE%%H¥gnlgmm?ﬁ S ? %ménal %ﬁb é@tch% any
emails sent_ with this_PowerForm The def aul t enall subj ect may be the
Message subfeteFermnlbrarypdeesicy’s 'rksmpp dheManagradioperranes paeRiPeVREY™ e a
required field. And text is provided for the PowerForm This text nmay be
used i n endlibsrseht to signers who are notified via email. Si gni ng
Instructions: These may be additional instructions that are shown on the

starting page[foes3|t he. $&&k Bic@dtverFbRE $@sdnd BY ICHEiNOMS cRIcR boRhdjaidal doYthe
advant ageous if the recipient accesses the Power Form by a nethod ot her than

emai | . If | ¢t QRS are entered, they may be shown as an introduction
after the r%ﬁ%%ﬁ%nt a%cesses t he Power Form [ 00157] 10. Save the

Power Form Af dd|n cuSi | ate and ma djustnents to the
settings for i omérggﬁhﬁ mati ke 39@ﬁng°@%@%“ﬁﬂ%aﬁé&@&?H?HfﬁTﬁe ser is
then returned to t he Power Forns Library tab and the new PowerFormis |isted
in the PoweEFal febjdct prdaFaxt iy tiead® awerlframPy gwserre el eittered tiHbuiemaibandrike t he
Power Form click the Power Form Li brary tab. SEND NG PONERFORMS [ 00158]

I n an enbodUREmMik td the PewaF eminslatidddl ae tha@ys of thatmail ReWEhdagsentapatvibeasent to a
reci pient, but sending process typically begins by view ng the Power Forns
Library. edit the subject text for the email.

[00165] 4. Send the email.

SENDING BY ATTACHMENT

[00166] This is similar to sending a PowerForm by email, but in this case the
PowerForm is attached to an email rather than being linked from it. Note: In an
embodiment, this method may only be used if the PowerForm type is PDF.

[00167] 1. In the DocuSign Console, click PowerForms and then click
PowerForms Library. The user is taken to the Manage PowerForms page PowerForms
Library tab.

[00168] 2. Select the PowerForm to send as an attachment by clicking the check
box adjacent to the PowerForm name.

[00169] 3. Click Download and save the PowerForm to the user’s system.

[00170] 4. Create a new email using an email client and attach the PowerForm to

the email.
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[ 00159] Power Form adm ni strators can see all PowerForns for all senders in
their account. Power Form Senders may only see the Power Forns for which they
are the swoder1/15d81vs is a form of access control that restrniseais/oRaner For m
Senders to only the PowerForns they are allowed to use. [ 00160] The
Power Fornms in the library can be sorted by clicking on the colum headi ngs.
Power Fornms can al so be searched based on various criteria, for exanple, by
date | ast used/signed, docunent nane, sender nane, signhing node, or status.

[00161] Power can.. t by, emj. I using a URL link or HTM.
settings or bgﬁégﬁu ﬁSF ' ﬁ%fsn%%ﬁsenedﬁ%%e %L“O?%“ali‘ymb page. SENDI NG BY EMAI L
[00162] 1. DWBPB?%& gn Consol e, click PowerForns and then click

Power Forns Li brary. e user is taken to the Manage Power Forns page

Cloking the SHBEH bx Taafhc dRETAn { e Bbgt ety RYREHRGT™ MHOJRAFTE ol i ck

Email, a new email is opened using a default email client. The Email

Subj ect andPomesxFormuohibrrimey. BhovaseFdr takdnsto dhet Mearack Pavesfoang eage ®ovarFores emai |
and the URL link to the PowerFormis added at the end of the email text.
The user canibragwiaew and edit the subject text for the email. [00165] 4.
Send the email. SENDI NG BY ATTACHMENT [00166] This is simlar to sending

a Power For m bypoefgyi | 2, et iR PollefrofRS6 sdnlI By RAVEE AL BhdcR ok h@&R8 IR an
emai | rather than being linked fromit. Noye: I n” an enbodi nent, this nethod

may only bepot{wser orhqfna}ntc'.e Power Form type i s PDF.

[00174] 3. Click Links, a dialog box is displayed with a URL link to the
PowerForm and HTML snippet. The user can copy and paste the URL in an email or the

user can copy the HTML snippet and add it to a Web page.

POWERFORMS LIBRARY

[00175] The PowerForms Library provides a common location for storing and
accessing PowerForms.

[00176] PowerForm administrators can see all PowerForms for all senders in their
account. PowerForm Senders may only see the PowerForms for which they are the
sender. This is a form of access control that restricts PowerForm Senders to only the

PowerForms they are allowed to use.
VIEWING THE POWERFORM LIBRARY
[00177] When a PowerForm administrator and PowerForms users view their
PowerForms Library, they may see the following information for each PowerForm:
» Name (Template)—the PowerForm name and template name
» Sender—the sender associated with the PowerForm

» Auth—the Signing Mode (Email/Direct) for the PowerForm
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[00167] 1. In the DocuSign Console, click PowerFornms and then click
Power Fornms Library. The user is taken to the Manage Power Forns page
Power For mwoLntwri&ssaot ab. [00168] 2. Sel ect the Power Fecmiuseoizamias an
attachnment by clicking the check box adjacent to the PowerForm nane.
[00169] 3. dick Downl oad and save the PowerFormto the user's system
[00170] 4. Create a new email using an email client and attach the

Power Formto the email. [00171] 5. Fill out and send the email nornally.

SENDI NG BY URL . ysh@0%tZdimber difintcl @hcBRGRRIEN nboRsRL&q click Power Forms and
then click PowerForns Library. The user is taken to the Manage Power For ns

page Power For ns .Ig QfaﬁﬁIYg—tﬁQ remalmﬁgﬂgﬂb’ﬂ ognméql@p(gwérﬁ&mpc%%f fQum to send by

clicking the check box adjacent to the Power Form nane 00174] 3. dick

cinks, @ g al 0g ok dste JuRRl@YRIp Ay Ml LK of Gerlie Powertorm and HIM.

sni ppet. The user can copy and paste t URL 1n an &nmail or the user can

copy the HTM. sni 0 PONERFORMS LI BRARY
[00175] The Pomesﬁgrnsﬁﬂggﬁggg%%P%V$ﬂ“¥%ph%§%%Dn | ocation for storing and

accessing Power E(:)Iryprrg'—the type of document in the PowerForm: PDF indicates the source of the
PowerForm is a PDF file with active form fields, Web indicates the source of the
PowerForm is a DocuSign template.

[00178] The PowerForms Library list can be sorted by clicking on the column
headings. The PowerForms Library can also be searched by date last used/signed,

document name, sender name, signing mode, or status.

RETRIEVING FORM DATA

[00179] If the PowerForm has been signed, a PowerForm administrator can
download the form data for the PowerForm, as follows:

[00180] 1. From the PowerForms Library tab, select the PowerForm to download
data from by clicking the check box adjacent to the PowerForm name and click Form
Data the Form Data dialog box appears.

[00181] 2. Optionally, filter by selecting a From and To date range. After entering
or selecting the date range, click Apply Filter to apply the date range filter, as shown in
FIGURE 4N.

[00182] 3. Click Download XML or Download CSV to download the information

as an XML or CSV file.

EDITING A POWERFORM
[00183] PowerForm administrators can edit a PowerForm at any time. When

editing a PowerForm the PowerForm administrator can replace or edit the DocuSign
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[00176] Power Form adm ni strators can see all PowerForns for all senders in
their account. Power Form Senders may only see the Power Forns for which they
are the swoder1/15d81vs is a form of access control that restrniseais/oRaner For m
Senders to only the PowerForns they are allowed to use. VIEWNG THE
PONERFORM LI BRARY [00177] When a Power For m adm ni strator and Power For ns
users view their PowerForns Library, they may see the follow ng information
for each PowerForm Nane (Tenpl ate)-the Power Form nanme and tenpl ate nane

Sender -t he nder_associ a pth the Power Eor Aut. h-th i apin de
(Email /Dir e%]f%f%%oarsg(fcaage%‘g%}\}gr \c,)\fFor%v . rgld-c %‘n{\%e rtllhe Oec}lmg t atnfir}lg%g%t %ﬁm o%l\é? Form
has been used Renaining-the remining nunber of tines the Power Form can be
used Last VB Hhendddd hHBOBEIRf or m was | ast sent or signed Status-if
the PowerFormis Active or lnactive Type-the type of document in the

Power For m PDR0L84Hi cat Esnt He RowrivemefLitriy tPowssldeo thn Poveal ®@DFtof ¢ditebyni t h
active formfields, Wb indicates the source of the PowerFormis a DocuSi gn

tenpl ate. clicking the check box adjacent to the PowerForm name and click Edit. The PowerForm
tab with the PowerForm information is displayed.
[00185] 2. Edit the PowerForm information in the same manner as creating a new
PowerForm.

[00186] 3. Click Save to save changes.

REPLACING A POWERFORM TEMPLATE

[00187] If the PowerForms administrator wants to update the DocuSign template
associated with the PowerForm, they can do so by clicking on the template file name and
downloading the template to their local machine. They can then edit the template in
DocuSign Professional and then upload the new template.

[00188] 1. From the PowerForms Library tab, select the PowerForm to replace the
template for by clicking the check box adjacent to the PowerForm name (the user can
select multiple PowerForms in the list) and click Replace Template the Template
Selection dialog box appears.

[00189] 2. Select a new template for the PowerForm and click Save.

[00190] 3. Click Save to save the change.

[00191] When a new DocuSign template is uploaded for the PowerForm, all
signers who have an older version of the PowerForm will be presented with the updated

PDF document to sign and will be processed based on the updated template (e.g.,
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[00178] The PowerForns Library list can be sorted by clicking on the colum
headi ngs. The Power Forns Library can al so be searched by date | ast

used/ si grwo,20dose8eNnt name, sender name, Signing node, @ECTAS211M940218

RETRI EVI NG FORM DATA [00179] If the Power Form has been signed, a

Power For m admi ni strator can downl oad the formdata for the PowerForm as
fol | ows: [00180] 1. Fromthe PowerForns Library tab, select the

Power Form t o downl oad data from by clicking the check box adjacent to the

Power Form n | i.ck. For ta the Form a,dj a box e
[o0t61) 2. O Rghdrfsh ST EES JeldE ST IR N K s T RRERT ar e
entering or selecting the date range, click Apply Filter to apply the date
range filtefocumentspsvibaces the Bopprtanps adml[l@@%fzfl%}lg ¢hg ehangsomiy gser sSavL or
Downl oad CSV to downl oad the information as an XML or CSV file. EDITING A
PONERFORM  maleQ0%88¢ ndovsibo han thelsanr fslldsapint 8eld asmesling tha oFowesidorrrithaat any
time. Wien editing a Power Formthe Power Form adm ni strator can repl ace or
edit the DopdirEdimtreipthidt € associ ated with the Power Form change the
docunent and usage settings and change the sender for the Power Form
[00184] 1. Eomnntheommdorer ns Li brary tab, Select the PowerFormto edit by
clicking the check box adjacent to the PowerForm nanme and click Edit. The

Power For m t abgt1d3) t RepdRRNRI Rk Midifta 0 TRE 48l hnfltdicIBhRY 66k PowerkRKEP] 2.
Edit the PowerForminformation in the sanme manner as creating a new

Power For m the purposes of assigning the PowerForm to different senders. A unique copy of the

PowerForm will be created for each sender.

[00193] 1. From the PowerForms Library tab, select the PowerForm to copy by
clicking the check box adjacent to the PowerForm name (the user can select multiple
PowerForms in the list) and click Copy, the list of all DocuSign senders associated with
the account appears.

[00194] 2. Select the sender and click Select to continue.

[00195] 3. Click Save to save the change.

DELETING A POWERFORM

[00196] PowerForm administrators can delete PowerForms from the PowerForms
Library. However, any data associated with the PowerForm may be lost when the
PowerForm is deleted. If the user wants to retain the PowerForm data, the user can
retrieve and save the data or just set the PowerForm status to Inactive.

[00197] 1. From the PowerForms Library tab, select the PowerForm to delete by

clicking the check box adjacent to the PowerForm name (the user can select multiple
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[00186] 3. Cdick Save to save changes. REPLACI NG A POAERFORM TEMPLATE
[00187] If the Power Fornms adm ni strator wants to update the DocuSi gn

t enpl at e woexotiviassEad Wi th t he Power Form they can do so pgTaiscakioni®on t he
tenplate file name and downl oading the tenplate to their |ocal nachine.
They can then edit the tenplate in DocuSi gn Professional and then upl oad
the new tenpl ate. [00188] 1. Fromthe PowerForns Library tab, select the
Power Formto replace the tenplate for by clicking the check box adjacent to

the POWEV F%%FW ace gr;[ t@l?l Zgl”tldnccil%j%é)%ﬁtk e?l;[e S l t I sefo c& a{ma 10g%f he d%lego | i st)

and click éte OX appear

[00189] 2. Sel ect a new tenpl ate for t he PovverForm and cI i ck Save [00190]
3. dick Savidhipvesiasmy he change. [ 00191] When a new DocuSi gn tenpl ate

i s upl oaded for the PowerForm all signers who have an ol der version of the
Power For m wi | [00888]pr @s@ltke@Kwh ddictt He Popddioad oPORabowardst the ectgingn and wi | |
be processed based on the updated tenplate (e.g., nodified authentication
met hods, r OUMBERPING 4 POIVERFOBMIN ANYERPAGHE t he under|yi ng PDF docunent is
repl aced, the Power Forns adm ni strator mnmaking the change may need to nake
sure the new yns9on Thassct b ssRomEhd dpr@sia(caiol cflioeh dvithantgs )ibras; dnbielicd d
version or the PowerFormmay fail. COPYI NG A PONERFORM [00192] A

Power For m agpi skt 0diglo8 i b8 Ui bl dﬁ'd%ﬁPaPUﬁE 12k tRnEPWREFBITLAPr the
pur poses of assi gnl ng t he PowerFormto fferent senders. A uni que copy of

the P F ted f 1. Fro
bover Por m i sprrS e 8 8 cof iR e HETY ingn easll o et eaf R check

box adjacent to the Power For m nane (the user can select multiple PowerForns
in the |isthTHhsniopetcard edpyto a Webpisst of all DocuSi gn senders associ at ed

wi th the account appears.
EXAMPLE COMPUTING SYSTEM

[00200] FIGURE 5 is a block diagram of a computing system for practicing
example embodiments of an electronic signature service 100. In the embodiment shown,
the computing system 500 comprises a computer memory (“memory”) 501, a display 502,
one or more Central Processing Units (“CPU”) 503, Input/Output (“I/O”) devices 504
(e.g., audio processor, video processor, keyboard, mouse, CRT or LCD display cards or
drivers, and the like), other computer-readable media 505, and network connections 506.

[00201] The electronic signature service 100 is shown residing in memory 501.
The electronic signature service 100 interacts with client devices 120-121 and the Web
server 130 via a network 550. In other embodiments, some portion of the contents and
some of or all of the components of the electronic signature service 100 may be stored on
and/or transmitted over the other computer-readable media 505. The components of the
electronic signature service 100 preferably execute on one or more CPUs 503 to manage

electronic signature processes, as described herein. Other code or programs 530 (e.g., a
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[00194] 2. Sel ect the sender and click Select to continue. [00195] 3. dick
Save to save the change. DELETI NG A PONERFORM [ 00196] Power For m

adm ni st rabansl/Bes19del et e Power Forns from t he Power For neCiLiuscanp4o2iowever ,
any data associated with the Power Form may be | ost when the PowerFormis
deleted. If the user wants to retain the Power Form data, the user can
retrieve and save the data or just set the PowerForm status to Inactive.
[00197] 1. Fromthe PowerForns Library tab, select the PowerFormto delete

by clickin check hox i nt. taq the.Power Form n he ;user . can

oal oot mul OV e SBOe SR s A AETRY) e G R R P b e St s s
for confirmati on of the deletion of the PowerForm [00198] 2. Cick OKto
del et e t he BWEPEOh #/Fo e teomempiyel0lt til RIETTASH, CERBEDDIRGOAMOSAERFORM
IN A WVEB PAGE [ 00199] The user can sel ect the appropriate Power Form

wi t hi n t he CPBy &y Odmdtccoricak nome phise ‘chmpdrstits buFH@ARE A naiyadod §e wickdnt e
displayed with a URL link to the Power Form and HTM. sni ppet. The user can

copy and pagilyespbdific ilblemBnt@ione Bt bxa@ipld, REmbS@IbogialRnQ oYy hdreprbUidd ot ppet
and add it to a Web page. EXAMPLE COWPUTI NG SYSTEM [00200] FIGURE 5 is a

bl ock diagr&HkﬁkpgmﬁgﬂpH&&@g0§g§§%%h£?m2practicing exanpl e enbodi nents of

an el ectronic signature service 1 n the enbodi ment shown, the conputing
Syt em 520 CSRCS BRI S RS RO ) 55,
504 (e.g., audio processor, video processor, keyboard, mouse, CRT or LCD
di spl ay cardectignicdigngteicservapgdpilivation egramgatadaced oMplit 2l2- Teawsgbinterfreddi a 505,
and network connections 506.

(“UT”) manager 511 provides a view and a controller that facilitate user interaction with

the electronic signature service 100 and its various components. For example, the user

interface manager 511 provides interactive graphical user interface elements such as those

described with respect to FIGURES 4A-4N. As discussed, such user interfaces allow

users to create and manage templates that represent electronic signature processes.

[00203] The API 512 provides programmatic access to one or more functions of

the electronic signature service 100. For example, the API 512 may provide a

programmatic interface to one or more functions of the electronic signature service 100

that may be invoked by one of the other programs 530 or some other module. In this

manner, the API 512 facilitates the development of third-party software, such as user

interfaces, plug-ins, news feeds, adapters (e.g., for integrating functions of the electronic

signature service 100 into Web or mobile applications), and the like. In addition, the API

512 may be in at least some embodiments invoked or otherwise accessed via remote

entities, such as by code executing on a remote client device, to access various functions

of the electronic signature service 100. For example, an application on the client device
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[ 00201] The el ectronic signature service 100 is shown residing in nenory
501. The electronic signature service 100 interacts with client devices
120-121 awo 20hie1sesab server 130 via a network 550. |n ot reT/USpdnodiorent s,
some portion of the contents and some of or all of the conponents of the
el ectronic signature service 100 nmay be stored on and/or transmtted over
the ot her conputer-readabl e nedia 505. The conponents of the electronic
signature service 100 preferably execute on one or nore CPUs 503 to manage
el ectronic nat u RF S d b er rograns
530 (e g . 2VER IGHRREER G yEIIERE TR RELT e U8 KRS P he
data repositories, such as data repository 520, also reS|de in the nenDry
501, and pr@?@ﬁ%ﬁ?@? BRUHEF Balorin dieniseraidy iatocbiid-pats apricatings nd §pas a8t nor e
of the conmponents in FIGURE 5 may not be present in any specific

i npl enent at ¢oofigurbdto imkearpiveh tisotietroni sdinaterst srvieyl 00db npkevi dest sethepf

conput er -readabl e nmedi a 505 or a display 502. [ 00202] The nenory 501
al so i ncl ud@s dactis@rfundiibilitpsQil FAORFEH ﬂ&lcbn@fatcbf@ﬂleet@mmm.c signature
service application programinterface ("API") 512. The user interface

("U*") manage 00234'1 p'ﬁpvdnd%§an?]plé/ | E¥haNtknf SQHIIEJn%tLﬁH \glgé‘to G bl @ user

interaction t'he el ectronic S|gnature vice 1 I'ts various
conmponent s. For exa -t he us erface a 511 |des

DB acti ve GRLEh SRR (08 UF AaRrubE! dhuoin e ST S AR, Fied wi th
respect to Fl GURES 4A-4N. As di scussed, such user |nterfaces all ow users to
create and sramalye the vsciaens stdnature éfpwé@elrw apeder ontlemaitgghas wr enghivecesses.

[ 00203] The API 512 provides progranmati c access to one or nore functions
of the el ecéxcanitte Ringingtourtie: SPU\S08.ealdif}0witlFone @xasplsatic bhéyndhlic BkZrigyay
provide a programmatic interface to one or nmore functions of the electronic
signature sgr é/th&eenlﬁghrﬁaﬁst tﬂ@ﬂepﬁoﬂl@\é%%eb%r\%@lm n{agteoeohﬂﬁém&ft&gﬁéim 530
or sone ot her nDduIe I'n thls nanner t he API 512 facilitates the

devel opnent. of as_us |nte C i ns,
nove  beds, MpfitlrLoREy by Pyt P SRS S SE GRS,
signature service 100 into Wb or nmobi | e appllcatlons) and the like. In
addi tion, thY- Mpengalba pnge plprpgranmingdanguagss FoOWHBIGHT HERRX b poRRd for
othermﬁse accessed via renote entities, such as by code executing on a
renot e cIianmkm&mﬁm§$whemmq@&m%mﬁmﬁmus functions of the electronic
signature service 100. For exanple, an application on the client device 121

may upl oad si gipabsir e ndaddio thet dibodRhenBldoscriRe abRle mdy2ali®¥e HrE@urb® in

configured to provide code nodul es that can be integrated into third-party
applicatio Iy t h ctr

si gnature giréﬁggﬁggdné&ﬁ%%ge %gqpﬁggﬁgsgﬁéﬁ%%&%% g eg%?wggg? CR%Htonallty
avai l able within the context of other plications. % In an

exanpl e enb%?&ieﬁé%ttpeerctar?ﬁﬁfné‘ﬁtng’/grr%’dﬁﬂee%f %Pret%@%t%étsre&m ??C]% gHag dreservi ce
100 are inplenented using standard programm ng techni ques. For exanple, the
el ect r oni ¢ ®PEYNERUs. Sover ¢nbalim@ls may dxecutensbemeantbdams agnthenduyly,' and
execut abl e running on the CPU 503, along with one or nore static or dynam c
l'ibraries. domminite @MHpatéstmRtpassidgpipey, eighd19 v Othet Gotahikieatide tachaigust00 may
be inplenented as instructions processed by a V|rtual machi ne that executes

as one of fRge Ot fRE: PRAGIATS c%age em%séatfmd "l 98 RlorREP IHAMTLOP

| anguages known in the art ntlng such exanpl e

mbodi t th ts d b b
2190 b ot FERIPLN RS oot DL it ik W eﬁhgtmﬁ?q%%t%/a@gt% ye

mul tiprogrammng, multithreading, client-server, or peer-to-peer, running
on one or niilackievaihe descriedtiechBideesch havi ng one or rmore CPUs. Sone

enbodi ments nay execute concurrently and asynchronously, and comruni cate
usi ng nessage|[(®286)i nGurtipirpers, insogk ahhodiatenef Joare of atill fecatipotentsathid ques.
Al so, other functions could be inplenented and/ or performed by each
conponent / naduic s%'ﬂﬁltuferbef;ulcfef 180 &y 1R ?feﬁwnt@@ e 6vided ISR tmanners, such
conponent s/ nodul es,” yet still achieve the described techniques. [ 00206]
Furthernore, in sone enbodlnents, sone or all of the conponents of the

el ectronic signature service 100 may be inplenented or provided in other
manners, such as at |east partially in firmvare and/ or hardware, including,
but not limted to one or nore application-specific integrated circuits
("ASICs"), standard integrated circuits, controllers (e.g., by executing
appropriate instructions, and includidsg mcrocontrollers and/ or enbedded
controllers), field-programable gate arrays ("FPGAs"), conpl ex
programuabl e | ogi ¢ devices ("CPLDs"), and the like. Sonme or all of the
systentconponents and/or data structures may also be non- tran5|tor|Iy

o, N 1 o T T T T I 1 I I T Y



[ 00208] Enbodi nents of the invention may include or be inplenented in a
vari ety of conputer-readabl e nedia. Conputer-readable nedia can be any

avai | abl ewomdiizaistsiat can be accessed by a conputer and iPoTiusdes/obatish

vol atil e and nonvol atil e nmedia, renovabl e and non-renovabl e nedi a. By way
of exanple, and not limtation, conputer-readable nedia nmay conprise
conput er storage nedia and conmuni cati on nedi a. Conputer storage nedia

i nclude volatile and nonvol atile, renovabl e and non-renovabl e nedi a

| mpl ement edasI ?E?smf)arti ]@hgl% I;VB}'eea% f(‘)?l‘lgrg%arfe,o o Cllsl&igé,%gle noqflinqlitgzi 3y maetolr %r(])reSUCh as
conput er - r eadabl'e "I ns uctlons, data structures: progran1nndﬁ1es or ot her
data. Conputer storage nedia includes, but is not limted to, RAM ROM
EEPROM f | a@RlsAbREPRECHC ipfewated sirbisy A UERnotiHgd ieperpef/cirghilyi airolrs sati | e
di sks (DvD) or other optical disk storage, magnetic cassettes, magnetic

t ape, magnetigc by skeattiog aqperopriatot metructraign ednidc insludmggmicdenpnicdlrs end/any ot her
medi um whi ch can be used to store the desired information and which can
accessed byergapdt eEontGRENINIfRRLprogamBAbR (3R Calrdyy ePRAASY, complex
conput er -readabl e i nstructions, data structures, program nodul es or other
data in a d | o »2S rier v r sport
mechani sm ngg%%%ﬁﬁ%egg%nék%% éf%%%@%% g@l?@ep§§§%)|a$r%ﬂe&%g§nﬂk%ggulated
data signal” neans a ?i nal that has one or nore of its characteristics set
or changed SHPSLEN hipsArarmied Tesman e T BINIEPOHOTRR o5 $2SR R ® By way
of exanple, and not limtation, comrunication nmedia includes wired nedia
such as a wixcedabieonmiher gnachineeeadatip rsefiweigningeiction, onpeioiiree degls opedi a such
as acoustic, RF, infrared and other wirel ess nedia. Conbinations of the any
of the abovengheurddallsmdiani (et uded hird [isk; b heens@ope cofpaoimpttverk beadabl e
medi a. [ 00209] According to one or nore enbodi ments, the conbination of

sof tware or .AeRPWiEEssexREtk BPbicd B8t FMREHIQRE n¥dhih; dr GYIRIE iR At e
mediumresults in the creation of a machine or apparatus. Simlarly, the

execution of .software or conputer-executabl e inpstructions by a cessing
dovi ce. resuPts i Eher SIraSEIBnirge o “edhfmesrsr Loshiekbl ety SRS b

di stingui shable fromthe processing device, itself, according to an

enbodi ment . flash njeowon dqvicehre ssip SARheN spnfigyre the comppiar-tradpdicsmeBm Ager a
conput er-readabl e mediumis transforned by storing software or

conput er - ex@cuirabbre asststaradcdonpgng bgreeonor davicewis execate prr atlessisngsdeni ce i s
transforned in the course of executing software or conputer-executable

i nstructi onsrovidéthe teb @8RS tYperfotm lalch @ stife bNEE SRR bdhdlquas. Kbfmslhr 8br Of data
i nput to a processing device during, or otherwi se in association with, the

execution o r s l.e ins ' - e cessing
device is t%%%g%%¥§%ﬁpﬁﬁ?%%gyg%§3% §§¥h%$a§3525%%&g5%%ﬂ€g'Jgiggagépsuch
execution. This second data_set may subsequently be sftored, displayed, or
ot herwi se ciuficeatdets PBLECH atqag&%fwmrilaﬂ?de& ?fsulaaébof% 8" iAlesk Oh diFtat he
above exanpl es, may be a consequence of, or otherw se involve, the physical
al t er ati on wbpageied isignal) oft agvagoirpudtcemputerartadsble madinissmon Swdhintsy whsharamat i on,
al luded to in each of the above exanples, may al so be a consequence of, or
ot her w se | tAvD ki@ miftdde iRMMsigCakosalvifiai-basd ahd wid/cepiappbe mddhesstal es of
regi sters and/or counters associated with a processing device during
execution rs I - i Ve cessi ng
dovi ce. LB G e T R Bk e oW ce. b
i npl emented _according to. el enents described in co-pendin nd co nly
owned U'S. REGPE st SRHTERIEE o FERSh S TP SGOR A EHES T BBy
incorporated by reference as if fully set forth herein. ~ [00212] This

pat ent appl irkaathadorins i gthaierehpdingengie degardiaglprranbedingpiseof dnhdisilerrmmaof t he
present invention. It is to be understood that the use of absolute terns,
such as " musiprictited With Sthandniphier $yisteam, coaigutidns.as specific quantities, is to
be construed as being applicable to one or nore of such enbodi nents, but

not necessarily to all such enbodi nents. As such, enbodi nents of the
invention may omt, or include a nodification of, one or nore features or
functionalities described in the context of such absolute terns. [ 00213]
Wil e the preferred enbodi nent of the invention has been illustrated and
descri bed, as noted above, nmany changes can be nade w thout departing from
the spirit and scope of the invention. Accordingly, the scope of the
invention is not limted by the disclosure of the preferred enbodi nent.

CLAI V5 1. Anmethod in an electrom’c signature service, conprising:



wi t hout use of a Portable Docunment Format processing nodule, creating a
tenpl ate that specifies required electronic signhature data; transmtting a
URL t hat woentl/fsesas t he tenpl ate; receiving a request basedseonibneis
transmtted URL; in response to the received request, preparing a form
based on the tenplate; presenting the formw thin a Wb browser; and
receiving the required el ectronic signature data. 2. The net hod of
claiml1 wherein the received request includes one or nore argunents al ong

with a portio th ransm.t . UR nd_ wher ei.n .preparin he form
el udes populel g EREORERAF B R oAy ST G RRE Gk il o
of claim1 wherein the request is based on a URL that js dynam cally

gener at ed ORPTRPSFIH ENCEIABREBRIE ICAYPHHSSYHFTR SAYIFUEERE T cofteuetigpy £8amplpe veb

br owser . 4. The nethod of claim3 wherein the nodul e executing on the
client devidewtls kaowe cphpputengesystcad, by irhwentg andfoowsefigurations Bhat iy bret hod of
claim1l wherein the request is based on a URL that includes argunent val ues
recei ved fromslate olwigCtht ofvepedil MEBE By a@ ok ligikd g \eendl Rampesscut es

the Wb browser.
server computers, hand-held or laptop devices, multiprocessor systems, microprocessor-
based systems, set top boxes, programmable consumer electronics, network PCs,
minicomputers, mainframe computers, distributed computing environments that include
any of the above systems or devices, and the like.

[00208] Embodiments of the invention may include or be implemented in a variety
of computer-readable media. Computer-readable media can be any available media that
can be accessed by a computer and includes both volatile and nonvolatile media,
removable and non-removable media. By way of example, and not limitation, computer-
readable media may comprise computer storage media and communication media.
Computer storage media include volatile and nonvolatile, removable and non-removable
media implemented in any method or technology for storage of information such as
computer-readable instructions, data structures, program modules or other data. Computer
storage media includes, but is not limited to, RAM, ROM, EEPROM, flash memory or
other memory technology, CD-ROM, digital versatile disks (DVD) or other optical disk
storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic
storage devices, or any other medium which can be used to store the desired information

and which can accessed by computer. Communication media typically embodies

computer-readable instructions, data structures, program modules or other data in a
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WO 2011/ 156819PCT/ US2011/ 040218 6. The nethod of claim11, further
conprising: after transmtting the URL that identifies the tenplate,

nodi f yi ngwoheltreegibat e t o i ncl ude additional required elPeTtusemil®4®ignat ure
data; and in response to the received request, preparing the formto

i nclude controls for receiving the additional required electronic signature
data. 7. A systemconprising: an electronic signature service conputer
configured, wthout use of a Portable Docunment Format processing nodul e,

to: transm hat identifies.a template that specifies required
erect o ¢ BpBHEFHAL il Sl G2 HERR BN BBe CREFRU PO BRI

I n response to the received request, prepare a form based on the tenplate;
any information delivery media. The term “modulated data signal” means a signal that

has one or more of its characteristics set or changed in such a manner as to encode
information in the signal. By way of example, and not limitation, communication media
includes wired media such as a wired network or direct-wired connection, and wireless
media such as acoustic, RF, infrared and other wireless media. Combinations of the any
of the above should also be included within the scope of computer-readable media.

[00209] According to one or more embodiments, the combination of software or
computer-executable instructions with a computer-readable medium results in the
creation of a machine or apparatus. Similarly, the execution of software or computer-
executable instructions by a processing device results in the creation of a machine or
apparatus, which may be distinguishable from the processing device, itself, according to
an embodiment.

[00210] Correspondingly, it is to be understood that a computer-readable medium
is transformed by storing software or computer-executable instructions thereon. Likewise,
a processing device is transformed in the course of executing software or computer-
executable instructions. Additionally, it is to be understood that a first set of data input to
a processing device during, or otherwise in association with, the execution of software or
computer-executable instructions by the processing device is transformed into a second
set of data as a consequence of such execution. This second data set may subsequently be
stored, displayed, or otherwise communicated. Such transformation, alluded to in each of

the above examples, may be a consequence of, or otherwise involve, the physical
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present the formw thin a Web browser; and receive the required electronic
si gnature data. 8. The systemof claim7 wherein the transmtted URL is
i ncl uded wo 2a11V¥b818i t e accessed by the Wb browser. PET/USh@ 19yt m of
claim7, wherein the electronic signature service conputer is further
configured to transmt the received electronic signature data to one or
nore recipients specified by the tenplate. 10. The system of claim7,
wherein the tenplate specifies usage restrictions, and wherein the

el ectronic sjgn ervi.ce {s.further nfi gur.ed t.o.enfaorce the
asage st risENghAr fortEl oSS REMRLL R Sl len SERHBNESH RuL TS
restrictions specify a maxi num nunber. of tinmes the tenplate can be used for
el ectroni c €l ﬁéﬁfr%’oﬁ% FHEYES, may alsp e arppnseqpencs piopr em%we?l}wam tthfer
conprising: a client device that executes the Wb browser and that is

conf i gur ed, physicd alitratigeofpfor gxaple.dhd datBoeiumgsttrs Bod/matoupreocaswiang witdul e,

to: receive the transmtted URL; dynam cally generate the request based on
the transm 4 pcestt devide dubil; UekéclGorPorRsoflva i RoRp @@t Rabldinkhectighgyr at ed
request; and transmt the request to the electronic signature service
conmput er. - temof claim12, wherein the client device is
further cont ?Bég%ségggeg%gcute a nodule in the Web browser that dynam cally

generates the [JOS([‘]HGS Em%%g'?n%ntg rg)f ttlpeein;[fern%gr? %agltir?cqu el%l?'otherwise be implemented

according to elements described in co-pending and commonly owned U.S. Appl.
No. 12/176,265 filed July 18, 2008, which is hereby incorporated by reference as if fully
set forth herein.

[00212] This patent application is intended to describe one or more embodiments
of the present invention. It is to be understood that the use of absolute terms, such as

2 e,

“must,” “will,” and the like, as well as specific quantities, is to be construed as being
applicable to one or more of such embodiments, but not necessarily to all such
embodiments. As such, embodiments of the invention may omit, or include a
modification of, one or more features or functionalities described in the context of such
absolute terms.

[00213] While the preferred embodiment of the invention has been illustrated and
described, as noted above, many changes can be made without departing from the spirit

and scope of the invention. Accordingly, the scope of the invention is not limited by the

disclosure of the preferred embodiment.
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14. The system of claim 13, wherein the nodule is a script executing in the
Web browser. 15. The systemof claim 12 wherein the client device is
further cwof2opgursesiot o: coll ect data val ues from a user eCTiuseoialokemns

device; and include the collected data values as the one or nore argunents
in the generated request. 16. A conputer-readabl e storage nmedi umt hat

i ncludes instructions configured, when executed by a client device, to
performa nmethod for interacting with an el ectronic signature service, the
met hod conprising: wthout use of a Portable Docunent Format processing
nodul e, receiving a URL that identifcCeaIsistenpl ate that specifies required
el ectronic signature data; transmtting a request based on the received

URL; receiving a formprepared based on the tenplate; collecting the
required el ec fonAEwgpéHh@Uﬂ%maéFégﬂyuﬁﬁ@géﬁt%ﬁ@”@%& received formin a Wb

browser executi ng Oph(}upﬁ"secolfa tab(iiee occu%ien?ﬁormahgrgcne%srﬂlgt rtno&g the collected

data to the el ectronie signa ure serv
creating a template that specifies required electronic signature data;
transmitting a URL that identifies the template;
receiving a request based on the transmitted URL;
in response to the received request, preparing a form based on the
template;

presenting the form within a Web browser; and

receiving the required electronic signature data.

2. The method of claim 1 wherein the received request includes one or more
arguments along with a portion of the transmitted URL, and wherein preparing the form

includes populating the form with the included arguments.

3. The method of claim 1 wherein the request is based on a URL that is
dynamically generated by a module executing on a client device that executes the Web

browser.

4. The method of claim 3 wherein the module executing on the client device is a

script executed by the Web browser.

5. The method of claim 1 wherein the request is based on a URL that includes
argument values received from data collection performed by a client device that executes

the Web browser.
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17. The conputer-readabl e storage nedi um of claim 16, wherein nethod
further conprises executing a nodule in the Web browser that dynam cally

gener at eswbhe1vsegiest based on the transmtted URL. PL8/UST018/040218
conput er -r eadabl e storage nmedi um of claim 17 wherein the nodule is a script
executing in the Wb browser. 19. The conputer-readabl e storage nmedi um

of claim 16 wherein the nethod further conprises: collecting data val ues
froma user of the client device; and including the collected data val ues
as the one or onorBrecangurieriickhin i, fulteergemerisbted r equest .

after transmitting the URL that identifies the template, modifying the template
to include additional required electronic signature data; and
in response to the received request, preparing the form to include controls for

receiving the additional required electronic signature data.

7. A system comprising:
an electronic signature service computer configured, without use of a Portable
Document Format processing module, to:
transmit a URL that identifies a template that specifies required
electronic signature data;
receive a request based on the transmitted URL;
in response to the received request, prepare a form based on the
template;
present the form within a Web browser; and

receive the required electronic signature data.

8.  The system of claim 7 wherein the transmitted URL is included in a Web site

accessed by the Web browser.

9.  The system of claim 7, wherein the electronic signature service computer is
further configured to transmit the received electronic signature data to one or more

recipients specified by the template.

10. The system of claim 7, wherein the template specifies usage restrictions, and
wherein the electronic signature service computer is further configured to enforce the

usage restrictions.

11. The system of claim 10, wherein the usage restrictions specify a maximum

number of times the template can be used for electronic signature purposes.
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12.  The system of claim 7, further comprising:
a client device that executes the Web browser and that is configured, without
use of a Portable Document Format processing module, to:
receive the transmitted URL;
dynamically generate the request based on the transmitted URL, by
including one or more arguments in the generated request; and

transmit the request to the electronic signature service computer.

13. The system of claim 12, wherein the client device is further configured to
execute a module in the Web browser that dynamically generates the request based on the

transmitted URL.

14. The system of claim 13, wherein the module is a script executing in the Web

browser.

15. The system of claim 12 wherein the client device is further configured to:
collect data values from a user of the client device; and
include the collected data values as the one or more arguments in the

generated request.

16. A computer-readable storage medium that includes instructions configured,
when executed by a client device, to perform a method for interacting with an electronic
signature service, the method comprising:

without use of a Portable Document Format processing module,
receiving a URL that identifies a template that specifies required
electronic signature data;
transmitting a request based on the received URL;
receiving a form prepared based on the template;
collecting the required electronic signature data by presenting the

received form in a Web browser executing on the client device; and
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transmitting the collected data to the electronic signature service.

17. The computer-readable storage medium of claim 16, wherein method further
comprises executing a module in the Web browser that dynamically generates the request

based on the transmitted URL.

18. The computer-readable storage medium of claim 17 wherein the module is a

script executing in the Web browser.

19. The computer-readable storage medium of claim 16 wherein the method further
comprises:
collecting data values from a user of the client device; and
including the collected data values as the one or more arguments in the

generated request.
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