WO 2006/ 066175 PCT/ US2005/ 045869 RFID TAG W TH MODI FI ABLE AND REVERSI BLE
READ RANGE BACKGROUND Description of the Related Art [0001] RFID
technology is well known. An RFID tag may be an integrated circuit 5 with
a tag insert or an inlay including an integrated circuit attached to an
ant enna. AWVORIPPSIBader/ witer sends out el ect romagneth @ RAWELEY an RFI D
tag that induces a current in the tag's antenna. The RFID reader/witer
may be a fixed device or a portable device. The tag nodul ates the waves
and may send information back to the RFID reader/witer. Additional
information about the itens the tag is attached to can be stored on the
tag. The 10 tadRWEyTAEG PATE MODIFIABLEVWND RISHREBRE REAIDBANG cal | y have
no power source, and rely upon the energy delivered by the interrogation

signal to tﬁrmgo@r@ﬁream of information. Active RFID tags nay have a

power sour direct current (DC) battery. Information may be
exchanged between the tag and the RFID reader/witer through either

i nductive mg@{# 08 oPthdRrakagatter. RFID systens may use nmany different
frequenci eS, bu generalTy the nost common are |ow (around 125 KHz),
high (13.56 MHz), ultra-high (850-900 MHz), and m crowave (2.45 Ghz).

[0002] RFI ?)@_Y]St e REINREhRSIof] ik bieB Ro¥ R ASRSIINMABEndNR MUhtesRied cp@at | on of
articles o interest, inventory control and tracking, asset tracking and

recovery, Wtﬁ%‘f&gﬂﬁser{@f%fiﬁﬁiﬁﬁfu&ﬁgQﬁ“fr%%rat&d[ @it B8a 0@ eSar dhteaHPPAY chai ns,
paynent systens, and the |ike. An 20 D tag may store information that

TR i h AR v e Lo L
exanpl e af §:Pthe %Q’siahf‘egha. | The RFID reader/writer may be a fixed device or a portable device.

The tag modulates the waves and may send information back to the RFID reader/writer.

Additional information about the items the tag is attached to can be stored on the tag. The

10  tag may be passive or active. Passive RFID tags typically have no power source, and rely

upon the energy delivered by the interrogation signal to transit a stream of information.

Active RFID tags may have a power source such as a direct current (DC) battery.

Information may be exchanged between the tag and the RFID reader/writer through either

inductive coupling or backscatter. RFID systems may use many different frequencies, but

15  generally the most common are [ow {(around 125 KHz), high (13.56 MHz), ultra-high

(850-900 MHz), and microwave (2.45 Ghz).

[0002]  RFID systems may be utilized to determine the current location of articles of

interest, inventory control and tracking, asset tracking and recovery, tracking

manufacturing parts, tracking goods in supply chains, payment systems, and the like. An
20  RFID tag may store information that may be used for security, access control, and/or

authentication purposes.

[0063] In retail situations it is desirable to disable RFID tags, for example after an item



WD 2006/ 066175 PCTI US2005/ 045869 has been purchased to protect custoner
privacy, disable a security nechanism or enable access to the attached
item A kill command may be used to permanently disable the RFID tag,
rendering the RFID tag unusable. Current RFID tag kill conmmands are usually
per manent YO AWEPSHEr manent and require difficult fixed TSR R ®usability
of the tag. 5 100041 A technique to disable an RFID tag that is |ess
destructive to the tag is desired. BRI EF DESCRI PTI ON OF THE DRAW NGS

[ 0005] Theapb@agichhsdenpiortt dmypmeepieiy, elisabladeestigouechanisn] ersnakierer ous
features and advantages nmade apparent to those skilled in the art by

ref er enci ngedshi® A€ SORPETIEN A ki) @nings mal ®e LOAI06 petmtaBently didableshe at es an

RFI D system according to an enbodi nent of the present invention. [0007]
FIG 2 illjmgbrad esderifg QURERGzamuidle. DunBnlRFIDage ktcomediandy arousaily

enbodi mrent of the present invention. [0008] FIG 3 illustrates a flow

di agram f qfer@heRi dr@eﬁ%ﬁ%rfew dntl @dquare GFTi6lilt ket & @pain Wsnbiinpofthermpt of the
present invention. [0009] The use of the same reference synbols in
different drawings indicates simlar or identical itens. DESCRI PTI ON OF
THE ENH3ORbMAINT ( S td80ER toldisablaen fRETD @ thg idlesaiebpidionto themap isadesirahpeci fi ¢
details are set forth. However, 20 it is understood that enbodi ments of
the invention may be practiced wi thout these specific 2 W 2006/ 066175

PCT/ US200 O def a .~y A0t he nces, well-known nethods,
structuressé—lg@ i L DRAWINGS

[0005] The present invention may be better understood, and its numerous features and

advantages made apparent to those skilled in the art by referencing the accompanying

drawings.

10 [0006] FIG. 1 illustrates an RFID system according to an embodiment of the present

invention.

[0007] FIG. 2 illustrates a flow diagram for an RFID tag according to an embodiment

of the present invention.

[0008] FIG. 3 illustrates a flow diagram for an RFID reader/writer according to an

15  embodiment of the present invention.

[0009]  The use of the same reference symbols in different drawings indicates similar

or identical items.

DESCRIPTION OF THE EMBODIMENT(S)

[0010] In the following description, numerous specific details are set forth. However,

20 it is understood that embodiments of the invention may be practiced without these specific



shown in detail in order not to obscure an understanding of this
description. [0011] References to "one enbodi nent," "an enbodi nent,"

"exanpl e enbodi nent, " "various enbodi nents,"” etc., indicate that the
enbodi nment s% of the invention so described 5 may include a particul ar
feature, stYAE%P¥!"Sor characteristic, but not every erﬁ?gﬁisﬁ@g{f"‘sﬁ@cessari ly
i ncludes the particular feature, structure, or characteristic. Further,
repeated wuse of the phrase "in one enbodi nent"” does not necessarily refer
t 0 t he sandetaishddiotheninstancab,tviadkigiowintmetieogds, sfOGLRE akbtecmepiehbrweinof bagnl ess

ot herw se specified the use of the ordinal adjectives 10 "first," "second,"
"third," etlownihdedsscortidrencatccabsrmaamninjdestanding béthys desdiptat.e t hat di fferent

i nstances of like objects are being referred to, and are not intended to
inply that the objects so described nmust be in a given sequence, either

t enpor al | y[00dplat i Rlefeyencésrio ramkénntgpdiment,” i'an carbpdondvel “sramplremboddid],” Unl ess
specifically stated otherw se, as apparent fromthe foll ow ng 15

di scussi onS$variots ¢rsbalpmnes’ at.ethdichiethdt theemphdintent(beof pacichiicatd dmcribed

di scussions utilizing terms such as "processing,” "conputing,"

"cal cul &t i mgy inchyde tlpertibilkefeatued eructde, ohehadtdriotic, duthicoeverpembelimest of a
conputer or conputing system or simlar electronic conputing device,

st at e machhdessanly ihdhelel tHegpatthalar PR sthatee, A dhRhctéisan Fuethen, thpkaed
represented as physical, such as electronic, quantities into other data
simlarly sRpfesgiifd-iasndbysbditknttdedtnot hlsssardl) rbSOd 4e sah@emboliinledst r at es
an RFI D system according to an enbodi nent of the present invention. System
100 i ncl udgmoagk adde9. frequency identification (RFID) reader/witer 102

havi ng antenna 104 and an RFID device 106 having antenna 108. Any of a
nunber of different |ow profile antenna types may be used for RFID antenna

104 and RFgP1ANt enRased M¥Ri QAREDEB W Re Eelifld82R0RE Q4H8 6 Rlinal adjectives
10 “first,” “second,” “third,” etc., to describe a common object, merely indicate that different
instances of like objects are being referred to, and are not intended to imply that the
objects so described must be in a given sequence, either temporally, spatially, in ranking,

or in any other manner.

[0013} Unless speciﬁcaH.y stated otherwise, as apparent from the following

15 discussions, it is appreciated that throughout the specification discussions utilizing terms
such as “processing,” “computing,” “calculating,” or the like, refer to the action and/or
processes of a computer or computing system, or similar electronic computing device,
state machine and the like that manipulate and/or transform data represented as physical,

such as electronic, quantities into other data similarly represented as physical quantities,

20 [0014] FIG. 1 illustrates an RFID system according to an embodiment of the present
invention. System 100 includes a radio frequency identification (RFID) reader/writer 102
having antenna 104 and an RFID device 106 having antenna 108, Any of a number of

different low profile antenna types may be used for RFID antenna 104 and RFID antenna



106 including, for exanple, a dipole, a |loop, a patch, and/or others.

[ 00151 RFID device 106 receives and processes an RF signal 110 from RFID
reader/witer 102. RFID device 106 nay include power harvesting and voltage
processing circuitry 112, a processor or state machine 114, storage 116, a
modul at or MBS | npedance control circuitry 120. F&REP2HEPHESt i ng and
vol tage processing circuitry 112 may include protection circuitry such as
a diode (net shown) and a voltage regulator (not shown) and an i nductor

(not  shownostifclidee For@xRipis] DMpdle, hifop2Rgatchanger ehasor nore capacitors
(not shown) to generate power to operate RFID device 106, although the

invention is not limted in this context. Storage 116 may i ncl ude

non- vol at i jog13]e- VRFIDedve-e 106 FRBPEYand dhdchaugin Rhgghahv ed froorREI® not |imted
in this context. Storage 116 nay also contain a key for decryption, a

devi ce i deghdchiveitd: 10N RPID &dvaealbs aidl henide pakbdarvesting midheltageguadessing
information. Mdul ator 118 controls switch 122 and is used for upstream

communi cat iRy 13k tR6EHsd: BEsthtd YRBRihOM 4, StoR@t 116, Bintoadiakdt 1 Bimdcont ext,
| npedance control circuitry 120 includes circuitry, for exanple, an

i npedance i SERLE B cidAftry 20T Pé@e&ﬁweg’cﬁ{fgatgmv}zﬂ[t%g rdceseieSdifeliyrynegluci ng or

i ncreasing the read range of RFID device 61 To access RFID device

106, an i %?}{/{nglggé d%:rlg%ct%ngﬁi%hin%)éclpé% a&ﬁ@d@?ﬂéti‘sh@ﬂn)?ﬁ? ﬁ?ﬁt@e&@éﬁlﬁ’ﬁ&/(%ﬂ ter 102

in a vicini devi ce . Upon receipt o interrogation

o RS e g e e ugtoneage. (o

exanpl e, y chahge the inp nce of antenna 108. The

antenna. . 20, RS, L U8 i beAl FYRL 1 REHERES bR &ABESiin e om an

ant enna gn perspecti've,” 1 exanp : m i npedance match for
e, Opon rBRT T ~apr Bk s e St AR AR e BRI EERIEMABES 2T i
he. anttbn RGP P e et iyt i A damer i SeeBn Rl BebE Y20t ng the-
contain a key for decryption, a device identification for signal authentication, and other
such information. Modulator 118 controls switch 122 and is used for upstream
communications, although the invention is not limited in this context, Impedance control

circuitry 120 includes circuitry, for example, an impedance mismatch tap 124, for

15  deliberately and reversibly reducing or increasing the read range of RFID device 106.

[0016]  To access RFID device 106, an interrogation signal may be transmitted by
RFID reader/writer 102 in a vicinity of RFID device 106, Upon receipt of the
interrogation signal, RFID device 106 may update impedance control information, for
example, RFID device 106 may change the impedance of antenna 108. The antenna may
20  be tuned for whatever impedance is convenient from an antenna design perspective, for
example, 2 50 ohm impedance match for normal full range communication with a typical
minimum return loss of 15 dB. Upon receipt of a read range change command, for
example, a soft kill command, impedance control unit 120 may switch an on chip resistor

across the antenna port, reducing its impedance to 30 ohms and thus reducing the



4 WD 2006/ 066175 PCT/ US2005/ 045869 antenna's return |loss to 5dB. The
anmount of inpedance is set in a non-volatile manner such that the read
range remains at a given range until another range command is received.

For exanple, a soft kill comrand nay set bits in a non-volatile nenory unit
whi ch contW@RW64ESconfi gurati on of the inpedance. NotPEU{USHI05P4384%e are
multiple nethods of 5 altering the antenna port inpedance, the present
invention is not limted in this context. The read range of RFID device

106 is redug@saYedi@dositogdshehefdiduet eMtpedibediE sgame honhalatlestahmy unit 112
which in turn requires nmuch higher power levels to function. Wth typical

FCC | i m t afjcpasi th héad rE'x?g‘ferérﬂﬂn@itfa%@&en%nsdlhﬁtiﬂah@tabﬂ Mngeebumiang itheeivedad range
of RFID device 106. 10 100171 The i npedance control information

communi cat eg ek finSlk M@ léllgorﬂﬁs)!nd}ﬁaﬁset Bity TR la@0RRN6labictmdTRES agie whghor t range /
| ong range) or nmay contain nmultiple bits to achieve nultiple read ranges.

By sendi ngg&hﬂl“g%@&hﬁ%@éﬁﬁgﬁﬁhe 1%%(1511@@%5@%9{11@;6 Ao ke heRodt06 may be
|ncreased or decrease exanple, fromone foot to 15 feet and vice

versa. 8?3?5 Hg%ﬁtenHﬁlfﬁérkﬁﬂeHAnlce fééérlesen?ﬂ%ﬁﬁ@ﬁ?s 1ok hHiﬁEJl"Qldcﬁw c&ibadi ments of

t he pr esen Inventio ow an Dtag to remain functional, albeit at

a close r aﬁ]?e reaaaﬁg%pff I%aiﬂ &exmeg aﬁ NEd gL @)ﬂregltféqng tHE Efﬁ%@ﬁ&eomeﬁ(ﬁ&e'r on. This

i s useful exa envi ronnent After 'an itemis

pur chased a0 814 86 ﬁgvaﬁchle @qr&ﬁnr@g Y6, ﬁghe%%&eh?uls GRREBAdwH Ch

r educes th ran one foot or less. The

CCom T BRI ﬁ@‘*ﬂ%«@fﬁ%ﬁﬁg&l@s"@ﬁ ooy AL S

the item rg%’urqﬁg to stock. [0019] In an alternate enbodi nent of the
present in i processing of RFID device 106 may include decryption
and authentication to protect against malicious access

10 [0017] The impedance control information communicated in signal 110 may be a
simple one bit message (short range / long range) or may contain muliiple bits to achieve
multiple read ranges. By sending different messages, the read range of RFID device 106

may be increased or decreased, for example, from one foot to 15 feet and vice versa.

[0018] Thus, unlike full “kill” commands or methods, embodiments of the present

15  invention allow an RFID tag to remain functional, albeit at a close range, and be easily
reconfigured for full range operation. This is useful, for example, in a retail environment.
After an item is purchased, an attached RFID tag is given a “soft kill” command which
reduces the tag’s read range to, for example, one foot or less. The consumer is then
protected from far-field surveillance of the purchased item. If the item is returned, the

20 read range can be reconfigured and the item returned fo stock.

[0019] In an alternate embodiment of the present invention, processing of RFID
device 106 may include decryption and authentication to protect against malicious access

of RFID device 106. Any type of authentication protocol may be used, for example, one-



of RFID device 106. Any type of authentication protocol nmay be used, for
exanpl e, one- 5 WD 2006/ 066175 PCT/ US2005/ 045869 way and two-way
protocols. The invention is not limted in this context. [0020] In an

al ternate enbodi nent of the present invention, RFID device 106 may send a
status or CHARIPR¥ETSon nessage back to RFID reader/w i t'&UFEP8321) FI G
2 illustrates a flow diagramfor an RFID tag according to an enbodinent 5
of the present invention. An RF signal is received by an RFID tag, for
exanpl e, ReRinddevives pt&beold| THeKn2Afon i¥ het Iikkitesiiignial cantext.udes read range
update information. In one enbodinent of the present invention, power is
derived fromthe RF signal for signal processing, block 204.

Al t er nat i vigb3n] t hi dRBhRgmbayirencdfiitkepreseponesntioo RIID, degige h0mwan  battery
or the like. The signal is denodulated into a digital signal and optionally
10 decrypt®dd ablang kor 286umdthen mBdsgpalbatisio BPID oszdbd/wrikui®ient i cat ed, bl ock 208.
If authentication is not achieved, processing discontinues, block 210. If
aut hentication is achieved, read range information is updated according to
the read rf@02) upHHG.e illmdratcsmatfiownliageanefov ed REHD taghaecdRing itgaregmbodinessk 212,
For exanpl e, updated read range information nmay be stored in nenory and/or
used t o5 cosfith®presdncinvempdanaRRdigranisetvaed BBan By IR hanfyr mgtpiee RE® i npedance
of antenna 108, the read range of RFID device 106 may be changed, for

exanmpl e, |@RiRa96DIk MeC TRERE dignilihdlakateay range apadiemisingtial. Ioane be sent
acknow edgi ng successful update, block 214. [0022] FIG 3 illustrates a

fl ow di agr@mddinher8f REpRséAdRhthoM, héwedr iPdREi0EdIfrog thoRABignad frattinaent of the
present invention. An RFID reader/witer transmts an RF signal to an 20

RFI D devi Cﬁocé@éiﬁg%lé’c@%{)t@.-rhﬁeﬂ&i\%}ﬁ RRIRAID ¢dudBsint Ridela hangaoupe atich as a
information. An antenna of the I'D reader/witer is tuned to an antenna
attached tyQtNer R Bed8¥L Gignal [ modulated into a digital signal and optionally
10  decrypted, block 206. The signal is optionally authenticated, block 208, If authentication
is not achieved, processing discontinues, block 210. If authentication is achieved, read
range information is updated according to the read range update information received in
the RF signal, block 212. For example, updated read range information may be stored in
memory and/or used to' control the impedance of antenna 108. By changing the
15 impedance of antenna 108, the read range of RFID device 106 may be changed, for

example, increased or decreased. Optionally, a status signal can be sent acknowledging

successful update, block 214.

[0022] FIG. 3 illustrates a flow diagram for an RFID reader/writer according to an
embodiment of the present invention. An RFID reader/writer transmits an RF signal to an
20  RFID device, block 302. The RF signal inciude;s read range update information. An
antenna of the RFID reader/writer is tuned to an antenna attached to the RFID device. The
RFID reader/writer may optionally receive an acknowledgement signal from the RFID

device acknowledging a successful update of the device’s read range, block 304. Ifnot



RFID reader/witer may optionally receive an acknow edgenent signal from
the RFID device acknow edgi ng a successful update of the device's read
range, bl ock 304. If not 6 WD 2006/ 066175 PCTI US2005/ 045869 received, the
RFID reader/witer may retransmt the RF signal, block 302 and/or |og an
error, bl odKO2BE6{H023[ I n one enmbodi ment, the RF si gF&TUSHOPMAEEY enough
power such that the RFID device can process the signal, update inpedance
control information, and optionally send 5 a status nmessage back to the

RFI D r eadegéaidd! @E Rﬁimreaaewatitef e} BraRhodhaRAkignilE oRF (2 adier g shncl udes
its own power source. The RF signal may include device identification,

aut henti calipnddefags.mation and may be encrypted. [0024[ Although di scussed
above with reference to RFID |ike systems, other types of wireless
conmuni cation systens are intended to be within the scope of the present 10

i nvent i Onvgmj 1Udi RGne ahbtateh, MeRFlsignbltigtluded cnWghgbesssuch aat thAREFED Net wor k
(WLAN) , reless Wde Area Network (WMN), Worldwi de Interoperability for

M crovave gefee eaprbdihday ki legaﬁsrﬁpé%@ﬁ&%ﬂ!ro}%@ﬁniﬂ%y\mdl@pﬁml)senw rel ess
Met ropol i tan Area Networ%n Code Division Multiple Access (CDVA)

cel lular radint ﬁks@ PR& to%’é‘m:‘m Lald/RRitEY 3 ABterdata@od Y&t ahe RBID Mobi | e

Commruni cat1 ons cel lular 15 radi ot el ephone systens, North American

Di gi tal Celd l\/i‘éle"ﬁ{c L@%%@Wﬂ: wetlsiired, ai‘ife@éﬁﬁﬁﬁhﬂ@?mcﬁﬁd@ﬁ@ﬁ@@ iddntfiRafdnyi si on

Mul tiple Access tenms, Extended E- TDMVA) cel lul ar

radi ot el e%ﬁﬁ%\égﬁ% B B&lérﬂi bIIr I#g'?’d(SG) systems | i ke W de-band CDVA

(WCDMWR) , versa ecomruni cations System (UMIS), and
the like, although the scope of the invention is not limted in this

ir rer}?)lpg(r:r:aﬁ ) L[Qﬂﬁﬂ ;g%glﬁo gﬂgga\%s%dr@o@é@ﬂﬁ Al Ofke td REIS KRR Rms Pothér iRfeess [ ink is

wireless communication systems are intended to be within the scope of the present

10  invention including, although not limited to, Wireless Local Area Network (WLAN),
Wireless Wide Area Network (WWAN), Worldwide Interoperability for Microwave
Access (WiMax), Wireless Personal Area Network (WPAN), Wireless Metropolitan Area
Network (WMAN), Code Division Multiple Access (CDMA) cellular radiotelephone
communication systems, Global System for Mobile Communications (GSM) celtular

15  radiotelephone systems, North American Digital Cellular (NADC) cellular radiotelephone
systems, Time Division Multiple Access (TDMA) systems, Extended-TDMA (E-TDMA)
cellular radiotelephone systems, third generation (3G) systems like Wide-band CDMA
(WCDMA), CDMA-2000, Universal Mobile Telecommunications System (UMTS), and
the like, although the scope of the invention is not limited in this respect. In at least one

20  implementation, for example, a wireless link is implemented in accordance with the
Bluetooth short range wireless protocol (Specification of the Bluetooth System, Version
1.2, Bluetooth SIG, Inc., November 2003, and related specifications and protocols). Other

possible wireless networking standards include, for example: IEEE 802.11 (ANSIIEEE

Std 802.11-1999 Edition and related standards), IEEE 802.16 (ANSI/IEEE Std 802.16-



Bl uet oot h short range wirel ess protocol (Specification of the Bluetooth
System Version 1.2, Bluetooth SIG Inc., Novenber 2003, and rel ated
specifications and protocols). O her possible wreless networking
standards include, for exanple: |EEE 802.11 (ANSI/IEEE Std 802.11-1999
Edi ti on andV®&i&P®d’Sst andards), | EEE 802. 16 ( ANSI /| EEE PEEFSEEHI4R97 WD
20061066175 PCT/ US2005/ 045869 2002, | EEE Std 802.16a, March, 2003 and
rel ated standards), H PERLAN 1, 2 and rel ated standards devel oped by the
Eur opean Tgheapangm st e Nearch, 2003 betSrelansitstahodras) (HEPEBRIL ANBI (adid acteteRadi 0
Access Networks (BRAN) meRF (HomeRF Specification, Revision 2.01, The

HomeRF Techpiigal 4 &Eyet%e Evidpdan PRR3mandick@irabrddapenisfiuedBTSNS) , and/ or
5 ot hers. [0025] Real i zati ons I n accordance with the present invention have

been desc rﬁlgﬁ'c%ahdqllla&l@ R cCRONENHrIQ éBR%N) QétheltF @rohQairmRtficationeRevigarbodi nent s
|

are neant to lustrative not i mi ting. Many variations,

modi f i cat i ofns Théiﬁgl'ngk‘g 'T@ehn?cgfbérﬂﬁqt%\é SRBNEE028HE rel ROSFicBifRatiNer sdirngl y,

plural instances nmay be provided for conponents descri bed herein 10 as a
single |ns%ﬁgge Boundari es between vari ous conponents, operations and data
stores”™ are sonewhat arbitrary, and particular operations are illustrated
in the context of specific illustrative configurations. Qther allocations

of functi 8[\,\,6%5'1__' > & aﬂzﬁf&ﬁé 8l RAGLRP iR frédeht inWhntibi RaviehBersRe01n Cl ai M8

that foll y, structures and functionality presented as discrete

conmponent sy, | Qontter}? ofv HC%HE eﬁmﬁl ifn@HtS. a’tfhég@ SmBSmPRs AEPAEARI be dlu8SatieCONMDI ned

15 structure or ese and other variations, nodifications,

addi ti ons, n? pat I(LHHgH I\élteﬁg?}iéa]ngr?%/ moﬁ’f{?at\fgng mdﬁitxt)&eaﬁfﬂﬂﬁow%?neﬁlﬁ Qe NVeNtion as

defined irf

possible. Accordingly, plural instances may be provided for components described herein
10  asa single instance. Boundaries between various cumponents, operations and data stores
are somewhat arbitrary, and particular operations are illustrated in the context of specific
iltustrative configurations. Other allocations of functionality are envisioned and may fall
within the scope of claims that follow. Finally, structures and functionality presented as
discrete components in the various configurations may be implemented as a combined
15  structure or component. These and other variations, modifications, additions, and

improvements may fall within the scope of the invention as defined in the claims that

follow,



What is clainmed is: 1. A systemconprising: a radio frequency
identification (RFID) device and an antenna coupled to the RFID device,
the RFID device conprising: a read range control circuitry coupled to the
antenna; the read range control circuitry to nodify a read range of the
antenna between a first read range and a second read range; wherein the
RFI D devi GgpbLsSis fé'xﬁ?&ﬁi nits operating power froma radio frequency signal
recei ved through {'he’ antenna. 2. The systemas recited in Claiml, the read
range control circuitry to nodify the read range of the antenna according
to aradio fre uency f({@RF) si,g,na_l received on the antenna. 3. The system as
recited in d ai m#SYHHE CPERISPENge control circuitry conprising an

i npedance cont ré)fadi!ﬁjfré%ﬁeﬁcmﬁﬁcétf&% (R&20) N8 aff at RGeAM &tpRed BahMEEN the

first read range and the second read range. 4. The systemas recited in

Cl ai m 3, thED dpectatedR dbndevade comiprisimghpri si ng an i npedance mi smatch tap.
5. The system as rgcited itn d ai m 1, tlhgtrﬁladngange control circuitry
wherein the fit'$t Faé’%c?léﬁodgrflél %’rcgg]{’g W&t 8% second read range. 6. The
system as reci tiérdad réhg donfrol Sif@ithPRIMbAITYR réANfah® oftht @iichhy bétoresdi fy
the read range between three or nore read range distances. 7. The system as

recited i rp @skiead 1angeand RepcopdpaditgPgRy non-vol atile menory to store read
range informat 'Weréiﬁcﬁfevﬁglgﬁgdée&&% ﬁn{oe%?ﬂ'rh gts IS S LEREAT B tRfo 1 N

Claim1, further conprisin arvesti
frequency signal received through the antenna.

2. The system as recited in Claim 1, the read range control circuitry to modify
the read range of the antenna according to a radio frequency (RF) signal received on

the antenna.

3. The system as recited in Claim 1, the read range control circuitry
comprising an impedance control unit to modify the read range of the antenna

between the first read range and the second read range.

4. The system as recited in Claim 3, the impedance control unit comprising an

impedance mismatch tap.

5. The system as recited in Claim 1, the read range control circuitry wherein

the first read range is greater than the second read range.

6. The system as recited in Claim 1, the read range control circuitry to modify

the read range between three or more read range distances.

7. The system as recited in Claim 1, further comprising non-volatile memory

to store read range information received on the antenna.

8. The system as recited in Claim 1, further comprising power harvesting
9



9 circuitry coupled to the antenna to harvest power froma radi o frequency
(RF) signal containing read range update information. 9. The system as
recited in Claiml, further conprising a nodulating switch coupled to the
antenna to send a read range update acknow edgenent nessage on the
antenna. 10. A nethod conprising: receiving, through an antenna of a radio

frequency difeniy &upRidi9Mhd RibBl o0 Sepovier Rsth @ hiieaHRfeHcy (D) ssirgnal  t hat

provi des operating power for the RFID device, the RF signal containing
read rangeonpiring readfrorgeaidels infandatippdat i ng a read range capability of the
antenna according to the read range update information; wherein the read
range update infornmation specifies one of two or nore pre- specified read
ranges. 11. Thed.nthéioghtas as ealitt@dn Ohifd Ri A&, conljeistign inbdulating ewitaor e
pre-specified read ranges conprise a short read range and a | on }rlead
range. 12.°ovpkedipthiomtesate sendaren r@g&i%dm,acwléégﬁ%ﬁﬁaaﬁwepﬁé ¢ ead
range capghil,ty conprises nodifying an inpedance of the antenna. 13. The
met hod as recited in Caim210, further conprising storing the read range
update information in non-volatile nenory. 14. The nethod as recited in

Claim 10, further conprising authenticating the RF signal. 15. The nethod
as recited in geo i‘ﬁf’%@?o‘jfﬁf‘gwéwgconpri sing decrypting the RF signal.

receiving, through an antenna of a radio frequency identification (RFID)
device, a radio frequency (RF) signal that provides operating power for the RFID
device, the RF signal containing read range update information; and

updating a read range capability of the antenna according to the read range
update information;

wherein the read range update information specifies one of two or more pre-

specified read ranges.

11. The method as recited in Claim 10, wherein the two or more pre-specified

read ranges comprise a short read range and a long read range.

12. The method as recited in Claim 10, wherein updating the read range

capability comprises modifying an impedance of the antenna.

13. The method as recited in Claim 10, further comprising storing the read

range update information in non-volatile memory.

14. The method as recited in Claim 10, further comprising authenticating the

RF signal.

15. The method as recited in Claim 10, further comprising decrypting the RF
signal.

16. The method as recited in Claim 10, further comprising sending a read
10



16. The method as recited in Caim10, further conprising sending a read
10 range update acknow edgenent nessage through the antenna. 17. A nethod
conprising: sending a radio frequency (RF) signal containing read range
update information to a radio frequency identification device that
receives its operating power fromthe RF signal; wherein the read range

updat e i nf.QpEBEsRR ﬁgﬁ%f&g&]&ﬁ%&gaf%mogéh Rr8tenRs especi fied read ranges.
18. The nethod ‘as recited Tn aimI7, wherein the two or nore

pre-specified read ranges conprise a short read range and a | ong read
range. 19. The {z}at‘god @S Creci ted in Caim1l7, wherein the RF signal further
contains an authenti® (fq OPT3YE The nethod as recited in Caim 17, wherein

the RF signal igngierwptate fréduendPe(RMt Rpgapsconf@iihgdrdad Edngt mugdhte f ur t her
conprising receiving a read range update acknow edgenent nessage. 11
information to a radio frequency identification device thaf receives its opérating
power from the RF signal;
wherein the read range update information specifies one of two or more

prespecified read ranges.

18. The method as recited in Claim 17, wherein the two or more pre-specified

read ranges comprise a short read range and a long read range.

19. The method as recited in Claim 17, wherein the RF signal further contains

an authentication.
20. The method as recited in Claim 17, wherein the RF signal is encrypted.

21. The method as recited in Claim 10, further comprising receiving a read

range update acknowledgement message.
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