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for use in Conputer System Related Applications [0001] This is a
continuation-in-part application of U S. Patent Application No. 09/693, 605,
filed October 20, 2000 Background of Invention [0002] For various reasons,
or gani zat | ¥RP3HBEHuent | y need to exchange confidential iBHIHNHITEn over a
networ k. Soneti nes organi zati ons establish private networks over dedi cated
| eased lines for this purpose and to avoid use of a public network. A

| eased line is a dedicated point-to-point connection over the telephone
network that is used for, anong other things, routing regular telephone
call's. For exanpl ¢iddkenisleydania &Sy BMmgetIBL ke inQCdaip@ad FQnpr i vat e net wor k
connections between regional offices and corporate headquarters, carrying
only informatiheR AbRbudns i Ntended to be sent between the regional office
and the headquarters. [0003] A leased Iine may al so be used.to connect an
or ganhobaf | on t o Bk ik PESkRSK o RLPAHGEDIRERY LHES. PdidnBRYplicdii NoSE/ERHIEGIE 1 1S
custoner to a public network, such as the Internet. Wth a connection to a
public net wptkberaoCldsd.omer may send and receive nessages to any other party
al so connected to the public network. This has advantages of convenience
and | ow cosBadkgloahd dfenveht@ondedi cated, private | eased |ines, because only a
single connection to the | SP nust be nmintained. However, a network user
has nuoob] | ess camt vlouOoNd, Hri@fizuebris GRquEa neadd ek chasde\veafideanist Inf@mmishl i C
network than a user has over data sent on a private | eased |ine.

Speci fi cal | yyer b Ret@orkp Bhétines efgmizdionsaperlah pivateaktwoeks woerdedicatedqerisqtiped  t hat
routes information between an arbitrary sender and receiver nmay intercept
t he i nf or matdr s punesesnd o neidivise offa pabigmetvodk. fA/leaded Bk i @ dédicated point-th@pint over a
public network, senders and receivers have no convenient way to police the
behavi or of cinn¢omea 4t elapbinametkvoprtiat ischerdsor, dmong other things, routing regular

telephone calls. For example, leased lines are used to provide private network connections
between regional offices and corporate headquarters, carrying only information that is intended
to be sent between the regional office and the headquarters.

[0003] A leased line may also be used o connect an organization to an Internet Service Provider
{ISP). The ISP connects its customer to a public network, such as the Internet. With a
connection to a public network, a customer may send and receive messages to any other party
also connected to the public network. This has advantages of convenience and low cost relative
to dedicated, private leased lines, because only a single connection to the ISP must be
maintained. However, a network user has much less control over information sent and received
over a public network than a user has over data sent on a private leased line. Specifically, in a
public network, operators of networking equipment that routes information between an arbitrary
sender and receiver may intercept the information and examine it or even modify it en route.
Further, over a public network, senders and receivers have no convenie;nt way to police the

behavior of intermediate network providers.
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conventional wi sdomthat dedicated | eased |ines provide better control
over the privacy and integrity of information, because while it is possible
for a provider of private |leased lines to examne or alter information on
the privat BNk, users of the private |eased |ines REKUSOIMNE6L he
provider is and can establish reasonable procedures to audit the behavior
of the provider to ensure a reasonable |evel of data privacy and integrity.
In a ic netwrk. ljke.the |nterne [t .is jnpracgticable to ensure that
e ot e et PRl e e b gl R AT aro R PSP B EO TRy
R R B Rl Rlob S PR P tin BRI SR e SidIRr" dat @
privacy and°data ’I'ntEgrq Ty BP|va € networks on l'ease Ines are
preferable nvent i o i Kk co ' r | e it is
Prequently PRaraRsEninep i BBl d b SAR0RE R AR ol RER IR R o1 i ng
becomes | MRiGEH ifRlnlGnb Be RSiABNERT b ERBlicn :olBE BR8AHYes Ml A

the substanti al i Nes. AC

connections an expense of |ease cordingly,

ot her means béiafavi&s&f%'a&]@wem efidls ﬂ&%ﬁ(ﬁ&)ﬁ@ﬂ%gh\@/&ﬁ%ﬂaﬁ YRy DE&Dublic

establ i shed. [0006] e of these neans is t friual Private t wor k

(VPN),  Whi ClertiSRFikCihY REQRH: AR Roticb I8 biRurd thl fnleHiMlaiRH Rl ok G5ePRbMvill
connecti on between nodes, including conputers, using a public network,

such as an h&te@Imfd or Bl QR GBltrafy fdssdiE b lon HekpSolichewbAt ernet. Sinilar to a
private network, a VPN involves a point-to-point connection, however,

becaygopsi t Uses T@BGloYDnaekms NS SBvhdyd QME InteBrifUivhie netRbME b |ch@d Afdsak! | sh
the "virtual" connection, a VPN does not require dedicated |eased |ines.

[ 0007] Har dpRfetabRACCoRGntivGE fublE BetWbrd @bnhe@ibad. INREcles, it Q@AY (WRNeS .
However, the hardware and software and particularly staff to properly

oper at.e t hethwht 5f d2éicaididedyed lires foe XIpEhisdriiag bdcORESIpRaRauRe td the sHebfkinbdt 1 S
encrypted and unencrypted at the network | evel at both ends of the
poi nt - t 0- pobfiiccdsiankdediciteddonadcti @ kiad the subsiertabspdnsd ofil¢asidingd. Qacsidinglyan
operating systemof an 2

other means of establishing data privacy and integrity have been established.

[0006]. One of these means is the Virtual Private Network (VPN), which uses cryptography to
create a virtual point-to-point connection between nodes, including computers, using a public
network, such as an Internet Protocol (IP) network like the Intemet. Similar to a private
network, 2 VPN involves a point-to-point connection, however, because it uses encrypted
information over a public network to establish the "virtual" connection, a VPN does not require
dedicated leased lines.

[0007] Hardware and software are widely available to implement VPN's. However, the
hardware and software and particularly staff to properly operate the VPN's can be quite
eXpensive,

[{0008] Because information is encrypted and unencrypted at the network level at both ends of

the point-to-point link, if an attacker is successful in compromising an operating system of an
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attacker has conplete access to all information exchanged in the VPN 2006
Accordingly, the key to ensuring safe, unconprom sed operation of a VPN is
to make sure that attackers and intruders are not able to conprom se or
gai n unaut We&x¥32e864access to the VPN end nodes, [0009] TRETWSIYas569

unaut hori zed access, organi zations use firewalls and sound system

adm nistration techniques. Firewalls filter or restrict the types of

packet s al | guedal & BaSRe: RELNEER,QXLOINAl. BURL b RSEIRLRANd. Y]

5 .
net wor ks. nmus w exchange o easii sone

kets t d f. lic . i . f i to . th
ST e B e e B L o
packets are atpag égs?angiﬁ}qgaﬁg g‘g né[ﬁ” aBllg t& J?)ﬁlpﬂ)%%e'hog FQE E.%ig{hgﬁzeh Q&Es@ to e 9PN end

opportunities cker 0 gal n unau I zed access. The next [evel of
defense is o keep operating systemlevel security layers secure. System
| evel security layers include the pieces of software that require user

hane ?00%9]d pass V\Ofoqfevtsﬂ uﬁéultlﬁw_z&lqa@&gsg Bljggﬁ_ﬁatiaﬂ;qlsé m%wlllis_l%ﬁd so[nquyltlemA common

techni que of attackers to gain unauthorized access is to exploit known

defects ~ LfniGiRefidh leBithih¥s FREWIBHNES dr YeshRYBE Bpes bEpRRet6IAIRCE & pREL
ordinarily caused by hunan errors in the design and inplenentation of the

syst em sof t yak&n cACGAIPAbIRGeMvoridSind inedfl Adborkd) G1kRTE Ctrow e aRBRIoR iRl | abl e it
is inperative to apply the fixes or patches. Mnitoring and tinely applying

fixes and pahHBESS d fad Borhd FACKEsAH indAFFRELHubOE nd0HR th S¥S FR McAdcbligits aki on.
| f patches are not applied, intruders can easily gain access to end nodes.

[0012] | n aglmiit h@Rok® B ofRN; valai ch requires configurati on between endpoints
of a point-to-point |ink, other nethods exist for establishing an
encr ygneld channedccérbinglygh lonh acdorme packxic Arbeidg cxvhangad with thé putitahétatrkpdiat a
public network. These channel protections include protocols |like Secure
Socket s Lay#e ofpfo8liticaks afekers @ gdheinbutfdsizbd accBs. The next level of defense is to keep
operating system level security layers secure. System level security layers include the pieces of
software that require user names and passwords to allow connections and the like.
[0011] A common technique of attackers to gain unauthorized access is to exploit known defects
in operating system security layers. These defects are ordinarily caused by human errors in the
design and implementation of the system software. Accordingly, as fixes for the defects become
available it is imperative to apply the fixes or patches. Monitoring and timely applying fixes and
patches is an important aspect of sound system administration. If patches are not applied,
intruders can easily gain access to end nodes.
[0012] In addition to a2 VPN, which requires configuration between endpoints of a point-to-point
link, other methods exist for establishing an encrypted channel through which to exchange

private information over a public network. These channel protections include protocols like

Secure Sockets Layer (SSL) and Secure Shell (SSH).
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usi ng codes and transformati ons on nessages to render the nessages
unintelligible to anyone other than an intended recipient of the nessage.
In the context of protecting data privacy, the process of rendering a
message unYRt%8P¥Be¢i bl e is called encryption, and the prRSJALE3/E6H69
unscranbl i ng a nessage by an intended recipient to render the nessage
intelligible is called decryption. Frequently, additional information other

t han édigh”essag%f(rgﬁtﬁ%@mr idyS1y USRS EQdeg%gyaH or{ati 63 64 %Qs's?%sw?r ¢ Since

' enchptl gis-li ng a nessSage an ecrypting e unlocking it for

t he i ntende L pl-ent: - i | / : i pting
(e 10t e ekt Bl Ao BT k1, HERLAL A SR OF o SBEUDL | N
i nformati Onofﬂr&edtiﬁ% W Ehrillacy, the BroRLs Bf defMerihd ﬁ%ag{emniﬁlfemgibmipgaﬂ@& LRApudlat a
integrity meaning that data 1S authentic and not altered wth

aut hori zat i gy thdJ6cesd¥¥indeRmBRSLY Beskdde bR BRRel Cdotpentb rdnBf AR REskRE 1S tO
cal cul ate a-nessage digest on the information and to digitally sign the

nmessage di gpsdligivhe RBIRARNFHEE Hreduently! AIBHH In¥orBonQticPidin BE mlssARSsMRY

hash function such as MD5 or SHA-1, which irreversibly produce fixed |ength
out put di gegtused td ﬂ&fﬁbﬂﬁ%‘é&gﬁ&d REssaB. Bk dntrgpoiheli M@ UdtkinkRaRRssh@e@ Pt , @
receiver can re-calculate the nmessage digest on the received nessage and
verify the adcgpadalike unlBykingdt fof fhé MgentiiRreGpigahdinRrdtidn uL0 BRAdriiging 6E
cal cul at ed nmessage digest to the signed nessage digest, the receilver
verifies thé&crypthe iofreibgtlyltalledradeei ved, unal tered, the sanme nessage
originally signed by the sender. [0015] Oher nethods of providing

veri fdoadjt i on of hdaiditionmi pgrdting thepdlacg of iKbyediohiasie isefl foamsurdvbs Bagety of

Aut hentication (HVAC). HVAC is a nechanismthat can authenticate both the
source of afomegpaghktaanegrity Sedniigeige d4tais akihdGs andriot alzed swith antharizatiomy OCnae- way
hash function, such as MD5 or SHA-|I in connection with a shared secret, or
key, to prowaxie essurediesthentiity hEnformation srio cadubinte a thioi@s digeshomths mfdymatiomed i n
connection wth chall enge response protocols in which a response is

conput ed t hawd t¢ ggitally sige thie pigssage digest. Sepesease Higyst irftardndy Ghavtbuwpfeonvewwage.

Aut henticity of 4 )
hash function such as MDS5 or SHA-1, which irreversibly produce fixed length output digests

from messages of an arbitrary length. Upon receipt, a receiver can re-calculate the message
digest on the received message and verify the signature. By verifying the signature and
comparing the calculated message digest to the signed message digest, the receiver verifies that
he or she has received, unaltered, the same message originally signed by the sender.

[0015) Other methods of providing verification of data integrity include Keyed-Hashing for
Message Authentication (HMAC). HMAC is a mechanism that can authenticate both the source
of a message and its integrity. HMACs utilize an arbitrary one-way hash function, such as MD35
or SHA-1 1n connection with a shared secret, or keyl to provide a message authentication code.
HMACs can also be used in connection with challenge response protocols in which a response is

computed that is a function of the secret key and the challenge message. Authenticity of
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recei ver perforns the HVAC cal cul ation on the received nessage and
conpares it to the nessage authentication code sent in connection with the
message. The receiver further can verify that the nmessage originated froma
source thaWoOMd8%88¢# possession of the secret key. HVAC iBETfu$p/15869 descri bed
in RFC 2104. [0016] A key can be a nunber used in a fornula to operate on a
nessage to either encrypt or decrypt the nessage. Qther types of keys

i ncl ude one. tine.pads,..which are |ists. of a re plied . to
reasages t o SRR Trphhit Al Seete e gL e BB MU e 1 st o
keys is usgd I I t ep. ; from bei ng
decrypted by ?d%%%%%ﬂ&%Fzéro%ggﬁéﬁﬁga?%ﬁgﬁﬁggm%géﬁ%ﬁ%ﬁ%m%¥§%ﬁgﬁ%essage,it
S crucial okReRnkaYSy® Whndoat HEEDARES koD ORs AR GRABE L EE IRl RS
Therefore key?gﬁhst %e Exgﬁgnééd %étmeen pgf'?ggato gﬁcfgﬁkggﬁghﬁﬂ i

communi cat i gisdsBorPorHROLEE KIRNARAC i érﬁfs@r%éﬁriﬂ 203y to do this is by way
of a trusted courier that physically delivers keys to parties in a | ocked

bri efisage t her ebykSRaNEd NEBELNE in 2 BREME kd dhelle MRy @elifid 2Rk BhYsi cal
security. However, "physical courier nethods of key exchange ar’e generally

t 00 cunber s@Bmpt Bt A¥isa R DIRXBEADK s inkRBELAk ACHATHIEH Me 1IN ks thdd §reTBY OF
chal l enges in cryptography is the process of key exchange. A popul ar

net hod for gphaPo Hesgpds @yéhclybt dh@ddttyt )| ih GhicB ¥ach RS AP DY of :yexChange a
symmetric key. Public key cryptography uses two kinds of keys to encrypt

and decr ypt used oilponeal OO&bursd &riRkyanfyiied ayize fohiteig aseypidate bshednt 0 be
wi dely distributed and associated with particular entities, and private
keys, whi chothdr@hah fiedmeleldd tetipiast of g nebsageait b cpltiay tod@e eglemit bbthe iRk ofsecur e
manner. Conversely, symmetric cryptography uses the sanme key to encrypt and
t o decr ypt nanfifiterded tecipients| UR:dBre Beps Iviust bl exchanggpbagecaphyieano edcsypld encrypti ng
a message in a public key. Once encrypted in a public key, a nessage can
only be decooppiadaticsiimgsdcive nporer. cQpomanvegicprwayad do thizys bySvayiof atrhsyed 5

courier that physically delivers keys to parties in a locked briefcase thereby ensuring actual

security by way of verifiable physical security. However, physical courier methods of key

exchange are generally too cumbersome, slow, and expensive.

[0017] Accordingly, one of the major challenges in cryptography is the process of key exchange.

A popular method for exchanging keys is to use public key cryptography to exchange a

symmetric key. Public key cryptography uses two kinds of keys to encrypt and decrypt

information, namely public keys, which are intended to be widely distributed and associated with

particular entities, and private keys, which are intended to be kept in a highly confidential and

secure manner. Conversely, symmetric cryptography uses the same key to encrypt and to

decrypt information.

[0018] Public key cryptography works by encrypting a message in a public key. Once encrypted

in a public key, a message can only be decrypted using the corresponding private key. Similarly,
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signature by applying his or her private key to a nessage or typically to
a digest of a nessage, which is a fixed-length piece of information that
uniquely identifies the nessage. A digital signature is verified by
applying tWE0y08prted signer's public key to the signdIABIYEeet er m ne
whet her the signature is valid. [0019] A sinplified use of public key
cryptography to exchange a symmetric key is acconplished in the follow ng

way. One part.y generates . a. new tric key, for. ex |l e using a random
nnber genef SPt Tk R < el ST RPNk S kR S g e
PUDLL G ke aBlealfIE a b DS B8 LRIL o RS SETcck DR BRINR LS fiRBRR0C O

t he i ntende ipire SE&c] pient uses %6 rrva

decrypt the. her eby . A I Y : g C Avhi ch
can )l;g used1d?x§1%§%@§}n ggsggeéﬁ‘ayﬁ%%f}ﬁ 3{5& lﬂ?(?ﬁ%&rlg% I ﬁ}éew 4 {I%%E%f%%\hl
| mpor t ant CQ&‘%ﬂhgsflg%;ﬂQYo&%Biﬁh&@héﬁ?g@éﬁ &E:Prleﬁs%gﬁ(ﬁy cryptography is that a

user of a pub cryptosystem a sender of an encrypted nessage)

uses dbront | ¢ BublfindsGisyPlone SENGIpAREH) Socclshadh SERSI g} St akenl y uses

t he i c key h attack the attacker wll "be’able to decrypt the

message and,iihhllishAME ik oS HIMRYT Dhie SRY selckWaRBw biimélid BRGKST ex@fﬁ?ﬁss to the

secure channel. Further, if the attacker is able to inject hinself or

hersel f i nt @idheacd@dHfber gonekdirS Nextothe pdrfy@n@{itaGk Sfinrfidkic K98k MBHRABES O

the recipient and nount a so called "man-in-the-mddle" attack, in which
bot h sender xegnRdhe GRQIYERciPiekt RV fndshEYendl e € DBIRMRIEC AL indGidel k@giblty TRV Er A
secure channel but in reality are comrunicating through an attacker who
has the abi fetibi¢nttuBesicdiha@riodidl kepdo ldedrypTaR 9R8A8e, #Rrcbh S¥upPRSScdREIREN Ssender
and recipient. Accordingly, the effective use of public key cryptography
requi r es usgirtnetriz Ko whidh antbe usediid feyurt b alianse] pa fitrtheddofimupisiicnc key is the
true public key of the person to whomthey wi sh to conmuni cate. Ensuring
t hat [G02@ubl | ¢ ke imBortdiecondar ihaat applidatiorcoflpedlicikey tigptopgmiyliethatafsgpubdd i ¢ key
validation. 6 9 0 C T 2006 - )
public key cryptosystem (e.g. a sender of an encrypted message) uses authentic public keys of

other parties. If a sender mistakenly uses the public key of an attacker, the attacker will be able
1o decrypt the message and will have the symmetric key allowing the attacker access to the
secure channe]. Further, if the attacker is able to inject himself or herself into the channel in this
way, the attacker can forge messages to the recipient and mount a so called "man-in-the-middie"
attack, in which both sender and receiver believe they are communicating directly over a secure
channel but in reality are communicating through an attacker who has the ability to examine and
alter messages as they pass between sender and recipient. Accordingly, the effective use of
public key cryptography requires users to be able to verify that a particular public key is the true
public key of the person to whom they wish to communicate. Ensuring that a public key 1s the

correct public key is the problem of public key validation.
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val idation problemis to publish the public key in a mjor newspaper and
for users of the public key to manually conpare the public key they are
using to the published nunbers. This systemis quite effective and
occasionafW?“ggﬁﬁﬂin practice. It is, however, sonewhatPGIAS8HIAEH ent and
not conveniently subject to automation. O her public key validation
procedures have been enployed. In a "ring of trust" environnment, such as

t hat dint P : | . - . -manual |y
ot Gt ot T ATy R o L e b Y A L ce

Anot her sol lﬁtaj.opﬂev;sﬁap\éle&lidff&r(ﬁgérg &Eheq;ublm%y 'tocmé?%l)ﬁ?y co:hﬁaﬁa{t}% pqtlg:i kte?{hey are

certificate, Tn which a public key 1s digitally signed, and according to

whi ch user su&ig 1o teRubiish& deB¥es YRS Q3D LEIMIE Bfech B dnli¥cdaBinaRY L@ M drkchity Of a
certificate, and its correspondi ng public key, by validating a the digital
signature offid heves8! bdnfewdatifoonvERRniSh@Ra tolvBnibnily @it Rl B nationd TRGpidlic
preest abl i shed, trusted public key of a Certification Authority (CA).

[0022] The @SlvalMabbosotedSERavelb@h t@blofAr td £ irm@bfust! dvidakmentdsudieR tif@r ver has
an X. 509-formatted digital certificate, which is digitally signed by a
trusted CA, udd8idtie Piogy CAIPrREdyY(PGBTK 8temlahsd@ nay mabGitly @ipvit sr@koBaticallit he CA' s
signature can be verified at the client using a trusted version of the CA' s
publ i c key. impartpoiic/kays dominmySonss mpted bivecek Ayisthafsolptqaith aériflciiod of plitic keys
pre-loaded into the browser. SSH requires an initial trusted exchange of a
server's publthedligi@lcegiicithadt whiah s pibdie Reyandigitdliyaigaaic tindoacrdibgie whitk nierdof of

the server can be verified by the user using conventional public key

t echnol ogy. a pbli2 Bdy chyptwysknm canyerifyidsutherdicthalfranettifipatg eeCtoogespaalingas SSH and
SSL protect data as it is exchanged froma secure node to another secure
node over apybtit bayt balvhlidaiingsebadigtahegnabrden thd-iowidicetr., Thdrmetuehavuhiddted
protectors protect data in transit only. Channel protection technol ogy
cannot pr ot essg aduestaldished, frusted aublio denofdd certifigatend Aothopityd€4¥i nat i on node. And
firewal | and sound system adm nistration technol ogy have proven not to be
ent i (93 ef f ect iTheSFhpkbeqivpry dighelcertifeates7 IS SBCT wolpgpever has an X.509-formatted

digital certificate, which is digitally signed by a trusted CA, using the CA's private key. In an

SSL environment, the CA's signature can be verified at the client using a trusted version of the
CA's public key. In popular browsers, public keys of popular CA's come pre-loaded into the
browser. SSH requires an initial trusted exchange of a server's public key so that in subsequent
transactions, the identity of the server can be verified by the user using conventional public key
technology.

[0023] Accordingly, VPNs and channel protectors such as SSH and SSL protect data as it is
exchanged from a secure node to another secure node over a potentially insecure network.
However, these channel protectors protect data in transit only. Channel protection technology
cannot protect data once it has been decrypted on a destination node. And firewall and sound

systemn administration technology have proven not to be entirely effective in keeping intruders




WO 03/ 098864 PCT/ US03/ 15569 from unaut hori zed access to netmork-c&thCqu$
conputer systens. Thus, highly gaining publicized assaults have been
successful in quickly stealing thousands of credit card nunbers and ot her
confidential information fromvarious web sites, for exanple. [0024] In
sone situatVPd¥888n or gani zation attenpts to protect fi%ggﬂéﬁﬂﬁVQtion keys
and other sensitive data by locating its servers in a physically secure
room equi pped with | ocked doors and surveillance cameras. However, renpte

N1 uders 0o Qe iloliRleadG S35 SnR oLy Andi ROIRICRY AR © access

data stored on-a cOnpany’'s server. Intruders merely need sone Torm of

renote  acceSstictQ &DAHSRIPHRN sclShVR Glfick FUSMnMubibaA RS et Qfd dulbgual | s,
this access can be gained through known exploits, incorporating techniques

i ncl udi ng T i SHRBINGen kPN BRRAbE BOm vhdbudiHsHies, 8 ckdtgigider forges packets to
have fal se | P source addresses. O her techniques include network scanning

whi chipdd@| Ps t o iHedd ditharons bl BBadiavbl ieRy® kdprbed iR ARESFich kefsQAL&herONCe an

i ntruder gains access to one systemon an internal network, 1t becones

possi bl e t qngik{l Alatbyddiig iWRakEE MTPhydiddily Sturt RloBT dydippddeiinabdked Sddfshnds
i ntercepting unencrypted network traffic and using the information gained

fromthe tr affdiltinésraneas FHowererAbies indydtaltthoDiked pie/sicdl laedefkab serteiodms . For
exanpl e, many conmon E-nmil prograns transmt usemane and password
messages uneddedtty piced datn storet Bf) a edspahy's darvea Karhiders elefelysizad soane farin dffemozct ual

val ues. [0026] Once access is gained to key systemresources, i.e. root
access to aawmeswetht compahy'etvadiasitven wih the use clfirawatly, tdeaccdiasands gemdli al [y ful |
access the organi zation's information, including, for exanple, credit card
nunber s, i démugh krsinexpleits, tadrperengtatbniquen ticloting for sanple Mspoafippfin ebiok i al

i nformati on about the organization's patients, custoners, and/or enpl oyees.
Q her exanpheigtrgler forgenpackientoihare folsd Bsommes addressbratOthen techrequeh inglndeergtviwpk

unaut hori zed access include credit card nunbers, bank account nunbers,
soci al secussmyngwindidielps thoidentify systerashavimg @xmieighle defpet- sonal and private

medi cal records. 8 9 0 C T 2008

[0025] Once an intruder gains access to one system on an internal nehwoyk, it becomes possible
to exploit other weakmnesses in the internal network, such as intercepting unencrypted network
traffic and using the information gained from the traffic to access to other systems on the internal
network. For example, many common E-mail programs transmit username and password
messages unencrypted or using easily breakable obfuscation of the actual values.

[0026] Once access is gained to key system resources, i.e. root access to a conventional database
server, an intruder has essentially full access the organization's information, including, for
example, credit card numbers, identifiable medical records, and other sensitive confidential
information about the organization's patients, customers, and/or employees. Other examples of
confidential information that can be obtained by unauthorized access include credit card

numbers, bank account numbers, social security numbers, birth dates, and highly personal and

private medical records.




WO 03/ 098864 PCTI US03/ 15569 [0027] In connection with access to 19 gcr s
i nformation, including access to keys to encrypt and decrypt information,
it is useful to verify identity and authorization of users of the
information and of the software the user is enploying to access the

i nf or mat i oW0 BES¢i ngl y, user authentication and sof t vRGTEISOHESS¢ode,

aut henti cati on schenes have been devised to performthe authentication of
users and code. User authentication can be perforned by, for exanple,

rec ei}gbﬁg a pas SMQBQ]e&gH wihQORA &%g%%ﬂﬁﬂé&cl’l‘fgg HedsProketd E&gyppﬁﬁ%w or bY

irreversibly converting the recelve password | nto another Torma

conpari ng t Re,GARVELIaE. MRS SR ﬁeﬁtﬁﬁﬁd%hﬁﬁﬂti&mw & ke nfolifatios ¥R fl@r m

Simlarly, software conponents”can be authenticated by using, for exanple,

a digital ShERal ¢ Ger KORPRByiAEIROLS A inRERMioA ReLoRH ol \Bdee aft RARANS Und
aut henti cation using signed conponents, however, rely on policy files and

a PKI chai nsgfwid Usdode, dvhQfit 4138 t@bMes HatIcbh @WRBedtb SO forki MR HIRIRRA D f Of
underm ning security that depends on the integrity of an ordinary policy
file. Furt Qs ank BodeO 0RE Glith&ificioh Ban®e TR 1, Fdd 8taniSretdi GRS HpasbvioRd &K
enterprise-level signing private Kkey, an intruder that obtains access to
the enter pr ic&fipaity tk pSss@itid fde WrbdjRbolday bE Bev@hiBle Ronveitigp &eléceisedn rogue

sof tware conmponents. Accordingly, there is a need in the art for nethods
and syst ens pabwaa idtv\@iothecomp aiabipaing ke rbiveadd passwohiab a dore @hsssaorll fnathe f r om
the deficiencies of known nethods and systens. [0028] From a patient's
per spect i ve santdfernt Bimialyesdeareebmponantt dvabe 2ekknicoddy utiog, faresonad, a digedi cal
records can be devastating. For a typical consuner, canceling and replacing
credit car dsignange.aKuosinadthods of navidingrofware mingooent ewdhgpbcagidn bsingtskgpedconpr om se
and potential publication of sensitive nedical information. Further,

t anperi ng wdrhpomeds, baweviemfebr omeoliorfiléssindia Pk adhpiniofifrisy. Unfheunatelyy bere anialsy
violation of privacy and data integrity. Therefore, the protection of
confi dent i aknovwnmheshadaef waermgdnesedualy that dendndsah thedategriisof anetinansliey ffe.cat er
assurance that the custoner's or 9 1 9 OCT 2006 WO 03/098864

PCT/ US03/ 15B5wther, in connection with components that are signed with an enterprise-level signing private

key, an intruder that obtains access to the enterprise-level signing private key can place
signatures on rogue software components. Accordingly, there is a need in the art for methods
and systems of software component authentication that do not suffer from the deficiencies of
known methods and systems.

[0028] From a patient's perspective, the consequences of unauthorized access to personal
medical records can be devastating. For a typical consumer, canceling and replacing credit cards
is a relative minor inconvenience compared to the compromise and potential publication of
sensitive medical information. Further, tampering with medical information is a potentially life
threatening violation of privacy and data integrity. Therefore, the protection of confidential

information, especially medical records, requires a greater assurance that the customer's or




patient's confidential information is secure. Known methods of sedushpg ;
data only while it is being transm ssion do not neet this need. 10 [ 9 E%T
2006 WD 03/098864 PCT/ US03/ 15569 Summary of Invention [0029] A conputer
systemis provided that contains cryptographi c keys and cryptographi c key
identifier¥O0RE8& st em has a repository cryptographi c eRGH/GRI3MIT6R

communi cates securely with a renote cryptographic engine, and the
repository cryptographic engine is associated with a user data store. The

data store i nt%,r];%’lsdcggﬁ Jt'ltial P?ormatlﬁc;nr}sl,( scli.t?]rgl gﬂc@l}oﬁg :iisse&l &Xa org %\ie 1! ?h a

encrypt ed W ec SOCIa

renote data @ﬁ&h&%mmé&nﬁ§ ?ﬁk&&ﬁgmwgey data store includes a session key
encrypted with”a seSS|on ion key. The session key is used to
encrypt and decrypt the renote data entity. The system al so includes a
repository key exchange nodul e operable to exchange the session key with a
renote key exchange nodule. [0030] The session key identifier is optionally
operable to identify the session key corresponding to the renote data
entity. The conputer systemoptionally also includes an authorization
nodul e that controls access to operations. The authorization nodule is
optionally further coupled with a wuser data store and access to the
session key is further provided based on the user data store. The
protection key is a preferably a symmetric cryptographic key. [0031] In an
enbodi nent, the session-key-protection key is a symetric cryptographic
key. In an alternative enbodi nent, the session-key-protection key and the
protection key are equivalent. The synmetric cryptographic key is
optionally the triple Data Encryption Standard or the Advanced Encryption
Standard. [0032] A distributed network is provided including a repository
server containing cryptographic keys. The network includes a repository
cryptographi ¢ engi ne operable to communi cate securely wth a renote
cryptographi ¢ engine. The network al so includes a renote cryptographic
agent

10




operabl e to conmuni cate securely with the renote cryptographic eljgg' PET 2005
Further, the network includes a business application coupled with e
renote cryptographi c agent, wherein 11 190CT200S WD 03/098864

PCT/ US03/ 15569 aut henticity of the business application is verified by the
renote cryPtSGOESHE ¢ engi ne by conparing a stored fingefQVHB/1H6 t he

busi ness application with a calculated fingerprint of the renpte
cryptographi ¢ agent. 100331 A cryptographic nmethod is provided for
facilitating,fhe SeeNLEistorage of information. First, a key request is
received for a séssion key froma requesting key exchange nodule at a

[ CTOLBo2PTPUL ST RY SHhyiA (Sfmﬁl KBV EAHASbnhiRe pilic mﬁqﬁ@cﬂ,@aﬁaphméy the

session key is accessed and encrypted based on the hidden’1inkK usihg a

protecti on kevifelhaRe fRiefaNARISitoR EBploGrakiRY edghe R SImtRGGRE ELHRQYRGELAY T 0
t he requesting key exchange nodul e’ The session key is encrypted in the

exchange publphde dB¥ogrdpdhdihd)nd the RPosBRS LY PoBIASESSINO D K @Viatel With Befer t he
encrypted session key is transmtted to the requesting key exchange nodul e.

Then, at a JgRERE! The EBXSIRNINAEER G hatiadinWiddudig ASEHBS k&l identing caBgHNPt ed
session key is received wth an exchange private key corresponding to the

exchange publith@ pk@ytion’keflati® Hdteh litk i Ssseutddyathetembtt Bata bdiity. S@SBicRNAHEY, and
the hidden link is attached to the data entity. Further, the data entity is
stored. Bri eéydeastrd ipélides a edssib v enggptddOABrklseskivasey-piattcidn i@y, Thewesadbhve
features and advant ages appear fromthe follow ng Detailed Description
when consi de¢esudet toombrymchd dserypt thbreirfve daeatrpaiy sagert alanintlgdes a fepatiiotyh
simlar reference characters denote simlar elenents throughout the
several vi ewsy aridngdherdalemperil® Bk chrngy.thelsessndieseitematnor kely eaghange mbdude.
conputer systeminplenenting a hidden link dynam c key manager according
t o t HeD3Pr esent iTheesssipokey ide@ORBG 1s dptignallP ofesable te clamfiathe gesbibokdy cdiresgerdimgof t he
conputer systemof Fig. | illustrating software
: to the remote data entity. The computer system optionally also includes an anthorization module
that controls access to operations. The authorization module is optionally further coupled with a
user data store and access to the session key is further provided based on the user data store. The
! protection key is a preferably a symmetric cryptographic key.
{0031] In an embodiment, the session-key-protection key is a symmetric cryptographic key. In
an alternative embodiment, the session-key-protection key and the protection key are equivalent.
The symmetric cryptographic key is optionally the triple Data Encrypiion Standard or the
Advanced Encryption Standard.
[0032] A distributed network is provided including a repository server containing cryptographic
keys. The network includes a repository cryptographic engine operable to communicate securely
with a remote cryptographic engine. The network also includes a remote cryptographic agent

operable to communicate securely with the remote cryptographic engine. Further, the network

includes a business application coupled with the remote cryptographic agent, wherein

1




conponents of the conputer system 12 1 9 OCT 2006 WO 03/098864 1 g gcT o3
PCTI US03/ 15569 [0037] Fig. 3 is a schematic diagram of the database
structure according to the present invention and utilized by the conputer
systemof Fig. 1; [0038] Fig. 4 is a schematic diagramof a security key

i dentifi caVOIH"%Pe4r i bute of the database structure of MCF/USHII4€¢0391 Fig.
5is a schematic diagramof a nonitor illustrating adaptable display
paranmeters according to the present invention and having only public

| or mat | on gLyl ) @Rcn  AOHRA o F0ren i Ry R ARE TRyl a0 am of

-a nonitor illustrating I splay paraneters according to the

present i nve&ﬁd;ﬁ?g PO NLBARP 1 bR @Bﬁ@ﬁomwﬁéaﬁuia{aﬁ ahsRdrnpBe RNd fiel ds

di spl ayed; [0 Fig. 71s a schematic block diagramillustrating the

steps for d%ggg%it oReYchO adapt the display paraneters illustrated in
Figs. 5 and 6; [ i%%'Fig. 8 is a schematic diagram of a session encryption
key gassy entity;a o R0Adhicihdhod % provided S TRAMEtng 1 saQFAMrNk oRink¥RkLRM key
conngﬁ:%ane dat a é%@ity; [0044]1Lig. 10 is a?%chenatic %%ock di agram

i1 ustrati ngird: e RGHHIL fcsiveatst aSt@loa 86y Bdm 8ak@estiiie} bichangd wolilngaan add
transaction; [0045] Fig. 11 is a schematic block diagramillustrating the
retrieval apghofteehyPéris@erdf Tid&EPreqBstihdlideSa Bitkden Nigk. UPekB iR saddfbn kb L&/
transactions; [0046] Fig. 12 is a schematic block diagramillustrating an
al ternat e eshacidmitnchoted bived siethé hidiallink asink dgetestioh ke Then sledkehaapd i ti es
during update and view transactions; [0047] Fig. 13 is a schematic bl ock
di agram i | | piblic Byl iigediled caleapintivgtd thereqiestigdksy exchapcinydilid. OThe sdeaiyiskeyi0048]
Fig. 14 is a schematic block diagramillustrating an alternate enbodi nent
for the encrypted in the exchange public key, resulting in an encrypted session key. Further, the

encrypted session key is transmitted to the requesting key exchange module. Then, at a
computer system associated with a requester, the encrypted session key is received with an
exchange private key corresponding to the exchange public key. A data entity is encrypted with
the session key, and the hidden link is attached to the data entity. Further, the data entity is

stored.

Brief Description of Drawings

[0034] These and other inventive features and advantages appear from the following Detailed
Description when considered in connection with the accompanying drawings in which similar
reference characters denote similar elements throughout the several views and wherein:

{0035] Fig. I is a schematic diagram of a computer system implementing a hidden link dynamic
key manager according to the present invention; |

[0036] Fig. 2 is a schematic block diagram of the computer system of Fig. 1 illustrating software

componerts of the computer system;

12




deactivation of session encryption keys; 13 1 9 0 CT 20000 WO o3nqpa@¢§
PCTI US03/ 15569 Ef [00491 Fig. 15 is a schematic bl ock dlagran1lllustrat|ng
a systemin which database protection is provided consistent with the
present invention; [00501 Fig. 16 is a schematic block diagramillustrating
a systenlfwoﬁﬁp$%&%ennte computer systens access a key HGAPB8¥16¢%Yy over a
network; [00511 Fig. 17 |s a schematic block diagramillustrating a system
invoIving a file server, repository server, and renote computer systens;

[00521[“)t . 18A f5 3als§§Jﬂ%HB¥c'dfagﬁhqo lam%%méu}e%éo; te%@%%ﬁgﬁ%r ment al

data p ction onsistent w present 1 nventio 8B is

a schemati ¢ ok gk ﬁﬂé&mphﬂellﬁ&&ﬁ@fplgg i nt er depart mental data protection
consistent wth t%e present | nvention; [0054] Fig. 18Cis a schematic bl ock

di agr a{ﬂbjsy ust 1 agjl; NG;s 6l ghem e Alag el o‘? Q sdolrils RANAGTIEERioN Ak bu s 1he Hﬁt@tﬂ% or

extranet Dbased key repository; i 0055] "Fi'g. 18D is a schematic bl ock
di agram i | | ygidnad b1 q0bI | € dat a protectlon [00561 Fig. 18E is a schematic
bl ock dlagran1lllustrat|ng data protection in a nultiple enterprise

envir goesent ; 1008¢.% iFh Shentficldfg@mSE B 8dBikd: QubkH8 K aAb@BIE aiplhy pattddciedd | Ng an
enbodi nrent of tables corresponding to key, access control, and user

dat abases; 31Q0RRL thilg predddt inSenborbfi QMG shlyuBEKinfinagion ahd ﬁdldﬁﬁsbﬁﬁrédﬂg a
process of encrypting a file consistent wth the present invention; [0059]

Fig. 200405 a schegetis eschémutis didagrofimohitod fiuktading (e daptable @RplaPparaiiddd ai ni ng
an access control I|ist;
according to the present invention and having both public and private information and fields
displayed;
[0041] Fig. 7 is a schematic block diagram illustrating the steps for determining how to adapt the

display parameters illustrated in Figs. 5 and 6,

[0042] Fig. 8 is a schematic diagram of a session encryption key data entity;
[0043] Fig. 9 is a schematic diagram of a system key common name data entity;
[0044) Fig. 10 1s a schematic block diagram illustrating the encryption and storage of data

entities during an add transaction;

[0045] Fig. 11 is a schematic block diagram iflustrating the retrieval and decryption of data
entities during update and view transactions;

[0046] Fig. 12 is a schematic block diagram illustrating an alternate embodiment for the retricval
and decryption of data entities during update and view transactions;

[0047] Fig. 13 is a schematic block diagram illustrating the deactivation of session encryption
keys;

[0048] Fig. 14 is a schematic block diagram illustrating an alternate embodiment for the

deactivation of session encryption keys;
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100601 Fig. 22 is a schematic block diagramillustrating a pr ocesz gf -
accessing an encrypted file; 14 1 9 OCT 2006 WO 03/ 098864 PCT/ US03/ T25%8%
[0061] Fig. 23 is a schematic block diagramillustrating a process of

bl ocki ng access associated wth a key in response to the key becom ng
conprom seWOOPOBEH Fig. 24 is a schematic bl ock di agr aRGINUSHEISEE i ng a
systemin which trusted conponents are authenticated; [0063] Fig. 25 is a

schematic bl ock diagramillustrating a process of creating snmart cards;
0064]nbbg. 26 i C i 0 i, ' - at i r
Fegi stMORy ComindiFEIERRE BB -H BRG0 L USRI BB IE RIS

illustrating.a r j run-time authentication of
corrponents.%@F%%&%ﬁﬁgg@t}@%ﬁegﬁ%g%géﬁi Referring to the drawings in
gr eat 3ﬁosdr~‘t ail, dif 98 s ésc@agti@%g%givz%}fﬁm&@ra Siah (VA refOB ML ed in

accordance with a preferred e of the present invention for storing

i nf or mat i ONgystERE 2 REE &Y rehMER LY LA nBhaNt des an i nproved net hod of
encrypting and decrypting data preferably at rest, which is to say inits

nati vgpedser m f OrFi@X AN sehehidti@blbdk! di @SRt o Hstén RbRing RERSHBL ¥er . The
conputer system 20 broadly includes a security domain 22 having an
encryption jepykitoBRAGET anki Bt cdthpuSyStiemi;key manager (SKM 84, key lifetine
manager (KLM 88, key auditing manager (KAM 90 and dat abase adapter
(DBAD)0gB®} | n arrighgLiswathenttic SodrHghmiliust@fifahirR83 0 ipfithiSiata pRfdetibd Y
conponents are included in security domain 22. [0067] The conputer system
20 al so i nctonsiesntavifltivepadsert yovadtion;] i ent busi ness domai ns 26 having an

i nformati on dat abase 28. The conputer system 20 i nplenents a net hod

accor (¢03g] t o t h&ign&B sntschenatieiidck diagraibliBusiretingoateddepaanikbntalidaig brockeson
encryption, decryption and storage of data entities 30 (Fig. 3) as

i |1 ustrat edeonsisteitevithltleprdemgrvanonf Fig. 10, and the met hod al so incl udes
the retrieval and decryption of data for data mani pul ati on. One enbodi nment
of t hé00S#t ri evalFiaml daecehgpiticdriock diagram illustrating data protection in connection with an

i Intranet or extranet based key repository;

[0055] Fig. 18D is a schematic block diagram illustrating mobile data protection;

[0056] Fig. 18E is a schematic block diagram illustrating data protection in a multiple enterprise
environment;

[0057] Fig. 19 is a schematic block diagram illustrating an embodiment of tables corresponding

to key, access control, and user databases;

[0058] Fig. 20 is a schematic block diagram illustrating a process of encrypting a file consistent
with the present invention;

[0059] Fig. 21 is a schematic block diagram illustrating a process of maintaining an access
conirol list;

[0060] Fig. 22 is a schematic block diagram iliustrating a process of accessing an encrypted file;
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15 1 9 OCT 2006 WO 03/098864 PCT/ US03/ 15569 net hod is iIIustratepka“I@f
flow diagramof Fig. 11. The conputer system 20 utilizes a data ?r ct %
illustrated in Fig. 3. The data structure broadly includes a plurality of
data entities 30 having a security key identification attribute 32, which
cont ai ns sWOWPP4%ey information as illustrated in Fi PCTASIYETOHS1
Referring to Fig. 1, in addition to the security donmain 22 and the client
busi ness donmai ns 26, the conputer systemalso includes a plurality of

cl | entioddf M nal i34 TG Glaliefbor Rl Mt o A GBSl Rsocipes

tel ec I cations capa Irtres to conmmuniC SIness domai n 26,

Hovvever t h%lth Q}é%nméggorgé@mseg(gﬂf,%gm %E&ﬁpr&jﬁﬁ se of alternative

comuni cati on nmechan; tranet, l'ocal area networks (LAN), and
wi de Jodsg netwo rl:lfg 24 YWAN henfaf blm@aﬂ'x i1nddhin %arl'tygt@tﬂ &f whilifWste Q&nﬁéﬁ\%
appllcatlons maybe utilized for any type of facility or organlzatlon wher e
data securi L¥ ahtBerkibR t ant such as a bank, hospital, or law firm for
exanple. The client fermnals 34 gain access to the client business

domai neus3P onl y rad. bels RAHatlObIbIRI e BQEHHidd Mprod R\ 6RSing ¥Rkt @sdsf | rewal |'s,
and communi cati on between the client business domain 26 and the security

domai noodd} pr ef erab by isaGehtmstid H16RWWgHEran 11kt @ipGirodads O g RleriSL&HIpBrentd] dniual
private network tunnel (IPSEC, VPN tunnel) 38. [0069) The security domain

22 i ngoodsles a pIFigIRY i akehematy Bk dbigramall&aaRipdidiotedsRY pERiAE ndidimed Security
key dat abase (KEYDB) 44, and a certification authority server 46. Each of
the key sequtentication of cg@p@emt. pur pose conput er having vari ous conponents
i ncluding, for exanple, one or nore processors, fast main nenory, and
persi stent storage. The certificate server 46 also is a general purpose
conputer. [00701 The prinmary key server 40 and secondary key server 42 are
m rr oPcedmiddseiption Thus, the primary and secondary key servers are
substantially identical. If the primary key server 40 fails, the secondary
key sé0dr 42 b&gferrsmzdptae diaivings inrpmeti datadl, §igwil tahd shoghi astomputemaysttm 2o ver al |
system

constructed in accordance with a preferred embodiment of the present invention for storing

information, The present invention provides an improved method of encrypting and decrypting

data preferably at rest, which is to say in its native form, for example in a file system or in a data

base server. The computer system 20 broadly includes a security domain 22 having an

encryption key manager (EKM) 24, system key manager (SKM) 84, key lifetime manager

(KLM) 88, key auditing manager (KAM) 90 and database adapter (DBAD) 86. In an alternative

embodiment, other enterprise security components are included in security domain 22.

[0067] The computer system 20 also includes a plurality of client business domains 26 having an
information database 28. The computer system 20 implements a method according to the present
invention. The method broadly includes encryption, decryption and storage of data entities 30

(Fig. 3) as illustrated in the flow diagram of Fig. 10, and the method also includes the retrieval

and decryption of data for data manipulation. One embodiment of the retrieval and decryption
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16 i 9 OCT 2006 WO 03/098864 PCTI US03/ 15569 operation, thereby providing
fault tol erance. The transfer in operation is acconplished, for %ﬁdﬂ%ﬁﬁmﬁ
through a heart beat failover channel between the primary and secondary
servers 40, 42. The primary and secondary servers 40, 42 each optionally

i ncl ude a VQ8&58kup 48, 50, respectively, for key retRGTAFAYISF® t he event
that the KEYDB 44 is irretrievable or a key integrity check fails. The
primary server 40 is provided with a prinmary system key reader 52,

desi gnat ed ERAPE fmiédatddin iRGoW @M R0 FRNDL, BndEdndRIcY syBRAMIRINARN. ey T eader
54, designated reader #2 in the drawing. Preferably, each of the primary

readers 52, s@éhufeGfiustred RIHiBI me%g{avﬁrcuéé)m§5dgriﬁcm&wa SRMMty of BftpédBbsi30n. Thus,
the primary readers 52, 54 are mrrored hardware conmponents for superior

fault tol er BRGR a sdRALARE RREN I AAlERNESR, dhcRddhRils REuHEASy AfeARAEAr Y Ssystem
key reader 56, designated reader #1 in the drawi ng, and a secondary

encrypti on Keyrafe@adEg. £8, designated reader #2 in the drawing. Preferably,
each of the secondary readers 56, 58 for the secondary server 42 store the
sane ijgUsey mat i oRefefitig3e Fight isednion artye seasidedomad? /b thalckenabisdeRidomiised, and
there are a total of four readers fromwhich key information can be
retrieved. Xsecanpedrsydan A adines & gleralityef tlient tyrntindleld. Tieatan enhibals B€cei vi ng
security tokens. Preferably, the readers conprise Snmart Card readers for
recei vi ng saaphvidat digsh teldcduanehivatians capals Binas trucvioemuniyete et tlebuikdNEmam®6] s al so
optionally provided in the security domain to generate random nunbers,

whi ch ar e uBewevastheimeniionfalse pentdmgplatds ghepsise §fROGAtIVE poroneri@htyodéchenrys, t he key
servers 40 and 42 contain nmultiple protection keys that are wused to
encrypt andsudessiytpanets losa jiatea niktworks GiadN) sand sidgrrg aptwiorke (VAN derexamifie The
protection keys are thenselves stored in a protection store, for exanple
an ASCI | f | latranei, LAN, anidW AReappliseiéans nay be ytitigeddpr any ggpe of fcilifyor ergivagliorent , t he
mast er key can be provi ded based on a K of M paradig under which there
are M for kEHcaBieh mEes whes s HELORI} ARew 4 Herampg, ThGHedx anp o,

seven different people. In this enbodinment, to un] ock the protection key
store, a n UlHpal ,4 gaigraccess to the client.business domains 26 only after passing through security

devices such as firewalls, and communication between the client business domain 26 and the
security domain 22 preferably occurs through an Internet protocol secure, virtual private network
tunnel (IPSEC, VPN tunnel) 38.

[0069] The security domain 22 includes a primary key server 40, a secondary key server 42, a
security key database (KEYDB) 44, and a certification authority server 46. Each of the key
servers is a general purpose computer having various components including, for example, one or
more processors, fast main memory, and persistent storage. The certificate server 46 alsois a
general purpose computer.

[0070] The primary key server 40 and secondary key server 42 are mirror components. Thus, the
primary and secondary key servers are substantially identical. If the primary key server 40 fails,

the secondary key server 42 begins operation immediately without disruption in overall system
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171 9 0 CT 2005 WD 03/098864 PCT/ US03/ 15569 exanpl e three of tli]eg' EE¥‘?ZEh6
peopl e nust provide their sub-keys. In an alternative enbodi nent, "a

wei ghted K of M schene is enployed, under which sone of the M sub-keys are
wei ghted higher than others. In a weighted K of Mschene, for exanple, a
company' s \“,%(93’8955“4% provided with a sub-key having sufffGI&iSetsseei ght to
unl ock the protection store by itself, while subordi nates have sub-keys
with | ower weights based on the subordinate's |evel of responsibility.
[00011 In o e&aﬁi%%ér%&%ﬁv%ﬂ#@E% tééra%p%.”gﬁé PansteiR OE%rétlérH Ii]salccf‘ogﬂ ﬁl!;&teartgray wth a

fﬁ;lg_toler SYys ( rrored operation. atrve :
crodt et PP, el S PR br TR SMERg°
rodundant arran Bl Eadabsndny ale FRERIAEIEINS-BRE PR IET S 0: 52

i s oper abl e,d o RRITH R Rk AN dk &8 tKEXDBE¢ A 44k 1A0R-LBRAL IBMiearkie key

servers communi cates wth the database server KEYDB 44 using ADO ‘ODBC, or

a native datRbasfs. i1kt Bhim@G ervaUs i RSvided Gith L phighd 3f&nPE Vid6d2] dsigpaect i on
with the Oracl eTM dat gbagrg server .p%[ﬁ00731 TE% g?igsﬁet begsi ness doglrr{a%i ns 26
preferably jease HOR 18 RAwih@lahd ¥ prfarpRRIVDERUP FbadR BY, RS d realick #200ha Pri Mary
i nformati on dat abase 62, which is i1solated fromthe YDB 44, and which is
a dat abasediink Peféabl¢ bacR6f théigtinirplefdersiTe, RTUNRE PRy bdivet NGRS the @dindM t h
KEYDB 44 or alternatively InterSystens CacheTM Preferably, a backup

i nf or mat i oninfbah&kas EmGAtht pririr§ eaddiy 2y saleelminbhel HaridkieRompdmBHtERE Eperidtat abase
64 mnors information in the primary information data 62 providing
redundancy anidioptmte ClheGetomipa duebaseda? alsd i0dsdes T bagsndatyvgstah kentadass] ness
domains 26 are provided with superior fault tol erance. For added security,
i N one enbodhsigentd reddaet 1Gh tedtawilgusidnessndionactypterkee readds 08, dedignated readdry
accessible through a firewall 66. Each application server 60, 61 may

cont ai n nul #4 ipltte dowsng) @seferhldgicechod Hp esvemtagy rsadets 585 8Horsharesmdirpgarer dbnponent
18

store the same information. Thus, the secondar_y readers 56, 58 are also mirrored, and there are a
total of four readers from which key information can be retrieved. The readers 52-58 comprise
security token readers for receiving security tokens. Preferably, the readers comprise Smart Card
readers for receiving smart cards. A hardware random number generator (HRNG) 59 is also
optionally provided in the security domain to generate random numbers, which are used as
identifiers for keys.

[0071] In one embodiment, the key servers 40 and 42 contain multiple protection keys that are
used to encrypt and decrypt session keys and session key identifiers. The protection keys are
themselves stored in a protection store, for example an ASCII flat file, and encrypted in a master
key. In one embodiment, the master key can be provided based on a K of M paradigm, under
which there are M, for example seven, separate sub-keys that are held by, for examgple, seven

different people. In this embodiment, to unlock the protection key store, a number K, for

17




1 9 OCT 2006 WO 03/098864 PCT/ US03l 15569 nunber one (BLCl) 68. Th?g'% 05
contain instructions and rules for operation of the conputer system

that are set by users and/or the devel opers of the users' software

appl i cations. E00741 Generally, each client termnal 34 includes a central
processi ngWHP{0988PU) 70, a data entry nechani sm such BEVESOREFEbard 72,
and a display or nonitor 74. The CPU 70 is operable to control the nonitor
74, receive input fromthe keyboard 72, and establish and maintain

comuni cat i QREnFINNRE LS f2€er FRbAE RBL pRRidd Helr ALIRYs. An AR A& atib V\QidaYent, 2
satellite, digital subscriber Iline (DSL), or ofher conmmunication apparatus

(not  shown) ,wefee Kaos Mo deh i€ EBIbycadaRESHhich EhBe of M £0b-kéys 3leSRiAREhiGR4E tO

control other conputer system devices such as a printer ‘or disc drives.

Preferably, teaotet! ineteidh®k s sétemal f&Qx @6k, BR&Ehan s TE® dd8 8¢ pro@gddFithy
token reader for receiving a security token. In a preferred enbodi nent,

t he securi t ystiokeharieaeicieaONELlt Semldk tHoFRtdetidotsidle b eindH whiB shiRkdifa@eei Vi ng a
Smart Card 80. The Smart Card is optionally provided with a private and
secured fil @aeysli-ksys wHablvets€phts Sasaiini torsabdrdingds okvd efirevpohdibilitys or her own
Smart Card 80, which includes a cryptographic for identifying and

aut her000dat i ng thenvsdodinChthEEYDRAGWommGEUhietnsal ddkalrapeith s @inlt tolerance
identification and password, can be used to control access and user

aut hent i cat isystem fnmigiered @pdygidiembren, alters@ive ethbndenen) e WEYRB ¢4 isaredatiohadr

aut hori zation. The role identifications can include assistant |evel,

r ecept i oni sudathbaseaflatfopl siighias MierpsoftB SQY BéryerAindc! S HRBE™, MPEQL™Y| e
identifications represent the duties performed by individuals in those

| evel s and PheereS3L8or JoEnging Sy e dxtpmahdigkcherdy profatabdve marveg opticoplir ihgfudees f or m
t hose duties. The user _and role identifications are used as descri bed

bel ow i n comferdentgraygiindepngent disksdRATIY; Eachiod the ket ssrversilot2rineneeadle t§ 00751
Referring to Fig. 2, the security domain 22 of the conputer system 20

i ncl udes seg@pmEnicasth e kel Yo b nlasngenphediments Be keysseryatscommupippiesyaih dkar e
conponents illustrated in Fig. rimary and secondary key servers

1. Th
40,1 42 1 ncl ERIBSSTBEETIN #4 e ROAPRO Pt 1 e B HEESe, 51 2 he

interface provided in connection with the Oracle™ database server.

[0073] The client business domains 26 preferably include a plurality of application servers 60,
61 and a primary information database 62, which is isolated from the KEYDB 44, and which is a
database platform such as the platforms enumerated in connection with KEYDB 44 or
alternatively InterSystems Caché™, Preferably, a backup information database 64 is also
provided. The backup information database 64 mirrors information in the primary information
data 62 providing redundancy and protection against data loss. Thus, the client business domains
26 are provided with superior fault tolerance. For added security, in one embodiment, the client
business domain servers 60, 61 are only accessible through a firewall 66. Each application server

60, 61 may contain multiple business logic components such as business logic component
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1 9 OCT 2006 WO 03/098864 PCT/ US03/ 15569 and both will be descriggdq{;/:xfi%pﬂi_;’a
reference to the primary key server 40. The primary key server 40%intl S
several software conponents: a general security manager (GSM) 82, the
encryption key manager (EKM 24, a system key nanager (SKM 84, a database
adapt er (DBRY/OYE a key |ifetime manager (KLM 88, and®PG/W8¥136Miting
manager (KAM 90. A certificate manager (CM 92 is provided on the private
certificate authority (CA) server 46. [0076] The general security manager

(CSM 82 Opg%@ﬁ%%neﬁ@{dgl tﬁ“@i@%a&n% iFﬁgrLttlogp %d?&lestfﬁreo Fr%ﬁ?r%rpo%}%rco %@%}em 20

| ocated in ec onai n at “end, eac e secur domai n
22 conponen preferably
ot oper abre i s st o fRFRLPBevclopl e SN tver MoRBhE P12
securi onmai n . I : i hey are
ont y dblbTe 1 o el tf ciGRIRRA s RARE el ble A IVERUIRAL 4t S0 o5
Preferably, &Bﬂg&%ﬁb , B¢k Y&d 1 AtRERA L diBihy OF bﬁit%r’#)@?rg\@@%méﬂ%nﬁgéézg

ated 1n t e bu omai n

which is |oc e security dormain, and the outsi Sl ness

components @&troﬁ%pnimﬁweigé i_nﬂﬁ‘ﬁ%rrﬁﬁ&l#%ﬁﬁai/d ﬁ%d%@caﬂﬁﬁ%dtr{?ahﬁ&lﬂt ro | the
mut ual authentication. Thus, in this enbodi nent, neither the client user

nor any conpaaificatithskiieugh kleaRbmet¥dli 885 HQITR AvodBayGRRIIEOMERE burdipthi Ng
ot her than the GSM 82 through trusted authentication process. [0077] The

GSM 82 is alisDBPEbARh® céBmEN&iyPipphiiQs (Rt hoRMt dubh S%nIhefrst Mlaptd) THST Ng, for
exanple, a three-key, triple data encryption standard (3DES), RC4, or any

strong crypCeyr7apise opdrgod folbifito] ARersbhAtra gkt dovicBibueSasQfpribfacordidka entities
30C, 30D as directed and requested by the BLC s and other conponents of

t he conput edriwy Preferuil) cachRlignt tenhinhlés DoSqUipEs vayANEdr kécArifyGoldah teade® Yor
encryption, the GSM preferably uses three-key 3DES, which is a symmetric
168-bit crgptiasysicenrity bien hop meferdd eadbdimmentkidy sesirite pgénrealer @hptites 210 bits.
Q her strong cryptographic algorithns can be enployed, such as 128-bit
| DEA or AESSmis{ard rdadey §8 fir tduciexg e Aohed Chedi31 filse Sh@hrt Card is optionally provided with
a private and secured file system. Each user is optionally provided with his or her own Smart
Card 80, which includes a cryptographic for identifying and authenticating the user. Other
known solutions, such as user identification and password, can be used to control access and user
authentication. In one embodiment, users have one or more roles for authorization. The role
identifications can include assistant level, receptionist level, administrative level, and others.
The role identifications represent the duties performed by individuals in those levels and the
extent of information needed for them to properly perform those duties. The user and role
identifications are used as described below in connection with Fig. 7 to limit access to
information.
[0075] Referring to Fig. 2, the security domain 22 of the computer system 20 includes several

software components that are resident on the hardware components illustrated in Fig, 1, The

primary and secondary key servers 40, 42 include substantially the same software components
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190CT2006 WO 03/098864 PCTI US03/ 15569 makes the keys nore difficult to
break than the 56-bit DES keys, which have been experinentally Hr®Ren 2005
usi ng parallel processing systens. [0078] The GSM 82 al so perforns the
decryption of the data entities 30 when other conponents of the conputer
system 20 YOPIE¥ESecryption. Further, the GSM 82 is opdtCaIse3/1566%er f or m
hashi ng operati ons using nessage digest 5 (MD5), SHA-1, or other strong
hashing al gorithms as instructed by other conponents. The hash val ues or
integrity v r (e . j I : ically
stored as a?‘%%ﬁ%u%g@;b %id‘?\stcﬁ%td ﬁg%\%}% i&ggo tﬁ%ﬁ“ﬁ%ﬁg rs?rgflﬁgﬁg%%ﬁﬁn%&g(ggg%&

Preferably, éé ﬁgluﬁ@%&ﬁal DASARS oA (Lneﬁg: \;&%@ﬁeriﬁ %c%ﬁ%gi%éﬁ#’(%ﬁ?’g%i A@@&c@%@ dat a

entities and stores that data as ue as a ter

has been d eﬁé%ﬁén%glaé (ﬁfx}/ﬂ o, ggﬁieﬂl ResARGAREM) RS, ata%ﬂ‘awséadaat}%d(@f&}ﬁ% hagy

val:iues are conpar ed. two hash val ues are identical, the'integrity of

the data i BrelilAe nflfdedr @M)tﬂ,daﬁﬁﬁ Ié@%ﬁﬁhiﬁgﬂﬁﬂagéﬁﬂAM)bo.tA/\&nﬂﬁﬁ@ m4RHEEMAr €

different, an alarmis issued and the data’is retrieved fromthe backup

i nf or mat i onggiRbLARRRE obthe phRR K SINCIRNGEYEW) Mvdigy, manager (EKM 24, as its ..
nanme indi cates, generally manages encryption keys, which as descri bed

bel ow [ay78] used UIhe@BreFay Rlonrft thaktREr (BRM) BY Epetiidsas £ Bidvialy @SthSPaions 30Re  Thus,

the EKM 24 is operable to generate nultiple session encryption keys (SEK)
for exanpl eonguten 8ystedBFodted Ale ROMiHENRARI2CTE ASSdn, badiVE g REMATY dsRiYin
identifications (SEKID s) for the SEK's. The SEKIDs are random numnbers
optional |y geteipahee BMN 04,1950 HRNBATO86, KHRY SHWEAST FRaORIorn aNustiremblGamer at or ) .
Al ternatively, SEKIDs are generated using a software random nunber

gener at or . dieebEKdtirsnoerealirkelytwith pey doorpondnndiegde the/seamigcdo a2 2tolfi éhe SEKS
using hash values for the SEKs. The EKMis further operable to transmt

t he SEKI D t eonipuer Skten@4. Infoos enghodimept, theyare anig opdmablEKk@dunigiteatihoutspler abl e t o
transmt the SEK and corresponding SEKID, in encrypted form to the GSM
82, whi ch t trempormtytimonah theSM 2. Praeruhly.i compBRE, mB@GDeutisntigtiothwcurShdweeal

the GSM 82, which is located in the security domain, and the outside business domain
components 68, COM+, CORBA, or Java security can be used to control t.llle mutual
authentication. Thus, in this embodiment, neither the client user nor any component in the client
business domain 26 can contact anything other than the GSM 82 through trusted authentication
process.

[0077] The GSM 82 is also operable to encrypt the data entities 30 (Fig. 3) using, for example, a
three-key, triple data encryption standard (3DES), RC4, or any strong cryptographic algorithm
on selected attributes of the data entities 30C, 30D as directed and requested by the BLC's and
other components of the computer system 20. Thus, while DES uses symmetric 56-bit key
encryption, the GSM preferably uses three-key 3DES, which is a symmetric 168-bit
cryptosystem, having an effective key strength of about 110 bits. Other strong cryptographic

algorithms can be employed, such as 128-bit IDEA or AES. Using keys with extended lengths
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19 OCT 2006 WD 03/098864 PCT/US03/ 15569 [0080] The system key maqgﬁr
(SKM 84 generally nmanages system keys, which as described below Ch o008
to encrypt the SEKIDs. Thus, the SKM 84 is operable to encrypt the SEKI Ds.
In one enbodi nent, a nunber of protection keys are used to encrypt SEKs
and SEKI DsWO®/098864 nder st ood that the nunber of prot ectR@WREESsed is an
operator sel ectable paraneter. In one enbodi nent, about 20 protection keys
are used. In another enbodi nent, nore than about 1,000 protection keys are

used. The plofEqhdian: K SiralR REMIRRAYsIRER Lo ARSI RXR. ] pointers to

protection keys are”stored 1 n connection I'n this enbodi nent,

hi dden |'i nkgypeWhiefhlyasken hiif PRI PG dsRe GRARECT 1 ON Wi th encrypted data
contain several data structures, i'ncluding a pointer to a protection key,

and a Pt 0gr apiesRNg A1 Peftoisitld a%&fy];stia%fmaaaqyaﬁmes@wh%ﬁ PRAISmpSetibie
cryptographi c engine that generated the SEKID. [0081] In one enbodi nent,

separ at e engf #pbdnitek SYBmD0 SedusR dectypi&N G, thd\CSNERK i EabiB® pedEd D. 1N

this enbodi ment, an encryption key public key is used to encrypt the

encr ypti on _lﬁﬁ]ﬂ&g oﬁelﬂéﬁonﬁl’sﬁlglﬂ&@ﬁgétﬁgﬁm@mﬂ), gihe1,Feb8er ﬁ‘dﬁélﬂ:@ﬂmg AgotRds QN key
public key is used to encrypt symretric keys that are used to encrypt the
SEKI Ds. | n idirsctedrsh othenm@mbonehi e TRIMkIA R8s GFomedrBy Rdued cGiRteam thKent wa9mmon

nane (SKCN) for the asymertical encryption key pairs and system key pairs.
I n this enmbstingprtess irhgpBKGNiGedasatdiere irntaadnides forgaagitathetkpuigdees sy st em
public key's digital «certificates, so that there is a unique SKCN for each
system key Pwmifarably, the &iSMas2 lmsheatll afehe dantaodbus of the tite erffifikd Ddisisreethardgpat ed in a
symmetric key that is encrypted in the systemkey public key. In yet
anot her al t beshatlpess ag atrddiendfitr theSktdIhBsbear decopied,yios eghin nstchd endtheteefay et ri ¢
key, called a protection key, as the SEKs. [0082] Upon request fromthe EKM
24, the SKMuBlhftechag winenpe rerpacedt I thd ey hepht valise arSidhiivali dieimjegrityhef thepiptaopr i at e
key. If desired, the SKM 84 and EKM 24 can be conbined into a single
conmponent afidhedete entiyhekebegmeanfisned glifbvodweshaatueiare didimsut ar algyss iewwed @d the

data is retrieved from the backup information database 64.

[6079] The encrypticn key manager (EKM) 24, as its name indicates, generally manages

encryption keys, which as described below are used to encrypt and decrypt the data entities 30C,

30D. Thus, the EKM 24 is operable to generate multiple session encryption keys (SEK) for

example either 3DES or AES and generate session encryption key identifications (SEKID's) for

the SEK's. The SEKIDs are random numbers optionally generated with the HRNG 59

(Hardware Random Number Generator). Alternatively, SEKIDs are generated using a software

i " random number generator. The EKM is operable to perform integrity checks on the SEKs using

hash values for the SEKs. The EKM is further operable to transmit the SEKID to the SKM 84

for encryption, and the EKM 24 is also operable to transmit the SEK and corresponding SEKID,

in encrypted form, to the GSM 82, which then encrypts the data entities 30C, 30D using the

SEK.
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1 9 OCT 2006 WO 03/098864 PCT/ US03/ 15569 [0001] In one enbodi nent the
M crosoft Crypto APl (application programinterface) is used to (frb@cdenns
cryptographic functionality. In an alternative enbodi nrent GpenSSLTM i s used
to performcryptographic functions. [0084] In one enbodi nent, the key
lifetime nm¥HGEPSSFKLM) 88 nonitors the lifetinme of the BWEUWIMWESEd on
correspondi ng expiration dates and tinestanps. In this enbodi nent, the KLM
88 flags the expired SEK's with an expiration flag, so that in the next

r eques[%?%gi he EKMpi S?Jtcm Qﬁ&té;;laga%%!{ LM@%H&J}@ “%é%e% R fst Ahidf asHesdriBes SEK

and re e the expired a ‘new one run-ti1me operati-on.

[0085] A paﬁa&lbﬁ‘a‘%e%"sed%@&ciryﬁ;te e 2%% ‘%ﬁﬁmﬁl‘ébkﬂﬁm‘g% 5&ra@1¢39@5ﬂci‘)ﬁ:\:‘\!h§§Eﬁﬁsaln

obj ect. Accordingly, Tn o _ rre_nf, an application cdn save a data
entity wthhhgnRamRn b mber S5R4RRbE kdyl re el kdigefp: dEK Mnd BERAINGG{ | ON Wi th
a request to store the data entity. A'hidden link'is a data structure

i ncl udi ng t hgaeesl Yt @EmBEE & préileddoh RS hisell & ohRFerREALRAINIOParkifYer USSRt O
encrypt the SEKID, and a cryptographic engine identifier. Additionally,

the appli cabnpsliif@n abdi S€prbR&icdRBRMRA ds@) IR inothePEMbodRish:, R¥rd thaSHith lobg a
save data request without including a hidden link. In one enbodi nent, the

KLM 88 set s pabtds@dh 1@¥ddré wbd. OThelpk A tibikeyO R0 68 iohAR 3WESRr KRS kSEKnSMiitBato an
application can be alerted that it is an appropriate tine to cause a new

SEK to be genekadna@ys frOQ&E] inlconmeaton eitaGEKeERtthis ot dingyit, Alddérd linkg wiRthager
(KAM 90 is operable to maintain an active audit |og including all
t ransact i onganstiteed Vi degnectie GEKsicgpred ddnecokainSewetad datd @ruetaees \ipdudidge pofikKs.
Generally, the KAM 90 nonitors the log for alarmevents utilizing smart
patterns, rulgsgtectiankeypaldischesgraphie chpidd i@htifig tat oquelyepatspends @ the ovi de
notification upon the occurrence of an alarmevent, such as if a system
key or SEK baptopreghic epgimpthetdeseaed thaSEKIIAI t er nati ve enbodi ment, operator
sel ectabl e threshol ds for nunbers of new key generations are configurable.
| n t hi[6088hbodi mEnbne carbodipentateparate enerpbeiekayeart hesd by eppypighaPhik arghtbe em under
23
‘ SEKID. In this embodiment, an encryption key public key is used to encrypt the encryption keys
that are used to encrypt the SEKs. Further, a system key public key is used to encrypt symmetric
keys that are used to encrypt the SEKIDs. In this embodiment, the SKM also generates a system
key common name (SKCN) for the asymmertical encryption key pairs and system key pairs. In
this embodiment, the SKCN's are generated when generating the system public key’s digital
certificates, so that there is a unique SKCN for each system key pair. In an alternative
embodiment, the SEKID is encrypted in a symmetric key that is encrypted in the system key
public key. In yet another alternative embodiment, SEXIDs are encrypted in the same symetric
key, called a protection key, as the SEKs.
[0082] Upon request from the EKM 24, the SKM 84 is also operable to decrypt the SEKID using
the appropriate key. If desired, the SKM 84 and EKM 24 can be combined into a single

component and can reside on the same server or computer system.
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1 9 OCT 2006 WD 03/098864 PCTIUS03/15569 [ [00961 Referring agaifig g¢t
exclusively to Fig. 3, the persistent data entity 30A al so includes seve?@?
association attributes, which are used by the database schema to associate
or link related data entities 30B, 30C, 30D to the persistent data
entities 3WRBAWat end, the persistent object 30A i ndIGTIBEI/H56 ass
identification attribute 146 and at |east two search attributes 148. For
faster and is secured searching, the searchable attributes 148 are

prefergihy hash yahdgsoRineHSe Mot %io%]?&b?ﬁcaﬁ&l irb&aR akdrBRY i\R0E, The

dat abase uses these attributes 146, and others to associate related
persi stent  phiAELSpRAApAIndiBhale th &l A SRR §HbamABpeAREm 3R th the.
persi stent object$s containing the appropriate security key identification
32 that waspdiad chyprogRpiyRhctdad @ attributes in the class objects. Two
exenpl ary cfass objects are shown in Fig. 3: a person class object 30C and
a narrgoashps s obji6he 3kHAdinfehtBE kdyifdtinéShanaie (kIOipsnaRbR Y@l drires | ncl ude
an address entity, enployer entity, paynent entity, insurance entity, and
ot hers. [OO0SEH's Bdred sledonbpstiingSexpitation fi@\ahdlSelcsMmipd. InARKeHFbITRAE HRIKINGT €S
150. The illustrated | ookup map 150 is for gender of the person cl ass.
Thi s saves saflabasexpied SBKE edh beapitandMg sy tachliMhektiedub®, tha@bage si nply
has a 0, 1, or 2 corresponding to undisclosed, male, or female,
respect i vel yptionallywheck ieexpictitn stypusrod phe BRER aad vephiceltht adpireikayeshumeesndbecause
each person class has a single digit integer instead of a |engthy word
entry. Lookdwipgmapsmedperatidrso preferably used for the security status
attribute 108, the security privacy attribute 118, and others. [0098]
Ref er (0083 t o Fi g'spari@ukn8ER s usdden camnertish will & pargcuddr §ga dhjet. ublesrdinglySlkknebj ect
151 saved in the KEKDB 44 and a SKCN object 152, which is saved in either
t he KEKDB 4emhgdinient, amapmpli¢atipmen eave @ dive dittive with tha ssegiikalnyaeshwiting ddeddedat abase
(not shown). Thus, for increased security, several of the data entities
are stored ik ineqaecioe with & syuesids stoteihayiate eahityo di ddan linkgg b idtesiielyrepai rs are
stored in a hardware security nodule (HSM device. 28 i 9 OCT 2006

: including the encrypted SEKID, a pointer to the protection key used to encrypt the SEKID, and a

cryptographic engine identifier. Additionally, the application can cause the generation of a new
SEK by transmitting a save data request without including a hidden link. In one embodiment,

the KL.M 88 sets a key expiration flag in connection with the SEK so that an application can be

alerted that it is an appropriate time to cause a new SEK to be generated.

[0086] In one embodiment, the key auditing manager {(KAM) 90 is operable to maintain an
active audit log including all transactions involving the SEKs and the keys used to encrypt the
SEKs. Generally, the KAM 90 monitors the log for alarm events utilizing smart patterns, rules,
and policies. The KAM 90 is also operable to provide notification upon the occurrence of an
alarm event, such as if a system key or SEK has been compromised. In an alternative
embodiment, opera:csor selectable thresholds for numbers of new key generations are

configurable. In this embodiment, an operator can observe the cryptograpic system under
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WO 03/ 098864 PCT/ US03/ 15569 normal operation, noting a typical nup‘ge‘jcpfms
new keys that are generated over a particular period and set the

t hreshol ds accordingly. Once configured, if a threshold is exceeded a
notification is sent regarding the exceeded threshold. 100871 The
certificatWONRPE8&r (CM 92 is operable to performall JCTUSE/EHEt em key
PKI related operations. For each system key the CM 92 generates a X 509
digital certificate. Preferably, the digital certificate includes a

criti V3 ext ion h nl ¥ th [V, R e ity (CA)
can 'vggdlgP {/ t he E%)% - aﬁg%gte %Crlrlg}vggﬁoe%ﬁ'ééﬁe? %‘Flstgget?%gfg%t%%diggoam%%?%%r Iey is

received by g&{&?atiﬁ%ﬁésg Wil ag\éltsé‘aooygéyua&%9§ahxﬂyls B okBBia@lo} N&traatgﬁaut ficate

authority ( ocal to securit omaln, to veri

system key. ¢ iﬁgsg;%gé%o;tb%ﬁtﬁﬂp&%s?@mam ehp&es%gaf@ﬁﬁ eﬁﬂ%ﬂ%ﬁsis&@%@t B8 1S

operable to ase speciftic application progra ng 1 nterfaces

(API) from [BRaRGeHEd ibdhiHORBY Rirbéte § ARAREIRIBrwdEarcH MBEGDY1 48 F3} F:QbSn@nd
enhances comuni cat1 ons between the key managers 24, 84 and the secured

key dat abasgcdidy sediohifiy, tsedSHaNE alithlcs | & tre PEARDS hadhNEINSEFWE: InforQIBRI N
conponents can interface with different types of databases, The DBAD 86

al so al | owsgihgs theSaErt n)mé AR dlabak AR ARSI UitPibites 148! 128 baLHnoM b RssBaiké | pl e
dat abases within the security domain 22, such as Mcrosoft SQ.Server,

Sybase, | nf glafdpersicle@bRets 30¥0ard BoThtEBAass bjedtsS30BNSIET, SOD G6th tHa phrsikB@ Whjects
dat abases enpl oy database fault tol erance. Wile the preferred operations

and | ocat i ogvptatingttheapplopsfeatiritekSadmonanés32has vaeard tesetptded airdbudet ai |,
it is understood that specific tasks can be exchanged between conponents
and t he | ociatthea8s cHjecEOTROORMPAr A3 difecoardshavadin Fie par misenlclawbbje@tehanged
W t hout departing fromthe spirit of the invention. [0089] Referring to
Fig. 3, theadatnabaslasssbjetiGODr@hgneillestatol ylasohjocts/seticainclodyjae eddras entitt, ed
dat abase structure having a plurality of data entities 30, which are
pr ef er abl y eatleyeoditiorpaymentidotg\ingurancet dngty, dnd ptisrsof dat abases are
contenpl ated by the invention. For exanple a relational 24 1 9 OCT 2006
[0097] The database is also provided with look up maps or notes 150. The illustrated lookup map
150 is for gender of the person class. This saves database resources because every person in the
database simply has a 0, 1, or 2 corresponding to undisclosed, male, or female, respectively.
Thus, the look up map 150 saves database resources because sach person class has a single digit
integer instead of a lengthy word entry. Look up maps are also preferably used for the security
status attribute 108, the security privacy attribute 118, and others.
[0098] Referring to Figs. 8 and 9, the data structure also includes an SEK object 151 saved in the
KEKDB 44 and a SKCN object 152, which is saved in either the KEKDB 44 or in an alternate
embodiment, a separate system key database (not shown). Thus, for increased security, several of

the data entities are stored in separate databases. In one embodiment, public key pairs are stored

in a hardware security module (HSM} device.
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WD 03/ 098864 PCT/ OS03/ 15569 dat abase coul d be used, such as M crosoft
SQLServer, Oracle, Sybase, Informx and IBM DB2. Thus, when the t &rhCT 2005
object is used, its counterparts, record for exanple, are also
contenplated, and when the termclass is used, its counterparts, table for
exanpl e, aV@93{P¥eicont enpl at ed. [0090] One of the data SAEEUSIHEEIBOA,
specifically a persistent data entity, is shown in detail. The data entity
30A includes an Added attribute 100 and an Added By attribute 102. The
Added attrj 1 records. a finest ont.aj ni ng t date and ti t he
bStprtdier PR Rafal oL IR REPLRLEL Bl ol i bk

obj-ect was added; "an recor

; ‘ h . . ty L abt al
Sianature Ofud BB ANLORIAL EE0RRL I BRI Xoeco NOLAR
Smart Card %q%\%%?ﬂi}qéelhg@c'egdeg% £J)4 session and user identification. The

Modi fied an By attributes, collectively 104, record the sane

| nf or igjghpn 1 or MWDk GAlh D%y Q) Gs SdfaBle 8 hdriolm E’llﬁ)ﬁflthé &stmﬁ%@lﬁ%&t@&"

t hese non-repudi ation attributes 100, '102, 104 In t a client user from

claimng thataiblierdtSadh st RQLmd @S2 erfefilch 31509 Gl @ertifilfe. PREWMI We ST AL US
(SecStatus) attribute 108 indicates whether the data object contains plain

text or ci phigikal b@¥tcaRNbiiRes HRcal Vi3 ckBnsAPIol that Shly el pYidht€ cerfifAS MlindiRY € ri ng
additionally to Fig. 4, a security key identification attribute 32 is also

an attri buge)edn el tHeksy. Bithkiln¥ a 2QAesBRAILABLA S FREH késtiY rekdeaibPirer mat i on.
The security key information includes the encrypted SEKID 112 and t he SKCN

hash val ue KM 84\ CI dMeutRSE withahe 186 térbRehbrinoMty (L), bihitdisustel (SkE used
to encrypt associated data entities 30C, 30D and to find the system key
used t o encgeypity ddrainSileRAIh@systikkye it IS preferred that the SKCN hash
value is stored in the security key attribute 32, the SKCN coul d be stored
i n thicd8gjocat i oim mieichmbodimbasthe dutabase QPR (DR RY 36 incpemfRithhilodalabgge 3, t he
data entity 30A also includes a security integrity attribute
( Secl nt egr i yificlapplicatidni pbgraroming iime fat d3¢A R framelnt setuyitshdvsdaingz|corepondheandat a
entity hash value is obtained by hashing all or selective attributes
wi t hin the tiathy cemftals and efipess panmondtiol bedednthe bysianess 24c¥dad tanekepedli ci es,
whi ch are preferably determined by the client and recorded in the 25 1 9
OCT 2006  key database 44. Thus, by using different DBAD's, the security domain components can

interface with different types of databases. The DBAD 86 also allows the security domain

components to interface with multiple databases within the security domain 22, such as

Microsoft SQLServer, Sybase, Informix, Oracle, and IBM DB2. It is understood that known

databases employ database fault tolerance. While the preferred operations and locations of the

respective components has been described in detail, it is understood that specific tasks can be

exchanged between components and the locations of components can be combined, separated, or

exchanged without departing from the spirit of the invention.

[0089] Referring to Fig. 3, the database structure preferably comprises an object oriented
database structure having a plurality of data entities 30, which are preferably data objects.

However, other types of databases are contemplated by the invention. For example a relational
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WO 03/ 098864 PCTI US03/ 15569 BLC s. When a data entity is retri eve(ii,g- bETizﬁn
hashed using, for exanple, SHA-1 and that data entity hash value'i’s B
conpared with the stored hash value in the security integrity attribute
116. If the hash values are the sane, then the integrity of the retrieved
data entitY0i%3Wt# i rned to be correct and not alteredPCIUSPINSS4ash val ues
are not identical, then an alarmis issued, so that the data can be
optionally manually confirmed, and as descri bed above, retrieved fromthe

backup i nf 92&2[5%&' cgﬁlldgghéﬁ,asﬁ& R %/Iicrg%g?@%ﬁ&?@ﬁ%@gﬁﬁg@ Iﬁfoﬂﬂg LA(MBM)DEQQ s. 3,

6, and 7, a security privacy attri control's access to the

| nformati onthfl LG t&%ﬁfibﬁs’&ﬁgugitig c&iffehfak€ SecfdGor &%ze,%%%p%?&éﬁlﬁﬁéd, user, a

doctor for exanple, I's Informat’ion private, a special access |ist

(SAL), dat a,RR¥Heh WeGdrAThis3 Bocli Sts cAMMHIRE kbR bexahfRl 81 @Rendhfadpct or s
automatically added to the special access list. The doctor can thereafter

add anghodpe! et e unRlrind@nth bdtiieedolaOhecifdaily b Partifisnt 420 et isQhowrPh Qetail. The
identifications 122 fromthe special access list. The user attributes 120

are based OputSf@61 F0AGnIISRE arl ARI4 htfribG8 100089 an AU BH@riBERID2. TRI AReOr any
ot her authentication nethod. The role attributes 122 are based on

di fferent sgagibtielyo fetdt@ Stiddstabtd S6rfainilOhe xS tite thd wdjedioeds aidcdRMd Geant
perm ssion to view private data to other doctors but not permt nurses to
vi ew pri vat addtaBg.attlhge 102lr&srde &l dighdl lsiga@uranFthe SRE alding Yhelredesd or dggedig.ar y,
shar ehol der, custodian, and adm nistrative, for exanple. In this fashion,
t he doct or Ttiediginal Sgnatue: ic atainedehvymnhadigitah EeotifivatsioO the aifsat wins Sean Gadl 80 oshat
information. The sane holds true for patient records; where nurses and
doct or s maycliestieeurfrent festoTas sser gewificgmh. BidMddifiedayd Madied Bynattribelesaccess to
nanme, address, paynent, and appointnent information. This privacy can be
appl i ed to eliycivey fl 04 sdcondaircdsene mirohatias fdyanvidifisgtjons ttthd daenitaBOpriopert y
systens, e- Conmerce, law firns, and all applications that deal with highly
sensitive otombingtie, fhiesechonirapfidiptivaeitdntes 2@, 105 1@E0ITHiDD O Glient\SIRIOIE8 6
PCT/ US03/ 15569

that the user did not take a certain action. The security status (SecStatus) attribute 108 indicates

whether the data object contains plain text or cipher text and whether it is public or private.
[0091] Referring additionally to Fig. 4, a security key identification attribute 32 is also an
attribute of the data entity 30A and contains security key information.- The security key
information includes the encrypted SEKID 112 and the SKCN hash value 114, which are used,
as described below, to find the SEK used to encrypt associated data entities 30C, 30D and to find
the system key used to encrypt the SEKID 112. While it is preferred that the SKCN hash value is
stored in the security key attribute 32, the SKCN could be stored in this location without hashing,
[0092] Referring again to Fig. 3, the data entity 30A also includes a security integrity attribute
(SecIntegrity) 116, which contains the data entity hash value. The data entity hash value is
obtained by hashing ail or selective attributes within the data entity. This is controlled by

business needs and policies, which are preferably determined by the client and recorded in the
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[ 00941 When an aut henticated client user requests information at s{lgp C124
in Fig. 7, the conputer systemretrieves the information at step giCT 200
which will be described in greater detail below. After the information is
retrieved, the system checks the security privacy attribute 118 at step
128. If th&'qq:f%%%tl on is not narked private, it is ful®GI/Ef0FEIS6Yed on the
nmonitor 130 as illustrated in Fig. 6. If the information is marked
private, the systemchecks the security level of the client user at step

132. I'n chegficgwihbea maecrnu@ léﬁﬁu&edtmsw, 4 wsirlelfor aaﬁltpmﬁ& I i ¢ At the

user identification and the role iId lcation to seel elther are in
the special .ag¢ 658 vhiusk corfiiekd \@ﬁtt&rsmréaqqamiueu BB LR urity HEddriRSiMb @M ®NeY Or
edit, the user ' has to the information. If the client user “has full view

rights, themdrae WiuePArddhe Hmeiheh th@ldte%n@gﬁtﬁarmdati énubhﬁc&;hh%atmbbser i's
0

not entltledto vi ew t he - prlvatel rmati on, the display paraneters are

adapted i n bRt dhdhot ditred e HadkHvalicd Gre nbli i8dbkis, thdneh dRmPls idshQ, Prthaialee
i nformation, which will not be displayed, are elimnated fromthe di spl ay

par anet er s \dhth BantHe@ptional®) adieelly BRied, a8@ad Radkib¥d ¥ovd, R|icP&T #6nt the Hackup
information is displayed in step 135 on nonitor 136 of Fig. 5 the fields
for the pri udbrenaticif dacabdt bn are not di spl ayed. [00951 Further, it is
envisioned that the fields for the public information nay be nodified, so
that [0083] exi st Ruferind adtiitienadly ioftige 5, o imirratdcmity pSvac papibeteel§comslk edess| N t he
exanpl e shown, personal information 138, such as data of birth and nunber
of chi | dr entctheinfinsgloayredie fssecidtddelata satitieh 300, AGD. Wmaetertt 0sep aidvabrefor

i nformation. However, for a user w thout authorization to view the private
i nf or mat i onéexanipée, varke hig infdgination parae, A spHoial acodss bt (3 Alr)edatdf antidyiBissOB is enoved
fromthe display of Fig. 5. Further, the home address information 140 and
wor k addr es sutpmgtigaliveprdatsd anditie docter maglpinaiyeﬂb' added totthesspersad pecods fist. Bhetdactpi zat i on
to view private information, and the fields specifically indicate which

address is fasrhasfiRr adhanddeletsriserdimifivations afrgiute dRbandfonrofsgdentifisationst 132 user
W tithout access to private information not only does not see the hone
adqr ess, t hBomdieisrecindpcsess listi Eiegser awibujep 134 45¢ baged oayspecifisdisgriidegtificstiessi ni nat e
the desi ghation that it is a work address. 27 1 19 O CT 2008

from the smart cards or any other authentication method. The role attributes 122 are based on

different security levels of users. For example, the doctor may grant permission to view private

data to other doctors but not permit nurses to view private data. The roles can include any

security level: secretary, shareholder, custodian, and administrative, for example. In this fashion,

the doctor controls who can view what information and who can edit what information. The

same holds true for patient records; where nurses and doctors may have full access, clerical staff

may have limited access to name, address, payment, and appointment information, This privacy

can be applied to any vertical market such as banking, intellectual property systems, e-

Commerce, law firms, and all applications that deal with highly sensitive or classified

information.
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WO 03/ 098864 PCT/ US03/ 15569 [0099] The SEK object/entity includes £9. 06T 2008
attributes the SEKID 153 in a normal/decrypted form the encrypted S%F(
154, the SEK integrity check 155, which is a hash value of the SEK, and the
optional SKCN hash val ue 156. The SEK data entity 151 preferably does not

i ncl ude t hWOHEBSAnt ed SEKID. This creates a hidden |i nROIESAEEIN he
encrypted data and the SEK used to encrypt it because the SEKID is
encrypted, and the SEK is stored in a separate database. In one enbodi nent
an H I4$ Provi ecord | I | - i L.oNn

o th Qo Do R e B L L e B B SR T

i's contained ), JBE eS8 Haksat st_Qr[ﬁ 2?6%1?1@1{ wilmidgﬁfiiaeﬁ i? Breét%'?i@tlah ¥elBy Ot ect ed

with a K of encryption schene. SEK obj ect also preferably includes a

Created On %ht:ﬁh@frﬂroﬂrété% is AREFER, theGREH ShRkd &@?ecﬁl?ﬁ?vaﬁ@ithﬂnﬂ@l%ﬁ%ﬂ: on of

the SEK and optionally a Last Usage Date attribute 161, which records a

time stanp gy idhSnoAsdtioh st mid@ pﬁ%,“?ﬁ§faﬁ§§gplaﬁdqﬁ tHe@daitdrY 30 4she SEK
obj ect optionally has a Usage Counter attribute 163, which records how

many times hheraik hiass. DaRinisaMion Tk @Al R HlystdPehetia te skiuagaeldnée 161,
and Usage Counter 163 attributes provide the client with optional feature
sel ecti ons. the SR&E iidet £3dep ¥32. IntBedking Ettus§8 BecERlyBEE], 1ho sRRMHoHE YShothpé el a
certain nunber of nmonths, two nonths for exanple, after their creation.
The client lamifhtion apd Bt elaibédvficktion et Beillry e DRlE Seddpides sham t hey have
not been used for a selected period of tinme or when they have been used

nor e t han adetasilirecthadightspdnel asofiewt aniges edif ke vedrihenidb tlednfomlagon. dhtodenttueerhave
SEK' s expired randomly or not at all. The SKCN object/entity includes the
SKCN hash vhdsuial Wis¥ riging titeh éhe SOl 458z, &9s @hinshdut Hshe cliandser & npr etidedabl y
stored in a database separate fromthe data entities 30. [00100] Fig. 15 is
a schemat i cvibw delpriditagfammtion) thedismty pagmatess\ast adaptedin whp E14. Bistenlh3d dhe
protection is provided consistent with the present invention. Distributed
appl i cat i ondigBafiefseétha ptivateinformiatien whioh wikhnetbe displated, aredliorraiadifiom the:

dat abase server 1520 by waé_of ap%i cation server 1510. Information at

rest is prodisdadrameteayi ferelgiad (abels, 3G e Whipn figypewittedmdermstionis displaysg 29 1 9
OCT 2006
in step 135 on monitor 136 of Fig. 5, the fields for the private information are not displayed.
[0095] Further, it is envisioned that the fields for the public information may be modified, so that

the existence of the private information is completely masked. In the example shown, personal
information 138, such as data of birth and number of children are displayed for the user having
access to private information. However, for a user without authorization to view the private
information, the date of birth and number of children fields are removed from the display of Fig.
5. Further, the home address information 140 and work address information 142 are displayed
for the user with authorization to view private information, and the fields specifically indicate
which address is for work and which address is for home. In contrast, the user without access to
private information not only does not see the home address, the work address ficlds 144 in Fig. 5

are modified to eliminate the designation that it is a work address.
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WO 03/098864 PCTI U503{ 15569 cryptography server 1530. \Wen a reque%%;gg
user of the distributed application 1500 interacts wth business T 2008
application 1542, the business application 1542 receives any necessary
information fromthe database server 1520. Sensitive information in

dat abase sW8&%88> | s encrypted. Accordingly, in orde®PCEdSEEB¢he
encrypted informati on, the business application 1542 nust decrypt the
encrypted information. [00101] The busi ness application 1542 utilizes the
crypt Cl%@ﬁhy Ser’ﬁl%r Eﬂ{So %ctlf%}{tlt linQKld a@ %s th%@%ﬁi]? 953%9951&1{@9{%%%5%@%\’“ th

data t'o enhcrypt an ecrypt an an optional hidden that is

stored wit hthte*aﬁcr%aéargﬁ@éﬁq ﬂl@ﬁ%ﬁ%ﬁ@r&écﬁ M%siﬂasaa i afie bPhE SERUnt RN, the

requestl ng user provi des’ aut ntication information to business

appl i cati onodpdd el RBEv-RRISE TABBEK kil Snritisl fﬁ?e@ér&&@&de@ﬁbthﬂlfu@é gRtion is the
requesting user's user i1dentifier and password, with which a challenge

response prgfaafl SERIDETHiOHRd 2 hlddelidk®eRabd M@er@mg@ﬂl bR MdShe SR RRMED Cati on
information i s based on bionetrics or snart cards. It is understood that

other user gihefbiGak RRERNEGRAGHSEE atiake $FK 4SO 4 Rpsthtc dRMALD iTNEnel  OM
the scope of the present invention. [001021 In fulfilling requests fromthe

requesti ng esBYdimdtS MRS iSRPVillATbd R rddaflAntpirdy kistegortdi@ coth8@ion Svith each
aut hentication information to the cryptographic agent. The cryptographic

agent 1544 recadneihit Beyldatabese OTH s€Aq hateciagoid tad HMAU it boncine tragasap kegudigr ver
1530 over an optionally secure channel, for exanple an SSL |ink. The
crypt ogr aphyonsaarey, evhich 33 tivrally prateeisd tvhiea K€M audyprémntscieak] O SBM dyjachilscon i n
connection with user database 1526. In one enbodi nent, validation of user
aut hent i cat preferablyfinriuwiat a Greated@ohtiribsted 5% valchestges 1 Gepaasefopthe tretidn dfdeween
the agent and the core engine in which the user's password is used to
conput e t heSEE spbopsienallp a Lise Usagh Bhfe ettimijmte 6004103 redofds iigeggmp fergheresttiineat i on
information is valid, a core engine 1554 receives information and
i nst ruct i onthe SBK yes hesdrdditienalyi thnSEK ghjedh optionally hena¥spst Colten atibuted63.y pt
data, fromthe business 30 1 9 0 CT 2006

which records how many times the SEK has been used. The Created On 159, Last Usage Date

161, and Usage Counter 163 attributes provide the client with optional feature selections.

Specifically, the client can select to have keys expired a certain number of months, two months

for example, after their creation. The client can also preferably decide to have SEK's expire when

they have not been used for a selected period of time or when they have been used more than a

selected number of times. The client can also choose to have SEK's expired randomly or not at

all. The SKCN object/entity includes the SKCN hash value 157 and the SKCN 158 as attributes,

and is preferably stored in a database separate from the data entities 30.

[60100] Fig. 15 is a schematic block diagram illustrating 2 system i which database protection is
provided consistent with the present invention. Distributed application 1500 generally provides

an interface to information in database server 1520 by way of application server 1510.

Information at rest is protected in database server 1520 by way of SEKs provided by
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WD 03/ 098864 PCT/ US03/ 15569 application 1542. The cryptography serves o335
optionally determ nes whether the user is authorized to performthe
operations by querying access control |ist database 1524. If the
requesting user is authorized to performan instruction associated with a
particul ar WOSR4P86t key, the core engine 1554 det er nmi nesPCIHIOH136%t ect i on
key is associated with the requested session key and decrypts the session
key with its protection key. 1001041 If the business application 1510 needs
to decrypt LNnf. i ! i &rd3h@hasgser ver
1520, the bwgﬁ%géw%rﬁkﬂgg({ %\én%g%@%s\%gg%eﬁgﬁh%@%:tﬁ%éer% B?licgt gsso@?lat eé hi dden
link fromt BRIk, 1R Qb 818512 L iy 06 HooBEhy lntfSmat

associ at ed %}ﬂ%ﬁ] I th(ﬁ%&ntlﬁe, cryﬁ?%ggja 6 |lc agent X544_.§ 'Igheg(}:'rypt Séanaphi C
agent 1544 bl asidkife GE YPloraRhoC i aRtiie audthlldRR. 1520k oyl core

engi ne 1554. By exam ning t hidden link, the a core engine 1554 can
det er m ne WReLAGAgY, AorirdSER telehdtyits MBI MR Shetfusidess ApRLdiYn PS42WRE her it is

froma foreign cryptography server (not shown) by exam ning the
crypt ogr aphi&rpeih¥ eficript@itidagén. associ ated with the hidden |ink. Further,
the core engine can identify the protection key with which to decrypt the

encr ygb@d1)SEKI D 1H bhdnsdupgietation 1ismi<uthwes&h@¢ﬂmbgag,hp v 1l 088 biideaNe POI Nt er
contai ned in the hidden |pl nk. The core engi ne decrypts an encrypted SEKID

and uses t heryptdgephidigest 1 SEKR da@ teerepsakiiedener ypteat ad eEdhdhiddeylidkr om a
key database 1540. [00105] In one enbodi nent, |ooking up the encrypted SEK
is acconpl i shaeiestbigd Grite thy iei@ypied iBkifation inalitd datalsavd 1392, SEIGhE, tS regu@tihgMBEy

rel ati onal dat abase-key. The core engi ne decrypts the encrypted SEK with a
cor r espondi prgvipesciuthedtication krefyrmation to hesiresdrpglicagont 1542. He osamiboginehediei on  key
is used to encrypt the SEKID and the SEK. Accordingly, once the SEKID

prot ecti on keheniigation iénhation édhe requesting aseas lngep identifer &g pasword! witldebicypt t he
SEK. Next, the core engine 1554 decrypts the information the business
appl i cat i onclzBeh2e pspwbaeetodol srerfireed dh aliamsdive enhodimetG 20thanigatignansmit s t he
decrypted informati on back to the business application 1542 through the

cr ypt ogr aphinéormgfeontis [@gedondio@eTs AGO@!t cards. It is understood that other nser authentication

mechanisms can be used without departing from the scope of the present invention.

[00102] In fulfilling requests from the requesting user, business application 1542 provides the
user’s anthentication information to the cryptographic agent. The cryptographic agent 1544
connects Lo a core engine associated with cryptography server 1530 over an optionally secure
channel, for example an SSL link. The eryptography server 1530 validates the user
authentication information in connection with user database 1526. In one embodiment,

-validation of user authentication information involves a challenge response protocol between the
agent and the core engine in which the user’s password is used to compute the response to the
challenge.

[00103] If the user authentication information is valid, a core engine 1554 receives information

and instructions to perform operations, such as to encrypt data or decrypt data, from the business
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WO 03/098864 PCT/ US03/ 15569 1544. |n one enbodi nent, comunicatior §%§T 005
performed between the cryptographic agent 1544 and the core engi ne 155
usi ng an unencrypted TCP session. In an alternative enbodi nent,

comuni cation is carried out using SSL wi thout SSL client authentication.
In yet anoVPdB/988¢hodi nent, communi cation bet ween agent BFIUMIB6Engi ne is
performed using SSL with client authentication. It is understood that

ot her methods of securing the channel between agent and core engine can be

| d wi _ : : . .
nencry pt e "HEie 38R Bt bbby 38 G T3 rph B R ARr SBMEH A2 20 1
busi ness appld,&akd fyb]gtaf: o é)(gpgraﬁ(mcs QL H&%W% %c@%s? EJ&E‘OHEF fbRR 1584 MBlhe he

crypt ographi ¢ agent Itates encry the information before the

busi ness applyi&abd Q8 is RIQYEEAS pdrftfmiah iiRiEbL bl WA afakRRaSEssRakyer - | f
t he business application is storing new information or if the business

appl i cati onyRasredgdifd X5 PederniRs whichSVtes kSR Wsbilig GaNGE Ahfded sdigh the
busi ness application provides the unencrypted information w thout an

associ at ed né)dgaaecd,ﬂzmSeygl{&rkeﬂgghﬁp[ﬁ@te@ﬁgmag receives data to encrypt
wi t hout an associ ated hidden [ink, the core engine generates a new SEK and

SEKI D,[o@|0sy ypt s IF {he bidiRys @eictatioal 101 0ideliB dasdt b BOckIE M flmatiGOAREDERGpRd
protection-key pointer and core engine identifier to forma hidden |ink,

and r et ur nSin thdéatadB 3tPérac2d, mie dudiertd pplicatich rededrehihelbiock dnd ids adseeidtbrhidissi ness
application through the cryptographic agent. Further, the business
appl i cat i onlisk fasre thetditebasrservwiptseal andirovidea the bivcland its hsociaiebltiddeatiiak ohhedden
link at the database server. \Wen it becomes necessary to access the
encrypt ed i ofypngraghicoagenttl bit. he erypibgephicdgent i1é44 relaysaindentdypted blodcarditled hi dden
link are provided to the core engine and the core engine decrypts the
i nf or mat i onhifldem link & thesirnegme &jfd| Byakinoning fhe hildden link ghe hege enginkil 634a0at
rights. [001071 When storing information that has an associ ated hi dden
l i nk, for esgmpine whiaher the Mfiddeh ink is was graerdiad bbalyer whethen dilf frerd 2 faréign busi ness
application can el ect not to generate a new key. To 32 190CT2I N16

cryptography server (not shown) by examining the cryptographic server identifier associated

with the hidden link. Further, the core engine can identify the protection key with which to

decrypt the encrypted SEKID in the hidden link by examining the protection key pointer

contained in the hidden link. The core engine decrypts an encrypted SEKID and uses the

decrypted SEKID to access the encrypted session key from a key database 1540.

[00105] In one embodiment, looking up the encrypted SEK is accomplished by querying an SEK
- table having SEKID as a primary relational database-key. The core engine decrypts the

encrypted SEK with a corresponding protection key. In one embodiment, the same protection

key is used to encrypt the SEKID and the SEK. Accordingly, once the SEKID protection key is

identified, it is available to be used to decrypt the SEK. Next, the core engine 1554 decrypts the

information the business application 1542 provided from the database server 1520 and transmits

the decrypted information back to the business application 1542 through the cryptographic agent
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WO 03/ 098864 PCT/ OsS03/ 15569 achi eve this result, the business appl J' ﬁaéépﬁms
provides information to be encrypted in connection wth the existfng

hi dden |i nk. Wen the core engine receives infornmation to be encrypted and
an existing hidden |link, the engine encrypts the provided information with
the SEK coMUBEi#H ng to the existing hiddenlink. In tHBGI/YEHEEP the

busi ness application drives the process of generating new session keys for
exi sting data. [00108] Fig. 16 is a schematic block diagramillustrating a

system 1600 &Ieh ‘gﬂ?ﬂ%%zkﬂbﬁéﬂ?éﬁ, coﬁﬁgﬁl&tﬁ{n iSYERbAIE bAREESRe éyﬁig%%&lt%gg{t iy over

a network. tment 1 nhcludes a repository server I ncl udes

a repositor | ' OF tEPLeYsidnO TS ARve ehBid@mbdic! udes a
key dat abasé“ﬁ%ﬁ%rﬁgginﬁgs%%%?égg’%ﬁ?@ ng%/s ecS(l)nt alned wt ﬁien t he key

dat abase  164QmudiliBiol SRABEL S ¥siteSE. RRBLNSL LR alhMESs e shothgt | ons of
key generation, storage, and retrieval. [00109] Further, the repository

server 1620 enBsdiMaR ToRMuREHBR BethQAlabh ald Sle hdib pstiralAsme kSR VithaReht & user
dat abase 1626. The ACL dat abase 1624 contains information regardi ng types

of al | owed a@6&88Sion.Off isfuhgHAdtéod A bhbrGhbiRds MSEuBind Y Ehabk] PaivtdnGidndsinddat a
entities associated with cryptographic keys stored in the key database

1640. The r efoshdiRicin EmpRiyed @REbubddpartiaPtod thalstope oftBSindentioB kiichaasd r eader
1632, which is operable to read information froma smart card such as the
GEM 159 avauheblypted TOP3E%n et IPFeerviBder , t he repository server 1620
contains a repository key exchange nodule 1634 and an

aut henjo0106lt i on/ aWhdnGrusaratisedthé Wisipssapglichton 1686 ¢ infdmmationepths iditaraye deeyr,
exchange nodul e 1634 enabl es two separate cryptographic engines to share
keys. The MAktArypogublec 468G adilitatnd énbiyptionan the drforamatidndrfarctht bsingsepglicktyon f or
exanpl e, a chall enge response protocol in connection wth smart cards or
user name/ passidertte ofrhitioatd thadatabassevtralfdhe busingss applicatiys érstorinfoewt her, t he
Al A nodul e provi des user registration functions in connection with the 33 1
O OCT 2006 uf@mmagme eshuBasEs udleatieos Baletermined that a new SEK should be generated,

then the business application provides the unencrypted information without an associated hidden
link. When the core engine receives data to encrypt without an assaciated hidden link, the core
engine generates a new SEK and SEKID, encrypts the provided information and the SEKID,
combining 2 protection-key pointer and core engine identifier to form a hidden link, and returns
the encrypted information and the hidden link to the business application through the
cryptographic agent. Further, the business application stores the encrypted information and the
associated hidden link at the database server. When it becomes necessary to access the
encrypted information, the encrypted information and the associated hidden link are provided to
the core engine and the core engine decrypts the information for the business application if the
user has sufficient rights.

[00107] ‘When storing information that has an associated hidden link, for example when 2 field in

the database is modified, the business application can elect not to generate a new key. To
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ACL dat abase 1624, which contains information regarding particul arq §sges s
rights with respect to specific keys. [0001] A renote conputer system 1610
connects to a key repository 1620 through a network 1630. The network 1630
is preferably a data network, such as the Internet, but it is understood
that the n&} 88¢630 can be other types of networks, suRET/BH3AIE tel ephone
network, wreless networks, such as 802.11b, BluetoothTM or other wreless
net works, | ocal area networks, wide area networks, or optical fiber

net works. | ReEE t}ﬁmgﬁiﬂ {E@ Gttlsinegsnlﬁ 158X %(ﬁ)idé%ﬁ)tnﬁmoﬁ%]-& en&?ﬂt:@jn%m%ctﬁ)ﬁart
b |

card reader 1632, which Is operable to enable a user to authenticate

himsel f or h@neddstitdhiddds 1ih1€ PRI Mreenbife RAI D RifokR2fbn 5 HE éﬁ&fé@ted huf¥&nr €Nt €
conput er system 1610 contains a renote key exchange nodul e 1630, which is

oper abl e t0 gGRARACH KRY fhe Yhditk h&lOptKBY pR¥RBOBRGENAER Hith e %@ﬁ‘l’:oﬁési&rﬂﬁlgk ey
repository 1620. In one enbodi nent, the renote conputer system 1610 al so

contains a 34 Mk elians hid@dmhe & eHierefd itSudifidLapbiidtiol &iveP@E plotRs 60 perform
renote encryption and decryption functions on the renote conputer system

1610. A st orzeleefifg ficRistonRa Beexklitg M. | nternal key database and nust
communicate with a repository server to obtain keys to encrypt or decrypt
data. [pOOGSL1] A Kpgbnesshaggt bioei digitand Blidratisg Sdystem po@rie valeh yenfBsoci at ed
with the renpote conputer system 1610. The business application 1612 is
general | y softmeareystehaiaceesrncdgpepositing operademesk. Onakmboduherd inciuliesta | s
protected by cryptographi c nethods and systens consistent with the present
i nvention. [poO&dy]seiveml62Q thai isclades cirgositbiycomb exgite 102 drhenepokitonstaradnging a
system 1700 involving a file server 1720, a repository server 1620, and a
renot e conpuéBrindydss ekay8tabase ho44 hgneaypyrddsrapbirbeye cosangiurithin by kdyalawbasd he
file server 1720 includes a data store 1722, which contains information
that is proflet dde wpesitorycyrseagnaldi? provdesiiodfsnctions of eyt senwativonstéragecamt] wit h
the present invention. 34 19 OCT 2006 WD 03/098864 PCTI US03/ 15569

retrieval.

[00109] Further, the repository server 1620 includes an access control list (ACL) database 1624

and a user database 1626. The ACL database 1624 contains information regarding types of

allowed access, or rights, particular users have to particular data entities associated with

cryptographic keys stored in the key database 1640. The repository server 1620 also optionally

has a smart card reader 1632, which is operable to read information from a smart card such as

the GEM-159 available from Gem Plus. Further, the repository server 1620 contains a repository

key exchange module 1634 and an authentication/authorization (A/A) module 1636. The

repository key exchange module 1634 enables two separate cryptographic engines to share keys.

The A/A module 1636 identifies and/or authenticates users by, for example, a challenge response

protocol in connection with smart cards or user name/password combinations, associated with

the users. Further, the A/A module provides user registration functions in connection with the
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The information contained in the data store 1722 is encrypted and 1d§(§,rcyﬂ%®d
in connection with the renote conputer system 1610, using the renote core
engi ne 1642, which perforns the functions of encrypting and decrypting

i nformation usi ns% keys fromthe repository server 1620, which optionally
contai ns aYhBPP%¢hrd reader 1632, a repository key exchBFjeSOpsde e 1634,
and an authentication/authorization (A/A) nodul e 1636. The repository
server 1620 al so contains a wuser database 1626 and an ACL dat abase 1624.
The renot e GQAPHEBEse syl SR &R R b AR « gardﬁ?g%ﬂﬁuﬁmgs’ '@'fs%fh@%?&'i 101 632
and a renote key exchange nodul e 1630 to authenticate wth the A nodul e
1636 of the sf,&ggs(g}tspry server 1620 to obtain appropriate keys to encrypt
and decrypt " information in the nedia store 1620. The renbte core engine
1622 pesdigr s engkdihd @RpdBickysteld @6 ohiBts toi&Y tepbditon 1804 dhddugh Pn&@RRECt | ON
wi th the cryptographic systens of Figs. 16 and 17 several operations are
performed, 169 Utk Agwork 133086 flicReEibE AtBRMeirkd HEh & tHOIMRBKA BN iCis SyRteo (i)
providing an interface for a user to log in and to thereby authenticate
hi msel f or ligk @ehdtwbR 1630046 by RLQ GFpR3PHTinetwo IS [sBEH as tHeitéléphoRd Yatwdik, ivi@gless New
file;, (iv) maintaining, which is accessing or changing, ACLs associ ated
with keys; @utvolkk,Qadhi 48 §0200106 £818etb@h ™ df eftertviiesdiRBvilleciot® aGa Apwair, Sedd;
reassi gni ng ownership of a cryptographic key; and (vi) accessing and
decrypti ng exhssvogs, ondpticatdiberoiatwiodss. Uis®e emnbalomame Gieicompute syfterm 1810 t war e
application. [00114] The process of adding a new user optionally involves
generati ng exthisrigaadngd sjadamd 63 ehick eyppdily te chiable auserns authantiotchimsettfodi nent |
the key pairs are witten to a smart card. The exchange key is used for

t ransport i nyersedfs themepkeipsy doest aneins 1G20e Furthon dieranoye espvisr sys8m0 6 Hhapntainea
remote, conputer system 1610. The signature key is used to authenticate
the user vi semdieckeptychangd miodule 1686whigsis gpeprbRUTX2BMGe kayOWIB HegkeBeghange

PCT/ US03/ 15569 [00115] In one enbodi ment, the public keys associated with
the newy ggwémlaﬂ@d oﬁ@@keykggpsiiggy t&20. In one embodiment, the remote computer system 1610

also contains a storeless remote core engine 1642 that is op?rable to perform remote encryption
and decryption functions on the remote computer system 1610. A storeless remote engine has no
internal key database and must communicate with a repository server to obtain keys to encrypt or
decrypt data.

[00111] A business application 1612 is also preferably associated with the remote computer
system 1610. The business application 1612 is generally software that consumes and produces
information that is protected by cryptographic methods and systems consistent with the present
invention.

[00112] Fig. 17 1s a schematic block diagram illustrating a system 1700 involving a file server
1720, a repository server 1620, and a remote computer system 1610 in a group of remote
computer systems. The file server 1720 includes a data store 1722, which contains information

that is protected with cryptographic methods and systems consistent with the present invention.
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are stored in the user database 1626. Optionally, other informti Qng 0%‘*%06
as nane and contact information for a user can be stored in the user

dat abase 1626. Further, the user takes possession ~ of the smart card
containing the key pairs so the user can perform authentication and key
exchange oPt&EOPEs in connection with the use of encrypR@HUSHABF At i on.
[00116] In connection with the smart card, the user logs into the
cryptographi c systemby authenticating to the A/A nodule 1636 of the

reposi tory Sk YfSmi@aQontihédih theldd sMROFPL 35Sedllafiq @c %ﬂrin HRCliorG@ld 1 nto
the smart card reader 1632 and-the renote core engi neqT 42 reads the keys

fromthe SmakdreQak ebmphfRe sy ERS f616,36iflg ihs rdfoff Bfe2RkiVe RAS SWRELhRbRLE! €d.
[00117] Once the renpbte core engine 1642 has access to the private key of

the si gnat urmnckig oP@ichypting dnd Bbt-HERE InfRhBRn bii EOm tRQefoSRAP RS 52687 Ver
1620 by way of thg A/Kprrt;gdul e 1%%6% IlI n ong “Zérerlkbeg%li rrent,el{ohe A/eA nodul e 1636

and the renaiehGaidablyedon&ins b Sl &idreRiee fi32,Q oSty kSN ehansEARRRS 6340 LR OCOI
in connection with the user's signature key pair. In this enbodi nent, the
Al'A  nodul e a ethdnti@ordauiiogiRaiol ( &/ AYe@BeulP Y63k NEhd 16ty SOVER U RN alss ¥ &ftfipal 610 by
using the public key stored in the user database 1626 that was generated
at the sane ubdrd@atas loDEaddSAIACT. Parabdall 624K €)e remal@Bm& sUG&R 1ACGPIHRRIWAS
created. Next, the renote conputer systemoptionally receives a

sessi on- | evekesacmasard okden] 632 and exmoprlkey achaaggodubnidoooautidsicate with the
connection wth the challenge response protocol. In an alternative

enbodi nent , AdA usdule itb bEht rpatiesy wstnig2i Hboblaseppropieund kefys ©lencrgn and deartypt
exanpl e, password. In one enbodi nent, user and agent rights are granted
based on r irfbrimetiags te ingtlie dtov 16R0.aThreatnote dvat cnigie &6X2ipgriethstencrypitien argler  or
agent. Further, if the user or agent has sufficient rights, an ACL

cor r espondi deprypgomfupetiond.cul ar key is exami ned to determ ne whet her the
user or agent has sufficient rights to cause the key to be used to encrypt
or ded?84d8] dat a.lngensweT ¥0h e cpprogRPHoSeEMs FETESUSHRI 13 50/9raj opefabOk 281 Fi g.
18A is a schematic block diagramillustrati nghji ntradepartnental data
protection performed, including: (i) adding a user to the cryptographic system; (ii) providing an interface

for a user to log in and to thereby authenticate himself or herself to the cryptographic system;
(i11) encrypting a new file; (iv) maintaining, which is accessing or changing, ACLs associated
with keys; (v) blocking access to a key that has become compromised; reassigning ownership of
a cryptographic key; and (vi) accessing and decrypting existing information for use in connection
with a software application.

[00114) The process of adding a new user optionally involves generating exchange and signature
key pairs for users. In one embodiment, the key pairs are written to a smart card. The exchange
key is used for transporting session keys between the repository server 1620 and the remote.
computer system 1610. The signature key is used to authenticate the user via the A/A module

1636.
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consistent wwth the present invention. In this enbodi nent, the

crypt ographic engines are represented in connection with the TRICk?ﬁQQEf@m
trademar k of ERUCES, Inc. of Lenexa, Kansas. The environnment broadly

i ncludes a data store 1802, conputer systens 1804 and 1808, and repository
server 180%00A¥SHat a store 1802 contains, for exanple, BEHGISYPHIEE fil es
that are nrmanipul ated by conputer systens 1804, 1808. The renote conputer
systens 1804, 1808 read and wite the encrypted data in data store 1802 in
“ S o e DB SRR P RS B Bt g o 1T

conput er Sy%?ﬂ}eﬁr}?ﬁﬁ% F%p&a?alﬂlas%tlg?é t(‘)}%oﬁanl& QP nkPhatic gsg%lé’sn%§ LR Rnd804

1808. To acco Sy sten1 uses Its renDte key

exchange ”D\%Ilfétrﬁ 5@9 %&gnnléaesf "’J‘%pec. a}a%e%ss MET 1l 306 RS pSsRBh ned i n

connecti on e rénote conputer syst ens

1804, 1808 pgpild aﬁ D i mp&sﬂsg&mﬁs@%hgafdramml[cﬁogr L6 ke} 802 USI Ng
sessi on keys obtal ne rom the repository server 1806 00119] Fig. 18B is

a schemat i Ce;RhJR@goﬁékﬁgﬁﬁﬁthledﬁ%&&ﬁﬁlh@gséﬁ%n%ﬂ%&%ﬁ%x%ﬂ&@' data protection
consistent wth the present invention. In thi's enbodi ment, information

cont aipAdej N t ey Sihation bt e 13RRcd 1RGSR TS thtdNe EGNOESHEQINMEBY SYSt ens

1804, 1808 that are in separate departnents or enterprises. Accordingly,
user —aut henkitkeatidagl B8Rk QUikAlie2 836 STelrEfoSifofPdelven] (26.S Bigd, Aheader\Mdedt ha or
particul ar user of renote conputer systens 1804 and 1808 resides in a
cor respondi R sh@PESd infrile SRFNEK r&B8Q 687 and BR ferhdle EdiCenghe N 68 eRip atiemnt . |
[001201 It nay be useful for the user of the renote conputer system 1804 to
access i nf ofrémtHe@mart drd. WtieGhait: Bed bpeiferfily paagvordEprolegedconput er system 1808 i s
the key owner. If a user needs to access information protected by a key
cont ai[ited?)i N a rKepotht teniole Garedgine | @C Adedessito drgtings kevdd prsighamt keytdaen
i nterdepartnmental key exchange is enpl oyed. To acconplish interdepartnenta
37 1 9 OCT 12authibtiGi8sh QSBB36 the RPHFHIBOBVEEEED bk eyy @xehiingaduledpifsilb axey server
1806 and repository server 1807 exchange keys using

embodiment, the A/A module 1636 and the remote computer system 1610 execute a challenge

response protocol in connection with the user’s signature key pair. In this embodiment, the A/A
module verifies a signature made by the remote computer system 1610 by using the public key
stored in the user database 1626 that was generated at the same time as the user’s private key,
when the user account was created. Next, the remote computer system optionally receives a
session-level access token, for example a large random number, in connection with the challenge
response protocol. In an alternative embodiment, a user authenticates using its user identifier
and, for example, password. In one embodiment, user and agent rights are granted based on
rights associated with a role that is assigned to the user or agent. Further, if the user or agent has
sufficient rights, an ACL corresponding to a particular key is examined to determine whether the

user or agent has sufficient rights to cause the key to be used to encrypt or decrypt data.
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mechani sns described in connection with Figs. 16 and 17. Once a Us€1g §CT 2005
departnental -. repository server has received the appropriate session key
froma peer departnental repository server, the local repository server can
either provide the key to a storel ess cryptographic engine, such as
conput er sYOt¥MS8E04 or performthe encryption or decryfGIBO¥EF%an agent
directly in the core engine of the storeful repository server. [00121]

Fig. 18Cis a schematic block diagramillustrating data protection in

conneghp Qe Wi th @n 1ok NS AGEHO 108X %gg%f%l}um&qnm)gpaﬁ‘tﬁﬁ%f daflpYotechifh : hi's

. i
enbodinment, the réepository server 1 S separated fromthe renote

conput er s 180 @RdihERSHrOYn dnRERk &tﬁ@%&ﬁ%ﬁé@hﬁ%@ oApthePiBhic Chlies ak! 1 eval | s

1812. Because of the secure nature of the key exchange between repository

server  180G.pRRchdienfecA Wit BE TRNSYTSON 8Rmandhr EROBES axe BADGENY keys

over the public network is secure, and the keys can be used to nanipul ate
the encrypt gdngate bhvidaha Sio@c[lf?in@ﬁ@e% a dbi® X3RO tGnpuled Bystetns 28GHGRAE NTYB] C

bl ock diagramillustrating nobile data protection. In this enbodi nent,

nobi | e conpuidatpobfotPsdrfer CENBNTRE @kh skddé LB0Y BontdiisLlLHEMBRCASS PROTRE thitGid. The
nobi | e conputer 1816, such as a personal digital assistant, contains a

versi on of amasip@ied BsSmpeENRiead EBORI 1G0% MYk Rthotdvapitsr syapadl 8e4,aRogesd or m ng
key exchange with repository server 1806. The nobil e conputer system 1816
can secur el yndraite the veriped detadn §ant sede AR &n 4 mamedahitur &f thatexfll86Ed in over t he
public network 1810 through optional firewall 1812 because of the strong
crypt ogr aphyonnersiedwitioFigt 16t &ovaeer,iimfhgsrembbdioent, encrgigtion asd deceypiB8OG2perfanckdt he
nobi | e conputer can securely receive session keys fromrepository server
1806 usi ng kethe exmclrangesrypidmo thet romguicich thel rddyomeéon, @@ 2Gbtekrs R04,18E.i B a
schematic block diagramillustrating data protection in a miltiple
enterprise eawewplishmeremotelcompiiersysien O wrees its reimofedieyrertchange gaduldie obleiour el y
shared between enterprises over the public network 1810. Data store 1802
cont ai ns enkeyy few deposifonr sveret B0 ahexplamedinjsennpetion with igs.0l6 aB8 17 SpediisFllR0116
WO 03/ 098864 PCTI US03/ 15569

the remote computer systems 1804, 1808 manipulate the encrypted information in data store

1802 using session keys obtained frorﬁ the repository server 1806.

[00119] Fig. 18B is a schematic block diagram illustrating interdepartmental data protection

consistent with the present invention. In this embodiment, information contained in the data

store 1802 is accessed by remote computer systems 1804, 1808 that are in separate departments

or enterprises. Accordingly, user authentication and authorization information associated with a

particular user of remote computer systems 1804 and 1808 resides in a corresponding repository

server 1806 or 1807 in the user’s department.

(00120} It may be useful for the nser of the remote computer system 1804 to access information
for which the user of the remote computer system 1808 is the key owner. If a user needs to

access information protected by a key contained in a repository server located in another

department, then interdepartmental key exchange is employed. To accomplish interdepartmental
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internal users via application server 1820 and to users of peer erft 8r(¢1 ggs
through their application servers, for exanple application server 1830.
Secure and granul ar sharing of information between enterprises over the
public network 1810, through optional firewalls 1812, s possible because
of the secWPdRBF4exchange between repository servers 15G8/UEAHISIG16 t hat
reside in different enterprises. Trust is optionally established between
the repository servers 1806 and 1816 by way of signed certificates from

certificati ri . X 1S f -al n Vi ew,
Cal i fornia. Q%Oeg%’ %F%S.I tgﬁgér%ﬁg%;a@ geﬁ%{st?t?ﬁ%ﬁg’grcll?bgl&é%% ?nb%%'gét rating an
embodi ment gl AbhERsGRES HIBAICA it Fs KR Ynd PN AGREE Ders AGGRASHAONt rol , and

user databases. A protection key infornmation table 1902 “has the primary

key of prot F‘e?gégﬁﬂ} KoY nhdepdiveh itlﬁra{)é{gﬁrﬁe%&rsf-oﬁ RELHArE) pee g%)aﬂ?rﬁé?l‘iﬁ bhrykey

i nformati on é 190_2 cont ai ns e col ums of "creat V\,hi chisatim
stanmp, "keyBrab e 1oéM1ﬂe_Ec$’sitbl§ s&%r%ﬂpsﬁm&tpﬁﬁidélﬂ{b%y 1o £Ur8lSL %%h@ﬁ]ﬁ@éngﬁ@,e

protection key, and a signature whichis, for ~exanple an HVAC data

aut hent i cat Qich ad AmBMer SSEBAABIMRR berfdrh e k@Yo br ddoiylish foSan@B&i Wipdc8elini N A
master key that is protected at rest by a K of Mencryption schene. An

sessi on keythe BroErFaiciodthe sfortlpll epd Q4 stiseral so provi ded. The session key
information table has a primary key called "SEKID, " which corresponds to

an unqomeypt ed $EKIEY isAcaRmdiidigbdk, diagnmallwtreiipelar PeHtdtton id @ainyddios with alSEKI D
froma hidden link, it can identify and decrypt "keybl ob" fromthe session
key i nf or malntrade: draRirmeidA kel Fpositery's inthis kdbodikay, bheabpositay piret e80ald y
encrypted with the sane protection key as the SEKID. In the session key
i nf or mat i onsdpalnbdeird® 04 ramde ¢dngueisl 804 dndbBEBDy alpublitsictvarieB10 andapgonall9, t he
"created" and "signature" fields are anal ogous to the "created" and

"si gnat ur e" fifewdlsd 81 2 Brcausbefithd ssocomprectiitiprkeyietdharge betpreatrembiicansdaay
information table 1902. (00125] A principal information table 1906 has
primary dat B396swl kmyts corfiputgysysteis g 804 andhdUBhexclanging koo neks tegublitamemanesof a
user, agent, or server that accesses a cryptographic system39 1 9 OCT
2006 WO 037098 sadthpkeyk: R /us&ie manipulate the encrypted data in data store 1802.

[00122] Fig. 18D is a schematic block diagram illustrating mobile data protection. In this
embodiment, mobile computer 1816 is connected through wireless access point 1814. The
mobile computer 1816, such as a personal digital assistant, contains a version of a storeless
cryptographic engine that is capable of performing key exchange with repository server 1806.
The mobile computer system 1816 can securely retrieve the encrypted data from data store 1802
over the public network 1810 through optional firewall 1812 because of the strong cryptography
used to store the information in data store 1802, and the mobile computer can securely receive
session keys from repository server 1806 using key exchange methods described above.

[00123] Fig. 18E is a schematic block diagram illustrating data protection in a multiple enterprise
environment. In this embodiment, information can be securely shared between enterprises over

the public network 1810. Data store 1802 contains encrypted information that can be provided to

38




consistent with the present invention. The "roles" field correspondg g $he
roles assigned to a particular principal. The "flags" field corresponds to
status indicators associated with the principal, e.g. disabled principal

or non-di sabl ed principal. The "subcl assnane” field is used to i ndi cat e,
for exanpf@oﬂﬁﬁﬁgﬁr the principal uses user nane/ passworBfTASOHEAPI cati on or
X. 509 authentication. [00126] User and password information table 1908 and
X. 509 principal information table 1910 are related to the principal

i nf or mati on;tabl %eﬂs%?ggpﬁéaso Rbr 1%@613@611 &9 %e%%g@steg ﬁ%fbu;mlﬂ? 1908

cont ai ns USEI’ I denti passwo or correspondi ng users.

In one OO sdrls, fo??ﬁaﬁw ?ﬂlcﬁﬁ&lsgrv&q@E@'Slgur@%%de%&mﬁpgh -1 hash of

t he passmor initirally se e user. Inthis e I ment "passwor d"

hash is enchyRhgtbnWelReren %rovmﬂe ﬂuhﬁé nerSork PEIQ! B BloR¥na ﬁfg\l@fls M2,

encryption scheme. The X. 5 principal information tabl'e 1910 contains

certificat eg peRiblaRPRABM MG sblurdlel BEhRRL SetwbreRXapPhedvct B80S SlaliBd mat es of
renote cryptography servers that exchange keys with the presently

descri bed cgEife QAR erfebrised) fmmtormamﬁéatasmhéc%eawéaa&c SilofPdevedat abase
key of an ACL identifier used to relate the table to an ACL entry table
1914. The A306 i 3188 ivayloftsidabdceftiBiita fisn @REichRmALMofitoNn 82a6dih keverisigac! udi ng
the key's hidden link, the ACL's creation tine and the key's expiration
flag. The AGL oEMonytaindtidve Chfifbdia. has a primary key including an ACL
identifier a principal identifier and a systemidentifier, which
correg@ddls to &ig 09 B aschginade tlabk dtagfaindHustrhtédg ab ainbadirhant btlekési chir@poridhg
particular core engine that generated the key. [00127] A role table 1916
has a rol e fodennafagenent, ralesicditsol, and Geiedavbases. ApiloicstiontGpemédrnativnitabéeritoot i er,
and a role type, which identify and define the rights associated wth a
parti cul ar Iresthe priffiney kepefeteainn kayaddntfict G Stegonkexidh sThepragsipakdyon i denti fi er
and operation names, which are used to associate 40 pf 1 9 OCT 2006 WO

03/ 098864 PaPIMUBO3 ;tangQ@@Z contains the columns of “created,” which is a time stamp, “keyblob,”

which is an encrypted binary representation of the protection key, and a signature which is, for
example an HMAC data authenticator. In one embodiment, the “keyblob” field is encrypted in a
master key that is protected at rest by a K of M encryption scheme. An session key information
table 1904 is also provided. The session key information table has a primary key called
“SEKID,” which corresponds to an unencrypted SEKID. Accordingly, once a core engine
decrypts an SEKID from a hidden link, it can identify and decrypt “keyblob” from the session
key information table 1904. The session key “keyblob” is preferably encrypted with the same
protection key as the SEKID. In the session key information table 1904 and the other tables
illustrated in Fig. 19, the “‘created” and “signature” fields are analogous to the “creatéd” and
“signature” fields described in connection with the protection key information table 1902,
[00125] A principal information table 1906 has primary database keys of “principal” which

corresponds to the name of a user, agent, or server that accesses a cryptographic systern
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names of operations with actual operations that a user is authori§z®@dctToms
performin connection wth a particular core engine. [00128] Audit |og
tabl e 1920 and transaction | og table 1922 are used to collect records that
define f events as they take place in a core engine. The audit |og table
1920, for WRAHPISE4cont ai ns i nformation about the princi PET/USHESS{%er f or ned a
particul ar operation. The transaction log table 1922 contains information
about, for exanple encryptions and decryptions that were performed by the

core engi e, L Q0433 dd aﬁ?mﬁ%(i’m)e@o% NGB A ) Q%on% %EL&'EI% LJrsTig%édr Ling a

process of encrypting rst a req UES a user

at the crypLogi gh&cﬁ? g sk ﬁquco%%g)ondswﬁtﬁms @&@at@rggﬁgéalgtw ore engi ne

optionally ctrea trans ts a session exc ange nodul e

(stage 142%rmc%§f(g Jg_ di ﬁlecﬁ ﬁ:'af(ﬂ Xn—@i@a@leﬁ%fl i T’Iﬁs‘s&b@ sHHRP & §1d?id§€@1ﬂge

public key st agé exchange pu ey is the public

associ at ed Wqfche tf‘&eex%ﬁg @HQﬁ‘er RYoriREhdi udeb'@der ﬁa?ne"b%%qro;d%uthgﬁ?ﬁmﬁ)ﬁ geX3E$SI ON
keys between key exchange nodul es. Next, the key repository encrypts the

session in thgengxahange public key (stage 146) . Next, the key exchange
nmodul e inforns the AAA nodul e that the user created a new session key

(stagqechds)) - A NAY HEpRPEHd kZdmafdh thile BB AER. 509{ CipSPiABRiBon MHIE Mo TONE
application elects to cause generation of a new key by saving a new data

obj ect or sa¥idMiedan the%tifdipa BifciAkin AN EIOD6. T Heiodt andpediotl MBrmatea tabRS pondi ng
hi dden |ink. Next, the A/ A nodule adds information about key ownership

into the ACLoodabratiaster(isdnages Afd@hsswbid iffoenati€iioocirBhding erso@e of a key
has full access to information protected by the key. Further, in this
enbodi ment , etivdineannide “paeswogt” dald contgihd & eharyptaf SHAM hadf e pisewdrd chithyly shie key
to other users. Next, the server key exchange nodul e 1530 sends a session
key and a hbyditleuset. i Inkhit antiolimentetho t'msswooiihathes erspppted mith e nestyreethatin t he
user's exchange public key (stage 152). Next, the user decrypts the
sessi on keypusetedbyt 4ie ofienaywiok esheme sHei 20 8@ @rivgipd) intftreagonghldn e 0 keyaipai r
(stage 154). 41 1 9 OCT 2006 WD 03/098864 PCT/ US03/ 15569

certificates corresponding to principals, for example the certificates of remote cryptography

servers that exchange keys with the presently described core engine. ACL information table

1912 has a primary database key of an ACL identifier used to relate the table to an ACL entry

table 1914. The ACL information table contains one record for each key, including the key’s

hidden link, the ACL’s creation time and the key’s expiration flag. The ACL entry table 1914

has a primary key including an ACL identifier a principal identifier and a system identifier,

which corresponds to a core engine identifier that uniquely identifies the particular core engine

that generated the key.

[00127] A role table 1916 has a role identifier (roleid), a role name, a list operation identifier, and

a role type, which identify and define the rights associated with a particular role. The operation

table 1918 contains an operation identifier and operation names, which are used to associate
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Next, the renote core engine 1540 encrypts the user data and the ysg¢p T 9
application enbeds the hidden link into a data structure, such as a T':il(gﬂG
structure, associated with the user data (stage 156). [00130] Fig- 21 is a
schematic block diagramillustrating a process of maintaining an access
control |iYPY%ABEY* of a key. First, a user requests the PEEUSBYISH exi sting
key fromthe key repository, and the A/ A nodul e receives the ACL request
(stage 160). Next the A/A nodule queries the user and ACL databases to
determ ne WRGEAGF ofeBoMSAh DRAD BERUAHE: Fuis@R SutoBza4itEYerRn irtehnedfstOCi at ed
with a particular key (stage 162). In one enbodi nent, information regarding
ot her user sviiRY pfcrlidr Otk Sng@dsesoci ated with the key is obtained fromthe user
dat abase. Next, user information is obtained fromthe user database and

t he AQboidgit abasenandbgthge AGh ahdrahBitmTbd hiBd 19420rd R tdS8llecrSdortl @al &4he Next ,
the ACL is optionally nodified by the client, for exanple to add or renove
rights in aeyeak kd they ke Y il Do dagind. i Thelaadit 105 eble ( $10a8e bPlecoMians , the A/ A
nodul e verifies that the user has adequate rights, for exanple by
reference tofdiigionrabgit talpriAfidal thht@erfermed & yartidvar Afdratiost Agarah&Bjon Idgd taklE | y, the
key repository makes appropriate changes to the ACL within the ACL

dat abase ( st%2geontalfy)infofi00ibB AHouk-foy cxaadPle cacrgptRdaihanalbirgptivhohii wateagtfammed
illustrating a process of accessing an encrypted file. First, a file
server provhxbscengrioet ed information to the user, by way of the renpte
conputer system (step 180). Next, the repository server verifies that the
user HeMH29)he ri g 20 e sdooeisblechdiaghmyllypaaigsaropetsof eheopypta filheFiishd or mat i on
provided by the file server (stage 182). Next, the key is transnmtted to

t he key excieausgidorresaidgrampade by apssr age)crypTigeaphie paywir (tagy 1400 Mext, thavepositayri eves
the User's exchange public key fromthe user database (stage 186). Next,

t he reposi tersengiag optwpelhyampes andrivguits psessiep b ts thetkey exckanpomoduta(steget age

188). Next, the repository key exchange nodule sends the encrypted session
key to the lfigkriNexpihergRositdy srging FReeiyes die useraes phangfPuplifdiey &tageA4a2The 9 O CT
2006 WD 03/098864 PCTI US03/ 15569

exchange public key is the public key associat?d with the exchange key pair that is used to
exchange session keys between key exchange modules. Next, the key r'epository encrypts the
session in the exchange public key (stage 146). Next, the key exchange module informs the A/A
module that the user created a new session key (stage 148). A new session key can be created,
for example, when the application elects to cause generation of a new key by saving a new data
object or saving an existing data object without providing a corresponding hidden link. Next, the
A/A module adds information about key owniership into the ACL. database (stage 150). In one
embodiment, the owner of a key has full access to information protected by the key. Further, in
this embodiment, the owner can grant rights to information protected by the key to other users.
Next, the server key exchange module 1530 sends a session key and a hidden link to the remote

computer system, encrypted in the user’s exchange public key (stage 152). Next, the user

decrypts the session key using the private key associated with the exchange key pair (stage 154),

41




(stage 190). Next, the user decrypts the session key using the user's
exchange private key (stage 192). Further, the renote conputer sysl 867 2005
decrypts the user data (stage 194). [00132] Fig. 23 is a schematic bl ock
diagramil]ustrating a process of bl ocking access associated wth a key in
response t YO becomi ng conpromnised. First, the red83USB¥iF5@er ver
receives information regarding a conprom se of a renote conputer system or
of a smart card (stage 196). Next, the repository operator receives a

connecti on N@ﬂnm@&n@sétcbgrci&gﬁedl SQ@EHcﬁ?%Qﬁ%Eerﬁta%d mbﬁseyaﬁﬁcaﬁéﬂmas #98) .

Further, if the authorized representative is successfully authenticated,

the keys ar gidd@hi1mRisldatd MMictEX TR £ aliife &2P0NI RebcBlel With HeSisd: RAdidge ACL
associated with the conprom sed key (stage 200). [00133] In one

enbodi nment, 14g)ust ed sof tware conponents are executed in connection wth
cryptographi c systens consistent wwth the present invention. The purposes

of usijg@3by ust edFig COERPGARRLE: NStk EMRAQTITLBAIM 4 JlocBssGF MRThAMIRRAaEeHY St em
include the ability to verify the identity and authenticity of software.
Veri ficati oton@bl 150fACIAbE: ke$. FibghQrub@MqueddBANSE of Mexistigledaehitaikepf rogue
software into a functioning cryptographic system can defeat the

cr ypt ogr aphieposstyist aitithe VA hiddjle (evasalye AOL thqhear (Bhgecl 60 @eatthfi &M in6dulley Of
software is to verify its identity. In general, identity can be

est abl i shedqusassate war @d M€ hkagses th ddigmitwhethartheisertias ddeqste riphsadview an

know edge of a secret, or based on possession of sonmething, for exanple a
credenti al AfLassganedvith Hovieviar key (dappibBd eongfembodireant, atfomratiposgedisg on of a
secret such as an enbedded key has proved to be problematic. For exanple,
per si st ent etberpetrehavisg ks dssociated edth thediep istobtaingd fere theniger dtelraae tNdgyser  hi dden
within software. Accordi ngl y, establishing identity based on software's

i nherent  cinfyrmaetioany abtained frpmy therasdrdptakage and(ie Al datapaseand thg AChds pamitied g
file containing source code is insufficient to establish identity. A
"finger pri nfotheuser(steasi pde INexi de fGLiip arfiopglly mqdified by the plisn feregample @3dd
190CT2006 WD 03/098864 PCT/ US03/ 15569 fingerprint can be verified at
run-time bePdFRevEX 8RN ARG YrkRM o2 Ragicylar yspr/stegrd 6Pk dYert thy Adh mogge

verifies that the user has adequate rights, for example by reference to the original ACL, to
modify the ACL (stage 168). Finally, the key repository makes appropriate changes to the ACL
within the ACL database (stage 170).

[00131] Fig. 22 is a schematic block diagram illustrating a process of accessing an encrypted file.
First, a file server provides encrypted information to the user, by way of the remote computer
system (step 180). Next, the repository server verifies that the user has the rights to access the
key necessary to decrypt the information provided by the file server (stage 182). Next, the key is
transmitted to the key exchange manager (stage 184). The repository server then retrieves the
User’s exchange public key from the user database (stage 186). Next, the repository key
exchange manager re-exports the session key (stage 188). Next, the repository key exchange

module sends the encrypted session key to the user, encrypted in the user’s exchange public key
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software. [00135] Fig. 24 is a schematic bl ock diagran1i||ustratinq @UCsz
systemin which trusted conponents are authenticated. An applicati‘on 6
server 2410 and a registration server 2430 are provided. It is wunderstood
that the application server 2410 and the registration server 2430 can be
inplenentegg”ﬁ@”§@barate threads or processes on a singlRCTAGHRYIESEr system
Alternatively, the application server 2410 and the registration server
2430 are inplenented on separate conmputer systens. A cryptography server

2420 is useqshdd 19QNNEE mOReMdBph S 8RRk i{%gfsing%e%@ér%%ﬁchan%gri%gkegzﬁ%g& on

regi stration server 2430 to provide cryptographic-functio inc

with the venpfy @aﬁﬂe%eq_émotla BB )SRARRASHE Se uiep@alééaaﬁcl ﬂﬁ%.app' I cation

server 2410 optionally includes a smart card reader 2412 that reads key

i nfor r{ﬁﬁﬁ@ﬂ_ f r onkig. BRPY dch &€l blodiOkifRad IBRRENS E_Eprgé]e%f@[ogﬂihgﬁ:%es@ associated
cryptographic token in connection with verification of trusted conponents.

Cr ypt ogr aphivth AGein rekfidide rtBMMes 8Scomit copRised BRI e ripdfifl) LR, REFRSSArY
for the application server 2410 to comruni cate securely with the

Crypt ogr aphynfS@fai& regd@Ak Dddthpidini W B estotCdmButar 4ish BESTS sRBP kdrg Blde® 634 16.
The registration server 2430 includes the smart card reader 2412 and a
trusted conplergtht repesitagperidcidedieak cinfiectits 86 bd a@ivdriney re@ BRI GE &S user

i nformation about trusted conponents. [001371 The cryptography server 2420
i ncl udes a (sege $9%)aFirter, tfalieclthsized 4iptesaingivé 13 uaEbfuln&lthenticated, theMyd arear d
reader 2412, Further, the cryptography server 2420 includes a core engine
2422, whi chdaitdgl, boatamipledy sentosing di hadodsen B4 AL aswcibtad Wwithnthe eonypbaigidapihi C
keys. Trusted conponent authentication systens are further described in
connecti on Wagh2@hgs. 24-27. [00138] Fig. 25 is a schematic bl ock di agram
illustrating a process of creating smart cards. In one enbodinent, two
secr etltMPA3ipt ogr dpRncenbodimenty wustyd sefiveareepmpomantsgret chesuten §t @hbeatioromitbor
configuration 44 1 9 O CT 2006 WO 03/098864 PCTI USO3/ 15569

cryptographic systems consistent with the present invention. The purposes of using trusted

components in connection with a cryptographic system include the ability to verify the identity

and authenticity of software. Verification of software is important, because the introduction of

rogue software into a functioning cryptographic system can defeat the cryptographic system.,

[60134] One way to determine the authenticity of software is to verify its identity. In general,

identity can be established based on something’s inherent characteristics, based on knowledge of

a secret, or based on possession of something, for example a credential or a secret, However,

knowledge of a secret or possession of a secret such as an embedded key has proved to be

problematic. For example, persistent computer users have been able to locate and extract keys

hidden within software. Accordingly, establishing identity based on software’s inherent

characteristics is preferred. But merely having the name of a file containing source code is

insufficient to establish identity. A “fingerprint™ that uniquely identifies the file is preferred. A
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of the cryptography server 2420. First, an operational key is gengr@pge 2006
(stage 202). In one enbodinent, the operat| onal key is used to secure
comuni cati on between the cryptographic agent and the cryptography server.
I n one enbodi nent, the operational key is read into separate machines
cont ai ni ng“torf@m&‘isﬂ)t ogr aphi ¢ agent and the cryptographi PER¥SHISSHY om a
smart card. In this enbodi nent, "fingerprint" corresponding to the
crypt ogr aphi c agent is also cont ai ned in the smart card. Usi ng the stored

cr _
B e S T S

key is geng 5@%@9 (stage 203). The registration key is used by a system
adm ni strator during the registration process to register a trusted

corrpor*[gﬂt ]NEXt1F1§Q§ f%ﬁﬂ%ah@ﬂ@ék%%n& uBlafEE: g%tg&lﬁh ch AREN 8 }Q)P-glt snart

card (stage 204), operat i ey I's optionally signe or exanpl e

by a trustgd aﬁtntdtue& %agam%%)sewtm@@aa%@%gﬂamtmm@o %sgfo@fdk@ ngk key is

signed with a signing key "associ at ed e cryptograp server 2420.

Next, the ragieftdodttaPe fBtcatisn RhAERA 0l Be rezRGtDh bRl OB IREd inBREEnkSt 20€
208). Further, the registration key is signed by a trusted signer (stage

210) . [00139515611_’5:96 thédd & pRoc&6dI 8RB kihSle Bbrsilter Y sRET MNeinhtivdfl fh@fa;bﬁﬁgatﬁnpr ocess
of regi stering conponents. First, the trusted conponent manager 2434

recei ves sofdrvimp410iand &bﬁegfs@étiﬁh@érv@bmdt@ﬂp%nfeﬁt@@bﬂ Rparat€ Ohpuas SREmat #d with
a software conponent, such as business application 1542 (stage 212). Next,

t he trust edcgpoRepeBREver@AANS ised hidniRli@ WwithnesaphheittdRe0d410 Bl @onponent ,

for exanple by performng an operating systemcall to determ ne the nane
of a file asgBtitahedvaiio b heviicapmopahic fisdiagdan &hddctiolNetlh the badichifad st ed
conponent manager 2434 calculates a "fingerprint" of the trusted
conponent, froteder@apgiess.by appl yi ng a hash function like MD5 or SHA-1 to the
conponent (stage 216). Next, the trusted conponent manager 2434 reads the
regi sti®#@8élon keylhe hppdipatioh eervee @} 1§ topdnakininglndes b swat chrd sadageti2 18 reads key

Accordi ngly, users that do not have access to the 45 1 9 OCT 2006 WO

03/ 098864 g@iqnug@}g/ﬁpg‘@@gtaﬁ card. Token dispenser 2414 provides a cryptographic token in

connection with verification of trusted components. Cryptographic Agent 2418 provides the
cryptographic functions necessary for the application server 2410 to communicate securely with
the cryptography server 2420 and to authenticate a business application 2416. The registration
server 2430 includes the smart card reader 2412 and a trusted component manager 2434 that is
used to gather and process information about trusted components,

(00137] The cryptography server 2420 includes a registration database 2426 and the optional
smart card reader 2412, Further, the cryptography server 2420 includes a core engine 2422,
which also contains a key database 2424, containing cryptographic keys. Trusted component
authentication systems are further described in connection with Figs. 24-27.

[00133] Fig. 25 is a schematic block diagram illustrating a process of creating smart cards. In one

embodiment, two secret cryptographic keys are generated during the installation or configuration
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registration smart card do not have the ability to register a conqugngE 5
Next, using the registration key, the trusted conponent nanager 2434 use@
the registration key pair to performa challenge response protocol wth

t he cryptOﬁ;a%n¥ server (stage 220) and to securely send the conponent's

i nf or mati oX 4 &/PHE crypt ography server (stage 222). Fur tHek/USOpmI56o

crypt ography server signs the newWwy registered conponent's registration
information, including, for exanple, the "fingerprint" (stage 224), and

the regi strakineRrbREsHBLLGR4RE ﬁ&@&%@%@ﬂ%@%ﬁéﬁm AQIAR). Wepn restart

of the application server 2410, token dispensér 2414 receives information

fromthe opemdbdiRathedpaiationaBled idiedV® ¥ecife chitBuSEmbA bddde KadFpraptid2. I N
one enbodi nent, after the smart card is inserted, a user nust provide a

password. [ Qfekftddd the @yptodfaphiPsetves G SRBEniodRIAC e BlecRBibRdlkdy ik HEd A defifatdl
process of performng run-tinme authentication of conponents. First, the

busi ness applaciiddsicoiaiRidd Be SiBErhshicagtREEE criRogriPhiREOE! bl Smagart 12418 to
operate as a trusted conponent. The cryptographic agent 2418 receives the
request (st @geenzidBimeniNeXfingerbti@” coriéEio0gin@uo iheGorap@Qiphit efedt FhBReortaiRd Mane of
the application and calculates its digital "fingerprint" (stage 228).

Next, the cthepmagrcahhidngtbeandred Thg8plintacnahs drgptapraphio dgemt, te@typedgmphienge t o
cryptography server 2420 regarding the application (stage 230). Next,

cr ypt ogr aphyerse caeverifyiOautenizitp b £the ayptagrehhimaghal Nemgecgsuctiadiegid at es t he
correct response based on the operational key and the application

"finger pri ngénefagaddgese 263)) The idgsttatiokeyps wet Bpivystee rdrainisRA@Clupnethent s t he
chal l enge to the cryptographic agent 2418 (stage 234) and the agent
perforns a fagmsgetiopardcessfo regierpdsiplohemperndnt Ufeat. thoepusiong] kehis piaopl intoat i on' s
fingerprint by, for exanple conbining the fingerprint with the challenge
(stage 236) opaxgienal smirke 201 ) sndr theersratipnal keyliscaptionallp siemedy fopexpappiedy 2

compl ete the cal culation of the challenge (stage 238). Next, the token

di spenser vBR§iYdealty(free 200 ofrone gmbAditnang thegesretionpldey isgigngsl Withsigningkay i ng t he
stored fingerprint wwth the actual fingerprint. of the operational agent as
it is executSeriptsditdhssryptegphyseTver $926T Noxighe ingstptppydsplagdiy 4JS03/ 15569

t he token di spenser conpletes the response cal cul ation, for exanple by
conput i ng arepisipiien gpart card (stage 208). Further, the registration key is signed by a trusted signer

{stage 210).

[00139] Fig. 26 is a schematic block diagram illustrating a process of registering components.
First, the trusted component manager 2434 receives software in the form of electronic computer
code associated with a software component, such as business application 1542 (stage 212).
Next, the trusted component manager 2434 determines the name of the component, for example
by performing an operating system call to determine the name of a file associated with the
component (stage 214). Next, the trusted component manager 2434 calculates a “fingerprint” of
the trusted component, for example by applying a hash function like MD3 or SHA-1 to the
component (stage 216). Next, the trusted component manager 2434 reads the registration key

from the registration smart card (stage 218). Accordingly, users that do not have access to the
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the chall enge and fingerprint conbination using the operational kqyg %%Ttﬂﬂg%
key in the HVAC calculation. (stage 240). Further, the cryptography server
2420 verifies the response to the challenge by verifying the BVAC with the
oper at i onal and conparing the calculated fingerprint with the stored
fingerpri nf"o(oé%f’&fij@‘ 242) and validates the application asPGI/¥30833564
conponent. [00142] The present invention has inportant benefits and

advant ages. Because cryptographic keys are not stored in software

Component s, (AQU,LRENDLANER: FALARLLAR SRl DoibiaE INGhagligys and def eat

the cryptographic system Prot ecte ata I'tens contalin an associ ated hi dden

link that  pravhEekes, ﬁm%tﬂug«?cfﬁoh%}fnéﬂf mmgeréﬁﬁ%és%&ggxﬁaﬁ% Q&ﬁ;@i?*fﬂ&rfkﬁ-}’a wi thin
i nst ea

the key store. Further having a few keys for "all

protected i eﬁaqex{gefréspdase ;ﬁm@&oﬁ fvah eRlrkRYrapisy &8 dsthR z@ﬁ)%@&; seblirgl§ Ee%H qle pi eces

of information, for exanple a different key is used for each protected file
on a file sedsﬁ«@hent@qnfér&au&a@hle RFyBloglabif e BQRESE 201, Fulidth ARASftogkdphPne

enbodi ment, the key store is located in a centralized key repository

resul ting i BerbddsigRdNARWEOSzitEreS tdiiohdnt’ belasish Ifeididil molstiag, f6raaansd,y
procedures. Further, the keys thensel ves are encrypted in the key
repository ardfitdagrikeysaga B4t theirélebrbdidnl intoineativd is Brofeh @i 4 ddtsdagect i ve
protected data item Accordingly, w thout know edge of the hidden link

Wi t hi ro@ 4l ot ectigdn eatan obid Aplication siivep DEISLIBEIn@ispafserZh Bl deayjves ef@sndoar y does
not allow an intruder to achieve access to actual data. [00143] Additional
benefits antomcheantratipasl sobrt tdré bpwepailte s ent raderi2hl2o v end dnboditrshty dfleut ed
nature of the cryptographic systems and nethods, in that while keys are
centr ai | zedthesmanerdis instyted, duegr mysgposdd grabss®rd. cr ypt ogr aphi ¢ conput ati ons
are perforned on renote conputer systens that are closer to the actual

pr odudefdiland cdits Ahisrschsmatidhdoghdirgmotiustratinea. prodess of piirfoghing runHiane

conput ati onal power of the renpote conputer systens is |everaged and

conput at i onadtheticatiorgofgoraponeny 0igrst, WO baResORBHAt MCHL &bt BBGIeskf | ci enci es

are achi eved over systens in which cryptographic conputations are perforned
‘ cryptographic agent 2418 to operate as a trusted component. The cryptographic agent 2418 _

receives the request (stage 226). Next, the cryptographic agent detenmines the name of the
application and calculates its digital “fingerprint” (stage 228). Next, the cryptographic agent
2418 transmits a requesf for challenge to cryptography server 2420 regarding the application
(stage 230). Next, cryptography server 2120 generates a random challenge and calculates the
correct response based on the operational key and the application “fingerprint” (stage 232).
Next, cryptography server 2420 presents the challenge to the cryptographic agent 2418 (stage
234) and the agent performs a first part of the response calculation using the application’s
fingerprint by, for example combining the fingerprint with the challenge (stage 236). Next, the
agent instructs the token dispenser 2414 to complete the calculation of the challenge (stage 238).
Next, the token dispenser verifies the integrity of the agent, for example by comparing the stored

fingerprint with the actual fingerprint of the operational agent as it is executing in memory and
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centrally. [00144] The above described conputer system and database g g1 2508
structure are utilized in the nethod of encrypting, storing, retrieving,
and decrypting data. Wen a client user requests a data rmanipul ation

i ncl udi ng add, update, and view requests, the conputer systemw |

i npl ement WO3/02886k opri ate steps. For each transaction, BQTisss/aseunmed t hat
the client user has already gained access to the business domain using a
trusted authentication nmethod, such as smart cards, two- factor

aut henti cat i,on ,devi ces, or ,user nane _and.pas rd. OSSARY 5
roymet i o RO st e T el Es BRNE: BRI TP ba A Rk,
encrypt and cr i . pon. For exanple.,Ln I
cryptographg%ggﬂpﬁ%ﬁ%@hwégLﬁégﬁéégﬂPﬁm%ﬁg}QBr wFﬁ er?éﬁﬁ Skﬁlﬁgﬁmyﬁé public

key cannot Dﬁcuﬁﬁzﬁﬂe&%%%ﬁﬁi YRbndi e d ég%sf{};gg 5k 2 s VbR KR

associ ated wt iC key can encrypt ormation

[00146] Att [ ' : oF-t b ' -q4 00147]
Busi ness Log%ga%%ﬁggﬁgﬂ?g@%ch: A@%%ﬁ%&%%h?ﬂ?%Mﬁ éh@Bﬁ%%@gkﬁé%gf%n1

accessi bl e Bypol i with i€ Qbred IndeHhifsta 2431 \ha CRRARSHP UTIBRRS af HrRfed
controlling operation of the systemand what data wll or w not be
encrypted. [b48k Certificate Manager (CM: Controls the systemkey PK

rel ated operations and communicates wth the private certification

aut horgdayz)r espongi gffeﬁénf RbentiSShbk B%oﬁ&ﬂ b¥RFlslaid S, t]?écatﬁ@érgﬁ:tf) ies for
the system keys. [00149] C pher Text: Encrypted data. [0015 ass:

Accor di ng tkey9hie@ststodd ie BifRdreRoMEsRARIKAGwn RclBuedahbt B useiotek &t the #8si 9 O
C T 2006 E~E WD 03/098864 PCT/ US03/ 15569 [00151] Dat abase Adapter (DBAD):
Sof t war e cosmadsfatthe aMptsaphic kv, (MiGed@Gk aliteyis CARRI 4 associated hidden link that

7:4")

provides the identity of the associated cryptographic key within the key store. Further, instead of
having a few keys for all of the protected information, a different key is used to protect discrete
pieces of information, for example a different key is used for cach protected file on a file server
or for cach protected record in a database. In one embodiment, the key store is located in a
centralized key repository resulting in the advantage of simplified backup and disaster recovery
procedures. Further, the keys themselves are encrypted in the key repository and the keys are not
identifiable with their respective protected data item. Accordingly, without knowledge of the
hidden link within a protected data object, even possession of the key repository does not allow
an intruder to achieve access to actual data.

[00143] Additional benefits and advantages of the present invention involve the distributed nature
of the cryptographic systems and methods, in that while keys are centrailzed in one or more key
repositories, cryptographic computations are performed on remote computer systems that are
closer to the actual producers and consumers of the protected data. Accordingly, the

computational power of the remote computer systems is leveraged and computational
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conponents to save and retrieve data on various types of databaseq @pérT g
mul tipl e databases. [00152] Data Encryption Standard (DES): A

symmetri c-key al gorithm established by the U.S. governnment that uses a
56-bit key. [00153] Decryption: Changing data fromcipher text to plain
text. [00199103/0P8§64 al Certificate: An data structure useRCHESIMSH e t he
authenticity of a public key. A typical digital certificate includes a
signed collection of certificate holder information, a public key, an
identificatign of the certificate i.ssH:e[é atnd &Ee serial nunber of the
certificat e S tOTEE ERERI ST SHICTHR MHICh eptagr iy SPPHATeRs PEPETUE o r et
code. [001561tr|§ﬂcryption Key Manager (EKM: A software conponent of the

conput er syscfnemy'vvhi ch manages the session encryption keys including

gener f\?b@fﬂ, repl geir%i}%g ARG ALBG ﬁﬁéﬁ? md[dgt%a?%!tm @l ofe J@E&i’ iﬁﬁa%%ieth];fge

abi | i a sys continue” ope on 1n the event of unexpecte
hardware or 3Glh WAl Luldlyl MhfSing LPIRBIFERE! Frarbiitdieiktt rARBRORT CM 2 A
sof t war e conponéht,” whi €h operdtes as a gat ekeeper to the' security donain

and perforng, §l%&gmcllﬁﬂ%ﬁ%ﬁtlé&3(?d& R P CRYRE U Lol REL yQBE will RibleaRk diar dwar e

Random Numnber ner at or A device used to generate nunbers randomy

for the SEKLDoJ-QRIGAIF&ERRM thbiachSR iAtduREd Mat I dNSH: uEdr QB AreflyTghideh Of text
that is substantially smaller than the text itself. In connéction with a

“one- way " haslssfialine biisiiess doiginhas Qa WadtddQuBbdiefioh WRINI, GO tbmBteani&do- 1 O
determ ne the text used to generate the hash value. The hash val ue or

integrity valcteaitSentiafsh dekiRes, SAREGIAME WeS fa8Sofd0 i dentify an appropriate data
obj ect and for security integrity checks. [001611 Internet Protocol (IP):
Specifies tipgdssamt of information and the addressing schenme for
transmi ssion of Tnformation over the Internet. 49 i 1 9 OCT ?ppg ((~ WO
03/ 09@863] PCQlsyhibatic Kap 6B ptography: Cryptography that uses a different key to encrypt and to
decrypt information. For example, in public key cryptography, a public key is used to encrypt
information, but the public key cannot be used to decrypt the information. Only a private key
associated with the public key can decrypt the encrypted information.
[00146]  Attribute/Field: A category of data saved in an object.
[00147]  Business Logic Component (BLC): A component in the computer system accessible by the
client to establish and change business rules controlling operation of the system and what data
will or will not be encrypted.
[00148]  Certificate Manager (CM): Controls the system key PKI related operations and communicates
with the private certification authority responsible for issuing and verifying digital certificates
for the system keys.

[00149]  Cipher Text: Encrypted data.

[00150]  Class: According to object-oriented programming, a category of objects.
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[00162] Internet Protocol Security (IPSEC): A set of protocols to4supporhs
secure exchanges of information at the Internet protocol |ayer. [00163] IP
Spoofing: Attenpting to make a nessage appear as if it came from an
authorized Internet protocol address. [00164] Key: A password or table

needed to We&WMB{ME64 encrypt ed data. [00165] Key Auditi ng BEAZHGBISSEKAM) :
Mai ntai ns an active audit | og about all EKM and SKM operations with the
ability to send alarnms and notifications to recipients based on policies

o, e B0 SO R M I B RS T

expir eac s’ or afrternativery

e oact v i g T AP o8l s POASEL D i erncom

access nenory. sage ash tuncti on,

o oSS puTESAA: AHROE ke Bl M g fEseens 05t

of a particular si IS ca a one- cause IS

near |y i mposgiQhGerd thaf QUE] £Sifdd¢ Process, converting the hash value to the
ori ginal nmessage. %0016%1 ject: A self-contained entity consisting of

bot h [6nEH arﬂecﬁb@&@@?ﬁ&%ﬁg A% AOR R Sext lop1afRRLPUI ate the data. [00170]
hject Oiented: Refers to a special type of progranm ng that conbi nes data

STruGhoisNS Viikial CErREH:: AR SinPRENRES 10 RRS tﬁ@éuﬁaeﬁ&li{? @p{]ﬁlbﬁ@ﬁy.e)ﬂtgﬂéﬁ bl e
: Un

program el enments called objects. [00171] Plain Tex encrypted data.

[00172] Publdigtakeitificitt mdflids\aGigdéceol1Edibn of cbriigiOltd et BRorRhtioAdd shohé Reyadd
software systens to facilitate reliable use of public key cryptography,

i ncl udi ng caddntifidatiad bR RHITBNE istues; Snd tBe RakltnufnYer@F @k talificateer ti fi cat es, and
other registration authorities that verify and authenticate the validity

and 51390 CE:xtQptionYThel2hQARBE 0AddRGhioldSELdt t&R69 | dentity of parties involved
Wi th signing or receiving encrypted nessages using public key

[00156]  Encryption Key Manager (EKM): A software component of the computer system, which
manages the session encryption keys including generation, replacing, and other tasks.

[00157)  Fault Tolerance: The ability of a system to continue operation in the event of uhé’xpectgd
hardware or software failures.

[00158]  General Security Manager (GSM): A software component, which operates as a gatekeeper to the
security domain and performs hashing, encryption and decryption functions.

[00159]  Hardware Random Number Generator (HRNG): A device used to penerate numbers randomly
for the SEKID.

[00160] Hashing: Generating a number from a string of text that is substantially smaller than the text
itself. In connection with a “one-way” hash function, the hash value effectively cannot be used
to determine the text used to generate the hash value. The hash value or integrity value is used
for search queries to identify an appropriate data object and for security integrity checks.

[00161]  Internet Protocol (IP): Specifies the format of information and the addressing scheme for

transmisston of information over the Internet.
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cryptography. [001731 Secure Hash Al gorithm (SHA-1): Anot her one- wayg@q$%s
function. [001741 Secure Key Dat abase (KEYDB): A database inside the
security domai n on mhich the SEK's and SEKID s are saved. 1001751 Secure
Sockets Layer (SSL): A protocol devel oped for transmitting information
securely oWé&03/ ?’iﬁ@ publ ic Internet. [001761 Session EncrRgitisoniskedy (SEK): A
key used to encrypt and decrypt data over the course of a session, which
is a period during which data is being accessed. [001771 Session Encryption

Key I[F@%%]i f'lﬁ% (eﬁg& P&aecp\l\&gﬂ’gﬁﬁ é ro%cgfg %?pc sfe u(%éfjl L };1) €S ogb er for th_e

SEK. 78] Smart onlc Size of a

credit card menory. It nay |nclude an integrated
circuit. [06%@9 M@ﬁgﬂggéﬁﬁﬂ%kg§£%ﬁg$§btlon An encryption systemin which

dat a [pg 690t NP &P I@&n@ m%&ém eu s b 1EeaRB Bomif Yuthd D04 BOmepY ST €m
g o3

Key Pair: An asy trlc y palr t used to encrypt and decrypt the

SEKI D s. [Qg&g&ﬁm§M§§enyKey Comon Nane (SKCN): System key digital
certificate serial nunber and subject common name. [00182] System Key

Managen 64 SKe :N?Eb@@@r% oB MBIk BEBIKAY Sediphed dethPiEa @gner ation, verification, and
ot her tasks. [001831 Virtual Private Network (VPN): A virtual connection

over [@01ps]bl iKeyneE kahQer @AMULhInRAehs al hdivahRi apcBan af EQM dmafsetmat i on usi ng
cryptographic techniques. [001841 X 509: A widely used standard for

defi ni ng di @ptrations &ith theiabiffy@Ssend Mdrmk afll £TicatSo rdMRidaR/HaRE 8B folicies and
PCT/ US03/ 15569 C ai ns
rules.

[00166] Key Lifetime Manager (KLM): Monitors the SEK's for expiration and deactivates expired
SEK's or alternatively flags SEK's to be deactivated in the next request or call.

[00167]  Memory (RAM): Random access memory.

[00168]  Message Digest 5 (MD5): A one-way hash function, which takes a message and converts it to a
hash value, or message digest, of a particular size. It is called a one-way hash function because
it is nearly impossible to reverse the process, converting the hash value to the original message.

' [00169] Object: A self-contained entity consisting of both data and procedures, or methods, to
manipulate the data.

i [00170]  Object Oriented: Refers to a special type of programming that combines data structures with

functions or methods to create reusable and extensible program elements called objects.
[00171]  Plain Text: Unencrypted data.
[00172]  Public Key Infrastructure (PKI): A collection of hardware and software systems to facilitate
reliable use of public key cryptography, including certification authorities to certify digital

certificates, and other registration authorities that verify and authenticate the validity and
|
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1. A conputer system containing cryptographic keys and cryptogr aphikgw 2008
identifiers, the conputer systemconprising: a repository cryptographic
engi ne operable to communi cate securely with a renbte cryptographic

engi ne, the rePository cryptographi ¢ engine associated with a user data
store haviVBd38188¢4east one hidden |ink including a sessiRT/Isey1Ssebent i fier
encrypted with at |east one protection key, the hidden |ink associated
with at | east one renpte data entity; at |east one session key encrypted
with at |eas e i ~Dr.of. ion. k ssi.on _key. rable to
e Used | n- ol PRSI Y B bR R 1 mSERE RS RACREP L0
entity; and(gm&%ggﬁ#tory key exchange nodul e operable to exchange the
session key wi't ‘enbte  key exchange nodule. 2. The conputer system

accorgl g t%e%@hﬁ@h%ﬁmg%}%gggmﬁﬂé%@@aﬁ%h hAgRi fier is operable to

identify the session key cC nding tothe renote data entity. 3. The

CONMPYHRT4)SY Hebilf ﬁgﬁﬁﬁ?&ﬁg@ﬁﬁm& Mtdbadc ik d3fhe SCORTY doddatbn v hAM dHRd At 1 ON

nodul e coupled w | east one access control [ist, wherein access to
oper ati ons bagxed o kg session key is provided based on the access control
list. 4. The conputer system according to claim3, wherein the

aut hogo128t | GRcDSeksts L.areFSSEH M fAGtbcof @vabRA titlalsnattis fforfialdh ssduRiiovand
wherein access to the session key is further provided based on the user
data store. thedublk Btefnbt. 2008 WO 03/ 098864 PCT/ US03/ 15569 5. The conput er
system according to claim1, wherein the protection key is a symetric
cry p{agraphiSessiodEnci§ptioh lkey CSERUA @6y By RMrat et dhenypt dat wkdhdBodse yaer ei n t he
sessi on-key-protection key is a symetric cryptographic key.
session, which is a period during which data is being accessed.
[00177]  Session Encryption Key Identifier (SEKID): A randomly generated identification number for
the SEK.
i [00178] Smart Card: A small electronic device about the size of a credit card that contains electronic
memory. It may include an integrated circuit.
[00179] Symmetric Key Encryption: An encryption system in which data is both encrypted and
decrypted using the same key.
[00180]  System Key Pair: An asymmetric key pair that is used to encrypt and decrypt the SEKID's.
[00181)  System Key Common Name (SKCN): System key digital certificate serial number and subject
common nare.
[00182]  System Key Manager (SKM): Manages system keys including generation, verification, and
other tasks.
[00183]  Virtual Private Network (VPN): A virtual connection over a public network for conducting

private exchange of information using cryptographic techniques.

[00184]  X.509: A widely used standard for defining digital certificates.
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7. The conputer system according to claim11, wherein the 19 0CT 2008
sessi on-key-protection key and the protection key are equivalent. 8. The
conput er system according to claim®6, wherein the symretric cryptographic
key is used in connection with the triple Data Encryption Standard. 9. The
conput er sY&B#P#eEtording to claim6, wherein the symetPERUSIBAHE0gr aphi ¢
key: is used in connection wth the Advanced Encryption Standard. 10. The
conmput er system according to claim1, wherein the hidden link is associ ated
with the reqﬁte data entity. 11. The conputer system according to claim 10,

wherein the Téndte data entity is a file and the hidden link is enbedded

into a header of l.t he P]: c';olmeputcr5 s%rstem containing cryptographic keys and cryptographic key

identifiers, the computer system comprising:

a repository cryptographic engine operable to communicate securely with a remote
cryptographic engine, the repository cryptographic engine associated with a user data store
having at least one hidden link including a session key identifier encrypted with at least one
protection key, the hidden link associated with at least one remote data entity;

at least one session key encrypted with at least one session-key-protection key, the
session key operable to be used in connection with cryptographic operations on the remote data
entity; and

a repository key exchange module operable to exchange the session key with a remote

key exchange module.

2. The computer system according to claim 1, wherein the session key identifier is
L

operable to identify the session key corresponding to the remote data entity.

3. The computer system according to claim 1 further comprising;
an authorization module coupled with at least one access control list, wherein access to

operations based on the session key is provided based on the access control list.
4, The computer system according to claim 3, wherein the authorization module is

further coupled with a user data store and wherein access to the session key is further provided

based on the user data store.
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5. The computer system according to claim 1, wherein the protection key is a
symmetric c¢ryptographic key.
&. The computer system according to claim 1, wherein the session-key-protection

key is a symmetric cryptographic key.

7. The computer system according to claim 1, wherein the session-key-protection

key and the protection key are equivalent.

8. The computer system according to claim 6, wherein the symmetric cryptographic

key is used in connection with the triple Data Encryption Standard.

9. The computer system according to claim 6, wherein the symmetric cryptographic

key is used in connection with the Advanced Encryption Standard.

10.  The computer system according to claim 1, wherein the hidden link is associated

with the remote data entity.

11.  The computer system according to claim 10, wherein the remote data entity is a

file and the hidden link is embedded into a header of the file.
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