DESCRI PTI ON RELAY SERVER AND RELAY COVMUNI CATI ON SYSTEM Techni cal
Field Wol ] The present invention relates to a rel ay

comuni cation systemincluding a plurality of relay servers capabl e
of conmmuni cating with one another, a plurality of client term nals,
and LANs for connecting the client termnals to the relay servers,
and further, relates to the relay servers for use in the relay

conmuni cati on system Backgroundnﬁgcﬁg%ﬁgl\] In sone case,
client termnals connected to rendte conmuni cate with one

anot her beyond . i } truct a
net wor k | ooki nﬁ@fsﬁyﬁ;ﬁéﬁ%@{%&\%&@glﬁ?frﬁwﬁ}@%%ﬁﬁg§mt 0 one
anot her. However, it is difficult for the VPN to construct a network
havi ng expandability and flexibility. [00031 A rel ay

conmuni ¢ iﬁn.8¥§£. di scl osed in Patent Docunment 1, |ike the VPN,
can const*GEME nétWork | ooking as if renote LANs were directly
connected to .one another. In addition, unlike the VPN, it is easy for
the rela OQ%Hrruni cation systemto construct a network having

expandability and flexibility, o
The present invention relates to a relay communication system

including a plurality of relay servers capable of communicating with one
another, a plurality of client terminals, and LANs for connecting the client
terminals to the relay servers, and further, relates to the relay servers for

use in the relay communication system.

Background Art
[0002]

In some case, client terminals connected to remote LANs
communicate with one another beyond a WAN. A virtual private network
(VPN) can construct a network looking as if the remote LANs were directly
connected to one another. However, it is difficult for the VPN to construct a
network having expandability and flexibility.

[0003]

A relay communication system disclosed in Patent Document 1, like
the VPN, can construct a network locking as if remote LLANs were directly
connected to one another. In addition, unlike the VPN, it is easy for the
relay communication system to construct a network having expandability

and flexibility.



Prior Art Docunent Patent Document [0004] [ Patent Docunent 11
Japanese Patent Laid-Open Publication No. 2008-129991 Sunmary of the
I nvention Problens to be Solved by the Invention [0005] In the
rel ay communi cation system disclosed in Patent Docunent 1,
identification information of the client termnals connected to the
respective LANs is shared, whereby the comuni cati on anong the client
term nal spj.S.. &N E*Fd. Specifically, association information between
identificd??%%lﬁ or Bt Ton of the rel ay servers and the
identifigﬁtionlﬁnfor tion of the client termnals is shared in the
entire netwsPk ”%y enabling the relay servers to rel ay
connuniCﬁbbaz]packets anong the client termnals. [0006]

[Patent Document 1] Japanese Patent Laid-Open Publication No.
2008-129991

Summary of the Invention
Problems to be Solved by the Invention
[0005]

In the relay communication system disclosed in Patent Document 1,
identification information of the client terminals connected to the respective
LANSs is shared, whereby the communication among the client terminals is
enabled. Specifically, association information between identification
information of the relay servers and the identification information of the
client terminals is shared in the entire network, whereby enabling the relay
servers to relay communication packets among the client terminals.

[0006]

It is an object of the present invention to dynamically create a

virtual network when constructing a relay communication system including

the plurality of relay servers capable of communicating with one another.

Means for Solving the Problems
[0007]
A relay server according to an aspect of the present invention is

capable of communicating with a first relay server connected to a first
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It is an object of the present invention to dynamically create a
virtual network when constructing a relay comruni cati on system
including the plurality of relay servers capabl e of comuni cating

wi th one another. Means for Solving the Problens [0007] A
relay server according to an aspect of the present invention is
capabl e of comunicating with a first relay server connected to a
first —nefatRoki, 808 fuResdOns s 3ot e FAADLel Fl KRR 1LRROGRE (O 2
second networKk. e relay server 1 ncludes: a relay group information
sharing ynit;..2 r N 4.0 NNATOERTr S U i

i nf or mat #{cl)erif%(? i %’at ?(&)1%&8 ?ﬁ%{ %’l&gelrc %@Pﬁgé ian?ec}rgtﬂgék F% lgﬁgﬁaﬁgo%%%%lﬂgnd a
routing session.establishnpent units The relay group .iaformation ..
Sharing JHEE S FelReser ey orBaloR sharihk Vo 4 aRiERE iRt St ae Pheatiohe
first relay, server. and.the sec&gd.relgéﬁserver constitute a relay

group, betiiEeh eHdne Hiormatian Shage Pl ATE "SUBRACYEPRy server .
o1 ay sorsBRDUE AL Ral ol BAY ERd BHorRaLiay Sves S BFREBIBIRY

i ncluding activation informatiaon of the first relay server,

act i vat i GROPBABFFMa Doy hichdndiadeg the) Hie Bestyietay server and the second
activation/registration information of a client term nal connected to
the firstretast sgrveecorstitad wlay eaevmrbetegentthatliiveh relayoreraet and she a
client termnal connected to the second relay server. The routing

i nf or mat isenosthaelaggeuver  SMer eday Iserweranfumeation sharisigaynis ehaees, and
the second relay server, routing information including routing
control petwesndhd fivet walak seddeiesse she sataml teday byridreralaptsermer
control points, the routing control points conprising two or nore
anong t hdnforisdtise inoludaig/estivatidi énfoemayiogrsfithe fifae relaganavere! ay
server in the relay group, the client termnal connected to the first

rel ay seragivatdndinfhenstibe ot thes8idid rel@y Besic@ladidvitich/satondtionl ay
server. The routing group information creation unit edits the routing

i nf or mat i;afrm 496,28 a Glieat ten Rl cbAfe&baU4B the fRkiRélag bet-PérmaadoY
groupi ng the routing control points. The routing group informtion

Shar | NGkt 3100 5idthe bR thidith BIGHDF & RIiOATPru0haR UOGeADE th khs!
e t he re t he

relay server, econ ay server, client termnal connected

to the fi er, i rif e
second re egéndé gérﬂv érs.%?{f%lé rrlzjlﬁdtq?or%t lﬁg% gréflog%tagfso?x aﬁ#@#ﬁr&%ﬁ%&z g’db difbeel
est abl i shes out i ng_sessi ey _Whi ch, enabl es a comauni cation. packet
Co be routedtst 2baratrat g tae Mot SRR, FARRR bR AL cat o
in the routy roup info tion while referri to the rel rver
| of mat (BhIupEG8YAnE SoRt g iaihd Felrpd additpeiatyilr e the
present in the LANs, and types thereof are not limted. Hence, the

t er mi nal sroﬁéﬁf‘gb“éméw RﬂmYShéﬁ? EPRYNELPPEROL POPHE COPIRIMINE G QFaingre

ot her communi catign instrunments, and petworks. Moreover, the routing
control FeneRg the glrafem ag sepras: einglasharquindhe saepndglay sepvergnye
devi ces having a routing control function. Hence, the routing control
poi nts mépneelas graw, bhe chent senayingd covnectaddothe fast selayservemand.

[ 00091
the client terminal connected to the second relay server. The routing group

information creation unit edits the routing information, thereby creating
routing group information formed by grouping the routing control points.
The routing group information sharing unit shares the routing group
information among the first relay server, the second relay server, the client

terminal connected to the first relay server, and the client terminal



In the relay conmunication system the first relay server and the
second relay server share the relay group information, the relay
server information, the routing information, and the routing group
i nformati on. Moreover, the plurality of relay servers establish the
routing sessions for each group of the routing group information.

[ 00101 At the tinme when the routing sessions are established,
th I .
e LB, heRBENRE] e Sech 4 KD Sk P PLIRIGPRee I B

making ¢ t S sh
sess! one JLYRLERILAR aTeRie IS b2 %%af%'é%%lﬁgﬁge% 6t Hay
further i .routing.funct
val | dat e R AUERA 34 B4° H0hihe Fﬂg*wﬂﬁem%snforc?ﬁﬁmu@ Mdisaretinthied i n
the routing group infarmation S .case, . :
vali dat | SRRHREE IR PSR o il telREr R G de thb Rty seEverintyeapioBned
by the r ﬁ@bbgﬂ function control unit. [00121 The relay server
may furt clude a display device that displays the routing
information. In_this case, the user creates the routin Igéh roup
i nformation whilNete thekithg texminads agederises presenitindhe sCand tpeeby
set routes of a plurality of the routing sessions. That is to say, it
is easy tthesenf atheratdimsedof Hemees thet temmpivelsinapshe f0oBthe relay ~ The
relay server may further include a routing information update unit
t hat updaseeseishéhe cieningprinihalsrathencorhmurhcaticamestrimeinss, pogki bl e to
share the latest routing information in real tinme anong the
respect i uettverks.naMoreover, the routing control points are devices present in the
LANs, and just need to be devices having a routing control function. Hence,
the routing control points may be either of the relay servers and the client
terminals.
[0009]

In the relay communication system, the first relay server and the
second relay server share the relay group information, the relay sexrver
information, the routing information, and the routing group information.
Moreover, the plurality of relay servers establish the routing sessions for
each group of the routing group information.

[0010]

At the time when the routing sessions are established, the relay
servers refer to the relay server information, and can thereby determine
which terminal in the routing group is capable of making communication.
Hence, the establishment of the routing sessions is realized without waste.

[0011]

Each of the relay servers may further include a routing function
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[ 00141 A rel ay conmuni cati on system accordi ng to anot her
aspect of the present invention includes: a first network; a second
network; a first relay server connected to the first network; and a
second relay server connected to the second network. Each of the
first relay server and the second relay server includes: a rel ay
server information sharing unit; a routing information sharing unit;

a routin oNp. I Nfor.matqk shar i.ng .unit: and rQut i session

et bl | oRRARCTiE LEAeR S AR D o ROk BBt R 3RO e
between t.he. first relay server and.the second relay sefver, relay
server | rPOIALEE B tHe SR SEONE PO  APls SRS ERE he 11 1 st

rel ay server, .. activation information of the .second,relay serve
activat | aﬁﬁw@g}@w@?@ﬁ ORI R BHOg PR R BN PRI ROk RECREd 1 o
the first rel ay, server, an? activation/registration information of a
client t@Phimg upshsecoBralanihe second rel ay server. The routing

i nformation %haring unit shares, between the first relay server and
the secord80%8&l ay server, routing information including routing
control points and network addresses controlled by the routing
control poi nt s, Theneelayseivey maytturthepainelude codisplay devicevbhat displays
anong the first relay server and the second relay server in the relay
group, theabitmg indomnaadn.c ohmtoised se othemesedri arsstesahayostimgesrouand
the client termnal connected to the second relay server. The routing
group i nfinforaidtion siidld lagkinyg at dharegin®infongagiony pndrchari@iképnset
which is fornmed by grouping the routing control points, anong the

first re|r@Mté‘s&5fVeE¥)1uﬁaﬂiiQy%@Gl@éldoﬁtﬁhgkéeﬁbﬂ@.r , ThaeiCld ®i31 itlieedkPab set
connected to the first relay server, and the client term nal

connect edhb ot SEERNGutRIALsERMEEr . The routing session
establi shnment unit establishes a routing session, which enables a

communi cdhh gl packet to be routed via the routing control points, for
each group indicated in the routing group information while referring

Lo the relay SamefolhpLonmRlh o) ufthbe thaual o ffxhdl BbhAl6R
e 1 on

Wth the relay server” and the telay conmunica ystem accor |ﬁ8 to
0 P Sl b RS A SERRABAIR bt o
plural {4y 06, LEL B PLYSER, SORANL 1ol coniunlsath it WS fouglguigpot her-
terminals.
[0014]

A relay communication system according to another aspect of the
present invention includes: a first network; a second network; a first relay
server connected to the first network; and a second relay server connected to
the second network. KEach of the first relay server and the second relay
server includes: a relay server information sharing unit; a routing
information sharing unit; a routing group information sharing unit; and a
routing session establishment unit. The relay server information sharing

unit shares, between the first relay server and the second relay server, relay

server information including activation information of the first relay server,



FIG 1 is a schematic view showi ng an overall configuration of a

rel ay communication system FIG 2 is a block diagramshow ng a
configuration of a first relay server. FIG 3 is a view

showi ng a schematic configuration of relay group information.

FIG 4 is a view showing a detailed configuration of the relay group
I nformati on. FIG 5 is a view showing a schematic

conf i gur %E@?gﬁ&%eig?&%?ﬁﬁl VEhd Qé&?@}}éggf g?Ié\rfr,sactixfe{t%nlﬁ%%iﬁ%*?li;i\éh?W

showi ng a confrguratron o erver in

FIG 71 %m‘i’}) Yl Yorr QP \é.Vic E@Fgrﬁéﬁla:lg:ggégé;c%?\%gtﬁg'fﬁgt %la%llsi&%@%r, ;[agﬁm nal

. . T .
i nf or mati~on gfaOred I A a view

S0, 33 RPN S0 5L el AR, LEAETLATR

detailed configuration of client.termnal infqgrmation,stored.in a

third r e|s§9o%ci', %jléy_server. 'flm routing mformation sharing unit shares, between
the first relay server and the second relay server, routing information
including routing control points and network addresses controlled by the
routing control points, the routing control points comprising two or more
among the first relay server and the second relay server in the relay group,
the client terminal connected to the first relay server, and the client
terminal connected to the second relay server. The routing group
information sharing unit shares routing group information, which is formed
by grouping the routing control points, among the first relay server, the
second relay server, the client terminal connected to the first relay server,
and the client terminal connected to the second relay server. The routing
session establishment unit establishes a routing session, which enables a
communication packet to be routed via the routing control points, for each

group indicated in the routing group information while referring to the relay

server information.

Effects of the Invention
[0015]

With the relay server and the relay communication system according
to the present invention, the virtual network can be dynamically created
when constructing the relay communication system including the plurality

of relay servers capable of communicating with one another.



FIG 10 is a view sow ng a schematic configuration of routing

I nformati on. FIG 11 is a view show ng a detailed
configuration of the routing information. FIG 12 is a view
showi ng a schematic configuration of routing group infornmation.

FIG 13 is a view showing a detailed configuration of the routing
group information. FIG 14 is a chart showing a flow of
process regarding construction of a relay group. FIG 15 is a
vi ew showi ng a detailed configuration of relay server information

before exghange. . .. Gnl6 is a view showi ng a detailed
conf i guragff]ﬁﬁ%&sc?Bng @EEQIQW?WM i on bef ore exchange.
FIG 17 I@rﬁ@ll ew showi ng a detailed configuration of relay server

i nformat i fore exchange. FIG 18 is a chart showing a flow

of process re Lng.sharjng of the rel roup information and the
rel gy server ?%ﬂ#nﬁﬁ Bﬁ_cile]%atlc view show%)r/lg%n overall con iguration of a

relay communication system.

FIG. 2 is a block diagram showing a configuration of a first relay
server.

FIG. 3 is a view showing a schematic configuration of relay group
information.

FIG. 4 is a view showing a detailed configuration of the relay group
information.

FIG. 5 is a view showing a schematic configuration of relay server
information.

FIG. 6 is a view showing a detailed configuration of the relay server
information.

FIG. 7 is a view showing a detailed configuration of client terminal
information stored in the first relay server.

FIG. 8 is a view showing a detailed configuration of client terminal
information stored in a second relay server.

FIG. 9 is a view showing a detailed configuration of client terminal
information stored in a third relay server.

FIG. 10 is a view sowing a schematic configuration of routing
information.

FIG. 11 is a view showing a detailed configuration of the routing

information.



FIG 19 is a view showing a detailed configuration of routing

information stored in the first relay server. FIG 20 is a

vi ew show ng a detailed configuration of routing information stored

in a second client term nal. FIG 21 is a view showing a

detailed configuration of routing information stored in a third

client term nal. FIG 22 is a view show ng a detailed

configuration | | | .

(et ol FIG 1 104 b BIRHE B ShEREt QubienlrabOnfiPltiseran
routlg%l | nfo rratlon stored in a sixth cllent terminal. FIG 24 is

a chart 8 ]flocess regardi ng sharing of the routi ng I nformation

andtheroutln nformati |sa ovmn
an exanpl e of 3@@%&?%&%&@9}@%@9&%@5 eph e gL oL R KSR
show ng routing_.process.

group 1nformation.

FIG. 14 1s a chart showing a flow of process regarding construction
of a relay group.

FIG. 15 is a view showing a detailed configuration of relay server
information before exchange.

FIG. 16 is a view showing a detailed configuration of relay server
information before exchange.

FIG. 17 is a view showing a detailed configuration of relay server
information before exchange.

FIG. 18 is a chart showing a flow of process regarding sharing of the
relay group information and the relay server information.

FIG. 19 is a view showing a detailed configuration of routing
information stored in the first relay server.

FIG. 20 is a view showing a detailed configuration of routing
information stored in a second client terminal.

FIG. 21 is a view showing a detailed configuration of routing
information stored in a third client terminal.

FIG. 22 is a view showing a detailed configuration of routing
information stored in a fifth client terminal.

FIG. 23 is a view showing a detailed configuration of routing
information stored in a sixth client terminal. ‘

FIG. 24 is a chart showing process regarding sharing of the routing

8



Best Mbdes for Carrying out the Invention [0017] [First Enbodi nent]
1. Overall configuration of relay comruni cati on system A
description will be nade bel ow of enbodi nents of the present
invention while referring to the drawings. FIG 1 shows an overall
configuration of a relay conmunication system The relay

comuni cation systemis conposed of a first LAN 1, a second LAN 2, a

third LA ngorﬁgfioﬁaﬁmh%ﬁ%@ﬁg%ﬁ 15/1\9{-&?1;15&9 second LAN 2 and the

third LA are small-sca s constructed renotely from one
anot her. The |,s.a |largepscal e_network such as. the |Int.ernet.

Ao wi 1 be desdii e 5t 2T ARaREI AR Sxope e FeieisbefyaRlRens | ne
first LAN 1,. a second relay server B of the second LAN 2, and a third
rel ay seri¥8F9BSpf the third LAN 3 conpose a first relay server group.

[ 0018] first N 1 includes a fourth LAN 6 and a fifth LAN
7, which are cm&%’& %bﬁygﬁﬁrb%h@ww%tmgwca%era| - pur pose
router 8. In the fourth LAN 6, the first relay server A a first
client termnal Al and a first comunication instrunent 9 are
connected to one another. In the fifth LAN 7, a second client

t er mi nal Best Modes fndCanwingpuhthobnverdionunent 10 and a third

communi ca[t i on] instrument 11 are connected to one anot her.
0017

[First Embodiment]
1. Overall configuration of relay communication system

A description will be made below of embodiments of the present
invention while referring to the drawings. FIQG. 1 shows an overall
configuration of a relay communication system. The relay communication
system is composed of a first LAN 1, a second LAN 2, a third LAN 3, and a
WAN 4. The first LAN 1, the second LAN 2 and the third LAN 3 are
small-scale networks constructed remotely from one another. The WAN 4
is a large-scale network such as the Internet.

As will be described later in detail, a first relay server A of the first
LAN 1, a second relay server B of the second LLAN 2, and a third relay server
C of the third LAN 3 compose a first relay server group.

[0018]

The first LAN 1 includes a fourth LAN 6 and a fifth LAN 7, which
are connected to each other by a first general-purpose router 8. In the
fourth LAN 6, the first relay server A, a first client terminal Al and a first
communication instrument 9 are connected to one another. In the fifth

LAN 7, a second client terminal A2, a second communication instrument 10



In the second LAN 2, the second relay server B, a third client .
termnal Bl and a fourth comunication instrument 14 are connected to
one anot her. The third LAN 3 includes a sixth LAN 16, a
seventh LAN 17 and an eighth LAN 18, the sixth LAN 16 and the seventh
LAN 17 are connected to each other by a second general - purpose router
19, and the sixth LAN 16 and the eighth LAN 18 are connected to each

other by a {hird general -purpose router .21. The third relay server C
bel ongs tebmi ﬁéﬁgtﬁgqu %%.I&F St HRMEDY éﬁt%eLCRan%edatof%%Wt(g’far'e nt
termnal C and a.fifth j cation instrunment are. connected to
each other. In @e&eﬁﬂpﬁm%geée@qq Felayisenhyer :r%itﬁ]&ﬁ "E‘En&nd a

si xth conmmuni catjion instrunent 23 are connected to_each other. [00191
The 11 ticEminAL Bldmd »4pusk COPHBUBIEG I WstaHnenk L diaxg conpecteddo
third client termnal El, the fourth client termnal O and the fifth
client temeianather are, for exanple, personal computers. The first
communi cation instrunent 9, the second conmuni cation instrunent 10,
the third commihethirdd.ANs mehedes 4 sixthHeANolf, tehsevemtl diAMt I oand an
instrunment 14, the fifth conmunication instrument 22 and the sixth
comuni catighth LASN A8t sizBh AN dlGsand the sexarthl RANOET apmadnnected to
conputers. [0020] The first relay server A, the second relay

server B eapl dther biia stcoati@enseslvptrfose abayecimaii e siqth AN 6 dved
first client terminal Al, the second client termnal A2, the third

client teheigightlELAN 18 drewohhettedanteachafthbnNBY aGhifddehéi@ilfgurbbse
client termnal C2. The WAN 4 rel ays comuni cation anong the first

rC_eI % Ogi]rmatelﬁm.t ehs @hAAG el A 8ve81(YBEl0REBRE thE QiR LAN £6.aVI S/ €r
seventh LAN 17, a fourth client terminal C1 and a fifth communication
instrument 22 are connected to each other. In the eighth LAN 18, a fifth
client terminal C2 and a sixth communication instrument 23 are connected
to each other.
[0019]

The first client terminal Al, the second client terminal A2, the third
client terminal B1, the fourth client terminal C1 and the fifth client
terminal C2 are, for example, personal computers. The first
communication instrument 9, the second communication instrument 10, the
third communication instrument 11, the fourth communication instrument
14, the fifth communication instrument 22 and the sixth communication
instrument 23 are also, for example, personal computers.

[0020]
The first relay server A, the second relay server B and the third

relay server C relay communication among the first client terminal A1, the

second client terminal A2, the third client terminal B1, the fourth client

10



Not e that communi cation protocol used anong the first relay server A,
the second relay server B and the third relay server Cis not
particularly limted. [00221 2. Constituent elenents of relay server
The relay servers are connected not only to the LANs but also to the
WAN. The relay servers are capable of communicating with the
respective client termnals connected to the sane LANs, and are

capabl e %uﬁ%l”@i%ﬁrdi ﬂ‘f'tfl'&%ﬂéﬂﬁtéx% WAI‘%"@?&@Q the other

LANs. Therefore, 1n addition oaprlvae Padress obal | P

oot LuShr bR 31%1% FR3Be Hrst Mok R MePL UM Secob ol SATUP B and

server A L an |nter ace 121, a control unit 122, and a
databasetb?g Qééﬁl ‘Mor eover, the first relay server A nay

i ncl ude, [5ﬁ rdmere a dlsplay device 129 such as a display. [00231
By using 2 private | P address, the interface 121 perforns

comuni cation wWth the ternlnals in the first LAN 1 e interface
121 perfornms cﬁhﬁﬂ @A CPBRWRICALIORPIOEPGOL us Gg%‘?ﬁﬁ‘i @td’ﬁ y gqrver
addr ess. g400241 The control unit 122 is, for exanple, a CPU haV|n?

f unct i ondh.tthe seeondredayoierven Band the ﬂnﬁéﬂfekamﬁéwet Coagiot paticylarly
capabl e of executing a variety of processing based on prograns | oaded
t her eon. lithdedontrol unit 122 is a processing unit that controls

vari ous conmmuni cati ons perforned through a LAN interface 121A and a
WAN i nt edPp@22] 121B, and the control unit 122 controls a variety of
communi cati on processing that follows protocols such as TCP/IP, UDP,
and SI R Bh€mwnituoht elentiertd2f rakklyudeser LAN driver 151, a LAN-side IP
packet processing unit 152, a WAN-side | F packet processing unit 153,

a routing cont IMHe #)a¥ sdbrbrs Ale cohiBEctE@ Y ondy Y& the DANKEbLPAlso to the

processing unit 155, and a relay server X connection unit 156. [00251
WAN. The relay servers are capable of communicating with the respective
client terminals connected to the same LLANSs, and are capable of
communicating with the relay servers arranged in the other LLANs.
Therefore, in addition to a private IP address, a global IP address is
assighned to each of the relay servers. FIG. 2 shows constituent elements
of the first relay server A. The first relay server A includes an interface 121,
a control unit 122, and a database storage unit 123. Moreover, the first
relay server A may include, as hardware, a display device 129 such as a
display.
[0023]

By using the private IP address, the interface 121 performs

communication with the terminals in the first LAN 1. The interface 121
performs communication with the WAN 4 by using the global IP address.
[0024]

The control unit 122 is, for example, a CPU having functions to

11



The LAN driver 151 is driver software that controls the interface
121. The LAN-side | P packet processing unit 152 processes

communi cati on packets received fromthe LAN side, and outputs the
comuni cati on packets to the routing control unit 154. The routing
control unit 154 decides a routing destination for the comunication
packets based on information stored in the database storage unit 123.

Seee o A SR 5o SR ot PGt 1

connection to jch the comrupi cati on packe reto rel ayed, and
out puts tfE?! P%i%gﬁﬁ%ﬁ%%y%fat %qaé\[egf%éﬁ’-%r bf@%%’éefllﬁ}’f
unit 156._  The relay server, X connectjon unit 156 indicates g

connect i oSt RFdpseimgsIRif that coptralsyarpats ¢qranymegtions pesHosmed e
relay server X connection unit 156 outputs the communi cation packets
to the wikrengh alpAPpbiskeriage d@ddgindga WWAN ugerfage123Beandithe contiol ol
unit 122 creates or updates the following information stored in the
dat abase wnibrl@geonmials a2@rigty aficdeym unicatioat prooessipgdhat fllows
information stored in the database storage unit 123, the control
unit 122 pfrotedods sucle bs ¥R /IP,00 D& anplHP. a Theutdntgplgrmit i 2R ihadnmiet iaon
creation unit 157 and a routing information update unit 158. The
routing drANpdiinéolihta 0N skt IPpackditprbodssing aings 152u4 WHNeide BP
information, which will be described later. The routing information
updat e uridckdbProrReain@SunBUINE loltiiEintesl, un¥i16h, whlihtdierdlies ssiveed
| at er. The control unit 122 further includes a routing

function @aRkERbn @bées&ﬁiagt hiat THb, anidoab4189 se@ind’ RlcohHB&HidP Bnit0156.
val idate/invalidate a routing function for each group indicated in

t he routi[@gzg]f' oup information. [00261 The dat abase storage
unit 123 is, for exanple, a hard disk or a nonvolatile RAM and is

capabl e of st orrfﬁ@mwaﬂvgwmfis @hmf-f &&%ﬂ@@%@gﬁ%gg CirltBhhcd 23

includes a relay group 1 nformatron storage uni relay server
informati st 1N} j . I i.nf oroat | Qn._ st
ani ¢ 126, 2 oA BN Hids TR B dbbb b e 157 bROREEE L BRosibad,
i nformation,storage unit 128. 2.71 te that, si.nce
conet | ¢ udehEFOrERRE b B LAN b pug outp b e SRiSTFn o ¢ el ay
server C ar imlar tqg.those of t ir rel server. A, .
doscri ptiiskeRigrt rating Cotao! pagoied. " *The Foulng SERITOHanit Ay
termnals is a term.nal_directly ogh?r abl e by a user._ The client
termi nal destdesq reutangdestipabepdonthe eompuitication packedbasgdi®e user
for daily business operations, To each of the client termnals, a
private Iipfgaentien staredgnithaaintabasecsioraganngub?sds ndasegeen infosmatkion
LAN.
stored in the database storage unit 123, the inter-relay server connection
processing unit 155 decides a connection to which the communication
packets are to be relayed, and outputs the communication packets to the
relay server X connection unit 1566. The relay server X connection unit 156
indicates a connection actually constructed with a specific relay server X.
The relay server X connection unit 156 outputs the communication packets
to the WAN-side IP packet processing unit 153. Moreover, the control unit

122 creates or updates the following information stored in the database

storage unit 123. In order to create or update the information stored in the

12



Constituent elenments of the client termnal include a LAN interface,
a control unit and a database storage unit (not shown in figures), in
a simlar way to the relay server. [00291 3. Specific exanple of
relay group information FIG 3 shows a schematic configuration
of relay group information 20. The relay group information 20 is

I nformation indicating an outline of each relay group in the rel ay

communi ¢ a&dftﬁp ﬁgé( ?fcﬁ' e rFlfq?c 1§3,smvﬁ)nk?lﬂtlﬁﬁt b 1A% AldRY pfo&‘%éaénrpdle,

conposed o I'Ts el ay server e second relay server

the thir f@&t@{ YFin rm[aQ%%Oéreat' n uni I19‘7 Q tift qﬁfo%ﬂaecgon
2 T e B ieB it T Ay AR Rg

configuration o relay group rntormati I"ay "group

|t or mat (G902 4881 1EE BuchRE o RuiR 0 cFori S a1 croates

Gent 11 CAMEBIE B RICTBACER vRLH Bl lesib i P o dme iyl os o

atest undgle e ohL IS Lol aY B0t N r L on, o naet ol i gat es @
described later.

The control unit 122 further includes a routing function control unit
159 having a routing control function to validate/invalidate a routing
function for each group indicated in the routing group information.

[0026]

The database storage unit 123 is, for example, a hard disk or a
nonvolatile RAM, and is capable of storing a variety of data. The database
storage unit 123 includes a relay group information storage unit 124, a relay
server information storage unit 125, a client terminal information storage
unit 126, a routing information storage unit 127, and a routing group
information storage unit 128.

[0027]

Note that, since constituent elements of the second relay server B
and the third relay server C are similar to those of the first relay server A, a
description thereof is omitted.

[0028]

Each of the client terminals is a terminal directly operable by a user.

The client terminal is, for example, a personal computer to be used by the

user for daily business operations. To each of the client terminals, a

private IP address is assigned, which is uniquely managed in a same LAN.
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The lower information 202 is information regarding the first rel ay
server A, the second relay server B and the third relay server C
"site id" indicates identification information of the relay servers.
[ 00331 The relay group information 20 is stored in the relay group

i nformati on storage unit 124 of each relay server. That is to say,
the relay group information 20 is shared anong the first relay server
A the sesondifiehRylaRENE oAl Gelilidl inehalt S e Indardlr gover,
the relay group i1 nformation I's al so shared between each rel ay
server a l.ent 1.nal . IfE X le of .rel ay
server | npaEd it bB'a B&(HaA8 solRE e buot iR L SRR P Bk
rel ay serverti formation 30. The relay server information 30 is

i nf or mat i%?yl%g%“%é‘%faﬁggeé‘ﬁeloml ine of the relay servers and the client
t erm nal s[ 5@1 ch conpose the relay conmunication system [00351

As shown PR G 5, the first client termnal Al and the second
client te‘i; nal. A2 are CO{]ﬂ?Cted to. the first relay server A The
third cliemPecHiasrample of relay gram formativa second rel ay server B.
The fourth client termnal C and the fifth client termnal C2 are
connected to t FEG. M shpwe raghemapi copfiguration of relay group information

20. The relay group information 20 is information indicating an outline of
each relay group in the relay communication system. FIG. 3 shows that a
first relay group is composed of the first relay server A, the second relay
server B and the third relay server C.

[0030]

FIG. 4 shows a detailed configuration of the relay group information
20. The relay group information 20 is composed of upper information 201
and lower information 202.

[0031]

The upper information 201 is information of the first relay group
itself. “group id” indicates identification information of the relay group.
“lastmod” indicates a latest update time of the relay group information.
“name” indicates a name of the relay group.

[0032]

The lower information 202 is information regarding the first relay
server A, the second relay server B and the third relay sexrver C. “site id”
indicates identification information of the relay servers.

[0033]

The relay group information 20 is stored in the relay group

14



[ 00361 FIG 6 shows a detailed configuration of the relay
server information 30. The relay server information 30 is conposed of
upper information 3011, 301-2 and 301-3, and | ower information 3021,
302-2 and 302-3. [0037] Each pi ece of the upper information
301-1, 301-2 and 301-3 is information regarding the relay server.
"site id" i ndi cates identification information of the relay server.

" nane” qgifo%%ft?oﬁ V\ﬁo%?i%gq;mﬁ E§4 'F {3% g Vesrerver ast 15 8:352::1:2% relay

i nf Or nat I ON as nOt y Sserver

502-3 | s PAPBATRERALFE 5800 o EEme e R re il 0¥ B ifiobies o
?lj\e”nts 1 AR %ﬁewﬁ%@e % ' iR thir rl%'é%? :5?’%%? éf 51}40{1%9‘%&?.? e 19lay ervwn
Lol Tentl iafagiason éﬁﬁgfaﬂ% 9168 NGB TELY §aTaoF SRy acEcyent as a

| og-on destination in the case where the client termnal is |ogged
on. terminal.

[0034]
4. Specific example of relay server information

FIG. 5 shows a schematic configuration of relay server information
30. The relay server information 30 is information indicating an outline of
the relay servers and the client terminals, which compose the relay
communication system.

[0035]

As shown in FIG. 5, the first client terminal A1 and the second client
terminal A2 are connected to the first relay server A. The third client
terminal B1 is connected to the second relay server B. The fourth client
terminal C1 and the fifth client terminal C2 are connected to the third relay
server C.

[0036]

FIG. 6 shows a detailed configuration of the relay server information
30. The relay server information 30 is composed of upper information
301-1, 301-2 and 301-3, and lower information 302-1, 302-2 and 302-3.
[0037]

Each piece of the upper information 301-1, 301-2 and 301-3 is
information regarding the relay server. “site id” indicates identification

information of the relay server. “name” indicates a name of the relay server.
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[ 0039] The relay server information 30 is stored in the relay
server information storage unit 125. That is to say, the relay server
i nformation 30 is shared anong the first relay server A the second
relay server B and the third relay server C. Mrreover, the relay
server information 30 is shared between each relay server and each

client termnal. [00401 When each relay server is activated,
“stat” '“-&ﬂﬁ &kﬁ&% otREtHRRS to WARHIR ! Qﬂm%ﬁélékgﬁ Qlser gnd 301-3
is "active r'e ay server |s not ac vat e I's bl ank.
In such &he informati on as to whether or not a reI ay server is

activate |s s #ared in the entire rel ay communi cation system [00411
When eacg ﬁ% nt termnal is |logged onto a relay server, the
i dentifi 9 |nforrrat|on of the relay server as the Iog on

destination of clie m nal, i s r site” each
pi ece of the | diih pitpePhths Gvenatarta Qn%ogﬂﬁgazzgnd\ﬁ%%a Seli ent
term nal ? not .1 ogged onto the rel ay seive sit.e" | ank. In

0

such a waplorpmtiomreganding she slient maming ity ndiCatep e BpiiagRe | o

| ogged onto the relay server is shared in the entire relay
comuni c&fitba ckipst semimgd4 2igroup” indicates identification information of the

relay group to which the client terminal belongs. “name” indicates a name
of the client terminal. “site” indicates identification information of the
relay server as a log-on destination in the case where the client terminal is
logged on.

[0039]

The relay server information 30 is stored in the relay server
information storage unit 125. That is to say, the relay server information
30 is shared among the first relay server A, the second relay server B and
the third relay sexver C. Moreover, the relay server information 30 1s
shared between each relay server and each client terminal.

[0040]

When each relay server is activated, “stat” in each piece of the upper
information 301-1, 301-2 and 301-3 is “active”. When a relay server is not
activated, “stat” is blank. In such a way, the information as to whether or
not a relay server is activated is shared in the entire relay communication
system.

[0041]
When each client terminal is logged onto a relay server, the

identification information of the relay server as the log-on destination of the
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5. Cient termnal information FIG 7, FIG 8 and FIG 9 show
client termnal information 40, 50 and 60, respectively, as specific
exanples of client termnal information. The client term nal
information 40, 50 and 60 are information indicating details of the
client term nals which conpose the relay communication system [00431
"addr" is address information of a cli ent term naI and speci fically,
i ndi cat esHan | P addr ss_of fle!é'e el en keat 8s 2

" .
di vi si on CHaht bl 18 Fect et P € bié ilp‘?*"‘:""?g I}Pp%rwa"t 18n°r;‘)%?‘i1%%
i nformati f te naI an eci fi.ca
registr aﬁ%ﬂeﬁ ? doﬁ@%ér e sialERE PER S r‘ﬁoﬁi?gge%@ﬁaﬁe Rlay
i ndi cates identi. ion of_ a.r to. whjch the
client t&fhTSalst I18 %n "' i)“ H&HPG’&%%stthBﬁFﬁlart gﬁo ™ L‘ﬁ’af”i‘ BAL of
the client termnal @a@ " ndicates a name of {he cI ient termnal.
"pass" i r?d?léfﬁ%tet@r-ﬁmb%]s gEebPnitidiecralan sexverip shpred gothe epgroyspley
information of the client termnal, and specifically, indicates a
por t nunisemmanicasios) $%sH€Mt er ni nal . [ 00441 The client terninal
information 40 is stored in the client termnal information storage
unit 126 [6042lhe first relay server A The client termnal information
50 is stored in the client termnal information storage unit 126 of
t he secorid Gledmytesminal inforiThtionl i ent terminal information 60 is
stored in the client termnal information storage unit 126 of the
third rel ay seiié€&. TCFIH)@&4nid FIGROuhiongeligitoteraiihahinformation 40, 50
and 60, respectively, as specific examples of client terminal information.
The client terminal information 40, 50 and 60 are information indicating
details of the client terminals which compose the relay communication
system.
[0048]

“addr” is address information of a client terminal, and specifically,
indicates an IP address of the client terminal. “div” indicates a division
name of the client terminal. “expr” is expiration period information of the
client terminal, and specifically, indicates a registration expiration period of
the client terminal. “group” indicates identification information of a relay
group to which the client terminal belongs. “id” indicates identification
information of the client terminal. “name” indicates a name of the client
terminal. “pass” indicates a password of the client terminal. “port” is port
information of the client terminal, and specifically, indicates a port number
of the client terminal.

[0044]

The client terminal information 40 is stored in the client terminal
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The routing information is information conposed of |P addresses of
termnals controlled by termnals which function as routing control
points in the relay groups. The first relay server A the second
client termnal A2, the third client termnal Bl, the fourth client
termnal G and the fifth client terminal C2 function as the routing
control points in the first relay group. The routing information is

formed by nt hesi zLng i nfq i ld b i L nts
egar di ng iR b iRes drth 125 o8 P Bkt o dhnf b PERERILAPIoRRA
targets. .[Q0461. . FIG,.10,shows a schemati.c_confiqguration.

Fout ng (RSB H078 ST IR St (PRI Do PR en SRR ahihLRe
routing information 70-1, roufing.information 7Q-2, routi .

| nf or mat | BReGee0d BARY AT E Br ndibeciend tarmina liingon PO natersd
70-5. [00471 The routing i.nformation 70-1 i.s information held
in t he[ f ilpghercliong tglﬁﬁlg%&l in,fora%%ﬁi%ém}'agg :unah??ﬁ of b g@éd relay Server
(192.168.1.10) of the first relay server A, an |P address

(192.168.G. 20) of the first conmmunication instrunent 9; and an |P
address (192.168.1.30) of the first client termnal A . [00481

The routilf@4Bhf ormation 70-2 is information held in the second client
termnal A2, and includes: an |IP address (192.168.2.1) of the second
client ta. RadingnfoamatPraddress (192.168.2.2) of the second

conmuni cation instrunent 10; and an | P address (192.168.2.3) of the

t hi rd conmmuni céafho®routing infoeniatioh is[id€Addation compbdbed vHIR nddresses of
information 70-3 is information held in the third client termnal Bl,

and i ncl udemiaalsl dnaesllabby (hRinklOwhid) f@hctidiead eoniting contishbehitsdn
I nstrunent 14.
the relay groups. The first relay server A, the second client terminal A2,
the third client terminal B1, the fourth client terminal C1 and the fifth
client terminal C2 function as the routing control points in the first relay
group. The routing information is formed by synthesizing information held
by the routing control points regarding the TP addresses of the terminals
that serve as control targets.
[0046]
FIG. 10 shows a schematic configuration of routing information 70.
The routing information 70 is divided into routing information 70-1, routing
information 70-2, routing information 70-3, routing information 70-4 and
routing information 70-5.
[0047]
The routing information 70-1 is information held in the first relay
server A, and includes: an IP address (192.168.1.10) of the first relay server

A; an IP address (192.168.1.20) of the first communication instrument 9;

and an IP address (192.168.1.30) of the first client terminal Al.
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[ 00501 The routing information 70-4 is information held in the
fourth client termnal A, and includes: an |IP address (200.1.2.1) of
the fourth client termnal d: and an I P address (200.1.2.2) of the
fifth conmunication instrunent 22. [0051] The routing
information 70-5 is information held in the fifth client term nal C2,
and includes an I P address (200.1.3.0/24) of the eighth LAN 18.

[ 00521 [004 FIG 11 shows a detailed configuration of the routing

i nformation §b. "router id" indicates identification information of

each routing coemntrol termamnal .  'dey, add.”.indicat t.he.l P address of
each terminal . theroytis dipTmation {0 28 informatin Reld ierecand fhent
termnal in th irst.rel.a rou 053 L rou .

1t or nat itgHmnAL AL &1 Etegiam ah&s#&#@%ﬂ?%ﬁ-iﬂgf the seegniatiesh
constructed by djyvidi the I P, _addresses in the routing information
into a p|tﬁF@Pn@1>A%>falgEgeﬁg.re$so@2}168-§-2? of phe| 8ALAMAATBR UACAHHRR nade
of creation of the routjng _group information. The routing group .

i nf or mat ilBAtTUEeRisHYiandan [P afldmes (8216% et pfithe shind qosnnuaientignen
a user selects the relay group at a termnal, the routing information
cor r esporigbitymendr k.o i s di spl ayed on the display. Wile | ooking at
the routing information on the display of the relay server, the
client tdfAi#dhl or the comunication instrument, the user divides the
| P addresses in the routing information into a plurality of groups,

t hereby creati rithd fentig infogmertiong7 0-6fie dnfelmationSheldi it 1kl thyrd cllent
accordance with an instruction fromthe user, the control unit of the
rel ay sert¢gmhigaleBl esnd hecludo$ hAd PoiddiRss (132, 100.1102), ofahd fsafthes t he

created routing group information in the routing group information
storage Wihimunication instrument 14.
[0050]

The routing information 70-4 is information held in the fourth client
terminal C1, and includes: an IP address (200.1.2.1) of the fourth client
terminal C1; and an IP address (200.1.2.2) of the fifth communication
Instrument 22.

[0051]

The routing information 70-5 is information held in the fifth client
terminal C2, and includes an IP address (200.1.3.0/24) of the eighth LAN 18.
[0052]

FIG. 11 shows a detailed configuration of the routing information 70.
“router id” indicates identification information of each routing control
terminal. “dev addr” indicates the IP address of each terminal. “id”
indicates identification information of each terminal in the first relay group.

[0053]

7. Routing group information
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[ 0055] FIG 12 shows a schematic configuration of routing
group information 80. The routing group information 80 is divided
into a routing group A and a routing group B. The first relay server
A and the fifth client termnal C2 belong to the routing group A The
second client termnal A2, the third client terminal Bl and the
fourth client termnal C belong to the routing group B. [0056]

FIG 13 shows apdetailed cont t f. th t
nf or mat i on 80. Hﬁ?ﬁt&ﬁ%.gﬁé%'a E%%ﬁ%ﬁ»%&p AP RORYALEt e

802-3.  BOSVHIRR DAGS-Atnss A the Souiing, B IGREFORIAG RABIEH WL

information regarding the rout| ng group. In each of the upper
i nfor mat iF9YB81-1 and 801-2, "rtgroup id" indicates identification

i nformati n o the routing group. "lastnmod” indicates a | atest update
time of t fbuting group information. "nane" indicates a nane of the
routing group 0058] The lower information is information

regardi ng the rébdesetpiiomis npwpoade Ofpreaéanhofbﬁhetmtirtg/\groumf or mati on

802-1, 802-2, 802-3, 802-4 and 802-5, "router id" indicates

i dent i fi daforomation.or Theironting gxhaprinﬁirmajimtﬁt asdoctagediwish the deday

addr" indicates an | P address of the termnal. "id" indicates

i denti f i cabuprinforbwatie,i nd efthenhe user silaeds the rehey gehayaos esEmidd1059]
the routing information corresponding thereto is displayed on the display.
While looking at the routing information on the display of the relay server,
the client terminal or the communication instrument, the user divides the
IP addresses in the routing information into a plurality of groups, thereby
creating the routing group information. Specifically, in accordance with an
instruction from the user, the control unit of the relay server creates the
routing group information, and stores the created routing group information
in the routing group information storage unit.
[0055]

FIG. 12 shows a schematic configuration of routing group
information 80. The routing group information 80 is divided into a routing
group A and a routing group B. The first relay server A and the fifth client
terminal C2 belong to the routing group A. The second client terminal A2,
the third client terminal B1 and the fourth client texminal C1 belong to the
routing group B.

[0056]
FIG. 13 shows a detailed configuration of the routing group

information 80. The routing group information 80 includes: upper
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8. Initial setting By using the sequence chart of FIG 14, a
description is made of initial setting of the first relay group.
Specifically, FIG 11 shows a flow of process regarding creation of
the relay group information, the relay server information and the
client termnal information. [0060] 8-1. Creation of account

An administrator of the first relay server A creates accounts for

(578, g 5l a4 4

second r r B creates an account for a user of the third
client t?}%"%gﬁﬁ@& ep S3: Create Account0O). An adm nistrator of

the thi rg pﬁmy server C creates accounts for users of the fourth
client t P | G and the fifth client termnal C2 (Step S5, Step

S6: Create AccountO). [0Q61] .. . . Ln the above-described. process,
The £1ret rel oo enbaet RIGHBation is tptRphas ERFSTEE Cif VIIE Sroup.
information (described |ater). The second rel a% server ,E,,(;r at es and
stores. a lPdash heaIPRaRBITRR a0 Bdskand 891 % stgrouphd” inficatesel ay
server C creates and stores a relay server information (described

| ater). NBerGlientionpaiormation of He rarting syoun: eatasimadd indinases a latest

client termnal information, the second relay server B creates and
st ores a updadattime ofithearouhihgeraup énforaradiarhe “naimel indicajes ameane of
creates and stores a client termnal information.
the routing group.
[0058]
The lower information is information regarding the routing control
point. In each of the lower information 802-1, 802-2, 802-3, 802-4 and
802-5, “router id” indicates identification information of the routing control
terminal. “dev addr” indicates an IP address of the terminal. “id”
indicates identification information of the terminal in the relay group.
[0059]
8. Initial setting
By using the sequence chart of FIG. 14, a description is made of
initial setting of the first relay group. Specifically, FIG. 11 shows a flow of
process regarding creation of the relay group information, the relay server
information and the client terminal information.
[0060]
8-1. Creation of account
An administrator of the first relay server A creates accounts for

users of the first client terminal A1 and the second client terminal A2 (Step

S1, Step S2: Create_Account()). An administrator of the second relay

21



[ 0062] FIG 15, FIG 16 and FIG 17 show rel ay server
information 31-1, relay server information 31-2 and relay server

I nformation 31-3. The relay server information 31-1 is the

i nformation created and stored by the first relay server A The rel ay
server information 31-2 is the information created and stored by the
second relay server B. The relay server information 31-3 is the

I nformati gn _created and stared.by the thi,rd.r.ekay server. C: o0

Fo e ehbue BRECS R ABLER e MPRR bl uhiFh MeRPldiSlint HE IS
311-1 is dpformation about the first relay.server A JAs "site.id"
server AGRIGSARRACIRLY, AR admiRistratof of §if Kilrdgeldy serker T prgates
"active" is set 0064 Lower, | nfar i,on 2-1.1s ..

i nf or mat iBSFOEHSJor tsers 4@@@ fovrthhe %%tr#ﬁrﬁlapgﬁbla%m? ’eh?e&@éc%mltu i ent
term nal A2. _[0285% The i-n(I\;orrrat'on about the first client
terninal tArminalde? (Stanofii. Stap Seii Greate gacooupdlhet . As "group”,
"2007040%133 OO@erverA. relay.net” is set. As "id",

"client Al@Rkver Asel ay. net" is set. As "name", "clientAl" is set.
Note that, in FIG 15, "serverA.relay.net"” is set as "site", which

i ndi cat es t hat Inttheahoveutesctibed @socesski g firsbrelagaberaier Ascreatgieandnt o
the first relay server A, however, in reality, the "site" is blank at
a stage atorBsepeelsy seovéaGnéirnfaiGn {described later). The second relay server
B creates and stores a relay server information (described later). The third
relay server C creates and stores a relay server information (described later).
Moreover, the first relay server A creates and stores a client terminal
information, the second relay server B creates and stores a client terminal
information, and the third relay server C creates and stores a client
terminal information.
[0062]

FIG. 15, FIG. 16 and FIG. 17 show relay server information 31-1,
relay server information 31-2 and relay server information 31-3. The relay
server information 31-1 is the information created and stored by the first
relay server A. The relay server information 31-2 is the information
created and stored by the second relay server B. The relay server
information 31-3 is the information created and stored by the third relay
server C.

[0063]

FIG. 15 shows the relay server information 31-1. Upper

information 311-1 is information about the first relay server A. As “site id”,

EEEN 11

“serverA@relay.net” is set. As “name”, “serverA” is set. As “stat”, “active”
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[ 0066] The information about the second client termnal A2 is as

follows. As "div", "dev" is set. As "group",
"20070402133100@®erverA relay.net" is set. As "id",

"client A2@erverA relay.net” is set. As "nane", "clientA2" is set.
Note that the description for "site" is simlar to that in the case
of the first client termnal A . [0067] Contents of the rel ay

server iqggrﬂati on 31-2 and the relay server information 31-3 are
simlar to the content of the rel ay server information 31-1, and
accordi ng[éﬁ description thereof is omtted. [0068] 8-2. Creation
of relay gﬁ@ information In FIG 14, the first relay server A

requests the second rel a erver, . B 1q construct reup, of the relay
communi cati on ngé’YPéf %’f%ﬁa@?\éplge]tl_ ﬂ’p%?ﬁm?‘ o]ul%[tg?%#g*‘: g')‘ie%terver A
and the second relay server B create and store the relay group

i nf or mat itEHMIRghA 1 a isre§9nﬁ1811§’9t E%Wé‘taiiﬁ‘%‘ equests the second rel ay
server B to exchange the relay server information (Step S8: Exchange
0). In sdBA6Bl way, the first relay server A transnits the relay
server information to the second relay server B, and the second relay
server B transiihsinfaemasionyabout pbe firat eliemt tesmingl Aldsmsdellows) afs
server A The first relay server A and the second relay server B

synt hesi Zdivh&dev rielsay. sasVegroupif 0004081831 00Recrxendwelasinel” sesater
information, and store the new relay server information. Note that,

t hough nais $ddViklientA b@Skigarderelpy.net’sis sei.m Aarfnamel hxdienoh 1'SisegetS7
and Step S8 is al so executed between the first relay server A and the
third relNytesthatein EIGans, fsefidid.relagnat’sie % acititd’, behishdndidates

second relay server B and the third relay server C.
that the user of the first client terminal Al is logged onto the first relay
server A; however, in reality, the “site” is blank at a stage of Steps S1 to S6
of FIG. 14.
[0066]

The information about the second client terminal A2 is as follows.
As “div”, “dev” is set. As “group”, “20070402133100@serverA.relay.net’ is
set. As “id”, “clientA2@ServerA.relay.net” is set. As “name”, “clientA2” is
set. Note that the description for “site” is similar to that in the case of the
first client terminal Al.

[0067]

Contents of the relay server information 31-2 and the relay server
information 31-3 are similar to the content of the relay server information
31-1, and accordingly, a description thereof is omitted.

[0068]

8-2. Creation of relay group information

In FIG. 14, the first relay server A requests the second relay server
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As a result, a common relay server information is owned by the first
relay server A, the second relay server B and the third relay server
C. [0069] 8-3. Update of relay server information at the tinme of

| og- on operation The user of the second client term nal A2

i nputs the identification information and password of the second
client termnal A2, and logs on to the first relay server A (Step S9:

Regi st er ver refers t m nal

[ mgor mat ?%rqgggn%;r{l ?g(fér)mgﬁggl} u{ncg loflosfysg%e@i%%s “client
t erm nal The erver Au s the client ter

ot or mat 195G 669@] Ss'f}b%ﬁa%yerrﬁw $8ien ARRTHES sprin{ telEP sphi Tageate
requests fir | a seryv pravi de t reIa 0

o or mat 1AL %Waeiﬁ%r%f Oearlvgcrmrawr e FSh t&lst Bt 22167 FErHA The
first relay server Atr Its the_relay, group, i nformation, gnd the
rel ay serr@érlerﬁsf %& relavissaveBdadxehrese the refayferyer 11%?@“%@@Bnd
client termnal A2 store the relay group information and the rela
server i ABermasi Brch meeré Thesweh QtW?ﬂéltg? fisat velpy Acredreh sransmite the

relay server information.
relay server information to the second relay server B, and the second relay

server B transmits the relay server information to the first relay server A.
The first relay server A and the second relay server B synthesize these relay
server information to make a new relay server information, and store the
new relay server information. Note that, though not shown in the figure,
process similar to those of Step S7 and Step S8 is also executed between the
first relay server A and the third relay server C, and further, is also
executed between the second relay server B and the third relay server C.
As a result, a common relay server information is owned by the first relay
server A, the second relay server B and the third relay server C.
[0069]
8-3. Update of relay server information at the time of log-on operation

The user of the second client terminal A2 inputs the identification
information and password of the second client terminal A2, and logs on to
the first relay server A (Step S9: Register). The first relay server A refers to
the client terminal information, and performs user authentication for the
second client terminal A2. The first relay server A updates the client
terminal information.
[oo70l

Subsequently, the second client terminal A2 requests the first relay
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When confirmng that "site" regarding the second relay server Bis
"active", the first relay server A determnes that the second rel ay
server B should be notified that the relay server infornmation has
been updated. The first relay server A notifies the second rel ay
server B that the relay server information has been updated (Step
S11: Notify 0). The second relay server B updates and stores the

rel ay Sers;ég{ém{ %{tg@%%d%%hel\}%ﬁ% %@%g{’f&frﬁgﬁ% 4l BYe PALY i%é;gx’?éﬂ' >0

notifies rel'ay serv relay” server- information
has been .updat ed : i Ty 0 0Q721 Wen.. t user.s
of “the. 1 ARCERaFian PSR, SHTacR). " Thehient P4 Ronver & srafferiued gfe YRRy
fourth client .termnal C d the fifth.client.term.,nal C2.10 nto
the r espdibrpdnfaigtive rpdrBe telibe seer S5 oL EAIG TohFH SO PBAOEAC he
relay servers updated in_a.sinml ar, .. Moreoyer, .when the users
of the ré@ﬁ@é{lgfé%l &Bﬁtseﬁ%ﬁw}rpah%%tqraang%? sipkes eAplae gronp
information in the relay servers are also updated in a simlar way.
[00731 9.in&ymatien gnd tdieyelay gervennformation.o- 1. Sharing of rel ay
group inf ormaxﬁi on A description is now nade of a sharing
process WABALt he information of the relay group i s changed. I n
FIG 18, when a change occurs in the first relay group, for exanple,
the first rel ayllefiverrelay sanemid sefercto eareday sesteayinfprmation.
information to the second relay server B (Step 521: Set_Goup (relay
group i nfWheatdoafiyininghbat “¢ibe’ wpaodthy tHeagecond relayBsdrvan Bnist“actine’,
relay group information to the third client termnal Bl (Step S21.1:
Set _G oupherfalsdyeliyoiepvenAatetaimtmns) thathhs s€koridrelel semad B sbouldibe

third client termnal Bl, the second relay server Breturns K to the

first relmifsel vedt the 08y 4drver information has been updated. The first relay
server A notifies the second relay server B that the relay server information
has been updated (Step S11: Notify (). The second relay server B updates
and stores the relay server information. Note that the first relay server A
also notifies the third relay server C that the relay server information has
been updated (Step S12: Notify Q).
[0072]

When the users of the first client terminal Al, the third client
terminal B1, the fourth client terminal C1 and the fifth client terminal C2
log on to the respective relay servers, those relay server information in the
relay servers are updated in a similar way. Moreover, when the users of
the respective client terminals log off, the relay server information in the
relay servers are also updated in a similar way.

[0073]

9. Sharing of respective information

9-1. Sharing of relay group information
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Moreover, the first relay server Atransmts the changed relay group
information to the second client termnal A2 (Step S22: Set_ G oup
(relay group information)). The second client termnal A2 returns K
to the first relay server A The first relay server Atransnmts the
changed relay group information 20 to the first client termnal Al
(Step S23: Set_Goup (relay group information)). The first client

termnal Al retAfps$4idPid H@wfﬂlﬁaé of ﬁls@ér 1eqlrce wiheB At iggor(%ai%iglge

first relay server Atransmts the relay gr nformati on

I ' j : he third rel C (St S21. 3:
rel ay Cop@f?ﬂb%fydyg 83%8#%?8%%8 e third relay server (Step

Set _Gou rela ion)). Then, the third relay server C

transmts the rel up. information 20 to.the fourth client

termnal d an&nt]‘ﬁ%Gﬁé)’t‘ﬁh%? f’lec:h]lantg(é}roﬁf?i]aﬁ mcﬂle(%tséﬁe@lg]ﬁuf’ g% Step

S21.3.2: Set o] rel ay group informat.ion)). When OK.is returned

Fr om eaclPBRIRGLR S XA Piver & HARATIiES Su A oL e

termnal .C2, the first relay server C ur X, to the first relay

server  Ainfdimation to the segnd kelay s &b Bige szt _(rowe felay grogn

the relay servers .and the client termnals share a sane relay group

i nf or mat iBfermatémy]. oThengthe sacgndrrelay sgrves B aansnnts tha relay group A

description is now made of the sharing of the relay server

i nf or mat iiBfermasien te bee phizd sfient serminaldhbiFteg SRled: St Cavvndralapf

event notification. In the event notification, a subscriber is an

agent wharoepuefrsaticths Wotanf Ofais wiuoiedinoes the thiyd ahidnh teporader

is an agent who issues a notice on the status of the resource. Wen a

change o@Lrtheisecohed reliagtaesverf BtieturesOW tethdufiistgebays sdaser idpt i on

peri od, the subscriber is notified of the change by the reporter.
[0074]

Moreover, the first relay server A transmits the changed relay group
information to the second client terminal A2 (Step S22: Set_Group (relay
group information)). The second client terminal A2 returns OK to the first
relay server A. The first relay server A transmits the changed relay group
information 20 to the first client terminal Al (Step S23: Set_Group (relay
group information)). The first client terminal Al returns OK to the first
relay server A.

[0075]

The first relay server A transmits the relay group information 20 of
the relay communication system to the third relay server C (Step S21.83:
Set_Group (relay group information)). Then, the third relay server C
transmits the relay group information 20 to the fourth client terminal C1
and the fifth client terminal C2 (Step S21.3.1 and Step S$21.3.2: Set_Group
(relay group information)). When OK is returned from each of the fourth

client terminal C1 and the fifth client terminal C2, the first relay server C
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[ 00781 The first relay server A applies for subscription of
the relay server information to the second relay server B (Step S24:
Subscri be 0). When a change occurs in the condition represented by
the relay server information, the second relay server B updates the
relay server information held thereby. Then, the second relay server
B transmts the updated relay server information to the first rel ay
server A f dates the relay server

i nf or mat irgﬁ@l&ﬁﬂ%%@%oh%}%rﬁsé?% r%eelr%ely%fornati on transmtted fromthe
second rgba%}server B. The first relay server A notifies the first
client termnal A that the relay server information has been updated

St S25: Not i I [ i furth tifl
(Do NP ol Bt AR bR TR ol e B e AR A4 B,
server ifnCi’.I%r ti'onrz : |[‘}QO791 Next,. Lhe first relay server A
appl i es nggf)’s@} %?isb TOR SEe Flp¥ Ereup VRO it i on to the third

rel ay serﬁgé?)f (Step S27: Subscribe 0). Wien a change occurs in the
conditi or{ esented by the relay server information, the third
relay server C updates_the relay server information held thereby.
Then, th& 2nPharing cdyelay saverinfoameadions t he updated rel ay server
information to the first relay server A The first relay server A
updat es the relfagesmiptéon inmhowvmedeof the abaring of éheyelogragaver
information transmitted fromthe third relay server C. The first

rel ay sernéormeathon.i f Hese,tthe froceds for ithashaeimg wsels aMfranteworkhel avenay
server information has been updated (Step S28: Notify (relay server
i nf or mat imutjfjcatamd fTurtheesvens totifiea tione asedendbet isca agentrival A2 of
this matter (Step S29: Notify (relay server information)). [0080]
The secondquesiz\statisvestificaiim bes rbosuizubssd iapleiportedfis bheadetltavho
server information to the first relay server A (Step S30: Subscribe

0) . Wen igsiekandeties 61 thel shatlicofadRdickb@itel ERVESE Al @H Y dcberd Bl the
server information, the first relay server A updates the relay server

| nf or mat iggan el heN@56RYce diieRg aldifbsbiibtion 5d:180d, 186 ‘éﬁPs&iEélai%%tiBﬁed

the updated relay server inforfmation to the second relay server

The Secorb‘ftB@lcﬁé{n?ﬁ?)g%e%egHﬂ%&.es the relay server information using

the rel ay server rmation transmtted fromthe first relay server
A. The 56[68? relay server B notifies the third client term nal Bl
that the relay server information has been updated (Step S31: Notify

T Sl
. C/S S33: S i 0) . . i
e Bt USSR D S S EIERERETH B

rel ay seryer C updates _.the rel.ay server inforpation held thereby.

Then, t hehaREP QOPBIp thercpaidigon aprssented he thp daleserkerintonmation,
information to the second relay server B. The secqnd relay server B
updat es tthe seepns relay\servenB gmdate s Fheselay sereer iafegmatipy deld thereby.
information transmtted fromthe third relay server C. The second

rel ay serbian,ghasecindzelaiservin B teanemitstthenindateBrelaygervere rel ay
server information has been updated (Step 534: Notify (relay server
i nf or mat iioformation to the first relay server A. The first relay server A updates the

relay server information using the relay server information transmitted
from the second relay server B. The first relay server A notifies the first
client terminal A1 that the relay server information has been updated (Step
S25: Notify (relay server information)), and further notifies the second client

terminal A2 of this matter (Step S26: Notify (relay server information)).
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[ 0082] The third relay server C applies for subscription of
the relay server information to the second relay server B (Step 536:
Subscri be 0). When a change occurs in the condition represented by
the relay server information, the second relay server B updates the
relay server information held thereby. Then, the second relay server
B transmts the updated relay server information to the third rel ay
server C{O&?ﬁgthird relay server C updates the relay server

i nformation ing the relay server information transmtted fromthe

d I B. ~The third I C 0 £ £ f th
SRR e KR A
St S37: Notif | i ti W t.her. i fi
(L, S B RS0 Ve 7 BB bl A [,
i ti . [0083 ..The third I C [
Ak DRGNS RUT N ETR AT R R

server A (Step 539: Subscrihe 0). When a change occurs in_the |
condi t i ofibfapadenttde thjrd mlay sprxerde pdatesths yalay sprveriafqmagion
relay server A updates the relay server information held thereby.
Then, t héefldtherahst afTheay tvhe third ralasnsaryer Retrapamitaitheenpdatodrrpday
information to the third relay server C. The third relay server C
updat es tseeverindgrsetivertoithe dustrélay sesvaight hdhediray relayweerver A
information transmitted fromthe first relay server A The third
rel ay serupelat€s b¢ rélagserher indoirhhtiohivsnhg tee nelaglsevert idormationel ay
server information has been updated (Step S40: Notify (relay server
i nf or mat itpardmitaed ffomi the thivdl delaeserviee G.i fThe €irkierdlay eerveral nciifies
this matter (Step S41: Notify (relay server information)). [00841
Through tihe falkevHeAE s BRU ALr 06E3he vohe ddrket infolaytarival béen t he
second relay server B and the third relay server C al so share the

updat ed rgiBed ¥oMg S8 RHARF (1elay SERAL 3h RN AMRD)), LR ARLRY: BEHiNES
information 1s updated. Hence, the first relay server A the second

rel ay Serth%rse@oﬁ@aiéxgﬁt Lind1 A8l e MR EerISteD SBoRiRifY ARy server

activation statuses e other relay servers and types and | og-on

st at uses -9& r&gﬁg@%ent term nals connected to the relay servers
concer ned. ([ -3. Summary of information sharing In the

case Melﬁgg i ncrease/ decrease in the nunber or a connecti on status
of the L the client termnals is changed in the rel ay

communi cation system at the time pf recognizing.such hange, one.
of the rel ay schULrEOPTEILERIg By ORPRE THEURE ) UG an 457 A Bre T eh,
e e oo I SLT B L OIAP S LS LD dTan T e 1

change occurs in the condition represented by the relay server information,
the first relay server A updates the relay server information held thereby.
Then, the first relay server A transmits the updated relay server
information to the second relay server B. The second relay sexrver B
updates the relay server information using the relay server information
transmitted from the first relay server A. The second relay server B
notifies the third client terminal B1 that the relay server information has
been updated (Step S31: Notify (relay server information)).

[0081]
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[ 00861 Then, the one relay server immediately issues a notice
that the relay group information and the relay server information
have been updated to the other relay servers listed in the relay
group information and the relay server information. Mreover, the one
relay server imrediately issues a notice that the relay group
information and the relay server information have been updated to the

client term na!?he %é&o?l e )}Q?rv%k"]?Qé}éﬁgé fﬂrrkﬂhsg{l%éﬁ%ﬁa&f't 8- 1Fie(}0&m7e1

However, even i e ot ay servers are |1 I'n't e

group |nf el I

server dog@ﬁ% gn%‘[’]g}ﬂ%?%lﬁe?u FC gsg%gcrl dﬁg(g? g‘hﬁé@%he
ot her reI servers wh n det gr.ni nin oth rel a Vers are
"n an uncOVEEASHES HY dﬁ%%rrepg%ﬁgﬁ ?45 S ety o Y RGP,
listed i . nt term n mat i,on, theoerela ver gdoes
ot | e D By sFr Qs tet i 4I8H SRttt og AL tigh bpld phereby.
term nal s_when_det e ing that .the cljen term areln an
unconnectﬁre}ée%t@@é; 11[%1‘558}’ SpRves fe Franspaips tﬁ‘ﬁ élpidﬁmt V@ﬁrY‘%rgar di ng

t he i ncrease/ decrease. in the nunber or connection status of the LANs
or the clin&nmaidenitoihe seepnshrplay seyverddl Thewsesond relagserves Bel ay

communi cation system [00891 10. Creation of routing information
updates the relay server information using the relay server information

transmitted from the third relay server C. The second relay server B
notifies the third client terminal Bl that the relay server information has
been updated (Step S34: Notify (relay server information)).

[0082]

The third relay server C applies for subscription of the relay server
information to the second relay server B (Step S36: Subscribe (). When a
change occurs in the condition represented by the relay server information,
the second relay server B updates the relay server information held thereby.
Then, the second relay server B transmits the updated relay server
information to the third relay server C. The third relay sexrver C updates
the relay server information using the relay server information transmitted
from the second relay server B. The third relay server C notifies the fourth
client terminal C1 that the relay server information has been updated (Step
S37: Notify (relay server information)), and further notifies the fifth client
terminal C2 of this matter (Step S38: Notify (relay server information)).
[0083]

The third relay server C applies for subscription of the relay server

information to the first relay server A (Step S39: Subscribe (). When a
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Next, a description is made of creation of the routing information.
When the second client termnal A2 logs on to the first relay server
Ain Step S9 of FIG 14, the second client termnal A2 transmts a
routing information it holds to the first relay server A As a
result, the first relay server A stores the routing information of
the second client terminal A2. In a simlar way, when the third
client t 1.nal : { Ok iLrd
SRR oo DB R AUbSCRERA B ke SEla oy LB

client term ransmts a rou ion™

SEoorS, SRS P B oo O SR B b
, Wh th th ient t 1 nal he third I

127, PP e Sl S AT PSR St S

i nf ti. it hol he third I . C. t, th

(it R R Ok RRCRE T S S e

client te m'n?l . In f’;l simlar way, when the fifth client term nal
C2 | ogs dRerslasheenver pptorglatiors usipg; the, relasesenver pnformation temsaitted?
transmts a routing information it holds to the third relay server C
As a resudrem thedinghirelay warygr der Vehe thizd seley semeer Gunatifies fireoionutli on
of the fifth client termnal C2. [00901 FIG 19 shows a

det ai | ed cdient itguminaldpl shat the ielgy isafernmforomatidn hasteenrupdatad (Step
information 71-1 is the routing information held by the first relay
server A S4GiNttigelvly ssver imformationdnand| fuptliextnotifi@otli fifth clienkl G
20 shows a detailed configuration of routing information 71-2. The
routing itefmingl CAf ThiZmaster (BtepSti niotifif Grel®y servehehfbrinatidis).
second client termnal A2, which serves as a routing control point.

[ 00921 FI[Gp82IL shows a detailed configuration of routing infornation
71- 3.

Through the above-described process, the first relay server A, the
second relay server B and the third relay server C also share the updated
relay server information immediately when the relay server information is
updated. Hence, the first relay sexver A, the second relay server B and the
third relay server C can always grasp activation statuses of the other relay
servers and types and log-on statuses of the client terminals connected to
the relay servers concerned.

[0085]
9-3. Summary of information sharing

In the case where an increase/decrease in the number or a
connection status of the LANSs or the client terminals is changed in the relay
communication system, at the time of recognizing such a change, one of the
relay servers immediately updates the relay group information, the relay
server information and the client terminal information in response to the

change,
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The routing information 71-3 is the routing information held by the
third client termnal Bl, which serves as a routing control point.

[ 00931 FIG 22 shows a detailed configuration of routing
information 71-4. The routing information 71-4 is the routing
information held by the fourth client termnal C, which serves as a
routing control point. [0094] FIG 23 shows a detailed

confi gur ghheg of routing information 71-5. The routing information
71-5 is the routing information held by the fifth client term nal C2,

Sbove, 11 al 1 orhate RSB, behveb tittledlblly ipes o npy B TRR, AR Je1Ey

foll ow ng_gper.ations.are faorymed, The.routing informtion,7l-1 and
the rout TRGCE Rl REiGh Snl e JIREoes e 1nsim Dad PRin JPadiens™a
the routi ipfornmation 71-3 ig.stored in the .second.relay server B,
and the rBRCEAE FHRSSRRY 5 iered iR 1Ha FPlay $500; MEPTRABPRARIGRCAEIEY ar o
stored in the third éel ayyferver'ch [009'6@ .By using FIG 24, a
descri pt iS6hVest agpnt helyregrels dhe gpedp ?%ﬁ?%%ﬁ%ﬁaﬁ 1$9¥§fieng
information, First, the first relay server. A requests the second

rel ay serpiceghad the aplayggroundnierrmation amddheselsn sqsespnigmation
Exchange (routing)). In such way, the first relay server A transmts
t he rout ibayeiheeornpdated todhetrdiens sermainads digtesbin the dienterntivsakecond
relay server B transmits the routing information to the first relay
server Ainfiyndtiomt rel ay server A and the second relay server B

synt hesi ze
[0087]

However, even if the other relay servers are listed in the relay group
information and the relay server information, the one relay server does not
immediately issue the above-described notice to the other relay servers
when determining that the other relay servers are in an unconnected state.
Moreover, even if the client terminals are listed in the client terminal
information, the one relay server does not immediately issue the
above-described notice to the client terminals when determining that the
client terminals are in an unconnected state.

[0088]

In such a way, the information regarding the increase/decrease in
the number or connection status of the LANs or the client terminals is
shared in real time in the entire relay communication system.

[0089]
10. Creation of routing information
Next, a description is made of creation of the routing information.

When the second client terminal A2 logs on to the first relay server A in Step
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those routing information, and store the resulting routing
information as a new routing information. The first relay server A
requests the third relay server C to exchange the routing information
(Step S52: Exchange (routing)). In such way, the first relay server A
transmts the routing information to the third relay server C, and
the third relay server Ctransmts the routing information to the

first r el@’ofﬁf@?iél,’%hﬁg%oﬁﬁ eBibnt ?élﬁiﬁ@ffraﬁsgﬁ% & Q@uﬁﬁ? Efgforrﬁiz&i’on

server C synthesize those routing information, store

resultin j i i n I i o)y M

second rgF %&iﬁséewgre rgg%ﬁgg%bﬁ ? ﬁ%‘t%ﬁr%&l&e‘}lﬁ%ﬁgﬁ%% %);t)%ergggﬁange
the routing. information (Step,.S53; chan rqutin AN such way,
the secortores S SRHAR g RRHEROF o RERPECIGE TerRERHA RonT 8 ¢ he
third rel ay.server and the.third rela er Ctransmts.th
Fout | ng. 1TBIERR £ b i tDEa et eyt 1L I0R oo ARSRshRd ey,
server B and the third.relay server C synthesize those routing .

i nf or mat isgﬁve%ﬁdﬂsﬂt thizd chent basppingl &1 HAOSHYTS ATERHREIIBRTRAEOR Hy
routing i_nformatjon. Through the above-descri bedeﬁ)rocess, t he
first rehpldsse fhe secondyelapeelivgriel ofs adiesnlt, thaprromdarelay pervies By
server C own a_comon routing information (for exanple, the routing
i nf or mat iséerepdherroptiag infyrmajien of the third diengyerwninaBl.caln dsinilar
duplication of IP addresses based on the routing information. [00971
Mor eover ,waneviien the fairtly chent terntinadtG 1 logs onhie thiertdtirdiélaptsereaminal
Al of the routing information (Step S54: Notify 0), and further

not i fi es thhdosethorltbnt! teexmtina leC it nahsrAits @f rduieng mfbrmgtionfid hobdd @nthe
(Step S55: Notify 0). The second relay server B notifies the third

client tehiidedlaplepfert®e Aoulia3glt, ithé ahirdliieddy s&ivep CSoidredNchi¢ Fyuting
The third relay server Cnotifies the fourth client termnal d of

t he rout ijarim¥Reef tlanfduStie RlighS texheinall YC10) , Inaddivhdat Rely, Whehfthes
the fifth client termnal 02 of the routing information (Step S59:

Notify O)ifth client té¥nihal €Mlozs @h etV Erelaylseffert OEtHd fihtclient
termnals in the first relay group own the common routing

i nf or mat i1@Ry i § 9088k rdism £5 SRt AL InEAULERY ITHBHR do "R Pay

server C. As a result, the third relay server C stores the routing
information of the fifth client terminal C2.
[0090]

FIG. 19 shows a detailed configuration of routing information 71-1.
The routing information 71-1 is the routing information held by the first
relay server A, which serves as a routing control point.
[0091]

FIG. 20 shows a detailed configuration of routing information 71-2.
The routing information 71-2 is the routing information held by the second
client terminal A2, which serves as a routing control point.
[0092]

FIG. 21 shows a detailed configuration of routing information 71-3.
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A description is now nade of creation/sharing of the routing group
information. It is possible to display the common routing information
(for exanple, the routing information 70 in FIG 10) on the display
of aclient termnal. Accordingly, the user can create the routing
group information while |looking at the routing information. [00991
The user of the first client termnal A creates the routing group

| nformat i £~319Hi e roh][ Gutichnl Y1 - rs%tthﬁgoﬂﬁ and}ﬁuﬁ’e{t‘?ﬁﬁ !hgpir%?thé‘ thire

13), and ‘stores ing group I'n orna ionint relay

serber_A 5150 ggﬂm%f%ﬁwﬁ%&w@%amq@g@o (Lisglky, The contro

unit 122 I'Tst ay server crea e routi'ng group
|nforrrat|[8a l'?’]; accordance with an instruction fromthe user. Next,
the first 8 y server Atransmts the routing group information to

t he second rel Y tify O d further tr its
the routing grifﬁ%fqi% Shoe holrtRUSE ranRpationbaridtng Owgpaaﬂss'?z
Notify). é_l‘[heflrst | ay server AROtIerSt esecongg“) n]% nal
A2 of th IFQ)ER‘F%g&F GpLatoro hdiisd © FeHEHSIBIOTIRREOR (e Yy the %‘é"& nd
relay server B notifies the third client term nal, Bl of the routing
group i nfchiembtterminadieh which sesves gs @)routig eamtrel Banky server C
notifies the fourth client termnal C of the routing group

i nf or mat il8A9¢kt ep S67: Notify 0), and further notifies the fifth
client termnal 02 of the routing group information (Step S68: Notify
0). [01001 FIG.A3 shows aldetailed henfiganadjombf roftinghinfomhalionctver s
and the client termnals in the first relay group own the common
routi ng drloaipoutihg infetrmenion DI1-GLk the routindsnformestudn held bpitke fifth
preparation of a routing session perfornmed anong the termnals in the
routing giiewd tbtmiredl CZedhibhaderiyss ho asytirgherteslpoiat.s i n the group
are capabl e of perform ng communication in which the | P addresses are
directly [dggspnated. Note that the address owned by the fifth client
term nal 02, which serves as the routing control point, is a network

address of the mightdh HNaBSye, "FQH%fthé‘ch@hﬁt&%ﬁﬁalé?ﬁf’@%%g@&bhoﬁhen

packets from aII of the termnals connected to the eighth LAN 18 can

be comunieahAdwiied BfelddtfordsOl! 58884 OMThe routing information 71-1 and

the routing information 71-2 are stored in the first relay server A, the
routing information 71-8 is stored in the second relay server B, and the
routing information 71-4 and the routing information 71-5 are stored in the
third relay sexver C.

[0096]

By using FIG. 24, a description is made of the process for
creating/sharing the routing information. First, the first relay server A
requests the second relay server B to exchange the routing information
(Step 851: Exchange (routing)). In such way, the first relay server A
transmits the routing information to the second relay server B, and the
second relay server B transmits the routing information to the first relay

server A, The first relay server A and the second relay server B synthesize
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[ 0102] Mor eover, the user creates the routing group

I nformation while |ooking at the routing information, and can thereby
set routes for a plurality of routing sessions. That is to say, it is
easy to set the routes for the routing sessions. [01031 When
the routing sessions are established, the relay servers refer to the
relay server information, and can thereby determ ne whether or not

the ter 'E;hﬁéé §oﬁt{iﬁé '}Sforrﬂi&tﬁg A& e 9@9‘1&8}% r%Ltﬁ%[ifn%x’EQﬁon as a

comuni catt on™w one ano nce, NO uSseless routi ng sessi ons

ld b t abl j.shed 0104 . I f ' ' FLG , 25
1ol Sk ARLANShOAGH, e BATBAG riSH LR AR B
A it i i bl t t l'ish first td [ 401,
GLOU A b B Red 88350 BB ) (S0 A8 53R 150

ol ay” comperioR W ERGREHFIR TP BVAPTYE OdFRP G (PRAORHmE AL akion t0 the

term nal t(l):l%fd relay sexver C, and the third relay server C transmits the routing
information to the first relay server A. The first relay server A and the
third relay server C synthesize those routing information, and store the
resulting routing information as a new routing information. The second
relay server B requests the third relay server C to exchange the routing
information (Step S53: Exchange (routing)). In such way, the second relay
server B transmits the routing information to the third relay server C, and
the third relay server C transmits the routing information to the second
relay server B. The second relay server B and the third relay sexver C
synthesize those routing information, and store the resulting routing
information as a new routing information.

Through the above-described process, the first relay server A, the
second relay server B and the third relay server C own a common routing
information (for example, the routing information 70 in FIG. 11). Note that
the relay servers can detect duplication of IP addresses based on the routing
information.

[0097]

Moreover, the first relay server A notifies the first client terminal A1

of the routing information (Step S54: Notify (), and further notifies the

second client terminal A2 of the routing information (Step S55: Notify Q).

The second relay server B notifies the third client terminal B1 of the routing
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[ 0105] In the routing group B, a plurality of routing sessions
can be established anong the second client termnal A2, the third
client termnal Bl and the fourth client terminal C. In this case,
in a second routing session 402, the comuni cati on packet is
transferred through a route of the second client term nal A2, the
first relay server A the second relay server B and the third client

o tr ansrarrattich ik P 87T TR e PO Ll e

Ler mi nal e gpent A meRAL Glhot Ry Sedén8 piBmat L et gty ).

R L A R L T

client tgr m nal Bl. '%%)SG] In a connection start instruction
BIY 0¥t i ng sessi

for esta Sﬁﬁhﬁﬁﬁ:Nh on, information regarding the

sel ected routing group is included. Hence, in the selected routing
group, the routisngresdsiobphs abave, athefl the tlienddeaminglsad thadhgt relay
relay servers selected as router termnals and the client term nals.
| n ot her gmovpewmthocmpmetwonkinformabion: uct ed. I n such a manner as
descri bed above, the relay servers have the routing control function
to val i dd0@98lnval i date the routing function for each group indicated
in the routing group information. In order to actually start
t he routilngChuatibh of rehitiap grbap inferiigicgessi on has been establ i shed,
for exanple, it has to be waited until all of the term nals serving
as the routing AC8EERiROITHhSWIirRadd 6f EcatidnAltraed b¥ tHetbuting group
Alternatively, it has to be waited until sone of the termnals

serving aafdritaticitt | R9s $RBsILbA tP@isPlay tHe EdiBntHOMRItMEi FEEhY BB dfor! N

either of the cases, acfivation statuses of the termnals can be

confi r med,bRraugthd Atk ﬂﬁofﬁ%%% TOLPFI@L 16 on the disgl&%ﬁvcﬁ@m when

a di sconnection instruction I's inputted, the routing session is

di sconne . and : 1.ng. t] I .

01071 18 PR B0 RUBERY the uSOHEADGLARE #RE SolHRE Blp'iarbpnRaY

routing control .fo n,. 1 P packet .i.s perforned based on the

connun?c5€$%%ﬂ¥&ﬁ%%Fgﬁhgfoﬁﬁgéﬁgﬁﬁgngﬁﬁiunication system using the

establisgﬁﬁ%%Puting session. In this way, the routing validated in
n

this enb t is executed in the application layer, and differs

fromthe usual [P routing. . . X
’llhe user ofnt%e first client terminal Al creates the routing group

information (for example, the routing group information 80 in FIG. 13), and
stores the routing group information in the first relay server A (Step S60:
Create_RoutingGroup). Specifically, the control unit 122 of the first relay
server A creates the routing group information in accordance with an
instruction from the user. Next, the first relay server A transmits the
routing group information to the second relay server B (Step S61: Notify 0),
and further transmits the routing group information to the third relay
server C (Step S62: Notify). The first relay server A notifies the second
client terminal A2 of the routing group information (Step S64: Notify ().

The second relay server B notifies the third client terminal Bl of the routing
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[ 01081 FIG 26 is a flowhart in which the relay server
actually perfornms the routing process for the comuni cati on packet
when the routing session has been established. Upon receiving the
comuni cati on packet, the relay server anal yzes the communication
packet (5201), and determ nes whether or not the conmunication packet
is a routing packet (Step S202). If the conmuni cation packet is not a

LES&LZE F%%ﬁﬁhﬁomf&%piﬁé’%m&e%?L?%%@i&?%ﬁ?yi%&%%fﬁﬁ% h
. . ; . VES. |

ghi "ol ay PedPy Zg&ar&c%%faﬁﬁfgh%ﬁtbg%sﬁ%‘égfére pllpfokﬁm%%&aﬁﬁa?%ﬁw; .

[ [ LP [ [ S203),. Then,

based on NRESHEDGRERHEREREANESH SRE SO0 dienipogaapeb T ahahaeeetingt i on

| P address, the relay server _determ nés whet her or not it is possible

to rout e FREPABfATIAEeR (teppRKNotifihdl is to say, the relay server
det erm nes whether or not the transm ssion source |P address and the

dest i nat i[BAOPP address are registered in the information of the
routing group to which the relay server belongs (Step 5205). [0110]
If the relay séiwaresitoftheadbovhatll of thesrqlayg setwers tamdr thetdiemte
communi cati on packet, then the relay server sends out the

comuni caerminpladkethefyrstselay gitvepestabhe stumdnsrovbuting gessp on (St ep
S206). If the relay server determnes that it is not possible to
rout e t hanfonmasiog.ati on packet, then the relay server notifies the
termnal serving as the transm ssion source that it is inpossible to
del i ver t[peotpnmuni cati on packet to the destination (Step S207).
[0111]

As a result of this, preparation of a routing session performed among
the terminals in the routing group is realized. That is to say, the terminals
in the group are capable of performing communication in which the IP
addresses are directly designated. Note that the address owned by the fifth
client terminal C2, which serves as the routing control point, is a network
address of the eighth LAN 18. Hence, in this case, communication packets
from all of the terminals connected to the eighth LLAN 18 can be
communicated using the routing session.

[0102]

Moreover, the user creates the routing group information while
looking at the routing information, and can thereby set routes for a plurality
of routing sessions. That is to say, it is easy to set the routes for the
routing sessions.

[0103]
When the routing sessions are established, the relay servers refer to

the relay server information, and can thereby determine whether or not the
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Wth reference to the block diagramof FIG 2, a description is nade
of a flow of the routing process. The first relay server A receives a
communi cati on packet through the interface 121 and the LAN driver

151. |If the comruni cation packet is received fromthe LAN side, the
comuni cati on packet is outputted through the LAN-side packet
processing unit 152 to the routing control unit 154. The routing

control ynit.154 refers to the routin oup information, and ..
cont | £ s (AREAEE hRgPubihe Pty Ao alpdRorbi: o8l Mibation
case where.the routing ipformation.is present, the co i cati,qn
packet | SV TRIIEG « HeRPiie SrelpSy FulFIE FessiotR B OPbh D PO BhAg:
uni t 155. &Bé 21 Dependi ng on the destination | P address of
t he comnlﬁ' i on packet, the inter-relay server connection
processigﬁiunit 155 deci des a connection through which the
comuni cak4- drcasaplecaf yogting $p8siadl ayed, and del i vers the conmunication
packet to the generated relay server X connection unit 156. [01131
The rel ay servedfI(k Zoshees rorexample piéhe wopting sehgionsmuni cat i on
packet to the WAN-side | P packet processing unit 153. In such a way,
t he communi cat ilontheankding graupadsitas pedsibly truegtablish loAfysd rbueing1 51
and the interface 121 to the relay server on the other end by using
t he rout isegsisastllobetwddhlvhe fivkt reldyeediveni diktlpy Afidndlidmivienininal CB.
the relay communi cation systemof this enbodi ment, the routing
In this case, the communication packet is transferred through the first relay
server A, the third relay server C and the fifth client terminal C2.
[0105]
In the routing group B, a plurality of routing sessions can be
established among the second client terminal A2, the third client terminal
B1 and the fourth client terminal C1. In this case, in a second routing
session 402, the communication packet is transferred through a route of the
second client terminal A2, the first relay server A, the second relay server B
and the third client terminal Bl. In a third routing session 403, the
communication packet is transferred through a route of the second client
terminal A2, the first relay server A, the third relay server C and the fourth
client terminal C1. In a fourth routing session 404, the communication
packet is transferred through a route of the fourth client terminal C1, the
third relay server C, the second relay server B and the third client terminal
B1.
[0106]

In a connection start instruction for establishing the routing session,

information regarding the selected routing group is included. Hence, in the
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group information is constructed, whereby making it possible to
establish the routing session necessary for the routing and to route
t he communi cati on packet anong the communi cation term nals through
the WAN 4. Work for constructing the routing group information can be
performed while the routing information is being diplayed to the
user, and good workability is achieved. Mreover, duplication of IP

addr esses n detected based on the rquting infornpiliqn,:[0115]
[Gner engitnbay dthE D8, BRerutihd Mot s ARl dtipnited ) o
enbodi ment_ of e _present invention, however .the pr nt..i nvention
e ot |1 mone S PR o RISk B aSahB e mihaTs SR RS SRR T abi o
in varioys ways within the scope without departing fromthe spirit of
t he presgﬁfmilﬁ%]ém’?{iﬂ?er words, agguiggRpTvEoT 'lﬁcgﬁﬁ&%g%g]s, Ty fg
informati on may be updated at any of the routing points.

Speci fi canpyner gp d@ﬁ%b@fﬁ,ab@% t@Sﬁ?i@ﬁ SQINPES Bave Hee eoyteng cortrs] nal
may update the routing information. As a result, the updated routing
i nf or mat ifenctiendnyedidasefmeplidate the aputimefanstigndox pack preym indicated
term nals. Subsequently, the routing group information is also

updat ed, iarthetroatingignoay infemagjonnf or mati on i s shared among the
relay servers and the client termnals. Mor eover, in the
above- descr i bednemded itoentyalnsteca i eohidng fencticke after hd routiage t he
routing session is established through the WAN 4 anong the term nals
whi ch f uneksion lass hdun established,abt eebhmpdént hasrtotheew aided vagilgilbopthe
However, as long as the termnals belong to the sanme routing group,
the rout itagm$esIsi iviIRYadtEorne i 8g tadirbBPsithta iR e kieup hes Ativdted. f or

exanpl e, which function as the routing control points in the sane
LAN. | ndusitéhadtihp] it Gakith HeYwhildd ®intil some of the terminals serving as the
routing control points in the group are activated. In either of the cases,
activation statuses of the terminals can be confirmed through the relay
server information.
Moreover, when a disconnection instruction is inputted, the routing
session is disconnected, and as a result, routing network function is stopped.
[0107]
13. Routing processing
When the routing is started, routing control for an IP packet is
performed based on the communication function of the relay communication
system using the established routing session. In this way, the routing
validated in this embodiment is executed in the application layer, and
differs from the usual IP routing.
[0108]

FIG. 26 is a flowchart in which the relay server actually performs

the routing process for the communication packet when the routing session
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The present invention can be widely applied to the relay

comuni cation systemincluding a plurality of relay servers capable
of communicating with one another, a plurality of client term nals,
and LANs for connecting the client termnals to the relay servers,
and to the relay servers for use in the relay comruni cati on system
Expl anati on of Synmbols [0117] 1FI RST LAN 2SECOND LAN 3THI RD LAN 4 WAN

%P A@%@%@M | Régogycl?e%{'ﬁgpt I:\()eP(%SJ:IIJEmunlca Iieon9 Slac Se;li_:, the relay

server analyzes the communication packet (8201), and determines whether
or not the communication packet is a routing packet (Step 8202). If the
communication packet is not a routing packet (NO in Step S202), the relay
server performs reception process for the communication packet (Step
S204).

[0109]

If the communication packet is a routing packet (YES in Step $202),
then the relay server detects a transmission source IP address and a
destination IP address of the communication packet (Step S203). Then,
based on the detected transmission source IP address and destination IP
address, the relay server determines whether or not it is possible to route
the communication packet. That is to say, the relay server determines
whether or not the transmission source IP address and the destination IP
address are registered in the information of the routing group to which the
relay server belongs (Step S205).

[0110]

If the relay server determines that it is possible to route the
communication packet, then the relay server sends out the communication
packet by using the established routing session (Step $206). If the relay
server determines that it is not possible to route the communication packet,
then the relay server notifies the terminal serving as the transmission
source that it is impossible to deliver the communication packet to the
destination (Step S207).

[0111]
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10 SECOND COVMUNI CATI ON | NSTRUMENT 11 THI RD COVVUNI CATI ON | NSTRUMENT
14 FOURTH COVMUNI CATI ON | NSTRUMENT 16SI XTH LAN 17 SEVENTH LAN 18

El GHTH LAN 19 SECOND GENERAL- PURPOSE ROUTER 20 RELAY GROUP

I NFORVATI ON 21 THI RD GENERAL- PURPOSE ROUTER 22 FI FTH COVMUNI CATI ON

I NSTRUMENT 23 SI XTH COVMUNI CATI ON | NSTRUMENT 30 RELAY SERVER

| NFORMATI ON

With reference to the block diagram of FIG. 2, a description is made
of a flow of the routing process. The first relay server A receives a
communication packet through the interface 121 and the LAN driver 151.
If the communication packet is received from the LAN side, the
communication packet is outputted through the LAN-side packet processing
unit 152 to the routing control unit 154. The routing control unit 154
refers to the routing group information, and confirms whether or not the
routing information is present. In the case where the routing information
is present, the communication packet is outputted to the inter-relay server
connection processing unit 155.

[0112]

Depending on the destination IP address of the communication
packet, the inter-relay server connection processing unit 155 decides a
connection through which the communication packet is to be relayed, and
delivers the communication packet to the generated relay server X
connection unit 156.

[0113]

The relay server X connection unit 156 outputs the communication
packet to the WAN-side IP packet processing unit 153. In such a way, the
communication packet is transferred through the LAN driver 151 and the
interface 121 to the relay server on the other end by using the routing
session.

[0114]
14. Effects of the present invention

In the relay communication system of this embodiment, the routing
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40 CLI ENT TERM NAL | NFORVATI ON 50 CLI ENT TERM NAL | NFORVATI ON 60

CLI ENT TERM NAL | NFORVATI ON 70 ROUTI NG | NFORMATI ON 80 ROUTI NG GROUP
| NFORVATI ON AFI RST RELAY SERVER BSECOND RELAY SERVER CTHI RD RELAY
SERVER Al FI RST CLI ENT TERM NAL A2 SECOND CLI ENT TERM NAL B1 THI RD
CLI ENT TERM NAL C FOURTH CLI ENT TERM NAL C2 FI FTH CLI ENT TERM NAL
CLAIMS 1. Arelay server, which is capable of communicating with a
first relay seryer connected to a_first network, and functions _as a

second r éFAYPIBIFEIAEGN eI IGed, Wherly makipe K pessible ép aytahdisher
conmpri st q:%e routing session necessary for the routing and to route the
communication packet among the communication terminals through the
WAN 4. Work for constructing the routing group information can be
performed while the routing information is being diplayed to the user, and
good workability is achieved. Moreover, duplication of IP addresses can be
detected based on the routing information.

[0115]

[Other Embodiments]

The description has been made above of one embodiment of the
present invention; however, the present invention is not limited to the
above-described embodiment, and is modifiable in various ways within the
scope without departing from the spirit of the present invention.

For example, in some cases, routing information may be updated at
any of the routing points. Specifically, for example, the control unit of the
client terminal may update the routing information. As a result, the
updated routing information is shared among the relay servers and the
client terminals. Subsequently, the routing group information is also
updated, and the updated routing information is shared among the relay
servers and the client terminals.

Moreover, in the above-described embodiment, an example has been
described, where the routing session is established through the WAN 4
among the terminals which function as the routing control points in the
routing group. However, as long as the terminals belong to the same

routing group, the routing session may also be established among the
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a relay group information sharing unit configured to share relay
group information between the first relay server and the second rel ay
server, the relay group information indicating that the first relay
server and the second relay server constitute a relay group; a
relay server information sharing unit configured to share rel ay
server information between the first relay server and the second
relay server, the relay server information including activation

i nf or mat i termanalsh oy ¢xagnplee Meyick dupetion ge the zeniéngicantiohrpings infthehe
second relay server, activation/registration information of a client
term nal contédtMd to the first relay server, and
activation/registration information of a client term nal connected to
t he second rel ay server; a routing information sharing unit
configured to share routing information between the first rel ay
server arsdulseriabApptcalellizay server, the routing information including
routing control points and network addresses controlled by the
routi ng donigpl points, the routing control points conprising two or
nore anong the first relay server in the relay group, the second

relay server i mMidBré@h@YnGsdPn chRDeGhidRY applisd Rekheoamgct ed to the
first relay server, and the client term nal connected to the second

relay seraselmudidRt E'ﬁst@fcpﬂﬁlﬁ&‘i&u%’ himieg 5?%15@%%&% &Pabigyred to
edit the routing infornation, thereby creating Fouting group
| nf or mat '&%ﬁ%@;@%ﬁ%}ﬁ&@%ﬁ%&ﬁlﬁ E%ﬁfﬂgﬁfd}%{e@k B Hals, and LANs a

routing group in arrng uni‘t configured to sharé

routing i i on -1 inst. rel ay. ver..the sacond
ol ay cererSnb Rty Pic PR ROMIAR o ¥t rely B REE il Ity B89
server, and the.client ben Inal connected to the second relay server;
and Sew%ilsrf(%tvisﬁdné SLPEN CUPIMICHAAN YIS configured to
establish a routing session for each group indicated in the routing
group information while referring to the relay server information,
the routing sessjion epabling a communi cati on packet to be routed via
t he routiﬁg’&’léBﬁHOBi‘)f mbels”>  The relay server according to claim 1,
further ﬁanr'sing: a routing function control unit configured to

val i dat e/lOAVAl i date a routing function for each group indicated in
the routing group information. 3. The relay server according to

ei ther onke of HIARSELAMNd 2, further conprising:

2 SECOND LAN

3 THIRD LAN

4 WAN

6 FOURTH LAN

7 FIFTH LAN

8 FIRST GENERAL-PURPOSE ROUTER

9 FIRST COMMUNICATION INSTRUMENT

10 SECOND COMMUNICATION INSTRUMENT
11 THIRD COMMUNICATION INSTRUMENT
14 FOURTH COMMUNICATION INSTRUMENT
16 SIXTH LAN
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a display device configured to display the routing information. 4.
The rel ay server according to any one of clainms 1 to 3, further
conpri si ng: a routing informati on update unit configured to
update the routing information. 5.A relay comruni cation system
conprising; a first network; a second network; a first relay server
connected to the first network; and a second relay server connected

to the s nd in each of the first relay server and the
second rgﬁejly s%{gﬁm}ﬁgg '
18

EIGHTH LAN
19 SECOND GENERAL-PURPOSE ROUTER
20 RELAY GROUP INFORMATION
21 THIRD GENERAL-PURPOSE ROUTER
22 FIFTH COMMUNICATION INSTRUMENT
23 SIXTH COMMUNICATION INSTRUMENT
30 RELAY SERVER INFORMATION
40 CLIENT TERMINAL INFORMATION
50 CLIENT TERMINAL INFORMATION
60 CLIENT TERMINAL INFORMATION
70 ROUTING INFORMATION
80 ROUTING GROUP INFORMATION
FIRST RELAY SERVER
B SECOND RELAY SERVER
THIRD RELAY SERVER
Al FIRST CLIENT TERMINAL
A2 ~ SECOND CLIENT TERMINAL
Bl THIRD CLIENT TERMINAL
C1 FOURTH CLIENT TERMINAL
C2 FIFTH CLIENT TERMINAL
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a relay server information sharing unit configured to share rel ay
server information between the first relay server and the second
relay server, the relay server information including activation
information of the first relay server, activation information of the
second relay server, activation/registration information of a client
term nal connected to the first relay server, and
activation/registration informtion_of lient termnal connected to
t he second rel ay server; a rgﬁﬁIﬂ@i nf ormati on sharing unit
configured to share routing informati on between the first rel ay
server and the second relay server, the routing information including
routing control points and network addresses controlled by the
routing controlA pelasitssrverhavhieis sapadatof epmpoinicatingmpithsi figsttnebayor
nore anong the first relay server, the second relay server in the

rel ay grcepyet ¢pmnelcteshto & dimst natwody mect Bthctions e 4 secndrelay seever
and the client term nal connected to the second rel ay server;

a routi ngognecigd tof 20 semmnidome tsturki tige velay seovdr @uiersiog: share routi ng
group information anong the first relay server, the second rel ay
server, the clizemlaygroupahfoeamia sthiting gt Edrfiduredl takhees relay and
the client termnal connected to the second relay server, the routing

group i nfeaobuptinrnbeicw bbowead thy fighPrlhPGeing Hrolthd Se @l Fedhy server,
poi nts; and a routing session establishment unit configured

to establghghetny gwdwﬂl_fﬁﬁﬁaﬁeﬁ ihQfcaRE U HHIANR 30 reRladriey 1R the
routing group information while referring to the relay server

i nfor mat iQRend pﬁlag,%g{,&gc(ﬁfs%ﬁm@ﬁq%g%n%&@ comuni cati on packet to

be routed via the“routing contro 6. The relay comuni cation

system accor di Or%gretlg GhALP i?lfOI&H%ﬁ?l% rshgﬁﬂ%; 1%121} ragnfi]g}lrdeélt to ﬂlﬁ[r%u}ehf%g

function contr unt t configure 0 va Inva ~a routil

P s i e LN M T NI

o O o Rl oIl 40 Bl Spl oV 5 ot e Lo splay L he

any one Or]:elé:;; éa\eirrxrrgr,5acttl%a?:ior.lf i%&'ér%gtiggrgq;hg isggo:nd relay server,
activation/registration information of a client terminal connected to the first
relay server, and activation/registration information of a client terminal
connected to the second relay server;

a routing information sharing unit configured to share routing
information between the first relay server and the second relay server, the
routing information including routing control points and network addresses
controlled by the routing control points, the routing control points
comprising two or more among the first relay server in the relay group, the
second relay server in the relay group, the client terminal connected to the
first relay server, and the client terminal connected to the second relay

server;

a routing group information creation unit configured to edit the
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a routing information update unit configured to update the routing
I nformati on.

routing information, thereby creating routing group information formed by
grouping the routing control points;

a routing group information sharing unit configured to share the
routing group information among the first relay server, the second relay
server, the client terminal connected to the first relay server, and the client
terminal connected to the second relay server; and

a routing session establishment unit configured to establish a
routing session for each group indicated in the routing group information
while referring to the relay server information, the routing session enabling

a communication packet to be routed via the routing control points.

2. The relay server according to claim 1, further comprising:
a routing function control unit configured to validate/invalidate a

routing function for each group indicated in the routing group information.

3. The relay server according to either one of claims 1 and 2, further
comprising:

a display device configured to display the routing information.

4. The relay server according to any one of claims 1 to 3, further
comprising:
a routing information update unit configured to update the routing

information.

5. A relay communication system, comprising;
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a first network;

a second network;

a first relay server connected to the first network; and

a second relay server connected to the second network,

wherein each of the first relay server and the second relay server
includes:

a relay server information sharing unit configured to share relay
server information between the first relay server and the second relay server,
the relay server information including activation information of the first
relay server, activation information of the second relay server,
activation/registration information of a client terminal connected to the first
relay server, and activation/registration information of a client terminal
connected to the second relay server;

a routing information sharing unit configured to share routing
information between the first relay server and the second relay server, the
routing information including routing control points and network addresses
controlled by the routing control points, the routing control points
comprising two or more among the first relay server, the second relay server
in the relay group, the client terminal connected to the first relay server,
and the client terminal connected to the second relay server;

a routing group information sharing unit configured to share routing
group information among the first relay server, the second relay server, the
client terminal connected to the first relay server, and the client terminal
connected to the second relay server, the routing group information being

formed by grouping the routing control points; and
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a routing session establishment unit configured to establish a
routing session for each group indicated in the routing group information
while referring to the relay server information, the routing session enabling

a communication packet to be routed via the routing control points.

6. The relay communication system according to claim 5, further
comprising:
a routing function control unit configured to validate/invalidate a

routing function for each group indicated in the routing group information.

7. The relay communication system according to either one of claims 5
and 6, further comprising:

a display device configured to display the routing information.

8. The relay communication system according to any one of claims 5 to
7, further comprising:
a routing information update unit configured to update the routing

information.
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