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WD 2004/ 090722 .. PCT/ SG2004/ 000082 Data |sol ati on
System and Method Field of Invention 5 The present
invention relates to data isolation system and net hod
and refers particularly, through not exclusively, to

WO20E98722 sol at t on system and met hod for at PEAXG20044A082

of software and data: naintenance, back up, recovery,
security and privacy control, within a conputer
system or network. 10 Background to the Invention Wth
t he great advapdteBkolationSystema@nd Method t echnol ogi es over
the last thirties years, conputer hardware
reliability has increased significantly. Software

figld pHipyesHorand used on the conputer causes nore than
80% of conputer problenms. 15 Many conputer users are

ﬁ,%t qr@s%tf %\Fta}'\ﬁabﬂt e%tegr%: I?igtla Ci?tllelugn ts% ?n{] glqi ?n% hl:}:fl Q% (?ef

R?E‘ﬁ‘i'ﬁ!‘ﬂ threyjgh ae@%&syﬂw a dai igolatign %YS*?mﬁﬁd @WJ?ﬁﬁﬁﬁa%nd
ohe 3 lsyftwaryandfdatt! prainichdnbg bRCHTPR trédovedy Sberty , and privdep

t the call center cannot see
&ﬁ&hmﬁﬁ% BE% ét%eéﬁ%@g& many users do not have a
full or 20 conpl ete back up regine and therefore are
Backgraundaythe Alvbigiohno restore their conputer systemto
full operational capability. There are a nunber of
renot e managenent software applications:avail abl e.
Vi die oreat Zfyagceg ip %ﬁW%Bq”Ftﬁretﬂc'\"@?ﬁﬁsé"’%’dh% ppidfirties ¥ers; o
cbrogyiten hdrdwardveliahiity hasCioumqasddesignifideinty. Zoftwaperinstalled emjusber

oH&% rﬁ}ﬂekehcdﬂé’éé%o@lﬁanfsﬁ% of&%%ﬂér‘yrob%fns and access rights

ost conputer as If operating at the host
conputer | ocati on. Renote 'software applications are
Mgoypabmbuater usarsisre applificenty terhpicaliy trdines $o lindle asstewdailiieng. A

THHer U4 RBRASE ats:%]gdrerr]ﬁter ISQERAdI Of GRIRWY thfe BNcaREahd ognu a
coRbmE AP P RS o 15 s Pl T D oo
centgysenmet $agrthe hreblery.s tRuriepmorg Omang fuses de .notThave ol at e r
coifRie S0P Eoin® bndiRer5i6E Wi Rkl abld RUEARSE BEPcdrpuchel 1

te data files to unknown third

| Sﬁgﬂﬁﬁhhﬁu%ﬁf'%ﬁﬁg%’\‘ taff. Problens relating to the

reliability of software installed on a conputer may be
There, e & usirerQf Hatie apagemen 50@‘@’913PP¥9"?€‘1“§I3Y3£?[?'% Ah&hd use
enmbfewnsatﬂ-bhm safdisvasreputsh ater lie fogsn tootha hestsbmpoidralliveur e 2)
ehridR! éahbaé 8 il ﬂa‘}éstﬁ‘e i c@rﬁrol"'&séﬂdt KPS RY k& %edﬁdsver

em f al uni ntentio

s
C‘I{?&’I“@E ?SdfrPPBH“'Wgﬁb@? o5h pompyyet l@?ﬁ"’r’ﬁ Rgrmotg ﬁ%{warega@@aﬂeef a

ars \gebdefor frany applicatioN® s@H0as/ GDOV FATKIRCTA BEP 0 AREB0Rdr 2

company computer system from a home computer system over the Internet. However,
such remote soffware is not suitable for remote technical suppori for the system or
software. The computer user should not be required to allow access o their sensitive
or private data files to unknown third party maintenance staff.

Problems relating to the reliability of software instafled on a computer may be

classified as being due to:

1) installation and use of unstable software that leads fo a system failure
2) installation and use of an unsuitable device driver that leads to a system
failure;

3) unintentional delefion of important system files that leads to a system failure;




10

15

20

30

35

4) installation and use of software that conflicts
wth a systemdynamc link library; 5 5) attacks by
computer viruses or hackers that |ead to system
instability and failure; 6) excessive software

WQHEYHPT2At i ons that-lead to a | arge number RSTT/SE28046pH082 -

files. This may cause systeminstability, and sl ow
processing; and 7) installation and use of various
service providers that |eads to systeminstability 10
4nd fiestalatioe and Usd of sdfivamntheli Ednflicts! with angstér Rignag@nIBKM Ng
to ig @1fy the cause of any of the above problens.
Frequen ly, a skillful technician is required to
handl e these issues, which is costly for nbst snal
and nmedi um si zed conpani es. Furthernore, sone data nmay
Poaieche b RAGL Voupddth nbitbl iy Rl 5 Al By

i s p&¥ED| e to identify the condition of t he conputer
BYyst exsesshersafwanginstaiatons hatTeLdtto adarfehunder of spstanofiesl  or

unst &mijs Flﬁfct,a%eesystérﬁ mét.rabllfglsarﬁgﬁéJ E)IG&SlBé) }\ﬁl ntal nl znldn a

e entrre syst M envi I en it
79\ or nﬁ‘fs‘a\'ﬁﬁ?%“ﬁ ﬁs%YﬂEP'isl sgfice previdgys that legdsiesysfga dsishilly t o
r esobmwfaitulee unst abl e system condition by restoring the
normal working system environnent after detection,
"glrlor to, or after s%stemfallure A normal wor ki ng

p often Sifigttcand iMe FRRSHInIG. i el the easerotianyToidheoaba¥e many
pebEtnsvalfrequetlyd dkiifaitedinicitreis kequipd rtdndiethesedssyesswiliditis ons
cBiRtok MBSt Small dhd n%Ei rQ@iEh%rc% anfel] eﬁﬁméﬁbﬂét éoﬁn@ %atQ hhbf & by

var il ous ore

RGPS Hering "ur%wgq 1 gl A AP PE or | ng

dynam c data files, especially those containi ng user
maé@ ﬁth@ﬁuos\éﬁ% tH%htW ﬁn@ o@ﬁdit%%f‘th& fb@mbnﬁe“rtsyﬁélﬁekg 5 I
R re e Pt o e Fee ik sl & v, ﬁ?qe cant
batierf the entitei aystem @nvirbrencobovhea it ésrin a sermal wegtingeseaditioh, &, wilhn
b@gdé&%ﬁ: RSPk ihe&h%&éisy&@m Qﬂiﬂmbn &&%&@ﬂgfﬂw n@f?c%l S&MinOr t h
ol B TR TSR Bt Rl o sk oV B S PO P,
operRiing endisnmenticaretsendesumed- equl ar  basi s. Surrmary of the

I nvention 35 In one aspect of the present invention
TﬁeP%rS m'a@y é%ﬁ‘gyré %?gtet?%ngeﬁ %kgﬁ in\ualte%o%&% ééﬁ&ioﬁé‘%dﬁa%éug .
gl dhegd Fpluioss diffpe i ieing Wﬁweth%tfa fﬁ%"‘l’r%éheaﬂ@tem
ervitkmfient! iHoGevR!) Ghoftoss epablerbiQeddorihg cohamic (gt tilet,| especially a

th&%rcgntglll ms?rf da%atngé?y&mﬁgﬂemé#ﬁe E@ﬁaﬁéﬂ%aﬁﬂhg %s@ﬁ one

oup consi

'fal‘f‘tf?pﬁ"ﬁ‘ﬁ dgiA ipst & dneyiiable l"’W“"W"%‘F@f Ech 5rt ’%%@@é%?”??o ntrol

siguiticant tiflceltiels g the\WnAGH 4609 BE2&XaiR(I,/ HGRMRH HOKGREd 3
enfil BB tﬁﬂ"‘%ﬂﬁﬁaﬂ‘?&mﬁﬁau@ﬁ%& Ortid Esud YB@MeE miRt a

artit
significant when the user does not back up or save their data files on a regular basis.

Summary of the Invention

In one aspect of the present invention there is provided a data isolation system for
sofiware and data maintenance, back up and recovery for a computer wherein
dynamic data files are identified and passed into a hidden pattition on a hard disk of
the computer, the passing being by one or more selected from the group consisting of:
copying and redirection; and preferably access confrol and filtering.
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whenever the dynam c data files are accessed and

nodi fi ed. The dynam c data files may include the

conmputer's operating environment so that the

uter's operating 5 environment can be restored

WQ%"E‘EHWW% dynam ¢ data files in the hi dden BS/SG2%/g¢p0s2

The dynamc data files i‘h the hidden partition may

include data up to the tine of a failure of the

conputer's system Conpression nmay be used for at

| east one file of the dynamc data files in the hidden

AbBmaR fbbéktdp@ Ifnay 88 ﬂxa@enfé P Hj{rﬂﬁucmabé finaa M6 Hide paiitionl east
dat a

ne o
BB e gHem B afFoBare e i Tre e B oy, 1
mag inclkrer theveampyletaoiperatingrenvitonraent shthat the camputerscepaistinder s
efMSHnRht A8 bS¥StbRdror B dehdRRee ﬁféatnané hiiRf parfiioh.nEnehi | dden

15.Db
o i 5 T B o B < O B,
theperaniecs ¥slem. files into the hidden partition, al I
software install ed on the conputer, including an

at ed
) B R BB o BB i TR 22,
parijtion, gnd enpnyetien manlm st for atdeastrpp gtipegymamis ﬁ@ﬁﬁfes in the
niéRAbar@ios.ation files, and user data files. The
segregati on nay corrpri se categorization. 20 All data
sent fromthe operating systemto the dynanm c data
Theihjdgen pafiipnaang lt-ﬂ@mants@mge neithes iHapgasakis Moa Ascesshiza tei | es

ccfjr@utéﬂ%@p?ﬂmg SystdRy THE YYramicroa filke indRsNiddtn tariitioh enagl yldstgm C

t
o pllabic o 3p) St GHABH o bl PAS éﬂ%‘#ﬁﬂ% Py
dmm&@% flepigtocthe QWWF% 8l gaftyare éf‘sFaﬁ%dt oia ROPRYtER y st em
incuding B0 oyEestihg syStefnlier tiie cdolpuierprasyt betsegragatadi iiinat ledstsone opi ed
e MBS PR BinbAR el Yiod Gy WAL S | F&hgs aapn ¢ data

titign may I nc data up
coplgTRion i eSS TREoHERARERY opPEEe Elsoniietor.

i nvoked, and the system environnent nmay i ncI ude the

Am@r@ﬁt'm zﬁé'aie%hgaagteﬁ«% En\é/%ﬁamm?&étémnanaeawe@efswar e

| lation may

rofaheinae 4o Dt foithe, TS0 TR e e ParL By W09 o
datariiies indhernisiden pagitiorh Thia fyhemia dafa files in thehidden r@tslhqml reav@e  and,
w%gﬁgw?agm.eti on of the back up, the installation is

resune If systeminstability or failure is

encountered after the installation or running of the
Onreysiera fropvetya jagirback kresySigm envirpareast indipshiddan paifion. edh or e
thel EBied Hﬂ?éhiéth%taoﬂ@f faj IBE ré0Vrdd0 NTHR Ndyndnii® Btk s Magk up.

on.a new. FbYE

had é)n G?Cgl rmaytu]%:gj}f% %Ig ap l.lp £n Ips%np&fci)gﬁg?}z 5' é’ dﬂ%ﬁ%%ﬁ a
mvy@é,wnmbe aﬁteﬂmwmm@tt rnﬁ!gm@@ﬂgﬁl@wgﬂtms EysteEaRe sefyarene

hi dden partition is conpleted and, after conpletion
oS S B b il 110
until a back up of the existing system environment to the hidden partition is completed
and, after completion of the back up, the installation is resumed. If system instability
or failure is encountered after the installation or running of the new application, the
computer system may restore the previous operating environment from the back up.

Upon a new device driver being installed in the computer, the installation may be
delayed until a back up of the existing system environment to the hidden partition is
completed and, after completion of the back up, the instatlation is resumed and, if




10

15

20

25

30

35

4 systeminstability or failure is encountered after
the installation or running of the new device driver,
the conputer system may restore the previous operating
envi ronnment fromthe back up. 5 The software

WOHBIA%NEEi on and its dynanic data files mayP@EéSRHHO0ES2

to the hidden partition s | ndependent nodul es. The
dynam c data files in the hidden partition my work
as active data files for a software application and
RS abily of fRilvesus Pfgpowﬂﬂsa&eéer therirelaligtio oe puwingvj themew
deice grivei, theeomadter jaeenthyfargitere @Rtpreviold Ser@ilg dRRMNREN DY

f,bﬁ»,ﬁhggacmﬁiata 10 isolation technique that consists of
one or re of. (a) automatic selection of commonly

used software application of the primary operating
Thesbtwre 4ip)icationt B Pnah®) @44 fIRmaY bs %HEa% YneUsidfen

|
P%Rli i rﬁe&n&lﬁ{ fiddule? nTh(egH)yn frﬁea%%gt%g tg? higc%H BV\@% may)
‘%ﬂé&é@?tlve)??f%ﬁleswﬂaégﬂ“@re application gildcreay be bentinuoushupdated-or

(a), (b) and (c) all dynam c data flles bel onging to

T&E@egﬁgﬂnﬁ\@ﬁﬁt §otRhi 6 B .@gxatgﬁ%sﬁ Boby oot ot ()

redat ed
ndekaique 81t qonsisdsof opgor gofe of he dynam c data files

bel ofapiewtgn4tio s¢idvtionsat badihionl ubdd softviapd ﬂfﬁroﬁtlm}ﬂh@ﬁ mary

automat,'lJ héA%g ﬁo segregated and stored to the hidden
ditional 110 driver may be placed

partjtian.

bet m@ RUterpRlc elqclion.of comaienly ysed poiwaierpplieatimd a di sk

dri vier sdlastionateéware sppiidation by aiusdr ef theganpttes; arldi | t er i ng and
[ & by ddolinr ol Rlierk Bingygapm ¢ data files in the

hi dden partition. The access control, intercepting,
filtering and re 25 directing may be by the use of
Fordgju(Pand oy 3! dyeaniddategiles dimlonging It thé ot ab;ﬁbdtla‘SmayTH&e

a@ﬂz@tﬁaﬂ%@kgétéﬁn@ Gi0Ne8 Yo thePMadaR p&?‘ﬂfoﬁ 956 (8 Lol

e s I nt er?ace and
oo e Bl ek YLt o SR ey e brabaly od | 1
sepiigaiet Andielprepiaitha niddenpertiign. be protected. The dynamic 30
data files stored |n the hidden partition nmay be used

Rl B G LB

lries, fqr .aﬁqeaﬁchmr 9l Interat?pm, Alterirgozndi rerdicagtrigydatagforathe dynamid rmy
dataefilss Siethe ARISN eitlitn. T THeCReosd bl ﬁnte!rdeytmgf kg kendl - COPi es

B I e e A
additonal {/O;drver may be pehiof enegr @pre @f theyslsl deive rediiersystamtaD

 interiock, anyiitiregpperatimgisisteng data file, the plurality of

back-ups nay be wupdated according to a pre-assigned
schedul e. WD 2004/ 090722 PCT/ SG2004/ 000082 5

C
Thg ???’"%{FFB ¢t filess hpred in he diddencraifion mankerratesipdp Teadydamic a
dalg file$ stored inrthenfsidiing partitioh 2 b&QRASS active working files and are
continuously updated. The original dynamic data files stored in the main partition wi]

also be continuously updated and may be used as mirror files,

A plurality of back-up copies of each dynamic data file in the hidden partition may be
made in the hidden partition using a first-in-first-out sequence.

- Upon accessing and modifying a working data file, the plurality of back-ups may be

updated according to a pre-assigned back-up schedule.




to a host conputer by a renote conputer wherein access
by the renpte conputer is in accordance with a
software security access policy in the host conputer.

5 The software security access policy may have a file
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ri ght and control nmechani 3m may be used to selectively
provi de protection to selected software application
and their respective dynamc data files. 10 The file
fcanether formgthe prasetit imention piovidesch aysteanforafianbdeeelit@s ccess

gogaemh%cgﬁp@& n%a%nﬁomrnsme Qfm@%mta@ée {fwh@@m&e %rﬁ;ﬂl’té{ gd by

Dptopance with B PR SeHTith PRSERS RSy ("6‘)3 hegcefsbn of dynani ¢
data files of the softvvare application; (c) selection

Ohe GARKEOMERl BRobi k5 md 1) 5 BEHs rCnBhf ||

ection o yp

Bﬁ@ﬁ%ﬁfﬁ‘ ol aﬁ‘@s-bf&h'f%'ﬂ ﬁ%m'dye sy aa bR gsed doysRipgively.  The
prevideqiratattidn tb eelectt sbiiviaessappliehiivh @hditheit @spettive syrhaie deid

fiql der, may be automatically given 20 the access
right whi | e any others will be denied access. The file
access right and control nechani smof the host
Tenfruseessigit dnd cpnte! dedherism oitie byst @onmtee §p the efotehe

ot iiRbiGndy 88 Bonﬁ&lgPWtﬁé' hoetrégmgdtérfaﬁd' | .emot e conputers

are give ccess or different
usagé® $ R{AF‘*"FPIS aﬁ?@Pl‘}ﬂPPfamﬁ)’F@gram configuration and
user (] selectionyf dylmicalata dlenbfittectoftwargrpplisationhe access ri ght
whi | @c)ayeiect@;,mg,ﬁigﬁgt@nﬁgyl ed access. 25 The sel ected

soft their respective dynam c data
fil ei\‘rﬁ 9@‘5"*]"?*8 [ﬁPﬂPlaeé"cF“gnd are located in at |east

one (ﬁirseﬁemﬂpmnf the tiphef thei aparationolp deateifergeds s theremodte t he
host cqamptiter . Dynami c data files may be identified
and passed into a hidden partition on a hard disk of
t he host conputer, the passing being by one or nore 30
Toe pelasted dlef or flas bqlﬁeglgu loi}s selsrisd Sldemmadte aulowplicaly givaul
teCetidse Gibit Qhile Jdpe:mla@smu SeOdERIH %&cea@ymeu@eeacaésa@rge%ha c

OB“N]O' rbéch&\?smt oq {.h% thg }%rﬁp%[l? lt’nggf I%e epCfQ-F tgr%InFigpé)ca ego %gf t‘njg €

fewee Pt e?mqytew%lé@er%rﬂ E8antee FRMPYterspare diver ﬁﬁeraﬁ 3656821 nal
ritacisr diferdnbusagd Al Glaéshchﬁl’hg pBORE tddfigutafionadnd Len8dta mae

b%ﬂ&%céa%&anwe i ARELT atZAlodiRi R, uP server,

erel n dynamc the at ast one
conmputer are |dent|f| ed and passed into the at | east
Then eeldvied defiwapaagplidationnand rthalr respeclivelidglemiaf datzhilescaat bal

:dQ re’lbdaten i attlé'égt & patided opﬁé gl opfifingXystEh ro?
%ﬁect e(f rl”l roupﬁcon5| St | ﬂ%ﬁy P ﬁy

the a?tr"@'&'?‘it%n V'\FE"‘Q@?M fiesdury bs idantied W?‘ﬁd@@ Si"dd

partition on a hard disk of the host computer, the passing being by one or more

selected from the group consisting of coping and redirection. The host computer may

use diagnostic utilities to allow remote technical support by the remote computer.

In a further form the present invention provides a sysiem for providing an external
back up for at least one computer fo af least one hidden partition of a centralized back
up server, wherein dynamic data files of the at least one computer are identified and

. passed into the at least one hidden partition on a hard disk of the central back up
‘server, the passing being by one or more seiected from the group consisting of:

coping and redirection.
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The at | east one hidden partition of the central back
up server may be accessed using at |east one sel ected
fromthe group consisting of a: LAN, WAN, VPN,

Intranet and Internet. Critical applications and

WQH&YPOFnani c data files may be stored- andCTHGIIUEPE

in the at |east one hiddéh partition of the central

back up server by using 5 encryption and are only
able to be accessed by authorized users. For both the

Jée eirgstaneihidden pattitboofiite, cotittabbdaloss seh@ITabe beddBibd age an
atlidist bt Rlect ' i | system
b %eil ntcei[.f ﬁ%:({eeénnlgé g,\ag{ %dﬂésgfﬁggﬁ%ggﬁﬁg@,eﬁ sl“ﬁ’a}?{?’ﬁl ,
"I S c ept5eh geeligafigns cand faeiratigarpie dglar e mey) belstosedf and t he
apiecird ip fikeat deastiohebidden Ipertimeldif the @Bfttal BatkOupl n@F by @dngUsi Ng
SitrypiA QRFkaé Uﬂ!m!%rt@ﬁe'a@&s&%kglfﬁoﬁ Jg%se%c.ess controf,

a -directing may be by

intercepting, filtering re

~ the use of regulatory, matching, and fulfill nment

Fabpts dhe setond amdtbiird fororsathe Ads® caliputéemayTBive Be adiliblal PO ONe
Giver PRER) FefleBf i Lt 0g of . he
ﬁ-eéga;?r e ‘gﬁﬂfﬁs{%ﬁ?‘é@%{%%nQW%ﬁaer 1o 8o sl
P Thary 99 feryecttadaipr te fynarie datesr e afsitional Vg
t2ihg angycohdanttipbriiing eystent. 0Tht Becesd coRtRY, JiteRIBEING iltditlg
P i i) B o reaAG, o o Rl 1° 7L | T2
DRERALDUES Vst em ﬁnfd t ﬁe secondaly  operatli ?{gs Stem
aan Fecover E/{’%bs?e‘? PlPne BUBRIRISESrteE RP Heioroyp epsistisaeh The
theedfikdeiver, decfisssysiem yOlinderfabe, antthe pivears euaiittadyenP aRat | NQ
s890AdaRTopeldlify SRR P Be | ditfefenf Ak pﬁ‘iﬁ‘&gc&p %{I oﬂg{eﬁyl des
P?efe%izgpyécﬁru Lﬁgabl e di um conpr | Si nq 5 orrput er
program code -t hat ﬁefgﬂﬁﬁyd’lﬁir@ﬂ‘gt% B gakthy spropdasss or
opRialiag Bisteme agshiscayery ugasrte saondeni arestitgosystenf Mheremoly St em
acusssthesy Ok thagh tAd@vehdarPblerdifg §Bteml the invention may be
used individually, or in any possible conbination. 25
Description of the Drawings In order that the
The Jveption By TRalrsheet alse atpviiss a eahewist usalle mertiinpestnpiising @

cqmpalet pragpam edde @t is cotffereiodaadel 2 AEWDS 16l 8e ik BRALY Way
enbodi nent s

AQBAd 1) B ' preferred
mof then pr g%@ﬁ%%%\?@é??%h@e?%éx%escri ption being with
reference to the 30 acconpanying illustrative

- Alferamofiesinientiontviag b uskd igdhiduially, drsn @y bdsabiE sbmiiatidh. di sk

structure of a conputer systemwth three partitions;
I:’elf";ir: re ?t ia a hard disk structure of a conputer system
W Thop piheUNING? i ons and one hidden partition; 35
Figure 3 is a process flow of calculating the anount
In ©fdeiidt Gheinvelition r=ToTY iy dden partition
the?éq‘ghaﬁlh% aveai I ag.ﬁi%te yrgag‘ ?%@{ﬁ%?%t %"E’ rg%c 1%%;@%'5{,9”6 4
s SN Y B deseingd, 7wy AinPprimitalive texerenle Aely arefasiagt y
emipdiiorats qf et presentripventiengtbe eleription deipy aitle AferdnbOW e agr am

ac@ip&pihg NkgatvPdawiiRlidwliho! ation file type table; WO
20041090722 PCT/ SG2004/ 000082 7 Figure 6 is a process

_flow diagram of duplicating the dynam c data files of
Figara 1 dsc tydpal hard disk structure of a computer system with three partitions;

Figure 2 is a hard disk structure of a computer system with three partitions and one
hidden partition;

Figure 3 is a process flow of calculating the amount of hard disk space required for the
hidden pariition and the availability of free hard disk space;

Figure 4 is a process flow diagram of constructing an empty hidden partition;

Figure § Is a pracess flow diagram of setting up a data isolation file type table;
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software application into the hidden partition; Figure
7 is a structure of a regulatory table; Figure 8 is a
structure of file access systemin a typical operating
stem 5 Figure 9 is a detail of file access
Wos%?ﬂl??"’&?e around the enhanced file filter Bf{SERpO4/000082
(FFD"); Figure 10 is a pr7ocess fl ow di agram of the
nodi fied 110 file access operation with FFD driver;
Figure 11 is an exanple of reading a dynamc data file
Higurd 18 ahyratek o alabraini aaﬂupiﬁtu@'dtwmaﬂia dita filee obseieotpd € Of
c data file in the hidden
arf’{"L Ic[)cgﬁhﬁﬁatmrﬁdg%l%ﬂgma illustration of a circular
UF%E'S??WP*WPQENME‘*W‘PM%O) operation for an active
' Rigafdd ifgstaletir ol;ﬂtd Rcdshsylsam i lﬁﬁﬁl’bpﬁr&frtglsyst@lﬁ] Fi gur ek14
r 0 u
rgine I $688Cor e ot SR HouAl il hh B0 ne Mt gt o
(FEPWeen the bitmap table and the 15 nenory bl ocks

FiguUlo & alpbocess flow dibdrhrd of therhbdiiad 10 filé Bezessmperbtion dhith FFRDD UL
dEJe 1U) file access with FFD system interception;
I'dure 17 is an illustration of the structure of the

Figuied 1 irsa prampla of resding sisyramic datadjig inthe kiddeg pajtitiop ocess f1 ow
FijuJR 812 eXample of wittingdaehia b dpamis datpfile MheMidyen gariliéh; i s a
F%[u%clg‘?ss? liln.#s%f:rgg@ég{(l@mr(ﬁ‘st-@-f §¥t§ﬁ ﬁﬁ?é?ﬁ&\‘ﬁi’éﬁ/ fop¥n hﬁi¥ g

re 20 s process

W&T“&E@F@i@ﬁ'?}’f“hﬁh@‘}@t”éﬁ‘?“?"ecovery by usi ng |ncremsnt al back
Figpre 18isgproees? flow diageem oflah orfgtnelddlibesk upf an aut omati c

@[u@ “8Se aﬁ InRaRh & 2tk Wat%réhhit bgﬁ.:efer? fﬁ@qﬁtﬁaéﬂ tableOand Atk UP;

lgure 22 1s a process f I'agram of entering into
WGWEWP'@‘E‘&very system through use of a hot key; Figure
FR@re 116 is as Hushidtios ofdire randified nalt (VAT fe eqsestrwith FEDreMsiemr ecovery
m%\’o%ﬁtloﬁ' netvvork environment; 30 Figure 24 is an

of an, exter drem)te
PR 408 g ISP o ST o VB TR O Gora 95 i s an
Figirk (85 o altoceaslﬂwfdmram of en ingremaptabbagitypess control system

Figitel 10 €k BrbeRs AR disrefibf b skl rEddnOiy uBthy SigheG@Nndcy enot e
access control system 35 Description of the Preferred

"“Enbodi nents The first enbodinent is a dual E@r ating
Figyre 2ipa prawsiss Eowrdiaaramiod A SystemaeROYRNELY UsSipginerpmentar
wgonput er system has a primary operating system used

Fi&l% 2‘5 ig Zn :ﬁh‘%ﬁéﬁﬁl of%étﬁngrﬂa%c procass flow of carrying out & femporary

bapk up;
Figure 22 is a process flow diagram of entering into the recovery system through use

of a hot key;

Figure 23 illustrates an external back up and remote recovery over a network
environment;

Figure 24 is an illustration of an external back up and remote recovery over a network
environment;

Figure 25 is an {llustration of a first remote access control system; and

Figure 26 is an illustration of a second remote access control system.

Description of the Preferred Embodiments

The first embodiment is a dual operating system environment for a computer system.
The computer system has a primary operating system used for its normat working
environment. The operating system may be, for example, a “Windows" operating
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envi ronment. The operating system may be, for exanple,
a "W ndows" operating WO 2004/ 090722 PCT/ S&004/ 000082

8 system of M crosoft Corp. There is provided a
separate system as an secondary operating systemfor

WQYPIE728 and data mai ntenance, back up andPGTEBHW0)0082

This separate system may® be for exanple, a "Linux"
operating system The data backed wup may include the
primary operating system and software application. The
Systemand Mibeosyrt Orpr aherads mmemsapajatbeystenmmeenﬂary 0 a

@J@?&Em }Qt?rﬂ 658 oF fﬂ?ra?aér ¥noo&g g%lhtgrgmces Y)?cﬁ( %B\%@P G?’hi 31 e
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gpserhi tion is preferably at |east one-third of the 15

total hard di sk space. For a high-end conputer system
havi ngarrult | e hard di sks, one of the hard disks may

Osgengin eran ayaliabiiity, of| space\an topsbard gisk inghe GRopputen g
syiiéng a hidaem paziitiom dsegreatesi chd uged dordioftvexpoareirdata fididerlasoed di sk

bg&yur?bag% Péﬁgoéah%d Oﬂféq\[ddéht GartRor e m?égabgiaé %:éﬁ\bﬁithfr&!&f Y oper
3 e RR e or Heghend ShTEpulte Byt eng (il Wag, R,

opaoftthe banchdisks amay e alldchteciiop tie tekdiusiyp useafblt ftvdveendidstd nes

tah@n&ted hadkf bhfe@iverypartition type, and ot her
attributes. For exarrpl e, the partition type defines

the type of file systemto be used for the operating
They kardeisk ngivt e pariionegnkacionumbencns drivee fon gropsy snalpiengiice dow 98,
A opaR systih NHdAMiredpblicafion) M8 udsy BRS I8 Edan) RiniBorst em

sgl%ngilhya %%II%II? tap{:pﬂra% %eﬁﬁﬁg g d’l%rcgtor ﬁarinﬁ %}é a{hﬁ %the There

a!f&léiﬁ% For@pﬁsw!ﬂa&le mratton éyﬁe @ﬁﬂnqsrﬂ@ typs of filgyptam in bey qsecyfor
the Qigkrating ,sysiey. WiaY thé FVRIowaBsieRting' Sislelainduv les, winddwonger

' lem
248 WREABR AR 6 o TR i D 1BRATE SRIHSIET 59
SUPPOrSgr v operating system Data stored-in the hidden
partition is isolated and thus protected.

- ThM & Q% fﬁ%lg n%f%@d *Mdﬁe%efﬂﬁﬁe ;%Imu&d“ébl@' ?cﬁrhcﬁ!faf&'b&tl%” wi | |

not ca stens., Figure

SofwarR BWB’ "%F*'F%f ﬁ%%ﬂm“PfHF'%!k‘?ﬂl @?@eb a\‘f"{ '1°t"?”6f’f b§t’ $epezgy end

memapdthytthecophratigesgstaar Thetpadition isThidden, Zhd hetracceskitdkito B0 i s
prﬁ’lﬁ\"yt 6&&%9%3%% cbata"’s!’t&&l HTheVifdicR DA @Ls&ﬂeparﬁQﬁu i

ure ar Ition structure
aqq tFuBtﬁarrﬂ% tlfeoqr Sﬁ%ﬁe(?f ta? gl femtIWI not cause problems

w1th the computer systems.

n

Figure 1 shows a typical hard disk partition structure without a hidden partition. The
hard disk 210 is partitioned into three drives named as C, D and E.

- Figure 2 shows a partition structure with a hidden partition 212 for hard disk 210. One
-or more of the normally used partitions C, D and E are reduced in size and the

balance of the disk space is used for the hidden partition 212. However, the hidden
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or nore of the normally used partitions C, D and E are
reduced in size and the balance of the disk space is
used for the hidden partition 212. However, the hidden
WD 2004/ 090722 PCT/ S&004/000082. 9 partition 212 is

W98 gni zed by t he coguter' s oper at i ngPERSG2p14{080482-

the total disk space recognized by the operating
systemis reduced. For exanple, if hard disk 210 has
a capacity of 100 GB, for the enbodi nent of Figure 1,
pantisiorC21@dg bat rdcogmizedhlyy thawtenplBr's dpBiatighsystin patheitdial disk 25 GB

ébE&L rEJ&EmEd B?{hte' ﬁéré%’ﬂ é@teuﬁ% re@%&? FfoP @xahulpfédiﬁﬁ!ardi’&ék%é' on
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ruct a
B Ry G355, i e prf g PV G P AR B
hidelanopayfition]2] 2 spatithe lestpart ofdisk 2481 | zat i on process is
perfornmed when the software is installed. This is
shown in Figure 3. A scan of .t entire hard disk
R Gt et B perreA £ i CrRE i oniRous fres PR, or o
splace kansipitedizatian prpdessbib erfoomedtwhen Mieddwarp @ritstaliedoTh2 12 (1) .
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1%45% %“imF’ﬁ?aq"mﬁgﬁg’r ﬁar ﬁléé pre- scan get erm nes
t he anmount of free space on har d disk 210, as well as
AkddRing e dlddencpRAiBgh 21¥ realiret Be% bﬂhéﬂtﬂ@l Ketd ddiOspads] thé en

i B E el gl *e‘if‘*fgg‘sglﬁj of bt R 35 el o BRI

caprafi ofe bard disk 21 dethendierminesite pereentage of the,caradity gf
h#r@ djsld 1@ maa@mmx) e aeaﬂgb]é fraadand glisk spoé hipercentdpe tetnie
isil t@Qﬂ \ﬁ\? o leadira Shic0MBE] GAd li.l?ﬁ h@llﬁsuﬂ&én@rmé NGstith leﬁcaﬂ

nd di on the screen a nonitor message that
aytorpgtieally kol F%%T Herreceanand dispidyendie Sﬁfﬁ?'b"fal"%’!%'wéi B89 t here
thiaidhdpeis dnsiifiicthtiespa@amthiatdidish 220 Br thérd jo. bel & hiddee patitiog 212 -
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partitions and relocate data files fromthe

af}‘ffﬁa H'P artition to another partition. Upon
conpl etion of the pre-scan and determ nation of the

Uﬁoﬁ&éﬁ;ﬁléﬂn e thdte-deaf lafik detehfination 8th& Baphadity Bt SEMsiALL 1 i ON
an en?ipty lgud e%nﬁatrtmon tZ%d is cons“?rucr:}ec?i el'ﬁe ‘?.%Eér{ }Jérﬁlon %grp ng{og be

accessed by the primary operating system. Figure 4 shows the detailed fiow of
constructing an empty hidden partition. As can be seen, after the relevant software is
installed (6), the master boot routine modified and the boot routine duplicated (7), the
comptter system is rebooted, the atiributes of the hidden file are accessed, the

" existing partitions are rearranged, and the hidden pariition created (8). The
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35 accessed by the primary operating system Figure 4
shows the detailed flow of constructing an enpty

hi dden partition. As can be seen, after the rel evant
software Is installed (6), the naster boot routine

WHYPR8 and the boot -routine duplicated (POL/SG24g/000082

conputer systemis reboot'®d, the attributes of the
hi dden file are accessed, the exi sting partitions are
rearranged, and the hi dden partition created (8). The
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ik B SUEE R e B et ohrind 0 9B i e Potbal
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Furthernore, the secondary operating systemw ||
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fhe dynamic data files of the important software application files is used. This may
include one or more of four ways:

(a) Through analysis and segregating the common app!icationé of the operating

system. The most commonly used applications of a “Windows" operating
system are set out in Table 1.
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Due to differences in hardware and operating systens,
and al so users' different use requirenents, which of
the software application and their respective data
files are inportant to different users will vary. As

WOHB4090%32 net hod of i dentifyirng and separ at iREZ/SGR)4/000082
dynanmic data files of thdllnmportant software
application files is used. This may 35 include one or
nore of four ways: (a) Through anal ysis and
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i s |ost|User goes|egisiaptanielesaiont her enpsdfvarelgi st ry
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e tlpef S et e B g o oo
r egi st r y¢setafavorks e|rts obfailyitsUenations favor| t et of whotheém its
| ocatiohymge other URLs. explorers) My SystggisleRsed

hd nmnf hn' wi-th th anarati na\/arv. . .ionnrt ant-—-Poecy nt

MEf aul t | PSERsy st erﬁf"’”’%‘%‘“&@?ﬁee‘i??’?‘ﬁig| ur e YRR mptant
Brcurert o Jefauk file he (fsysters VWeor systemallure ocdirss i rect ory may
i ncl ude:du%t&? i OSttheMes@RFck URdePMis dMéfhyGnayMy Pi cture,

and Ste red ther with the operatingVery
i mport an ’Pg%e ¥op bﬁi‘%ir‘f\mvﬁen a systemfajlure occurs|

al | the|Wysfcey stqred in this directory wiJl be | ost
Char act epigirgrapdl tioget her with the operatiingVery

i mport afnétc.

My Stored together with the operating Very important
Desktop system. When a system fai!uré oceurs,
all the files stored in this directary will
be lost.
Character Stored together with the operating Very important
Set system. When a system failure occurs,
_ all the data will be lost,
| User define Stored together with the operating Very important
Character system. When system failure oceurs, all
Set data will be lost.
Cookies Store in Stored together with the Operating Very important
system default | system. When a system failure occurs,
location. all data will be lost.
Table 1

[{9)] Through analysis and segregating the commonly used sofiware application.
The most commonly used applications are in Table 2.




Setsystem Wen a systemfailure occurs, all the data
wll be lost. User defineStored together with the
operatingVery inportant Charactersystem Wen system
failure occurs, all Setdata will be I ost, Cookies
WEB00480728St or ed together with the Operati ngNaVSG2004/000082
i nportant system defaul tdystem When a systemfailure
occurs, location.all data will be lost. Table 1 (b)
Through anaIyS|s and segregatlng t he connDnIy used

§ TRIrE AP iedfloR | CharkgrgieS T COMMONT Y USEU™T'Status
Tab WO 2004/ 090722

pl i catlong_are |1 n
S@W Resesting bYp e {7 hlS is the most commonly used word Very
TypeAppl i cal i onChar goraeessing sdfiBeratlisppiods e Fog C e § wiportahs

WordThis is)the nost ,@fgqargglfafmé@ed wor dVery prpcessing
software. | supportis._t ' doc 1rmnrtnnt riff and _dof

formats. WOPWPE suppdistrropisiBe Wagiandnipe fgpats. Normal
for mat s. I\Ior NiedrfedPer f gct SpreadsheetI\/S Excel This|is the

Is'tu@h? Hsfégu' atnggsggﬁd‘m% bﬁ!ﬁlﬂ%brﬁa&shbef’b SN E

Si roni

Emai | MS Qutfl ooklt is S?m@rwgﬁoﬁe%dfﬁ?eww is 5y SiRPHaNt
MSVery COffigce. Its fudl*e extenS| on is pst |nportant

(n

A

A —

! |E . 0 a m ebry
cc. Mal'loffijces abpas | abase
software in MB OfFfi (Qﬁ%ﬂtﬁﬂ??@”ﬁ'ﬂﬂé Pétxt ensi on | i@portant
ndb. i nport arlbtuUtl 1 1 Aesepiianems Enstan mainly (ked BOST  pgamalar

data conpr gs; fVemo{ﬁ%fstware. It supports zip, ar]j
and. et ci rmrrtan fornpis. MAfee' sPopul ar_antitvirus

Daphasiir e. NdMAcogsst i Thisis fgslatrense sAfwargiyNS Qifigul faYery

Janti-virus {sof t war e) ofile@dtendior is mib. r us important
Utilities Winzip This is the most popular data compression | Very
software, If supporis .zip, .ar] and eic important
formats,
MicAfee's Popular anti-vitus software. Normal
Anti-Virus
Norton's Very popular anti-virus soffware. Normal
Anti-Virus
Web Pags MS Internet | Very popular Internet éxplorer. li supports Normal
Development & Explorer htm, himl, xml, asp and aic formats.
Browsers Netscape Popular Internet explorer. It supports him, Normal
html, jsp and etc formats.
MS Paopular html produce tool. It supports httm, | Normal
FrontPage hitml and asp formats.
Personal MSN
Communications | Messenger
Yzhoo
Messenger
icQ
AOL Instant
Messenger

Table 2
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Web PageMs InternetVery popul ar Internet explorer. It
supportsNormal Devel opnent &Expl orerhtm htm, xm,
asp and etc formats. BrowsersNet scapePopul ar | nternet
explorer. It supports htm Normal htm-, jsp and etc

WG ¥p438%82 MSPopul ar html produce tool .- It SEIG2004/000082
ht m Nor mal. Front Pageht m 1&nd asp formats. Personal MSN

“Communi cat i onsMessenger Yahoo Messenger | CQ ACL
I nstant Messenger Table 2 WO 2004/ 090722
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Table 3
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As can be seen from Figure 5, after the inventory of the software on the compuisr is

- conducted (14) and the user's data Isolation file type table is created (15) in

accordance with one or more of (a) to (d) above, As shown, a combination of {a) in
step 15, (b} in step 16, (c} in step 18 and (d) in step 19, is used. The fable is then
constructed (31).

. Upon completion of creation of the empty hidden pariition and the user data isolation
file type table, a duplicate copy of the data files of the selected software application
will be copied into the hidden partition. Figure 6 shows the detailed process flow of
this. After accessing the user data isolation fie type table (33), the same file structure
is constructed in the hidden partition (20). A check is performed {21) and, if
completed, the consiruction of the hidden partition is concluded (22). By using the
same file structure in the hidden partition, links between software static roufines and
their associated dynamic data files.

it Is possible to add or delete data file types in the data isolation file type tabté
especially when there is a change in the user-operating environment. The data
isolation file type table is preferably stored in the hidden pariition to prevent corruption.
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Table 4
(a) Regulatory table
20 During instailation of the FFD routine, the regufatory table is read and stored.

Subsequent accessing of the regulatory table is an intemat operation of the
system o allow a faster system response. Figure 7 shows the sfructure of the
regulatory table. For each regulation (23, 24, 25, 26) there is the length of the
" regulation (27), matching regulation (28), matching type (29), and fulfillment of
25 matching (30).
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Operation of fileRead Wite Mdify Renane Move Del ete
15 Table 4 (a) Regulatory table 20 During installation
of the FFD routine, the regulatory table is read and
stored. Subsequent accessing of the regulatory table

Wa 00409020t er nal operation of the system t ecalscGoswannos?

faster systemresponse. Fgure 7 shows the structure
of the regulatory table. For each regulation (23, 24,
25, 26) there is the length of the regulation (27),
mat chi ng regul ation (28), matching type (29), and
fulfillment of 25 matching (30). WO 2004/ 090722

PCT/ SG2004/ 000082 1S (b) Matching regulatory table
($)28) Msichifgaeguimtofyitade (@§)er ati on is intercepted by FFD
routi ne, the FFD routine wll obtain the attributes

fil e and use. a forn1 t ching
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accordingly. This is shown in Table 5. 15

tail. Re-directionlncluding all the I/0O
per"iﬁﬁg gﬁ}%ﬁ@ renanme, delete, of this filenove
etc attributes. Log fileRecord the changes in this
fi | efhaARGRitchingBondilinaaXtifiRE, it wibeRetufe @cdoftihglyi TiRsi6 Fi | e

Modi f i cat operation (wite, renane,

Tabl é‘f He| %’T nove and etc).

Type Scope Detail

Re-direction Including all the I/Q operation | Readfwrite, rename, delets,
of this file move elc attributes.

Log file Record the changes in this fle | Change time, location, typs
fo Log file {File Madification of operation (write, rename,
Table). . delete, move and efc).

Reservation Reservation for future
expansion

Table &

(d) Pre-define Data Isolation File Type [commonly used applications of the
operating system] Reference Table

According to the user data isofation file type table, the system is able to pre-determine
the commonly use applications of the operating system reference table as is shown in

Table 6.




Reservati onReservation for future expansion Table 5 20

(d) Pre-define Data Isolation File Type [comonly used

applications of the operating systen] Reference Table

According to the user data isolation file type table,
WaHe/y82em is -able to pre-deternine 25 tRETEGAMAA00082
use applications of the dperating systemreference
table as is shown in Table 6. 30 WD 2004/ 090722
PCT/ 8(32004/ 000082 16 No. Appli cati onMat chi ng
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O reafars
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5 | MyDesk C:\Documents and Re- " Y%UserName% refers
Setting\%UserName%\Desk direction | to the existing
registered user
6 Charzacter CAWINDOWSFonts Re-
Set direction

7 User define | Distribute in C:\Documents and Re-
Character Sefttings\AdministratorApplication | direction

Set Data\
8 | Cookles C:\Documents and Re- %UserName% refers
Sattings\%WUserName%\Cookies | direction | to the existing

regisisred user

. Table 6

{e) Pre-define Data Isolation File Type [commen software application} Reference
Table

According to the User’s Data Isolation File Type Table, it is possible to pre-defermine
10  the common software application reference table as shown in Table 7.
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| ocation. All accesser%blgg dynam c data files In the
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hi dden partition wl|

to

the hidden partition to enable direct access to those

Afidr ld@Sicatifdihs dyamidi dagdilds @Nthp lsele@&iSsoftware application info the
hidden partition, ihe dynarmic datz files in the hidden pariition are assigned as active
‘working files and are continuously up-dated. An VO file filter driver {the FFD) may be
added to the existing operating system fo enable this to happen. All the file accesses
in the operating system will be monitored and interpreted.

All accesses to the dynamic data files in the operating system (those not in the hidden
pariition) will be handied by the operating system in their original location. All
accesses to dynamic data files In the hidden partition will be re-directed by the system
to the hidden partition to enable direct access to those files. This re-direction process
to access the protected files in the hidden partition Is automatic, and is preferably
fransparent to the user. The original copy of the dynamic data file on the main hard
disk is retained as a mirror file and continuously updated.

Figure 8 shows the file system access structure with the operating system application
32, such as, for example, “Windows”, MS Dos, and WIN32 application. All software
application 32 is operating in the user space. Under the structure in the kernel space,
an add-in enhanced FFD 36 Is inserted between the file system IO interface 35 and
the NT file system, FAT file system, CD-ROM file system, and so forth, 34. The file
system 34 Iinstructs and reacts to dafa from disk driver 37. The FFD 36 is capable of
monitoring and intercepting all system and user I/O operations including readfwrite,

-
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30 theRitalto thi ABInGH hlddenBAIGHTD t hen accesses (52) the file
in the hidden partition and reads (53) the content of

the file in the hidden
In the hidden partition, alf the dynamic data files will be backed up whenever they are

accessed and modified. The back up system will maintain up to three back up copies
of each dynamic data file in the hidden partition in first-in-first-out (FIFO) sequence.
35  More back up capies or roll back points for every dynamic data file are possible, but
would require more memory space reserve for the hidden parfition. By defauit the
recovery system will use the last back up for recovery. 'However, it is also possible for
a user to select a previous data file back_ up in the circutar FIFO for recovery. For
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the protected hidden hard disk partition; and 25 (2)
recovery and restoring of the software and operating
systemfromthe protected hidden hard disk partition.
Three different back up types may be supported as
-WEHOMOTZA Tabl e 8: TypeUs Qg]eDet ai | s-Ori gi ndACT/5G2004/000082
ful | Conduct an ori gi nal |1 Back up a conpl ete copy of
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ressed
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(bESKYP o glingreraental backup of ddddiionanew filesand féniaded datided fies)
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mai nt enance, back up and T ECovery SYSTem

Table 8

Upon installation of the software and data maintenance, back up and recovery system,
5 anoriginal full back up is performed.

As shown in Figure 14, the original full back up is based on the block level of the hard
disk. Befors back up, hard disk is scanned {58) to ideniify those blocks that contain
data. A record is created (59), the atiributes of the file system and memory block is
10 accessed {(61) and a scan conducted of all active partitions to obtain the existing
condition of all memory blocks and its bitmap table (62). These blocks are backed-up
(83), compressed (64) and stored into the hidden pariition (65). Empty blocks will not
be backed- up. This will greatly improve the efficient usage of the hidden partition.

13 Figure 15 shows the relationship between the bitmap fable and the memory blocks.
The bitmap table contains the status svery memory block. if the memory contains
data, its respective bitmap will contain a 1; otherwise it will containa 0.

Incremental back up is operated. under the normal operating environment of the
computer. It can be invoked either by the intent to carry-out an incremental back up,
or automatically when the operating system detects that a new sofiware or hardware
driver being installed. Under incremental back up, the system will back up the
- differences with a special listing record file between the original back up environment
and the current operating environment the back up will be to the protected hidden
parfition. All modified and additional document files are backed-up and remarked in
the special file. All the missing document files are recorded and remarked in the

special file,
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5 an original full back up is perfornmed. As shown in
Figure 14, the original full back up is based on the
bl ock | evel of the hard disk. Before back up, hard
disk is scanned (58) to identify those blocks that

WO IAOR2 data. A record is created (59)- tHE/SG2004/000082

attributes of the file sy&temand nmenory block is 10

accessed (61) and a scan conducted of all active

partitions to obtain the existing condition of al
menory bl ocks and its bitmap table (62). These bl ocks

A o GKEigra! IS, 2t He. on?%ﬁf B8 (#@f}é 187q §+tf}ruﬁ<9' et

BEMTaufd G, (Rt Bl e mpion s PUsgreL 570 2 @ et

a@aajéﬁfamqm@n hy tiel epergbing $ysteino if theldncdss e icprdtbctainows t he
ﬁf&ﬂeﬁtdaﬂih‘@:hﬁﬂ h%!y\ﬁﬁd?naﬁ&ﬁy RLdirB& Redh AR ﬁcc@é%qo LRCHBRAOT Y

SR o Rt b SRt o g Ekﬁ]‘e é‘.e?nﬁéd R
velsm ¢eA Tovepetstianmifithevactelss fwim trpratectad 2nd aeshifiadvs aeyldcted Wi | |
ROPpRely. sysom Wl IS VRRY ﬁ!és Qn"t‘hc% ?HPI k ngr.%o%’ ﬂdﬁggr t he

er at.i envi.r uter.
BT R ol B R Bl Pt b o o
Septthe fitethel operatink sysism fooperatibonat i cal |y vvhen t he
operating systemdetects that a new software or

t U t al
02 pilon e kot BBre 0. ool o BB sepabBcBS i ¢
inforgigfiop |°éf'e F'Paésqsmjd ther eacerd fiiiepeciorgendidn the Hile roodifigatioral
t&mcésfdumwnw ronment and the current operating

nvi o the protected
i ddgg%%%w&?)l on. I%F?rm b%l?t? ?r@&m’%nd addi ti onal
®oculifesif chanpeddlar e backed-up and remarked in the

(3 pecdimtiory phteandAilelnamd@7)bmisi ng docunent fi I es are
Thiis is

(dy€c O&egﬁ\‘éd ﬂifégtmggﬁﬁ E*ﬁq‘fﬁe apng ?ﬁﬁ(use% s Iaﬁlgﬁ.lpa S §E18) wo

the | at est renment a
21104/ 090722 PCT/ SG2004/ 000082 21 As shown in Figure

A4 ghowafnt Figuret t8ethe incgmaradl bdklub (TepBlbated of HieOHsmed # khean olI |
ED
6 Mobifcatidht Gbid % cl%ﬁ&aé %Efn YackdP Elpe Wgy&nﬂ%ﬁig q%nlngkltg WI

er ce

“*i%e 8@@‘“’(‘6@0 ing die, nerEmgrials c"t'ﬂ?e’ 'aﬁ'éP'ﬁﬁufmg}fse%Pé@lémstew t he
opgretiens $80) itithé bach nis wmmﬂedl Thetfirandalifitiiticldl @ble Radcbdstddon

(86)GRY all reduiréd flids cAHPEIEY dnf Bhdlpali rect (69) the access

to the hidden partition. If the access file is a
systemfile, it will be (70) handed over to the

Therkemretanieck enyis fhersarte 29 thé ererognéal back . It ik Bivwajeethalbstes s

indrérhe@tal ackiihit @k ewledd and classified as neglected file
type (e.g. systemswap file, *.tnp files, and so

fortha (72% it will record (73) the nanme of this
Afey fngtaliafieny ok prw 'sefiwete applitiafiancert hapdwatea tiivet' thet oaseld inn t he

ingtebliig e faiuey df ihe Ic@ﬁputeﬂﬁ}dtemltge ﬁ&f&ﬁ’l’y H&@es& ksl aﬁmﬁe‘a 1d Rore
nGha'B kSR or SRR e bor PR s boeb

pre(yms&i uysed. gy type of back up can be se!ected for recovery.

There are two ways that user can select to restore the normal operafing environment

when the computer encounters a system failure :

{1) use a pre-assigned key such as, for example, F12, as a hot key during power
up to enter info the operating environment directly as shown;
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information of file changes and then record these

changes into the file nodification table as follows:
15 (a) type of operation (75): Wite, Renane, Delete
or Move; (b) tinme of change (76); (c) directory path

WOHHAMI2R nane (77); and (d) destined dir e RE¥SE2H4/090082

and file name (78) (used?or change path or rename) 20
As shown in Figure 18, the increnental back up (79) is
based on the changes in the file nodification table
WPk h tefinaelgdls ro@iveng proces fein thp opdtating SRLeRSHe thefperamg t O
the diweldem Bashditnpte IR0 al back up,

it |snre uired to suspe Sy stem oper
unti | Hhck up is conpleted Theflle m)dlflcatlon

t¥ble is accessed (81) and all required files

m@@l‘@ﬂﬁ@%@fh%@%{;‘eﬁg TSP fof %)sl)ﬁtgrﬁ tCE)Ig,ﬁ?(,, “%mgnor Bl back

S [ﬁ fl as I NCrene
%?\%3 ROn dlection o hot key preasingrfiuang RewenwnuBurBe p@\feeugge&lteem
lmﬁqilb pr atriestast) (86}, itaintedt$ (Mpive S0K Hey@svingetRpn p;@g;ba of e

lr?@bfy\%"s@m%\hrﬁﬁﬁenf b@tu.tség ?Meﬁa& ééd? on%oq tﬂeqi% les ot#a Kess
bl B oot s e il i et sl Tk oo
W@% draihel hiddey poftitioptthentresidre thia dadkupapertliig @gstént toXAe ket has
pbﬁﬁtlﬂ (o0p E&Mr‘dﬁ&@tﬂé Hd«%gﬁjtabiél IT){ent :W}fﬁ ingéecptﬁé:gatauigtilehlgr?tygee

‘%geﬁr?@éeﬁ "cef‘ Boriiop (62) ¢ %heﬁh@e FeSRestie filgpia sl rRititieRR PP onment
IF¥slisppvers Missiag Blesip theactve partlions BB)sit @il syrytback thedidstrom : (1)

hidée paruﬁcrneto apsepaact |lsc%)(onS;HﬁJa ﬁtﬁ/e Er@ﬁon?é&?ﬂﬁlé ‘?o e&jﬁeh ﬁs a
et B, Hollelfk BIEDe 1601 st diesth e oo,

PCT/ SG2004/ 000082 22 (2) to invoke the recovery
InfAignreegs §ho@mihé PrRceas mﬁnﬁdflrééﬁmﬁgytﬁé €Jfﬂp@:@|ds LB b BGieHn NY

uter 1n the

t
nYRarhale s, TRUBIR! ol (i i tomayer ssambiiegare 19 | s
MEHBYR LRRE YBr Bice dppialyvpatio B, tih Sesspriee MAflen resiattiag thent o
colvipeter(88) eler s ey RdNiniRIGORs ﬁéésing ig¢ ﬁé trz]d% Riy lgﬁéfec%lelss' ng

er ally or
(et B Pﬁj{é@%‘s SHclfty RRAE 89 o8l e el by 1 g
f‘"ﬁ‘é’é% URQrefte; idden P?f“fl"n@ acpessad\ (e pndsy enap pendvnledrto gatient ,  t he
all jitegrecombinblascl @yt If (HE3R) ar@ ey Mibsidoliestiidmags Femﬁb@fmtpa‘:k

oGS e I 6k b RN REMarch e i BBl b ot b {151

t he or na
(1835 e a5 risson F%gpafeéeqowetawwﬁ!e@wmw@n ekt em t o
up@s(ﬁgce;gqm (108) angdiret datai isplati¢rois) typectals stcaiged @04) NEroRitaeBP

tabledpd Sdtractdififibse filks Minl the LRIREGLterh MosH 3 ferd 52 lngtmlls(s)lrn]g type
files (106), the computer is restored and the normal operating system entered (108). If

there are missing files, the missing files are copied from the hidden partition to the

active partition (107), the computer restarted and the normai operating system re-
entered (108). The restoration ends (108).

Through the system recovery, the operating system and sofiware will be recovered
from the hidden partition and copled to the active partitions while retaining afl data in
its latest status. The normal operating system environment is restored from the
previous state, when a system failure occurs.

When using the original full back up for recovery, any previous incremental back (up if
present) will not be deleted.
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table in the hidden partition (91) and check the
respective files in active partitions (92). If it

di scovers mssing files in the active partitions (93),
it will copy back the files from hidden partition to

WO M@/ P-Epect i ve | ocation in the active par tRGISGA0EOMYS2

then restart the 15 conpdter (95) |f there are no
mssing files, it proceeds directly to the restart
(95). In Figure 20 is shown the process flow of
restoring the conputer system by using an increnental

Wlaﬁ?yksyét&n inkBBHE chﬁﬁ%s Oy Htﬁrﬁag F\%Elgu&sﬁgle %QM er

i ncrenen
?’ﬁ?ﬁpS‘r %ﬂr@1 &HE@% gﬂ’?ﬂ’afe apphcpfions Higesoityere apd ﬁ’aéas,mamwﬂﬂge t he
gk up ppkrecorery §BlEmdias lreautamsatie meehanish a® shoivlint Figlre 34 ar t

obne trﬁbré?&@rh @&ec@J thé heta2dn éﬁ‘%yne Rﬁr)ere gp{pﬁc%tton of mr i
1 den

va]Crre r % ngls sel ecte ecove rx@

rvgrdn “e%"BP&*e 1SR (1 6. ikwilautgmatically,senend he Betataban (A1

gud performsombacisupent the seigidy $Y88)n envidniders (1az2). AtRNebpleRs of O

t@@&d&l@ﬁp (1 ?d) lit il rleﬁm{e%{é%&u&tﬁp' gﬂ,ﬁg@) i sJ[ E?m inkfy 3 © 21
t re |yence to

recor
Tl s ‘Ei'??”"%?@i“ﬁ?&gffi‘aﬁ?sta IRtio8 PLfHBNN Ohthe Peyeapeteationy team t he
compudgr isgstent canleadip edstoteio He [fMIS opetdting éreroamastarofii thesi Ny
jafsn_l,aegsup the file record table of the sel ected
increnmental back up is accessed (103) and the data
isolation file type table accessed (104). Fromthat
Vyhep the pmasy epetatingcandgnménd isalainbgeg it is stiipdsible te ristsieitig

oper&th@envirchihent with dp-tb- D& Bat@fi& HQerl SSing files (106),
the conputer is restored and the nornmal operating

systementered (108). If there are mssing files, the
Figtirg 32 Fhpws the dslailed progesp flevel difgramnot theehdt keydmwkifgaa systemon t o
reehvery30 active partition (107), the conputer restarted

and the nornmal operating systemre- entered (108). The

restoration endsﬁiﬁéog) Thr ough the system recovery,
A3 Fentigprsh sarlieh dhesmasias petgutise fig mtpreetmuy Imobigedr afteother ed
inétaliationtofiee kuftaste mm&tmémtéhlno%%cl@ né %c&v@gts?#ena AV e

G
et WAt 1Pl il e Al soBG of el o ] <"

fef’c"{«sgtf%?é'af TEGONEH tYRiEm fﬂradw&tfgmaqda'n@ sughesforexeyle, @m
sefoni$ aitee the BIOH check\Nagine use)nghet syetef filGnRAintolthd fecddagk up

oy R 1208 ol SO .

nt
12@@?"3’&% éﬁﬁ)@bﬁfgéﬁsumi §"el\?é’ﬁ95' BNAS HPi FRSeSaIY pRipraiEio or
thef opelatingesystemr @190 enygahelty i nstal | i ng an unst abl e hardware

driver, or an unsuitable software application. The
back and recovery

f1war e d data ngi nt enance, u
g Sl i et ARG AP U AT FESHNESHD 8 SRR SPTPUET g ur &
SVS;EBES mayChecextendind do/8n exteroaltstocdgs sbiar vithis taabdnmiuniestion a
netdéiy sof tware application or hardware driver in the

conmput er system (110), it will automatically suspend
the instatlation (111) and perforns a back up of the
Thig ft3 dsolatipndgobnieum naanin sefiwamnand(detedyaintekabees bacmplasd i on of

recheey b Cditethal corhguter systetn Withinla cBrﬁﬁHrfﬁthrh@tdomSt al l ati on.

Subsequently, if systeminstability or Tfailure is
encountered (114) after the installation or running of
The gyuctye of aepmpYtas agtwerk consibte of a host and a remote computer system
connected by internet, LAN, WAN, Internet, Intranet, and so forth. A remote computer
system may use its remote access management routine [remote version] to access

and control the host computer system with a remote access management routine [host

version).
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10 conputer systemcan easily restore to the previous
operating environment fromthe Iast back up. \Wen the
primary operating environnent is danaged, it is still

(8055|ble to restore the operating environment with
PoY®O8ate data files system |S Figure 2PCIHGARILOMES? -

detail ed process flow di &yram of the hot key invoking
a system recovery. As nentioned earlier, the master
boot routine is automatically nodified after the 20
installation of the software and date mmi ntenance,

IPiRekark Rv s A ﬁ&@&ﬁfpﬁte?ﬁ%rﬁ " b%f Joﬁr{ectgé)Wé lﬂgmgf Tol®

o] ut.er {09 nor g{ sequen
%rri% e“?séa?f%' %tewdo fhﬁé‘*qf%@\?éh?)""siyst em
Figyire &3 ﬁme sespretisa hesticdripnter systerwiih a £ADF or @6ARPAME whizh
isetlculgmeb%né&etj?&um&m a@'sﬁﬁm‘?m@&{ou“ ne (116). The system

enter into the recove operating environment
(121) for systemrecovery upon detection of the hot
Rawe @3 Tstows2the 158Qtion @hbrer the hest(coiPiter systelns | dre raRsdape t he

ddRretBd toﬁﬁﬂé‘rﬁéteqthéiﬂbspéoﬂi@@rss Q&gs ﬁghﬁﬂallk_ﬂltgﬁig%a?{%spgﬂ and

8 ey 0B e i e o P it

Qanetﬁtéhedbﬁ#ﬂmsgofthesvystbmtarwﬁteheisdwfaamded to an external
storage server within a conmunication 30 network.
chnique may in software and data

i) et it B ot ey i oot

IR Gegsers cand gomate geasks hélioy & termamei ea am mtlmpkshver,SS The
respdcthlyll ites 6Mly aRerGRNBhRRatBEEMRY K a&&? ook IPQI F&StLAand
nt er ne

t
R R e er B B R B S50 %rﬁbﬁ¥° b SoprGER o
h%??ﬂlﬁt’@rSYSt%Wst emmay use its renote access nmanagenent

routine [renote verS|on] to access and control the
SS nmana errent

It Q@éého&? ﬁeeﬂémgié! ﬁérrga St e%aﬁ%n%}%gg Egntemet dire

°W-"@WS% 7"‘6)'0@(98‘2 24 There are two ways a host
conmputer system can be connected to the Internet The

Fidurd §l§ sﬁo@s %e%o%&&gﬁ%&&% 'vflltni %f LAﬁ\lh eAsh@? éasﬁ é:onl.gg&tee?[rh e

S as oh
sy?é’& S?Fﬁ "P'§'a\ée AN IPagrsen él?eresl?aﬂ@?wawmrm the LAAN e t he
galeivkiesamved hasha efltic 1B alidessn Habidel the GEMES taidulePsykRinedaRet ,
coﬁrlié@t\’ﬂi}edﬂ to’fl‘us%é[eﬁfa)zéwel‘: o Qbd=5s iﬁgnﬂéos\éﬁlell 8 Sl 8N
in Xwelh@ s n%laiu er sy ctuft{/

Snneet “’P%F il then, éstﬂlﬂ%!'t *h% 6??;'5'8‘%*'@'? betyaenctig ar e
remwommawstmwnmmtsomm splelm. busi ness users who use

di al up nodens, or XDSL, to connect to the Internet.

e al, .the IP ad ss of the host conputer
In lhe S?Fse n%r%p gﬁg %gca dynam% Ig agdress o access the Intemet,ngﬁ

gateway server updates its IP address and access policy with the external name
server and security server respectively when it is connected fo the Internet. Afier the
remote computer system obtains the [P address and access policy of host gateway
server, it will then connect to the host computer system through the gateway server.

as

For both Figures 23 and 24, a host back up server is configured and is accessible by
all remote computer systems connected to the network. The host back up server is for
secondary back up and recovery. The host back up server can be a back up server
for host computer systems over the LAN. It can also be a host back up server for
remote computer systems over the Internet. Every stand-alone remote computer




10

15

20

25

30

35

Upon being connected to the Internet, the host
conputer systemw || send its assigned |P address and
renote access policy to the name server and security
server, respectively. It is only after the

WU at i on of the |P address and accessPGIéIG2e840pH082

15 the host conputer systémthat the renote conputer
systemis able to be connected to host conputer
system It also shows that the renote conputer system
system Wit be assigestitacsdcdnd, ldghvtleprotedteddiidden parition atdhe istbathh a

L@éﬁ\lver?o?séc%awéﬁvﬁgid,e&%{ gure 24 shows the host

onput er sys inaLlAN. As the host conputer
system does not have a WAN | P address, there is a
/) edniisaycoess raagament foetink Adbning he bayatrevmndelgnwmcwas a

cﬁn‘hﬁ.ﬁér stleﬁ)ls aglg gﬁc?st cﬁﬁ@:esyst%nh hal GRE® conputer system

connect |rect to the gateway server to access
the nane server and security server 25 In the LAN. The
THa Hstsvergnsize batwsen e dtantiaieme esbialcbimier sysemsornddis hash

bgﬁgr%@t@rgerr |£S]€r efefafiff Bac! e&:ﬂﬁp Wt Wen\zz rBr? ”Alé%ﬂﬁ'le%l@ slhﬁéﬁbt

TR PR e PR D Get B P AN TR B REEBh vy
bserrcoypﬁonumst@temmytosly bdeesnihiibp sghaired usersess policy with
the external nane 30 server and security server

respectively when jt is n ted.to the t er net
ki ieg RL awiien ebeaE SR 0L ERrED MY e, B5S
madaheners ragtinds wihcessitypolebanpliayfealuss proyisrddndy FFQeﬁr‘iﬂG?f it

IS fion iédﬂﬁﬁhecigpﬁkﬁpéurﬂpﬁtelt 518tef8,Sdan O FRNHEY toSanalhle Parmioky ough
Rt% @/r server. For both Figures 23 and 24, a host
"ﬁ%ﬂ? '§

r is configured and is accessible by 35
al | renDte conmput er systens connected to the network.
In Bgurd195, thd %%te%n@aérv@étems:bfame ah G Qe Yand) ACECUTy and

R e e P L T

regbastivelydo ke ahlgda copeaskio the hed Fsmufef yetem; Ehyequestdiomdicer
reoEl FBueVSEieh NRed HENINEN. o Evasy the thesttcombuieresyeiempt e

Tﬁro@ %&Kﬂom, %ché/ I%Bro Zt%zhogtqgfég? q:i%é%g UBrtost t.?ﬂﬁlpﬁﬁlls f‘j g ren n

econ rot ected

syster fegyesin Atthe, e i thg geaphics, ge‘@ér'\‘? roptge o dehpatir y
compRler sypten il raee MR Seree dispandf ¢hedhost@spputa sgstpeio e

re';n%{étdomgutérlégs@énpﬂr Sﬁéblégmf#\trhﬁ%h rﬁc@@% g Bd 8 eﬁ%ﬁ?ﬁsehostﬁa y be
couaT Y oL AT PN aﬁ@%@?@f% + U Bt Rl et o
the CREDUWitt (protegs the st aunrgluteh systemsirom Bla@ccasp by dhey egmote s

c@{g{e leny secured such as by encryption. Al so, the
a stored at the secondary protected hidden

partition at the host back up server nay be protected
Far@edmyty emimrlysy iobthe hdst computerr sy$tem,diiel spcusityl agcese paigsm®l e by
indkehori zed users By the use of a conputer diagnostic

1)ut H tnghtr:» access eé r@%&e‘é%r%pﬁté seyn}?emef‘o ge‘fe(fee, %%dify or explore
data files of the host computer. For example, all the “Office” document files

may be hidden from the remote computer system;

2) to hide the personalized information of the host computer from the remote
computer system. For example, email accounts, MSN account, Window user
name, and so forth, maybe hidden; and

3) to prevent business document files from access by the remote com.puter

system.
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managenent routines with security access policy
features provided by the FFD, a data isolation
techni que for host conputer systens, can be provided
to enable renote 15 diagnostic and recovery. In

WRR0BH17225, the renpte conputer syst em obt SRGTESGEH40GH082

address and a security &Bcess right policy of the
host conputer systemfromthe name and security
servers respectively to be able to connect to the
AschewndoRipuie 26, amd/mendomed &hiller ategeesStio fi 1, ehfeashouriifierepinot e

n‘i‘e@ﬁ'@éflér@ Gabie Yosﬁeetﬁbdj ﬁ%ﬁe%ﬂéﬂ% %Hnﬁ: Qatd GileS Tobd |EWatJ&qgﬁr and
FRRSIon e, RS e AFER EGe AFRiSSHeTEs A dres

delediles Bt accéds, andeedirenting df date fo thé kidden aartibion Sfotkxegutia. Htoo k
als@ Bidbids th@?FIﬁ tb%eﬁ?ﬁéi*}a&%f&;@é’t a&:\ééto? ﬁbé’“ﬂdér idolaBdhson t the

SCre | S ost co ut er t
PR TR BB 20 P (e 1 oSk FOBBHEL Pyttt e GPRoEg! Iy o
ap®sys ydhepreowie derdpuien system. HFodientdde, diengpare edditogal meliwdsor t he
sﬁb‘ﬁ%& tHoSe &%ﬁflﬁ Bl 9And RFME drdf aAE DR TsROfl Kokt cokdpdgr this

Dwll protect the host conputer system

s‘fs?e #GF%' access by the renpte conputer system For
security and privacy of the host conputer system the
(6} Rk bd RGtScBsor BeLysedh. MY 30 include: 1) no right of
access to the renote conputer systemto delete, nodify
or_explore data files of the host conputer. For
Eypanpl e, al|Defiitton’ OF f i ce” | Chomacrenidicf i | es _nmay be

Rugidthen f r ofCritiel datiwd e confboitefert o limit thepeedss of tostledrafmtet He
per sonal i zédornafoperatmgi on Qfyskemdy the samoanpprta sysftmom t He
renote 35 c¢eyspmt er syste For exanple, _emai

Urechgorns, VB regittaedwser W domgectdelimit the aagess ofiikp vse

Maagementay |p Ecenseduiaber andnd | eccpubmaagemiontdi thelnst cqmpiigre nt
files from asesd by the [suendy thempgtcepmpuiy sisemso 30
2004/.09072% PCT/ SG2004/ Q0hREwve gy siangssoppodificatigng r o

Hogt sequriy e h TP datrsmingtie | i er | He rejseigelimiganyanodificatign orchanges
PRERPORIYS f of BRNIY $REHONY af © o mpuﬁésyafé@éﬂhﬁmmﬂfe

det er i ne { PiCHGPRANCE dat a""FI}PW%t‘EFIﬁ’éS'
SYHRIB- r osul tantl¥ Fegh

hrJ'\'l;Q{"f 1 on

|dent|fy t he protectefi ?'%’ am c data flles for access,
and redirecting of dal®'%% the hi dden partition, for
execution. It 5 also enables the FFD to sel ectively

ThegeCa?é)&otn@ror ih@b@ﬁ:&yp@@&% noﬁ:eg‘tb b@ﬁmtuaéteﬁom &;@és@by ms for
.ot ec
royR bfkle ot Unior SPERR sbarisho SRS Fintias st Ry

bepeotasted conput er system Furthernore, there are
addi ti onal methods such as those listed in Tables 9

© Mk Ondy 2R b Al Siedt  sdifaSoiied for host conputer

The FFD is able to analyze the installed software application and assist the host

computer system user to determine a software securily access policy. As a result, itis

able to control the access o, and execution of, the host computer system sofiware
application by the remote computer system user. For exampie, the FFD ¢an reject the
execution of instructions to Format, Fdisk, Delete, and so forth invoked by the remote
computer system that may damage the host computer system.

With this, and as listed in Table 10, a set of file security access policy for a host
computer system is defined for remote management over the computer hetwork.




system protection. (e) Analysis and protection of the
system TypeDefuiitionCharacteristic RegistryCritical
data to aTo reject or Iimt the access of host
conmput er normal operatingsystem by the renote conputer
WO8400722t em User Account The regi stered usREIRG24040W082 -
tolimt the access of tR& user Managenent!license
nunber andaccount nanagenent in the host conputer
password. system by the renote conputer systemso as to
revent any chair s or nodification. Host securityTo

;% o @?ﬁrﬁ%l Cbr:t BETR Sl ﬁ%a e
allyg e LSS ! j ob S b :e IIC IIUD
COHpUt er syste 'b}%‘sjﬁtﬁr %ﬂﬁﬁa a 4] %% sofc?e@ Eo?fﬂggq te
syst emso as to gvéa n S_'_CU t ste

the SySRETthT PR ThELREt s TPl dbyrerddfec&: i SOne
of the basic tj ﬁg}" s gﬁgﬁ(ﬁf ?éera fegto
from gaccess by o m%mlte conpu Sy stem

T sy

of software ro IS a to ana yzethe

| NSt Al RERms 0T T bl é??;tiﬁﬁ‘{ﬁ bt Eomigie!
compufer syste sérecnvaya%‘ V&@Rﬁm Tty
accesp policy. t@gen@teq,ﬁgﬂﬁe; | t | s abI eto control the

aCCeSpppte Al e thd flovR bperdiDiiniked by ot Lohiputary ST €
software 25 a Rbdl feéti%l B4bibd Yeove SBRAiBn SFRLFRHII or S8 101
user.| For exan teon gug%FD can reject the execution
of i NEPEteT I ONTah RjdkAhd Belete ofaiRK invéRel B Bmotebtehpater. 1 OF {|n
i nvoked by t hg guBiEeledivels GRBI dRfote SdiiRA b M8 M3 FRJe
the hpst conpUtrahotsmpesr) Wth this, and as listed in
Tabl e Bfplorat S §tCaphidé filesr 8iRtdiy fhlerdf SR femotd Gbrhtér.T OF a
host | 30 conpytQaly selydiv@yRxpssedieftainiie, fleor diRBordy Golders to
managenent ovdnresidkecompng@ut er net wor k. WO 2004/ 090722
Rigézihk 04/ 00] @3Rrejee hepetiivhloDdB@at in9bkeL oy reinetp Qdiputeh €
read joper at i or) Guinselboticejoanabl@rmdcetion ofiqertiie oftware with data
Fi | eReadOnl v ddilegateinvie bompateabl e read operati ons of
cert gilnstdli | e QICad rejectshetintallation nfxbfwaoinyukedhy.renidan r ej egt
t he i te openatmmier.i nvoked by renote conputer.

Only selectively enables the insiallation of software to remote
computer.

Uninstall Can reject the un-installation of software invoked by remote
computer.

Only selectively enables the un-instaliation of software to remote
computer.

=

—

Table 10

Figure 26 shows the building block of the FFD for the conirol and management of a
remote computer system. Before the remote computer system is connected to the
host computer system, the host computer system user may need to preset the security
access policy as show in the above table.

The FFD has three process routines for remiote access:
1) the FFD intercepts the request from the remote computer system. For example,
the explore, read/write/edit/delete/movefexecute instructions;
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WiteOnly selectively enables wite operation of

certain file or files to renote conputer. Can reject

the nodify operation invoked by renpote conputer.

Modi fyOnly sel ectively enables nodify operation of
WRUMER2file or files f to renpte corput erBPCTEER0MEPWEY

the rename operation invdked by renote conputer.

RenaneOnly sel ectively enabl es renane operation of
certain file or files I to renpte conputer. Can reject

2) heftentbe EFid prtsraaptiobihe rametelcetipuier systennteguestotp BEIR pbizins _
Mome SMibite SEhE fehilicéRl Yat® REPIL SoclRVhd ARk Akih Wk éé{:uhr@er tain

file or files to renote conputer. Can reject €
det8t2PYBer ati on i nvoked by rempte conputer.
3pethebrOMll fpliowhesetiriycicseseprlityl and el @t of thaeliowing threeof
Cegplighs:n file or files to renpte conputer. Can hide
irectory folders fromrenote conputer.

files.ar d

=i %?P%}'B{F%}'e%el ectively exposes certain file, files
or{bdinedific the regudsbeder s to renote conputer. Can reject
the @%Eﬁé?é&%t. RhwilSed PR hetitel ReudaYio e MREnopaiHgUT er -
Routé ntenF1{ i m{ﬁé.se%ct [ \é'gllf"g enabl es execution of

cer tAPRT SEPATREHL QhRE Fre file to renote conputer.
Can reject the installation of software invoked by

Sﬁrﬁéﬁtﬂriélghi?@ihé%'férf‘é&iiﬂ@?ite%&curi@?bc‘éssﬁﬁ'i el M| yt enabl es the
ins ion software to repnte camuter. n
1} &b &le e rEets Pefet gt Bt Pt et 0,
r GPRAABY BXsiens anlfor exdacied sefiware@npligation | aadler thedr cpnfiguralishes t he
U Bind/d¥ gta filkth the Ridddn paredoh umd e Ito remolt e Eorrput ﬁr. F;gblf e
1 ' S il din 0 t he . or
2, B o e YOS ol Pilap 108 Rt ofly s e
s jameththemperaling sysien, @agiesiselegieshgsitvae arplieatienypyddr gelinect ed
t eonfidueatiornamiior @01 Tikd indthe iiddei adtiod.Ne host conputer system
user may need to preset the security access policy as
show in the above table. 10 The FFD has three process

In eggionaicte follpwinacsiaptiand hest eamputen sysiepicacesspeonipla magBe s t he
previigdimcite lmolsnatcas nizaggementemtiigtt er system For exanpl e,

1) to enable the authorized remote computer system user to access the host
computer system by proper authentication procedures including password control;

2) o protect the sofiware application programs, their configuration and/or data files in
the host computer sysfem from the authorized remofe user; and

3) fo protect and hide the hidden partition of the host computer system from the
authorized remote computer user.

In this way privacy for a computer system connected on a network may be enabled to
allow remote diagnosis, operation and recovery, if required. This may be by a remote
computer system. By use of the hidden pariition the computer system user data files
in the protected hidden partition are not exposed to the remote operator.

As mentioned earlier, it is possible to resfore the operating system with up-to-date
dynamic data files even the primary operating system is damaged. This is possible as
ihe recovery system is operated under another operating system. With a built-in
communication module, remote access management and security access policy, the
recovery system is lilke the primary operating system. As a result i Is possible fo

. provide a secure way for a remote computer system to remotely diagnosis, operate
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the explore, readlwiteleditldel etel novel execute
instructions; WD 20041090722 PCT/ SG004/ 000082 28 2)
after the FFD i ntercept of the renpte conputer system
request, the FFD obtains the attribute of the

WQ W18 T2ed data files for access, and checl®CTHGP4H0pES2
security access policy; 28) the FFD will follow the
security access policy and nmake one of the follow ng
three 5 options: (a) reject the-request; (b) nodify
anth eecveidirchost compider gysiempiaiog the hask up stored i thelhiddey partitienhen
dPh6 Rost dApiB@ididnged request to the main operating
system for conpletion of the execution. 10 Sone of the
gui delines for setting the security access policy my
The preggnt fryentien aleq exteridy ie aaomputerhusable mediem comprising 2
cBiffite? Brofrém \CoNh&Tis E0RRRIKE Q0 SRRE a Plockdls: to QRRIE bhd16r

el ected software application, and/or

] d/
rrf’%ezf\t"fcmggﬁ%ﬁrggigf’oye(;n and/or data files in the hidden

partition; and 15 2) to selectively enable the renote
Wik BidieSHas BOLh dBEEHBEARN thé fordgBiAdldesBRpiidn| preféritd ebédirfentsS OMe

i tem or l.ecte of t e

oflhe el RERBh. iy B s Sbo Hhate s T hE ol 4G
meRY vedatipns of Medifisatigerdm dgialip efidesignnconsticipndir epegation mathise

k@ it BepaBhIRARRChritetive AL e Syst em access
controls may be 20 provided by the renpte access
managenment routine: 1) to enable the authorized renote

Theorfprghidpvertipn exends derll feguras disclosed prih fadividually epintalir

p&YiblE pamiitytions P esmiiatidaent i cati on procedures incl udi ng
password control; 2) to protect the software
application prograns, their configuration and/or data
files in 25 the host conputer systemfromthe
aut hori zed renpote user; and 3) to protect and hide the
hi dden partition of the host conputer systemfromthe
aut hori zed renote conputer user. In this way privacy
for a conputer system connected on a network may be
enabled to 30 allow renote diagnosis, operation and
recovery, if required. This nmay be by a renote
conmput er system By use of the hidden partition the
conmput er systemuser data files in the protected
hi dden partition are not exposed to the renote
operator. As mentioned earlier, it is possible to
restore the operating systemwth up-to-date 35
dynam c data files even the primary operating system
is damaged. This is possible as the recovery systemis
oper at ed under anot her operating system Wth a
built-in

p
7
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communi cation nodul e, renote access nanagenent and

security access policy, the recovery systemis like

the primary operating system As a result it is
provide a secure way for a renote

qg?gssi ble to
WOIMA2? systemto remptely diagnosis, op@CA{SE28#000082

2004/ 090722 PCT/ SG2004/ 080082 29 and recover the host
comput er system using the back up stored in the hidden
artition of the host conputer system The present
ThefdaiRsi on al so extends to a conputer usabl e medi um
conprising a 5 conputer programcode that is

C ' ! caus a .0 S 10 Xecut e, one br

1. ela e ol e By B R R londile BEECP iy B8Re8 e
d éas @ corppiter whereimdynaroe dedrolilesgreddentifier prd raased intd @hiddsa
ephfRh BRNY Bard Gkk bh@e REMSEALhd PAEAG bEIRY by bnébd horbe

o

construction, or operation nmay be nmade w thout

2.da R agcidimeih cafh 2 MWASEIN thel gRup Mirh& nclulBEABRR ANt
[ Qé’gﬁtcé-% extends to all features disclosed both
i Adrvi ualr ly, and in all possible pernutations and
conbi nati ons. WO 2004/ 090722 PCT/ SG2004/ 000082 30 The

3. dCJ\ 8ysten ab.clafned @i chirh § OF édirh @ rwiBiehta@lBMmbR badkQpk WRMadénd

e v, r nput er

R ok e L A LA G e
i #e gecassed YaRdiBedsar tition on a hard disk of the
conputer, the passing being by one or nore selected
f L St [ redi.rection.

S L R N A e i
fii7ydR &fe ‘f°ﬁ181‘tﬁr'&é§’e'ﬂ”|gte@Y'ﬁ°Pf§e"5Ffd”‘a’atb% EYTPUESHRH PRGANNG 10 3.
Fengiamentcandecdsioraddidmithe dglaaiioats filps indiedidderpartitibrer ei n
automati c back ups are nade to the dynamc data files
in the hiddep partitjon enever  the dynam c_dat a

S 14 fvelem a5 plamed i A0Q0g °éﬁ??d“%8 i‘“"n“%&ﬁ!" hesdypemiodald ligsdh, as
Gheahidded pariticenipcluin alstafupdd Herlime| of tacieiBye offibe eonmpulehe
dyfiani c data files include the conputer’'s operating
envi ronment so that the conputer's operating
envi ronnent can be restored fromthe dynam c data

6. fA dystem peiclaiined in eelches ofxigines 1 1 Srwhe@in comprpssionia used fof ai ned
| AeANNheORRT BE dfhkfic @Bta fled IP1h4 hidoA p&don. t he dynani ¢ data
files in 20 the hidden partition include data up to
the tine of a failure of the conputer's system

7. Asystem as claimed in any one of claims 1 to 6, wherein encryption is used for at

least one of the dynamic data files in the hidden partition.

8. A system as claimed in any one of claims 1 to 7, wherein at least one of the

- hidden partition and its confent is neither manageable nor accessible by the

computer's operating system; and the dynamic data files in the hidden partition
are not accessible by any software application on the computer.

9. A system as claimed in claim 8, wherein prior to copying the dynamic data files
into the hidden partition, all software installed on the computer, inciuding a primary
operating system for the computer, is segregated into at least one static routine
and the dynamic data files, dynamic data files including system configuration files,
and user data files. '
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6. A systemas clained in any one of clains 1 to 5,
wherein conpression is used for at Isast one file of
the dynamc data files in the hidden partition. 25 7.

A@/stemas claimed in any one of clainms | to 6,
WOMIR2 encryption is used for at |east JiIA/SGRO0HMWOS2

dynam c data files in t h&! hi dden partition. 8. A
systemas clained in any one of clains 1 to 7, wherein
at | east one of the 30 hidden partition and its
1@dntsistam a5 aleimetiein AeiMageaereinnte sroregsion brampises t he

© CQARYeHALnS operating system and the dynam c data
files in the hidden partition are not accessible by
any software application on the conputer. 9. A system
Th syste Fpstpined incdlaim fhosslaimi® wherein g datsrsentdromdisypiimgy t he
dyperdlihg syt & the dyAsmic & fllddlafd dliea Béd e mpafrbmkcas, al |

S e jnstalled on the er., inc n

o et BB P b WP B bS bbb b o e
ségrengaittion i nto at | east one static routine and the
dynam c data files, dynamc data files including

125 S et Moo bl e MR 6 it s
cingherisder; nartiioncere sontinugysly pedaled envidhesariging danamisdlate Slapr i ses

CntiRGRn padilion@e codthuously Gytafee€m as clainmed in claim9 or
claim10, wherein all data sent fromthe primary 5

ggerati ng systemto the dynamc data flies and all
1394 pYitede claimes if any enech ARIMF ¢ tadi@: whersin sysiem feRevefird nmar y
Olpst thadki upgsystxatadironMer as e tidian pdittion] \ivRding tidadopied | | €S

[ n;nquaggpggggm}'egj tion. 12. A systemas clained in

any one al s to 11, wherein the dynam c data
files 10 in the hidden partition are continuously
14.up satemchsatatingdHe cleim 15, whdreird fha amamicokiztafildsi ih ¢ hidden t he

%hfbnwuh%ani et L@&&anq&%@%fmlﬁé rrrécolvg’? obids wdeinoftasy St em

as .claiped i.n any.on ¢la . to 12, erein on
&pe e pisfem spyispent indudes e piimRtY g g A SNt OM B et i n
the hidden partition, including the copied 15 dynamc

15.300 i Bhmel o BGCAY S Sihne 1o 14, uhhSh OB TR DML e
iy P e Pbpbeet e ERRIEY b BBV s sk b f6R, 6 e
rexigting esystenp repviormenids tenlidder dhartiticanig compleiey s rafter

QBMpiEeneRRibabl | MelRSalkig idtedufid.y operating system and
software. 20 15. A systemas clainmed in any one of

clainms | to 14, wherein upon new software being
16.iAngyslam| asdclaimed e clainiu twdigrein tih aysiems ipgfatiilin piofgilurs isgel ayed
\hdolntterad BXRE e UibtaMbtioh BErunifig & tieN@wSenAbREN tRNdbmpaaENt t o

(st el PAENdok b athPerGiriiL k6 r@Buc Bl L er

17. A system as claimed in any one of claims 1 to 16, wherein upon a new device
driver being installed in the computer, the installation is delayed until a back up of
the existing system environment to the hidden partition Is completed and, after
completion of the back up, the installation is resumed and, if system instability or
failure is encountered after the installation or running of the new device driver, the
computer system restores the previous operafing environment from the back up.

18. A system as claimed in any one of claims 1 to 17, wherein software application
and its dynamic data files are copied to the. hidden parition as independent

modules.




conpl etion of the back up, the installation is
resuned. 25 16. A systemas clained in claiml5,
wherein if systeminstability or failure is
encountered after the Installation or running of the
WO/ QB2 war e, the conputer system rest or RET{SHR004/000082 .
previ ous operating envirdhnment fromthe back up. 30
17. A systemas clained. in any one of clainms | to 16,
wherei n upon a new device driver being installed in
the conmputer, the installation is delayed until a back
180 Blstent dAB1afibh Blahihe Y SERLY B! HRATRAE afnm: B Rk den
par lon I's conpl eted and, after conpletion of the
bald #he jgden nagitionotkas pelive date flas for@g SofuEe ZRRIcatn andya8 em
i nesnfbusiyupdaed. failure is encountered after the
installation or running of the new device driver, the
35 conputer systemrestores the previous operating
28y BYSiSPiIRE ﬁ'@imﬁél Bl opanyieng¢f claims 11 jo 1 wdes Arrgaded (0 ed
I Nl 10, d€rein fhe Sdghigathg dr dategdhiZing wittier datartiles of i§ byause of a
appl.i g ' ] ' ied to
it BT Rorc P el SnbE R B3, HcoBE (R B9
2009851i8Pf22 PCT/ SG2004/ 000082 32 5 19. A system as
cl ai @@pdutbmatiansglectior o f commanlyruséd tsoftwb®, apyfiestien rof tthee

dynam . L.es in the hidden partition work as
active%'(Jjézijlé?i}é)?"lE l]g’s for an software a E‘JI cation and are

cont {oh@eeragty seigstipgoppmmepy ussd sefvpra APRUSANAY oi ned I n cl ai m
10 of) aslactionoesoftivare bplicaionby atuger dShevveputarpdnded t o
¢l ai %Qec%n ﬁl@éofﬂ!éﬁﬁgéﬁ%@%ﬂ ng or categorizing of

| I's

the data es o y use of a data isolation
techni que that consists of one or nore selected from
21.hesyglero apclainetis claini2b,gvherfein 1@ ()p) and (o atbdynamig dateldesi on of

C QaiRYHo Mo e SshwaRiabedien Al Bb htéHhdiedly Sdgrdghied ariRiiait | Ng
sys@lg\g . %ﬁ?° automatic selection of commonly used
sd7 PeApEna¥lPrcati on (c) selection of software
application. by a user of the conmputer; and (d)

256l 86k QR @imdiiih 6BiM0%0, whérgin figd (Bleths shistiddhesus el theS 21,

A system.as clainmed in claj er.ei , (b)
P e, B PebAntiRe o e Sepl 68 il ety ()
s gfaregaied andnireddethe edepparfitope aut omati cal |y segregat ed
and stored to the hidden partition. 20 22. A system

2? %’1 Sgétg‘j'l e IrimQ.i irEaLlé%mi &Oanﬁ]med'f @IEIG\S%QFO zﬁ%erf g}aﬁerﬁl@é gcted

iles or aEf. the “.dynamc data files belo | ng to the

s &kigr 1t wherpin an pgditgas! O friver if) placedhsfugen & dlle| system 110
interface and a disk driver for access control, intercepting, filtering and re-directing
data for the dynamic data files in the hidden partition, the additional /O driver

using an secondary operafing system.

24. A system as claimed in claim 23, wherein the access control, intercepting, filtering
and re-directing is by the use of regulatory, matching, and fulfiliment tables.

25. A system as claimed in claim 23 or claim 24, wherein the additional /O driver is
part of one or more selected from the group consisting of: the disk driver, the file
system /O interface, and the operating system.

26. A system as claimed in any one of claims 23 to 25, wherein the secondary
operating system is different to the primary operating system. '




10

15

20

25

30

35

segregated and stored to the hidden partition. 23. A
systemas clained in claim1l or any one of clains 12
to 22 when appended to 25 claim11l, wherein an
addi ti onal 110 driver is placed between a file system

WO 9R28, f ace and a di sk driver for accesPAEHIA000082

intercepting, filtering &hd re-directing data for the

dynam c data files in the hidden partition, the

additional 1/O driver wusing an secondary operating

Ty Akgiam RQlaivkd invAnpytetobshias23h a6, nbetein hack Lpamh r&dyery

V\,h . ering
oo e Rl ond o R bfilo S

natchlng, and fulfillnment tables. 25. A system as

28| Akyseeth dsitlabled inBnig Gneif clgimai 1 Z4wherdiethe dynamih data files

?dg&&%ﬂﬂﬁlhid&én%amfdn\é@ rdte%tedpa” of one or nore sel ected
rom

e group consi tlng of: the disk driver, the
file 35 system 110 interface, and the operatlng
29y Alsegtam aciainfedsrySily oM d slaits d it wheneirathy dybieveic défa Giksai ns

o ?t(%rgd ifr the hiﬁ@e@n ﬁh«ﬁbn%ﬁ%&%‘&@ﬂé{v&km&ﬁ@aﬂ& b gorﬁiﬁ(t%hﬁ)m i's

er ent e prinmary operating system
20@ﬂ$@§0722 PCT/ SG2004/ 000082 33 27. A systen1as
claimed in any one of clainms 23 to 26, wherein back up

36%,{5%&%%& 49 8aifd 38, WHerdil e n%ﬁw&rb\écm%aaé H%agy st em
e secon % geratln g st iﬁﬁ sten1as

c | HaRig dats, f '%H‘y'h% e partiion iy ade ip ewglﬂ YFnSife

dyfintin-ficst-datsequének.es 5 stored in the hidden partition

are protected. 29. A systemas clainmed in any one of
namn c iles stored

| ai | tQ .28, wh i th
o € BN 7oy Shrvnerth (b Fosse g gt SR
f iviogéngadats fie,cthe olutality wb badkyps apsdendeled agErdBo.to & Bgst em

aefigridh PRAup SchéduRl M 29, wherein a plurality of back-up
copi es of each dynamic data file in the hidden

partition is nmade in the hidden partition using a
32.i4 systewnforfranegement tof sesefsdn @ @ost PEMIAEr DA SafRoteeppmater
C mbx@ﬁ%céees 4 1R ranG convdRF I8 inactPdincaAith @Soivizge Rty

data file, the plurality of
es%poh alﬂe ho\épaﬁgtgeqa

are up ccording to a pre- assigned
back up schedule. 32. A system for managenent of
3R PCHEEM bOClEMEDS tlaid@APLHefein thysoftwéire saxidly exaegs pbkey has20

V“g‘?[?%lc&s%{ﬂaﬁlgcmm%&aggﬁme conmputer is in accordance

ware security access policy in the host
conmputer. 33. A systemas clainmed in claim32, wherein
34. ha sysiérh \ua rolainged du claitry 3 avhersid theo File cgceha sght aand icbrérolaccess

T infiBianRidis CRRE "9 s RBGIR Mrovide Frotection to selected sofiware

application and their respective dynamic data files.

35, A system as claimed in claim 33 or claim 34, wherein the file access right and
control mechanism of the host computer by the remote computer are contrelled by
the host computer and include:

{a) selection of sofiware application/programs;

(b) selection of dynamic data files of the software application;

(¢) selection of configuration files;

(d) selection of data file or folder; and

(e) selection of the type of the operation fo be performed by the remote

computer.
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34. A systemas clainmed in claim33, wherein the file
access right and control nechanismis used to
sel ectively provide protection to selected software

a Iicatlon and their respective dynanmc data files.
woﬁg p y

A systemas claimed im clai m33 or FOTAGA04/400082
wherein the file access rf ght and control nechani sm
of the host conputer by the renote conputer are
controlled hy the host conputer and include: (a)

e Asystantas claimed pfcleinedSewlzemin theselecionhiile otitas detenging ko) the

. selsaé‘cieu mepfaredawaamcsuyfb%@th@ahc%& @bt W€ afieVarif be

éatlon 5 (c) "selection of configuration files;
(de PEER on of data file or folder; and (e)
sel ection of the type of the operatlon to be perforned

:*g)(’:ﬁl_/ &:igzn{ Ss'%rgeg On‘? CIFRMUEEr clalCse? Qﬂé"éelﬁn a'g}l%%ccess right and ol aim
BPAEH Rnher eomBtterers R et i lepamel i, o

5(:0n
t heemote dbst corepuitef giddiferentaersote cimpuialsiacegivey differond acdetre

ac,%g%raﬁggﬁu%él e any others will be denied access.
5 A systemas claimed in claim35 or claim 36,

wherein the file access right and control nmechani sm
381 A systemizs claimedinplaitne¥?, wheesinaildiles| istledingipreg@mbspnigutatioregor y

OfanEl R€er dst8 5B bitohalitdlly GIRSHRRE REesd Rght Whilefaff iR arlk ABMdE
érg?uters are given different access rights for

&F-ent usage. 10 38. A systemas clainmed in claim
37, wherein all files including program configuration
38 rmlsybta@ fas €&l iRErS oaéufeﬁmslaa & FYwieinane Hobt@ori&LRgs 11 ght

WAo! i n!al L) E]‘%r IB5S Pg\ﬁ%n 2 file gs%?e 2&?3 g\?’e%a e’géné?/ﬁé %{ﬂeas

claimed 1’ n any e 0
d%'t’efcf@fmsérmﬂ% intgreepting, d"'ﬂ‘%ﬂ"ﬁ ia5th ¢-diferting crlafa, foF e aced
b efynafd datk fifeb, it 28YiTdhaMOldfiker Lstgeh EaoRiaprvderating bygtemdr | ver
for access control, intercepting, filtering and
re-directing data for the ynam c data files, the
49 ARYEIFB ABFAIMddn 'a?'m@%rwha@wﬁ@e a&Ff""s% @@Bﬂd’ﬁ?fﬁpiﬂﬂeﬁ"ﬁmgn g
S wad endirectingdOby tife \BY sitregulaisy, Gkiahingeshdifulillabmizble89, wherein
the access control, intercepting, filtering 20 and
re-directing is by the use of u ator mat chi ng,
4h APYSiRmm £ pigi ClpiEN19E claiim 40, ﬂ@?&“@ﬁ?’d&? 2 VQidreEg s n
C lpant oho38€ oromore feteiciat #6n thetgeoup consisiing obythaidisk dived, the fil@

drs!ﬂsYe‘ﬁ‘flldlﬁteﬁagéraﬁdtﬂépr%%dﬁémﬁﬁars?sténﬁl ected fromthe group
consisting of the disk driver, the file systemlI/O

interface, and the primary operat| ng system 25 42. A
435 Ystyetam s clainged rie dnyi eneagfyclaime 39 fo €4, avhergin 3 sagontiary

Wo S &hdsybtaR istteRMAShY primary operating system.

43. A systern as claimed in any one of claims 38 to 42, wherein back up and recovery
use one of the primary operating system and the secondary operafing system.

44. A system as claimed in any one of claims 39 to 43, wherein the remote access is
through the secondary operating system.

45, A system as claimed in claim 32 or any one of claims 33 to 44 when appended fo

claim 32, wherein the selected software application and their respective dynamic
data files are identified and are located in at least one pariition of the primary
operating system of the host computer.
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operating systemis different to the primary operating
system 43. A systemas clained in any one of clains
39 to 42, wherein back up and recovery 30 use one of
t he CEI‘I mary operating systemand the secondary
PPhg system 44. A system as -cl ai med BGH/S&A3H4/B19882

of clains 39 to 43, wherdn the renpte access is
t hrough the secondary operating system 35 45. A
systemas clainmed in claim32 or any one of clains 33
460 Adstaninastiina e 32 or angbr@ioftiadds 33/t @4 eheh appendaiab ect ed
o) [ 0 .
Gapaite ey yReEh dile WP s kb SCRM T KRS
on&arfifign P1 g hyA digl ofthpchoptcompitsr, the)prssiag baing by\pae eTAIYE t he
ho sdlectz0 it the roup/fonsishitldr @B AINGand Rdifdefn? 004/ 000082 35
46. A systemas clained in claim32 or any one of
clainms 33 to 44 when aP pended to claim 32, wherein
Hy A&ysten eragiaimed in @y ope @F ¢lRjms 89 foj e gwherin Eﬁ§§r‘é GOPRYED a
hi gethgndiagnostit | utiities) toralidy ienicte echriicabbuppbre bipoé remaiput er
thg Rassi ng being by one or nore selected fromthe
gron% consisting of. coping and redirection. 5 47. A
systemas clained in any one of clains 30 to 46,
48h&sys’tem foioviirg tan @xtemal thask up Ueriahigast! bieeguoopaterdo et ledst t | es

r@'hld&é/:‘{ pfaﬁﬁ{?ﬂﬁt E‘ﬁ AdGRk %Qf@é}r&hel% okna‘?mcf &‘Hﬁe‘% of

ng S stem r Qv an e er nal
ba@ aU??sf%‘PCQPPWteéa@t' egfiad E'E?rﬂi‘ dntg the gk eﬁsb%i’é?t iddgfh e
hi ghelition qmearﬂardtdusﬁ iof thé centrat bark up banee dhelpagsing bping By ane ior
WNGEE Sdiech RETINE ofdad é%nglétlhgeo“f c@ﬁmg dnBRedidctidneast one
conmputer are i1dentified and passed into the at | east
one hidden partition on a hard disk of the central
4Bak bysiem 2s ckeived jn claine4g aBeeim the bbleasy orisyhidderepasiition pfdiee

S edoftfel Babk fup QBRdr R aELePusia S leadt R séicted GRRAI A grai

di t t I d I 48,
WP AL P Yo RSB bar 11 i on of e

central back up server is accessed using at |east one
56.91 £6kA s {51968 ih BAMAB Oktkim 59 Whdrsih briigal Siplictions A thAAN,

V%I\I%qn'!lcnéaiai'@e%tare%rhged a% E'B{é%\,\% in %h% a? Qast Ah I¥(§alfeﬁ g%rﬁ%n 8 al med

I cati ons
arftp qeptEal pack HR pRIVET BY W&“WPF'@S&"S@@ %‘W@P'@@ %ﬂﬂfc‘rfﬁ%ﬁ ect ed
I by bitRorigdd Je@@st one hidden partition of the central
back up server by using encryption and are only able
to be accessed by authorized users. 25 51. A system
5hé YPEM A Fained dhgyore obFlaips 4P i 5% avherginder abipast 8fen t he
atcorhites hasoameadditanaiidt @ver pisedobttvadd & file Gystdm 10 Gtatfedev er
PlaRE S Gl 95 dodded cohif, Wﬁ%eﬁmrg]llﬁtgﬁng aﬁqer@fdﬁgcyn @t di sk

driver or. access tering and

r dheqgjyparpie pﬂ@ filgs, ¢ the gqshhonal VO driver using an sec gndary operating

system.

52, A system as claimed in claim 51, wherein the access control, intercepfing, filtering
and re-directing is by the use of regulatory, matching, and fulfilment tables.

53. A system as claimed in claim 51 or claim 52, whergin the additional I/O driver is
- part of one or more selected from the group consisting of: the disk driver, the file
system l/O interface, and the primary operating system.




the dynam c data files, the additional /0O driver
usi ng an secondary operating system 30 52. A system
as claimed in claim51, wherein the access control,
intercepting, filtering and re-directing is by the

WQUM/BITR equl at or y, mat ching, and ful fildmeET/IEH100082
53. A systemas clainmed i*f claim51 or claim52,
wherein the additional 1/Odriver is 35 part of one
or nore selected fromthe group consisting of the disk
5r A epsten b elaifnied ¢ anyyoit efrelhim® 5 i 68,1 wleesin the dedohdary

pr

R AP B e sty i e e oy
orf@MBfte’c| ai ms 51 to 53, wherein the secondary
operati ng systen1|s different to a primary operating

5 88YR Eﬁfé}n‘gs @f i %%twhgﬂ\%ﬁ W ?r{goveﬁj use gne fuRystem

3s ¢l al med recovery
ug@mswepe(ﬁtms ﬂ’é‘emﬁf“i’ %Feﬁmﬁﬁ% P'%ﬁ’qt'%syg‘?@t em and t he
secondary operating system 56. A systemas clained in

SélrhYsyQtQﬁ a@fcllaﬁ{e)@inrgﬁy dne df Qains 51 WS ﬁ%e?elrﬁ&ﬂﬁﬁﬁbéﬁ@ﬁ Wi@n W th

centra server is thro secondary
od@r“&?%'@f‘% YRsTEBHR Is Prugirihe sgeangary 'é‘ﬁfaél% ¥ ned In any

10 one of clainms | to 31 further including a systemfor

%&meaaﬁéd 91%?6& erlaﬂsh% Y ﬁxﬁﬁ@ %@amgpa/ ftefn%mt e

uter as cl ained one of
£ gnan Y

Weg'ﬁ'%‘t"éﬁ‘i“%%“’ ‘%PQP%‘H"F’PF‘? bR eBRE °8‘F‘p‘{5€fr§r°' ﬁ’é'mF‘?l"o 31
oranscthralomlﬁﬁsszftmﬂ her including a systemfor providing
an exter nal back up as clained in any one of clains 48

sten1f ces to_a host
15 5 &l sigiad i Bhicte oL Byt 2E ol o R Pl s one
ofsystEmeforrsoviRing ewexierna back ipss claimetl indinneneaf elgims 48 te o
providing an 20 external back up as cIained i n any

ms_48. t.0 uter bIermdlwn
o B b BeEBeriit i Bepots SR BRI T chulRite T e
t claigigd incany onsy @ cleins 33 fo 47 duribrideaiidiag éﬁESt%‘i' fof‘rEfP‘éd“TgLﬁﬂCt i ons

20 U @afed hak b & GifdaNinidsne ot bigmeeginise. any one of clains |
to 59.

60. Computer usable medium comprising a computer program code that is configured
fo cause a process or to execute one or more functions to perform a system as
claimed in any one of claims 1 to 59.




