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i nvention The present invendsisen rel ates to portable
data storage devices, and nethods of enploying the
devi ces for storing and retrieﬁing data witten to
them 5 Background of Inventioh During the past couple
of years, there has been nuch interest in providing a
data storage devices containing a flash nmenory and

whi ch can be connected to the serial bus of a

conput er. APRartatiledatbostorame dévice bsimafmeltidie meOrg deldites
/61692, which describes a device subsequently marketed

u:ﬁgri Etﬂe tradﬁ mark "Thunbdrive". In one of the
e i< v ibed in this docunent a mle USB
plug which is integral with a housing of the device

cqmeeprte%edt Irvehtion rélates fepatebleSiita atseigel devices, and methods
nputer, so that the conputer is able to transfer

daﬁf gmrioving the gavicas fon sterngrang rotrigvinardatg ayrittes to them.
storage devi ce under the 15 control of a USB

c Q& | mprovenent s have been proposed to
CBHCrk et OMﬂ : anpl e, WO03/003282 di scl oses t hat
the deV| ce rmy be provided with a fingerprint sensor,
a acc sst ta stored w h|nth evice is

ik hstiar bRt et R bk beR uitty infrre SR auRviding 2
Vetldté 'sﬁfraéé‘ Revic@8HontAni é‘flé’sgrﬁfnﬂorgodﬂa%hl% e %onnected
user's scanned fingerpri to pre-stored 20 data.

ditedhe sarial ifs dica homputdre ddeddingrdacument in thn'@fi@ldnat/\é@
h i r.ef er en The structure o su
10 Srfalaod vt de S8 e 428uRbabeRbge By TERHy BRa AR race
p%hﬁ@"@mﬁtﬂir%@ mebﬁé:@f the athbbdimhentd @88 ritad |ﬁtil$||s|o%@ument a
i ncl udes a 25 controller 2 which controls a

u'szah%ltlng%lé@ V\chlqh iRantechal \wﬁBamqy@)ngm the dgvicecaanpects directly
SRR DI8SOSES g Miplot g U TG ORERFARIO% rancir
i ndiaiaftacaadifrcfm dine fiash heshoyasfitbé ortableastersye device under the
15 control of a USB controller. Various improvements have been proposed to this
device. For example, WO03/003282 discloses that the device may be
prdvided with a fingerprint sensor, and that access to data stored within the
device is only allowed in the case that the fingerprint sensor verifies the
identity of a user by comparing the user's scanned fingerprint {o pre-stored
20 data. The disclosure of both of these documenfs is incorporated herein by

reference.

“The structure of such a portable storage device may be as shown in Fig. 1.
The portable storage device is within a housing labelled 1. It includes a USB
25  controller 2 which controls a USB interface 3 (i.e. the USB plug) which
directly connects to the serial bus 4 (i.e. the USB socket) of a host computer
5. Data transferred to the USB interface 3 from the host computer 5 passes

through the USB controller 2 to a master control unit 7. Data packets have
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.through the USB controller .2 to a master control unit

7. Data packets have ~l|~~~~ 1111 IIMIIMIIMILIIII,
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sizes which are a multiple of 512 bytes. The naster
control unit 7 passes these data packets via an 8-bit
bus 8 to a NAND flash nenory 9. The nmaster contro
unit 7 controls the NAND flash2menory 9 by contro
signals which are passed by one or nore |ines show
schematically as 6. Typically these lines 6 5 include
a line which carries a "command | atch enabl e" (CLE)

Si g whitl é%@té Hg.ulﬂﬂlé‘ at 522 [ggar-ﬁl]e( rQh*é% r%ﬁgﬁowl '\-i}\rflqasses
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(Aol pfing) it T, RN 31T o & byaniral Signals whioh are
presest Iy, orfs oihidre fﬁhé’é Show %@@%ﬂ&a cjg s gl qy&ic%ﬁp these lines 6

menory 9 via the bus 10 8 physi ress
| rflege enipeawhishetardes w"t:hlmmaricblatemenyblﬁ" (@bH) signahéndicating

cabELa 2608 S I E RS SRl 5al S READ Spokler
Th&mhtﬁhﬁdf ligsdT Wik rshotyObé, SwrdtesH tcgﬂ{eeﬂaérpmeﬁ%&w éé,ﬁg the bus 8,

byte sections of data in respective "w ndows
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SRRt B0 A R vi e
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destPreed 12 bifteosryttionkef U8t inmespéaihes vindowbt daehitof vifich also
5 Fi 2 shows second ssible formof the known
A SRS e RV RSE RS seTastian veling ti comect
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In contrast to the device of evi ce

F,t@ansjerrﬂ@ putj@gtl'@ device, lt passes |n 512 byte packets from the NAND
flash memory 9, through the 8-bit bus 8, to the master control unit 7. The
master control unit 7 sends the 512 byte packets to the USB controlier 2,

which sends them out of the device 1 through the USB ihterface 3 to the host
5.

Fig. 2 shows a second possible form of the known memory device. Elements
having the same meaning as in Fig. 1 are labelied by the same reference

- numerals. In contrast to the device of Fig. 1, the device of Fig. 2 includes a
second NAND flash memory unit 19 which is connected to the same bus 8.
The master control unit controls the second memory 19 using a set of control
lines 16. In practice, some of the pins of the master control unit 7 which send
control signals may be connected both to one of the lines 6 and to one of the
lines 16, so that that pin sends the same control signals to both of the

memories 9, 19 at the same time, but at least the chip ENABLE signal is not
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25 second NAND flash nenory unit 19 which is connected

bus 8. The nmaster control unit co
ﬁé&ﬁggﬁﬁgenennry 19 using a set of control théci%umomno
In practice, some of the pins of the master contro
unit 7 which send control signals may be connected
both to one of the lines 6 and_to one of the |ines
16, so that that pin sends t he3same control signals to
both of the 30 nenories 9, 19 at the sane tine, but at
| east the chip ENABLE signal is not WO 2005/ 069150
PCT/ S&004/ 000020 3 sent to both of the nenories
sisent ixhehus tjﬁe r@pmo'riéis s'ahlulyanadwiy Speaifsligrwheotie master
unj ta to_nmenory enabl| es on
oerifer hfis el Biek b SofBERA e dtySF BB e ikaaiamories o
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t hat menory, first sends t signal to the

né?ﬂjl’r‘g Senhtodﬁasrr@@mwgt f@&@%dé thﬁ QLIEeSIQnaleto tBe regemory via an
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ert&bhmanal (gromip bpcsdd)ldn theibids SeBlibdeuidmal, \ﬁﬁﬁ@fhé cﬁlb enable
sends an ALE signal via an appropriate one of

| i iealgs silibsingLIani fre 817 jersent t serr@smﬁéEﬁmlana/aa
bR UBritte Pt s o A Sh o, 4t s data via

ustes tnjseB bu¥hén twhitethe dhip EMBEEWgha'l e stilbisging tsenb® that
stored t e nenory 19 which is enabl ed

by RO ﬂgﬁ mﬁ\iﬁBEé"E@ Gt l&e@r% bused tmsend t9 thegnemory the
| %&'t@rbe' fdipihers. bbn‘%egﬁgﬁﬁgz Qdafé%vrgcﬁYse%nétﬂ%'%g the chip

both chips receive the dat sto

ot NABAIE signalystorasctoe\datairsthet Ibeaﬁﬁerlrmmtatédi byshgadbesss data,
e .menor uniit is to read

tr
R B o gL BR GBS NE Tg Vel S kisyBicansl opporigly may
Usriedgiviehis € eHig €5 BoArH AgEQ;tyhalfs the lines 6 or lines 16
to send it the chip ENABLE signal. While the chip

ENABLE signal is being sent, the master control unit

USSEnildlify, Whew{ﬁelﬂwé}ﬂgnﬁcoq{trél'dﬁﬁ is 10rd 4 880801 ' Mabies only one of
the memories 9, 19 by using the corresponding one of the lines 6 or lines 16
to send it the chip ENABLE signal. While the chip ENABLE signal is being
sent, the master control unit uses one of the lines 6 or lines 16 to send that
memory the CLE signal and simultaneously uses the bus 8 to send that
memory a READ enable command (i.e. a READ opcode) using the bus 8.
Subsequently, when the chip ENABLE signal is being sent, the master control
unit uses the appropriate one of the lines 6 or lines 16 to send that memory
the ALE signal and simultaneously sends that memory the address data using
the bus 8. The flash memory 19 in response writes the data to the bus 8.

The term "read instruction" is used in this document to mean data sent by the
MCU to a memory device at the same time as a chip ENABLE signal which
causes the memory device to transmit data. Thus, as described above, the

“read instruction” is first the CLE control signal sent on a control line, and a



20 nmenory the CLE signal and simultaneously uses the
bus 8 to send that nenory a READ enable command (i.e
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t he .chip ENABLE signal is being sent, the master

control unit uses the appropriate one of the lines 6

or lines 16 to send that nenory the ALE signal and

si mul t aneously sends that nenody the address data

using 25 the bus 8. The flash nmenory 19 in response
wites the data to the bus 8. The term "read

instruction” is used in this docunent to nean data

S _

2 SHURANESER joiieh iR GERTRAKA SRHL R by, ROIAER o ALE control
desigread semt tomaan sanfiroldisneaandr: hnmﬁmodesaddrézasoﬁatbmi onhlaebus.
30 "read instruction" is first the CLE control signal

sent on a control line, and a WD 2005/ 069150
Pﬁﬂé@ﬁ@%%%g@uctﬁrsw%@mem dbs@%eﬁ%bﬂneaﬁm@ént by the
sent on a bus; and then a ALE control sent on

a MGkt tod mem@nadawgemtukh@a@r@@élm@l@ﬁ@@lﬁ%ﬁ%@bﬁtsnml avhich

dcioheSs B By BBl BESRCang St e, Thbiso By coscrived

dextiee, ahe MAELSIRBULIGR 8 Sirst tAdIGLEEDBRKE sigret) dentbh @hcontrol
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cosarIgh sdjis. on a bus, and t hen the ALE contr ol
signal sent on a control line, and sinultaneously _
address data 10 sent on a bus. The commercialised -
t
US Iié%Bﬁ% d'“t &%e%e\)’érﬁ%ﬁsh’of?\ﬁéﬁéh%&'p%gﬁb&&%&@ée difloy the
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techni ques descri bed above. Sunmary of the Il nvention
Thaeyices aise thaveadiveile dechniguepdesiriedabeg. and usef ul
portabl e data storage

Summary of the invention

The present invention aims to provide a new and useful portable data storage
device, and in particular one having a higher data transfer rate than the known

devices described above.

The present inventors have realised that, when a faster communication
standard than USB1.0 is adopted, then the bottleneck for data transfer (i.e.
the limit on thé bandwidth) may move from the USB interface to other places
in the data storage device. In particular, the bottleneck may be the 8-bit bus
connection to the NAND flash-memory unit.
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e present inventors have realised that, \/\,'r1enP§T’SG2("”/000020
faster comruni cation standard than USB1.0 is adopted,
then the bottleneck for data transfer (i.e. the limt
on the bandwi dth) may nove fromthe USB interface to
other places 25 in the data stotage device. In
particular, the bottleneck may be the 8-bit bus
connection to the NAND flash nmenory unit. WO
2005/ 069150 PCT/ SG2004/ 000020 5 One way of addressing
t h@Qema)szfsaddmsmgaﬁns probigmewenld hdéo imptemenashameinory as a

£ vb SRR MR TR S S g RV Ao memory

Howeivethroidi & @bmbu@ngﬁlevéﬂHh@%oldﬂbrﬂ§r&%hiﬁlei erms,
the present invention proposes that the MCU'transfers

data 5 simultaneously to and fromtwo or nore NAND
f | BsgenarabiofMse e Psedant dugmtioparappegs that tlp@Nh@U transfers data

T s LR G AT e ——

pi paradiél hirepathst amicicary emdbleditd opbiatd a8 HedsAAB Y.
S|gnals are each coupled to two conductive paths

dj ect.i vel o the two neno devi ce
Tolf b STORAMETLS, K1 oG Gremers (ekelerably i pins of the master
I eE&HhiYS WHIGFE s@fB ag[gd f
thg(??a ar%mfwo rrer?or yuéin\}ﬁjlgsl, eacaﬁgoéefﬁ?( elsg/étbht\glof conductive
t hpathgdeading irespectivaliatestiiettvedntoor g teviage.

Specifically, a first expr ession of the invention

bl,e t d i ncl ydi
5P ERa Rk R Eof B e ioly BRFioRS Willfedelg He.mdinemmount of
of dafze Fcbe\ekample aGnthdrbIré ane rﬁ@rﬁ*\b bE@ites, Ebé'@asshfﬁrrecelve half the
aﬂéc ngpn and .at Ieast two NAND fl ash menory units

1% trigpgryted foraterage. and from the master

control unit via respective buses,

-Specifically, a first expression of the invention proposes a portable data
storage device including: |

a data interface for transferring data into and out of the device,
an interface controller,
a master control unit, and

at least two NAND flash memory units connected to transfer data to
and from the master control unit via respective buses,

the interface controller being arranged to send data received through

the interface to the master control unit, and
the master control unit being arranged:

to partition data received from the interface controller into data
portions;
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20 the interface controller being arranged to send
data received through the interface to the master
control unit, and the master control unit being
arranged: to partition data received fromthe
interface controller into datg portions; 6 to
transmt different ones of the data portions to each

of t hgo HANEitl AEEreMEBREY of tHd datdl i&ﬁg‘goé?%rgof@hBQ’AND

the respective data buses; and to contr e
86 e A LTy BE R e ARB B P Ry BE8
o1 gnae cBBirBighR WANDN e e RahY HafS fsing hdruralaarats which are

transmtti he data portions using the buses, -
#EBET @%Ptbﬂag M@rﬂaébﬁt!?@pmumts, itke Fastemsaentta) unit transmitting
transmt a signal sinultaneously to the at |east two
RAKEst chipH=NABbEsignals 4o both theuNAND fldsh menseryumitsfwhile
section of the nenory space of each of the at |east
transiittiny tHe dateapbrtionswsinguthetisuseBr ef erably al | the
control signals sent to the NAND flash nmenory units

are  WiRReihGRe madtereshtrdImtt ido ePJtﬁé o ﬁghgmitsiéigﬂalﬁy

the same pins of the master control unit, wt ac
simultanseuglyrte theiat deash twe NAND tfashasemoty usits fortcaaking®he

' [ S Q0 oth of the NAND f] a mepory, uni
PSP DL RO &1 SRE b PR aceiah orrp o a8t st ivo NAND
flasth efexhby WiHs2. 0 or above. However, the invention is
not limted in this respect and the interface may be
any other type of interface, such as a Firewire
interface (e.g. a Firewire plug). 20 A second '
Exefeeatyly all the contsoli sigrais isent tasthedANBflash mieaiory Lditstare
t he appended <clains. Brief Description of the Figures

Riesticak dddéed thegarebréfeeabipissabd ®y thelsamwpingaf the master
described, for the sake of 25 illustration only, wth
EEAIRSIAIGE With ddth SthbS¥piHE BdifY tBRANe&edhtd Fspective control
signals inputs of both of the NAND flash memory units.

The interface is preferably a USB interface, more preferably USB2.0 or above.

However, the invention is not limited in this respect and the interface may be

any other type of interface, such as a Firewire interface (e.g. a Firewire plug).

A second expression of the invention is defined in claim 13 of the appended

claims.

Brief Description of the Figures

Preferred features of the invention will now be described, for the sake of

illustration only, with reference to the following figures in which:
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6a Fig. 1 shows a first configuration of a known
portable data storage device; Fig. 2 shows a second
configuration of a known portabl e data storage

Device; 5 Fig. 3 shows the configuration of a portable
data storage device which isg, an enbodi nent of the
invention; and Fig. 4 and Fig. 5 are flow di agrans of

t he erations qf t : [ '

ot atiod s vt e CBR TR knalin PoRep a8 sorsge
PCT/ SG2004/ 000020 7 Referring to Fig. 3, the

devicgct ure of a portable data storage device which is

an enbodi ment of the invention i s shown. Elene ts of

the Eigdishews a sepondnesfgurion®f AHNWHRAMARIG; C{jaéé qufage
Figs. 1 and 2 are indicated by the sane respective
De&figs-ence nunerals. 5 As in the known devices of Figs.

1 and 2, the data storage device of Fig. 3 includes a
housipg 4 sREWS & cBAfiguraién oha porable Gatacstoragendaiceowhich is
to a B interface 4 of a host conmputer 5. Typically,

%F%@§§§‘f+én“tf‘éftﬁéﬁ§%“?‘§?2?§";22 4 whi bh s a USB Socket .
fl GgediH v i _
o prigs; Aeacidsvedre 1Y trctefysBAE dpERfork GRRGR, 7Y

the USB interfaces 3, 4 of the enbodinent of Fig. 3
embodimerd of ik B-by ot her data interfaces, such as
Firewre interfaces. The USB interface 3 is
controlled by a USB controller 2. Preferably, the USB
15 controller 2 and the interfaces 3, 4 operate
PE&MEH Db cription dbtheémbddindentst h  a data transfer rate
of at Teast 480vbits/s, such as USB2.0. Preferably,
the portable data storage device is powered by power
drawn from the host
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through the interfaces 3, 4. 20 The USB controller 2
Qla;,a received fromthe interface 3 to a
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by a single integrated circuit package having

el ectrical contacts referred to here as pins. The

master control unit (MCU) 7 outputs the data via a 16

out put pins. Ei ght of the outpdt pins are connected

to a first 8-bit bus 8, and eight of the output pins

are 25 connected to.a second 8-bit bus 18. The buses

8, 18 are connected respectively to two 8-bit NAND .

fl %@iﬁarmrm Vigl e ithee stractuten of mpertme data @b ragesddvie which is an

bt S in? Enigh s SBPWOHEIemeE abes SmperTents.
arttbrmﬁdr@hng i@ kowrs8eGieBREFRR . q%nﬁ@a@w&{}%ﬁ by the

signal input pins of the NAND nenory device

20EHN® 693PRFtvETRSre0C N0UBIAB. 8 The MCU has a nunber
of pins 11 which emt control signals (such as the
ALE control signal, the chip ENABLE control signal,

ankls frhtheCkibwoievicks o$ iFggEal1) amdng, m@cdhtgfstdragé%e%ésoﬂ Mg. 3
connected to g respective one of i nes

r d8pdes \Aehauings! Gandainingea USE intetiace 3 fier gamection to a USB
t | L
{ nAETRded oF 8 AN Bomp Bt e, Y yeRiADolR, O PdbtBaRE LT iR e usB
pa@ggsilramﬂyM@acbludo\aeusehnmr@imetmwmdhtnera‘ 888 sctke® However,
OXEU 7 |nb ackg ﬁi‘ of S|zeb2é2 bytes. The MCU 7
d| '{?l & PRPUP§LHPPHMENG §1GR m?é(tbebB'iotViQ%jisGﬁnsze
256tdicRs 3, 1P FfHIImMA, rlhefLi‘@l? WBFfé@és[ §] ?Eﬁ r@é%ﬁé%em of

11 of the MCU 7 transm't s t aneou
chifig. BNnay begeptacet bysithantiata mtdnfaclespﬁudHﬁas Firawiredsterfaces.

~and simultaneously uses both the buses 8, 18 to send

the WRI TE enabl e conmands (i.e. the WRI TE opcode) to

boTHe USB interfacé 8ds GontkoiledSHP 2QISB Hohirolldhe
transmts the chi p ENABLE cogtrol Si ﬁa anﬁ%%bx fhe USB

cortrreliesiZpnd thegniaracess, me@mratesa@corqlgg to a USB standard with
Si érHEEaaﬂgﬂé‘@#ﬁte]oEf ANkt DBORRL; GYS,%Q h%%n%ggﬁg Hﬁieégbly, the

transmits two menories

8, pdmh;lbedartasp:aage \devigkyis ipoaterad 8y gpmes drawh fdm the host

netrﬁ%lﬂgeh the m%erfaces | Ch

The USB controller 2 passes data received from the interface 3 to a master
control unit (MCU) 7, which is typically implemented by a single integrated
circuit package having electrical contacts referred to here as pins. The master
control unit (MCU) 7 outputs the data via a 16 output pins. Eight of the output
pins are connected to a first 8-bit bus 8, and eight of the output pins are
connected to.a second 8-bit bus 18. The buses 8, 18 are connected
respectively to two 8-bit NAND flash memory devices 9, 19.

The MCU 7 controls the memory devices 9, 19 via control lines 6 connected
to control signal input pins of the NAND memory device 9, and control lines 16

connected to the control signal input pins of the NAND memory device 19,

/



the data should be witten. Followi ng that, and while

the MCU 7 is still sending the chip ENABLE control

WO poRb61% bot h nenories 9, 19, the MCU 7 uses PEBESG2004/000020
buses 8, 18 to transmt the data packet portions which

are to be witten to that 20 address in the respective
menories 9, 91. Preferably, each word in the packet

the MCU 7 receives fromthe USBB controller 2 is split
into two bytes, which are then sinultaneously

transmtted 25 to the two respective nenory devices

9, 19 via the respective buses 8, 18. The two bytes

o FuB VO cERSE i IF MEGR SR AP R R SS e
boabhEdorities slgﬁmrthectrtm EQWABIEE eopireffsigreed) gnc éve: CLEecontrol
sane address data fromthe MCU 7 v a the buaes 8,

at signg) AEPRGN ShICALERIRS i EANTIREes br Ve gBe of the fines 6
MEARg ltgﬁtr% P&?tﬁ\;eooﬁgm c % 6 IKls, ﬁ@m E%ggﬁdtgl\tﬁé%ame

however dresses 'may WO 9150
5 P%bﬂf@wgmél@@i}ﬁmtaﬂemwtd frey Bvd meenggiessYcl®.t hat t hey
are part of the same "rovv' of the nenories (in flash
term nology a "row' (or "block™) is a set of "pages"

sugietihag dd?\troﬂﬁggeei?;%|b8g52ba§§&5§nﬂ8é(ﬂacrééel%b tﬁﬂ&)@lgﬁ%@%‘\terface

of a given row er ase toget her; thus,
phystodhaé MAUreFspackathef szeds12 bﬁeso’ﬁh@MGldrYatﬂlk/y!es th:s data into

o AL B MR oL B i

100f 14h& tRAIRS U triRinBriitdimultankbolsll tié CLEearsRoRip EXIABEE control
| ocation within the rows. This scthene has the

ad\sagﬂad&gm botrsmfntbrel empriesHang simultangoysiyasses both the buses 8,

t 2 b t Y 0 r
e RTE o 3o Lot P o oo e
porrh@‘hbﬁiesig?ﬁ@lsuﬂﬁéquentﬂﬁ tige MOU 7 esnmonisetieocteip ENABLE control
control si naI i nput ipto the P]ortabl e storﬁg%dev

¢ hrinh ansdhei Al e icpatel Sipnal ipdheeyo Mersaees e 19 simuitaneously,
1523‘15 {rio?ﬁw%llg%?ﬂg% % t‘r‘rﬂBi {rg srﬁltgf@*he' M&eﬁeﬁ%or@%cb t1|?.l)eusmg the

I at e e con i nes 1 Se
t hebuﬁelsrﬁ Emﬁleﬁespathm phygmilaﬂdressmstlh thérenersones 9519 to which

si mul t aneous uses. t he a .on f D .
coriisBiasGRu B¢ Reted: Enlow R hahAsp TBeRsUCT 7 gt sending
the chip ENABLE control signal to both memories 9, 19, the MCU 7uses the
buses 8, 18 to transmit the data packet portions which are to be written to that
20  address in the respective memories 9, 91.

Preferably, each word in the packet the MCU 7 receives from the USB
controller 2 is split into two bytes, which are then simultaneously transmitted

25 to the two respective memory devices 9, 19 via the respective buses 8, 18.
The two bytes are preferably stored in the respective memory devices 9, 19 at
corresponding addresses. This occurs because both of the memory devices
are preferably sent the same address data from the MCU 7 via the buses 8,
18 at a time when the ALE signal has configured the memories 9, 19 to

30 recognise that address data. Note however that the physical addresses may
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control signal lines 16 to send tge CLElcontroI
j to both the nenories, and sinultaneously uses
‘?ﬁg&%hgnégto send the READ enabl e conmand (i .ePCTREAR4/000020
opcode) to both the two nmenories. Subsequently, and
while the chip ENABLE code is still being sent to the
two nenories, the MCU 7 uses the 20 appropri ate one of
the control S|gnal lines 6 and Rhe appropriate one of
the control signal lines 16 to send the ALE contro
signal to both the nenories 9, 19, and simultaneously
uses the bus 8 to send address data to both the two

rreh@dlf@enﬂ @.q.ca mimthat trwydarelrpdrEOBMd dar& e iofithd Hfémones
BLE .control o] the nenories 9, 19
© PR RIOER ar Sa i RGciau Srastinepasss, Such that in
COééWﬁBﬁbﬂﬂaQﬂée&ceé%ﬂ (t) C{Hégg/e]% 'B?a%ﬁ fovw h¥\?€? tt%lﬁe erased

bits of data at each Fansm
datogether; thus, egmhysical eddrass ia the mérmoklySB donvenfieresly ehcoded

t t face 4. The process ,
{ op€ BrhiRer ot i doliued b ' gimBer Boeagng they offset’,
Fi ge. dtpattitudradhe S0thb pddeR WIleﬁrtlfmétCr%% But 4t fh%cﬁwg Sffset”
data packet, which is transmtted fro them

200C8H QB Within HeTTaue0this 60TRe hasthe reelvantagef afemplicity.

CORRBUEE i A RBBIR SIS SEA b hded b v

packets recei ved fromthe interface con%_ol Ler ]
woyr. - by-word, into data packet portions ich each '
cogﬂ\ﬂbﬁfﬁtéﬁéﬁi%%to W@Ct tabrom m*t@l@stmage: desncep(esg in

o Por g AR st ooyl BB DB 8 e g s Brouan the

(i inkerfdder 3) ltlye tMi@U K:L:Eesmetamﬁrophgt@d)néﬁﬂthe control sngnal lines 6
si nul, t,aneou e Wi te enabl e command; then t
ok e

cofit? 8ie €pg gn&ighing 5?1@5‘8@'9”@'H@eﬁd@rt@sﬁ@nédhﬁﬁhtm
boENAEE HBH‘EPGSD’SlgnQI@th%ﬁJg? fhe Hﬂ%mc}r[ésgtsﬁﬂulgsne%yy%ste@e(he

chi p ENABLE contr ol I's sti sen
t r APRIPPTIgRIPNE OF Ehe can@;@ signat meeslﬁtmd)ﬁré(@[tprppﬂaﬂem of the

%t‘@%@@@g%%ﬂt e%qe@f@ ﬁh%&gﬂ{\r@\l :pg@@lgﬁ@ bg'fah e memories,

r eap@stmul@armm&tw ised the B8 itd sehaRhé REXD %ﬁéﬁ%‘:&drﬁﬁ\and (i.e.
units 9. 19 store the data pac
gpco e) to both the two memories. Subsequentty, and while the chip

ENABLE code is still belng sent to the two memories, the MCU 7 uses the
appropriate one of the control signal lines 6 and the appropriate one of the
control signal lines 16 to send the ALE control signal to both the memories 9,
19, and simultaneously uses the bus 8 to send address data to both the two
memories. In response, and while still receiving the chip ENABLE control
signals, the memories 9, 19 transmit the corresponding data to the
corresponding bus 8, 18. Thus, the MCU receives 16 bits of data at each

clock cycle. It transmits this data via the USB controlier 2 to the USB interface
3, which transmits it on to the interface 4.

The process for storing data in the device of Fig. 3 is shown in Fig. 4. in step

1, the interfaces 3, 4 receive a data packet, which is transmitted from them to



" The process of retrieving data fromthe portable data

storage device of Fig. 3 is shown in Fig. 5. In step

whbbhobdesommst er control unit 7 (in response to apcT/462004/000020
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i nstruction received fromoutside the device)
transmts the chip ENABLE control signal and
simultaneously a read instruction (i.e. firstly the

CLE control signal and simnultageously the read enable

conmand; then the ALE control signal and

si mul taneously the address data) sinultaneously to the

flash menory units 9, 19. In step 12, while the chip
BLE, cont r ol

naI tiJl.,.20 bej n t -
Shin cieycamsr?l angstggentge %@Q%@iﬁ' Unlthfe In step 2, the
i nﬁwtafstéﬁ't ¢l dﬁlﬁ'ﬂsﬁ'@rhtl@rhéﬁﬂé @@@lﬁﬁbk{e’c& hecstaéa ffdmtth% interface
master control unit 7 through the respective buses

18controligr syprdoy-werdreistedatedrrgket pgmqnswvm@mﬁaﬁbsmt@h a single
Lgﬁ;@g%f' a‘?.? géf 3)% téf‘eod did, eg%gmaétép de el%? thaiS{}an§mlts the chip

y uni or med

dakE NABLEK ebatrahgighalamm“rshmltmwnatyae PeRKE imstractitve (i25 firstly the
interface controller 2. In step 14, the interface
co@l—EoP‘P'étlrds%EBé' 2Rd Wgan%wﬁttget"Yﬂt&RjWbi%éommand then the
in f i

st Ié\gfil Hrof egﬁ?]loépng E@?Lﬂ@jﬁeﬁﬁsl A onCFééS éét%g td B the memory
sulblesicep, WD 1206t8H04 N hile Hﬁgldﬁfﬁmm@@ﬁﬁtmﬂélw}al is still being

Enabl e .bot h nD ch e

ke sEN e b BRRSMY U?Smiﬁaﬂ%? R Pk orusiy Ripiineousiy to
ch

S eBEn\dtng sen%e g D anuBerfe@iiehPthrough different
buseshediing hiusesdhclddand inlstep 5 the respegivet fiashomentery units 9, 19

9 d. d) Disabl d
PR dReRle PaokR B ifhGe. &) Enabl o the adarese

| at ch enabl e command (a control signal) f) send the

addhessroepes df réfhicolnghdstatieornuthe porabledatamtodyentiélice of Fig. 3
be interpreted by the nepory chips 9, 19 as _an
addy 858WI0INgFicH 2451 slepht! 408 BaSter SORKOLHABITa (in response to an

Comﬂgmoht reQqu s fRﬁnugﬁgfo% RS ddite)! fendrhieS afgeanid’ ENABLE

and are genera
control signal and S|multaneously a read instruction (i.e. firstly the CLE control

signal and simultaneously the read enable command; then the ALE control
signal and simultaneously the address data) simultaneously to the flash
memory units 9, 19. In step 12, while the chip ENABLE contro! signal is still
being sent, the flash memory units in response to the read instructions
transmit simultaneously the data to the master control unit 7 through the
respective buses 8, 18. In step 13 the master control unit 7 combines the
respective bytes of data received from the flash memory units 9, 19 into words
which are formed into data packets and transmits the data packets to the
interface controller 2. In step 14, the interface controlier sends the data

packets through the interface 3 out of the device.

Note that stép 3 and step 11 are each performed by the following 6 sub-steps:
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performed on the fly, on a word-by-word basi s. In

. a
single word. Thus, for exanple, while the devigg%%gmm#mmom
performng step 2 in respect of a certain word, the
interface 3 may be 15 performng step 1 in respect of
a subsequent word. Alternativel al t hough I ess
preferably, in other enbodinen?i of the invention
steps of Figs. 4 and 5 nay be perfornmed in respect of
conplete data packets. Thus, in the case of Fig. 4, a

onplete data packet may be recelved by in the MU
an@) Enabledath nemanachias Be 1 91{boibr meningy Mipsbangi kept eoabled

Pagtd W@U*{[@W@n 20 send the portions to the nenory

devi c ve deterni ned that the enbodi nent

calp) send bothadtaps theé Bemmeier ata en’r’ablé @bﬁlrﬁéné?_%ﬂn@r‘é{ Signal)
and to read data at the rate of tes/s his is

boghsend the cammands eraosle thaugh éhﬁ aa&aebtrsa&u ard the opcode will be
| |
£ oIRIBRIED by Retfoflors BpYe ¥ as SRophidio,e " Y

ded)c@ns;abie)uonmmenmlanctaename t@@oﬂoﬁmbscat ed by t he

q rema‘% ﬁ-‘é{ﬁ.i{ fI a menory devi ces.

%%P@b'e 2h & conyaang .ﬁamtr&i signal)
co [

of Vaang tﬁ&?"a’?@m&nﬁﬁ”ﬁr T Yafl Bniane BhcolaiiAbE
ennterprebd&by@etmerrm 2[3'@5/%6!9]53)&?@%&@%004/ 000020

Th wh th
kngm@@gy\ﬁ ﬁ*@n%tsgrﬁsagatfg eé?ﬁa ngc?m"]aé‘%Ze& r :3 t Ioner age
sofresHyiiid Mt uAbibrsdbod hﬁatbﬁ?éeérddéséeé Qi'ﬁ’ Ff 58. hr 5&d EhSFB generally

for other data to be witten to them menory
9, perernvaon thesiy, tarke Wcadtb)ewotdabaalsu!reothmtwm‘de Basad and 5

in re t to erased is

pr%@@&vgg>b$$ﬁere Q"g s%' é’?%@ég? Wpltehiwg‘”e&% device is
popsifbirhingy siep 201in trbepé@lbf & certhPSWorg! thé einfimey 3 may be
device 9 to wite the data to which is to be preserved

t 09660%',5'9&&6@8 ipHespeat of a sihsepyentwerdvcU 7 to store

it in a cache. Then the row of the nmenory device 9

CaptbfhavaRe GithagnliBss Prirératiy, tih SthdAShbbaMLAESF the invention
steps of Figs. 4 and 5 may be performed in respect of complete data packets.
Thus, in the case of Fig. 4, a complete data packet may be received by in the
MCU and stored in a data cache, before the MCU begins to partition it, and

send the portions to the memory devices 9, 19.

We have determined that the embodiment can write data to the memory at a
rate of 15Mbytes/s, and to read data at the rate of 20Mbytes/s. This is both
simpler and faster than an alternative arrangement in which the MCU writes

data alternately to two memory devices.

Note that the above description may in practice be complicated by the
requirements of NAND flash memory devices. For example, as mentioned
above, the windows of a conventional NAND flash memory device can be

thought of as a two dimensional array of windows, and only entire rows of the



cache to the nenory device. Another possibility if for
the MCU 7 to instruct 10 the nenory device 9 to copy

WMhWOHYPE rom t he row which is to be erased t oPCT/SG2004/000020
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anot her row of the nenory device 9. Both of these
possi bilities have anal ogues in the enbodi nent of Fig.
3 also. In particular, the MCU 7 wll typically be
arranged to erase respective 12 conplete rows of both
the menory devices 9, 19 sinultaneously, and will be
arranged to communicate wth the nmenory devices 9, 19
to ensure that any data in those rows which is not to

bensiBbRl &sh be cthSELEL ShESIRIEWRRhO frﬁthb%obvﬂ%%bg 5 Figs 1

occurs.” Since, as nentioned above, prefera

| raahichad tﬂumde@;&dato erasei soeok byt notealvelthe Hm@mm teerouSio free them
r. 9 is di d. bet

{ t he t . 2
a0t &8st Gaterte o rRE 6 BTR B M g R oS HCU 7 must take
CQIctien RO BALNG RN dAEAR 26 BBxXES WHiKh AMONOBIBWY erased is
devices 9, 19, it will general I¥ be the case that the

deﬁT@S@rMedh'Eh@r@s@fétﬁq%drséméegjﬁs ethtSeé?rI&mDs&éblﬂ’e«nscﬁ@sthe MCU

ceprngRuciine ffigRRESRHEE ol it bl R bbcHis g by preserved

degibeesppied fdthelhusg, ahe idvithe MUIT BSSovEitine che. Wen the
sendi ng 25 identical control signals to the two neno

dgPdhe mamonydeyiea O Gaiske Brasedy ang th@ﬂatmw@ten back from the
£ X04ch8 to M Mrfiohy AIBd Alfthn &l e 7 e RAGE,7 o Bstruct

ransrtrer an Se T Oows

ertas enerhonyt dilewbeléaets dhpy thé dasofrbhathet rogy Wﬁildhﬁs Q@lbe erased to
receive thlsF\&ta and store it within a RAM (e.g. an
30AN9tRer oM OB BeMaRk dgKice 2-whi ch acts as a . data

cache). Then, it may send WO 2005/ 069150

PCT/ S&004/ 000020 13 the control signals necessary to

t h%othmfrshgsejpomjbd;tl@s hage ainaloghes nreﬁpmemboehmemmf Kig. 3 also.

{ t th t back f
¢ e M7 Mg e b AR B msafiog S rase resperive
Vl corhpietd &Reetf bat tﬁétrﬁerhdﬁﬁée\ﬁces @819%%91%&@9 tatn%r\mll be
into the nenory devices MU 7 sends

si ghanged o ergmunicate Nﬁ'@s’fh@ mqr@oan deviaes @sé@éotemsunegﬂnat any

:rgﬁna@trg% eV| c%&lﬂfg '\g\,{i‘lé)?got 6?1@%295%(2?%% e%éewmefe before the

deletlon occurs. Since, as mentioned above, preferably each individual byte
received by the MCU 7 from the USB controller 9 is divided between the two
memory devices 9, 19 and the two portions are stored in corresponding
memory addresses in the two memory devices 9, 19, it will generally be the
case that the data in the respective rows of the respective devices which is to
be preserved will be in identical positions within the rows of the respective
memory devices 9, 19. Thus, the MCU may preserve the data by sending

identical control signals to the two memory devices 9, 19.

A first possibility is for those control signals to instruct the memory devices 9,

19 to transfer any data in those rows which is not to be erased to the buses 8,
18, so that the MCU 7 can receive this data and store it within a RAM (e.g. an
internal RAM of the MCU 7 which acts as a data cache). Then, it may send
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ernatively (i.e. in alternative enbodi ment sPQFSEHE+000020
invention, or in different nodes of operation of the
same enbodi nent), the MCU may preserve sone data in a
row which is to be erased by using the lines 6, 16 to
send identical instructions to the menory devi ces 9,
19 to copy (or nove) that data to other rows. Wen
this has been done, the MCU uses the lines 6, 16 to
send an 15 identical instruction to each of the nenory
ddhe cestre|, sigealstiietiessanydeshe neemotyodeviese9} e foteda.respective

Al t hough onl i ngl.e enhodi nent of the invention has
o a8 d7 b kel Ena maN ansmiLhecHa ek SEuBitep RAM

: [
R O comon Ty URVRE S 819 la the esdfeck & fajq fises &
f I'8s o heferwrittervinte the menmary Idevicesd,t 19. The, MW 7 rseyndbALE

lart? By BHTRE lned 5 Bb e S Byfdtitine el 18 o
c omdicate! tae ibsatikaT iBithe ménBR; @evigéggpﬁg?ﬁ{gﬁgitn%gggé 9buld be

masgwbe i npl emented with any versions o :
s tSAGArBORFPhata difierentsaeiedy losatine fram thas at xehich gavas

it ﬁ}%l’ e ot ed that enbodi nents of the invention
m%I/F Iavlgdsrtrg'ﬁew' features which are not shown explicitly

here, but which are known in other . publicly-available
por{ablggﬁata storage devices, such as password
p

roteseativgly (e de @lsmadve emmbadimentspbinetinvention, or in different

Y Rbes 6 oBehatiBH o e sahBRebBEd Rentf e My iR pfégtive some
ordatg ki &lred whichlietabé erddcOvy WSiRG thé4inek & M6 tokend identical

o uBuSR g FSFEHE: s s 1 o eP Bl Toare)anat dta to other

degweeWhen s has BeEAEBNE O OB lsed PRI 6 C8S Qnd an

uni t, and .
identical instruction to each of the memory devices 9, 19 which causes them’

to erase the data.

Although only a single embodiment of the invention has been disclosed here,
many variations are possible within the scope of the invention as will be clear
to a skilled reader. For example, the number of NAND flash memory devices
is not limited to two, and may be any higher number. Furthermore, although it
is preferred that the USB standard employed by the USB controller is version
USB2.0, the present invention may be implemented with any versions of the
USB standard which are introduced in the future.

Also it should be noted that embodiments of the invention may have many
features which are not shown explicitly here, but which are known in other
publicly-available portable data storage devices, such as password .protection,
access controlled by biometric verification, such as fingerprint verification, etc.

The implementation of such features will be clear to one skilled in the art.
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at least two NAND flash nmenory units connected to
transfer data to and fromthe master control unit via

respective buses, the interface controller being LLOYD WISE

arranged to send data received through the 10
interface to the master contr@ unit, and the master
control unit being arranged: to partition data packets
Eempved fromthe interface controller into data
packet portions; to transmt different ones of the
data portions to each of the NAND flash 15 nenory
nits,si e using the, respective data buses;
ind t'g‘ %ﬁ%ﬁa&%ﬁﬁﬁﬁ\ﬁ%\%wc 'y units using
cont r gldatd BitedfaceMurerangfedring @ata ino BAE lbut BEtHY BEViEé,ash
menory units, the master control unit transmtting at

| east 3 Hitprfas@portraiiginal s to both the NAND fl ash
rrermrgrhgg%rscgmm 't\/\kﬁasm tting the data portions

usi ng the buses erein the master control unit is
oper adl leasitwo HAND flash segnary urdtsradnhaotedusl tyarisfert deta to and

t least two NAND fl ash neno its for causing the
&P%ﬁ?@%?teécg'éﬁ?lllﬁﬂt Y r?ﬁéecﬁ&ﬁg’ﬂ-‘)?e%ace of each of
t he a i r t
devi cfehéa@%ﬁ é:% ng to c glér%@id?{nﬁltéhéé{ﬁﬁ d;ﬁ\ﬁ\%% %Yed\hhrough the
méerface torthesnaster camtrtalngnidand transmt sinultaneously
toth mast&er ﬂ' Bmt dat a packet portions, the
nast et 'SCHALIEGICONHP ”’PJ'E ﬁ'@geﬁrfaaﬂ%?@d to combine them to
f or m gapatitionelacd ?acl@aﬁg rédarisdirbnd the ifRirfcBaekéblet idto data

the interface controller for transm ssion through the
packatpEions3o 3. A device according to claim1 in

whi ch, t

st of° PEnTPBRarER Oyt S BERlohs tfddchor i NAND fiasn
ﬁmﬁ@vsjmtstsnnultmébo&ﬁﬁsm@&hé@é@e@uoéeﬂatmngés}mdsuch

t hat each wcird RI I\ES? ﬁta to be stored is d'l vi de

i nt o to control the NA lash memory units using contro sugnals which are
sent to both the NAND flash memory units, the master control unit transmitting
at least chip ENABLE signals to both the NAND flash memory units while

' transmitting the data portions using the buses,

wherein the master control unit is operable to transmit a signal
simultaneously to the at least two NAND flash memory units for causing the
erasure of a section of the memory space of each of the at least two NAND
flash memory units.

2. A device according to claim 1 in which the NAND flash memory units are
arranged to transmit simultaneously to the master control unit data packet
portions, the master control unit being arranged to combine them to form data
packets, and transmit the data packets to the interface controller for

transmission through the interface.

3. A device according to claim 1 in which there are two NAND flash memory
units, and the master control unit is arranged to divide the data packets into
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two bytes which are included in data packet portions
for different ones of the NAND flash nenory units. 5
4. A device according to any preceding claimin whi chtLOYD WISE
the master control wunits sends identical control
signals sinultaneously to botis the NAND fl ash nenory
units through pins of the master control unit which
i , :

Fite o5 BORERE sEEh that ERRREIRG h LS RIBE StorBlUpBivided into
twanbytes whigmate inchudes infdata paekatpostionshfor Miffépent enrgs of the
&Emﬁ %gits. 10 5. A device according to claim4 in

MR Sntrol unit transmits identical
WRI TE, READ, ENABLE and ALE signals to the respective
menor devices. 15 6. A device according to any
4r ec Aideyicel agaerdingmiany preeeding staimda which theygaster control

il SortEcipe Rt g Gubl i AR i GRAN R Efo.bdinne AND fesh
ineforp LBt Asugheing ebtheanaskdr cgntrolurit WhiBhsdreredehdelectrically

having a data transfer_ rate of at | east _48(%l\/bi,t s/s. 20 |,

eonnecird -2 capket oA ing. Agh sPatelfignAlding iradingpirgspective
gﬁﬁq r - Ses.

é&ﬁ? I% [ cﬁedpgjg% gfg'lfeﬁ%éc?loof;tﬁ%%@gmsﬁgﬁg&%hpﬁg.mi ch

the predeterm ned 25 packet size is 512 bytes. 10. A

evi c ccordi ng,to.any.precedin [aim,in ich t .
frast o eVl ecotdn S RAL £ PhEE e Braer ot fanpmis
ideRtiSAINRITE OREAD) ENABDLE dNOMLE Ispfitals R respéttive memory
whi ch causes themto erase a section of their
dedees:t i ve nenory 30 spaces, to instruct each NAND
flash menory unit to transfer a portion of the data
stored in that section of the nenory space to a
gi f f enrfdvideos@ddraing tblaryprébsding thaithlin whide e irterface is a

according to claim10 in which the different |ocation
USB interfagayand the interface controller is a USB controller.

7. A device according to claim 6 in which the interface operates according
to a USB standard in having a data transfer rate of at least 480Mbits/s.

8. A device according to any preceding claim in which the respective

parallel data buses are 8-bit buses.

9. A device according to any preceding claim in which the predetermined
packet size is 512 bytes. '

10. A device according to any preceding claim in which the master control
unit is operative, before transmitting the signal to each of the NAND flash
memory units which causes them to erase a section of their respective memory
spaces, to instruct each NAND flash memory unit to transfer a portion of the
data stored in that section of the memory space to a different location.
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menory. 12. A device according to claim 10 in which

the different locationis ina 5 location in the

respective nenory spaces outside the section which |5LOYDWISE
to be erased. 13. A nethod of storing data in a

portabl e data storage deviceqgncl uding a data

interface for transferring data into and out of the

FEVI CRyedie JHC%H ﬁé?o E%lr‘ﬁoﬂ)t inQehieh fché‘dm%?éﬁtr IoEé’ﬁHrf &lin a RAM

uni t "havi ng y, and at |east two
mbaﬁinyrrermry unlts the rret hod i ncl udi ng the steps of :
the interface control | er sendi ng data packets received
through the interface to the naster control unit, the

{mst eq d‘éQI&aréﬁco%hb 19 R[dirnt-1 O Wsich ke BffefeMABKSSGN is in a
received fromthe “15 interface controller into data

Ipaatien indbetrespestivermemay spacas eutsiderthersegtion mduchis to be
t he data packet portions simultaneously to each of the
flash menory units sinultaneously through
different respective buses, and control ling the NAND
flash nmenory units using control tqnal s which are

tant Adnetbod of orng:ggann @swprtﬁ:.ht%ﬂﬁ apierage dewceinglyding a

B R A 408 4 0 G0 P Atace
d:’(ﬁitmlryer aimdster condrad ubﬁévaw'lgta gachéhivieenaryj ahd sétedishtyvo NAND

t he chi p ENABLE cont ra itti th
BRI g e Reina PREOMSDESBORAND | Lash

menor
the 'H@rfﬁ%agﬁdﬂ@#gf%ﬁﬁﬁ?%% MECHULS PSceivetItHrbEgh the

respective s storing the data packet
pmrfaomm thesnaster eblmtrmlhmltrret hod further includes the

step t he, nast er co nit, t 14 Ll '
Si o eymanrponoL it heiiolile e RARB A dHoAugt RO the
it rfscd SortriRe intbRlats patket portichss ge\tiltcuhsmuttmgedlﬁemm ynes of
space of each of the at |east two NAND I¢ B [ns
thﬁ data paokekportions sipultaiequsty to eaehefdhe b "ﬂﬁ ff aégo rnémgry
U5 S poobi SR i Peghngblggh syiitonpotng e
Na®DfI¥EPmemory units using control signals which are sent to both the
NAND flash memory units, the master control unit transmitting WRITE
instructions and chip ENABLE control signals to both the NAND flash memory
units, and subsequently, while still sending the chip ENABLE control signals,
transmitting the data packet portions to the respective NAND flash memory
units using the respective buses, and
the respective flash memory units storing the data packet portions,
wherein the method further includes the step of the master control unit
transmitting a signal simultaneously to the at least two NAND flash memory
units to cause the erasure of a section of the memory space of each of the at

least two NAND flash memory units.

14. A method of claim 13 and further being a method of retrieving data from

a portable data storage device, the method including the steps of.
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17 the master control unit issuing simultaneously to

the flash nmenory units respective READ instructions

and chip ENABLE signals; the flash nmenory units in LLOYD WISE
response to the READ instructions, and while still

receiving the chip ENABLE congyrol signals,

transmtting sinmultaneously the 5 data to the naster

contr gle Hﬁsiertdﬁn?r‘éghnﬁ fuﬁ'fgeélﬁ}tﬂtgﬁg%élwg S %\ Ffrégﬁg)ry units

master control unit conbi nin ata’recei v
Tespeictive IREABmmthhlnnsanﬁmhln ENABIH sigpatszet s and

transgi t il the data packets the dnterfac .
cont r 319 RSt eeliforkintsfa Feshebsedn e READ Sisifictign.and while
BHIC kestlevifi@ ared mﬁ ENABLE%dmbighalslﬂaﬁgﬁﬁthﬁb sitilitarfddusly the
of the device through the data interface.
data to the master control unit through different respective buses;

the master control unit combining the data received from the flash
memory units for form data packets and transmitting the data packets to the
interface controller; and

the interface controller sending data packets received from the master

control unit out of the device through the data interface.



