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WD 2004/ 043037 PCT/ 1 B2003/ 004720 1 PROVI DI NG A USER
DEVICE WTH A SET OF ACCESS CODES The present

WO pwefiioeon generally relates to met hods, apparBCTIEB2003/004720
and conputer programelenents for providing a user
device with sets of access codes such as one tine
authentlcatlon codes ¥}a 5 data connunlciflons

Cnewtlne authentleatlon codes (OTACs) wi th paper based

scratch .lists . of transaﬁﬁlon uthentlcatlon nunbers
The ??ﬁﬁ@?toﬂndﬁetﬁPﬁegeEPEG YoiPdehGRbEPsMEFRODS , apparatus,
and bbmpaaemngkwgpamubaémentbheoﬁlpkdvmﬁlﬂ@ anukenredevice with

setsl nsactlon% d be desirable %Bﬁﬁ a% secu rg .
sP r 8§&8Rd 8|SFrFBu 3ﬁ BPEOTALS. SFERRBU 42bE°BqaaRry V12

datadesmmabheatdopernetwouhseeuehtaacweselESsCﬁémmunlcatlons

netw%@ rever and whenever needed. Unfortunately, paper

sed scratch lists are both relatively insecure and
i nconveni ent to access. 15 Typically, a scratch Iist

One h%m%eahtﬁéﬁﬂhéa§§6ﬁ'ESd@EOYb@ﬁbs§u%ﬂthaﬁaﬁegaﬂgsée @cratch
custoner via plain nail. A miled scratch list can

1lst?nP5rEéﬁ?ééCEﬁOPoGPEh?Htﬁﬁ@té8§tBH@Peéﬁd E%Eﬁédorlﬁne time

cred&ddbhkdﬂnuﬁb@ﬁsfa&éoﬂﬁ&&eé@ﬂﬁglybgob@ﬂegd1ﬂpaﬁet@1eld of
or Scrat c cur,e I On sucC as a

on 13580 BraREeltE09' ol B ckPutry BEnaSe A B hRare PRENSE, SpghTe
storhpst ansl dsedribgulian| pf OBACegulLar pulldedesegabthyl i st
de31g3%lgeto %EﬁhgttanegﬁgenenaéceggsgofB&Aééﬁaﬁgﬁeng;gnd

ers wmth access to scratc
When§§¢§t@ﬁeﬂﬁ§t Psfestrnateby . avensrohepedi ecranghbéipbst are

bothOke$hek€81vOTACS QReSEhat ¢Achhobaiahe ROt sHWsHakly 25
encrypted. Custoner account nunbers, which are

Typlﬁeﬁéwa|eySCEeﬁﬁhnéaSRA%ﬁ SRNETAEORo2efPEELCg Provider such
as at bangaebi ancudkemsdely pnegardedlaSAbﬁamgeQUBbretyh list

f t
can K B P CRBERe, PACKSBFSnhPch BTARERAYE FBancohesd: I
addiwhen, nmehggcficbnmene sanabthbki seliedanpbhetp store

scraEHﬁthﬁEFIEQ QegchQetf 8E§Bh'¥uéh°5§ gr éféryTEmQ is

scrat nces securit g
esperiplhEr fbeecapapehebastbeserapehhl 1485 igresed regularly.

A re@ﬁﬂﬁk&?ahgédfgﬁrhﬁehl§§thﬂa§eb¥|@8f9f9ﬂlgﬁésob@nprbﬂt
manner. W98/ 37524 describes a

Gesk; PahsAErTBhemoFHOH BPHGUaoBbIFES wich access Co-the

scratch list. If a scratch list is carried by a customer, it
may be lost or stolen. OTACs on scratch lists are not usually
encrypted. Customer account numbers, which are generally
combined with an OTAC to effect a transaction, are widely
regarded as being publicly known. It is inconvenient for many
customers to manually keep track of which OTACs have been
used. When moving from one scratch list to another, customers
need to temporarily store or carry two scratch lists. This
enhances security risk. Furthermore, paper based scratch lists
are complicated for the issuing service providers to print and

mail in a timely manner.

W098/37524 describes a transaction method using a mobile

device. This method employs International Debit User
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35 device. This nethod enploys International Debit
User WD 2004/ 043037 PCT/1B2003/ 004720 2

WO d@anifosTati on (1 DU ) nunbers to identify i ndP@T/tRead3/004720
accounts. The IDU is analdgous to a custoner bank
account nunber. Specifically, the IDU is pre-|oaded
onto credit/debit card. In operation, a point of sale

IdentpEgratdom faPUeagePREs| bol 15entafvaisféuifraébpecounts.

The Q@m& @%da%b%%b%ﬁsa@oago@ﬁ%tbﬁe@ebgﬁﬁuﬁkggunﬁrﬁﬂhﬁar
entified account. ,The custoner. conpl etes

SpectiEamedt o iy 1I08s 4B Tan LoRaBG PBRCoF T ERs pagbit card.
In obef@iAan., Eh901BESoEe%€ﬂ&a|P@Smd%e@mhhamsﬂéhdgnthe IDUI

recei a.server .in th nk res nS| I r
ron & orRei W GRS £ Rao G4 R I0vPE: ROy ConBe Bafucted
fromoana18@h$afhbdrabdenhtflmhélenswbmakecoﬁﬁuwtesnahe
b t k f
tran%g @1%% %%i re%F g %& ?gﬁg@Q%ggrg% gﬁr ?BE”%E%ﬁgHaQ The
POS ﬁ@a@lnﬁﬂOﬁemﬁ@ @nﬁrﬁn@apdlby trkeefiptnicpabk epraer in the
pankCOLAELiBIe FANEhe alkansact W@@s /860A! 3rBpEssENt O

he Server for verification nessa Thi s
Pre‘§6ﬁéﬁ@9d¢§@u§§@§ &Rl ¢ ﬁﬁ@se§é§eéf1ﬂ99Féflﬁé fon Module

(sIM)I aRSae! icars Wist hsBESiheGRMNabsiYkapAcsenhaetolReS instead
i nterface and exchangi ng SMS nes agegﬁfor transaction

of ofefi fPERATSS. SHREPs OReRETPEYNGE S ui 161 60Pdr 1BThRESn read
fromdehevemmrthasdlhybehausermmubs aneaf cxadator leaechmanner.

Tran%%%%g 9%%5 Fgeh% e%b %h% n%rve% gbr VEEifi$8tlon

Ctroni e sters are  déscri
by S®$4meﬁ@@@ﬁfﬁOZ@lSMBOOEm95§85CuﬁB@E/Oggﬁlthﬁﬂggﬁgl¢64¥DUIS

for %an@ggkﬁ%%éz%ithnP@%CQEgﬁEﬁgl@'bgatgecghgégﬂtless

invention, there Is now provided a nethod for
lnteﬁﬁ@@@d@ﬁ§~&XG§§ﬂgd§9|§¥Swm€ﬁség§§tf8F tygngaeéden

verlgsééiaohheTﬁét%@Qﬁ&@"@élﬁbﬁgsuhﬂabgé ?&%roiﬁmlaéllvery.
or an encr | ON an | NnNtitTl ca
mhis g e O A R Sk | PifEn

howevede b@eanoser émivtba alecnmbnucapagmsnneswetbmslarehe

desc?%%%%rin %&'2963%44e”%6$Bygg%g§eyw686?ﬁ§8%§ '”%062/09851

ofed in the evi ce ocCa
W002§8ﬂ46ﬂ aepesWoPaddéssan -r ecei pt of the |dent|f|cat|on
code fromthe user device, performng a | ook up

function based on the identification code received in
In aFHQrdﬁ€§§a§étPotP€tPF€§€thénV§9tﬁP8w1§P8F§gés now
provédedy pt me@hblde fset providing a user device with a set of

access codes, the method comprising: in the user device,
storing an encryption key and an identification code, and
sending a message containing the identification code to a
server via a communications network; in the server, storing an
encryption key corresponding to the key stored in the user
device, allocating the set of access codes on receipt of the
identification code from the user device, performing a look up
function based on the identification code received in the
message to retrieve the key from storage, encrypting the set
of access codes using the retrieved key to produce an
encrypted set, and sending a message containing the encrypted
set to the user device via the network; and, in the user

device, decrypting the encrypted set received from the server
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of access codes using the retrieved key to produce an
35 encrypted set, and sending a nessage containing the
weponpptoetd set to the user device via the netMUT/KB2003/004720
and, in the user device, decrypting the encrypted set
received fromthe server WD 2004/ 043037
PCT/ 1 B2003/ 004720 3 using the key in storage, and
usingt bhenljevhendecpypoed sed sforaggesbecddesypbeduset byt
acceBsUs8heQf shbeyuser dgviicer Thi snadyantagegusky
provi des a schene ?or provi di ng access codes such as
OTACs to custoners in a convenient yet secure 5

ThisMBAREehtafeeh8lgbbyoviBes Bt BeHehHr Eher pesipaiE§Sact8ss
t he server nemLkeé,ﬁencr I hg the new
e

g enerating a th'
co eEe?“ﬁFtﬁStﬂgAgFeGPoﬁgs Ke§r=and APHgaSHEs¥apeSecure
mannéent ai ni ng the encrypted new key to the user device

via the network; and, in the user device, 10

decrypting the new key received fromthe server using
pPrefehneblpr etheumekbyd é&ndtbeorcogprheedeciyptbd aewgey

' c p ' - key hi s..a n 0 y.
gener e A EPSnar e et i boe P L Par e Egupaovicus
key, r afflesAREARIOR RejsagapFeybainiBIThEeNBRABEPRAS AF¥okeY to

the ﬁéé@néeb9ceiOiéhﬁhéeﬁééﬁarﬁpcéﬁatiEH ghBeWseselePice,
access codes with the neM/ke¥ tg roduce a new. ke
S

y
decTy¥RELYPL ERSsBEY KRY SBRAING atHe¥sage EBRVET nPAGREhERS
prevhiewskeyy, eandyptedisgt the dberupeeddaiwCReyi antbkace of

in the wuser device, decrypting the new

net wor k; and,
the EE?Véﬂng%?gd set using the 20 new key, and storing
the decrypted new set for use by a user of the user

Thisdng&ﬁﬁﬁégbas?9V2959988§SAMdP%QMhQESséeﬁr§€§yﬁ§

refres nt of "the access codes In a conveni ent

facifpppbingppererabrgfrepbnapihed keyehercéerpei ses: in
the server, 25 sending a nmessage contai ning a new set

of ﬁc ess codes to thg user device via the network;
The mafhof meKeahser SHEGPEetCst 0Fi g EREVALw SBETYBFged neW
set by acuseks abdebewtishr tdevhee. kdhetoepbhoducany hawt hey
compri se. in_the user devjce, tracki .t he a S
encrGBIBY' B85y By Retihe % phigraprng Ot e ERE Rew Koy
encrypspdnsett bo30hthespuntericé uhastbeapetwerkodesd, in the

userraégmhgg ae@§9ggﬁﬁﬁnkﬂ§dnew key encrypted set using the

new key, and storing the decrypted new set for use by a user

of the user device.

This advantageously provides for secure refreshment of the

access codes in a convenient manner.

Preferably, the method further comprises: in the server,
sending a message containing a new set of access codes to the
user device via the network; and, in the user device, storing
the new set for use by a user of the user device. The method
may further comprise: in the user device, tracking the access
codes used by the user, generating a request in response to
the number of unused access codes reaching a predetermined
threshold, and sending a message containing the request to the

server; and, in the server, sending the message containing the
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t hreshol d, and sendi ng a nessage containing the
request to the server; and, in the server, sending
w0 b@4oe®3nge containing the WO 2004/ 043037 PCT/IB2003/004720
PCT/ 1 B2003/ 004720 4 new set of access codes on
receipt of the request. Alternatively, the nethod may
conprise: in the server, tracking the access codes
new §§§dOﬁyapﬁésﬁsépdeénénséﬁéﬁﬁ@ttﬁé thessageesdnt ai ni ng
Altekﬁgta@w1§ett9£ Aeeass ﬁageéohgr&e% :USEI tBedg¥i-Gey, N

response to the nunber of unused access codes
trackdgghithg §C§ﬁ§§e€@éﬁﬁn@ae§hbgsﬁaﬁduSﬁﬁ,aﬁ@éhé?ndlng the

messabketBakiad@ingt RBcMbhodcBY FCaMRELESE cobBst B8 UBEr user
devi.ce, generatlng est in resﬁgnse to a nua

deviggndp FESROPRE EQngeaHH §&n8itn g HSREs 85685E0RPEFRI ng
reachhegr equesticteriniacserieeshand,. 18 bAotherselvernative,
sen%]gg t he nessage cont%hnln new, set_o access

the meg may _ compr il F ﬁ % rh% V1C energting a
eS“onrel |BF t he requg &5 PRVA Sregerreg
requewbodmne&ﬁp@hseheOpaemenuaﬂnuepumoﬁromhehﬁeuhed, and

sendi H%I?gﬁg% %g{'%%ﬁtahﬂlhaetﬁ eEegglgeetog%ﬂgrgékggra and,

e key pair ng a nessage
in taenesiriedy ﬁﬁ@dlﬁgp@bpl@eﬁé?g@fCpﬁéaﬁaﬂﬂgt@hﬁhée§e§@§r0f

acce¥kacbbRsnehWekkeibl blfethser¥elies@enerating a session
key, encrypting the set of access codes with the

session key to produce a session key encrypted set,
In aepeefptired bhboﬁe&&h@nokethibhebéﬁtp&h&éﬂt&em t @he method

furthl roduce _an encr. p% d sessign_key, sending.a nessage
urtEUeRSN2CIPLES RERS) A0VESE, SEgkag A TRes g
publéndpypwedesésylvalkeyand skadinger degsegevicanthéning the
publﬁ%tﬁ% 'ga%ﬂe bﬁl&h%ouﬁﬁé g%ﬁb%? v1geEE¥phbggo%ke in the

encry session ey W t e prlvate %
Serveai.r JEHSE8EAPEr 2t KES§488| ERYKk e PRCHFEPLYPLI Kt Ret of access

code%e%ih%nth%eﬁe%gﬁbhpk%9 %@tprsncbhg g@@@!@heﬂe§eéﬁb99pted
to recove 25 the se% and 8 % e decr 4
Set's CEYPLIZE hySaSGSErOBf thle PeelCTRF o° Pro uce

an e&dﬁg@t&@e@usbﬁonrkéydeSehdﬁhbea meeeagbycwnaaﬁuhhgpkEe

encryption. 30 GMAn t he n At o r
seseffl KED°RIBU AR Y B GLLIE R ERER, LAYBILECRSL 20 e
userpd@Vﬂ@engla mgerneewpcé wenhl, al@etheoﬁsaccégyic@des

decry/Be Bt hed %QQB&b bﬁgsebglbﬁek%§ewlgﬁvhﬁé pri8ELN@ednor
encryption key and an identification code; sending
the pair to recover the session key, decrypting the séssion

key encrypted set with the recovered session key to recover
the set, and storing the decrypted set for use by a user of

the user device.

Thig advantageously provides further security via multiple key

encryption.

Viewing the present invention from another aspect, there is
now provided a method for providing a user device with a set
of access codes, the method comprising, in the user device:
storing an encryption key and an identification code; sending
a message containing the identification code to a server via a
communications network; receiving from the server a message

containing the set of access codes encrypted with the key;
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a nmessage containing the identification code to a
server via a 35 commruni cations network; receiving from
WO b@45¢303Er a nessage containing the set of aPCEER003/004720
codes encrypted with the key; W 2004/ 043037
PCT/ | B2003/ 004720 5 decrypting the received set of
access codes using the key in storage; and, storing
decryRéingc it s€CSaVef Satcedsac6ass Fofesugsiby ahaskey in

stor@bethandsekdevinge thihgcprosenly LBveRk gRc8Lk80codes for
extends to a conmput er program el ement conpri sin

use BEnBuPEFTE R GHFaHFESIBCNESR WkBR PaaAEaY ATyention also

exteﬁﬂ@Ct&Sarc@ﬁp@t@&ebrégYaﬁeeleﬁ@ﬁklg@h@%lbﬁﬁgpbaﬁﬁﬁﬁék
perf.orma ne as .described in this

ar agr aph. .
ProSy RS RSB BoeH: LPROEH: f6nar PRCFEFCAnaENE: CaopolEvice,
conftiberes ichenpwopesebtedp pemeEbhodaf aethodvidi dgsaribetl in
thlsd§$E3§ h a 10 set of access codes, the nethod
SI'ng, in a server for comunicating with the
user device via a network: storing an encryption key

vlewﬁﬂﬁr%ﬁ%OBQbE%nEO1ﬁ0eﬁﬂ§6¥pkk8ﬁ key éh%%&@r'ﬁsp&@% Ugfbre

eV|ce | ocat |ng he set access COo
is nQ@ePrﬁﬁﬁﬁéé oft Petbppt for Qrﬁ¥é§é§§ BoHESINPAY18R wHth a

set bﬁeabb%egabbaasgoegefm@&hbaec@ﬁgkla@ﬁbceéﬁiadba@veﬁ for
uncti on as on the

comga ra g PRk h EBhedsRzc ARVl KiPre PatPatE ( alotifg an
encryetibavi&etyheckegsbpa atjoragan ean@yppﬁbngkbpessekedfln

the ﬁ%%%sée%g@% giingakh% r%hrlgv%d %egccesspgggg%etg the
encrypted sé Ading & nessage cont arnrn 0
usertﬁ@Vén@rppteecgepttgfthemaseagdevpoeaunanghennetmork

1denEE?1cB%E§EnEoH@V?QEhO@hél§9e§XHQOQ§et91§ ¢AaPHLBlork ;

program el enent conpr|3|n% nput €r program code mean
perfWH@ﬁngoadéaOknuﬁ fPreEésso aé?da°§eFP§rl srpiifépation code

receSystieah ¢8af hgdeaget A6 r@t@@@ﬁ§0thb0k@9rﬁgbﬂlataghbaq
ed in this i cul ar.l

encr P BT b s b koRCCRes: ReoBreuenps FRgoart i tvERctey to

prodaceess endeypaeé epe;t and, aséhdmhgcatmeasagdeSOntalnlng

the gk%&k@%%ﬁ se@ @opEﬁgeEEgg 8@99@5”@95 gﬁetﬂgtggﬁﬁen&he

nve
pres@@ﬁnﬁﬁW@&tﬂ@ﬁ pécaoekteThe tgserCQ@puc@rnay09©ﬁpreéemant

compggghhﬁ Egﬂﬁﬁte§'ﬁkb§EEM cbRe Hesh %geﬂeYbSQeHHXn a
onprise a smart card an eSEeC|a preferred

proc@ﬁﬁBHlﬁénP 8FIVRE ﬁp@géﬁ?rlﬁV§ ElonCOoRRESHESSalBS are

procS¥bor to perform a method as described in this paragraph.

In a particularly preferred embodiment of the present
invention, the access codes are one time authentication codes.
Similarly, in a preferred embodiment of the present invention,
the network comprises a wireless communication network. The
user device may comprise a mobile phone. Similarly, the user
device may comprise a smart card. I an especially preferred
embodiment of the present invention, the messages are SMS

messages.

Viewing the present invention from still another aspect, there
is now provided apparatus for providing a user with a set of

access codes, the apparatus comprising: a user device; and,
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nmessages. View ng the present invention fromstil
anot her aspect, there 1is now provided apparatus for
w@e@ndiogiopy a user with a set of 35 access codrGT/IBR2063/004720
apparatus. conprising: a usef device; and, WO
2004/ 043037 PCT/1B2003/ 004720 6 server for -
communi cating with the user device via a
servegnehi CRNYRS CAEERET WithhEhgsspegederaceofpRi 8i ng

commi®ars thiehs %EQWbBQ aEh@”ﬁ%éQtH%Ql%%yc@ﬁgriglng means for
i.dentification, co nmeans for, sending a nessag

Stor&&ﬁtéPnFH&rﬁﬁglpHe%?V PEQtF&nléﬁ&élélFétﬂﬁg §8@€era9ﬁa

meankhgoftebwatk ngt Bemeekwge @@ﬂmau&uﬁg &nénSdégtlbeatuag code
n enc corres g to the key stored

t K in
2o e SHEEF P aBoPe bR enBaRE E B SPFOSSrVRG FRECEar ap medns for
storacgess eodeyptdonr &egi ppbreksvbadidentof tbat keg eadeed in

the Psgg‘hggl%%ergggﬁlCﬁgrlgﬁﬁggﬁgﬁﬁgga%foggkn faakgggsu odes

unct ase I on code rece|v¢
on regefbé @§s§h@e1ﬁ@nteﬁﬂceﬁeonheodheﬁrbmoﬁhgtgsagedev1ce,

mean%e§6§ %&f%&%ﬁ%@tbnQobﬁeuﬁeEuﬂEté%ﬁeﬁés%Edgﬁ tHel ng
he retrieved kéy to _produce an encrypted set, and

1den&é§ﬁ§atﬂep §EAGI rECsiieds e tEENIGERPHE Fﬁeréﬁéﬂ?ﬁﬁe&he

key $@bn¢@tb&ag@$emeaQQVE@@ éh@rybelﬂ@twaékse@nef thhecHdsetodes
neans for decrypting

rth 1
asingn Epgo el otV el PEPOrEnaTs BPEr PR g thamkaymeans

for seadddg A mbesagercdavade;ngndheweanﬁyboedsbetlng the user

qevifeCLyRl eYSeL Bh ACCERs COAES LAl UsGiBX chgpuser
e present |nven i"on Ur ther ex user deV|ce
compfrgs ingepepwisn g oa §@prapta@gegbec@@@gypt@ﬁ1aesereeelved

from® theO BEWRcali:QRs REEWREK, stReHeYihCeneOlRELSHRG ce, and

means for _storing _an encCryption key and an
MeAnSJERET FIFO&E RN CEEIESCR¥RAST F6F SEnarR§ssa AESSEgéCT use by
the ¢eBEai ning the identification code to a 25 server via

a conmuni cati ons network; mneans for receiving from

the server a nessage containing the set of access
The podesntenavgptednwiftitthbe keyendsans honsdectygpticrgfor

rece&@%néege%%%do%egccggﬁor88%%0%9@ﬁ$?ﬁ§'ggekh$ key in

e; and, nean ring ecryp t8d%set of
Comma@é§§§l@@§e@eﬁwprhsetby deusee ebmpgdsihe:unepngdedpee.

storAddl bhoRakhyptiBe REGSEAE LAVERLheR rexhends L8a8; means

server for
for sending a message containing the identification code to a

server via a communications network; means for receiving from
the server a message containing the set of access codes
encrypted with the key; means for decrypting the received set
of accegs codes using the key in storage; and, means for
storing the decrypted set of access codes for use by a user of

the user device.

Additionally, the present invention extends to a server for
providing a user device with a set of access codes via a
communications network, the server comprising: means for
storing an encryption key corresponding to an encryption key
stored in the user device; means for allocating the set of
access codes to the user device on receipt of a message

containing an identification code from the user device via the
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providing a user device with a set of access codes via
a conmmuni cations network, the server conpri sing:
wore@a®4308T storing an encryption key correspoPdi/IBR003x004720
an encryption key 35 stored’in the user device; neans
for allocating the set of access codes to the user
devi ce on receipt of a nmessage containing an
netwpghknt nthoat o eedéornpnut helaskr udefiieet¥pa bagetorn the
1den%9@ﬁégﬂ§gﬁ7cgﬁg/f@ggggégoﬁﬁzghe m@@é&@ékﬁon§ée§lé9é the

performng a up _function based on
key ia@ﬁtﬁFpéagﬁonm66a§ fetervegyPhingetRBsggheCfoaccess codes

us1ngethéey@tkm@ve&eke§rea1§kaaag@,aﬁeaﬁ§r§pte@ngéyptaﬂ@
set of .access codes usi ng t he rﬁtrleved

ey to
meanﬁr aﬁcéeﬁﬂleﬁc?yﬁ?éﬁa§8tCOBHG DENEREHE ?BFr¥€E8én§e5 to
the vesgagevdéaost aiai hget hetenekypted set to the user
device via the network. In a preferred enbodi nent of
the present invention, there is provided a secure
In at parfatrtriednembhémsenhi ofi thebptrhsapteiseventéonanthapeeis
provgae eQ'EEEu&%rtPQhEaESEBH”EEﬁeﬁEdghEBB eXapBLe, méQe secure
ing service providers conpare convent i onal
and geKenesnvepiphakEt feul BPEY preternpsd arBodf AENEXBFPLRe

bank@h@s§@Evh8éeﬁkb9ﬂde99nEbh@@%edaw§HﬁrEoﬁ@éﬂt@@n&@'§Bhemes
nmore scratch lists_are stored

A PaFE%F%@éﬁﬁynﬁﬁﬁéﬁrrﬁdnﬁ PélH§9F08ff5Pe EBﬁ§8ﬂFeﬁPV§ntl°n
compaﬁeeSSIagsmBEtseaaacbnlw&ﬁ&hsbﬁéedromothessﬁatth151sts are
encrypted, nessaqgin Lover a ess
Storgonnunlcgépgﬁs ¥§ﬁaﬁﬁgp%bg ween tﬁemOb Fedgg%Fgefgﬁd
convangenvéy eonpasengfohe apdatbhglﬂhessstareﬁ bihsthe smart
cardStghad QHCE Esga Qng é@ggngag§ﬁg§g¥s Bemmunlcations

assu tions e regardi ng t securlty or
Chan@ﬁér?SFW@ﬁnc5b8bmpbﬂﬂ@sd§VlFﬁea%ﬁrél§§§V29 computer for

upda%@ﬁguBh@abbgaﬁcﬁhﬁﬂgﬁé sEB%eHDBh'QhQGMMQEt”EMrBe a
one, ersonal gi tal. assi stant éPDA% %he
grding t

Advapt R@eo?ﬁiysnﬁPt SEHPBtﬁB?SbEeﬁdS @ hBah &€
secukmsgrbmoﬁnbmyptaoﬂnbababmmﬁneeerofthheka9e1€be

relLes 0 nicati h e r .
comnfgf 5188 UMURHER L 0FS RUBARE! BN cBog B, mppinsg
phonen aeparnpdubaglyapr steirtdnenttBBhirent thet hakpr efhat smart

card'ﬂ&?nkboa EOMbR RS Er iFBed 188REEE ¥n Eﬂgongbhbﬁlggvbﬁgne or
emented by a nobil e phone; the spart card

the ﬂﬁﬁ?eg&ﬁ?ewlrB}eESSFNWWﬁa&Pétlaﬁé Fhénapﬁemégsbe ' Short
Mess@@BNgRI-Gateonsvehanneb &SM channel or the like.

In a particularly preferred embodiment of the present
invention to be described shortly, the mobile device is
implemented by a mobile phone; the smart card is implemented
by a SIM module, and the wireless communications channel is
implemented by an SMS channel in a GSM network. In this
embodiment, the customer is equipped with a mobile phone
having a SIM module. The SIM module comprises a central
processing unit and a memory. Java (trademark of Sun
Microsystems) compatible operating platform software and Java
tool kit applet software are stored in the memory. The
operating platform software configures the CPU for executing
the tool kit. The tool kit facilitates handling of OTACs. The
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i npl enented by an SMS channel in a GSM network. In
this 30 enbodi nent, the custoner is equipped with a
worditlogsophone having a SI M nodul e. The SI M noPICi/E82003/004720
conprises a central processing unit and a nenory.
Java (trademark of Sun M crosystens) conpatible
operating platformsoftware and Java tool kit applet
toolssfitwapry Brelsededdinpot keenmaperyy THE1BS EﬁéﬁéﬂﬁEngng of

the @&ﬁtEBE"EE@fEﬂ@&@m@?nfhgﬂéﬁﬁaEE€e§§U E@rpé%ﬁﬁﬁkbagby the
he tool kit. The tool kit facilitafes hand

GSM GWAE@rkTﬁ@rVEFQOQEPU4§9§7 PE#/FBQ@O@FGO@?XObeS%PééPd into

the &eho yahe k@@e@dhéatayhaﬁlaam%Fvaartng pefsaBalybzikng
ternativel

e. SIMfor._the,cu |
AcceBg, hPr EB8 byOLhis LG BECWBFEOSY: P CBr BERVEREY PVt e
Persbaaﬂ kdénﬁaylbathoadﬂdmbako(Pthe penoby ahd tekresbhedvia
the gﬁaglca lXeV'a the GSM network. 5 Access to the too
ki n PR menory is protected by a Persona
Identification Nunber (PIN) set by the custoner via

In ahh%s§89&5§19h89@fek9ea”eﬁﬁBﬁEh@hEyoEr%Eérb§gsent

he present 1 nvention bank sends the
inveg§dpBmer BARKNFEREFi ERAgCpEPEmer18nNAPE tiRAIERBY paper

mallCQﬂ&eBhboB@hv@ﬁ%&@ha§Y§b§EthB§st@mt'@hézhﬂﬂt@émﬁ&lng
mai | ,contains: a custoner specifi¢c,symetrical ie¥8ﬁ X,
t

papeg Pl Scaniélﬁ§teaDE§S§8?er SPESLohEr SYHBREFEFE
such( bB) acodebybe BRM aephoaecﬁuﬁbﬁérfQﬂeﬁnlswsatmﬂnatEbbecode

rver.at the he code used by th nk
w; ap8 HobnBhe) AnReR e fepe r el o s Bade Sdhen aE BEe
bankt. hEheu§DoredesNatsoured bunbbe badknay idsteadybéhe
custbﬁ@ke”%ﬂéegngo E'H%%drﬂBgoﬂb EHEOEEEEbﬁ@r g"abﬂbhh@'

activation e customer, the too
numb@asﬁaﬁemayol@ﬁﬁéadthé R@?lﬁmeﬂﬁédlhYoPﬁﬁHPSnrN“daﬁd
infotrhgetpBane 20 nunber of the server via the keypad of

t he nobil e phone. The tool kit then sends an

initialization SVM5 nessage containing the
On indentif heat.i-aniecadeyNthe bhetsmeyerthéheOol kit asks the

custgfickl 85T 28ELAN L Ie3890R | 0LCRhes LA bR £ 00k KL bhone

e server 0 rec t~of
numbies plfarchzatseweweysagéhbykggpddngfzshanmmleephyne The

tool”ﬁ%%agﬁehoséﬂéscaﬁt9H§E189EE§EEbH93ﬁ8|hé%sQBe LA ining
encrypted with t key OTAC |'1st may be spread
the identification code to the server. The initialization
message indicates that the tool kit is enabled. The server
responds to recelipt of the initialization message by sending
an SMS reply message to the customer containing a list of
OTACs encrypted with the key K. The OTAC list may be spread
across a series of SMS messages depending on the amount of
data to transferred. The tool kit decrypts the OTAC list
received using the key K. Initialization is then complete.
When the customer needs an OTAC, to perform an on-line banking
transaction over the Internet for example, the customer again
enters the PIN into the mobile phone to unlock the tool kit
and requests from the tool kit the next OTAC or a specific
OTAC, depending on the bank's OTAC allocation system. The tool
kit keeps track of the OTACs issued. When all the OTACs stored

by the tool kit have been issued, a new OTAC list is obtained
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across a series of SM5 nessages dependi ng on the
anount of data to transferred. The tool kit decrypts
WO b@4/QIA8 | i st received using the key K PCT/IB2003/004720
Initialization is then conplete. 30 Wien the custoner
needs an OTAC, to perform an on-1|ine banking
transaction over the Internet for exanple, the,
frome iheoReEVEgai ARCeREWr $16keiPl RORAROIEhEVABEH ¥iphbhe SMS

chanh@1UBkogk -thg b@@br&'Eesé@ébé@qu@ﬁéSsEEQEktQ@sboﬁéeﬁbt
the next OTAC or _a specif OTAC, dep endln% on the
[

trackagf: bowwmeng|Paéawhéﬁh39§ﬁ€ﬁ1h¢ﬁé PgsR 35°K Pykesph

custbma@ka@fahbetiﬁé&sahasaadomxh@eaahy ihetOlOes spakreds when
it have been i isued OTAC | i st

requdbed BCon: 30647 HSUy SRETIT BE0H BOR 20000 tPy BHEL he
encrygekcyen. b@h@eeemthesberseagand dhblﬂGbédkytalthhSNB

custéﬁégng'Fracﬁgéﬁhgobﬁfoégsuﬁ BSd E%gcgéeﬁXEr §|§grding

w man have b
the agedrbyyeaéhtheusnbﬁeveaunanylrehessaﬂhaaueénat|calIy
initiates updates when 5 required. Note this schene
i nvolves only an end to end encryption between the
In agerher mhafeheefoBMORALMPATL RE CBESPEREPNS SPNPRBAGRe. the

key WO assuppt igpAstBEcdnbacfiBde HoUaedingy hhgeferuyi ky of

the i.ntervenjng, Wreless hanne i not hey preferred
encrREst Hort bForKEY preCont iParBRE: B EREM FhekEsReEa 2

the béreméabedhanndenamﬂebgaﬁeadlngha ﬂemﬂkEytKaccepts only

messgggryeggggﬁk%ﬁ EtheSK Lo nnglkoo DI ESQH%HGOF tPe

rver s“ch Therea
new kiey Eécmpvsbenbgrinemedgwstbndigprabuipion Dﬁenﬁwmﬂﬁéy

1istk. tﬁ@kékhh?be@? 0&1&EﬁleE%bEGXfKthEHMeQekeﬁrROVHE

distribution of new OTAC 15 |ists, Alternative y,
Perf8F§?@|BH§?EﬁnéﬁnFﬁ¥ REWREY ORAC s bedlpEF LB FREAM -
i ndependent|y of new OTAC |ist distribution. In yet

anot he referred e od' nt of t resent invention,
Ll Ll B N e L R LU
the keyvKrt mayt hentloahokhtrvkayt Beencrebesd whahnehe Khg X to

the ?EBirkE%yv§a”EMeb 1 #Q1U8€d L oh, h9”@§§r8tM8£iLEgaEi89y be

urt ner massages rom e server
usedt fen §ngné§umﬁtherhélsagmanuferk@ya@pbeloFurtbebemﬁgsages

fromeﬂﬁéyggﬁgefﬁEgetEﬁeﬁe¥15neah@1EH°Ehg'El?ﬁﬁtﬁggnkey S prior
verlfy t he signature according urt her

PeRBEJIFRERYPEE tWétbrEE@nBeVnﬁen¥hsntoa§yhﬁEtFﬁe then

verify the signature accordingly.

In a further embodiment of the present invention, asymmetric
cryptography is employed in place of the symmetric
cryptography herein before described. In this case,‘the
customer need not manually enter the initial symmetric key K.
Instead, the tool kit generates a public/private key pair,
such as a 1024 bit RSA key pair, on the SIM module. The tool
kit then enables itself by sending the public key E together
with the ID code N to the server via the communications
channel. For each message to the tool kit, the server now
generates a symmetric session key. In each case, the server
encrypts the message with the secure session key, encrypts the

session key with the public key E, and sends the encrypted
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25 cryptography is enployed in place of the symetric
crypt ography herein before described. In this case,

W b@4/0¢3031 oner need not manual ly enter the i niPCHIB2003/004720
symetric key K. Instead, 10he tool kit generates a
public/private key pair, such as a 1024 bit RSA key
pair, on the SIMnodule. The tool 30 kit then enables

messagse| fLogptherdivhdgh Kb eslaryptefl Easggerhdey wiot fihiehgool

kit M2Lcedr Niteithe %@kﬂﬁkﬂy'@Tkh%o%qwmﬂ%'@@Hf%?%s the
channel . For each nessage to _the tool k|t e server

sesSiOR K§¥n¥idbed ta PEYHRES K&V BssiThie kPl ki Nc §§ETryptLs

the die 3@V lessGREY YRISIH e TRESAGR tWd @,etsh,e_qie%éye to recover
the ﬁ%%§gn key, encrypts the 35 session key with the
E, and sends the encrypted WO 2004/ 043037
PCT/I82003/004720 10 nessage, together Mﬁth t he

The %%Mt ﬁ\gl %%.%I orérr%ﬁ%yt 2 ﬁpuk l%%gg)rl@at fﬂ)au.r for

Wireless channel session
sigrkéyns wkrierapiiovatadk sprdL ithe ool SPeuntdmlgent@e@thﬂs key

to thie t¥o1eagh &%55%%1&% %ﬂﬁg%c%%qwfa%%l% %tléexehfa% the

recover ., 5 the OTAC | e server may al so enpl oy a

ServisgbIee] pEsHat éhl@ey?aﬁ@i mbéflc sieyndodr 61g@3éaS on and

verifaldafdicat itena19erdiong Wity ,p %lslsﬁ_bil?g’y sib@dd eyt eokrkistted
ture verification.action Note that .the. server
ehingy by e At S G TGy P L8 Radiid L0 koY
pre-sgoradc atl ahet gmalrt toaald.kits, possibly signed by a
trusted third party certificate authority having a
public key pre-stored on the smart card. In a further
In sefyodihesnerbbdinentr ederrhe prestingn inventeast, @meleaﬁt one

of tEQ@nﬂEHUEedg%ﬁb%ea%@dt%@?sﬁgﬂ%tc%@@dc%gﬁﬁﬁ%%§§ a

contact-less interface such as an infrared or
contigrdrdeisfe INtREERLEC SUCThES) Aleifd&8TFer Pt d1scédd et o

mtetrif@cteoolrhlél tln%ﬁfa@e @é&mlt%a&@c\éls@ 2odaha o m:aJt on the
rou nterfagg on is

can _be re th ce
smazgy Saruddase Fra oMU Fa SPRo PeIdER% SrOHGR, the
inteSd@heaomequeaanm&yoﬁeal&sqa@stofremamhbecwmaome20v1a the

data %%Q%ﬁ%glOfghgﬁroﬁg%qk%%%]9@%’ H%%ﬂ %%lye %%@Ingvia a

F éa Pscé mnt out req
keYbQ@ﬁi Pdn e dﬁé@ué§ﬁ§unvérlé&§e€naﬁu§ﬁéy,a@EAﬁésD@Ns@e

readﬁ%@%%%%h”%ﬁebgnt%gﬁl%%e%lQ%bW%e@ebﬁﬁrﬁ%ﬁr%u%%r%a%ﬂgl

the data termnal. For
requests. Various challenge and response schemes may be

employed between the smart card and the data terminal. For
example, the data terminal itself may not gain access to the
OTAC. Instead, the data terminal may send a challenge to the
tool kit. In turn, the tool kit generates a response to the
challenge based on the OTAC. For example, if the OTAC
effectively comprises a cryptographic key, such as a 3 DES
key, the tool kit may digitally sign and/or encrypt the
challenge with the OTAC. The response thus calculated may be

used for authentication or to enable a transaction.

It will be appreciated that advantages of the present
invention are manifold. One advantage of the present invention
in that it provides a secure technique for distributing OTACs

to user devices. Examples of such user devices include mobile
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exanple, the data termnal itself may not gain access
to the 25 OTAC. Instead, the data term nal may send a
w@eb@ilogrnge to the tool kit. In turn, the tool PRI/1B2003/004720
generates a response to thdl chall enge based on the
OTAC. For exanple, if the OTAC effectively conprises
a cryptographic ke such as a 3 DES key, the too
devigpe adyiEPgit WiEp éﬁ@ eﬁnéﬁéFSEﬁ@FyEmaFHeCQUdCEQPhéﬁééng

w1thBhEhp£Q€eﬁEﬁﬁg fhavegashapsgcthys eal eybapedcaByhbiever and
used for aéthentlcatlon or to enable a_transac¢tion. It

whergyer Beedppr eclshedCEREF SaVaRtaleRust l¥henpFadERE OF
autohBY e84l 0n ahetﬂﬁﬂéﬁpbﬂa ghﬁéadyaabagﬁaﬁheuhﬁTpéegefgent

. I pventLon _1n.t t t VI ecure recnnigque.1or.
inveRlLEH bt PRGCOTACE™S8 PhOHGET Loy} obs  Rirahg) BaobFcarions
becasHehnosehadgescagei rehudeedobol eyWDc2D046604368%

1nfrgggéhgg8?géOgéﬁggnté%g Ek°§§8§8yéap$ﬂ %%EﬁstaﬂggErébution

smar preventin
of OgafivénEbat iacmads tbetherOTAsPhWAEneond nade sheneeer

rurtRNeelefe, SHER12688H Se%@gt@ﬁgnﬁﬂﬁﬁgg¥rh8tﬁkétﬁgaﬁé that no
automatically initiated via a wirel ess _channel. The

addipiesght OBACNTRAELEAC BOpalei HEVAFPS anfyast Fyerkofards
needbgakwgualaptbc @hb@@ﬁerb?é@ﬂé@dﬁolﬁhﬁﬁg €8sk en' @gluar fbbile
tot I Ca | N structures onventi.ona
phongoisibhen PHInARES. CEREt I LOEF ofoWBE SERAED! PofeCretEign of
toolcheapeppletapl er, and nore secure. Furthernore,
utilizing existing infrastructure neans that no 10

addi tional OTAC specific nobile devices and/or smart
Prefeardd embedibentseofiettheorcasenheisvaniéatdywihl now be

desc995é855b9nw8§ éfWEQéhslepBﬁm? “M&EharékékeﬁEg EBaEhe
[ ows downl 0adi ng and execution of tool kit, applets.

aCCOmPéﬁﬁﬁﬁgdd§ﬁWéagﬁenﬂnoW £RB:present invention will now
be 15 described, by way of exanple only, with

FigugRyd ﬁigie.§9gcg|é&ﬁgﬁgﬁgggy'”gaggd§%§ Br5iBgefrguork;
network; Figure 2 is a block diagramof a smart card

rigu@b EhES”St%QEEk d?théﬁ 3! é QﬁgkgcéaghagkaﬁhgfB@ggﬁrk;

nobi | e devi ce of net wor igure IS a
di agram of a server conputer system of the network;

FlguEbg§r§s al B18ckl awaghamt oassopbat ed abbhcghsfSHaétnetwork
card

Figure 4 is a block diagram of a server computer system of the

network;

Figure 5 is a flow chart associated with the smart card;
Figure 6 is a block diagram of a memory of the smart card;
Figure 7 is a flow chart associated with the server;

Figure 8 is another flow chart associated with the smart card;

Figure 9 is another block diagram of the smart card memory;
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Figure 6 is a block diagramof a nenory of the smart
card; 25 Figure 7 is a flow chart associated with the
w@eonm1303Fi gure 8 i s another flow chart associ BEEB2WI (94720

the smart card; Figure 9 i18 anot her bl ock di agram of

the smart card nenory; WO 2004/ 043037

PCT/ 1 B2003/ 004720 12 Figure 10 is yet another fl ow
FigugRaftf a§s¥efapBatierhidry shart asgpaiarpguwéthithe smart
cardanother flow chart associated with refreshnent of

OTACs stored in the nenory of the smart card; 5 Figure

12 is yet another flow chart associated with the
Figu&érﬂer%stgUtﬁei3fﬂ?wachdkthaéstQﬁtéHﬁﬁﬁtﬁSSﬁfké??ﬁent of

with t sma car Fi gqu 14 is, sti anot her ow
orack 5Ppraa, 3 GPes aRPRY: R TR6 SRATE CaFE Rigure 15 1's

a further flow chart associated with the server;
Figugégﬂ?elé6géﬁ g%h%rfkgg% gﬁgktagg é%%d“%&@htg

sma car ure 17, 1s Ia ran1o
servegdta processing system 15 enbodylng the pr esent

invention. Referring first to Figure 1, a data

processi ng network _enbod the present invention
Figuggnppi d8s2afugehegedilow f%ér n2SERELIREEMH WL tR BB FBart
cardphone connectable to a server conputer system 200 via

a communi cati ons network infrastructure 300 20 having

a wreless access network in the formof a GSM access
Figumet Wdr ks Atsidr tnoahdrl@liow thertoassotiatS8HMvéahdths
Smar? ggr connectable to the network via the user device

0 th reference nowto Figure 2, the smart.card 10

conprises a nenory 20, a central processing unit
FigukEPYs 3Q, saRueRELYPENBR RareNgbBBc99cc@Ndi®R the server;

i nput/output (1/0O subsystem 40, all interconnected

via a bus subsystem50. In the nenory 20 is stored
Figugenpet €s RNeer amrcede chyeeubabbeihyctih®iERULBR. shhet card;
comput er program code conprises an operating system 60
‘in the formof a Java conpatible operating platform
and tool kit 70 WD 2004/ 043037 PCT/1B2003/ 004720

Figure 17, is a block diagram of a data processing system

and

embodying the present invention.

Referring first to Figure 1, a data processing network
embodying the present invention comprises a user device 100 in
the form of a mobile phone connectable to a server computer
system 200 via a communications network infrastructure 300
having a wireless access network in the form of a GSM access
network. A smart card 10 in the form of a SIM card is also

connectable to the network wvia the user device 100.

With reference now to Figure 2, the smart card 10 comprises a
memory 20, a central processing unit (CPU) 30, an encryption
engine 90, and an input/output (I/0) subsystem 40, all
interconnected via a bus subsystem 50. In the memory 20 is
stored computer program code executable by the CPU 30. The
computer program code comprises an operating system 60 in the

form of a Java compatible operating platform and tool kit 70
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13 application software in the formof a Java applet.
The nmenory 20 also facilitates the storage of a
wa@eeoanedsti st 80 in a tanper resistant nmannerPCTEB2003/004720
scratch list 80 conprises a3 plurality of OTACs. The
operating system 60 configures the CPU 5 30 for
executing the tool kit 70. The tool kit 70 facilitates
applhgaliPRgSef twrAes innthrefgtmaPEhal YavagerprAspectieonemory

20 afBe rhunctigpaki tneobtbbagbogk Kitc/fQiwhl hibe 80 in a
described in detail shortly. The encré tion engine 80

tampeypeFesanFypEBYREAphIES 5?6@E§§|%§SF0 ccpgprises a
pluramitypbfngTﬁﬂd d@ﬁéV@béﬂ@tQﬂgasyQtEﬁ 0 teansghtkedthe CPU

d 10. . Th o
30 £oF ) BkBEEARPe thRoLaYL RG1 b cTheyEBBY; kpfordnfadithtates
handhangwafeQTASef inatke scrhacﬂmmmetald sakpware bfi the

funcggggég§£¥ogf ReLerr oﬂgk;Q Fbgﬁiil(ﬁﬁ)BSFH§$ET%8Xﬁ08eta11

I Ses a ra requenc
shorahyRF ahEeﬁnarypoloQOﬁng@ne 86 toybrigl6, caypiegabphic

procgbé@hayléégc §Bg @n5§¥ﬁegn&69nal5eb§§BEQHBnQQE§dtobé

bus subsystem 1 . he smart card Fenoveab y
tranppdgEedd rﬁmoaﬂﬁeregéﬂva@vbzet@eosaﬁattﬁérﬂ/ép The

cryp§b§§&§h361ﬂ@o@ésbﬂﬁgSmBﬁicCﬂéﬁ EQ isplemheasall ¥n hardware,
connected. to_ the bu stem 1 CTT% t he.user device

SOLLYBES | R oPRFAPOR, 22 TSt &fe iBAGIRR ant enna

faC|I|tate mnreless connunlcatlons bet ween t he user

Refeggéhg %091 oéheQF %gsdegggne558d0588£28e9egm9a510

e VI ispla F OV cal
frequﬁnevféEE)betag@nlﬂﬁehagengaﬁu Rﬁeanbbnhe la@vugestrgi

1og1€uﬂ§b'OQSv§EﬁQlaélgb§B?rh@9 ”Eﬁéage§e9ﬂgdr§@§'99125
messages. _Ih rovides the user with

lnteR@?BBﬁFHedcéﬁtPoéuéfsﬁﬁéyﬁgﬁm 480i cEheosparts gaeei dAsis
remosaablﬁslﬂab@t@atﬁMtoaeﬂecagérhaadhbagloahanaoehéot/o

ls f ti ft devi ce 100
subs LRt A0car | RanalP Ry FEER0) BniFnbOLE-crBLE) BGRPFOR t©
the boes exbapkeent h2Okeypatdelt8er Qitpiite L0OM CheoBbraskon,

the gﬁvgfﬁ é091032§§o§§ dat Q539£8¥iiggt£hﬁ%%éiggésta o

or ou ol n S Via
commmmgcaéiénalb@tweentthIéaebydeﬁeceohﬁBoanﬁogtbelséeVlces

connebfbhatbythEh8ee@BLk0b ool OghE 4§Qu8@03gbﬁﬁéﬁsl40 provides
transfers of data fromthe snart card 10 d the

a gr@PHéFaélEﬁ%ﬁt§n6ﬁr?ﬁ€eu§%Fwﬁ%9lE%e16§e€|ﬁn@hEhBUQO@Ble
devigebsystemuadfiohbesaent 68l pregheiAgOmaByabapl engntedding

mességes. The key pad 160 provides the user with keyboard
control of the user device 10 for functions such as data entry
and call handling. The control logic 130 controls functions
of the user device 100 such as call handling based on inputs
received from, for example, the keypad 160. Outputs from the
user device 100, such as data displays on the visual display
unit 140 or outgoing calls via the RF stage 110, are also
controlled by the control logic 130. Similarly, the control
logic 130 coordinates transfers of data from the smart card 10
and the other elements of the user device 100 via the bus
subsystem 120. The control logic 130 may implemented in
dedicated hardware, a programmed CPU, or a combination of a

dedicated hardware and a programmed CPU.
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dedi cated hardware, a programed CPU, or a conbination

of a dedicated hardware and a progranmmed CPU. WO
wQoe4N®3037 PCT/ 1 B2003/ 004720 14 Wth ref er enCEIB2003/004720

Figure 4, the server 200 cd#prises a nenory 210, a

CPU 220, and an I/ 0O subsystem 230 all interconnected

by a bus subsystem 240. In the nenory 210 is stored

comput er program code executable by the CPU 220. The

wlthCQEE%E%hc@IQﬂU@Hb%r%oqe %9@D%b§%%raﬁo@p%%ﬁbkﬁge%yétﬁ@hory
and OTAC service application software

210,oee€§Piﬁ§ Ogy $P6hPR5a /QoREPguFES™ LRE epl 2@@eﬁépnnected by
a bu@X%@%%y@thhQ4@WA@nSQhél&%m%@Q 21he iGTACoreer voapu2ed

facilitates han t he user device 100.
progﬁgﬂeEPg -FW%%EH%E Pgngggtg%gfgﬁ RCCOBPYILEE PEEITam
codewcbinpiQ slee @asmpehedlng detaiehn QBOrbhﬁ,omﬁcoaemaﬁben

e ti channel .in the for
app1 R BLE S OTIPIN AR | 2ReSBRARELLRY, kDS5Eh] Tl coltigyres
the gRY 2£Re foor werec2@0noThbéeSNBACh semetlckaliblli.t &hes OTAC
serv%%%ub%OtE%%§ﬁ§% %s hgﬁdﬁgﬁgtg% bT%ESSQ Eﬂg‘hg%rgg ice

servi ce e server 200 to the smart card
100. vﬁap@ﬁéSugért@@vﬁ@@creenaiﬁéYtéélthﬁtOT%@ peyvBee 260 will

be degadededntie ReaABMBNY-20y0f the user device 100
during configuration of the smart card 10 for the

user. Alternatively, if permtted by the network
In obaﬁaaimeCbum&r%Q@ss bbﬁmhﬂ@bakhbn?@hﬁ&ﬁebe1hoadédform of

t the nd ref hed ynam C
n S Ty T RSP R P P SR ks UG -t e efop00 and
the ﬁetv@@ 20 Ot.hE'hee $MISy cR@ninelpfetrddticd thy scPliMesé&trabgfer of
the EG%atQﬁoﬁl %aSbh%rBﬁEEhgeﬁbﬁg %A?v1€%62%%y?ﬁdt%%osg§¥er

ye hi s purpose. ternative
200 G@th@e§W@§t1G@rﬁaéo Véﬁcﬁhﬁe@§@ﬁ|ﬁ@@ﬁcetﬁéoplNhﬁaVOQé kit

70 mS§t band obeeet iekadl kye ﬁ%ﬁ@&YZQOd%fl%ﬁ% UBYrSHRRIEE 100
still fuyrther means Lsdata ent a particularly

r
Gur LB O g AP ol it SPaE CpFEEEni® FRTeaPFoR e
Altesapvére2@) iis b@&mnedeatbg baek nendot-ke infensafructhee 300,

the E%gﬁ %ﬁbggﬁ é%%‘#% éﬁogg%ooEpﬁhge%ng angﬁb %ﬁ¥reshed
dynapapged lyaiviiamgpe b@tygpblnedrasaruﬁcnrexaﬁﬁleAcphes to the

toolCRAY¥ENDH analROSLALrSYShery pIB%eE%@érb§ab|P%ﬁn%éknﬁy the
a customer specific symetrical key K, “such as a

userpyie pbs Kepr deviseondf - .@bﬁtkﬁwégéuéﬁo(mey Be Employed

for this purpose. Alternatively, if the user device 100 has
voice recognition, the PIN may be set and reset orally. Other

devices may support still further means of data entry.

In a particularly preferred application of the present
invention, the server 200 is located at a bank and the user of
the user device 100 is a customer of the bank. Initially, the
bank supplies the user with a paper mail. The paper mail may
be supplied via, for example, the conventional postal system.
The paper mail contains: a customer specific symmetrical key
K, such as a 16 byte DES key; a customer identification (ID)
code N; and a phone number for accessing the server 200 via
the network infrastructure 300. The banks uses the ID code N

to identify the user. The ID code need not be the user's
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code N; and a phone nunber for accessing the server
200 via 35 the network infrastructure 300. The banks
wae@s/08387 | D code N to identify the user. ThePCDIBR20e004720
need not be the user's WO 2004/ 043037
PCT/ 1 B2003/ 004720 15 custoner account nunber and nmay
i nstead be i nplenented by unique random i nformation.
custpater aragunowntnbeirgand Bayt dngtebdabe theleventiritbyo

unlqﬁgrrgggomfhﬁ§ ke nthe user enters the PIN via the
key pad 160. See 5 step 400. On receipt of the PIN,

the tool kit 70 requests that the user enters the key

Refeﬁrlhaenbw eedﬁlbhréng t g RheneaREMBRE t@BltﬁﬁtS¢OV§6r the
200 .via the key pad 160. See steg 410, A%aln if ﬁé
firsgsEimgeviBe Téﬁrh§§t96?céh?e85§n ??oﬁhet £¥ Bafal See
Stepbeooenbﬁreécéﬁ@t|¢f|EB%BPEN themtbblbalappoegeqhedts that
IS 1 10. a Ss, se try technigue s t he
the SBF RRUSBE LUt Kok FBG {PngorRetdathy Loy BEGPpt SumboeT
of tbt tkevabo?69| vsbethaskey patlriié8, the Bbeb klﬁ 7Bgain, if
S [ I t|.Qk o] t

the BEOEPAROILD 108 h2R kBRCE) PlRaRRHEonl PERRLTLANALIEY be
entegeflyera2dy. Beweyesp 420wiThebpnppbapriatPéntheSsalis is

a 1eé§ b@@h?étéﬁtk9 thenTAGeSgEviae 460+t ha EEeo§@9he5kE
has. been enabled. Wth reference to gure ,

reClﬁéﬁ6r§hEO Bhat hen SREFLPEaPE HBW EBAVSI hsSERE PFRF the
entrkey, Kthandobmekha godeelNds Eﬁfehntmglt@aEugﬂrsmz méPsage

[ t f L t
conchSEELB! Pl Ao O LALLER! LR, RO SR0R,R! GHE SELYSL: 2o
on tbe shevbb @Ode NBeandtept #ReveShehenkeyjakirzssied message

1nd1EQEe§S%5 t§geo%h@psé§9ﬁc%h§66W?£%§Aéébcﬁogﬁokﬁgeeo has

i/)E new scratc for the user
beenwﬁﬂﬁ Re - kB tR. rséerescepta4Biorhe OrAthsememnesy28f on the

smarthenrgends éo§N§1h§pEMe”PﬁﬁaQ%heCQ@¥aKDiHﬂdthﬁe ID code N.
encrypted list to the tool kit 70 he list may 25 be

spread across a series of SM5 nmessages dependi ng on
Refekh&ngaﬁBUHﬁgQEedataohOrébamﬁﬁebEedheTﬂﬁmtmglﬂ@aEhghre

on.rece t _of t re age_at th user deV|c
mess S5 R A8, Bbrler 006yt PEAR e e Rrt e 6q " IFRrEHRCEne
usersbeped60n The EDobOﬁEtN7andtkbtzésvehetback?ptKomssued to
the ﬁegkne;ég %er°4§80rﬁﬂé b@ﬁc'%é&vﬁéé”g6bh€héﬁyeﬁcr§s€s a

ool then stores the decry gte
new spgﬁtph LAetrefoPYAGH. fg@ethe user w1th the key See

step 440. The OTAC gervice 260 then sends a SMS reply message
containing the encrypted list to the tool kit 70. The list may
be spread across a series of SMS messages depending on the

amount of data to transferred.

Turning to Figure 8, on receipt of the reply message at the
user device 100, the tool kit 70 extracts the encrypted list.
See step 460. The tool kit 70 utilizes the encryption engine
90 to decrypt the list using the key K. See step 470. The tool
kit 70 then stores the decrypted list in the memory 60. See
step 480. Initialization is then complete. With reference to
Figure 9, the meméry 20 now contains, the key K, the PIN, the
ID code N, and the list of OTACs.
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step 480. Initialization is then conplete. Wth
reference to Figure 9, the nenory 20 now cont ai ns,
wo b@4ke3p3K, the PIN, the 1D code N, and the |PGI/IR03/004720

OTACs. WD 2004/ 043037 PCT/ 182003/ 004720 16 Referring
now to Figure 10, when the user needs an OTAC, to
perform a banking transacti on over the Internet for

Refegxanpl eow theFadgereagfi nweanekbet heep| Neefla &heORaY,

per B é6gahglﬂg Qggnsggﬁlbﬂobvg tch@. ﬁ§%§rﬁ&@pf§90exg%81e,
user then requests an rom-t Kit

the yegp 5$elntﬁ@teWActhayPE8 Vhé kagt kepraedi A6Pheo| pagock

the €bod &@@cvblCSEEAQteEeeeodlmanGSEBetﬁEACfeghégegtaﬁnOTAc
ed by the bank. The tool kit 7

tem enpl Q
fromtﬁgecﬁﬂéé F%%u@@ 8eg step B28: KNaRePofS WéYhBﬁstHﬁyneXt
oTachenerpkoyedtf ok wekpeshifng dOhacl i sep8Adehg ¢ ERACSTAC

a1108p28 80 LRt TR IRy 8y o ckeBy Trel FReRnEhE 4F tracks

the OMACEI $esu8d.oBcOTAEspi 52automatically triggered by

the tool kit 70. Specifically, referring to figure

11, each time an OTACis wused, at 530, a test is
Numepeppomgstody mhy beokmRlpyed ferlsedeeehimdethe Lhet 80 of

OTAcaugE@&eef iHngsednthACS beMaEFRLNExkRApERe hhsh p§@fé§red
than a_predeterm ned threshol d. See 540.

embOée@ﬁFttﬁéttbﬁepﬁ@ﬁﬁaF ORVERGSEH cﬁﬂé%eﬁgmgpgapértFﬁaﬁlst
80 theTAtbreshahdomhh@chmmy kirt gg8rwadi by tae tbalnext 70.

t hat
SPecrhigahoVd TS PLiRdATot RATPBEI Lio0 SR Fge SR OTAC is
usedauﬁbnﬁBOcablyegEnesapegfanmeéehgsthentsségk1to70héo

. . 200V 0 |
dete§§&é§;t§ Qh%kguhgg g%mﬁﬁbséﬁ o#RSEGBHEQEHenQG%h LAE 1ist
80 lﬁeé@ﬁgeta§nhér@rﬁdeb@rmn@ede§bre§bglﬂﬂtﬁeeeﬁépené@ the

evenfl gULe %hbanﬁQ%E bhahnhaéd 6$Aéé8§gvg9@a@é9 tﬁahhghe
r 200 can E approprjate 25
t

threshe%§ Fh§ FH@lnE&FI W@Ft€W£€§ téseE?¥Fc9F¥9 tPhée used.
Howefiew, Iuﬁtthé dekhverndtt ehthehsaanblaatd #B8a¥hadt hehe tool

ann ein befo described with reference,to
kie EIEANELRAR: OTE BRELOLE CERT’ LORd Lt AL ELEEoRECLES
servenvéﬁﬂluma the heswo8B 3D0CFACsegtioredai newvhéigenofyOTACS.

The %B badeu§°§§taﬁ@hh§8§e£%eﬁﬁser§F%Q€ ﬁ%@gagéoaéeﬁgkg§n

on the server peCIfIC rrin agal n
befOF@ frgarébed Wikl OFAErseEg £6 Eeeuéﬁ Ehéns@r gF bbet the

OTACNEW¥€BBS260 in the server 200 can look up the appropriate

key for encrypting the new list of OTACs. Specifically, the
new list is delivered to the smart card 10 via the channel as
herein before described with reference to Figure 7. In another
embodiment of the present invention, the list 80 of OTACs
stored in the memory 20 is automatically refreshed by the OTAC
service 260 on the server 200. Specifically, referring again
to Figure 11, the OTAC service 260 on the server 200 now keeps
track of how many and which OTACs have been used by each user
at any time. See step 530. Each time an OTAC is used, the OTAC
service 260 determines if the number of unused OTACs remailning
on the list is less than a predetermined threshold. See step
540. If not, the OTAC service 260 waits for the next OTAC to

be used. If so, the OTAC service 260 automatically sends a new
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track of how many and whi ch OTACs have been used by
each user at any tine. See step 530. Each tine an
w@Ia@oem3used, the OTAC service 260 det er m neBCT/IB2082004720
nunber of unused OTACs remdining 35 on the list is
| ess than a predeterm ned threshold. See step 540. If
not, the OTAC service 260 waits for the next OTAC to
listpeepsenptefl wotht hbeGFAC er toceh260oalt bivhit VeéahEyherein
beoSENA<B,ABNA: 2004L0430I2LPET LBEA0Y/ 904150 cAZplhslas
encr Rerei n
ereb@fb?éoa@séﬁﬁﬁéabaﬂtwayebéréﬁéesv@théaFea7neWhélst 80 is

1ssuéarﬁﬁaﬁ|gil Bgéehau9§§05§sq6aCbTR@g ey fgegetpsuch
a new ssued when all prevjousl

y

AltergéaéaeéwAcghsrEha§éaoéés @axlbﬁrﬁsF.§EF9 thae @ new list
80 1Ehﬁesgéﬂdﬁh€ﬁyoh3ysatpﬁésbtthahbérneﬁlb?ﬁts §Q?I%eft

ue en o et r Al re.le
unusg 48 HRC PR 0L bu8, PSR! LR ORE oBb e B RubodimEht naf the
presehtthaveptesantreﬁveahment Défthshmeet 80 dheOTrRASt BBored
. stQr y be, t g
in tf RS P50! iy bO ERERORIBNY nal TRy, OByt LhOOGLER. |
Specmﬁhgaﬂlynpaﬂ respphesgser Wavibed 1mpot theth@ouSthdemlce

100, 9ener abes and sgngénérgEééaaﬁdteehag aSﬁégga QOQOVtﬁe
the _network 30 request a new |list of %S

Servep geaeVNal§h?n€PEU@Hk ﬁOPhEOréaﬂé§?tn%s§§6e1é§th@FepFACS-
The befebaedastki badiubeh iaf eneneeqhesti guEeafei Asondeein

th 260 th 20
befof B e R b Bt FEPRE Rty CPOF LORERy bt FHGOTHES nRt the
OTACI sstvofe(PACs inAghensettiern2vll csth 1oskdep|VHeedppnopr1ate
ey K08 SURCLoESE] Miothay De.chaenshads NRELn, BELORE 1iot
is dediveshfere §bﬁeﬁ@§rtnvardelanvyaeﬁhet@h@nﬁeén@syb@r@hn

befo?@tH@@BrggeﬁhﬁlgﬁA£é§§£¥hE§ £80ragd-Ehe . tQetekthatOthese
No, assunptj ons need .be nade regardi ng_the security of

refreRENERECPGBRTAG HEYRBYR ORNFY S8fr et GHé SOBIVPRLGR between
the owdcf keatios Qeotaﬁdptﬁéetbem Eﬂb0donenb aésﬁmptlons need
be mBhEsent anven jon hgrg&g ogg des beg o
Fafef SHEE LB F gtr 8585108 © th eE%? %F%t%?EH Fi
infrahernmehoryg 200can be updated on demand. Specifically,
referring to Figure 12, the OTAC service 260
generates a new key K . See step 550. The OTAC service
In apppdighepypps thethewrkeferredi enbeféneni sef nghReprgsent

inve®e€ofit BBrebf- before described with reference to Figures b

to 11, the key X stored in the memory 20 can be updated on
demand. Specifically, referring to Figure 12, the OTAC service
260 generates a new key K'. See step 550. The OTAC service 260
encrypts the new key K' with the existing key K. See step 560.
The OTAC service 260 then sends a SMS message containing the
new key K' encrypted by the existing key K to the tool kit 70

via the network infrastructure 300.

Referring to Figure 13, the tool kit 70 receives the encrypted
new key K'. See step 600. The tool kit 70 decrypts the new key
K' via the encryption engine 280 using the preexisting key K
stored in the memory 20. See step 610. Then, the tool kit 70

replaces the preexisting key K in the memory 20 with the new
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The OTAC service 260 then sends a SM5 nessage
containing the 30 new key K encrypted by the existing
wheyw443067 t he tool kit 70 via the network PCT/IB2003/004720
infrastructure 300. Referrilfig to Figure 13, the too
kit 70 receives the encrypted new key K. See step
600. The tool kit 70 decrypts the new key K via the
key dncr y%qwfé?@,néﬂf&%:m gl tt D mce:eem@t gLk eyedsRies

enc%&fi witH RedTeImy W l0 . Seay st @ tﬂ&qlévp%ey K’

kit 70 _replaces the preeX|st|n

may X5 RH dech &4 to Higt47idasoan Prfrmeezd@at(mmctheleerver
200 k%ﬂ.t@rnaﬂi&feﬁl@f t &f1s thiesdton Kiﬂ 1503 %f&@ﬁée%/ M Ynay be

ncrypted with th w ke . D strlbutlon
per Eﬁg§y e"'mé@zft RH%QPQﬁQﬁlw but i on
of neM/Ilsts by t he server 200 Alternatlvely
i t.he n ke y erf or
e e R 0 St G 1o canth e Present

mvem:izﬁcfn dmneam drfe fipmesf eﬂrasact:é:ﬁnbdmﬂntreﬁeﬂdm:qortes@ﬂtgures 5

to 11I’1VG,{Hé %Al'ters%fq/*l (Q’ é t}ﬁﬁ’; NGS Q:ed with
Fi gur es servi ce 0 S ano
the kg & rtﬂﬂ é@% tkh'Lt tHe ey the Gletﬂ’ﬁ@rt]@dnﬂiﬁiétstmlqma?e

300 tﬁﬁmﬂ@ﬂﬂ%ﬁﬂ<Hé@f@ﬁ%ﬁﬁMQ&éwd%éH)fgyasiEH%ﬂﬂ&Q?Rn#ﬁﬂff@éE@bn

r signature verifjcation Tfor exa
for be usgﬁafo g npl e

ages fISsRadse GERR $A iR Qe Afédh are

thersisgradnivtitt i ttelesm;@atam&ek&}éys PrdrAloxt thﬁl’é@fc)t]@tptﬂhlbn with
| t key The (o]e] | 70 _can ver,i t he
the \glega u:r}gl chogolir fitigl Y. &y & naﬁ"(?réfté’} Z:hr?otS:Lng—"ture
accamsbiexslari Kevdi #F emehtS. ale ot medqersefeeried ddrfifediarent s
of the present invention herein before described,

synnetrlc cryptography is enployed. However, in
In tHhfotHates erRpdigentive ofr é@@w@l’ie@\@@m iigvention herein

befoarf‘ey AR iGe G YRABMTIARY drSRBIQAYSE- ilsn etn!tﬂﬂl%yed However,
di_men the user. need not nan ual ly .enter "the

in g ey e&féﬂ%ﬂ%ﬂi ody Hee ﬁé@@ﬁrﬁtndntv@niécﬂ g@sTptric

cryrth@rb@mW'KEteﬁ@ldﬁe@.th@.&mﬁ%yﬁhmbﬂlﬁﬁ@tnet%&Ouser need

ot LSRN S35 AL el ey s

Figurised dserds ¢n@1 buwlﬁ@ keyaEt@E Eeheryaitd cnogetiere ®isth

instd® Heneede N %OghﬁﬁlcgEéQv%%rngﬁbégg s%c h%kn%tﬁg@ﬁ bit

i nfrastructure See“step 2
RSA kevh &R i&nalfieed Strer é80i-nghsoword kﬂ@uﬁ@ IQentﬁ@néﬁAGhe

publief Wege F26F mOW @aner abg®ther with the ID code N to the
OTAC service 260 via the network infrastructure 300. See step
640. The tool kit 70 is now enabled.

Referring now to Figure 15, the OTAC service 260 now generates
a symmetric secure session key P. See step 650. The OTAC
service 260 generates a message containing a list of OTACSs.
See step 660. The OTAC service 260 now encrypts the message
with the session key P. See step 670. The OTAC service 260
also encrypts the session key P with the public key E. See
step 680. The OTAC service 260 then sends the encrypted
message, together with the encrypted session key P, to the
tool kit 70 via the network infrastructure 300. See step 690.
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a symmetric secure session key P. See step 650. The
OTAC service 260 generates a nessage containing a
WO 2a@t/0ef030OTACs.  See step 660. The OTAC ser vi CRCRBER0080084720

encrypts the nessage 30 w tih the session key P. See

step 670. The OTAC service 260 also encrypts the

session key P with the public key E. See step 680.
Refera noTAC Faoviree 1260 thiserosdnds tt H® Slecrypited the session
key'@E%a%%ﬁat%o%@EQ%ﬁe ?~Eh%1%n% %ﬁ%r%%%ﬁb%ﬂe%@ﬁne’Z%@

via the netmor infrastructuré 3

See séepst/éN -68he WOO2064/£0450 5 RepCHECBYDES) @@«wg@sswe using

the RelekiirRgl %%s%h@%f%e%ﬁv1%h%hkp%hc&&btz%nd%%bﬁ%ks2@@9 See
key S private ke

ste e%&foyplTll"(?ﬁ ﬁgené%o&ltsa@ gteéfﬁ‘f?%é thfe 19561 fgom Fhe
decriyperdlecisypbe .t Ilecmese@gd20si ng the decrypted session
key via the encryption engi ne 280. See 5 step 710.
Then, the tool kit 70 recovers the list fromthe
In adeoefstreddresbagemnc8ee oft ¢pe’ 2Geskenta iprveherioad the OTAC
(o]c} t <Qf t Vi ce
S Do el Sy e Vet PP CIACa Ss pavr gy T8
Slgr@t@ﬁ@t geacgendrat poa aed lfécieftiioant.i 8he @ﬁ‘éCOFA@Vlce 260

sendgeiVsC@ufl c1Resends tihks tRWh! kG tkey trert kgctoel kit 70
far future verification_actions. Note that the OTAC

verifdcaitdon 66 thepsi- syl%e thets&he PUBC Sek¥yCror60 may issue
the Slagﬁaaipb.hlbe 1‘</:eﬂ<:leﬁ/|b(fa)ﬁfl @ﬂg’hataﬂrle tv@@lfllcgttaﬁ?lo é:lot all tool
0SSi ted, thir t,
i el a0 F TR RS hoPPEy TV RYCASELIM & KEy 5P SPreParty
Certaﬁlbh§e15U$hamutwath1©g Reb@bﬂunngg Brguséolred iom the
nether 1grbodi ment of the present invention, the user
evi ce 100 conprises a contact-less interface 800
such as an infrared or inductive interface. The

Refér&ﬁ%bf%%eF§%Qr%eﬂW‘t§nﬁ%%%%§e&0ebﬁ%dh%%htkbE 0.conrhent
card 10 via a data ternm.,nal 810. The data

nart

lnveﬁ%rlr%m hg1 §55F s 6V Gipri0e S CRPEGRESC P~ FOSS3THt dFFSce
1nte&&ac%oBO®ogmunjeatanglwwkhreﬁherlﬁhﬂmba&@eSQQt@&fbhe The
. r. d ice 100. The data ter n 800, furt her
int o o Bt et A Sk b I " Bog 1 ke [POPE the smart
Cards&@syéaeﬁléa@aatbrmnneﬂcﬁﬂﬁecﬂée deggetkeminegflh 8thealso
comp&&%%%féc%o%%a§§gl%%§ @nQ%%&%QQS%§be%b%zgomﬁnﬁlh ang with

subsystem 850 is connected to a renpte transaction
the 6p§@§§§pﬁ98@8wﬁ§tghesy§§§wﬁev1ce 100. The data terminal

800 further comprises a keypad 830, display 840, and I/O

sma

subsystem 850 all interconnected, together with the interface
880 via a bus subsystem 820. The I/0 subsystem 850 is
connected to a remote transaction processing computer system

870 via an intervening data network 860.

In operation, OTACs can be read by the data terminal 810 from
the smart card 10 resident in the user device 100 via the
interfaces 800 and 880 in response to a request issued by the
customer via the keypad 830 of the date terminal 810.
Alternatively, OTACs may be read by the data terminal 810
through the interfaces 800 and 880 without reguiring such
manual requests. Various challenge and response schemes may be

employved between the smart card 10 and the data terminal 810.
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870 via an intervening data network 860. In operation,
OTACs can be read by the data termnal 810 from the
werer43ard 10 resident in the user device 100rP@T/EBB2082004720
30 interfaces 800 and 880 i2h response to a request
i ssued by the custoner via the keypad 830 of the date
termnal 810. Alternatively, OTACs may be read by the
For gapapierninak Btéferhedughbbhémentepfatbs 806santd 880

inveW%EBﬁ“tth@qHéEé”Qe§ﬂ9ﬂa1”§ﬂﬁahoégqﬂ8§tg Maébeéég to the

enge an response schenes gﬁ ﬁ
OTACset%ééﬁeﬁﬁe §hﬁrﬁaéar§exmlaﬁa 6&8 gangdst ar aipalesge. to the

toolwﬁa%oeél@ﬂ3eﬁé Bl B280d/ 904720 2@nFornexapBhexitn7a

gre erred enbodi ment of the gresent i nvention, the
gene §F§Stérﬁ?ﬁHPngfotﬂoégenSPaé PHQSCP@§§dt8ntﬁEe effAcs. For
examblst ead, thheodatackeeangk1910oneRidsed ahaklpRegriphic key

suchy 88 2. 70bs8 kefenkhs: 58l Ruk SRcBayoaihlehliid ghis ana

encriasedhenchhel Eig€. wkoh thraophe, Thet hes@FA€e thus

calc%&%%%ﬁ'%g%ﬁggfgg i%§r78%E¥8539EQEEFﬁy5§Vtos88§b§§ g3

tranéﬁ@typn t ke ehhfreagbodimgnthecOTABe Pheseasponventhas,

the %@h%ﬁk%tﬁgsEHXnQ@rﬁﬁég %@b ﬁngh%@thﬁ@%b?ﬁloEotthnéﬁhﬁt
transactjon. | n other embodi nents of the present

Cardlﬁ@QnFPEHer FhancbheabeeressvifeerPice 800 may be
integral to the smart card 800 rather than the user

100. nmbodi
T CHBRERE <A AnTTBRCHBFEr R Cbef BFobUBSCHE AL REoTsBPein
befodevdeectbedls thet heetodrvadtealld mebihethkofierm of a

mobiﬁ%“@ﬁgﬁe 'ﬁoﬁgggg eggogkﬁggt%BBEdEREnEEegﬁn%thgresent

nventi on € usér device e of "a
invepgien, §b@hU§§radPDAcepé99amﬁ¥ b@n@ﬁtérdl§§§K?@E form,

suchcggpat@bA 0hot-RgpH1ki kBmpatAi| agk¥ktbp tBgppteter hedihe
odi.nent s of the present invention herein bef or e

1lkede§&WFBé61Ya &PréhﬁsgrﬁéFﬁéﬁé P@bgél@ﬁﬁFéy@é £8e present

1nveﬁtﬁ©&thage@ﬁﬁﬁéﬂb@étd@@&rbﬁéﬂeeﬁ iheclisgs deviwoek 190
e ser¥ 200. However n ot%& enbo rrents

d
emp1 Bl B8 SR E0T: cERMENS rcatne: ReFRCER FhE Eberbevice

100 eodbichet senvet @hPel Bswevand wir edhret aobkdimaptbeof the
pres%ﬁ?lg @gnggg?géfg%géﬁgneﬁ%ggknbggéiggébggé%ﬁgﬂ BF|W1reless

user evi ce the server i f1rona
and whreHenpiwpskrenagnbederphryedf fpRecpfesehng

communications between the user device 100 and the server 200.
Additionally, in the preferred embodiments of the present
invention herein before described, wireless communications
between the user device 100 and the server 200 are effected
via an SMS channel. However, in other embodiments of the
present invention, a different form of messaging service may
be employed. Furthermore, in the preferred embodiments of the
present invention herein before described, the smart card 10
is in the form of a SIM module. However, in other embodiments
of the present invention, the smart card 10 may be in
different form, such as a credit or charge card form factor.
Other analogous forms of dedicated processor systems may be
employed in place of the smart card 10. In the embodiments of

the present invention, a Java compliant operating system 60 is
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i nvention herein before described, wrel ess
communi cati ons between the user device 100 and the
waeonmu30200 are effected via an SMS channel . POTEB2603/004720

in other enbodi ments of thél present invention, a

di fferent formof nessaging service may 30 be

enpl oyed. Furthernore, in the preferred enbodi nents of
emplpljed presbat shavenciewsd RA6r éon bakonéidesthebédelt ket 70 in
the %gﬁﬁtofaédJQQa éﬁpﬂ%tthQOQQQQkOf%ﬁ ékkkgogﬂbgdlments of

However, in other enbodi nents pr esent

the preERREOANVEREISHEr & éaﬁéexenﬁa§05@ pﬁ gmpicer 6t df or m

operd¥§fgagyatenedhtl ar cekaegdeosatdqfior Amikact-ehe £35mObReEoo1
of dedi cat ed be

anal ogous for cessor _systenms may
kit @ﬁﬁhbg@BlPH ﬁggEyaSP 'Re Eﬁa?gpgﬁyﬁ dioStithlt fgrthermore,
in tasbpdeferrsdotmbbbleémpheseBE thveptegBntaid@vation, the

I t cat | t 60 VWO 20 043037, .
ceet R Pa30037 Bok 26" ot ol by B°: - {Re ShAFE Loarligp codes.
Howefrer, execwtilhgbtheppoekikited78han thheptesamof iavéavaon is
equaﬁﬁge %Fltggﬁi FgeaegaggEyn]o?ghﬂggtﬁggga EEeaeggggnEodes,

rent shart oper at
SuCh89§teﬁtﬁﬁdcedeérﬁengﬁdﬁﬁggyaépﬁﬁéréﬁtrﬁ@tﬁﬂ@teﬂoéreasf
for 5&5 %@E"ﬁéhyoBtﬁgktﬁ@b@lﬁﬁilgﬁsegﬁlQﬁéd ré%bhk invention
furthernore the preferred enbodi nents of the
WlllpP@seﬁPaFﬁVEntlon the access codes are in the form
of one tinme authentication codes. However, it wll be

d that _t t
o SBERES, el Rk DErBET N, il BEb e tabT et apgsent
invef@isuchsas mathypdcddespiovidangi aguaecedsvtioe with a set

of akBa EiEBSQsaES ﬁr sggr ﬁaEHEGUS ”&eQHESr storing an
th T be

lcations o e present I nve 1 oNn
encraggapénkeY|ﬁnéuﬁﬁap@enaééeﬂﬁbe@nhép@en bydmayndﬂng a

messaéanpbﬁtain&ﬁ@ PheseAtntiAYERtigA ksaad BBt Rodelobr via a
rovi g a user eV|ce wth a set 15 of access codes

Commgﬁﬁﬁ?F§8 PﬁtWﬂE uséP §BGi E8TVSFori A SRCEMEFYPRi bRY 1S

storbaycaﬁdeapondeﬁglEbcaheonegoseoraad1ﬁeaﬁengsar aessage
entlflcat| n code to a via a

110680 R EBE, SRE RErAsrR=S hofRe S8 vaPeRah RACFDB Fon

1denkeﬁ1cstlenocedec6rpmsphaduagrtdevheekeﬁ $bokedpi Auhheion
is p%?fgrﬂgﬁ'?gseaooﬁlkﬂ%a?BQHtRE§C§€%oﬁfcéage ScE9UE8 98 the

recel Identification co fromt e user
messa@@|5@ ratroekeuphrukeyi 6rom stpeprger nElebasedobnacfess

codekdept bhiegbten Godagr eaei ¥8dri8vbBCkey to produce an
encrypted set. A message containing the encrypted set is sent
to the user device via the network. In the user device, the
encrypted set received from the server is decrypted using the
key in storage, and storing the decrypted set of access codes

for use by a user of the user device.
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nmessage to retrieve the key fromstorage. The set of
access codes is encrypted using the retrieved key to
w@e@doed3an 25 encrypted set. A nmessage cont ai PCTIB20682004720
encrypted set is sent to 2he user device via the
network. In the user device, the encrypted set
received fromthe server is decrypted using the key
in storage, and storing the decrypted set of access
cratgedes for use by a user of the user device. 30 WO
~ 2004/ 043037 PCT/1B2003/ 004720 22 CLAIM5 1. A nethod
for providing a user device with a set of access

1. cadegtnole rapt RedGR §i RGer MR USATHIRYISER: of access
torlng an encz%ptlon key and an 5 identification

codesydéeafiE HerdiSgPL 1fddiEge cont ai ning t he

I denthkl catdrodictade t @tarienyeh end rgptq R rm'egatah@nan
ng_an encryptio

k , t,
iGer iRt o ﬁt@g%fo‘c’%{nﬁir% B A e SBRL Rhorda e she

idendlilfocattiog theleseto ef scavessyieodesoomungeceitjonsf neheork ;

'Q%nkhf'%%Eb%ﬁ C%%%r&%. C%h%n%%g?ﬁgr d%%kc%brresponding to

pérform ng dok up
the keeneitbirest iion thedeliseac gievédsi n sflhecassagéhieo set of

accds@l bl bhe rde@y il OR sher %@%mt%@f%(:)é@t oRd ke $8bmOkne
access codes using the_retrieved key to produce an

user, ﬁ@W95€edF@%ﬁor§H@QSén&Pﬁ§ AP FESshdenc BRESCnORg thke
1dener1<fﬁmm@ns elodieo ridde iuser idevheemeisaale the rréew@ﬁzlé the
n the user device, zfr %%ig% t he enc
] h

key B3l GoaPosm ERe YNIER 5 erR e PhPge toghg the

retrsegedngevt e deodypkedns ehcafypaedesetcodesl tendisag by

mess %S%%n%g'hﬁﬁ %ﬁ.re%% %edzge% té Q%Eh%g @Sd%bﬁbgegla
i clalnlf, tr thier “Co ising: 1n the ser

the gefwpagkingna . new key, encrypting the new key with the

pﬁ%th@su%%x d@@qc%en@b@gy@tqﬁ gL ePRLILRILA sethe
ypted new key to the user device via the netwark;

receiigd PO & s SETIEH U8 L @ePFpliFiy 1Pné HERTIRey aRd Storing

the ﬁeeeweédf EeM oZ5 alhesselcvelesUsorgukke bt aviugks key the
%_ storlng the decrypted new key in place of the
preV|8us key.

user

2. A method as claimed in claim 1, further comprising:
in the server, generating a new key, encrypting the new
key with the previous key, and sending a message containing
the encrypted new key to the user device via the network; and,
in the user device, decrypting the new key received from
the server using the previous key, and storing the decrypted

new key in place of the previous key.

3. A method as claimed in claim 2, further comprising:

in the server, encrypting a new set of access codes with
the new key to produce a new key encrypted set, and sending a
message containing the new key encrypted set to the user
device via the network; and,

in the user device, decrypting the new key encrypted set
using the new key, and storing the decrypted new set for use

by a user of the user device.
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3. Anethod as clainmed in claim2, further conprising:
in the server, encrypting a new set of access codes
WOWwaoh/0430B2 new key to produce a new key encrypPEnIB003/004720

and sending a 30 nessage @dntaining the new key

encrypted set to the user device via the network;

and, in the user device, decrypting the new key

encrypted set using the new key, and storing the

dec W Set: user...of Mos . 2
R SATORSo T hET I i 0us 004155 (Puyisgno: in
the seWed  aSBIHNge@ MessagemcPntpdintifer acoepr issitngf agcess

codetsh & oS @IHe s T RGBS $REE ne@iaiN RG R NeW et u%fer
codes._.to the user device via'the netmork

cces
devﬁcﬁ tﬁi%&&@f &N, S§torfiofg Uske w36 GF (e b‘y”“’e&‘
devigager of the user 5 device. 5. A nethod as clained in
claim4, further conprising: in the user device,
tracki ng the access codes used by the user,
5. génerghiodgas cdquestd iim cdspionde tforthermuwoheriefing: in

the ﬂ%%%e@e %%9S§r%gg§§ﬁ{%§ﬁb %%e%sp%%%%}eﬁgk%?% {the user,

reshol d, ge contani n
generggiast at & eﬂW@%erl@eﬁfeSmsel ﬁOt Itéle samperr, @em@m&gd

acce%@ec6@%%a%%a%%ﬂhél%!@&eﬁ%@e&%Wh%@tt%&e%%%ﬁﬁs a%@d%%n@&ng a
recei pt of t.he request. 6. met hod as cl ai rred

mess@ﬁ?lﬁpﬂ aFHFFﬁéFhﬁbﬁﬁﬂpﬁsﬁgﬁolﬁhetﬁ§r§€FVeﬁPdtr&@k¢ﬁ&

servele genessgCates mesetd gy coheaisehy and ndty serdiordathess

cogTBssa %C%gngai%l t he new set of access codes to the
Gsert d&Vic®H Rr %ﬁbﬁ?@mﬁgtthe nunber of unused access
codes reaching a predeterm ned threshold. 7. A nethod

6. a3 ﬁ% hgada%nCQEQRgﬁ4in %ﬁggﬁr4CO%BEE% Qgco rg%g%g in

user device, generating a request i n respons
the ggRYSE, Poackane ﬁb@nﬁpﬁésﬁsépdeénus§dnévn@h§ wessagend

sendéapt @hai Rgskhger e@uesti ntidqt REeSBEWEEtaBE, akBekBecodes to
server,, sendi,ng the nessage _containing the new set of

the BegEeSeudfss 16n rreéé’&nﬁte 5P the npEgEEsPL YnugeHpPREESS
codeasrebahtird anpelkdieteimiheat hBFcgbBRAEL. Si Ng: 25 in the
user device, generating a public/private key pair,
and sendi ng a nessage containing the public key of the
7. paimetbod as claimed in claim 4, further comprising: in

the user device, generating a request in response to a manual
input from the user, and sending a message containing the
request to the server; and, in the server, sending the message
containing the new set of access codes on receipt of the

request.

8. A method as claimed in claim 1, further comprising:

in the user device, generating a public/private key pair,
and sending a message containing the public key of the pair to
the server via the network;

in the server, generating a session key, encrypting the
set of access codes with the session key to produce a session
key encrypted set, encrypting the session key with the public
key to produce an encrypted session key, sending a message
containing the session key encrypted set and the encrypted

session key to the user device via the network; and,
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the server via the network; in the server, generating
a session key, encrypting the set of access codes
WOWRaoR/083087 sessi on key to produce a session 30PKEYB2003/004720
encrypted set, encrypting t2he session key with the
public key to produce an encrypted session key,
sendi ng a nessage containing the session key
ehdr fheetissat dandcehedencyppliad thesshomvioepdt 6eshéon key
withUSBE BeVLEeavia %% REEWBEK i %Bdre@€5%90%5%4égéglon key,
PCT/ 1 B2003/ 0047 24 in the user device ecr
decr&ﬁél@ﬁcﬁﬁﬁt§@8§é§§uBﬁYkévcrmpFﬁdtﬁ@tpwpwbtéh@eyeGPV@ﬁ@d

sessBahr kbg E@CQ%@bvertﬁésgb@n kay, stdeghypPtheddkbeypted set
encr E ed set with the recovered session

sess
for Héﬁ %3 ?eeﬁ@gr et'SeEndS¥t6fi ng the decrypted set

5 for use by a user of the user device. 9. A nethod

for V|d|n user..device with a.set of. acces
O GBS Phe it RBA CORBP 81 Ag- i AoTHE Su¥er "dyice: Of access

codegtothﬁgm&mh@dccpppm@ﬁlngy andthe udemt devéaki:on code;
5§§Eﬂb”3n e%%%§%%§oﬁ°%%§'Qhﬁgahhﬁdeﬂ%QE Eb%gbhoﬁode,

e to"a server via a comuni cati ons net
ré@éﬁ@ﬁﬁgafm@ﬁﬁﬁﬁé senfeinangesbagé depht diaRRaonhEOSEt to a

servelk va8C8SSoqales careckypt adrwbi-k;t he key; decryptlng
t he recelve% set of access codes usi ng t he key

st6F&gE I En rogkGPFnéeFﬁgrd@cP§§?@§es€Pn59186885§he Set of
acceeedesdé@ren&eybyed wdsar thk kbg user device. 10. A
further co

”ﬁtegggg ?Laaél,. es rfseagg?ys{e. n§*a aﬁ&ﬁSﬁeﬁwﬁSEe &%&gif P kev

in sthzagervendusi ng the previous key; and, storing the

dEEB¥§hSdtB%WBE%§yb@eB'@%@ 8% EP%eE C¥bads f%?yusélbe

as claimed’in claim1 urt er conprising,
userpgfi fheygeerdelgvéee recei ving from the server a
message containing a new key encrypted set of access

L0, SEOEHL Ll TRt SeGL B0 LIE RO s
the user device:
decrypting a new key received from the server using the
previous key; and,
storing the decrypted new key in place of the previous

key.

11. A method as claimed in claim 10, further comprising, in
the user device:

receiving from the server a message containing a new key
encrypted set of access codes via the network;

decrypting the new key encrypted set using the new key;
and,

storing the decrypted new set for use by a user of the

user device.

12. A method as claimed in claim 9, comprising, in the user
device:

generating a public/private key pair;
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and, 30 storing the decrypted new set for use by a

user of the wuser device. 12. A nmethod as clained in
W@h@iumuP37 conpri sing, in the user device: genPCHIB2EE/@4720

public/private key pair; W252004/ 043037

PCT/ 1 B2003/ 004720 25 sending a nessage containing the

public key of the pair to the server via the network;

r eEAINg 2a NRssTEe CunEdiniing the esdildr key erfcrtjst ghir

to gﬁg Lf~AGCeSS, Gafles, Al A public key encrypted session
key 5 fromthe server via the network; decrypting the

pdBIGE WP énhasFseeE §@§15t|adﬁllllf¥9y aniggsatipn Kepi waRcE viedyed
set @ff ERedd lcdid RV ABIETSIKRR, eV G PLRE S8 key

a correspandi seSS|on key; decrypting the
fron%é%?ﬁ&ﬁ’?@?'éﬁf?Qﬁg% Tfiith the 10 recovered
semnrgilptkiﬁy_:r tother @ﬂmlé_rc tklaaty matc,ry@ift@dh%te@silﬁﬂl dﬂdé?[ with the
r et for a _user of the us evi c
prlv%%% XQ%? utefaﬁ}égran1éicﬁ§ﬁF‘ S&Fﬁbifg' éypted set
and gr@@mmaspnmﬁanmeamswh@m keaded in a processor of a
u L Qur rform a
mthad 9%1a.ne A Ryt RS He JR, 19k
T eCOMETIFEY Sfec%Sl@rﬂo i ﬁ@ Fogowerdéicc et land set of

a%&%&ingﬁ@%%sdek&%g&%@h%@th%Qrb%%n%w'bﬂu%e&eBYeEhkoﬁser
.communi cating wth the user device via a network:

deVigforing an encryption key corresponding to an

encryption key stored in the user device; allocating

t f des to.t r .device on rec

- of R s R TN Ao GORERAasE: GrTBgdeT pyream
codet heays ethege Vicogl e anthepmetwsﬁbx b& peufsernidey iael, 00k
confﬁ%u&%%c%iﬁngQQEQSQQ E%e Q%%E t%%d %%d%lrg%%bygg any

in the message to retrieve the rom st orag
of Céﬁé@@p@lﬁ@ e set of access codes usi ng the retrleved
key to produce an encrypted set; and,

14. A method for providing a user device with a set of access
codes, the method comprising, in a server for communicating
with the user device via a network:

storing an encryption key corresponding to an encryption
key stored in the user device;

allocating the set of access codes to the user device on
receipt of a message containing an identification code from
the user device via the network;

performing a look up function based on the identification
code received in the message to retrieve the key from storage;

encrypting the set of access codes using the retrieved
key to produce an encrypted set; and,

sending a message containing the encrypted set to the

user device via the network.

15. A method as claimed in claim 14, further comprising, in
the server:
generating a new key, encrypting the new key with the

previous key; and,



sendi ng a nessage containing the encrypted set to the

30 user device via the network. 15. A nethod as
w@b@iunemd3in claim 14, further conprising, in PEEIB2003/004720

server: generating a new k&g, encrypting the new key

with the previous key; and, WO 2004/ 043037

PCT/ 1 B2003/ 004720 26 sendi ng a nessage containing the

erREHEH hépdaape catfeinisw ey icwmnintachaawetgy kKo the

user@Mbvike Adethodas,Eha negyin a claim 15, further

conprising, in the server: 5 encrypting a new set of
access codes with the new key to produce a new key

16. encmypired $8 claitheds ardiaNG: 12 FESISAIE GHHA RiddptiREng, in
nem1k§% encrypted set to the user device via the

ther%ﬁﬁﬁ? 17. A nethod as clainmed in claim14, further

3 cEMIHEItigg ian neld stdte delaissd eniad MY th MRSAPH key to
pro A AR kaeryp dSKkey of .2 public/private key pair
evi ;

romthe use ; generating a session key;
eFENPNIch G tiesstate gorgedessior ddes nevt fketyhersesgitend set to

the K@er Ho iR PRANGHSA 2852, QN key encrypted set;
encrypting the session key with the public key to

produce a public key encrypted session key; and,

17. sendigtthodl FRS$AGE meeNtiai /1R rf NQ S ESiteR KWBrBRGIMRIL in

10 the %%} and the public key encrypted session key to the
0SEr 20 device via the network. 18. A comput er program

e lreweDtvicener insisg.oeo rputteri niheg kamubddde kigars when
L4 i_n_a or._of server conputer system
bl R
pa ébn%?gXP%§ ﬁ%&o %géégg%Fl%geng 5}%¥%Eﬁ§fhod as
clensed tilmoamy sefssdloai revi4 to 17. 25 19. A nmethod as

CleRicBAh i AL PIREe dieNg Gleaism. Juaer i@hﬁ%@e %%%%ﬁ%n key
codes are one tine authentication codes. . met hod
15 to pzoducs Re SR 1RRY KsVe CEGILHELETaISME iwher ei n t he

Nehaf/ t4 e thse $ e@ sWohe 1e§S wE @M RC AR NREYORK. produce
a public key encrypted session key; and,
sending a message containing the session key encrypted
set and the public key encrypted session key to the user

20 device via the network.

18. A computer program element comprising computer program
code means when loaded in a processor of a server computer
system, configures the processor to perform a method as

claimed in any of claims 14 to 17.

25 19. A method as claimed in any preceding claim, wherein the

access codes are one time authentication codes.

20. A method as claimed in any preceding claim, wherein the

network comprises a wireless communication network.

21. A method as claimed in claim 20, wherein the user device

30 comprises a mobile phone.
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21. A nethod as clained in claim20, wherein the user
device 30 conprises a nobile phone. WO 2004/ 043037
weEIAOBRED3/ 004720 27 22. A method as cl ai medPCTIB068/094720
20, wherein the user deviceé? conprises a personal
digital assistant. 23. A nethod as clained in claim?21
or 22, wherein the user device conprises a snart
22. dpmethwdas Kledeiesd ias ledimed i wheivsiim 20 weereidevice

comp@ LIS RAAE AR SYB tIBS RIS+ 2. Apparatus for

providing a user wwth a set of access codes, the
apparatus conprising: a user device; and, server for

23. C@ﬂﬁﬁﬂﬂﬁﬁﬂIdﬂ;dmdﬂmeﬁhﬂnu%ﬂb1Q€@UC%IVQ@ dwherein the user
ommuni cations 10 n tmor the user device conpri sing

deVlﬁgb SIS0 A A -yption key and an
identification code, and means for sending a nessage

cant ai. ni h i fiic t|on de erver, via
24. PR B8R, ° T SPfg heakdss 5B tEberkgs are
SMS geseagegpt i on key corresponding to the key stored in

15 the user device, neans for allocating the set of

access codes on receipt of the identification code

25. Ppparphasuder gepvaginonsanseromiphr fosritngfaakeeksugodes,

the Ep@&&a@ﬂsb@%ﬁ@rQﬁlhBe a'@%@E'Hb@@%bonaﬁadesé§9%kv@gr'n
trieve the fron1storage means

Comm%%lﬁcglﬁ& wﬁsé tRE ¥E8FTo fieé(&%s¥l€oée§°@@uﬁ§lcﬁ§19ﬁ§
netwpekrlehedubey ﬂevmceduompamsengrmehﬁd set, saaﬁlﬁgaaﬁ

S R T T e i

Sendﬂagtﬁemesééﬁﬁrpgnhglneagsther1dentyﬁucaglbhecederypteﬂe
servé@tvﬁgcghéeﬂetRBQK]tEﬁeSEE¥9Eruébﬂ r&ggn§e¥ﬁ§£gr%grln

the user device, and 25 neans for storin
storjugr 6Bt BHCE¥PLHPRakEEsSOEBAERORGingsEobyhet kevusspred in

the ﬁﬁerAﬂaaﬁabUSmé§n§|ﬂbﬂEQ1&Bc§E§h$1@ﬁe wber gknathess codes
| Ses ., neans 0 eneratln a_new

on <BEPISE cRULbRStagomRC scp, neans fo denerat Lnd o Bt

meanprévropgrﬁeymlagdanﬁank fipr £f30cseodi Bgsadnessape
1denE9@£éﬁEiBﬂ EB& eggé%fggg ESMIFeymégggggeggiéng$¥ngthe

via the networ K erein the us v
key Eﬁﬁﬁrﬁ§@§aﬁ@an@e¢@$ Herrgptivigtihe new key oEcecveds codes

usinér@HbtPStrieved key to produce an encrypted set, and means
for sending a message containing the encrypted set to the user
device via the network; and, the user device further
comprising means for decrypting the encrypted set received
from the server using the key stored in the user device, and
means for storing the decrypted set of access codes for use by

the user.

26. Apparatus as claimed in claim 25, wherein the server
further comprises means for generating a new key, means for
encrypting the new key with the previous key, and means for
sending a message containing the encrypted new key to the user
device via the network, and wherein the user device further
comprises means for decrypting the new key received from the
server using the previous key, and means for storing the

decrypted new key in place of the previous key .
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server using the previous key, and neans for storing

the decrypted new key in place of the previous key .
wo\e»020805043037 PCT/ 1 B2003/ 004720 28 27. AppaPEl/IB0638004720

claimed in claim26, wherei2® the server further

conprises neans for encrypting a new set of access

codes wth the new key to produce a new key encrypted

set; and neans for sending a nessage containing the

27. n@fp@’alﬁf@ Pt Bnesetid Gidngn User mﬁf‘é‘f‘&q’hvﬂl@e S ver

£ etwork, and wherein the user device fur
U TS G B TSI D961 % \RRGHIP HINY fei e Seternd yastamEs
codesetwitdi ngnet heswn sk eys p’ﬂtﬂidﬁ%ﬂrbﬁ A &P thed set; andg

ted new set for use a user of the user
mea“ggecfr‘ylp R Bl Re s Carziﬁaﬁébl% QiR ey Frdepted
set c,tm"rprhesmﬂyr idevik@® thie SéfeyefstwiRaNS dret WBRNHIRY the user

ew set of . access co to t
deVl%r g evi ce w@ﬂh rl][{ ndiecrﬁ’p S%eer qieé’

encriyRdips fset sitsdmgngl'tehélem‘eweset afrgt nmsbyfca:_ suseringf the
decﬂﬁﬂ:é&ﬁ@femﬂ%‘é‘tc%orz%seA@:@ar a ra%fd Jeddn LAl

further conprising: in t he user eV|ce means
tracki ng the access codes used by the user, neans for

28. gengraatathg ag equasied ﬁnf%i@gﬁ§95t0ﬂd¥%hé¥“@5ﬁbf181ng in
%sed access odes reaching a predeterm ned

the SFashsl dea%%q %aﬁ? 95 EnJIST§ 2R SmEPAGE e Bist & AiSHg Set

of adeessr eguest too thiee userv éieyiard viian thie nsefveik,; @%@nsln
the I Q¥eSY 20 age gontaining the new set of

< access%%gggs oﬁggggg%%? 3 of “thée F@&u SV S86. TREpACR bY@
usery o fcthiempigsirn devaicm-28, furt her conpr|S|ng |n the
server, neans for tracking the access codes used by

29 the user, and peans for sendlng t he nessage .
- cORPALRIHG PReChewnsst 1p5cdpimce8ss fusibert sombsigdng: in

the deemceewmceesmease E@rtE@aﬁkﬁﬁ@rth@fa@@%%%dc@@%gsﬁsed by
the gg g%glgg %Eede erm ned threshol d.

&p ar atus gs craf g f l@QaFnFﬁgueFErPﬂeFeéBﬁﬁF?sFﬁgthe
numbeﬁ ofhenuserl devies, cgdrer athngiagr aqpestcibrmespanse
t mapual u r ae user, _and se
hreﬁgggggeaggn?géﬂ?ngoghgggggﬁgqﬁes?sF%g?hgogé?gg?ngaﬁde
requestt ke §BPvERTVSENDRRE. t he hbBesageveronmebnenforheending

the feks8fcac60681A986StAR hegeLRt 8F LbhBosLedu8st: on receipt

of the request.

30. Apparatus as claimed in claim 28, further comprising: in
the server, means for tracking the access codes used by the
user, and means for sending the message containing the new set
of access codes to the user device in response to the number

of unused access codes reaching a predetermined threshold.

31. Apparatus as claimed in claim 28, further comprising: in
the user device, generating a request in response to a manual
input from the user, and sending a message containing the
request to the server; and, in the server, sending the message
containing the new set of access codes on receipt of the

request.
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WO 2004/ 043037 PCT/ 1 B2003/ 004720 29 32. Apparatus as
claimed in claim?25, wherein the user device further
w@eompii®es neans for generating a public/privaP&r/kEpo3/004720
pair and neans for sendi ng2& nessage containing the
public key of the pair to the server via the network;
wherein the server 5 further conprises neans for
generating a session key, means for encrypting the

32. set AGLEESS: Qods; j t:h, t : | 0 fo roduce .
. es%ﬁrn key encr méé& slglt ,&%elgﬁ?%"or%ﬂéeﬁ%erlynpﬁ}geg e dtvice
ur i GITREFSH DFaTHe fubldenaiaring m aohivle &/ puiblate key
paikeyn®nesa ebrS sl K QY mahd I i .
of t'??ess%%e 0 qcl%get ai nin #hemsessidﬁ%gﬁﬁclﬁﬁgggﬁg%bhc key
and he :at@ol' K&V endriyppte® Sed3gik ik afhansithdhes srerver
furtﬂmf i comprd stese nretnso ricr ?wleé‘am@ge!an dehe ﬁlbglerkﬁ,_e,v%%ns
. I ses .nmeanhs for decryptin the public key
o T ad S ats: oK) MR EnE G, e dyioRessien key to
pProdysier & sessdovekepherseysited key, means ffor dechypitiing the
dike & 10 e iy e it h the recavered
sesdit Jy® MTOUHEHLHIT ?%gdt% br@b Cﬁegnguggﬁcs i ng

sessi on key to recover set,; an
encrypsedesepsied Lev.f end meensy farusendihot ke mesenge

cont@eviieg. t32. sApRaLAl UEyAneILIRd %@tagﬁdpkh%lﬁhgﬁi%Skey
encrtot3§h gher.elnk t he aceess codes are one tine
AGCRENCLESE PN “€¥dés. the 3geragsuiseuyias thieangsdoik; and,

Wher&dm_@hﬁchabwsdéSit@ 3&rth@@r@bﬁﬁrﬁggsnﬁbﬂﬁ%kf%?”ﬁ%b%?ﬁting
: ni.cation net K. paratus as

che By 85y TR o nerr o gparats 25
the B8#Pr Feeseqomebi kbephereiofbkeppparahbs fag Gkaikypdihg the
sess@bﬁlﬁb§4en$@??€éa EQE H%EE gg%{g co%grc ééggggﬁﬁgg to

ersonal digital assistant. “Apparatus
TeCOVRT PT84, #RErBPANEhECuseFodéngcehecdapriypesdaset for

use byaatusardof3BheApparatiysias.clai med in claim 34,
wherein the nmessages are SMS nessages. 30 WO

2004/ 043037 PCT/ 1 B2003/ 004720 30 39. A user device
33. fappaepetiviag alsehedf 1ACERESOL0LRSihE OPEALoSEE V¥t &in

the 8c£QBUUNLEALTODS DELWPEK. Lhe, device comprising:

34. Apparatus as claimed in any of claims 25 to 32, wherein

the network comprises a wireless communication network.

35. Apparatus as claimed in claim 34, wherein the user device

comprises a mobile phone.

36. Apparatus as claimed in claim 34, wherein the user device

comprises a personal digital assistant.

37. Apparatus as claimed in claim 34, wherein the user device

comprises a smart card.

38. Apparatus as claimed in claim 34, wherein the messages

are SMS messages.
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means for storing an encryption key and an
identification code; neans for sending a nessage
wa@oeowaiiBng the 5 identification code to a serRET/IB20EE/@4720
conmuni cati ons network; n8ans for receiving fromthe
server a nessage containing the set of access codes
encrypted with the key; nmeans for decrypting the
39. r deeisrd dvtles Baceossceodew UsigeL tde d@yedd codes from a
servdORAGE a AW hmireans: f . t ecrypt ed set .of.,
access 10 codes for lucg{eS %@#%’r Iﬁ\%}edt(ﬁee User-d&RAce 9!
meang) Lok (AT W iate rcToiRliiand kv cird misgiddnirithieration

codeomydr MPr J@alnd o el g @ newkey,d ecei ved
[ t he previous key;” and, neans

. o r.amthe server using . .
lder%tolgysﬁa%ﬁoﬁ]g Ct%{ee det ) ;i SfeW ieeyp  Gampitics teforishaetwork ;
meaﬁﬁﬁﬁinnﬁedeﬂmiﬁﬁiﬁ%bnlAﬁﬁﬁ@kﬂﬂﬂﬂiQﬁxﬁé%éaégrgg%ﬂélﬂ%ﬁ?'@he
er rising: a r receiving fromthe

set Sor \%clrgea ngéjsc,agege Coi yg?trﬁﬁl%%n&%e REY ‘e MSYI5t €PTset
decrypotdage fhec ortes ivieal tdee et wordes sTeade s ofs 1 nde (MEPKIERY in
torh@ ;newxKe . USi the _new key; ~an

=0 rrel'a%ns f§: ﬁe%?l%}g%&ﬁ%%%ﬁ pttg% r(#;evc\:/réatﬁlse&sé&b?c&ess

codegs dPTofis it e UFsar ofevihse uséZ. daviser. device as

claimed in claim39, further conprising: neans for
pair; neans for

40. 9 nerat i 9.3 public/private key p
: sgnéﬁ'sﬁﬁ 51 e§Sage Cortaeni Ag cheipuBli c feyhet chaprising:
meangaifort dethgptdemyer n;algaktegf reebwork; f&%ﬁlﬂ%hfeﬁrserver using
th ; g nmessage cont ai ni ng.a sessi gn key
e %%%?3%?%dk§¥f Sf'CaclEES c68Es S5RG1RY hhis Peckepted new key
in pdageyptedhsepsievnokey kbyom t he server via the
net wor k; neans for decrypting the public key encrypted
session key with the private key of the pair to
41. [ BcHver fRE¥isesaporlakmed Apanrdafior 46ecfypthrg theprising:

meanSeSSkOBeK@YvﬁﬁérY@bﬁdtﬁ@LS@E§@;3Q gggsgggoggﬁﬁgining a new
key %g%?#{ﬁgeéeéego rlfeCOVGrS t g set ; .an neans or
S hE®HellypFERSSefOofier Uie Ebeana§wprbf ppens for

decrypeingdelbcaew\WO=2004£ 043033 Eg:{/ tBZQQ%ﬁQ%@Q k&%¥; 43nd,
\Y iding a,user device with a set o
meand E6E §£8%gé g7 geggﬁﬁﬁﬁécﬁ?Woﬁgtng?ﬁoPﬁ? Preaseegerof

access
the BoAprisvhge. nmeans for storing an encryption key
corresponding to an encryption key stored in the user

devi ce; neans for allocating
42. A user device as claimed in claim 39, further comprising:

means for generating a public/private key pair; means for
sending a message containing the public key of the pair to the
server via the network; means for receiving a message
containing a session key encrypted set of access codes and a
public key encrypted session key from the server via the
network; means for decrypting the public key encrypted session
key with the private key of the pair to recover the session
key; means for decrypting the session key encrypted set with
the recovered session key to recover the set; and, means for
storing the decrypted set for use by a user of the user

device.
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5 the set of access codes to the user device on

recei pt of a nessage containing an identification
w@owae/08306™m t he user device via the network; neEIEB20@004720

performng a | ook up functiddn based on the

identification code received in the nessage to _

retrieve the key from storage; neans for encrypting

the set of access 10 codes using the retrieved key to

3. produss; 8 .S6t i, A, ns_ far .sendj
: rrepgs_age %gn%}frﬁ/%ﬁ lgf‘gfanacrypt ed seicse t"‘f)lttl'hea usseg?. Oaf access
codsfeviice & iPrunE It ioTe nREWOIsertey seywemiqmbnising:
rd @dP dhodind el SRMAISIANK y'%kﬁré N&J ald ng, a
es new key, oenlcré pting the new keey W t scIHSOrt%Leegrrew ous
encwloéﬁdieyne%%%fefdorl%etﬁkﬁ MFSF ASsgps amang fiarg alHecating
the enmar yft ettdeew keyidsd dhaHs elisde\Hisa od & he REIWIIE o
al 4%5.A.server. l.ai.med .in a %%g|n144, further )
messc&%pﬁosﬁ g e & Ctel?&ﬁ?ptﬁ% W@ e Assgsgdevice
via ¢ddesativdrit;henazew foay peo forraduee 2 RN key RMIIRIre based
. 5 freans J.or ndi .20 a .nessage containin :
g elr%v?\} ey encrog/nptcé) sgjte%%&%’ier}dg lﬁlsztjleg&be\ﬁsé—"@e\/ité) tgfﬁé:rleve
the frepivdiem 48.0tRcsar wearss folraiemed viot icicaitined 3ietf wift hecess
AeRORRAIY Ric MRINTR] WKL ]IV ARG NG
e a uéﬁ%t ké; of_a publfgfpfﬁégggﬁfgi pa?1C$$%h1Fﬁ§
and'ugglanﬁe\fio(‘?e;sqm PoMePE agen S10AoAG 180 &dsi eackepted set
to timeanscfrodetnidey ptiaNg Hehectlor®. access codes with the
session key to produce a session key encrypted set;
means for encrypting the session key with the public

44. kéy segveprodice laiped iia képiendsyptiedthessicompkeying :

n f ndi nmessage_containing th .
nesdor BRSPS N0 8, TESA0C SO ANy i
the prerypusd kevssipod kepans tfhe sesdindewi vesebget kentaining
the @%bﬂ@b%ed new key to the user device via the network; and,

45. A server as claimed in a claim 44, further comprising:
means for encrypting a new set of access codes with the new
key to produce a new key encrypted set; and, means for sending
a message containing the new key encrypted set to the user

device via the network.

46. A server as claimed in claim 43, further comprising:
means for receiving a message containing a public key of a
public/private key pair from the user device: means for
generating a session key; means for encrypting the set of
access codes with the session key to produce a session key
encrypted set; means for encrypting the session key with the
public key to produce a public key encrypted session key; and,
means for sending a message containing the session key
encrypted set and the public key encrypted session key to the

user device wvia the network.



