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AND APPAR%Q%&ES HARDWARE BLOCK LOCKI NG I N A NONVOLATI LEWW h:)é
" THE | NVENT e present invention relates generally to 4815 es and
nore particularly to a nethod and apparatus for | ocking and unl ocking

bl ocks of menory cells in a nonvolatile nmenory device to disable and enabl e
wite and erase, and in sone cases, read operations to the bl ocks of -
menory. BACKGROUND OF THE | NVENTI ON Nonvol atil e sem conductor nenories use
a variety of sem conductor nenory cell designs. One type of nenory cell is
a "flash" nenory cell that is electrically erasable and electrically
programmabl e. Once programmed, flash nenmorly cells retain their data until

it is erased. Data integrity is very inportant for nmany flash nenory

appl i cati ons anMBETHOD AND/ APRARATUS'POR HARDWARPD BL.OCKLOGHIMGEN &
flash nmenory may be used to store the start-up and/or basic input/output
system {BI OS) routines that are NONNPLATHRMEMORuter systemis reset or
turned on. If the BIOS or other start-up code is altered or corrupted in
sonme manner) the conputer system may not operate properly. It is,

therefore, deFIEAD OFITHEINVENTIONt ect the BI OS and ot her systemcritical
code from destructive viruses, inadvertent overwiting or other undesired
alteration. Data i nkthegpiesgnt vantien retpiestganeralyrtosnemory devigas andtraorgs

and sof tver o HAERENT B4 clERE g BRI BHES SULBR RG] ChioBRE AR faen! ces
have prot ect ednbfiry 66Neinfd AGhRSATIE rﬁ@rhb\;fﬁé\ﬂ%é gd aisabldafd e@haBlelpdte bl ock

architecture having a "l ockable" *@000 % OCT 2002 W O 99159288
PCT/ US99| 09468 erase, and in some cases, read operations to the blocks of memory.

BACKGROUND OF THE INVENTION

Nonvolatile semiconductor memories use a variety of semiconductor

memory cell designs. One type of memory cell is a "flash" memory cell that
is electrically erasable and electrically programmable. Once programmed,
flash memory cells retain their data until it is erased.

Data integrity is very important for many flash memory applications
and other nonvolatile memory applications. For example, a flash memory
may be used to store the start-up and/or basic input/output system (BIOS)
routines that are executed when a computer system is reset or turned on.

if the BIOS or other start-up code is altered or corrupted in some
manner, the computer system may not operate properly. It is, therefore,
desirable to be able protect the BIOS and other system critical code from
destructive viruses, inadvertent overwriting or other undesired alteration.
Data integrity is also important for such code and data as device drivers,
read only memory (ROM)-executable operating system code, and software
application code, for example.

Some prior flash memory devices have protected boot code from
being corrupted through use of a boot block architecture having a "lockable”
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boot bl ock of nmemory. The boot block is progranmmed with a progranm @d¢ 0CT 2001
wvol tage apRbisggek® a particular pin on the device. Once prqgiRsodtedas
" been conpleted and the progranm ng voltage is renoved, the boot bl ock
cannot be witten to or erased, and thus is considered to be | ocked. System
recovery code may be stored in a another |ockable block on the nenory in a
simlar manner. (Systemrecovery code is provided such that a system may-be
recovered in the case of a catastrophic systemerror.) A drawback of -this
approach is that if the boot code, for exanple, needs to be updated, it is
not possible to reprogramthe part because_the bl ocks) that include the
code are | ocked. Were the part can be rep?ogran’med, it is usually
necessary to re-apply the programm ng voltage, typically 12 volts, to the
sanme pin on thbobi Blebk wémemorgeviinecbdat bibalcis prograpnrgd avith agrogratagimgwas
applied to programthe part. In many cases, however, applicatign of the
progranmi ng voVeliage apphas 1o & particuliininenihe device QpsenPiagrameniag $88m t hat
i ncludes the f t ' V, ' rd.
Requi ring a oy BeancREEERg SREROGnimFEl ook 1EREhofga Ing Xt Boe L
flash nenory i sanmstese waitter td of eraed, apdhinsis curisidbrad tp bbdotkedd. Bostent o

ot her conponents in the system voiding product warranties) etc. For,
anot her appr oaf8FPVENY £ads MaynRe Ftared in diametherieckablghiockion thedeREPLiLA of

whi ch has an ag-ﬁ@gr%%@r' qg&#egfgtee‘%}v%d %ﬁ% rngVi%% Rechthafa Egg%pn yorY

cells. The bl ocC can each to the corresp i ng Fock

bit to prevent beneocoveredan tisd casslof a catestidphicksystemmoriggi)ng overwritten or
erased. Locking the bl ocks nakes the bl ocks operate as read only nenory

(ROM. 280CT éo@@mcyyf@yag@pmvnjsébqﬁbtt@zb@tm%et farexasmleach, the
| ocked bl ocks. ?.88{!%% B8 JHHaPek §histdt Pot¥ib etoflr%b\r/ ggﬂ {u‘»%d@]rgﬁg?é(}g{%%r)

wi t hout appl yi ng e progranm'ng voltage o ock

bits. Again, i blogk{s)ihatiacksieahy codergdockad. Whewethe pampen ben a board to
enabl e application of the programm ng voltage to unlock the block | ock
bits. Further, "eRIOGERTAMSM, fiHe Ugualen Refocre-anply the plRarammipgvolage,

information i s i i |t | can
be. di f11cult. — MRGAETHEToRT o g Sty a6 Sh ke FohBnr alics 1 QIHEH 1
upgr adeabi | i ty prédramming valiageevas appliad to progesmmithe partx Ibumgeny casesje st ored
in | ocked bl ocks. 280C.T 2g8_étv\o 99/ 59288 4 SUMVARY OF THE | NVENTI ON
PCTI US99/ 094G NRWSYERAPRIRatIYD pLING RrOgramning Vel 1ythi iR rRguiLRs @ user

ome! Svson mon; 2 EPESEPheTBEREN 168t RERN ol chy SRy b o
jumper on a system board. Requiring a system user to open up a system to
enable re-programming of a flash memory is undesirable for many reasons
including potential harm to other components in the system, voiding product
warranties, etc.

For another approach, a flash memory is divided into symmetric
blocks, each of which has an associated block lock bit formed of one or
more flash memory cells. The blocks can each be locked by writing to the
corresponding lock bit to prevent information stored in the blocks from being
overwritten or erased. Locking the blocks makes the blocks operate as a

read only memory (ROM).



menory array including a first block of nmenory cells. A first volati ZQUCT 2002
prot ecti onwD 29/99388coupl ed to the first block. The first vol ptTAISI9M9MZECE | ON
"bit is programmable to prevent a nenory access operation directed to the
first block from being perfornmed. O her features and advantages of the
present invention will be apparent fromthe acconpanyi ng drawi ngs and from
the detailed description that foll ows bel ow 2 80 CT 2002 WO 99159288 5
BRI EF DESCRI PTI ON OF THE DRAW NGS PCTNS99l 09462 The present invention is
illustrated by way of exanple and not limtation in the figures of the
acconpanyi ng drawings, in which |ike refergnces indicate simlar elenents)
and in which: Figure 1 is a block diagram®df a systemincluding a flash
menory of one enbodinent. Figure 2 is a block diagramof a system of one
enmbodi ment i ncl udi nfroa thie appratehe thenlocked blosks chooal bryuslocked to pravide

| atil ., Fi i bl ock di . f the flash
Figure 1 i ncl ulihfpdn S hariar, WaERHARHES Mt Pis wopkad vabRooL e
har dvar e bl ock b it BIBER RIS, I0GARAL fiayte AEGRBROM PRRlcaIlfiMbieas 1S

a bl ock diagram a tlash nmenory of™ anot her enbodi nent g an
al ternative enpodpeeon adfoasd hd enchblecapplingtian otihet prograjomingvoeltage tbl ow

{1 ow di agr am SHBIRORG"E HOROR4BItEat i on nethod that may be used n the code
update method of Fi gufifaer, in each of the above approaches, while system critical
information is protected in locked blocks, updates to such information can be
difficult. This difficulty can affect system ease of use and upgradeability.
Also, it may be difficult to easily fix bugs in code stored in locked blocks.



Figure 7 is a block diagramof a flash nmenory of another enbodi nment 28 0CT 2002
i ncl udi ng amototvesassl t er nati ve enbodi nent of a bl ock | ocki ng gitingssbie4sti gur e
"8 is a block diagramof a set top box including the flash nenory of one
enbodi nent. Figure 9 is a block diagramof a cellular tel ephone including
the flash nenory of one enbodi nent. 2 8 0 CT 2002 WD 99159288 6 DETAI LED
DESCRI PTI ON PCT/ US99J09462 A net hod and apparatus for hardware | ocki ng amd
unl ocki ng of a block of menory cells is described. Although the follow ng
enbodi nents are described wth reference to a flash nenory, alternative
enbodi ments are applicable to other types of nonvolatile nenories. As wll
be described in more detail bel ow, for one4enbodi ment, a bl ock of menory
cells is selectively |locked to disable wite and erase operations to the

bl ock of nenor \SUMMARYORBTHE NVENTION ow wite and erase operations to
the bl ock of nmenory cells using one or nore volatile protection bits. For
sone enbodi ments, afMethodand@ppajatys fercaiieling loskirg anst unrincktngef a

i nst ant aneousl t f %[m %}Fé}c; , ock of nmenory cells
may al so be | oc I%%o‘ﬂn%hgt%gép%g{@l s |8O'S)o e tlléodr?tsts(}ﬁggé's cannot be changed
by a software commarrbranerembodintent| &8 aermoskdslit®inaliwiesd nonfeatiet i on from

being read fromthe block of nmenory cells. If the block of nmenory cells is
| ocked down, i tMemeNparaninstydingedfirshileck ofmarsonyielisy Asbrshpelatile ons to the

bl ock of menory | l.s  i8 - ) i X . or
ot her predeter rﬁ%&h Qgﬂté %ég?@gﬁgg&e&ruepsﬁtbg&?(gﬁl:\,\%ﬂ&ﬁ?@g%{t}lf%é{g?%{}tfoﬁesﬁn{o}sy
cell's may be urgrogieetimable toyiensnt & Pnamsysdotess opetatRireditecté®itd the frgt a
reset event, start-up code has exclusive control of the systemfor system

i ni tialization.blegdisermsbaingiperiefmadi on stored in previously | ocked and/ or

| ocked down bl ocks ' I ' in
previously read | oclcétgggF%ééégésgg?lgggogﬂgg?g%ﬁ%&%%ﬁ{s{ngrgpﬁérg(@g%e isin
control . In thigppaemaiom\the teesmpadyirightrawiiyy a6 frofn that detailéd desdriplioar e
prevented fromaltering the information stored in the nenory and/or reading

i nformation t hahal ®llgwsibelews o be kept secret.  280CT2002 W O 991 59288
PCT/ US99109462 7
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Bef ore execution of the start-up code is conplete, the start-up code
re-1ocks amddgsoess | ocks down previously | ocked and/ or | ockecir/dsssrmeds2ocks.
“Additionally, the start-up code | ocks and/or |ocks down any other bl ocks
that are desired to be | ocked and/ or | ocked down based on the update. In
this manner, read and/or wite and erase operations to the | ocked down

bl ocks are prevented before other software is able to run on the system -
Figure 1 shows a block diagram of a system 100 in which one enbodi nent may
be inplenented. The system 100 is a conputer system but other types of
systens that may benefit fromthe capabiligy to update systemcriti cal

code, for exanple, nmay al so be used for various enbodi nents. The system 100
of Figure 1 includes a system bus 105, a processor 110 coupled to the

syst em bus 105BRIEE\BESGRIPTWHON OfhpHE DRAWINCGS yi ng a system vol t age Vec,
and a flash nenor 5, also.referred. to _as flash el ectricall

progr anmabl e read oi%? H’r%??d\?y“’ﬁ?%m illu V%@d&yu‘ﬁf%af ?@TH[@ %%f‘é}n bus 105.

The processor fdfafis inhedigthés BPHECRSSRipardink] GRARIY, 1o Writh li@

application specific Integrated circuit pe of processor or
control | er. TheefprevwessndicdteGimdar elementd) @tidivwhichiown in Figure 1 incl udes
an execution unit 116 for executjng instructiaons recejved, by the procgessor
110 over the bus 10514Re! FiablockSiRaramals SYRIPRIRSIUGNG % 4RSh FHeleAYRimor y
device in the Figure 1, however nultiple flash nenory devices
may al so be usgﬁéteﬁh%e&g@g?{ém 100 may al so include a network interface 117
to enabl e the syst eFigi@ 2 is dblochuidgrdnt of aagstem ofore eybodimsenhiecluding

net wor k. The network may be | ocal ,area network (LAN)) a w de area network
{WAN) or the | At'eépplietetior, %S&?gﬁ%‘?k'%@’ %@ﬁéf@%\’%@ﬁf@&‘%m ude a mass
st or age WD 99/ 592 i : S a
hard di sk drive, a %%r%gé %ﬁgﬁ#éﬁ%&gﬁtﬁgﬁ%}ﬁqﬁ%o%ﬂﬁﬁyﬁg |§¢IG§E{\ er
type of drive blutkess osernbgcelisahapmaybailacket ssingthhafkividre block opkiag

devi ce 119, other peripheral devices 120 such ,as an input device, for

exanpl e, and ofMRIPOGaREaRParatis of oAk eEbediTeRt ¢ r andom access menory
(SRAM), dynam c ran VBRI RAM fia8R &afhdinéy nenory (ROM
may al so be i ncl udeﬁ%@ﬁ?é%tem‘é&)’% and c%uplnqegdn?grthe bus 105. The
flash nmenory 1embddimeat clhuditgrenialterrdtive esnzodiment of ablagk leeking irceit et
detector 135, one or_nore_registers 137,, an. interface prl?%? anc{ a bl ock

| ocking circuit 140Figyres isgiflow diagmm shawin Go5€ YRHate MEthAd of B8P st er s
137. The nenor ynddithens0 for one enbodi ment includes N+1 bl ocks of nenory
where N may be any non-negative integer. The nenory array 130 is divided
into bl ocks such th&ligufes ina fiewndipgmm showing acode vatidaticemmetiodthabr y
array 130 does not,kK need to be erased., Usi bl.acks, information may be
erased in one EP%QQMSFHth%?‘P%PPa@tel'ﬂ?@}%ﬁa‘?fic%ﬂ”'?t%r ed in the other
bllocks of the menorygighd 764 B tlTR Bt 8.flalSREenEMBRY ¥f AndtAgr MYy not be
di vided into bl ocks*'ggfgtgéege oeﬁﬂ%‘%ﬁrrents, t he entFr‘We menory array is
referred to herembodiment Mohuding @hether altkmativetanebodimeny obiahdgekiidokingy al |

i ncl ude the sane nunber of nenory cells or they may be different sizes. The
bl ocks 0-N of tH&Yhenory array 130) for one enbodi nent, each include 64k
bytes but may be | ar i - @l S RtiISdinE3Re fiaknt he

bl ocks 0-N of the rrerﬁéir:‘{/é)grgggdlé%d'fggharﬁtg?i n i\%ual l'y Io‘céed to prevent
progranm ng andhemoey efone eafbadiirhentst ored in the bl ock and/or unl ocked as

? ﬁZCL: gﬁﬁ's' 8 &Dr ezdgftiglulce %ei!g%oé\? g{atglra(\)nqe}:lf Iayéellfu?arr tglggﬁogg?r?gbgi%gttﬁé ﬂ§§$ h of

memory of one embodiment.




WO 991 59288 9 PCTNS99109462 can be | ocked down to prevent the prot e&f#BW 1002
status of twedsmsk from bei ng changed by a software conmanceGl/osme/09452

"l ocked down bl ock, like a |ocked bl ock, cannot be programed or erased. The
bl ock |l ocking circuit 140 of one enbodi nment includes a block | ocking
circuit corresponding to each of the blocks O-N of the nenory array 130.
The bl ock I ocking circuit 140 controls |ocking and unl ocking of the bl ocks
of the menory array 130 as well as | ock down of the bl ocks of the nmenory
array 130 for enbodinments including this feature. The reset detector 135,
regi sters) 137 and interface 139 are descr&ﬁed in nore detail with
reference to Figure 3. For the exanple sho and described in reference to
Figure 1, one or nore nass storage devices) 118 stores an operating system
150 and a userEﬁﬂ]ﬂﬁﬁiﬁgﬁﬁﬁiﬂﬁi&ﬂﬁperating system 150 and user interface
155 may be a W ndows, gper ating . syst f I t rporation, .a UN X
operating system o SRRALARAPPELATS oA ERE Jeodng BOF REBrAB.or2
registered traqgaEs bf ﬁ\tenMr%beﬁs)fst déatiibed AtAIPRLghthE feIRiIAG ebouimbAtS dra0 of
one enbodi ment includes a BI OS update or other code update utility 151. The

user interface desgribed sdthtreference o adlashinemerysaliernativererobodiowentis are t he
system 100 and may. b raphi cal , .text-based or other type of user
interface. Fi glﬁpég'cgglgﬂa%hgﬁ!pﬁ?8&?08\’%{6&‘3@99%\%%9 exanpl es of ot her
types of systems thais RVpél88séhitsed iAROrdBERiNbeldw, BF oRBRrFBBMeRE -
Figure 8 shows a set top box 800 including the flash nenory 115 and a

processor 805 duagh etimematy iseds &iseledtively logkadriesisabld wite and leraseexanpl e)
505, "Tor - examp|GPerains B hedflof P mimaly dBie G Phlatkel W Buhwi Ak £RS3 TS,
a 28 0CT Zogcgpéﬁgi&% ROBBDIFER olPaMAy 48ls 1Rir'enest nive 96ldtile Sréfectn

power supply 8 and ot her conponents 825. Qther set top boxes configured
in a different bitaanfor snye emhodiments @ bloek ohmesoeryaels ¢anhetlocked gure 9

shows a cellul ar tel ephope,900 incl udi e flash menory. 1 d
processor 905 CWBMPSP%%%C’@%. E’fﬁgg'f’}'Q@%O’Hgmvaﬁ'@%ﬁjﬂgﬂsg%g’énm e)
may be used to mbfidty icels ridial80 Defloekdd@owhdRAAAL i@?ro?é‘éﬂdhr sthfysst or e
data such as tel ephone nunbérs, for exanple. The cellul ar tel ephone 900

al so i ncl udes acannatibesehanggsdnea seftwalscommant Rioneandiern wadilosked 1® and

020, G ner cel | eyt ERBRSoE et RastARLg HBar BE ik SEREED U <5 e
used for vari ousloeriepehdiborycellEas lbokbdidetvraioyan b sintdtkedad enablecwfite andgl/ or
experience a power cycle in the sane manner as the system 100 of Fiqure 1.

Figure 2 is a bew@sr enesgiiens o thariiesipf Bpmanncals in sispaRse o M atection of
enbodi nent nmay Q‘asykt@?l]\ ?%%?%Z%Q%me’g?&%@m&pgv?“ ke the system 100 of

Figure 1 may be a’ctonpu one of a variety of other types of
systems. The syst em BoPembotimentsdoswhiotna block2iiimemopy celssmay b2lthlocked ed
to the system bus 205, a system power supply, 212 sugé)l ing a system voltage
Vcc and a nonvollHiESPENs@ b pYStem s8] QYGOBIfQHP‘t’E'gt% 5§§§t’ . stast-vp5odene
nonvol atile ne ' : : ' s 0-M
(ahere M is anylaSsRAaslvBRAET o Ridm 0t Yo@rbirtdiaaiat; UBasteRsen 1\ 0l

type of nonvol airifbenatisrostpred-ior prebibusiyblodket: andidrdackddddwn biazks of a
st andal one reset detector 235 is coupled to the bus 205 and to the

nonvol atil e menBligMRVFanthe made anddntesmatien sterad ingeryinyslyireadiackedo. one
or nore registeps ¢3 tal'the read, WHlethd stbp code is in control. In this manner,

viruses and other sources of data corruption are prevented from altering the
information stored in the memory and/or reading information that is desired

to be kept secret.



WO 99/ S9288 PCTNS99/ 09462 11 provided in a chipset or other peripheraf $4g00
~The reset WexW6088 235, registers) 237 and bl ock | ocking ciRrCLUSIIDI4E2
operate in a simlar manner and performfunctions simlar to elenents in
Figure 1 having the same nanes. Also for the enbodi nent shown in Figure 2,
t he boot code or other start-up routine 275 is stored in a nenory 255 ot her
than the nonvol atile nmenory 215. For other enbodinents, the start-up -
routine may be stored in the nonvolatile nmenory 215. Wiile the description
that follows in reference to Figure 3 describes the operation and details
of the system 100 of Figure 1, it will be flppreci ated that |ike conponents
shown in the system 200 of Figure 2 operate in a simlar manner. Figure 3
is a block diagramof the flash nmenory 115 of Figure 1. For the enbodi nent

shown in Figure 3, Brfore@yesutionyf therstanuprade isomuets; hestagruppedeat i on

Gori ng & code. Dol BRIATEI60R H60 Bieioilf1ockaf A bty gpéinFidage "
updat e processAtgitiohaig the stErtup dddetiBcksait/esdcrRé dvlvntdhy BiBiePBIBcke igatcan

be found) respectively. A different nunber of registers nmay be used for

al ternative enBtaifdegiradio bglockediandérdogied dewn hasedvodharpdate. elnibis
cleared by a reset ev , | ower cle .as ,described in nore
detail bel ow. w&e?‘tr%gara@%? é&@ﬁ@yﬁ@e%‘gg o\}@ger%tg%@ tpéﬁeﬂ?ﬁqﬁg;%%w% Gb‘fkﬁs

passi ng nessagafe prventt Befofs ethe?\softivard watﬂéwnhreonm@sggém. detector 135
of one enbodinent is coupled to receive a reset signal 145 fromthe bus 105

(Figure 1 ). The reFigurg haaows adloekitiegrars of isessystarnr0drioavhich angyst em
reset event. The.r etector 135 0 enbodi .15 also coupled to
Fecel ve a syst SAGInEnE Ry BeomalcBaRlet eSS ng cPupaigS S,

si gnal s i ncl udppgothep hiital of syetBns that Thay Beféfit frord te Bafability 48 ApdreY9! 59288
PCT/ US99/ 09462 12 307 'in response to which it is desirable fo assert an

unl ock signal 8aystegsenitiaadgode) fonexample, mayalsplpe uged fioe vadees det ector 135

is coupled to - bit array bus 310 which is coupled to a | ock bit
array 315 inclgﬂkﬁﬁﬁngﬁﬁg bl ock locking circuit 140. A second output of the

reset detector 135 TheGygriredOD®ftHIGuUEETintlIes alSystambids 108 fpfideBydr | S
coupled to the interface 139. The interface 139 includes a comman

d
interface and dlQcouplest igrthefystambusTifs, asyatam PPwes sHRRY iResunrivwng @

receive) latch r bus
105, Onee the SorhiERER, VRS U AREEH indtifn} 5 G EBTBRAS 1S PEE 1 1S
used by ot her elgotrigdlly progtanembbhsieateanly ynetheoryd & PROM) nalso éoupled toahé or m
the commands. The wite state nmachine controls mempry read wite and erase

operations i n S¥sigFhBES 185¢ Jhepresessicl \omay\pe: & BiCTORFRGRSSPhHtéer f ace. The
interf 139 | t ‘ i : AWele i 5 of
Lhe bl ock | ook igfEEeflrBlier 8 dipipaf Eecie Indoral e hitoPadoribt e dt> »°

130. The bl ock prasdsisogoc comtrolierldhe procasss 1iidefor thekelmbodinemtystinldn ina no

| ock-down bit 0 nd gating | ogic, coupl o the |ock bit array 315. The
| ock bit array?:si'ﬂ%eo '"Gweé@gbﬁﬁ‘ P”iﬁ?ﬁfﬁr&% expeyting |’l§tr|”&¥ﬁ%{%/?@t‘@§’s
menory ( SRAM I a i .

2ppl 1 ot i on o 5 18 Prafssti 10%uer BEE B HGSS Mhet ifehidry 1S hafides 2
greater than tisenghpéasi nemonl dexdee bf thelsystdm 400 figyrel 1, thowever mgitipenner |

the bits of thzI | ock bit array 315 can be programmed and erased w t hout
requiring a usdiRSPoNemer e‘f‘ﬁ%i’)ﬁ}ayoﬁ‘lsglbﬁéﬁﬂdse reapply a hi gher progranmm ng
voltage to a partic J f cﬂfd@ Ear t

enbodi nent, the Iocﬁ%?ﬁé%pgfyqﬁﬁyoérlﬁéeg‘ 0 aén%ﬁte er t"ﬁ%gaggq\}}c?letgtelqagle
280CT2002 WO 9%h&Sys8nPlo tishe/ddpiest! thlomeopmore systemschversa netlyorkhniThe

random access nmenory (DRAM npenory cell or a sinple flip-flop or |latch, for
exanpl . For t MENAticRIINdR a st ataanetvsik SSAN). 2haids asesnetyork BVANYGT 2y

315 includes t t} | a j ht : ry
array 130 alt h\gﬁaﬁﬁtgﬁ}ﬁf #og;éé(%tﬁ p?\%nggrggﬁ {egﬁgpgcrplag%'% 'P élﬁ%yé)ﬁwgtsggé or
ot her enbodi nents. The protection bits of the lock bit array 315 that
correspond to a particular block of nenory are referred to collectively as
a segnent of the lock-bit array. Thus, the protection bits of the |lock bit
array 315 are arranged in segnents O-N to correspond respectively to bl ocks
0-N of the menory array 130. Each set of protection bits stores a val ue

i ndicating the protection status of the correspondi ng bl ock of the nenory
array, wherein the protection status is one of three states: |ocked,

unl ocked or | ocked-down. A first protection bit, referred to herein as the
wite ock (WL) bit, indicates whether the corresponding block is | ocked
to prevent wite and erase operations or unlocked. A second protection bit
i ndi cates whether the corresponding block is | ocked down or not and is

Y . o "



A bl ock of the nenory array 130 that is wite |ocked is prevented f rbAOCT 2002
bei ng accewes/99288 program or erase operations) but informpcpsedemaed in
the wite | ocked bl ock can be accessed in response to a nenory read
operation. In this manner, information stored in a wite |ocked bl ock
cannot be altered unless the protection status of the block is changed. A
bl ock of the nenory array 130 that is unl ocked can be accessed for program
erase and read operations. For one enbodinent, the wite |lock bit
corresponding to a particular block of the nenory array can be re 2 8 CCT
2002 WO 991 59288 PC T/ US99109462 14 progranmed to change the wite
protection status of the block at any ti nmeBusi ng software commands. |If a

bl ock of nenory is |ocked dowmn, simlar to the case of the wite | ocked
protecti on st atiegicetNd slabcks adanm tiskedrives asoenpda distemeadyorly agrraotya(dD
erase operations for one enbodi rren{q. .The | ock-down {UD) bits hc,)weverbnare
one-way w it eabfl@Mbptive oy ethariyie ohdrive ard asseriatedstarigsr mgdiadigdorde

bl ock cannot b n i fiapar ) ) i fi i anal
must be asser t 0T A ghial RS TP o NEIBRER HeRRes, o BICH 56 3 THBE
must be det ect gdvige! forexahtié aaid eibien nisradiss ¢28 sbheh eBangticaand®acr i bed
bel ow. Sone enbodi nents al so _include a no | ock-down bit 350 coupled to the

| ock bit arrayagtesameneyiBRAM) dynaic reagionTaecess meaicntdRRAMY arslor as

al so a one way i [ .Hgy vent t f any of
the wite | Ockr%%ﬁgspr}nggﬂimﬁ?ﬂ@i S F%%tlzg(;} CE)L&GQ{)H ttﬁgrsy%%?%ibafa c()](r)n bei ng
altered. In thicpupradterthetbue 1osnory array 130 can provide nore protection
fromviruses that could attenpt to Lock down the entire nmenory array 130.

For one enbodi nent, Ttediagh memerydia abionessbedimeant inglyresa sagmatbdiray per
| : i
Bvent . For ot ndP e a88etaeBERS 1a BHERr dEaeisfils a2chnibEREREBeNY 2

or a no | ock- dencKibtkipgreireLitakoofAlteenative embbdintents beaphevindRe the
addition to the lock bit array 315 and the no Lock-down bit 350, the block

| ocki ng ci rcui tedi8®re8fl3dne enbodi ment incl udes additional gating Logic

corresponding to ea 0 : i r t he
enbodi ment shown i nell&legﬁ‘re %%ﬁﬁmfgﬁkf‘%ﬁ? ‘!r’fg&}é‘le?‘m@“‘i%“ﬁc l%éj{e%?fa NOR
gate and a tramsemboy whete Nooap bedariyonamdegativeinpegeti 1Mthe meerarl avfayt 160
rotection bit segnments of,the lock bit array 315. 280CT2002 WD 991 59288
PCTNS99100462 1%"%&??%%&!%}‘%8?“5@- f%@oﬂ‘ie eagRAPERtIoNg theentire; NorR
te AN i kt ; inf St
gate AN corr estigofioRlatly Yo8Tils Midfedts bebetashi! AHGKIGHS, g ©

i nput coupled to receive'the value of the wite |oc

segnent N of thmay belerased av ong bREK. withas affedting pdormdtiarhstogiRingtitecotABr i s
coupled to receive the value of fhe | ock-down (UD) bit of the segnent N of
Cherl ock. bi t - amidgkealanG ThEGRH FOLPtER BN TBETS. HP Moy e TEY H%at o
of the transi sty giffledInkEERERs.! FHAIHEE Ghbblithdrtdthb Hrfite Mérhdrycaysy Ad to
an internal or extler r?al Vpp source (not shown) and a t%mr% termnal ‘of the
transi stor TN irefermachlocblerein as wgyo¢iput 327 of the bl ock N of the nenory

130. The V| i.d th t i al \Y/ b 325. V|
C The motental T eqtlis Biocks 3 st el T mel A be Rl R Btk oa i n L he
menory cell's ofy jABe/ B MEMGH) calis dBthey M8y B! diffietemt 5hRsbTHbINRE ot et

menory array 130 cannot be progranmed or erased unless the Vpp I nput 327 of
t he bl ock N r edbewmemohearaydSanfaramepembadingnty/pach Bicludenb4k bytes g may

coupled in a sim|ar manner between each i.ndiyidual, r inin e t in
the lock bit ar?&lRreamonsmalier OEBMW'W%TOEQCW H?W%‘egh@ﬂﬁi’y’%?% 130.
That is) each qu,,gag;,gfagcp i i @ygg{ i pe
val ue of the vvrqll}‘tee C it o%ﬁ%%?@gg%ﬁ’gﬁggqégg |t1?ﬁgggén@@ma%§d/%he
ot her input cougriasdre of datacstored ihdhe black arid/ohenlockéd dswlessribedfin triore
corresponding | ock, bit segnment. Fach of the transistor gat s a first
terminal coupl égetlag%,e i %Qdit??é‘aﬁbtfﬁﬁﬁowp %méoa'm%% ﬂgﬁ‘ﬁ&@‘ﬁ é"‘g a
second term nal coupled to receive the Vpp potential over the bus 325 and a

third termnal coupled to the Vpp input of the corresponding block in the
menory array 130.




2 8 OCT 2002 WO 99/59788 PCT/ US99/ 09462 16 It will be appreciated thas 0CT 2002
al ternati veussaedigrent s may not use gating |ogic such as thgtralgssdshdred
“above to block Vpp. For sone such enbodi ments, the flash nenory interface
is instead configured to check the lock bit array for each nenory access
operation it receives to determ ne whether to allow the operation. For
exanple, if a nenory erase operation directed to block N (Figure 3) is -
recei ved by such an interface, the interface would check to see whether the
wite |lock or lock down bit of block N has been set. If so, the interface
woul d not allow the operation to proceed. It will be appreciated that the
flash nmenory 115 includes other |ogic blocis and circuitry not shown in
Figure 3 such as read and wite control circuitry, output circuitry and

addr ess decodi WaTe] J : J j ng a
flash nmenory dg\%? ggqg%e%?&gﬁgtaﬁé\?een%%P#@ﬁé}d@g@tﬁ@ﬁé%‘éﬁ?{mn’{ St{s'l'\(ti1)ﬁ(%\/r1 in
Figure 4, a | ockanged by reesofti@arecdonitnant latorie. | A ddckeg dowrebiotk 4k a ivdkedes

only a | ock-down S(UD) bit {and not a wite |lock bit) corresponding to each

of the bl ocks Blagkefannet beRtagrammed oargsedne singl e | ock-down bit is used

to i ndi cate whet her j f 4 IS

| ocked down or not Iﬁ)‘%ﬁ% d@%ﬁ“ﬁ@ﬁ&?@ﬁ?ﬁ% %&pgdwgﬁdﬁéﬂgﬁ&bit
array 405 are wokingyirovii doreddponidiritetol deeh ofcke dioeksit-Nsofahe mamiosy dray n
this manner, a reset event is required to change the protectjon status of
t he correspondilA§: ﬂT"@cNO%&QP'W&F“‘?W‘Hmmt&isg‘f@%‘r‘%aﬂ%UB‘%E@B@-‘H@M bl ock
cannot be inad I j CJ |t 8¢ I +hdh N
coupled to eacé?%#éﬁép{? gﬁiﬁ(ﬂgé}vﬁ%ﬁ%ﬁ %dé‘-gr‘\’fgeq'r%g{%’e%{b?’ \‘/’Jerr%{hlé%ﬁ%gg&efrtg ion

wi th the transinsggmosy dway N3Qddeevibpdimerith inatuding sivisridatage. bToe kesit t he
menory array 415. Thus, the programm ng, zeocTZOO2 WD 99/ 59288 )
PCTNS99109462 S#t&RIPt k3 festﬁt%f&% bHi ?n%é‘tﬁwﬁ? &89 @ge grecrifed;indnereqiatail o- N
if the corresp j = set. Different nunbers of |ock bits per
segnent may be%e rgﬁcgttégr'@]errg}(b%di ments. Further, other |ogic gates may
be used in place of Rdrthe exaniples shownandidesErigad én fefersricerto ®igurel 1y ongat i ng
| ogi c may not be used and the int erf?ée 420 may i nstead check the | ock bit

array 405 to d&¥ SoreBaghstarage deyiceisd 108 dewesan predtingsysiemdpe@nd4 a
particular blo . i -l rﬁglj;rber
of lock bhits pg}rgeggg?r@é\%?ﬁgh @%ﬁ%@ \%Y?Eﬁqr Lﬁ%gﬂggefgﬁﬁégﬁgﬁé 0
Figure 4, the dera§dipdads@poperating systentiram MidresoftirGlogparatian] 4 UNEXot her

manner to provide simlar functiopality. Figure 7 shows,a. f]ash nmenory 700
of anot her penbc?(ﬁﬁeﬁ%tmg §¥§}g%pﬁeng{he(ggyﬁleop{:o f@ﬁg)g Pystem (\& 'Sé"nbodiyrrent .

The | ock Dbit arréét‘é_tJr@é,trd:dén?&mi6fil\$?i6rés%ﬁt¢'@r_p%éﬂcﬁ1%!) GHE GPMatinty Kyslommen ts

shown in and desCribed wth reference to Figure incl'udes a read | ock
(R'L) bit in eaflonesmbodimentiinedutiesk BIOS updaie ortieeRiadenipdaie eNilityt 51a

correspondi ng ock fr.o ei_n ccessed i.n_response to a | ry rea
operation direc NEUsY 'f'{'? 61 brk'S ﬁ_ggﬁwq'ﬁitgate?ﬂ%’ HBMeer Fq 'r'r‘%ﬁga(%én\?’@? ﬂ?fce 710
receives a NMeNM¥y¥tdrRA0RR Aidybe dgr@p‘ﬁié&i, textiagel dv oteritiise BEOBEY array
715) for exanplé, the interface 710 will determ ne whether the R/'L bit of

segnent N of tHeteri@cR. bit array 705 is set. If it is set) the interface 710
will prevent the memury read operation,from proceedi ng. For this

ebodi ment . the i nt arPYEES SAd Aara biRbk diagfens Shcwingckramples ol Gther fvass
whether write kRIS tIRThAY USBINE ABSRHRGREH DA EFoRd eibBbMENt Mgure
corresponding wite lock and/or |ock down bits) are set. For an altérnative

enbodi ment, gat8 aows @i setdop iboxBatiaciusing dhei fiashi memorg 118 andea pexagssor gat e
Vep for write Bos’ &8‘3&98 R6'a tl.IJSO 8%0. The flash memory 115 in this example, may be
used to store start-up code or other instructions for the processor 805, for

example. The set top box 800 also includes a signal receiver 815, a



26 0 CT 2002 WO 99159288 1$ PCT/ US99/ 09462 The read |ock bits of tk§ 8CT 2002
enbodi ment wHe9sRsd war e programuabl e in the sane manner as pgobbaci ock

" bits described above with reference to Figure 3. For an alternative

enbodi ment, the read |lock bits may be one-way witeable such that a reset
or other predeterm ned systemevent is required in order to clear themin
the same manner as the | ock down bits described with reference to Figure-3.
The read lock bits nay be used to prevent information from being read-from
the flash nenory for any one of a variety of reasons. For exanple, the read
| ock bits may be used to protect information frombeing read by a virus.
Referring back to Figure 3, the operation @ the reset detector 135 and the
bl ock locking circuit 140 to wite | ock, unlock and | ock-down bl ocks of the
nenory array 13QahSelisatesiess2o b@sopréuwy lags%doéthexaaﬁbenehis 825 assunmed
that systemcritical information is stored in bl ocks and N of the nenory
array 130, and Qthet setttop@qxaem@nbg@radnp@rmﬁamem mamrwmy alsp bhendesd fard
alterations to the inf tion stored in blocks 0 and N of the nenory
array. Spemﬂé’éf'?%efrgq&ﬁrﬁﬁg exanpl e, boot code 330 or another start-up
routine is stored "Fuélir@@(sﬁb\%‘la'c%ll@Fa'ﬂ‘?éleﬁb{éﬁ@QDG'ihdludiﬁ? 160 H8sB Hiorhgnyst or ed
in block 0. Boot code 330 begins with first instruclion executed 'when a
processor is pd\ﬂéraml aprmeswb@%eduplﬁlddotmbm Bdde To@(lash rBQBTD.nYédSelaCh
time the conput wered on or For this

hssuned ¢ hat 1 HES cRaTH BB B D i inSRisos e e Riscas ot 9% ARERT and
thus, can be frtS%idfe@‘a‘i&%EéﬁaEQéIeP’ﬁBﬁéYluMUetr@ fBPEx&h Re ﬁ@@b@hmﬁﬂs To | ock
blocks 0 and N, the write Iock t he segnents N of the lock bit
array 315 are gebghamrQ@Otaismnobgiasaa wjreleslsutea@cep/erewlte@nabm 8 OC T 2002

WO 991 59288 PCTNS99/ 09462 r ef rre to ting" the | ock
bits. The wri ¢ CTIBUNBAGNS 88 FPhting GalbrdoReRtne 30! bifwer Suelly 48 nor
desired to be Vﬁdd&hbpégﬁgoﬁéﬁts@mr@mg?(éeﬂlmaﬂéléﬁh@néé)&brﬁ’f uer id@r anot her
enbodi nent, the wite bits are set to wite t he correspondi ng

bl ock of nenor ydiigreat umrmandsomeyusawaobvaeomewmpmemtsg to the bl ocks
to be unl ocked are stemcritical

o ormati o 2 R AR UnoVE e RS bR B oL bR s A BT o' S

N such t hat theéyfclel@ihqhe%tahwmwésqwegaétehﬁ@@@f Figuedanged. For purposes
of this exanple, however, only block O is to be | ocked down while block N

is wite | ocked but Figure @& ablaekdiagram quwtlaﬁft&yétafeﬁopfar whigh araitheni t

oS LT Rl Rl e BT HR 2561 e B dH
Figure 1 may be a computer system or any one of a variety of other types of
systems.

The system 200 includes a system bus 205, a processor 210 coupled
to the system bus 205, a system power supply 212 supplying a system
voltage Vcc, and a nonvolatile memory 215 also coupled to the system bus
205. The nonvolatile memory 215 includes a memory array 230 arranged in
blocks 0-M (where M is any non-negative integer) and may be a flash
memory or another type of nonvolatile memory.

For the embodiment shown in Figure 2, a standalone reset detector
235 is coupled to the bus 205 and to the nonvolatile memory 215 through a
standalone block locking circuit 240. One or more registers 237 are



programed by the boot code or other start-up routine 330. Alter natiZ/@I%,T 1001
the wite |vwglo/kyge can be programmed at any tinme by a user Pblqhgygbg@g

" command sequence conmuni cated to and received by the interface 139. The

| ock-down bits nmay be set on the fly by a user) but they may not be cleared
except during a power down or reset sequence or, for some enbodi nents, in
response to assertion of a particular signal as described bel ow. Referring
to Figures 1 and 3) the processor 1 i0 generates various nenory read)-wite
and erase requests directed to the flash nenory 115. These nenory access
requests are communicated to the flash nenpry 115 over the bus 105 and
received by the interface 139. Menory read equests received by the flash
menory interface 139 are processed regardl ess of the protection status of

t he bl ock of t Ipeovidewiryazhipset bB6tHer petipbéral B45. Jihe resét detector 23802 WO

991 59288 PCT/ U899109§2 20 dj rect Thys, .even t hough bl ocks 0 and N of

t he menory ar r 859185() £3¢ %@e‘?‘@'&@!@ﬂ'%‘i‘r%tﬁwqrﬁ?WFE@'WWW’I%

Dl LN e, | olertdh BhemsHiar (AdeRRASH AR3) HECIEANSAenBRCS D
and N may still orrre te an er as S recelrved by

the flash nmenory llwsdn&ir theencbd@mteﬂdsmawdolroﬁgsr@fa ﬂfeebwrwme arrothgr 130
ot her than the blocks 0 and_N are al so processed. Menory wite and _erase

requests directSEI-UP IOHENGRTE dS SIGERS I & MRMErYRamether “l'ﬁﬂ/\ﬂ'lﬁe'ﬁon\@ﬂ@"e

ted f k 1
Bnd" the  cor r s PUAIBRGE] S5 Far Bihel Bk TRARS tnd SRRt ol Rlhe G pugRab Tl
the wite | ock the hoatolatile hesiorpRtsarray 315 corresponding to unI ocked

bl ock 1 indicates a Io cal 0 as described above. Further, the | ock-down
bit corresponding t JVb¥Rthafesaeption thatdolows yprafergnsaite Figuiecyiesaribes Thus,
t he out put of ck
bit and anot he?"t?lgng(g[%i tcou eﬁhéﬁf]% %r%aflcrj) fC‘ﬁitm#ee?h&eR’" Bgﬁ;ﬁ{pé&mb&
correspondi ng tthat liie d‘ﬂmpdmehti showhi igithe tystam20® of Figezrgat@eTate i ni ng on
the gate T, allows the 8P potential fromthe bus 325 to be applied to

bl ock 1 of the SHBH¥ PaBRRay 130 such that program and erase operations
directed to block 1 lflpi/:ré)g n?srﬂl{i’él{‘% é%%?'ihé‘ﬂéé}ﬂ‘r@‘?n&koﬁ%sof iﬂiphnﬁ ”%EPW
array 130 are responsfve to wite and erase requests 1n a sim nanner

I n contrast) atheiehaboﬁnmenﬁslmownqu&;urellsrﬂ'&tl@ﬂ;lﬂter(a) 87 inclhide eslregistets:
block Nin this exa cannot__he servyice As descri bed e wite |lock
i ot the | oGRTPRTRIpEySGRET ag %ﬁ%ﬁeﬁﬁ@d@aeqﬁ BB 303 %Beﬁeg%?ammd
to a |l ogical 1. i
exanpl e becausgsgh?la? Hﬁc?ﬁ(?u’?) the géﬁdﬁségﬁgﬁgghﬁ#?ﬁgh@ ocC tEiet

i s high. Becaus’gpe Ioécode ppdatmfpmhes&lmbg@ee‘omwedsamd)Me aﬁeregataéw‘rﬁch' thenot
turned on é ¥Df9 89288 PCT/IUS%Q%QMG% 21 andf g

pot enti al fromQ%CB 8 €39 9€; IURH (RSPEEHVEY o ERNT LIy f%g'ﬁ?é Aldck N
Wt hout the Vpphdgésdidralitehitve RBoEREAHS. THE régi%fé?s N 761l drie ébolmtHtam
and nenory erase operations directed to the bloc are prevented from

bei ng perfor rremrelnottt:laarewyraereseu erenl, bokonlyiby apower b;aclheaa desogibedyn
protecting informatio red ock N.fraq ndesire teration or
Corrupt | on. - Pr PSR BefEe Thisr il t5abtere A BaY B dons o5 BRERPRAN ock
0 are siml arI Yaddp &ystng ﬁfbssiﬁés k%&gﬁ%s@t bveRt! frExanspieg to the block 0
has been programred to a logical 1 as nentioned above. 'In this case) the
wite lock bit correElpmmﬁemgeteﬁtom&Fmbbokeemm@lmeeblsmlqﬂ tyregeivecr t o a

I h bot h h h .h
951 T, A bR o Re L0 Bt Bt Sl s g
programm ng po"tﬁ@dc@hr\éﬁ@e SRAYstif rasdt é\)%‘ﬁttq’hé'i'ésé’t' d%ﬂéct@:ral@@ oMonee and

erase operations to bl ock aré thus prevented. O her |ocked and/or | ocked
down bl ocks ar eerpbedmmrﬁds alsomdamle@tcamo@emsyﬁemmls;gnm BDS feomol thee ase
operations in sim manner. .\Wile a. locked, or. | ocked down bl ock
Torory prevent DT b5 AaETBRY Hs R oter HRIAR BOking fraigalg A 2R S EIERy
altered, there may be circunstances where it is inportant for a conputer
system user or other systemuser to change or update information that is
stored in a | ocked or | ocked down bl ock. For instance) in the exanple
described with reference to Figure 3, block Nis |ocked and block 0 is

| ocked down to protect systemcritical information stored in the bl ocks
fromundesired alterations by a virus or other source. |If, however) an
update to the information stored in either block



280CT2002 WD 99/ 59288 PCTI US99/ 09462 22 0 or block Nis required forl &7 2002
reason, it ws¢ o | to be able to make the desired changes.pd se of
t he | ocked ‘zgmmgg{sgck O, it is desirable to be able to do SOP%}I%Jng{%?H
being able to protect the information fromviruses or inadvertent
alteration, for exanple. Block Nis wite | ocked as descri bed above, but
not | ocked down. Therefore, to change information stored in the block N) -
the protection status of the block is changed by clearing the wite |ock
bit corresponding to the block Nin the sanme manner in which it was
programmed. In this manner, program and/or erase conmands to the block N
are enabl ed. The block 0, however, is | ock®d down in this exanple. If
information stored in the block O is to be changed) the | ock-down bit
correspondi ng t307tiheesparse 10 whish itde desirabledto adseht aroutlookisiggat aéer ence to
Figures 1 and 3, the reset detector 135 operates in conpunction with the

bl ock | ocki ng cl&sgtiped Pﬁl?"‘f-ogél@tdwt@%fa?fgt@§ regel iﬁtS‘Ptl%ﬂ Slér‘rs seerled tP@ | ocked
down bl ocks of |6£l€d8@ﬂ‘?ﬁtyar?a(af BYs %?8.\&’}47&#\%‘?66& d?@é@écﬂ&bi{ 8rr8§:%n§95c15889
information fromerroneous or nalicious alterations. For one’enbodi nment,

the reset det edh thie biRTkdedking sircuit 4@t Acsecundesutputestahe resataibtestont 38!, in
response to the event, the | ock-down bits of the |ock bit array 315 are

cleared. in thicoupiadiertheragisiarsiddiansha dhisd gutrstt isscoiRied tethe tertangnged
and changes may. made to the information stored in the previously
| ocked- down bl ocKS) before they are re-locked by software as descri bed

bel ow. The reset detm interfdd®e 13% iclriesca cosmtarsd Barfackddnd awhtkheateus 105
of Figure 1. The reset _signal 145 is asserted whenever a soft or hard reset

to the system Toéchine Flfgrcommandiingriage aperates dp eecaird dateband decadee case
where the syst L COHP r LN may be

asserted) for exa&rggﬂé?é?%sa regg%rgémﬁﬂ%shh?ﬁ]e{h%z&n%u efg ?bg%é*ﬁ?l s pressed
ZeocT2002 WO 99dmIRBAISETE HESSd€) 462 irtdrface i1B9ayenanates rstdratd Usep &yasthen i s

i ndi cated by the operatin ystem 150 (Figure 1 ). The reset detector 135
of one enbodi neHCU|tS '%‘M@@wageﬁ’@@e?%'%or EIQReNREN $g)RRMMANSISt r om
the bus 105 sh i i ; Eh&? L Jeent
i ncl udes a vol %fﬂ?ﬁé‘%ﬁﬁ‘#ﬂb S %ﬁ?h%éﬁ%@?ﬁg %ﬁ?%ﬁ?\%ﬁ%@@ﬁr@vel
i ndi cat ed by t hrespgrdecto ddmmangsakc&iV8d blyrthe mbenmase intetfaee.s Thedntetfdbei s

t b ing th 100 d t ing.i in. W
he. syt em 100 120 bt o hpdean) 1 1hdneidh prary 30 dlfes Blackom ( ne.
system operat| WBcMﬁé Tecir%ng%gyﬁ.ct}w @QQP%e%gﬁ:rVﬁv%g%ﬂt e RRM G » o

ground when the sys I'S powere wn. e system 100 is powered
up again, the Vcc siTfmablockoridng tircuit $40imcluthes thetlock bid astaylB3 5, y80 em

ti | t , .Vcce., nbodj t, th tect 5 tect
o et lvent  uHEkPRE il 250, AL EATTE IRHC SouP RSB EN e CA TR AT e R e
| evel indicatingcibitapiagB16bnd BriddditheAERSormbE oPsfietlrahdbmeskdegyel is

dependent on the particular systemin which the flash nmenory is | ocated.
For this enbodimenory (5BAM)elisdhaican bhaprogrammed anderrased withontitteat e a

system reset eventl. upt i | thI \/ ngqiénal .305 stabilizes at the %l?ﬁtﬁem

oper ati ng vol  PigAtion ofai2volf aiadtdTymina foRags o A PRI BREGrent , a
reset detector dgrwtdriRaf e 88ERRINgWHNAGEIT tNE SlaSh FRdthofy RIS I M nianPBY,2

|l ow | evel to a predeterm ned highér level as it noves toward the stable
syst em oper at i rifpe\bilstafdbe \aak kit agay I3dbeambepregranpnedandreraseld wdthout of
reset events such as a discrete reset commqg Qr a%é)arti%ar control

si gnal not shovifIHiINGR UERHIR DOVERIUIIRES A LNeMiPe LARRlY YRR zed as a
reset event by : Hd s t1qet 135 may
recei ve ot her c%ﬂr??}’%'ﬁﬁgﬁ%gg{@é\ét %?%?1%@%%@%%1361” I{/ﬁggndg?(}qg' '?'fOZrOOZ WO
991 59288 PCT/ USasstheréthbadiment, the ock bikaray é/fonmednitaraterdypy ohsekatiteed i n
particular circunstances. A discrete pin on the flash nmenory device 115
(Figure 1)) for exanple) may be coupled to provide a signal received by
the reset detector 135 and thus, may be used to override or clear the

| ock-down bits of the lock bit array 315. For the enbodi nent shown in
Figure 3, in response to the reset signal 145 being asserted and/or the
system Vcc signal 305 dropping bel ow a predeterm ned | evel, the reset
detector 135 asserts an unlock signal 335 on the lock bit array bus 310.
The unl ock signal 335 clears all of the | ockdown bits in the lock bit array
315 and sets all of the wite lock bits to wite lock all blocks. In this
manner, the protection status of all of the blocks in the nenory array 13D
can be changed through software conmmands while the information stored in
the nenory array 130 is protected from erroneous changes. For enbodi nents
such as the enbodi nent shown in Figure 4 for which a single bit in the |ock

AN * o e o o, " . g -



Further, if the systemis powered down, the registers 137 are cleare%?UCszz
i nval i date I information stored in themis otherw se | ne
enbodi nment fngp?/é%'i%? he systemis powered down, the reset det ggﬁéursﬁ/gif@
detects when the systemis powered up again and causes the registers 137 to
be programmed to a known state. For one enbodi nent, both the operation

regi ster 137 and the base address register 302 are progranmed to store -
zeroes on power up so that an update or other operation indicated by the
operation register 301 is not erroneously perfornmed. One or nore WO

991 59288 25 280CT2002 PCT/ US99/ 09462 flip-flops or other storage el enents
(not shown) may be used to hold the val ue Blored in the regi sters 137 on
power up. Wth continuing reference to Figure 3, imediately following a
reset or other nradst cslhduttoass alynantid earziont actdsidmenwey (DRAMEMBARFY code
330 to initialize the system 100 for operation. If the reset event detected
by the reset déeberarsimpi flig-flopsgrdatah ffaxamdén, the boot code 330 is
executed as soon as ' - [ T 0, 330
mai nt ai ns. oxcl usi ve Fobis SRR LbuReHEA G BAE ine ek MR 585, o)

whil e the boot imsgdestib protettiver bity assoviatba WithigaohablbLlef the @ aRgy
viruses, system software and/or other processor conmands cannot alter the

i nformation st d88diheughea diffgrent naumbgr of prolgatiers bits mayR tsed dr gher

Fore the changettgimenft, ThEpRABccn B8 #E308E Bit 3hS 31 Ral KoBbaOriE 1
system For sued aquericulaeblotk of rterhogt areadferasitol ditlectivsiy asdoyeyrassl/ ofr

| ocks the previously | ocked-down and/or |ocked bl ocks, as well as any other

bl ocks to be | do&iFkdit agakedhysuiheRistastion bitseo! halagkditartay 815 Bre or mat i on
stored in the r § € j A r t ctor is
responsive to EWCEE\ rdgf‘ s%é&nné'ﬁ% Ogﬂgﬁggggﬁq%&%@é e §@§%°§ﬁ§?’)"‘§?h§enot her
control signal niemonpadagdsete pin, the systemis not necessarily
restarted. In order for the wite protect or other control signal to be

asserted, however, dFpchisataiprelection bils stares aivalue bicatingthe pEgtestionised to

ensure that th i [ he nisHh | qhﬁfﬁq.

i nadvertently ortagéHéqﬁéﬁﬁg’glg%ﬁdgb%g!%%flt?énay %&eé({g%f'ra éﬁﬁﬁaer certain
ci rcunmst ances tprofectiohistatus isipdaioe threerstdtesc faokgdsuniocked er kickeddiown. A
wite-protected (in this case | ocked down) bl ocks of a ry.array. A code
intat o et hod J¥StTelectSNdToraledss 0 E a0/ 25Hp8gm e ROl gt nthaibs

enbodi nent is i i 5%?0%1 j 5 b Ol , nd t he

fl ow di agram of Fi 83?@5‘?& rreh%\{c)ibggéfi;?gkg?ffPgégegggjﬂlgﬁénéeesr%sr%bes a

Bl OS updat e f oropsuatirseer ofilockédisArseicond proteeti@h OB indicateswhether the part of

t he boot code. Qther types of code be updated.in.,a sinmlar nner. At
Step 505, the copependBEigrk BECKT oRBATEct spdis R TARINA LG Code
i mge, a Bl OGS idmge(li/p)bi s exanple, to be used to update code previously
stored in the nenory a?ray 130. The inmage nmay be obtained froma nmass

storage devi ce 118 sAdblock ohittfd mppyory @irsay, 136 that isrweteriocked is prevémntedh t he
ce

Wrld Wde Wb t hrough the network interface 117, for exapmmle.
retrieved, the TURDSMHAECeS ST BIParAMOnRIRSF pPesatians, Rl Bospaonstared
menory. The codg thadidRe IGEKedDIBEk BANBBSTcBEsE M REBBHSETRA rhémeRida@l | ed by
the operating system 150. Other nethods for obtaining the code I'mage may
al so be used. operation. Inthis manner, information stored in a write locked block cannot

be altered unless the protection status of the block is changed.

A block of the memory array 130 that is unlocked can be accessed
for program, erase and read operations. For one embodiment, the write lock

bit corresponding to a particular block of the memory array can be re-



At'this time or another tinme during the BI OS update process, the codbﬂﬂﬁhaﬂz
may be val i Jhe validation process for one enbodi nent _j pbed in
" nore detai lﬂ@\}‘? 2?(ieference to Figures 1, 3 and 6. The vali dgﬁféﬁsgz%%zgss
includes a step 605 of verifying that a server on a network with which the
conput er system 100 communi cates over the network interface 117 is a valid
conputer system from which to downl oad the code image. This step could -
i nvol ve a chal |l enge using passwords or keys and is only perforned when the
code imge is obtained fromother than main nmenory. The validation process
may al so include a step 610 of verifying that the vendor of the code inage
mat ches the vendor of the existing code préviously stored in the nenory
array 130. A public key of the boot block, for exanple, nay be used to

val i date the opi@ganmecat&t%g@i teBairite @rofbBon atdtde b e HIOeK 88 any @il SO
include a step 615 of ensuring 2 8 0 CT 2002 WO 99159288 PCT/ US99/ 09462
27 the code i nmHg@gRestwase coBwMaRdtpered with or that its integrity has not

of 'the code | nage alick BRtbat Mesforkies ockBYdslEy, a6 SR EREe ol e ke O
si gnature. O hesckaaprerehss stais, e ibiodkngannoe b@@t@e'sgé&wrirhdmow;ﬁbgﬁma

checksum or other type of digital signature) for examl e,(may sO be

used. |f the cend darasgepertions feranaiembedimerte skheclogki L/Bj bis,wi se t he
de | t ted R i ng. back Ei .3 and tep 510,

508 update | o NBkEYRL ATh ShRuPE REfRARELT BHES T and ofBeton et 6ba vt or o

or after the r%dkiea\wwraﬂﬂcxébhﬁattwehmgémﬁrsiﬁﬁ%@ftmeoﬁfmédcﬁoaléﬂé; AfFor

one enbodi nent, the Bl OS update request and scheduling process Is
control | ed by speciipsional mysthetasaensd or Brspegifictevent sueh astaeresat or po&er The

Ty S5 e el s s et g bAahg 66 Boties RPN ge
as part of theagaiiseabeddBRw. for exanple. The code update may be requested

and schedul ed by a conputer system 100 user or renotely over a network via
t he network int er f a&®mea embadirpeatsdlsminslusieka sedock-tdows hit3z0 avupiadipet her

schedul ed o i Rekbitfrd sl 8RBl iR RReRE San e T Beclantiinabls s (o
be perforned i aeda shelwdy WHesabR bit tieq rhadpbe dek t@ﬁwde@atri@mté uﬂamref on the

conput er system 100 are closed and at step 525) the code inage is 1oaded to

) L ep | .
an i mage area. hwritedegk andéer Ipek-dewnDilsriadee &gk bitarray 3d6ifeamibeinthe nai n
menory 125. At 5 o i i in
[he_ base. addr o SRefRy i HERAER Moy eyl o EH BRI TR n,
operation regi $toem visOdes tRae cbaldaatrnaptasdocindownttire entire neerdry Gitraym 3die nai n
menory 2 8 2002 Vgn§9l59288 PCT/ US99/ 09462 28 i 25 at which the code
image i s storedOrPRE YPRPAMESE theqilerkgioywn it 3p8isane fime,rragsammable
command code t IO Ad% Clih bt :
perfornmed. For %Wé@%ﬁ? t ypgm’% érlé%]%gstp@ﬁ@{ %EQ%?é#gﬁ%tSpjaetﬂg%ﬁ%r&ee%t .
At step 535, aewentn Febotber embosiiments, Fieenowook-debo bit 360ymag rict deed by t he

operating system 150 in response to the BIOS update utility 151, for
exanpl e. The wdPGHERMEHR NOJQSk-EomwRLbif ee%?'ogk@ﬁmemy qellsyray beqrowdetlor one

545, i response o AGUREAtoHE 16k BifgRay 8T5da flo dcPeRARhATb R0, fe P
war m r eboot  of bloakplobking cinedit WdDl of driecerhbotinmerddénddfed additional gating logloe

system 100, the reset detector,6 135 asserts. an, unlock, signal 335 on the Pock
Gown' bi © o r ay GHAESEONONEGP caRb Gl T APARRRTS CHBBURREb 1Ay R15.556 heoar <
the | ock-down Kk ;qetnh'n i I il A r ear s
the wite Iockmb'f‘l?%&o tﬁgb\ﬁgﬁr&@g%ég,%@gﬁgwg%lﬁ%%pgg? g%@n"ﬁfgﬁ‘?%éet% 6(;ha

| ogi cal 0. The gatetaadtstrahsittor gatgcstsed td andaraspondingetotexthosfithese, as
descri bed above, the registers 137 are not cleared by a reset event that
does not i nvol \RFOteCHos hitReaments @hHRe losk bitarraw8dS. it i s deterni ned whet her

a code update has been



reguested. For one enbodinent, this step is perfornmed by reading theZBUCT 1002
operation rweisskRes 301 to determ ne whether a code update r pgyRshedossast or ed
in the operation register. If so, then at step 555, the base address of the
code image is read fromthe base address register 302 to determ ne where
the update image is located in the main nenory 125. At step 560) any
additional code validation is perfornmed and at step 565, the code is -
updat ed. The code nay be updated by re-programmng the Z a ocl zoo2- WO
991 59288 PGI1US99/ 09462 29 entire nmenory array 130 or by re-progranm ng
only desired locations in the nenory array _130. Actual re-programmng is
controlled by wite state machi ne ci rcuitr1y€‘ (not shown) included in the
interface 139 for one enbodinent. At step 570, while the BIOS update
utility 151 or ot heFosezample fardtie enbhodimieat shown iroFigure Bha NQRtgate 2Q0) t he

i ly | ocked d/ | ocked d | ock -1 ocked i
Phe appropr i at £OBPRROIING IRSPORRNENOMRE Pk IEAsAy 308 Bremetrenoie.
Addi tionally, %B@pl@ﬂ ta?%@?i% ?rﬁé@all]@bﬁ%?é’@rifé)fo@ﬁ%%ﬂﬂﬁbi%f fie %adsrfgecﬁtrf@ of 0Ck

bit array 315 progranme o change their protection status on the
code updat e. Bealosk bitrarray@#5.updsicendsinputrdf dnerblDRiigiates Af, FecdBipB&] tpdat e
utility 151 or other start-up,code has c J the system,151 he risk
of erroneous al'®e&iVg Mg valyg H@P&&@%&“ ﬁ‘g‘bf Bité’gg‘ed%%ﬁmé@t‘ﬁ@rﬁhﬁb&k@ét by
viruses is red%@@gﬁ% conpared to prior flash nenories. Referring back to

deci si on bl ock if a code update has not been requested, then the
bl ocks are re-| ockednosutbotkitheddDR gate A dp coupledno argate df dnertragsistoriT,.

control of the system 100, t ther sqoftware. St of rebooti ng and/ or
Shut 11 ng down theSERRTBIN pE NGV aR R 1 SIS Io9n TGN P BEEHIRK ¢ o
deci si on bl ock \%'53 I %?ﬁjea h%ﬂg? I

performed | ater, su°c4§é%§"%‘%¢‘§m om,trtﬁ%t%ﬁgﬁa ltg gtp 5 ﬁéjﬁg?’:{*w&%g%&!bslé@to
protected for a¢pmirpodi32Znf thebtbckth ofthed memay arraysik80. Athe Vep selfce a
scheduler in the BLOS update uti)ity 151 .is iffied that .a cqde update is
to be perfor rrecP,ro‘félﬂﬁs HIQDE&@B“BWPPEQHW Qwﬁé%%tlo\f})% 8&%?”?%59%‘& Cmage
is |oaded to ”]ﬁg FARYSN@/oP BrastlintBriAAoRCdtefed ihhBe MREMBH dIRBITRE MdMES as
previ ously described at step 530 where the base address register is updated
to store the basayaff. eEhe otlls incthierblgek N of 2hg nerapry aroaye 1 9@caonatdEss 30

PCTNS99109462 | n the manner described, abgve,. u an b de .to code
and/ or data i n A"B¥RIYMEO RS &5 'énlﬁ,ﬁf' F’ée 8P§t'%@§%3e?sfﬁgei%?%ﬂ§??%ﬁe§ ed
in the | ocked aPhrAmgSpdtbAtalbgimg ot herwi se altered. The bl ocks sel ected
to be | ocked dm@are onléunl ogﬁgﬁl;le while the start-up routine (or other

sof twar e desi gnat ed Sifilaniegic isrqoupled ina simeilar meannerdetweon eashindividoal t he

merory. corr upt 'S Bg BT I e 5k K SIS gt o e ARkl s
Further, the blihglserfery &eaynBockedt isoeashdhtiess NOR gafey ARA] has shelimslit
therein without requiring the systemuser to open uF) a cover on the system

to change a j urffsiplesttogereivitbe vala of therwidRdeckbib gF Hiemeersespanging lgekbi t he

| ocked bl ocks. i i j jng to
cach bl ock of 19aeard e BECEEI boun B8 18 KR a6 Y ERRANA !

Al so, for anot hsif oftfib @dn@epbndingdotiobit Segmenite Eath of theotriihsistorigates hagiaed
in conjunction with the protection bits may be inplenented in anot her

|
manner whi | e priissttgrminat gﬁﬂP'@ﬂ tp ypeeive ihe pulput pfi thenegrrespanding NOR gate, Bi t

2bove- deser  bec TunBerafibe fofsdRETEaiPe e b BBtertil BuBEE R #¥404P (e
lock bit array tHed theniRALESSEIBE b it Ypp dgpLrf tile torrespdrading blsckinmte .
functions. For such enbodi nents, the renmai nder of the block | ocking circuit

|l ogi ¢ i s change@em®ryrHRYMJISP-t 0 provi de conpl enentary | ogic.



It will be appreciated by those skilled in the art that, although tHe8 0CT 2001
exanpl e aboyg ¢g8sgEi bes a flash nmenory used to store boot CQ‘BEI‘/US%E&@ or
other start-up routine, other types of nonvolatile nenories storing other
types of information nay be used for other enbodinments in a simlar manner.
2 8 OCT 2002 WD 99159288 PCT' /US99/ 09462 31 In the foregoing specification,
the invention has been described with reference to specific exenplary -
enbodi ments thereof. It will, however be appreciated that various

nodi ficati ons and changes may be nmade thereto wi thout departing fromthe
broader spirit and scope of the invention as set forth in the appended
clains. The specification and draw ngs ar el6 accor di ngly) to be regarded in

an illustrative rather than a restrictive sense. 280 CT 2002 What is
clained is: A rrermryt\dm\becaapmedatecmhwalternmw@n@ttodmemrmay riot ey
including a first block of menpry ; and at least a first volatile

protection bit ga§ngllegicisych ge th@"r@ﬁscﬂbéélab%/ﬁéoﬂmvwl Bor pemgrsstchict i on

Y e

devi ce of cl ai mack wibardi for dect mefilorp Getess beeralibh iti rBcaives eo \Waleriinhs eabl e
bit to |l ock-down the first block, and wherein the first type of nenory

access operat i sfhather orllowsthessnerstion.i Fer sxamals dra eemeryrsase pperation

P otoctson bit ABAHAT R RPlgrad) if fadeNady shilh et fiaBe cRRIRGAARRS, | | ©
the second vol giddi€ cheek erée@Whbtteriee NGits tdokCor (B€k Howhast GiBrBsk K fhas | ock

the first bl ock ) )
been set. If so, the interface would not allow the operation to proceed.

it will be appreciated that the flash memory 115 includes other logic
blocks and circuitry not shown in Figure 3 such as read and write control
circuitry, output circuitry and address decoding logic, for example.

Figure 4 is a block diagram showing a flash memory device 400 of
another embodiment. For the embodiment shown in Figure 4, a lock bit
array 405 of the block locking circuit 410 includes only a lock-down (L/D) bit
(and not a write lock bit) corresponding to each of the blocks 0-N of the
memory array 415. The single lock-down bit is used to indicate whether the
corresponding block of the memory array 415 is locked down or not locked
down. The lock-down bits O-N of the lock bit array 405 are one-way
writeable like the lock-down bits of Figure 3. In this manner, a reset event is
required to change the protection status of the corresponding block such
that information stored in a locked-down block cannot be inadvertently or
maliciously altered.

The inverters |, - 1, coupled to each of the lock-down bits 0-N,
respectively, in cooperation with the transistors T,-T, gate Vpp to the

corresponding biock of the memory array 415. Thus, the programming



to prevent wite and erase operations to the first block, the seconow[]CT 1002

vol atil e pneogbigan bit further being selectively programukdeuédsdobdsh ock
the first block to allow wite and erase operations to the first block if

the first block is not |ocked dowmn. 4. The nenory device of claim3 further
including a third volatile protection bit coupled to the first block and to
the bl ock Iocking circuit, the third volatile protection bit being -
selectively programmable to read | ock the first block to prevent read
operations to the first block, the third protection bit further being

sel ectively programmbl e to unl ock the fiﬂzt bl ock to all ow read operations
to the first block if the first block is t | ocked down. 5. A nenory

devi ce conprising: a nonvolatile menory array including a first block of
menory cel | s; wwitageMppredarmonlyebepapmieck tocnehdt thedipdked-Naf thee first bl ock,
the first volatile prqtection bit being selectively programuable to prevent
a first type d¥”ﬁ§ﬁgp mﬁééb§§tﬁdgﬁ§FFon directed to the first block from

bei ng performed; angrpimt rbu?rt\l?erg o?loEk%ﬁQ%dggrtsree?fﬁnt‘?ﬁéfﬁé%eﬁ tﬁrgrs to the

first volatile protection , the reset to clear the t
vol atil e prot esrhbodimerits.i Rurthep otiser lbgicdpEites maypeunsedin placesétheevent or a
power down event. 6. A nenpry device conprising; a nonvolatile mermrl%/cbarray

A ri sing:
i ncl udi ng a filP¥ertesshewsyin %W-cé!t%}aﬂaewnsgmlqm eyt berusiedantn bit
coupled to th I : A t ety IL:nBei ng
sel ectively p?gér'ﬁafrémgg%g%tb om%gmé-?%%dm&ﬁ%(%%\mfe i 'rsgl?bglag{:al? lit%% %ﬁé&%ﬂnﬁmg first
type of nenorywhsthesa vitercaterase dpertivaditeatadhto & padiculdrdidckfcaom bei ng

performed; a second, protectiop bit coupled the first plock, the second
r ot oct L on bi tPBEPNY EQY BRGNS Bt Usk IS ETERt NYERSE AEIORK Bits DT ock ¢ 0
pr event writega%tﬂ,n | t | i nd
protection bit rﬁ}@ﬁﬁg?&%éﬁé%@@?&r%e}r@ﬁ%% E)%E?#’r%glgg Ft'%mgrﬁs’glg the first
bl ock to al | ovcamwesponding) gatirgpiogimewitithecimplementad ini arsithér mmakner tot previder st

bl ock is not | qcked, down; Iﬂythird protection bit coupled to the first
bl ock, the thi PEWBF BNCUPPBMYDi t being sel ectively progranmable to |ock the

first block to prev rg%m@?ﬁﬁawﬁ?ﬁuagﬁﬁ@ou babtngl 8ftbodiriént iRbluting
protection bit furthér being selectively programmable to unlock the first
bl ock to all ova tekdbibaran7Dbrof anotharenibodiment.oFheildck ibafray FOShinock i s not

| ocked, doun - 20dfoh &5 Bl SFls bR R ok bbbt BlanEgbeaiilh {1
protection bitgfbRRnt8I TG fe!D iNBLEES h18ad EKAR/E) BitFFéactVEYment 6f the
lock bit array. The R/L bit prevents a corresponding block from being
accessed in response to a memory read operation directed to that block.

For this embodiment, if the interface 710 receives a memory read
operation directed to block N of the memory array 715, for example, the
interface 710 will determine whether the R/L bit of segment N of the lock bit
array 705 is set. If it is set, the interface 710 will prevent the memory read
operation from proceeding. For this embodiment, the interface 710 operates
in a similar manner to determine whether write and erase operations can
proceed based on whether the corresponding write lock and/or lock down
bit(s) are set. For an alternative embodiment, gating logic such as that

shown in Figure 3 may be used to gate Vpp for write or erase operations.



power -down event. 7. The menory device of claim1 further including &8H¥T 2002

| ock-down bibogesspged to the first protection bit, the no | gy Lht
bei ng one way witeable between power cycles to prevent the sté‘?éew@? t he

first protection bit from being changed. 8. The nenory device of claim5
further including a first pin, wherein the reset detector is further
responsive to a signal on the first pin to clear the first protection bit-
9. The nenory device of claim1 wherein the nenory array is a flash nmenory
array and the first protection bit is a static random access nenory (SRAM
bit. 10. A flash nmenory conprising: a nonvolatile nmenory array including
first and second bl ocks; -33 280CT?002 a voitatile lock bit array coupl ed
to the nmenory array, the volatile lock bit array including first protection

bits corresponding to dhetread Iddiebits obthisembediemad v eokward peodranmhable in
protection bits each being selectively programmable to | ock the
correspondi ng bl o#e §agk Marner afetheowritssigeihBith geprirad abenpwithselesenesiay

vol atile Tock bt PIRTE ERERf BEbirahue BRhabmERE ng AT ok s ey Belchet fey

event or a pover g@iBallealichtivatd fsyetidnettidrréddeanrrid SiRtdhisvent ik refbfed
flash menory of claim 10 wherein each of the first protection bits is

one-way writeabl ein 8rdesde clearshemdn doe saBedRanngr &3 Bekloak downebits gesaiived
first t f A ' i ncl ud it d
irst type o ”enwl*}'%?&ﬁﬁﬁ%ﬁ@?@g?% i ncludes menory wite and erase

operations. 12. The as ¢laim11l wherein the volatile lock bit

array further includes T4eoead Ig¢lobigs MaybedPussd ePprevenbinfomtation feeaibedhg t he
first and second bl ocks, the second protection bits each bei ng programuabl e

to lock the correspamhffionythe fiash memangjeranypne ef avarietyefaeapensit Fehs to

brogr amabl e to ofABNPe, B Sead i bl Mpf B b GofRT bR Gl A Heing
bl ock if the corresagbgiagrdy. ock is not |ocked down. 13. The flash nenory
of claim 12 wherein the lock bit array further includes third protection

bits corresponding to FRMAMHG kagk 1o Figure fdthreeperation ¢f ke reset detaater 135
protection bits eagly gl HiGLRRNE TR 4030 K 1I50E FISIESRP Rk HbWH BlotkE©

of the memory array 130 is now described. For purposes of example, it is
assumed that system critical information is stored in blocks 0 and N of the
memory array 130, and that it is therefore important to prevent any
undesired alterations to the information stored in blocks 0 and N of the
memory array.

Specifically, for this example, boot code 330 or another start-up
routine is stored in block N while other system critical code 333 is stored in
block 0. Boot code 330 begins with the first instruction executed when a
processor is powered up or rebooted. The boot code 330 is executed each
time the computer is powered on or reset. For this example, it is also
assumed that the remaining blocks of the memory array 130 are unlocked
and thus, can be freely accessed for memory write and erase operations.

To lock blocks 0 and N, the write lock bits of the segments 0 and N of
the lock bit array 315 are programmed to a logical 1. This step is also



prevent read operations to the corresponding bl ock, the third prot ec”(gm 1002

bits each fwpldgsaghei ng progranmabl e to enabl e read operati %3/0599/53&32
correspondi ng block if the corresponding block is not |ocke own. 14 he

flash nenory of claim10 further including a no | ock-down bit coupled to
the volatile lock bit array, the no | ock down bit being one way witeable
bet ween power cycles to prevent the states of each of the first protection
bits frombeing altered. 15. A nethod for protecting information stored in
a nonvol atile menory array including a block of nenory cells, the nethod
conprising: preventing a first type of rrenf y access operation directed to
the bl ock of nmenory cells from being perfo dif afirst volatile
protection -34 2 8 OCT Z002 bit associated with the bl ock of nmenory cells
has been sel ectreferted torhayemnasetbetting’ dhe wide fackduits, The wtitd leckibitsect i on bit.

16. The nmethod of cJ 5 further. includi : clea e first pr t ction
bit in respons@ﬁSBC@?FéjnW%héh? é%rB?'nglﬂeWPCﬁ {q%qeéptqbe;wnﬁ C hod

f cl 15 wh

%r. tcea:alg]d er asgérg er%Ilt&?r(‘)ﬁ"ngafcs {gwn%tlﬁ@g furt rﬁﬁtﬁtﬁ:%feﬁfb% pr é\tlﬂééﬂln?) ng rrermry

read oper ati ondock bits Amdsétdo trite lhd)c:k:ﬂhem‘ornmpnn@ngeﬂld)m of remioey ag godefhalt ned
If a second volatjle protection bit asso with the block of nenory

cell's has been aﬁ&‘ %@Vlt%ws EPUBFRERAIRS f%t Iogﬁtos%gﬁ@c{;gqi &%l e protection
bit. 18. The Bg efl @im 15 further including preventing the first type
of menory access peratlon directed to the block of nenory cells from being
performed even if tHBedausstblocksed ahed Npstoresystem dritical mfarinsatioednithisa second

latil | ect ly | mrabl t ' ' ' to.th
{iret bl bck hastRaHb<RIaEs dgry=ean ok det blocks Erand REsRIGu eIt 1 ¢

t ect bit. t
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to the bus; anchewenssTpoylybiegk @b todd Imekédusipwnhehlieehinck Neisnritedociged butbl ock
i a first vol ati rotection bit coupled to

Che bl ook of  ndIRdPOREd PR ER TS PMECCE AT IBNE ' SB1 bY SlamSB b
(t;ei ng sel ecti vqbgigg[ P m@k olvp hif 8MeNt a first type of nenory access
peration direct to the block of nonvolatile menory cells from being
per f or med. The write lock bits and the lock-down bits of the lock bit array may be

programmed by the boot code or other start-up routine 330. Alternatively,
the write lock bits can be programmed at any time by a user through a
command sequence communicated to and received by the interface 139.
The lock-down bits may be set on the fly by a user, but they may not be
cleared except during a power down or reset sequence or, for some
embodiments, in response to assertion of a particular signal as described
below.

Referring to Figures 1 and 3, the processor 110 generates various
memory read, write and erase requests directed to the flash memory 115.
These memory access requests are communicated to the flash memory 115
over the bus 105 and received by the interface 139. Memory read requests
received by the flash memory interface 139 are processed regardiess of the

protection status of the block of the memory array 130 to which they are



20. The cellul ar tel ephone of claim19 further including a reset det&l B} 2002

coupl ed towdéeydapgg and a system power supply coupl ed to thepgggrRboshREECt Or
and the bus, the reset detector to clear the first volatile protection bit

in response to detecting one of a systemreset event or a system power
cycle. -35 2 80 CT 2002 21. The cellular tel ephone of claim19 wherein
the first protection bit is one way witeable to | ock down the block of -
menory cells and the first type of nenory access operation includes nenory
wite and erase operations, the systemfurther including a second
protection bit coupled to the block of nenpry cells, the second protection
bit being progranmable to | ock the bl ock &P menory cells to prevent wite
and erase operations to the block of nmenory cells, the second protection
bit further bedirgctpdoJhasperdrettoughrblocks 0 baddi of kheomemorg rayrayel 3shdve al | ow
wite and erase operations to the block if the blqck is not | ocked down.
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menory cel ls from beiengorpeavrterameicerags redinests ebteilad byehe fiash enerhoyl 1lism 20
further includi r;? a first register coupled to the bus, wherein information
stored in the Wt afe disgeiedde blecksenfibaimrmonuairay 180,qtkert thapdhe blagks 0
wherei n i nfor | I | fyl ' ' gl stem
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i nformation; awptelekedbloaksd £od Ny hobheeversareprevgniad frandewry pogepded] to
the bus to receive a signal; and a nmenory coupled to the bus, the nenory
conprising: a ibeumaprnerssrfed belodnory cells; and a first volatile
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type of menory1a0essh oxanple, tive diite ickbit of thedodK bit larraly 31@nsartesipohdingenor y
cells frombeing perforned. 25. The set top box, of claim24 further

i ncludi ng a rel®unigeted biackcbingicades 8 Iegicakas dagcrbey abene pbuEhes [ v
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reset event or Oa Thust e potpet obthe HOR gate A, (having one input coupled to the

write lock bit and another input coupled to the lock/down bit of the segment

corresponding to the block 1) is high, turning on the gate T,. Turning on the

gate T, allows the Vpp potential from the bus 325 to be applied to biock 1 of

the memory array 130 such that program and erase operations directed to

block 1 may be performed. Other unlocked blocks in the memory array 130

are responsive to write and erase requests in a similar manner.

In contrast, a write or erase request directed to a write locked block,
block N in this example, cannot be serviced. As described, the write lock bit
of the lock bit array 315 corresponding to block N has been programmed to
a logical 1. The output of the NOR gate A, is therefore low in this example
because a first input of the NOR gate A, coupled to the lock bit N is high.

Because the output of the NOR gate A, is low, the gate T, is not turned on
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di sabling v e wite protection for the nonvolatile nmenbry -array in
response to a systemreset event; (b) changing information stored in the
first menory array while the wite protection is disabled; and (c) enabling
wite protection for the first nmenory array before conpletion of the reset
event. 27. The nmethod of claim 26 further including: |oading a code inage
in a second nenory, and | oading a base address of the code image in a first
regi ster, wherein changing information stored in the first nmenory array

i ncl udes reading the base address fromth@lbase address register to |ocate
t he code inage, and substituting the code inage for the information stored

in the first nap@the ¥ppvtertihl frbhethEbilng29is ﬁﬂe@bﬁte%ﬁfrémfﬂéi@%abﬂﬁéwﬂi ng:
Cc

storing an operation request in a second register, wherein angi ng
i nformation stthedlotkMNhe first nmenory array includes readi ng the operation

S0 6 he pert or med. aBouk i TS patehyRrbEE Alhulio B BiskolftedBns T oo
prot ection inCFl:B{:{?érrﬁ|aﬂarrhé‘t9\owi’éﬁ¥sb|cﬁbéré%néj@%bt@dtté tt‘\‘é’bfo@ﬁwa@ ng to each

block in the f menory array, and enabling wite protection includes:
| ocki ng any bl pesventgd trhm bmngpﬁrfarmasi imthis weannerothedelotie Nds avritie dedikedng

weite protecti g, and, dockl na Ao AN 00! N RS UrdBkidE TREaudh' Y
corruption.

Program and erase operations directed to the locked down block 0
are similarly prevented. The lock-down bit corresponding to the block O has
been programmed to a logical 1 as mentioned above. In this case, the write
lock bit corresponding to the block 0 has also been programmed to a logic 1.
Thus both inputs of the NOR gate A, are high such that the output of the
NOR gate A, is low and the transistor T, is not turned on. The programming
potential Vpp cannot be applied to the block 0 and write and erase
operations to block 0 are thus prevented. Other locked and/or locked down
blocks are prevented from being accessed for memory write and erase
operations in a similar manner.

While a locked or locked down block of memory prevents information
stored in the block from being inadvertently altered, there may be
circumstances where it is important for a computer system user or other
system user to change or update information that is stored in a locked or
locked down block.

For instance, in the example described with reference to Figure 3,
block N is locked and block O is locked down to protect system critical
information stored in the blocks from undesired alterations by a virus or

other source. If, however, an update to the information stored in either block



di'sabling wite protection. 30. The nethod of claim 26 wherein causi2ry0&r 2002
systemres I ncl udes: transferring systemcontrol to 3
routine, aﬁ@o?%?Q%SZ 8 0 CT 2002 the start-up routine naintalnlndh%%ﬁtrol
of the systemuntil enabling wite protection has been conpleted. 31. The
menory device of claim1 wherein the first protection bit is selectively
programmabl e to lock the first block to prevent wite and erase operatioms
to the first block, and wherein the first protection bit further is

sel ectively progranmable to unlock the first block to allow wite and erase
operations to the first block if the first block is not |ocked down. 32. A
nmenory devi ce conprising: a nonvolatile meffry array including a first

bl ock of nenory cells; a reset detector; a first volatile protection bit

coupl ed to theOr@dsibckibliecequirethtbrianytrbasdn, lisis usefiko biehsblé itd aiakechet i | e
protection bit bej ngg{s\el ectively programmble to set the first protection
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detector. 33. Dhindatament dreiationOfor ekaimpled2 wherein the reset event
detected by the reset detector is an internal reset signal. 34. The nenory

device of claim 32 HerkeNrdswrie lecked as dencribet @bove. byt notdogkesbdowet ect or
dovice) of ol i HEIERRE B8 o BrBRAGT T By 1P e bk N, i OB BRtS

witeable bit tofth@blockasahahged by sledbingdke waritd IodiebietorreSisoriding to thepe of
menory access operation includes a nenory wite operation and a nenory

erase oper at i oRlockeN imfee famerages ipavieh dlwasProramymerks In thi manngra
secand, B L et Shdotl aRGREidad Bariflds Bundsial e REERRE ot ool o1 b1
erase operations to THeeblbck 9, holveeks, is bcked down iRGhisZEktimplee ISiatsrhthtion
protection bit further being selectively programrable to unlock the first
bl ock stored in the block 0 is to be changed, the lock-down bit corresponding to

the block 0 must be cleared. With continuing reference to Figures 1 and 3,

the reset detector 135 operates in conjunction with the block locking circuit

140 to allow changes to information stored in locked down blocks of the

memory array 130 while still helping to protect the information from

erroneous or malicious alterations. For one embodiment, the reset detector

135 detects a reset or other predetermined event and, in response to the

event, the lock-down bits of the lock bit array 315 are cleared. in this

manner, the protection status of a block can be changed and changes may

be made to the information stored in the previously locked-down block(s)

before they are re-locked by software as described below.

The reset detector 135 receives a reset signal 145 from the bus 105

of Figure 1. The reset signal 145 is asserted whenever a soft or hard reset

to the system 100 of Figure 1 is indicated for one embodiment. In the case

where the system 100 is a computer system, the reset signal 145 may be

asserted, for example, if a reset button on the computer system is pressed
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is not |ockgeo9@yvgg 37. The nenory device of claim36 furth bslkng a
third volatile protection bit coupled to the first bl ock, t%recﬁr!t,l!}g

vol atile protection bit being selectively programmable to read Iock t he
first block to prevent read operations to the first block, the third

vol atile protection bit further being selectively progranmable to unl ock -
the first block to allow read operations to the first block if the first
bl ock is not | ocked down. 38. A nenory device conprising: a nonvolatile
menory array including a first block of neppry cells; a selectively
programmabl e wite | ock protection bit; a %%Iectively one-way witeable

| ock-down protection bit; and a block locking circuit coupled to the wite
| ock protecti ororhf & "“wadntrebadit opemtivayis inditaad by the cpedating gystéracttSoon bi t
to prevent a first ty e of menory access operation directed to the first
bl ock from bei Sbﬁ?f rmed if one or both of the wite |ock protection bit

and Zig L\Ozk %OVWA‘\ Kr%FééXQQE@CX"%&’% i@ne er%%og\ﬁ:?@rlnt |§ ,coupled to receive

A AA A A . AY. aﬁsys%eﬁeVé&{ Signali305 A@nth@b(&ﬁ@sﬁﬁﬂ\h% Rigure1 The reset
.A@ . ASUF_. A r(,rQO 2KLXer.q~ tOJ e [V] c ca] cal ca] ca] cal c<a] cajc

a] ca] ca] ca] ca] c‘gﬁtE'étPééﬁéé?% ]Sc%tmg])é"'%ﬁ %ﬂ é"’éUPEﬁ s0pWR) 1O HIb;
3JYegPY{tnid_

3] c’\a]gca{J] ca] oa %‘g?tca%%ca ca?%%% @ﬁi né\glcated by the system Vcc sngnal 305. In

U c”a] cal] ca] cadarng cabea]tbabystbaah oaw e} bajpovering the system 100 down and

rirevs>|val gbl )é]e%a o?rva rﬁ% |tC3[l ag |n \%ﬁ‘\U]re the system 100 is reset in this manner,
the Vcc signal 305 drops from the system operating voltage (Vcc), about 3.3
volts for one embodiment, to ground when the system 100 is powered down.
When the system 100 is powered up again, the Vcc signal changes from
ground back to the stable system operating voltage, Vce.

For one embodiment, the reset detector 135 detects a reset event
when the system Vcc signal 305 drops below a predetermined level
indicating a system reset is in process. The predetermined level is
dependent on the particular system in which the flash memory is located.
For this embodiment, the reset signal 145 remains asserted to indicate a
system reset event until the Vcc signal 305 stabilizes at the system
operating voltage after being powered up. For an alternative embodiment, a
reset detector may instead detect when the Vcc signal transitions from a low
level to a predetermined higher level as it moves toward the stable system
operating voltage Vcc after being powered up.

Other indicators of reset events such as a discrete reset command, or
a particular control signal not shown in the Figures may also be received
and recognized as a reset event by the reset detector 135. Further, the
reset detector 135 may receive other contro!l signals that do not necessarily
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10%| & ()-  10%énfrolied leﬂ%’li;ﬁmé)manner as the write lock bit for one embodiment.
Further, if the system is powered down, the registers 137 are cleared,

invalidated or the information stored in them is otherwise lost. For one
embodiment, after the system is powered down, the reset detector 137
detects when the system is powered up again and causes the registers 137
to be programmed to a known state. For one embodiment, both the
operation register 137 and the base address register 302 are programmed
to store zeroes on power up so that an update or other operation indicated
by the operation register 301 is not erroneously performed. One or more
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flip-flops or other storage elements (not shown) may be used to hold the
value stored in the registers 137 on power up.

With continuing reference to Figure 3, immediately following a resst
or other predetermined event, the system 100 executes the boot code 330
to initialize the system 100 for operation. If the reset event detected by the
reset detector 135 is a system power down, the boot code 330 is executed
as soon as the system 100 is powered up again.

The boot code 330 maintains exclusive control of the system 100
during its execution. Thus, while the boot code 330 or other system start-up
routine is executing, viruses, system software and/or other processor
commands cannot alter the information stored in the memory array 130
unless the boot code 330 specifically provides for changes. If changes are
specifically provided for, the changes are made while the boot code 330 still
has control of the system. For such embodiments, the boot code 330 then
locks down and/or locks the previously locked-down and/or locked blocks,
as well as any other blocks to be locked or locked-down based on the
changes made to information stored in the memory array.

For embodiments for which the reset detector is responsive to a
control signal, such as a write protect signal, or another control signal from a
discrete pin, the system is not necessarily restarted. In order for the write
protect or other control signal to be asserted, however, an authentication or
verification scheme may be used to ensure that the particular control signal
is not being asserted inadvertently or by a malicious program.

It may be desirable under certain circumstances to be able to update
or make changes to code stored in write-protected (in this case locked

down) blocks of a memory array. A code update method of one
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embodiment is described in detail with reference to Figures 1, 3 and the flow
diagram of Figure 5. The method begins at step 500 and describes a BIOS
update for purposes of illustration. The BIOS in this case is part of the boot
code. Other types of code may be updated in a similar manner.

At step 505, the computer system 100 or computer system user
obtains a code image, a BIOS image in this example, to be used to update
code previously stored in the memory array 130. The image may be
obtained from a mass storage device 118 such as a floppy drive, or over a
network or from the World Wide Web through the network interface 117, for
example. Once retrieved, the code image is stored in a memory 125 such
as DRAM main memory. The code image retrieval process of one
embodiment is controlled by the operating system 150. Other methods for
obtaining the code image may also be used.

At this time or another time during the BIOS update process, the code
image may be validated. The validation process for one embodiment is
described in more detail with reference to Figures 1, 3 and 6.

The validation process includes a step 605 of verifying that a server
on a network with which the computer system 100 communicates over the
network interface 117 is a valid computer system from which to download
the code image. This step could involve a challenge using passwords or
keys and is only performed when the code image is obtained from other
than main memory. The validation process may also include a step 610 of
verifying that the vendor of the code image matches the vendor of the
existing code previously stored in the memory array 130. A public key of the
boot block, for example, may be used to validate the origin of a BIOS

signature. The validation process may also include a step 615 of ensuring
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the code image has not been tampered with or that its integrity has not
otherwise been compromised. This step may include recomputation of a
digest of the code image and comparison with a digest value of the code
image signature. Other approaches for verifying the code integrity, such as
a checksum, or other type of digital signature, for example, may also be
used. If the code image is validated the process continues, otherwise the
code is not updated.

Referring back to Figures 1, 3 and 5, at step 510, a BIOS update is
requested and scheduled. This step may be performed before or after the
retrieval and validation of the code image at step 505. For one embodiment,
the BIOS update request and scheduling process is controlled by the
operating system 150 through the user interface 155. The operating system
150 of one embodiment includes a BIOS or code update utility 151. Fora
Windows® operating system, this utility may be included as part of the
Control Panel, for example. The code update may be requested and
scheduled by a computer system 100 user or remotely over a network via
the network interface 117.

At decision block 515, it is determined whether the code update is to
be performed immediately or whether it has been scheduled for a later time
such as upon shutdown. If the code update is to be performed immediately,
then at step 520, all applications running on the computer system 100 are
closed and at step 525, the code image is loaded to an image area. The
image area may be a predetermined location in the main memory 125.

At step 530, the base address of the code image is stored in the base
address register 302 and an operation request is stored in the operation
register 301. The base address indicates the location in the main memory
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125 at which the code image is stored. The operation request may be
stored in the form of a command code that indicates the specific type of
code update to be performed. For example, one type of request may be a
BIOS update request.

At step 535, a warm reboot is issued. The warm reboot may be
issued by the operating system 150 in response to the BIOS update utility
151, for example. The warm reboot causes the reset signal 145 to be
asserted for one embodiment and the boot code 330 to take control of the
system 100.

At step 545, in response to the assertion of the reset signal 145
caused by the warm reboot of step 535, and while the boot code 330 has
control of the system 100, the reset detector 135 asserts an uniock signal
335 on the lock down bit array bus 310. For one embodihent, the unlock
signal 335 clears the lock-down bits of the lock bit array 315 while the
interface 139 clears the write lock bits of the lock bit array 315 by
reprogramming them to a logical 0. The contents of the registers 137 are
not affected because, as described above, the registers 137 are not cleared
by a reset event that does not involve a system power down.

At step 550, it is determined whether a code update has been
requested. For one embodiment, this step is performed by reading the
operation register 301 to determine whether a code update request is stored
in the operation register. If so, then at step 555, the base address of the
code image is read from the base address register 302 to determine where
the update image is located in the main memory 125.

At step 560, any additional code validation is performed and at step
565, the code is updated. The code may be updated by re-programming the



#f 1094 & ()-f10%H & ()-° (10%}H & ()- 10Z 10Z 2 8 0CT 2002

10Z. 10928 § K& () - XX5Yi 22\ ] dE~_ @ $10%4| & () - 10%4| & ( )y o Q& () -
10%4] & () - V?L%g/ﬁ%ﬁ(% - 310% & () -] bC berrbSsthlste
Y100%4| & () - SH10%| & ()- 10%| & ()-' mi0%| & ()- 104| 104| 104

L &10%| & ()- @ bl bbbcdEDC L10%| & () - MLOY| & ()-' 10%[ & ()-Y 10%| & () -
109%4| & ()- &@LO%| & ()-cef NFfffffxnbC ' mlO%& ()- 104] 104] 104| -
3109%| & ()- 110%| & ()- LOL0%| & ()- 10%| & ()-ffg] ghi i kzX9nbC

10%& ()-110%q& () - 109 () -1 y#10% [ & () -

29

entire memory array 130 or by re-programming only desired locations in the
memory array 130. Actual re-programming is controlled by write state
machine circuitry (not shown) inciuded in the interface 139 for one
embodiment.

At step 570, while the BIOS update utility 151 or other start-up code
still has control of the system 100, the previously locked and/or locked down
blocks are re-locked by programming the appropriate bits in the lock bit
array 315 as described above. Additionally, one or more blocks may have
corresponding bits in the lock bit array 315 programmed to change their
protection status based on the code update. Because the code update is
performed while the BIOS update utility 151 or other start-up code has
control of the system 151, the risk of erroneous alterations to the code or
malicious destruction of code by viruses is reduced as compared to prior
flash memories.

Referring back to decision block 550, if a code update has not been
requested, then the blocks are re-locked or locked down at step 570 prior to
turning over control of the system 100 to other software. Steps of rebooting
and/or shutting down the computer system 100 may aiso follow.

Referring back to decision block 515, if a code update is requested
and scheduled to be performed later, such as on shutdown, then at step 580
the image is protected for one embodiment, and stored for later use. At step
585, a scheduler in the BIOS update utility 151 is notified that a code update
is to be performed, and at step 590, upon system 100 shutdown, the code
image is loaded to the image area and unprotected. The method then
continues as previously described at step 530 where the base address
register is updated to store the base address of the image.
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In the manner described above, updates can be made to code and/or
data in locked down blocks while protecting the information stored in the
locked down blocks from being otherwise altered. The blocks selected to be
locked down are only unlockable while the start-up routine (or other software
designated by the start-up routine) has exclusive control of the system
thereby helping to prevent viruses and other destructive sources of memory
corruption from altering information stored in locked down blocks. Further,
the blocks can be unlocked for updates to information stored therein without
requiring the system user to open up a cover on the system to change a
jumper or otherwise apply a higher programming potential to the locked
blocks.

For another embodiment, the protection bits corresponding to each
block of the memory array are included in the memory array itself. Also, for
another embodiment, the logic in the block locking circuit used in
conjunction with the protection bits may be implemented in another manner
while providing similar functionality. Further, while the lock bit array bits of
Figure 3 are programmed to a logical 1 to perform their above-described
functions, for other embodiments, corresponding bits of the lock bit array
may be programmed to a logical O to perform the same functions. For such
embodiments, the remainder of the block locking circuit logic is changed
accordingly to provide complementary logic.

It will be appreciated by those skilled in the art that, although the
example above describes a flash memory used to store boot code, a BIOS
or other start-up routine, other types of nonvolatile memories storing other
types of information may be used for other embodiments in a similar

manner.



10 h 10 h 10 h3 .10% h& ()-|}}(}~SH= | 10m 10m 280CT 2002

10m 10%1& & () - T10%& () - T! 10067& () - 10%m&! Rz
' r1n0%38&(@Ob%ﬁ/é%q()gz#lo%ﬁ&(%) ! z#10%§<3/xv&() (?kgﬁtlo/éﬁf’??g’”"‘z

o ML09%Z& ()-17?' KLM\X} 0aS4 ' mlO%G& ()- 10ZZ 10ZZ 10Zz!)- 109%&Z& ()-)-

109@& () -!1 10UKKE ()-I 109@& () - Xv( @X9as4

10968 ()-1f109%*& ()-f109%G& ()-! SH10%WE ()-!, -
SH10%s] Sj & ()-1j SHI09& ()-@~\: !|'S THI00& ()- ! xT#109& ()- 'nmlO%| & ()- 10G
10G 10G 9010%G& ()-! 109%KK& ()-.r4}[MP1 104 4]

31

In the foregoing specification, the invention has been described with
reference to specific exemplary embodiments thereof. It will, however be
appreciated that various modifications and changes may be made thereto
without departing from the broader spirit and scope of the invention as set
forth in the appended claims. The specification and drawings are,

accordingly, to be regarded in an illustrative rather than a restrictive sense.
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What is claimed is:

1. A memory device comprising:
a nonvolatile memory array including a first block of memory cells; and
at least a first volatile protection bit coupled to the first block, the first volatile protection

bit being selectively programmable to prevent a first type of memory access operation directed to

the first block from being performed.

2. The memory device of claim 1 wherein the first protection bit is a one-way writeable bit
to lock-down the first block, and wherein the first type of memory access operation includes a

memory write operation and a memory erase operation.

3. The memory device of claim 2 further including

a second volatile protection bit coupled to the first block and to the block locking circuit,

the second volatile protection bit being selectively programmable to lock the first block
to prevent write and erase operations to the first block,

the second volatile protection bit further being selectively programmable to unlock the
first block to allow write and erase operations to the first block if the first block is not locked

down.

4, The memory device of claim 3 further including
a third volatile protection bit coupled to the first block and to the block locking circuit,
the third volatile protection bit being selectively programmable to read lock the first
block to prevent read operations to the first block,
the third protection bit further being selectively programmable to unlock the first block to

allow read operations to the first block if the first block is not locked down.

5. A memory device comprising:

a nonvolatile memory array including a first block of memory cells;

a first volatile protection bit coupled to the first block, the first volatile protection bit
being selectively programmable to prevent a first type of memory access operation directed to the
first block from being performed; and
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a reset detector coupled to the first volatile protection bit, the reset detector to clear the

first volatile protection bit in response to detecting one of a reset event or a power down event.

6. A memory device comprising:

a nonvolatile memory array including a first block of memory cells;

a one-way writeable protection bit coupled to the first block, the one-way writeable
protection bit being selectively programmable to lock-down the first block to prevent a first type
of memory access operation directed to the first block from being performed;

a second protection bit coupled to the first block, the second protection bit being
selectively programmable to lock the first block to prevent write and erase operations to the first
block, the second protection bit further being selectively programmable to unlock the first block
to allow write and erase operations to the first block if the first block is not locked down;

a third protection bit coupled to the first block, the third protection bit being selectively
programmable to lock the first block to prevent read operations to the first block, the third
protection bit further being selectively programmable to unlock the first block to allow read
operations to the first block if the first block is not locked down; and

a reset detector coupled to the first, second, and third protection bits, the reset detector to

clear the first, second, and third protection bits in response to detecting one of a reset event or a

power down event.

7. The memory device of claim 1 further including a no lock-down bit coupled to the first
protection bit, the no lock-down bit being one way writeable between power cycles to prevent the

state of the first protection bit from being changed.

8. The memory device of claim 5 further including a first pin, wherein the reset detector is

further responsive to a signal on the first pin to clear the first protection bit.

9. The memory device of claim 1 wherein the memory array is a flash memory array and the

first protection bit is a static random access memory (SRAM) bit.

10. A flash memory comprising:

a nonvolatile memory array including first and second blocks;
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first protection bits corresponding to each of the first and second blocks, the first protection bits
each being selectively programmable to lock the corresponding block such that the corresponding
block cannot be accessed for a first type of memory operation; and

a reset detector coupled to the volatile lock bit array, the reset detector responsive to one

of a reset event or a power down event to clear the first protection bits.

11. The flash memory of claim 10 wherein each of the first protection bits is one-way
writeable to lock down the corresponding block and wherein the first type of memory access

operation includes memory write and erase operations.

12. The flash memory of claim 11 wherein the volatile lock bit array further includes
second protection bits corresponding to each of the first and second blocks,
the second protection bits each being programmable to lock the corresponding block to
prevent write and erase operations to the corresponding block,
the second protection bits each further being programmable to enable write and erase

operations to the corresponding block if the corresponding block is not locked down.

13. The flash memory of claim 12 wherein the lock bit array further includes

third protection bits corresponding to each of the first and second blocks,

the third protection bits each being programmable to lock the corresponding block to
prevent read operations to the corresponding block,

the third protection bits each further being programmable to enable read operations to the

corresponding block if the corresponding block is not locked down.

14, The flash memory of claim 10 further including a no lock-down bit coupled to the
volatile lock bit array, the no lock down bit being one way writeable between power cycles to

prevent the states of each of the first protection bits from being altered.
15. A method for protecting information stored in a nonvolatile memory array including a
block of memory cells, the method comprising: preventing a first type of memory access

operation directed to the block of memory cells from being performed if a first volatile protection

-34-



11" 109%G& () - 109%G& () - SH109%G& () - F109%G& () - 109G& ()- (1 109%6G& ()-! ndgvd\lef‘u ol
310938 ()- 1 10%&' ()- LOGLO%GE ()-.10%G& () - 10%3& ()-910%& ()- bC“ 1
109@2& () - #109@2& ()-109&& ()- ' ml0%& ()- 10G 10G 10G y5s109%G& ()-/bC 11m
109& ()- @O% ()- (109 ()- 10Z 10Z 10Z 109%&Z& ()-9

bit associated with the block of memory cells has been selectively programmed to set the first

volatile protection bit.

16. The method of claim 15 further including:

clearing the first protection bit in response to one of a reset event or a power cycle.

17. The method of claim 15 wherein the first type of memory access operation includes write
and erase operations, the method further including: preventing memory read operations directed
to the block of memory cells from being performed if a second volatile protection bit associated
with the block of memory cells has been selectively programmed to set the second volatile

protection bit.

18. The method of claim 15 further including preventing the first type of memory access
operation directed to the block of memory cells from being performed even if the first volatile
protection bit is cleared if a second volatile, selectively programmable protection bit

corresponding to the first block has been selectively programmed to set the second volatile

protection bit.

19. A cellular telephone comprising:
a bus to communicate information;
a processor coupled to the bus;
a wireless transceiver coupled to the bus; and
a memory coupled to the bus, the memory comprising:
a block of nonvolatile memory cells; and
a first volatile protection bit coupled to the block of nonvolatile memory cells,
the first volatile protection bit being selectively programmable to prevent a first type of memory

access operation directed to the block of nonvolatile memory cells from being performed.

20, The cellular telephone of claim 19 further including a reset detector coupled to the bus
and a system power supply coupled to the reset detector and the bus, the reset detector to clear the

first volatile protection bit in response to detecting one of a system reset event or a system power

cycle.
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memory write and erase operatlons the system further mcludmg
a second protection bit coupled to the block of memory cells,
the second protection bit being programmable to lock the block of memory cells to
prevent write and erase operations to the block of memory cells,
the second protection bit further being programmable to unlock the block of memory

cells to allow write and erase operations to the block if the block is not locked down.

22. The cellular telephone of claim 21 further including a third protection bit coupled to the
block of memory cells, the third protection bit being programmable to prevent memory read

operations directed to the block of memory cells from being performed.

23. The cellular telephone of claim 20 further including a first register coupled to the bus,
wherein information stored in the first register is maintained during a reset event, and wherein

information stored in the first register is cleared during a system power cycle.

24, A set top box comprising:
a bus to communicate information;
a processor coupled to the bus;
a signal receiver coupled to the bus to receive a signal; and
a memory coupled to the bus, the memory comprising:
a block of nonvolatile memory cells; and
a first volatile protection bit coupled to the block of nonvolatile memory cells, the
first volatile protection bit being selectively programmable to prevent a first type of memory

access operation directed to the block of nonvolatile memory cells from being performed.

25. The set top box of claim 24 further including a reset detector coupled to the bus and a
system power supply coupled to the reset detector and the bus, the reset detector to clear the first
volatile protection bit in response to detecting one of a system reset event or a system power

cycle.
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system reset event;

(b) changing information stored in the first memory array while the write protection is
disabled; and

(c) enabling write protection for the first memory array before completion of the reset

event.

27. The method of claim 26 further including:
loading a code image in a second memory, and
loading a base address of the code image in a first register,
wherein changing information stored in the first memory array includes
reading the base address from the base address register to locate the code image,
and
substituting the code image for the information stored in the first memory array.
28. The method of claim 26 further including:
storing an operation request in a second register,
wherein changing information stored in the first memory array includes reading the
operation request from the second register to determine the manner in which changing is to be

performed.

29. The method of claim 26 wherein disabling write protection includes clearing volatile
lock-down bits corresponding to each block in the first memory array, and enabling write
protection includes:

locking any blocks of the memory array that were locked before disabling write
protection, and

locking down any blocks of the first memory array that were locked down before

disabling write protection.

30. The method of claim 26 wherein causing a system reset event includes:

transferring system control to a start-up routine, and
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31. The memory device of claim 1 wherein the first protection bit is selectively

programmable to lock the first block to prevent write and erase operations to the first block, and
wherein the first protection bit further is selectively programmable to unlock the first block to

allow write and erase operations to the first block if the first block is not locked down.

32. A memory device comprising:

a nonvolatile memory array including a first block of memory cells;

a reset detector;

a first volatile protection bit coupled to the reset detector and to the first block, the first
volatile protection bit being selectively programmable to set the first protection bit to prevent a
first type of memory access operation directed to the first block from being performed, the first

volatile protection bit further being reset only in response to a reset event detected by the reset
detector.

33. The memory device of claim 32 wherein the reset event detected by the reset detector is

an internal reset signal.

34, The memory device of claim 32 wherein the reset event detected by the reset detector is a

system voltage being below a predetermined level.

35. The memory device of claim 32 wherein the first volatile protection bit is a one-way
writeable bit to lock-down the first block, and wherein the first type of memory access operation

includes a memory write operation and a memory erase operation.

36. The memory device of claim 35 further including

a second protection bit coupled to the first block,

the second protection bit being selectively programmable to lock the first block to
prevent write and erase operations to the first block,
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the third volatile protection bit being selectively programmable to read lock the first
block to prevent read operations to the first block,

the third volatile protection bit further being selectively programmable to unlock the first
block to allow read operations to the first block if the first block is not locked down.

38. A memory device comprising:

a nonvolatile memory array including a first block of memory cells;

a selectively programmable write lock protection bit;

a selectively one-way writeable lock-down protection bit; and

a block locking circuit coupled to the write lock protection bit and to the one-way
writeable lock-down protection bit to prevent a first type of memory access operation directed to

the first block from being performed if one or both of the write lock protection bit and the lock-
down protection bit are set.
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