METHOD AND SYSTEM FOR PROVI DI NG ONLI NE MEDI CAL RECORDS 5 PRIORI TY
STATEMENT This application is a continuation-in-part of, and clains
priority to, U S. Patent Application Serial No. 11/225,518, filed

Sept enber 12, 2005, hereby incorporated by reference inits entirety. 10
BACKGROUND OF THE | NVENTI ON The present invention relates to the provision
of online nmedical records. More particularly, the present invention
relates to providing a means for consuners to nequest t heir nedi cal

records fronMETRIGTNANDES YT BORSR IPIeG I g@%lhr ecords, and provide
for private rRBOOmDSCati ons between the consuners an eir healthcare

providers. 15 Medical and other health information can be particularly
sensitive conmunications. Laws such as the H PPA Privacy Rule restrict,
limt, of pl.ace specific conditions on the dissem nation of nedical
records.’ LaMEOBIChSEATEMENeal t h | nsurance Portability and Accountability

Act (HI PAA) prOWh c &b, Aathe ht ,t.o access tq their own nedical
records. 20 A Q%m%gfgbfggglwgﬁgﬁE g”akﬁdi PRSP O qUiaat a patient to

submit to t&fé’i'?anev\/ﬁena M-V aeys. pralded pemees 13 2009 dirktyQRcofaFaicti hgat ment or
adm tt ance. @y pli;VAcY, QHaCtICE statenent by the health provider wll

i kely explain that th patient has the right to inspect and copy their
medi cal records, but there may be significant procedural hurdles to

overcong t hat-x éﬁ@@@ qagg&?g QEﬁjth provider and the patient. For

exanpl e, the patient ma d 25 to provide a witten request, there

may be process(ﬁgrﬂahawsmmnnm&&euMmﬂgm@mmu¢5mQ£nkb@mr&@ggq@$mor heal t h
related re Qﬂgﬁm a@g Egn“ 2 [ent[na ur addi tional processing charges
resul ting rom THE T RESTVERT gt QP% 7% HRCHR RIS WrewEstier to conply

with the iﬁ'ﬁmmdhlarladcorldufrdh éslibdaatpravitiery, spiad theiPmBdias Rcdrls, %%'rcgude

i nappropri gt 0si.n cords of their patients. O course,
privacy coﬁ%gr%gg%ingr tmgs%ﬁwﬁTf ﬁF“@wﬁéﬂﬂ@ﬁFhW@@@ﬁdEmmkéates ot her

probl e® for héféddnch!cﬁad ethpﬂx@adlhdﬂbrﬁmaud%%n eXARRLIE:y RHRRRIEAuGRLIcar e
provi der nl‘?a%% s gg% (i:vaatt:yeRu e rtesrt]nc?' am?‘tt cl)r%Tatce (s)[;{:g;ic Eorrllgtughon?h 1o checkcon a
patient, request s on the
dissemination of medical records. Laws such as the Health Insurance Portability and
Accountability Act (HIPAA) provide a patient with the right to access to their own medical
records.
20 A health provider, such as a hospital may require a patient 1o submit to their own
privacy practices as a condition for (reatment or admittance. A privacy practice statement
by the health provider will likely explain that the patient has the right 1o inspect and copy
their medical records, but there may be significant procedural hurdies to overcome that
burden both the health provider and the patient. For example, the patient may be required
25 to provide a written request, there may be processing delays in receiving copies of the
medical or health related records, and the patient may incur additional processing charges
resulting from the inconvenience created for the health provider to comply with the
procedural hurdles that they put in place 10 avoid inappropriately disclosing records of their
patients.
30 Of course, privacy concerns regarding a patient's medical records creates other
problems for healthcare providers. For example, suppose a healthcare provider needs to

communicate with a patient over Lhe phone to check on a palient, request additional




2 information regarding a patient's current condition, to schedule a test,
report the results of a test, express the need for a return visit, or for
ot her reasons related to providing health care to the patient. The
heal t hcare provider calls the patient @at honme or at work and the patient
is not available. Instead, the phone is answered by anot her person who
could be a co 5 worker or famly nenber. Alternatively, the healthcare-
provider is provided with the opportunity to | eave a voicenmail nessage.
The heal t hciafengionwigetding ruaicnty eurwar epndigunt to athsduld DeAVofl (ienadiesitent |y

di sclosing priyate informati on. .Thu'j.d t he heal thcare provider may not be
able to | eave A mBssaga it A ERSY hE forSRFIEos el in PR vidioe derlrare syst em | f
doi ng so wiotHehankinOl 1t Bealth@rcpadvidendalisthPpatitagdhomt 8t SoRTan@MPEGLAL | OnS of
privacy. Evien [i n.lclgsas vvge e . 10 the heal thcare provider may be |legally

aut hori zed 't 8”46 &4V MiE? ’l{ﬁ?%\??cdﬁ%rlsverﬁfg}yééﬂh%%wn whe ke asot i cy, doi ng so
may be dgaiwnsker biempeinaniir SANNRDRSy, & htaR¥eGtdideot punaersiand what  they
were consenting to en they consented to the privacy policy or did not
under st and “PPHBMY P 1gHt %Y ORRAEE MEsPRES-phieerdcapsaravider must hpweaggitiduor t he

patient mayo plo@MhAecr@hiediscReing hifGte ibrindidi0Rus! A RaARLL QR lAeR,,t he patient
woul d want them to know. Even when a healthcare 15 provider attenpts to

| eave a sedfiit gps1q lﬁ"r‘(&éf]ﬁfﬁ%¢ﬁ‘é§‘§&‘§@ﬁﬁ@ﬁ ORWVitho! \osrmii| sysgm ifelringso wi't h
anot her i ndiowiddbadio hBHii8nrs BfAESTRnlsQPeFRYaiBE of F“Wagﬂ Ekgheiﬂ 408, Al i ent want s
| eft w th danother

to be shared. For exanple, a nessage requesting that the
pat i ent'®caft h5aliiear preyifesmaybrcieasty auheyizaddo dnoe eiatpamionthaderdehepgpat i ent woul d

want shar egriwict fbii§, REhS so 78 be 83Tk EpersSHPRORE tﬂe& dﬁngkagng"‘@m%{wr{a?adi ly

determ ned that the doctor is an obstetrician an e S a worman 20
who does nBEY WEREOMEFNSOgHET thexmenseaehiethetrg v pulics tralid ®¢ prdegnahnt  yet .
Suppose i tihkis rikinoMaedhe Rivady8ofly| X ke b7 i doctor.ds an

oncol ogi st and the pat_il5e?r‘1/"rtll y?oe% not V\g{]t t?ﬁ%flgrn}a@%yé/{og\ﬁieeo(r?%%armeénpl oyer to
know t hat tHempEtHRHRIEendbiRation! wivild wark howmitdkiige. Givert Windaedlibedrs  name, in

these ¢RsesovBYLGMR & Whid acsiza,nsg;)l; M@Aﬁ@m_@ﬂ%@%ﬁggg?eggy%ﬁgmaob&%. t he

patient's condition or potential conditio y consider this a

vi ol at i on BPEHRAIYIdyst impacipformagoragehedhasssighen thewhienhieantsas bndbred.he pati ent has

any | egal AoReRHpREa mbddigs IFBNHARSMr beqhdideiB RAbIEN Ly PSING L URSEL and can
have a negative inpact on the rel éteiqonér{%i I@e%gﬂﬁa’%%@nﬁg{af ent and  their

heal t hcar é"Pri8VIoERan Op! Bopaier wokld serskiregiwithetvisnfpraxavess ageose 8 heal t hcar e
provi der GoOkHodnSH .@PAIM d€@dnlined that the doctor is an obstetrician and the patient is a woman

20 who does not want her significant other to know she is pregnant yet. Suppose it is known
or readily determined that the doctor is an oncologist and the patient does not want their co-
workers or employer to know that the patient has cancer. Mere knowledge of the doctor's
name, in these cases would be sufficient to make an educated puess about the patient's
condition or potential condition. A patient may consider this a violation of their privacy.

25 Regardless of whether or not the patient has any legal recourse, this can result in the patient
being upset and can have a negative impact on the refationship between the patient and
their healthcare provider.

Of course, instead of leaving a message, a healthcare provider could simply call
back, but this is inconvenient for the healthcare provider or their staff and may unduly
30 delay the amount of time before the patient receives the message. Thus, private and secure

communications would benefit both the healthcare provider and the patient. The healthcare




back, but this is inconvenient for the healthcare provider or their staff
and may unduly 30 delay the anount of tine before the patient receives the
nmessage. Thus, private and secure i comuni cations woul d benefit both the
heal t hcare provider and the patient. Bhe healthcare 3 provider would not
have to worry about disclosing private information to a party who should
not have the information. And, the patient would be nore likely to receive.
the comunications sooner and could take confort knowi ng that their
privacy \Nalsoxrfédrm@aidmemaveﬂln@!coheaboptrdﬁoloéng ;rr'efhlaﬁrifarrgmﬁ@ tmda’arqallvhor ecor ds is that
where an |nd”g|q% ef .nugﬁiﬁle[healt@%are ovkderg} i

i nconveni efWd 8y Fweql e W’Hﬂg“}ﬁe e &F PRERSPYS oF Brore Fltyl(brefeéc?‘ eGl ven the

i nconveni epaenuaRatidnh Sop@ st dolidlakel edndtyrt kidwaldliai Miein grivaef @isdSaindindds al so
likely that in such instances the individual does not actually conpile a
conpl et e medi cANCINHiPEYRGTelatg 1p Rediekeenids 't e RGP0l aie% their records,
the indi vigiable RARRcalkS&id¥sNBe ﬁconﬂ&‘ieh&d)fﬂ:ﬁue‘éﬁ%%é&&aﬁ%r&ﬁgam zing them 10
Yet another problemrelating to nedical records is that often tines they
are nost THBRlEG Hiventhe ingenveiiese 1H deipaigntp] dtidin b itpasredstiols provi de t hem
For exampligelyiifh IH%WIMG% [lﬁ'lﬁdt@@da%gs doE acwafg?' leﬁﬁe desifiabh&if.pr caregivers
to know and understand t individ ical history. Know edge of
specific dﬁ*%ﬂgﬂ%@eﬁﬁvﬂﬁ%'@@@@Hﬁ@ﬁhmW@mébdhﬁmmwdwﬂﬁW@ﬁk@W“Uhiof nedi cat i ons
that woul d,gdVer s&kk hdPdsdizidNgercondi tion of the individual. 15 Know edge
of pre-existing conditions nmay be essential to correct diagnosis and
treatmént. What!' spgthdesbleadelpiede medeat hegrds ishaoBentinms dicg atle rogicor ds coul d be
shar ed Vm%@ed@@?{‘!‘?@nermﬁﬁ the indPhdu@USuAHIL BFRNfie DAME FBE&H SR Lo assi st
consuners with their medical records in different ways. One exanple of such
an att enptmEkgerSy figtaes it vpHidh desiratilsfopcageiyerh pdaaw andbyndgrelend sy, synchart. com
that al | owsy GANRURARES) m&o@nksgwlsdaéeaf pd2E §1%ngaés r@ag%c@g&nut,mo adidreal th
information into a database. Users can enter tor visits, 1 nmunizations,
hospi t al admivistrationgf mehggtiens thagnekidbadmesselyimbay da tondiipo pitht indinidagid gener at e
reportg b@%@@le@%} offp@ R coffiicRE B8 beoSieRAH b el SRS Vb iR, ONSUIET 5
receive a hei r medi cal 1 nformation é%ta, as well as a wallet
card. Becd(geis destiptil waathat rplevagtrendisaf resards prelddy sbdnedr whemopedsemeser ,  user

heal th i nfor My O 48 AERES BieRlnfiad £ AMLARY.hOL GERGL CRANGSLEA, Gomput eT

whi ch 25 Synchart claihs w | ctors and ot her providers to access
user i nf ofdifgrehiorpys-f Onergaample of such an attempt is Synchart. Synchart is a web-based

service (www.synchart.com) that allows consumers to enter their personal and family

20 health information into a database. Users can enter doctor visits, immunizations, hospital
visits, allergies, and other relevant information and generate reports based on the data
entered. As part of the services, consumers receive a CD with their medical information
data, as well as a wallet card. Because medical data is stored on the Synchart web server,
user health information is accessible from any Internet-connected computer, which

25 Synchart claims will allow doctors and other providers to access user information if the
user gives them account information.

One of the problems with a service such as Synchart is that it requires users to enter
informaticn about their health histories into a dalabase, a time consuming and cumbersome
process which is inconvenient and sometimes difficult. These issues are further magnified

30  if an individual does not have a complete undersianding of their medical records. Another

problem of such a system is that clerical errors by the user can result in the user's medical




user gives them account information. One of the problens with a service
such as Synchart is that it requires users to enter infornmation about
their health histories into a database, a tinme consum ng and cunbersone
process which is inconvenient and sonetines difficult. These issues are
further magnified 30 if an individual does not have a conplete

under standi ng of their nedical records. Another problemof such a system
is that clerical errors by the user can result in the user's nedical 4
records hawcerds baviag cuccate iifofarioatA Ginther Aroblamtiduest npdiellligoiniagod ihat medi ca
information is vai lable if t ndj vi dual. does not

i mredi at el J ALE e@ﬁ aw@ﬁ?d?ﬁ% Xwﬁugd§ﬁ€W'3mﬁqggV§ﬁ$r‘e@ gedPhat ed by the
fact that &dcﬁ]emrdbiemeSemhe!mcalﬁy lhlldacvuhdma&n tinges WhaHaediviYual § @€duegliyneal t hcare
provi ders the hahg ill or in §ureg i.s partjcularly inconvenient for 5
themto up?ﬂ’ﬁ't'% Fehse PR ey prad ?rdg’”m‘l’ti"ﬂé‘i 4 V“’%’Héh’"&or‘é‘%‘f%ﬁf does not

addr esss i sshte $o @Eate obit Eﬁbd]talﬂ@cdrhlse FiRdy, cath a&ﬁ.ﬁﬁa"d@@s fof febiesubesl t hcare

provi der. Redi.-Records is §nother exanple of a systemthat assists

consuner s ‘i’/ﬁ”i“ﬂ"% t Brhsehigeordidasiae gl “Ecﬁrélpfo"%dl cal records. For a fee,

Redi - Recor ds  WiRledi-r@adas adlhkr Qbmae sL§ a0 m@(rass'?slsm%@:@-l\).rll%%g{?lnmg from
different doctors and hospitals. Once the records are gathered, Redi 10

Records wi FFesgiodieirimedics! weepdanicer pike RedeRecont wilkaahendlinf 2 @dscribbsser s can carry
| m ni - CD rhedicaf la@irds fﬁéﬁ'd'lf?etrenaEEQtokseﬁQh&B@al@bnMﬂPreef@Jar% %Qg'§ehonal cost,

the co an wi |l update a user's records every ays. Such a
servic %Fk‘é‘t”é‘dﬁ‘%ﬁﬁmtaﬁ‘épw}tﬁﬁ’l@@ "whEni RRY ngs qafewrydsmmrﬂamm ni -CD will

make it ea&he&llfe@fhd VQH ot ST PYLarRiORG ) dobiCaE DRI of a
medi cal errerlgeancy mgoof 1the pr oallo | ens \?\} tF] such #@B%P‘%ée?h“%% that the

records ar®€ors et | sec¥deny iSugh xiarvice it mariird b thepratibedhat Wiide such an
approach ir&oldddh a Rini-GDN I RAKL IV edkidr fok %\4% M&ch%%h&&m‘éﬁnﬂh%/eﬁ (s will need

to be conpleted by the consuner and t con S providers in order to
grant t he (MY cpameey-aesed depebicne “n%ééncbam appeedrislthaithd retvrdseoul d cause

del ay jsn gathesing chrﬂinprMWepﬂob]g*ﬂ@mB Qjcﬂ g}ﬁapbrlahd‘hq%lﬂﬁratﬂ}frdlpgx l verment, there

is a chain of human handling o docunents t corrprom se the
privacy of”"f"l*fé‘”?@haél@%ﬂﬁ?érf?@s Wl”h”"ééimbtelcwle“tdﬁ—‘é theicapsu@Bsngty not be secur ed

or passWokchsRhOt goliads inQfdet J&%ranl Mt Q\FrmdyQ&eﬁb@ME mlQW 1 Qo BEKESS them readily
avail abl e. Where the mni- are not secured or password protected,

unaut hor i 8¢ ‘iahﬁldv'mdmwéerwémf@mam@c & trehigbmrs inveldéneal, there is a

chain of human handling of the documents that could compromise the privacy of the

20 documents. In addition, the mini-CDs may not be secured or password protected, or the
information about how to access them readily available. Where the mini-CDs are not
secured or password protecied, unauthorized individuals could access a person's medical

records.

Another prior art approach is HeartRecord (www heartcenteronline.com). This

25 services focuses on cardiac patients. Users pay a subscription fee and are able 1o enter
information about their medical history, doctors, and prescriptions into a database that is
accessible using the Internet and a secured password. As a result, important information is
available in the event of a medical emergency or when users visit a doctor. HeanRecord
also allows users to upload their EKGs and other vital images to their account either from a

30 computer, or by e-mailing, faxing or mailing the image to the company. HeartRecord has

several inherent problems. HeartRecord's system places the onus of entering data and




records. Another prior art approach is HeartRecord _ _
(wwwv. heartcenteronline.com. This 25 services focuses on cardiac patients.
Users pay a subscription fee and are able to enter infornmation about their
medi cal history, doctors, and prescrigions into a database that is
accessible using the Internet and a secured password. As a result,
inportant information is available in the event of a medical emergency or
when users visit a doctor. HeartRecord also allows users to upload their

EKGs and otupiesdiv itnades k& @8y biotht het ME%Q&@&H'§sy§bﬁth@!@ tJdbﬁt@?nﬁlat%%ecorert er, or
by e- maullnbli fﬁaltgxfnﬁé o@m”m the image to the conpany. HeartRecord has

sever al |nHW%PﬁSS‘B‘F%{P‘EWé”WP@EF‘E‘R@&G‘?‘W ugloadingrinpgeacledse dseinshibs of entering

data and SuseHphiDad) e icBBE 8 reRAIRHBER]pYheQfinds DB 1M ET Rl Recend s system
fails to cgsr?terrpl a%e tﬁe usecr S paOSSIg Iee ur?f ar’t%é |a{rr1|u'%d3§/ v% entering data

and upl oadMHgRees e aceoug] Soteuehies wikesuch s earvied is thatce:epnmtmamr record

tsb . . ew data and inmages
o thel 7 acobant e M T R VP B R T

linmited i nc@nsigaons Ank batwdser dpitwbidgmiast.t h such as systemis that it does
not create a prtmteeg.oqumtatﬁt'd%tstragfp%Hpgrto“@efﬁoarh?ﬁop?%@f and pati ent.

Anot her prior art approach 't s denbns ersona Thi s product
(vwwv. per sofratwikreomnd agesuses Af fasxbdsaldednd e ndbegyertio stakkewduger s to store

records t ht.%;\ be gé&smlaatﬁgﬁﬁ?@g }%ts E)lbl a so% grpe}caturg%hgr%ﬂ% c')t/xlt:)gﬁl so offers.a

f eature where users can the nost i cal n a fol der
mar ked!® EnfefPSgemiccyl"mfomtlgrlnin@afciddwtapqed firecke ouyt, »\hny:h C@ﬂj’e?pﬂmﬂﬁbul\bya fax in the

event Of apCFE%FL]I{CFQL fa rl’l [%L §VEH!P rsg@?ahcrls i ?BI’SGHH[ ]éO O[JgEdl cat I on rem nder S

and ot her ‘cal endar features, ine A%y heal t h
i nf or mat i opmipders eRtothcOrendd (dahes pmbthh etafsnc\vudtshy:td*na&d apph oaghadign difficulty

of use. FQBnt@ﬁﬂamL gdmrﬁrg‘olér?s ﬁtthsls %pproa sd@‘lc{ﬁ% o{gsep %aé%gg%{:]g er I s used

t hus the person sen endi ng the
fax. Thi s Peapna Méae ecraqirdumattmaptabbsed uhm:tbmee;an endieg & Ak masikbgys doctor' s
of fi cesangng al so creates an additi onal

T.r tr tio it
opportum ty ?&Pgﬁﬁ%l [helﬁx N Ca't Rt aﬂé"éaccﬁpfat’[ RAUFEHYDI°h? Atiber may direct
t he fax tdoaowczfﬁqadesamcmat fru)ﬂtratldﬁuMOheVdfmtr&chtehes aaadickedl cat ed nunber may

be busy ”'Bﬁx?or{afﬁtﬁ'&r guﬁtaanq eriror in that use of the wrong pin number may direct the fax to a
wrong destination. Furthermore, the non-dedicated number may be busy more often than
not, adding to the frustration of updating or accessing the user's medical records. Such a
20 system is not focused on providing a private communications link between a patiest and
their healthcare provider.

Another prior art approach is Web MD Health Manager offered by WebMD
(www.webmd.com}. This system allows users to enter data about their personal health
such as health conditions, blood pressure, cholesterol level and other metrics. Tttis system

25 will then run those numbers against a database to provide a personal "self-assessment” and
provide tips on better health. Such a system does not provide for storage of medical
records or a private communications links between a healthcare provider and patient.

Another prior art approach is available from iHealthRecord.org. This service
provides an interactive data entry screen that allows users to enter their personal and family

30  health histories. This information can then be printed out on a waltet card. One of the

problems with such an approach is that it requires users to enter information on their




not, adding to the frustration of updating or accessing the user's nedical

records. Such a 20 systemis not focused on providing a private

comuni cations |link between a patient and their heal thcare provider.

Anot her prior art approach is Web MD Heal t h Manager offered by WebMD

(www. webnd. com). This systemallows users to enter data about their

personal health such as health conditions, blood pressure, chol esterol

| evel and other nmetrics. This system 25 will then run those nunbers agai nst

g dat abﬁselnieﬂicpré@miﬁdiamadpﬁbasa&he%@ﬁdﬂin@@ﬂ@?ﬁ@ﬂhé [aandhicrpisaﬁe@ied! i pis on
etter health. .system does, not provide for storage of nedica
records or"5”5?F@gvéﬁﬁﬁﬁﬁhﬁgééﬁﬂﬁﬁgwwrﬁﬁ§wb@¥ﬁﬁéﬁ3@mﬁé%ﬂﬂ%care provi der and
patient. Ap@idiREicPh &1ditdh lhidRRFRACRed o1 ¥ald Ablue dhahidiea ffiRecord. or g.

This service provides an interactive data entry screen that allows users

to enter tPAVFEnBAFUBHE Proyidsr fndiferrpatiegir REEIStorrehingtisragement Phi s i nf or mat i on

can thep bger@hiimbaH afithed®dl Beon@! | et card. One of the problenms with such an
approach is that it requires users to enter information on their 6 nedical
records into a‘dataraye’c o spriprnappeahdshgelased inddfbBatawApplicaigk whi ch assunes
the user vlphicdgn fblh@eRk747 HBARS 490 BRf)iL g Qaddl $L.9% Y r Yt €ven so may
result in Lﬁgccﬁracies. I n additlonjI%Eﬁgggggg%%cﬁnéggswﬁé?%Brovide a
secur e confflinf e¥bre Ay pErraik!, mpdtaherneinindnbait pthedniernptiovi Bteny did t hei r pati ent

or offer s§;QiR46,.a06 . MBAALEIRIAL, : heal.t h and nedi cal records.
Anot her exénple?%f ag rior a}t gg%?gﬁcﬁ£$§9 |§?ﬁ§@gﬂépﬁmﬂ. S. Patent
Appl i cHt i onfermin theied barispdolo 220 4 0267F §7abateo TRemsymef Eabry rdgnersy i s directed

towards a eﬁﬁﬁbtl!%rﬂaﬂcié?nf orik heegﬁlll:zlrg' O\Qf?etr gﬂ@& 5 tLeOJnIiPeeJa§a%£]g‘L1dd Ig(?l{ljflpf al , appoi nt ment
Enmery al so p d

and ot her information. I scl'oses providing pa ts with

ener gency onhfiedieptreaonis| Dusapde sinch cpnisubadetolee, imbiangpdibonot hat can be
Uhe pat i ont ae Ene noa Thearer e nbiRe Shak AL E! ondoiti o RB ot abace. and
nmodi fy t h@rovekisitheddlyelahatker pdsitiona servidimissh wubirequirs yaiitemilitisec unber sone to
use, rl_@QUiszELﬂgespa%H i a?rﬁ'lﬁa?ié#oq [raiﬁ’ngaﬁﬂl‘ thgpytst%rl;u their own i nf ormation w thout
error inatinmely fashion or requirehealthcare providers to add yet
anot her addi t i &maller grex o geroath is fisaoed id Ure Guem apaldaionirobiahtidning, 15
resources QO@MOi@mol Jiacaolbélstey aipﬁacggu?‘higéltjrggs Lyr\f‘.gatmgintg Qned asggrgéa%gé medical
records, clinical observations, and medical imagery into a common database which is
accessible over the web. Jacobus also allows providers to upload or update patient records
20 and patients to request that their information be uploaded. Sucha sysiem requires the
healthcare provider's use of the system and involvement in the process. Thus, a patient
would be unable to fully benefit from such a system without all of their healthcare
providers using the same system, which their healthcare providers may not be willing or
able 1o do, particularly given the added time and costs which would be associated with
25  using such a system.
Another prior art approach is disclosed in U.S. Patent Application Publication No.
2005/0251423 1o Bellam et al. Bellam discloses a programmable rules-based interface
between a patient and an electronic medical record (EMR) which allows controlled patient
access 1o the EMR to increase patient participation in the healthcare process. Bellam

3B actually timits a patient's access to their own data. In addition, Bellam does not address the

problems of obtaining a complete and accurate EMR.




Anot her prior art approach is disclosed in U S. Patent Application
Publ i cati on No. 2005/0209891 to Jacobus et al. Jacobus discl oses
organi zi ng and aggregating nedical records, clinical observations, and
medi cal inmagery into a comon dat abase7which is accessible over the web.
Jacobus also allows providers to upload or update patient records 20 and
patients to request that their information be uploaded. Such a system
requires the healthcare provider's use of the system and invol venent in
the process. Thus, a patient would be unable to fully benefit fromsuch a
systemw thout all of their healthcare providers using the sane system
whi ch their healthcare providers may not be willing or able to do,
particul arly gi venlhuhdespitbdichdtdnpancam ch trostres, bk s woaind Iertaskoci at ed wit h

pat ent Aol | oATIEORT LERYHERTHBRENEH e Bl BRI S s Sl or el | Bel am
di scl oses a pmmgnanmmhh@ﬂwuheBwbﬁsedmwmmemdmdamnhEEWe@m)ﬁ:@aﬁmmﬁt and an
access to

el ectronic n’eﬂ_’aﬁs con n Llo b(%lfllztl}{RPn ym:are ov:der a%th? Wl:emot!]e{eﬁca? %egir)]%%less Bel | am

the EMR to increase ti'en par ICIp fon’in e
3D actual | y IkMKMSaagmamm@thmMamﬁESmnwDMhhaumm@mnhdamamtohﬂmaddlt|on,

Bel | am does not bt ai, ni.n te and accurate
EMR. 7 Thus, mﬁwsgﬂﬁma}%&mnﬁagmpeﬁgﬁfgekﬁ%‘ﬁ@%@mgﬂgaémer(%%I%WE remain. In

particul ar, themaﬂp&mam@wmem@hmhamMwamowemo@amtbmmgmhmihe need to provide
secure and private conmmunications between a heal thcare provider and their
patient and to do so in a manner that is convenient to both the healthcare
provider and BREFSEMMMY OTABEENYEVEPS0 a general 5 lack of recognition of

the problegs Tor abcodifhb@uglebPnERELARE RS b BPLS, fip [ oo Ve access

to their healthcare records an to store In those records
in one secur@aumsasidvibrradilipripeeest e cakeiourienat lisalth redofdepasodfagd Vifhltees t 0 be

or gani zed. B@oﬁ:mgquOﬁ'lemﬂﬁmh WﬁMlagélerQa %Gﬁumeanﬂ‘gﬂBnﬁ aspect of the
present invention, a nethod PFOVI consuner wt e ability to
access and chW@é%dﬁ@T@EWQW"ﬁ@@W?thé@8ﬂﬁ§ma§§@@ﬁéP@dfmﬂWﬁH%H@Wd%onsuner is

provi ded. Th%nﬂ%%cﬁ%ﬂng 6k LB EnaBSSHNh@nBmBTONR: BTREN . LR Midyal |y

associated with th con umer for fax and voi ce comruni cations froma
heal t hcar pr36(‘\y|'€ site. The consumer is provided with a document (o provide to the healthcare

provider exerctsing legal rights of the consumer for access to the health records, the
document requesting the health care provider to send the health records 1o the phone
number. The method further provides for receiving a private fax communication
comprising a personal health record associated with the consumer for which the consumer

20 has requested and given permission to the healthcare provider to send, converting the

private fax communications into an image file format (such as a PDF}, sloring the health
record encoded in the image file format, and providing the consumer with secure access 1o
the web site using the access information and providing or the web site an interface to the
health records of the consumer for the consumer to access the health record.

25 The document may include an adhesive or be a sticker so that it can be easily
attached to the health records. An emergency access card which includes access
information and can be used by a third-party to access the health record associated with the
consumer in the event of a medical emergency associated with the consumer can also be
provided.

30 The web site interface preferably allows for organizing health records into separate

file folders with functionality for the consumer to name the fite fotders and add file folders




and associ ating access information with the consunmer for the consuner to
use to access a 15 secure web site. The consuner is provided with a
docunent to provide to the healthcare provider exercising |legal rights of
the consuner for access to the health &ecords, the docunment requesting the
heal th care provider to send the health records to the phone nunber. The
met hod further provides for receiving a private, fax comrunication
conprising a personal health record associated with the consuner for which
t he consuner 20 has requested and given pernmi ssion to the healthcare

provi der to send, converting the private fax comunications into an inmage

file format (suchy %r@;n‘:%&mon§[tp@s@h&gpltonaloheﬁﬁltﬁemk ﬂb@@r@rd encoded in the
imge file format, provi ding the consumer with secure access to the

web site using theA%‘?@@@@é‘f’ PRhGEFRSEIOOHE BIAGT PHEYiodiR i o vided fapadiseigde an
interface to tchﬁemé?%h EJEIJSQ@Q.@Q%%&.%f@o&%ﬂém@é wftP{heE&%rrf%P@&U%@ to access

the health record. docunent may I nclude an adhesive or be a sticker
so that it caﬁmﬁéﬂéagwﬁw'“%W%@ﬁhéﬂwﬂ&fﬁhésHﬁwwﬁhawbm@wﬁsgmﬁms@mﬁrgency
access card wh ncl udes chess J.on and can be used by a

o e 1o et S AEF R e O B Bk E P SR er S umver i

t he event of ainmedieakssemergGenc) caﬁcs@eaoawsddWatdasstaha;uaonsu.rmﬁoum al so be
provi ded. 30 The meq site interface preferably allows for organizing health
records into s¥pEF &t"E P TR WOLRUEHRCEREhEF Y G ME R ‘Consumer to

nane the file fualder s .anda Relfcaf thchQladdiSedBuith ¥ WRbher 28heR QK de addi ti onal
password protection for the file folders. According to another aspect of

the present i nVEHEF rfcad okT Yickesesichin terd “eforol g8 spssanicnty halthenrseamsr wi t h

exercising right %orﬁ;lehgﬁﬂlﬂhl@t|Jn?g)Q1rl‘g§ih§1$e%)%§d@1Il@g]eé’[\ﬂok baif, REGUSE QT . accessing
the health records, maintaining records as private, and

provi di ng accé§§”$do%%é”8mﬁéa1WW”W@&@FH@fﬁﬂdéﬁﬁ@oﬁﬁdéﬁé@@éﬁeylﬁvﬁé ki t
i ncludes an acgerS. Gared,cprising access information associated with the
custoner to be used to access a secure web site providing access to health
records of the cust&REmetopErdsEd of b ky @ﬁVeymwn@aa@@e§§nwmﬁwmwwmgon to

anot her in evep@&orfafhe%mrr@g;o@@hC%ﬁ%grepwv.msmls@sﬁem%/Mu Ihg,custoner. The
kit also includes at | east one slicker exercising ega rights of the

custonerl ¥ o heatwiear & Frecorts 10 sard tonprinsiatgrirhstafadiionget o a
heal t hcare pr (BVJVQJ@SI‘IH&:Q(,I%%?I%FJnggfvﬁlgl J usﬁ(ﬁﬂga Lgﬁhcg%%!ot/mcr to [ax health

records of the consumer 10 a dedicated phone number associated with the consumer. The
fax serveris for receiving faxes of the health records directed ta the dedicated phone
number. The web server is in operative communication with the fax server and adapted 10
20 provide a secure web-based interface to the health records. The web-based interface
provides the abiltity to upload images through a web browser, allow a user o send faxes 1o
healthcare providers, and perform other functions associaled with managing their
healthcare records.
According to ancther aspect of the present invention, a method is provided for
25 giving a consumer the ability to access and collect health records associated with the
consurmer through use of a consumer account. The method includes assigning a destination
address individually associated with the consumer account for receiving communications
from at least one healthcare providers. The destination address can be an individually
assigned toll-free number or an email address. The method further provides for associating
30 access information with the consumer account for the consumer to use to access a secure

web site and receiving a communication from one of the at least one health care providers.




records to a destination and wherein the health records sent to the
destination are accessible on the secure web site According to anot her
aspect of the present invention, a systemfor comunicating personal
health records of a consuner is provi®&d. The systemincludes a consent 15
docunent, a lax server, and a web server. The consent document, preferably
a sticker, provides instructions for and giving permssion to a healthcare
provider to fax health records of the consunmer to a dedi cated phone nunber
associated with the consuner The fax server is for receiving faxes of the
heal t h recor dshdiarentredioh 6 dirbe-ddedi catathaphoae andibnBes a hJllie-eb server is
in operative connqn'c%t%on W t tng f ax servgr and adapted to 20 provide a
secure web- badBd Tt B KB B He HEAI EH V€ 6 d el e @ B BaEddioT nt er f ace
provi des the ahhd heaihchr® prdpl@@cthe hdTBYE S hRFQUGN n@udde o QWS Rkon 8Ll QW @ user
to send faxes to healthcare providers, and performother functions

associ at ed mﬁWﬁhﬁﬁﬁé@?ﬁ@”ﬁﬁﬁvwmah@@ﬂ%ﬂ%@?@‘fﬁ@dﬁ&gqmﬂb@dﬁﬂﬂﬁg to anot her
aspect of thepRLASER. chidHEALAOReuBachBL B e siRMOY] Hed £ 0 AR 9Lyl NI
consuner the ability to access and collect health’ records associated with
the consumer PPHAGEGHIHYE bt 2gnedRsia s et esunt of ITkenswar hodei ncl udes

assi gning a destimatd @ Thagdds:essrhanei i duald Y rassogihat 86w th,.the consuner
account for receivin conngnications fromat | east one healthcare

provi ders. ThECYd8E P AiSt'T'6r! SUUr ey sdem spesesdisHal vraualormpiondsi gned
tol | -free nunberidiog aradignmaitveadeic@ss . in Thu@ioRREN b Wkt herinpiRvi des for

associ ajgng 39 aceess. haleLmBLi,on, Wl { he gonsumer accqunt for the
consuner to UsSé t¢ accesy” & 4aduie WaHE" oI & Y B &P Vilkg o w “B6muni cat i on
from one of ttheugta flegdtd one yreald Rhctanie cpr oacbdesns: aQealth cherecoMmuni cat i on
s directed LoubhemdRslhoaldlal A0 eon. A8 tNEliges. fheal th record -
associated wth the consuner for which the consunmer has requested and given
perni ssion to th8 RegihcER eopeovicdebers b roeidel 2 Miwd fephodint aptder i ncl udes
storing a repnagertiehinbr oessihdi@d BRRLNN pd 860 HEhin RESELERBLY. i, @p | mage file
format The nethod further includes 5 providing the consuner wth secure

access 1o t h& HeBmETY ErSTHG s e MR ER LT I GhrHat (B e &bl ©© Yk BWFding on t he
web site an krtersifcaceitq dpaeodicaliticcseends wof ibhe ieaRsuUmes.dane t he

_COI’]SUITEI‘ . to #%%cgmgecagg%%éedIinn&cpi%qgactflllcpfgmgp‘yfid! anL(t:slcrLzllgc%unqéHh{ usstcr; set of access
information for |
providing the user with access to the user account on the web site using the access

tnformation; wherein the health record encoded in the image file format is a representation
20 of a faxed communication from a health care provider directed (o an individual phone

number uniquely associated with the user account according to a user request to theeeby

provide for conveniently collecting the personal health records from the health care

provider.




providing a first level of security and at | east one second set of access
information for providing an additional |evel of security . In addition,
the nethod may al so include 10 receiving a health care record, a vital
docunent, or other information fromtihe consuner through a file upload to
the web site. The health care record can be a health care record of a
famly nmenber, pet, a dental record, or other type of health care record.
I n accordance with another aspect, there is provided a nmethod for providing
a user wth functionality for accessing and coll ecting personal health
records associated with the 15 user, conprising: associating access
i nformation W&ﬁﬁFbE?CM@?ﬁNﬁ@fTEE%§H§ENG§O use to access a web site,
receiving a personal "health record encoded in an inmage file format;
associ ating the HRedhthionéobragbenvoded ror!ithee gl ohly] witfefemee Wit h a user
account of t N o) o \VA Mo | he user with access to the user account on
t he web sitenﬁg#%gﬁ?wg%§g§g%§qgr% ormati on; wherein the health record
encoded in the intfel Bidlagramolfurening ene amhodigiealsd Asatemeh the presmt igvepiigoed ,
corrunugi cation fgem a,heakiliNe fat@ iR MY LA athiR6k athstdsiaf of Retiyd dual phone
nunmber unlquel% associated with the user account according to a user

é

request to t hebenyr 2B\t Pl oREAIRIT SR IR PESTY BEPPRHY the personal heal th
records fromthe heald hdcas B ipLeNd deid with GediBRbdlrd DESCRIFRTHAEEN OF THE

DRAW NGS The i nvention i %gesc%jped, bﬁ way of non-limting exanple only,
with referené@”?%%lTﬁﬁeﬁg w4 Qfﬁﬁ”ﬂF‘ﬁTWés, inwhich: FIG | is diagram
illustrating one mobbdkdeprhm afusterlisyat emtodincithéa patesentie plavention. 5 FIG 2
is a pi8tori§ulﬁggresentation of a sticker authorizing transm ssions of
recordd’ to th&"{ser account according to one enbodi nent of the present

i nvention. FlG 3Aland & GG 3B aiclfbudpgratellatrgaedn wirdinenredireadccardedr d access

i nformation uﬁ%ﬁ%&ﬂhﬂ%nhgu%ﬁﬂmﬁgﬁgﬂﬁﬁﬁnt of the present invention. FIG 4
| -

is a diagramillustrating one enbodi nent of a system of the present
i nvention. 10 Fl GFIGBAisarfthEl«@58vaaesdiipowodi agrdim (d dnk gwbadatdnng tfan
enr ol ment prqggga“%gﬁgﬁding
15 FIG. 7 is a screen display of a web site according to one embodiment of the present
invenltion.
| FIG. 8 is another screen display of a web sile according to one embodiment of the
present invention.

FiG. 9 is a screen display according (o one embodiment.

20 FIG. 10 s a screen display for folder administration according to another
embodiment.
FIG. 1115 a screen display for an uptoaded file feature according to another

embodiment ol the present invention.




to one enbodi nent of the present invention. FIG 6 is a flow diagramfor
accessing records according to one enbodi nent of the present invention. 15
FIG 7 is a screen display of a web site according to one enbodi nent of the
present invention. FIG 8 is another igcreen display of a web site
according to one enbodi nent of the present invention. FIG 9 is a screen
di splay according to one embodinent. 20 FIG 10 is a screen display for

fol der admi nistration according to another enbodinent. FIG | | is a

screen di spl ay FI!U 18R apRtoviaidtesestidion beAlERd 36 6RlHinngr A pciapot her
enbodi nent of resen@ anentlon 11 FIG 12 is a pictorial
representaﬁWﬁﬂ'@P“ mﬁF@f F (2838 BRBBHICREM of a sticker providing

instructions fopidf axidad 4 AR GickRbl réﬁ&g{tﬂl%ns drh ?-efe;rgd adaikfndlrg WRiGL Or i al
representations of a preferred enbodinent of a wallet card which can be

used accor @Y e widaserting ipihe REEFORNVBL® G 15 is diagramillustrating

one enbadi nent qd, g he present
i nventi gn DETA?IE;E%f %%g%%ggrﬁ%lh@e%ﬁng%EnE%ﬁR te %Y%E%N?g e present

i nventi on prUyEsREdepspenbinggiveni ent net hod for | nd| viduals to collect 10
and store their private nedical information and to provide private

communi cati ons between the individual and their healthcare providers. One
of the way&HERHER H@S%?I%IQMOEWQHREWRE@ORM%&)M@W stores private nedical

i nf ti h use of a
LT FRLINE whi on- e 3Eit BoEs, BodR s » EQTTMM S8 Bude 1 R0 0

comunil ¢at rwhgere Fhir grivdedied at! edortnelidn-ahd eaearqwmn‘pm'atqmommuﬁheamds veeedenand private
15 comuni 6t pis, DL RSN, ARAILDEAT B, Lovider and thel patient so that a

heal thcare provider can be as ey are WG pat i ent
conmuni cat f@kests iml ssae«srpetateamdlctalonfoawoordanv|fanlhate|s pgyvaapphimcabitenpisi vacy | aws or

pati ent ex!‘l’l?o%%ﬁ&éﬁ%??L{FEQNEdv!fhrllcq i degacalya“ toll-free number for fax and voice

communications. This dedicated toll-free number provides direct and private
|5 communications between a healthcare provider and their patient so that a healthcare
provider can be assured that they are maintaining patient communications in secret and 1o
avoid violating applicable privacy laws or patient expectations regarding privacy.
FIG. 1 is a diagram illustrating one embodiment of a system 100 of the present
invention. InFIG. I, a consumer or patient 102 is shown. A healthcare provider 104 is
20 also shown as well as a fax/voice server 106. A web server 108 is operatively connected to
the fax/voice server 106. The healthcare provider 104 uses the phone 110 to communicale
private voicemail messages through a (oll-free dedicated phone number to the fax/voice
server 106. In addition, the healthcare provider faxes health or medical records 112 to the
fax/voice server 106 using the toll-free dedicated phone number. The medical record 112
25  preferably has a sticker 114 present on the medical record 112. The sticker 114 indicates or
instructs the healthcare provider 104 or their staff to fax the information to the toll-free
dedicated phone number. In addition, the sticker 114 provides an indication of clear
consent from the patient 102 to the healthcare provider 104 to the toll-free dedicated phone
number. Thus, it becomes a simple process for a consumer or patient 102 to provide their
30 healtheare provider 104 with instructions to fax health records, a simple process for the

healthcare provider 104 to obtain permission to fulfill a request for healthcare records, and




FIG | is a diagramillustrating one enbodi nent of a system 100 of the

present invention. In FIG 1, a consuner or patient 102 is shown. A

heal t hcare provider 104 is 20 al so shown as well as a fax/voice server 106.

A web server 108 is operatively connedRed to the fax/voice server 106. The

heal t hcare provider 104 uses the phone 110 to conmuni cate private

voi cemai | messages through a toll-free dedi cated phone nunber to the

fax/voice server 106. In addition, the healthcare provider faxes health or

medi cal r ecoITRC 1rogesy for thikealfcan puiderel 04 erdoen lnleaﬁcunsanmgont/mnt oll-free

dedi cated phgn c efera I as a sticker
&a M@'@a‘i %u@&! '(0 %li—%?e c%ﬁx‘r‘:lalg‘ciL one hul ir&ssP(H ?c%/%:{

114 present on t rec cKer es or
i nstructs ﬂhﬂmheaﬂ@hcare prOV|der 104 or their staff to fax the information

to the toll-fre p unber ddition, the sticker 114
provi des an |nd?%h |3ﬁv%#8€F Q?mwgﬁﬁ%@ﬂ?ﬁf?@ﬁ@fﬁ@“ﬁﬁ?ﬁéﬂéﬂf %5to the

heal t hcar e operavieslerk dtQdertindse! N@atical 10250F weir fedi GRtBthPRPGirecitIer . Thus, it

becones a sj npl e a consuner atient 102 to provide their 30
healthcare}5q§$ ﬂg?q§§3”¥$ﬁ1?%WH§F$ﬂE?FUH%°VE ¢ PHXOIFSEVEH0¢ eeBrads, a sinpl e

process fomh&hel7hﬂabmheﬁMﬁcﬁw@waUWELmﬁ%aMQl@hhébﬂmmﬁﬁ&%ﬁﬁkQQmBP fulfill a
request for healthgar recqégs, and 12 a SIHE process for the healthcare
provi der 164°8 8 g by | Abwstpeaied mefh @ yRY Eisiobe Preﬁﬂﬂh‘@f‘“%s‘”tﬁh@ fax is

goi ng di r eednliydet @ tikitioll freefdéﬁ&tdd%dd)rﬁahﬁgzr Wﬂﬁﬁ‘ﬁrcﬁé&gpﬁfto assRehialed wth t he
patleng 102. The web server 108 is operatively connected to the fax/voice
server '106™ETRITSAEEN 18 15U ESPECR EFIBFIRY BreMaY hsrapieasse agcepdpfowiion 02 or t hei r

proxy can commumkt gate: ididne6iidly aWbsh: palidd€1 080560 YiRE uslngqaortnm%lg'gh a
conput i ng EVIEE 109 or the fax/voice server 106 using a hone 117. The
patient 10FYEEAVLEeavel perar ! RE e addion. 1 Raen ‘Q?c?h”t‘éﬁeﬁ@c%@és& i nf or mati on

to log on dIeQ:cE heo Mﬂber&ebv\dﬁ‘ﬂle 1eBscae s WBitddpedn \Wat Dpr@scy\ﬁgn 8 Juk,Of the present
i nvention, er of thelr toll free dedi cated phone nunber

n
whi Gh t hoyP A Belh ety d i Eaed amiis: Payageiserya | e & Appbeare pragiden o

t ext-t o5 speech FEDMNVI@s§4t&ono ém @R chSof a Mk &L INE Fowd &%ﬁl?& 230 Ingf ormation, The
present invention also allows a patient 102 to uplo files using a

conput i ng "& Wﬁémiﬁgw?8qWﬁ%"WEW”é@P0@Wm¥@8vaﬁﬂé@&kﬂF@ﬁﬂH$hé5®at|ent 102

can use thge t@ﬂfﬂ’eé.lrﬂddﬂgcd SRMi £8nbdQ%s ot iPred wﬁrﬁfhésatuew P\thuF:r? Rfe jver 108 to
specify that i ption or other personal heal |s faxed via

res
t he fax/vd? 8 st Ffv‘ég Ewed pesauge ?fé]?fla@%é?ré’e'ﬁi?rt‘jwfé‘éﬁedlb@hﬂﬂg 2ble (0

permanently or semi-permanently attach to a patient file at a healthcare providers office,
20 the present invention contemplates that other types of documents could be used. The
sticker 114 includes the LIFELINE phone number 120 which is the toll free dedicated
phone number associated with the patient. Note that there is no pin number required which
greatly simpliftes the process of faxing docurnents. In addition, the name 122 of the patient
is shown. There is also a written request 124 on the sticker 114 that instructs the healthcare
25 provider to fax the records and explicitly gives permission to fax the healthcare record.
The language of the written request 124 may vary as necessary 1o comply with any
applicable laws. It should be appreciated that the sticker |14 provides great convenience to
both an individual who wants to instruct their healthcare provider.to give them access to
their medical records as well as 1o the healthcare provider who can now easily provide the
30 individual with access 1o their medical records. The present invention further contemplates

that medical alert information can also be placed on the sticker 114, The types of medical




15 FIG 2 illustrates one enbodi nent of a sticker 114 for a patient to give
to their healthcare provider to request or instruct their healthcare
provider to fax nedical records to the toll free dedicated phone nunber
associated with the patient. Al thoughlBt is preferred that a sticker 114
be used because of the added conveni ence provi ded by being able to
permanently or sem -permanently attach to a patient file at a healthcare
provi ders office, 20 the present invention contenplates that other types of
document s gRHlifokaMSRMides] h&housﬁrimdﬁem bibddhypaisfotmcheion tiBeaRd Rd | NE phone
nunber 120 ich.is Ihe toll ee dedi cat ed phone nunber associated with
the pati enRresBIEPHIIP. T'Hégt’eéiq U PTHEE A EPBEM B GIAPF &Y SRUSPR R great |y
sinplifiesoﬁgaoﬂhgggss of faX|ng docunents. In addition, the nane 122 of
the patient is shown. There is also a witten request 124 on the sticker

114 that i nst ruFégslzt'%lé‘rﬁﬁép‘i‘%ém@dﬂ%e”b?fé\'ﬁhaé’f"kfroNP%%hat' He P elbbo? ds and

expli ci §1yq@i¥&80 ReRIWS ThOMckeP sb0aNclidREindiRAlchiYe BxQr E.ﬁﬁ%@hmal EEB&dJ anguage of
the witten request 124 nay vary as necessaré to conp
t

appl i cabl e8¢Zavych seeve rtaerier aratienyaiese vatceth ¢ hats ft6ﬁé2%%r|dcf%é?rl’ El§4 pr ovi des
great conveni ﬁﬂ?ﬁlpﬁqﬁ Pnb&&'Re&'”hubﬁb?lo\ﬂbgm'coﬁ'y*wth\é\@&loéctk@héa%t ruct their

heal t hcare provider to give them access to their nmedical records as well
as to the Wé&amptrodPldl) pddy hagesuchbry maitalignseaids e patispioy prodtemREve30 i ndi vi dual

Wi th acces;gcg‘gmt ﬂ%‘ar‘incﬂa‘?%&ﬁ!:mEt%ﬁ%Qé@ﬁnstrIJ‘ﬁne IREa‘R%Fétprdv'Hé?BtrLPeﬂcoww her

cont enpl at es hat nmedi cal alert 1nformation can al so be placed on the
stlckef011@6P$h@auy@@EImﬁ@ﬁm@ﬂ@ahta®“f@ﬁ@ﬁ@ﬂhﬂﬁbﬂﬁﬁUWGHYWﬁﬁhmﬂés wi t hout

i tati ony bLaod, bUPE.bALRLIBL RNl & pARQLANG, JERYR I N Or Rt on)

allergies to drugs, presence o pacenaker, etes, epilepsy, or other
condltlonsAhﬁmﬂkﬂimwwMHusmmé@éBmadobhemnemmddmdeUH@mmgGUh3an@h|cker Not e

that in F'&%n%&ﬁ%ésémﬁﬁd&hﬁ%mﬁggskﬁ shown. The sticker 800 includes
to

i nstructions ax or medi cal records 802 which serve to exercise a
patients right Jhesidier sU5ndes Regiorl §4. /G212 rawrd! WBriCoFYR: their 4G 524 (H PAA

Pri vacys Reagclé% gﬁH g&’}"ﬁr)nhép‘ané%%%k iht o‘?‘z EQERL’W e &f@%r TIRESS RS ?Qg@ﬁ%&t h

i nformati on mmuni cati ons sent the patient at an
al t er nat i Vier th¢ B aviesnto Whrphpezrimlwbldﬁ are ihigerpdy drafardty, dreuB02 i4 mlstlf uct the

heal t hcar q’reQrfﬁ\q qjc%%! nhﬂbefr %llgﬁed(f(?)ﬁ)l Qfenllghc%ﬁ?algﬂ reé iGn £ 0R& A QR private

mai |l box at a to I-_ree or I"oca er after eve visit an or whenever
t he PHI |gdﬁpﬁaoe@dswemhh@ﬂﬁhehpaﬁpén@bmaninalntaln a copy of their PHI

FIG. 3A and FIG. 3B illustrate one embodiment of a LIFELINE card 116. The

20  LIFELINE card has a front side 130 and an opposite back side 132. The card 116 includes
the name of the individual 122, a URL for a web site 136 which stores medical records for
the individual. In addition there is access information 134 such a username and password.
The card 116 also includes the toll free dedicated phone number 120 associated with the
individual. On the back side 132 of the card 116 as best shown in FIG. 3B, medical alert

25 information 139 is provided. The medical alert information 139 can include allergies
which the individual has, medical conditions such as diabetes or epilepsy, the presence of a
pacemaker, or other medical information that may be of great importance in evaluating or
freating the individual in the case of a medical emergency. The medical alert information
can further include blood type information (i.e. ABQ and Rhesus information). Also,

30 instructions 138§ are provided on the card 116 to indicate how one could access complete

medical records or information about the individual.




Al ternatively, the instructions 802 provide for instructing the healthcare
provider to email the records to specified email address 810. The sticker
800 includes a region 804 for the patient to print or type their nane and
15 a region 806 for the patient to priat or type their date of birth. There
is also a region 808 for the fax nunber to which nedical records are
delivered. Preferably, the nunber is a toll- free fax or |ocal nunber
assigned to the patient. There is also a region 810 for an enmail address
to whi ch the mddepatentiecoridsorieneplites ibdudgyg i stitked| 14Fdr@theBA and FI G 3B

illustrate . I ca 0 LI FELI NE card has
a front si gﬂﬁggﬂgﬁ%hﬁ&kﬁﬁggﬁﬁg gé(.:lk sf%:i %ﬁﬂaw?comem”w ‘438 includes the
nane of thedividdilvwr fdtmaj/ subR%ipesar Lls- up @ur tia sevedoe. S!hTaﬁinLﬂcﬁﬁfrdMﬂ!hé:!WelSi]mr es nedi cal
records fogssomggwﬁ VI dua ﬁfera@lrf?gggt'sﬁ%%gﬁé{ﬁr SE‘F fﬁi‘ ég*;“t ormati on 134

such a usernane a e toll free
dedi cat £d mmmﬂenmmme:iuoﬂ.% baspdaed ai ekswt h t he i ndividual. On the back
side 132 of th medi cal alert 25

rd 116 as best shown in
i nf or mati on 13@#32 gr‘a?)‘h4d@‘8‘m‘1'ﬂ@[hr“r’e‘fﬂib8$fnc%{loe? F’a[ﬁhﬂ‘a{ﬂ%}ﬁpﬁﬁc“139 can incl ude
al | ergi es iwinGdh. t’ﬂh@wlall&dl:a‘v’d ghoadciias, rrmde e8l ang eNehbdiio RS UGk o di abetes or
epi |l epsy, the presence of or _other nedical information that

may be of 4y8at™ indher's dhcsy Sﬂcé&ﬂfdﬁt"YaH@ “oHl 320 wat Fisppard2G aidiavi dual in the

case of a semdbgakl @Hemgﬂﬁﬁ)hnelm’le 1rm%dés(3§elnu@|ngrrtfodn@tfldﬂram hPRdiv@gd further
i nclude bl ood type information (i.e. ABO and Rhesus information). Al so, ,30

i nstrult i GASETEB Ay WSFURRs 800 TBRe s APveiess 838 indifa ¢t oBdw one coul d

access compligtifommBei Gabe §8GRUAS aDémdrgdh&f B0 B ARRUL 4G Netigvi dual . 14
The pr esen} i nvention cont enPI ates_including the slicker 114 (or other

per m ssi off P8{Gragte Haclnentle! grf2P fslugssmrpiang ivaratiored Faratiragl come ki t
when an igdiavdrdual or fam |y subscribes or signs-up for the service. In
addition, fromthe web site associated with the service, preferably

addi tion stick®t¥siherrop FAadf thearrand vderiad obhnwhllst G20 irclsdesand i nf or mat i on

can besupdat@ehcASodRCiesSAtin, irfclueiRg a ;egre?(ﬂgslﬂaﬂol‘ Aags.‘é&fers@-h% ot her enbodi ment
of a wallet card of the present 1nvention. The wallet card 820 includes a

first sidEMEBYCAMIAEIPCEHHTE PRE" CHEUPAY hefedpangpureencaaind pywiaidylem G 13, the
first sidec8RaiRf Th&ﬁcdﬁﬂlsi'd@ﬁ%%aﬂlgwg!?e@carﬂﬁ@O?a!ﬂ(ojH}é'erab%aiﬂahdegzes and a

information regarding current medications, allergies, blood type, and medical conditions
which may be critical to providing appropriate emergency care.

20 FIG. 4 illustrates one embodiment of a system of the present invention. Preferably
such a system ts implemented using equipment from Prairie Systems, Inc. of Omaha,
Nebraska, although the present invention conle_mplales that other vendors may be used. As
shown in F1G. 4, the system 200 includes a fax/voice server 202. The fax/voice server 202
is accessible by a fax machine 204 or a phone 208 through using a dedicated phane number

25 206. Preferably, the phone number 206 is toll-free as this increases the accessibility and
convenience of the system which is very important. However, the phone number 206 could
also be a direct dial phone number. When the fax/voice server 202 receives a call, a
determination is made in step 210 as to whether the call is a voice call or a fax call. Where
the call ts a voice call, an interactive voice response (IVR) system is used to determine who

30 the caller is, the purpose of the call, or other information, and then stores any voicemail

message in voice slorage 212. The system is adapted to notify the individual that there is a




second panel 828. The first panel 826 includes identifying information
about an individual 10 and energency instructions 830. The energency
instructions 830 indicate that protected health information can be
accessed, in an energency, at a web siibe. The second panel 828 of the
first side 822 of the wallet card 820 includes insurance information and
signature of the patient. As best shown in FIG 14, the second side 824 of
the wallet card 820 includes 15 energency contact information, including a
secret quesbk@mnmﬁwp@S&ﬁmgem&manh@ﬁkhhemseﬁﬂngﬁmﬁmn&@uba&ﬁ person can

better verify_ that the an rgenc of a fraudul ent
notlflcat|8ﬂ‘mfﬁg'%885%g Qiﬁ”ﬂ§ HRBBRFHé”ﬁ%PF ? QU P "B R fE pr ef er abl y
includes iRfsagdded d @0 ph@@ar fbAgTRM S RAhcHBHIGRE bmnsN hallFer.gies, bl ood type,
and nedi cal condltlons which may be critical to prOV|d|ng appropriate
enmer gency BpRr 24pngfcaye MVUFCFW%JE’P?%%’@%?’lﬁ’ﬁé‘dﬁﬂ%éi‘%@ﬁ?’”&f‘ & system of the

present si Nyt ildiod @Fﬁ\fa?em)ﬁﬂmuﬁb‘&]hn arKay ¢ A thSre! ﬁ?@)m%ﬂ&ﬂtléde usi ng equi pment
fromPrairie Systens, Inc. of QOmha Nebraska, although the present

i nvention ero\mfeaﬁéFcaltfé@uﬂlh@fpm@t%FUCVMWF%HWM 45 onfBorted weschedWoan in FI G 4,
the Systenh%@ﬂ;pb,ﬂmeuﬂ&%[@rfn%MQhC%eﬁﬁ‘cW&Ial ;gﬁ&edmﬁe }3@9&4&@%9@ server 202

is accessible by a fax machine 204 or a phone 208 through using a dedicated
phone nunbgticersil poEageRn@faahepicy!-intihide fruoies sanrize? tOZ?dJ@klf@SmﬁSl -free as this

| ncreases the apkesbhdolslle B mPAMKSHE RGO biBeRUSS SIRaHRI Ch 1S very

i nportant. However, the phone nu couf so be a direct dial phone
nunber10V%@ﬁumhéﬁﬁa%ﬂﬁ%ﬁ@bﬂ@éﬂWéHSZﬂ@mmbd@ﬂﬂﬁﬁbmwtabk&naiﬂ@eternlnatlon is

made in St&@seﬁz]&veﬁﬁ)n c%l%;ﬂ&l&%at Etlﬂgr tﬁ)@é n!fdb&lm@m\é&%gr?toﬁsaéall bf%ongasf ax call.

Wiere the call is a voice ca teractive voice response (IVR) system
is used tdﬂdéﬁ@pwpmekmh@p@@mwh@uwakh@WmmémeDMEnmmeMmeB@kdbmmecal| or

ot her i 1 SLARAL fon &tk 0,84 B 88 ANCOL GNPl IRERAGS N Vol ce st orage

212. The systemis adapted to notl he 1n here is a 15
voi cenmi | avBgsddes wshiragtpght aamslgpshunlsieném fihciadividwe! isplegtdopea @dadl thaad/ or ot her

~types gf naoaacnih&@stﬂa%ewseﬁ[ g OpZzlz@ Ai{%rna%(,e;} m% v?JuaHQS;Frﬁed%ttéan can

i ncl ude, but are not messd or pager.
Thus, a he‘aﬁlssalﬁmamestqpr%mhd@rfatmbmaISftmthe LI FELI NE nunber 206 and | eave a

VOI Cerml l msss@geewéb%rle Bff}ﬁjr&g&‘li\/dvglﬂ Fl%ﬁgeslﬁqgnvemen CgthglO COFI %nl cation is a
pl’l vat e communi cat1 on. care provi d) ve -
store healthcare records and provide secure access to the records It also provndes a

convenient way to enroll in a service for providing online access to health records. FIG.
20 5A and 5B provides one embodiment of an enroliment pracess In FIG. 5A, a user 250
accesses a home page 252 for a medical records web site. In step 254, a determination is
made as to whether the user 250 is an existing member. If the member is, then in step 256
the user is provided access to their user interface as shown in FIG. 6. If not, then in step
258 a determination is made as 10 whether the user 250 agrees to terms and conditions of
25 service. If not, then in step 260 the user is thanked for their interest but not allowed to
continue. The user is also given the option or encouraged to output the terms and
conditions to a printer in step 262 so that they can review them closely and maintain a copy
for their records if they wish. If in step 258, the user agrees to the terms and conditions of
service then in step 264 the system collects user data. User data 266 can include last name,
30 first name, address information, city, state, zip code, phone number, email/pager/mobile

device inlormation, emergency contact name, emergency contact phone number, primary




private and confidential information, such as the results of a test, or the
need to schedule a new appointnent, or other information. The individual
is alerted to the presence of the voicenail nmessage and can then call-in
to the fax/voice server 202 to check htssages. Were docunents are faxed,
fax imges are collected and convened to portable 10 docunent format (PDF)
docunments 218. Although, the PDF format is preferred, the present

i nvention contenpl ates that other types of docunent conversions can be done
as may be capphBpiah ab@e hintar, pavrbrice inlfaunatianpdliengs taltniedivat@hs, kixdorpr esent

i nvention. Ba hone to send the
docunent s, Oﬁﬁrm&ﬁ?%ﬁ“d@@hﬁ@%ﬁ§r§?ge SégPéﬂggPTQS%pgnﬂasgg EBaRt"and st or ed
in step 22@uﬁ}hﬁﬂdﬁﬂbMﬁﬂMaUlh&ﬂ&hﬁ&hﬂﬁdwmamemﬁrhaﬁ@@&m@EﬂEhﬂmﬂ@ﬁUﬁentS have
been sent in step ternativ the individual is alerted via text
messagi ng PﬁmgWﬁﬁ” %éﬂt HP“QPF§%J§a§hH%%H“§§ “”*ﬁ@wﬁgﬁ“ﬁrfgwﬂf”the pr esent
invention pepYIdede@mEHanneithaRts b ohahdr ot ﬁaﬁwaﬂlnhee@tsecarnsdreqs&earems heal t hcar e
records and provi de secure access to the records. ob%lso provi des a

conveni ent FiEErEPRe-diFOTIY BF A MR gieher plghariiey eaing coRFE ASAEdess to heal th

records. Fldg o2OnbiafidraoB, Bomé dQseQRs. enhediieat s afovanieekeal | nent process
In FIG 5A, a user 250 accesses a hone page 252 for a nmedical records web

site. In sﬁ@5°254m“%”uﬁ¥é?%?Hﬁﬂ?@ﬁd¥§m“ﬁ%ﬂ@T§§aWH“ WhktRér the user 250 is

an exi sti nge i BfRE6n is }nfadetagﬁ) JARIBES: ndtShe thRET abAabit € i1 ZDMen kO3 Wser is _
provi ded access to their user interface as shown in FIG 6. If not, then in

step 288 HcHBLETicdat $eHF 3 erspratidenifoation pEEh@N fisierL8Y: 22905uhr ees t o

terms and condidsu@Rsa Phichlr SV F Bigitd Ir 2 BRkicuitr REAMLA dB1ER 22HRa tiRe user s
t hanked for their interest but not allowed to continue. The user is al so

gi ven the 8pt 2BnhedtiNéniabditcd getihe Gradpepwroce i @roceing bRiHEG orendi ¥9Pons to a

printer inysf gprbos Sg Mastantnb@{o RBsc = PYanBYE BB ElQRM)iduaPRIaTRE Nt ai N a
copy for their records if they wsh. If in step 258, the user agrees to

the terns BAGPECHEPE PbIdivERal ofapi e fiavethe pian etieps 2884nskkB 28 8€em col | ect s

user data. lbs&fierddd A8 GARIINNGI el rh@slhcmtﬁ%ed@@aréwn%@r pamg, address
information, city, state, zip code, phone nunber, enai | / pager/ nobi | e

devi ce i nf sidrat pBHC W enBbee iyinOartiaTE A MdmIEHet B BORSHEE9phone nunber

primry 16, ske@n6s, RIS GlaAdh iIPRQRGs RWHBSEN thd NE&MIADGRormAfRIcEREd on, al l ergies
and nedi cations, and/or other infornmation. If all fields are recelved in

step 268, quH@ﬁzqdrforg{agbenQ 2bnqgf, ngngvgtnélpﬁr g_g@fn@hg determined in step 296 and the

user is allowed 10 re-enter their credit card information in step 290. if there have already

20  been two lries to validate credit card information, then in step 300 the individual is told that
they can not enrol] at this time and should (ry again later. If paymesnt is authorized in step
298 then in step 302 a dedicaled toll free phone number is assigned and an 1P address
associated with the user is registered. In step 304 a user account is created. In step 306 an
email notification confirming registration is sent to the user. In step 308 the user can begin

25 to setup their personal web site such as their database of doctors, family members,
calendar, and otherwise configure their web site.

Where a calendar is used, the present invention contemplates that the calendar can
be synchronized with an application such as Microsoft Outlook, a calendar program
associated with a PDA, or other personal information manager.

30 After registration, the user can access the user interface of the web site. FIG. 6

illustrates one embodiment of the user interface 256. The user 250 can access the




a user name and password. It is to be understood that the user may al so
request a particular usemane and/or set their own password. \Were a user
selects their own password, then in 5 step 270, a determnation is nade as
to whether the password neets security’requirements. For exanple, there
may be a m ni num nunber of characters required, or there nust be at |east
one nuneric character, or other requirenents. Wiere the user is allowed to
select their own nanme, in step 274, a usernane database is searched and in-
step 276 ahdetpgmndsdat:i s 406 arﬁadmimomi@mﬂmmhewpr theodysterh eecpgmives | s

avai |l abl e. 278 the 1tted.to create a

per sonal |d1§ﬁ??c#dreé l%e"néﬁlse@ub eus“::(rl"-’ﬁ ?ﬁf”gasoma (Fw“hi%olg anilrﬂfﬂ 'gag(ﬁcﬁts as one
requiring acipedopnicdd|ien emmbﬁnmyoﬁeadlrgmtemkem ba@mmag tnlseplela'r Ik 4mdrm di gits is
applied. In | ]M S va dat ed ang tf nro Ige E process

pr oceeds tBeB]ainFia?fga%Dﬁ F oHS OIFPPS%‘%Oé og-hgreayiiyd i gvall Ij’nog"f“rf Y&%r is all oned
to choose aropdsafrotdadsst epp f%BInthmeh mGiey 4 R Gk nEneidt 6 inviald log@xawpbe, choose an
i ndi vi dual or. fam|l | an. fro pl an thlons 28 In_step 290, the 15
user enter§ IEFSéHF‘P“‘éé‘%&“? Hftdt! 'El”?fﬂ 'm%ﬁi & FFERHRS S rﬁ@l”uﬁé‘“%? "Bledit card
nunber, bi kitd 519, if ad6l &8ss ARV IU4BEIRS assobRies withfho bR HeAM 41§ dohen submi tt ed
to a payrrent processor 294, In step 298, a determ nation is nmade as to

whet her théﬁem@l@aiﬂtdacsarg&*f‘*ﬁm{wﬁ%‘e’?faﬂpgd%lﬁrﬁé”edamsvfaﬁ‘%@#t@ffwawayﬁent If not,

then the npakRek (PlheitRt 6r86ihé sas@REEE MIRCH alvRidTh8RodIBeART bR  USEr i's
allowed to re-enter their credit card information in step 290. If there

have al? eabigceo® 'Deemdwd Pt instspdad 1 drisraingvp gimade tiriel e fApBYsRat i on, then in

step 300 tfgaHdRdiidUde: itSectiBhih &@Rbts, it 8EY406 HA 2dd0nt BHoRA an@tn depi s tinme and
should try again later. |If payment 1s authorized in step 298 then in step

302 a dedi {MEBameibisier foghe 1p4*16ﬁ@' whereh injskp AN ingpaeneiieredines ' addr ess

associ at edch%gtemetﬁags“ggearnd feSopbP@E 8dc6ingd. In step 304 a user account is
created. In step 306 an email notification confirmng registration is sent

- to the user. | Rewmdis 308> {42 desapingtion Syeadf # loBhatlsr YeeEput Hei r per sonal web

site spch @&ctata@w[hqmnanwﬁ opi RGPS acch@ls! a%oa@émarhsa famGRkigRdar, and
otherwi se configure their web site. Wiere a cal endar is used, the present

i nvent i on SEHReRis werean telpatthe il caprabsaand aecars thedamibydaehsefib ddin th an

appl i cati ofptfithe a&oM: & RSP R PO Knen B sEALRNAALeRLPGERMeirassoci ated with
a PDA, or ot her personal information manager. 30 After registration, the

user can devlesshepeenswPOF fitespidaeise Hles tRieeraidn thsetnew fifes @eluge datq | yst r at es one
embodi MeNnty;@fimt BEmpSBlinat ME Blef AR Secdfn md RS WSLFcdrl. Can access the

20 In step 432, the user is allowed 1o annotate the messages to better identify the
messages in a manner that is convenient for the user. In step 434, the user can play the
voicemail messages. In step 436, the user can choose to save the messages to voice storage
438 or to send the message to the trash 440. In step 442, the user can select a doctor to
associate with the voicemail messages. For example, the doctor from which the voicemail

25  orimaged document was received. Preferably the doctor is within the doctor database 444,
1f not, then in step 460, the user can update the doctor database 444 to include the doctor.
The user can then organize the voicemail or document aceording to the user's preference
into one or more file folders. Examples of file folders include RX 446, XRAYS 448,
LLABS 450, EXAM NOTES 452, OTHER 454. The user can mzke new file folders such as

30  file folder 456 and identify it appropriately. The user interface offers functions 458 such as




17 honepage 252. In step 400, a determnation is nmade as to whether the
systemrecogni zes the ip address being used by the user as being
associated with the user. If the ip address is not recognized then extra
security measures are taken begi nninglBn step 414. In step 414 a usernane
and a double | evel of password log-in is required. If a valid log-in, then
the 5 process proceeds to step 424. |If not, then in step 418, the nunber of
invalid log-in attenpts or tries is nonitored and if it is three, then in
step 420 th@wamumuﬁﬁkﬂmnmmdwén&dﬁ@hmﬁdMngﬂbmnmstemﬂﬁﬁﬂmrmﬁmmmw i p address
5 or 000N 4eHARRTIGARSRLANE R e user, Then in step 402 a
usernane an log-in is required. In step 412 a
det ermi nati on i Bhe prmdﬁmasnmrq)rmt hesacoof thofiie tdiderspasspaiedkdivathvati d. | f a

valid passmord € pr,oGess roceeds taq 4. If not then in
Srep 404 a0y el P e 2o POTRE Ratrieie Bhee T AR 1 enpt o,
After threefdomeaﬂslBbraiah@mpmusebman@ppaéﬁ@rdshaov@qmmhod@cﬁarsozen and in step
408 an email is sent to the individual who may, in step 410, inplenent

pr ocedur es "Y€ AN FA P Rinapial ﬂméﬁﬂOWETﬁﬁﬁﬁaWh@b%EE%UﬁPe Returning to

step 424, arotteiz@tiffedmlyiiQn temelBlecé8s.t 0 whet her the account is 15
associated with a@ i ndi vidual or a fanlléF | f the account is associ ated
with a fanily, ARER G AmPIgeiahens s extriylaysggbsecusifrras by weltl i wkert ani |y menber and

access thesihgidyuntataRasga ﬂ\%ﬁ}' co'ngisun'g B v pERnéd AR n“\ﬁ)leacﬁﬁ@HPtEal:ﬁ not a
famly account, then in ste the user can view their | box show ng

new PDRU f | PAEt BAyhays heiaowy ’iogér Senbraéaﬁyenaéﬁmogﬁ Prei¢fésd g0 Wétv\herqﬂreesarmeqnude dat e

and time stemssssiliad, Qi WkShinGRM psR8s WheRd herfdkk &5 ek decei ved. 20
In step 432, the user is allowed to annotate the nessages to better

identify the Eddatutasseneernafiment of hsteer dsrlgynd Bwpessrot igmtierhdn user. I n step

434, the uger 7,aekciebsplah €00 iNDideSI Rdk bmmg@g&he bPwik @Redmbrent N€ user can
choose to save the nmessages to voi ce storag 438 or to send the nessage to

the trash A5 4903 Jogy” A "M}tr}‘{éj"‘tﬁb%“r@f’fé&rﬁoéelf‘@b@a’f‘a?d@oﬁ)cgoﬁ”@@@fl associate with

the vojscenmidrifRagauemd "F9DoaXATRL. &he ich&: @k@ﬁ&ﬁ@ofdxe&mlmggnmﬁ&a@r voi cemai | 25
or imaged docunent was received. Prefera octor is within the doctor

dat abase 4241 ndiyidui! theyr hIERLINE tQlf fgs %@@Iedt%@ﬁWE@PCTé% Aipefaiee t he doct or

dat abase 44died N6iMRLLARHE R HQET Bes, vofggﬁa:]'s'%&orcaﬁﬁb Hhens, 91]’89:%9{';&16 the
voi cenmni |l or docunent accordi ng to t e user s pre erence Into one or nore

file fol défidls Eetdnpelaed grntt.i The tiepraneiey hevesendaxerki 84and forxmayss, 448,

can file it using fax filing options 520 which atlow the user 1o give a document title to the
20 fax,-associate a physician with the fax, file the fax under a particular account where the
account is & family account, and identify the fax as a prescription, x-ray/image, or lab
report. |
[t should aiso be appreciated that a user need not fax themselves documents.
Instead, the user can upload scanned documents or other files in any number of formats.
25 FIG. 8 iilustrates another example of a screen display according to one embodiment
of the present invention, In FIG. 8, the screen display 550 also includes a files section 552
wherein different folders are shown for storing and organizing information. This allows a
user 10 store records in a manner appropriate for them. In one embodiment, the folders can
include separate folders for lab reports, prescriptions, x-ray/images, dental records, lab
30 reports, prescriptions, and all records. As shown in FIG. 8, there is a promotional space

554. The present invention allows for promotional material (o be placed in the promotional




LABS 450, EXAM NOTES 452, OTHER 454. The user can nmake new file fol ders
such as | 30 file folder 456 and identify it appropriately. The user
interface offers functions 458 such as 18 novenent of files between

fol ders, drag and drop, cut and pastel%and/ or other functions that wll
assist the user in organizing their records. The present invention provides
for each of the file folders to be protected with one or nore additional
passwords. Such an inplementation is particularly useful in a nunber 5 of
contexts. Fpce kil pothsialseregfio e kifei. pTThe prassovali s makibows cbid or mat i on

such as ing ti fin i nforpation, or other proprietary
i nf or mat i on'l(B'En(a)zng‘?d ba%%ug%toéa Vamfﬁrella“é‘ﬁ‘i1Vs't”ﬁ‘%mgaﬁ’éa“ﬂ%ﬁ%f&lP'E'IC%BPds Anot her
exanpl e of nwviem&mtmlos pm«eb:’r 3356|0&bhehfeb)lﬁag5eIthh!:\I/sMnlﬁﬁﬁn@ﬁcaHﬁl%lquu brikatinghere a
singl e acc am |y consisting of two parents and nultiple

is.sh
chi I dren. E reea gy ?@H‘Caﬁ'ﬁv that he PRI ONORGAILT 491 Glsess seysmprather y passwor d

protect 6d sevidipbieithbineicRes imRRaRk GRLHOt access their folder, but still
al | owi ng both Qﬂérﬁgts to access the folders for the children. FIG 7
illustrates on '8 ATFHShEapple f arearisRiAYS P 2epording olvae mf@ga@mnt dfnvention. In

FIG 7, thecsasaenvdiisn i 529 M‘m&@@@ﬁﬁpz%ﬁ@wl? P% Al o ek pe top W'th
dlfferent nmenu ., itens such as " Hone" ecor ds 506 "

Cal endar" H88" SRiEhJe s npf gg‘car‘isfit‘?%]ﬁé"’d 151®ECah@ml'1Wﬁfﬁjmt!mg th&§12. The

screen di spbpyowh0@ tak SB. iTek HORS aftylISlT R Ldual, of their
LI FELI toll pio gg dedi cat ed phoﬁ‘leuélurrtr)e?[‘a Ruotn%i é}rg‘g%egq%%mcaeug%rer 516

i ncl udes af'&r't leg gf yapausitres diseetly 1o (il essoral | s, doctor appoi nt ment s,

prescription _saiil sy rakhgyeeioted Mo s usagen view the

recent fa for each fax, can
520 whi ch%?%@l\gﬁ'ﬂ\é 9]des 6% &Ry VEMAGES blderifd, kAR RéP@FbTSt&Gé 20 fax, associate

a physi ci amm:M'mdmeS B@XOBETE‘ﬂUE@??’J ﬁ%TIﬂR‘i‘?fH %g@%'?f nEAL sggeount where the
and idéntif ax a5 A predeription,

account 3 y_account ,
X-ray/ i magbg %‘f’n']?@bsu'?%%ﬁ? 378, nglﬁéLH@Tél5&be5§T&b$dﬂe"él5at ed that a user need
not fans tWbﬁ@@M@WﬁAﬁRICSBQ@W@ﬂOG@%S UAPAL B@g%%@c%acanned

docurrents other files in any nunb of fornmats illustrates
anot her W%EP&%T%@F e&h T gpstomyf laéxtctyrsahm'gu nraylctglaeorefnme:ndmmm of the

present | N QEdrd t@@rgabn@e HiG 8, No‘iehpral oich ®F8, ﬁjldl%zm:s%xw many ﬁlcssa?e él(prg(! udes a files

section 552
within the file folder.

‘A WHAT'S NEW portion 594 allows users 1o Jearn about new features or other
20 information. A FAMILY panel 596 can display information or links to information
relevant (o families. A SENIORS panel 598 can display information or links to
information relevant to seniors. A DOCTORS panel 600 can display information or link o
nformation relevant to doctors. Of course, the present invention contemplates that panels
596, 598 and 600 need not be present, and where present can be used to convey other types
25  ofinformation of potential interest to users.

FIG. 10 is another example of a screen display according 10 one embodiment of the
present invention. The screen display 610 atlows for folder administration. A folder
administration portion 612 includes a listing of multiple folders (16 shown) with a column
614 indicating the current name for each folder and a column 616 indicating the new name

30 to be assigned to each folder. In operation a user can change the name of the folders to suit




wherein different folders are shown for storing and organi zing information.
This allows a wuser to store records in a manner appropriate for them In
one enbodi nent, the folders can include separate folders for |ab reports,
prescriptions, x-ray/imnmages, dental reocords, |lab 30 reports, prescriptions,
and all records. As shown in FIG 8, there is a pronotional space 554. The
present invention allows for pronotional material to be placed in the
pronotional 19 space 554 that is of potential interest to the user. The

pr onot I O_I’lalheir@fnﬂl’:lﬂﬁf[nizéﬁﬂ. RAOh&QAMRas! { ﬁo‘ﬁmn%fth@ifﬁ&rmt'é a)’pa?%?ocegsogiate@qvert i Ser.
In additions, news information may be placed in a news Information portion

556 of t hew\‘/!}éﬂ‘cﬁ’ad-éi.s Prrderrewddivannldmeal sesmritg mihesdlende breaki ng  news
regarding the m?QJr@ﬁitik P0Fech F’i@]:itla %&%nﬁ@&éd@&‘ﬁ: e%[u?&cc%&?%ltogﬂcﬂpeq fitness news,

[
or other 5 news of 1potentla terest or |f°r1gor anc e user. FIG 9 is
anot her ex#pjsidaneyt ofghassesens invelitiopl By sG80 daplepfiiafigyd for emediepbodi nent of  the
present s i nyeht 1563 (;ﬁ:qz; ion 513 is sh near the top
of the screen ge?grp:é%e@%g@&a&qéégg@o 8 %&?Bg)wlﬁg‘eerusﬁréo S§|eftc§\(}ﬁn[°tb8 select a
fam |y mentdeadedstiddy bhesingéopdbwvcdtivs bl thoxer&llfilS. Fofheisld, § t@lus® an upl oad
record opty 4 vi.ded . hat, a,user 0 ma |oad fil es of various
types di re%:a'? P}f/egét)%ra?{fgrerd 'ﬁc%%ﬁrﬁﬁmgﬁ%‘:\;‘ﬁsi&lwc% & ]&F‘E ‘B8O 552 are a
pl ural ity tothefil¢ adfuploetbihs file s Tucb bidt gy to MEREREGENGYirfhakaheset Sbwadicd RAY/ | MAGES

fol der 564 LAB.REPORTS 566, . VACC] NATI.ONS 568, OBSTETRI CS 570, PATI ENT
CHARTS 572rf’°°6§|\|f§i“ O & rec Emﬁ%wg%%lsoghﬁ@ﬁ e g 7gord @gtiply o8 gt TS 580, TEST

RESULTS 58R¢ ujlisndGANRBI GdOGEzB8 e uPEDBERTRECBWD6w 5 1R GRY: 2881, VI TAL

DOCUMENTS 590, . .eSAFEDEP BOX 592. The varioqus file fol ders shown provide
a conveni énﬁOC]ﬁ%ttlﬁgﬁ\e”[&gF‘%@V@( {6 ROFGHRAF Q(@“‘t'ﬁ“g‘?"fedfﬁiof“ééj.mﬂ\ﬂﬁ“@ $hat each
f ol der i nd#@alfes ah@wntriefanilf irlj@s e accsin0sRIGi oW ik delieal Fdchas fop! der. A

WHAT' S NEW por t Iiwosrg) Sﬁf uaITI ows Hggr s to |ear ab‘outl new features or other
20 i nformati on. PRCEARN ¥ BAREF s gBPEa 'HF'&’;ﬁJ%\V T e ioRE®IE | i nks to
i nf or mat i 6A2 toreioemaianewlo upleddid filesi4 sKouBENI(BSapanrh. BIZplear diosp! ay
500 can. i QkTRyF REOR REE S R-BF TP 6 o HBHF LIS rerSyaReto doctore.
cour se, t e @3 ebany, thensamtd idopaandfenitiad @sintihata Jamed 16 where he or
she would tike a copy of the newly uploaded file 634 to be saved. For example, the user
may wish to save the chest x-rays in the x-ray and images folder as well as other folders,
such as the emergency folder; tab report and/or surgeries folder. The upload a record
20 window 632 altows the user to periodically update their personal medical records with
important medical information and associate that information with the appropriate folders.
The upload a record window 632 also makes it easy for the user to browse to and save
medical files in electronic form in a convenient and organized manner.
In one embodiment, not only is a password required to access the websile, but an
25  additional password is required to access such a folder. This feaiure can be advantageous
in a number of different situations. For example, a family may share an account, but each
spouse may maintain certain files in confidence from the other, Or where healthcare
information is accessed in an emergency (or through fraudulent use of an emergency card),
the most private information which is protected with a second level of password protection
30  remains secure. As shown there are buttons 618, 622, 624, 626 for providing a secondary

level of password protection.




596, 598 and 600 need not be present, and where present can be used to
convey ot her types 25 of information of potential interest to users. FIG
10 i s anot her exanple of a screen display according to one enbodi nent of
the present invention. The screen digplay 610 allows for folder

adm nistration. A folder admnistration portion 612 includes a |listing of
multiple folders (16 shown) with a colunmm 614 indicating the current nane
for each folder and a colum 616 indicating the new nane 30 to be assigned

Lo each fol der. pin) OEAakL AR AbfF GARIE 1RRA%H IR NAEAL, Lhe fol ders to
suit 20 their particular needs. t at east a portion of the

fol ders ha\?é”fé‘eﬁ)MWﬂfdd@B%bbeaqféﬂo awrlsmnetrhﬁcmexa‘ﬁmlesthppmxzmdmsnmm addi t i onal
| ayer of s i Ser play for an
QO bYa & Qerh @(ﬁﬁﬁatd{clugé a ano{lﬁallh recor 3‘3 @S r]acpatdzlég

upl oaded file feature accor pr esent
i nventi on. lﬂfﬁeﬂlgﬂﬁr(b@bﬁselﬁgpﬂlpaym@@@oraiecttm arf mlyupiyaardlsmg The 5nar§e|@ll cal record

602. The up 0 the user to s afile to be
upl oadeg 634 %@dgsgrl%ﬁgrg Qly‘é“g@n%?x ot ﬁém m[%{\%N%S reB?“"f%‘f@”’ET"S?tgag f][he . For

exanpl e, if)crﬁdnnef hgde\rrecofdassﬂmhesdes m{crnaysms@mﬁdgMh:caprpécﬁplwnarufgpirérat such as

aj peg, the ent.0.bro | e_and uploadtheflle
6132 '?o addxﬁl%g)%keq bgﬁw% & chlf'rdrru ﬁ?ter?ﬁ'g?wfsﬁpaé%%#ﬁm%'éffs BTVt ©8ading ecor ds.  The
upl oad a r ewemdntwhadovbe632n aff&aual'ulgovmhe'Earlih@sldS}&['emtfﬁfi eRGessdhea title 638 for
the 10 fil gresqu Ondeu Sia%mb dedlst on aII the .u ?aded a record wi ndow 632
all ows the U BHEE0Y At T e “l”? e 6t ke hiFeHiop Hat ®axpr opri at e
doct or 1&el iaacatdedsefm @)mvalya:trlhqi)us(d()\/ﬂasddloﬁthe r@di.of this ahd1 @i s2HE OMP IntekRtidram |y or

j oi nt type aceount anq medi cal records for multiple

per sons, %D Cer ey 8%"6?%” r@b’"i}l@\% Ui leeamegsisdorige o dlive fani |y

nmenber 64iEalu}aamApmmdérms Spplﬂ.QJWaty Ul peaele chvériibechhpaomhdine associated with.
The upl oad @ arlecr “ 15 w 632 al Sr? allows the user to record a date 644
associ at ed"W th 't H& 'ﬁ%%aﬁg‘f GRYUEY ™ ditfqremt ways to (iflent peoplefesedder has t he

option of fsmbresich E‘ng:strfpeeferﬂdtsv&tgiuﬁ{g thelrehaRiSra61h@ rapb@RE R8eRfity oshe woul d |i ke
a copylsof the ne daagv%se Ie 634. to bﬁ?s aved. For exanple, the user
es

may W Sh {6 A & e e[er {pdFTACtiPREr Pherse. aHg PIeSEG BNt der as wel | as

ot her fol (!temtsmplatsajbzh lraaidmlbﬁloeﬂﬁ@ng&’@@yﬁn farﬁlyﬁlieﬁnd rEp%QmEQJ@QF fyp Apg/ or surgeries
632 Ioms the user to periodically

f ol der. ea]%as angld a.recor 2rf9) W nd%v
updat e thél't” persohal %T%a taTopd sr pWCt”ﬁ' tipgtsrtdan®raridiecal i nf or mati on
and assocmdﬂaeiagdsaf the pe@nimatenodh inihbthe 4116@s BPPERRieAL et @ AREIS and
maintain complete and up-to-date health records, thus allowing the personal health records
20 1o be analyzed in any number of ways.

The present invention provides for numerous other features and advantages. For
example, the web site can provide reminders for doctor appointments, prescription refills,
or other events through email reminders or text messaging reminders. In addition, the web
site allows the user to select the option of sending information via fax to a care provider.

25 For example, a user can fax a prescription to their pharmacy of choice. In addition, the user
can fax their medical records received from one healthcare provider to another healthcare
provider.

According (o another embodiment of the present invention, the healthcare records
can include both medical records as well as dental records. In addition, the healthcare

30 records can include, healthcare records not just for humans, but for pets as well. Thus, a




The upl oad a record wi ndow 632 al so maekes it easy for the user 1o browse to
and save nedical files in electronic formin a conveni ent and organi zed
manner. I n one enbodi ment, not only is a password required to access the
website, but an 25 additional passwoB#@d is required to access such a
folder. This feature can be advantageous in a nunber of different
situations. For exanple a famly may share an account, but each spouse

may maintaipn c n fil s i n conf ence fr e er. wher e
heal t hcar e E?H@ ﬂﬁ??%ﬁe wlihgare geserd i%“aﬁ‘gﬁﬁ?%gﬁ BbWCWﬁ?%ﬂﬁﬁrfraudulent

use of an energency card), the nost private |nfornation which is protected
wth a second | evel of password protection ,30 remains secure. As shown

there are buttod?”@ﬂ@g“HQEm“Gﬂﬂ“OQQSWT%W’ﬁFHVWdFWﬁV§“§§€HﬁﬁaP§U | evel of
password prab@ebh @R wedite. Eka%piemdtrlely%w,a&em ﬁam%n;emmg)&mys' ng the
health-related information collected to provide additional benefits to a
consumer? Ferlasgrepve, of eipancyy adlaeted ingerdipbn  al l ows for a system 800 t hat
i ncludes a per sagpg re%améauanem @%c%hahaﬁre sﬁéf?r]cianaoar bkg% jcreslrﬁract' ons.
dat abase 852 operatively connected to an anal ysis system e anal ysi s
5 syst em 85hhe mesyparvantiop epnjemptsten eenceqds vasiapord rUg2) stagpraridiedinar epor ti ng
conponent 8 gnmgh&mwgpBﬁgaaknhgah&ﬂggecords 850 includes information

regar di ng h prescription drugs are being taken by the user. The drug
|nteract|ons database 852 includes information regarding known
interactions between different drugs. The anal ysis system 854 anal yzes the
prescription drugs taken by the user to determne if there is any known
interaction that may 10 be adverse in any way to the user. Based on the
results of this analysis, the drug interaction reporting conponent 856
reports the results to the user, their pharmacist, doctor, or other
heal t hcare provider as appropriate. The present invention contenplates that
drug interaction reporting 856 can be reported in different ways to

di fferent people based on factors such as user preferences regarding the
drug interacting reporting, the severity or 15 certainty of a determ ned
adverse drug interaction, or otherw se. The present invention contenplates
that in addition to drug interaction analysis and reporting, other types of
anal ysis and reporting can be perforned on the personal health records. One
of the advantages of the present invention is that it allows for a
conveni ent nmethod to build and




mai ntai n conplete and up-to-date health records, thus allow ng the personal
health records 20 to be analyzed in any nunber of ways. The present

i nvention provides for nunerous other features and advantages. For

exanple, the web site can provide rem2aders for doctor appointnents,
prescription refills, or other events through email rem nders or text
nmessagi ng rem nders. In addition, the web site allows the user to sel ect

t he opti on Whatsardinagjisi nf ormati on via fax to a,care provider. 25 For
exanple, a user can fax a prescription to their pharmacy of choice. In
addition, the user can fax their nedical records received from one

heal t hcar e IPr OV iad®dihdd ForFrHdIRIa cBRaIENGRIIR abiliiyRE &\éésglsﬁdcopﬁ@gws%mg to anot her
enbodi nent of the present invention, the healthcare recor can incl ude
bot h nedi cal re&“’ér“gée‘?%és WL ¢ BN ERFUTBEBF ISING] ASSRTids 8 oA t he heal t hcar e
30 records can hmepm@mdt}ﬁ?aésn&ﬁsoeww@crgﬁg%m@r%raay vhied humans, but for
pets as well. Thus am |y coul d manage healthcare records for every
menber of the fa}ﬁﬂlﬂwcai'qmeffgldlahga“bw wademf’rsetmlege;cceSA@@mmdiDngfitto anot her
aspect of the p vent. ital._recor are. .al stored on
fho veb sito. Erangsurof ke b 08k et ek RS 8 e The W 11 .
living wills, &nhear tvnknadteumﬁmmpﬂ@ﬁdeaq thohaakthrsre p@mderreeéram@legamf ormati on.
The pr esent : nVFrHFEIs Plhe C§HSU£9% ﬁgr dcctg% tl!) [hmncaﬁ}gre;[:()?dstm doc r%gnll l’CC]((J:CSI(IjI'! ng:l osure
provi de herein ntion nplat es nu TERGUS 4T i ati ons as
may be l&ppr oprlf&‘@kﬁwcarn pawdpa«v tqnd:meaealthcmttrem 1heembnmmem¢c¢:vmg35| tuation. 23
Wat is claimed, | e fax commy lca?ld Ior 1] rov'ers MnGt \1M { hl the ability to
access and col I'8c persona'f heal th™ 1 edords assor((ffoé eaoc'a R RS consuner,
conpri si ng: assqogmmmgfoawptﬂomeaﬁsmnhmrrequemdd widgah beymassooitat ed with the
consuner for fax and v W(&e” oy I cations [from a heal thcare provider;
associ ating access infornati on \fmo'ive 'n§ fieP BB HEP ™ Ur P Rd e Bhsumer to use
to access a securg Mebosdttserinphetath ng)rdiheodccmmnﬁgemtohna docunent to

provi qut o the pbc% c]lnghﬁ‘eago%s mrepxlll}gseeléureez)i(cgersscllo 1 er'l\%b sﬂe%smg the access
information and providing on the web site an interface to the health records of the

consumer for the consumer 10 access the health record.

2. The methed of claim | wherein the legal rights being lepal rights assoctated with
20. HIPAA.
3 The method of claim 2 wherein the document is a sticker adapted for attachment to

the health record.

25 4 The method of claim | further comprising providing the consumer with an
emergency access card comprising the access information and adapted for use by a
third-party to access the health record associated with the consumer in event of a

medical emergency associated with the consumer.

3¢ 5. The method of claim 1 wherein the web site interface further provides for

organizing and annotating the health records by the consumer into separate file




rights of the consuner for access to the health records, the docunent
requesting the 10 healthcare provider to send the health records to the
phone nunber; receiving a private fax comruni cati on conprising a personal
health record associated with the cokéuner for which the consunmer has
requested and given permssion to the healthcare provider to send,
converting the private fax communications into an image file format;
storing the health record encoded in the inmage file format; 15 providing
t he consuner wiltliersechufuectiacdiedsr ibacotdumenie barsi thefilugildeg dnfheddafieess
information and providing on the web site an interface to the health
records of the ~consuner for the consuner to access the health record. 2.
The nethod of claim|l wherein the legal rights being legal rights

associ ated wit 20 H P. .. The met hod of claim 2 wherejn the docunent is
a stickerq%dapH@HmPB%LQ?@QEﬁW@%T"WBm“PW mﬁ%%ﬁ@ﬁmﬁgﬁﬁ?ﬁmmﬁgg&%aThe net hod of
clai m s furt hepatzerapin, 3ibR@ cOtiRdaiedi vigciailen GRS W RE caMnisldbrna 146 reBAET gency
access card conprisipng the access-informati on and adapted for use by a
third-party to? 6‘6&%@’ % RSCIPEET P PR COP BT ABYE G Sae AR £ G B lt@Bnsumer i n
event of a negigal energency associated with the consuner. 30 5. The

nmet hod of claim|l wherein the web site interface further provides for
organi zi ng and annotating the health records by the consumer into separate

file 24 fol derse Michdd of bimed i @ARY EdmpriliRd prbhi@n PRSHIB - QifdaRe L he file
folders and add file folders. 6. The nethod of claim| wherein the nedical

recordf s fronfaHenigtons pespasdiomghedtalicase psatides ot thectparymer gpdpi r t h

certificate, amYagmildloRe ERGANRatiRs MRMULLA pribliStory, a lab report, a test
result, a prescription, an x-ray result or inmage, a scan, and an EKG result

or image. 7. The nethod of claim|l further conprising providing a neans of

recei Vi Nggvoi Cehe nebho@ @MITMA 1GRiHe L p B0 [l QR LAE JrerlvbRear e provider to
t he consuner and mal nt al ni ng t he voi ce conmmuni cations nmessage as private.
communications message from the healthcare provider and providing the consumer

|5 with access informalion to access the voice communications message.

9. The method of claim | further comprising alerting the consumer of a fax

transmission from the healthcare provider.
20 10. The method of claim 9 wherein the reminder is a text message.
11, The method of claim 9 wherein the reminder is an email.
12, The method of claim 9 wherein the reminder is a voice message.
25
13, The method of claim | further comprising providing on the web site means to

calendar a prescription refill.

4. The method of claim 13 further comprising sending & reminder regarding the

30 prescription refill.




8. The method of claim7 further conprising alerting the consunmer of the
voi ce commruni cations nessage fromthe healthcare provider and providing
the consumer 15 with access information to access the voi ce comuni cati ons
message. 9. The nethod of claim| fur#her conprising alerting the consuner
of a fax transmssion fromthe healthcare provider. 20 10. The method of
claim9 wh rein the rem nder is a text message. 1 1. The nethod of claim?9
wher ei n t hd>r ent HdBihop 87 dimd feiher comprisinpipenvisinglon theaveb siteanasn@o wher ei n t he
remnder is a vgu&@arafe@%@%em w%ﬁ F3umciRgrd¥Rihod of claiml further
conpri.sing providing on the web site neans to calendar a prescription
refill. 14. The nethod of claim 13 further conpr|5|ng sendi ng a rem nder
regardi ng the T?hQ nmfhg§8(rég\% h ORnh& (5nltdr|316géﬂ? gfg d remmger r%gar}giéoﬂ(gé}%];a?l Z.Inm |

further conprising providing on
appoi nt frent mnﬁmp%mheawmh@aﬂeﬂwm@vwdemH 16. The nethod of claim15 further

conprising sending a rem nder regarding the 5 appointnment with the
heal t hcare provider. 17. The nethod of claim 16 wherein the rem nder is a
text nessage. Th8meiftiolmRtd Uty iefeiChadkMnds el eieRadche reninder is an email.
10 19. The nethod of claim 16 wherein the rem nder is a voice nessage. 20.
The nmethod of claim| further conprising receiving paynent fromthe
customer ft& flacinkthtdadliclag BoaRESs hoehigrheakhhi records associated with the
custo .15 21. The method of claim| wherein the web site provides neans
to facilitate creation of wallet cards containing access infornmation and
stickers ridqueshi nghdiedtitirci@necreprievicdersist@oitax:shgal th records to the tol
free phone nunber. 20 22. The nethod of claiml| wherein the health records
i ncl ude prescriptions for drugs

20. The method of claim | further comprising receiving payment from the customer for

factlitating access to the health records associated with the customer.

5
21. The method of claim | wherein the web site provides means to facilitate creation of
wallet cards containing access information and stickers requesting healthcare
providers to fax health records to the toll free phone number.

0 22, The method of claim I wherein the health records include prescripticns for drugs
and comprising analyzing interactions between the drugs and reporting the
interactions.

23 The method of claim | wherein the health records are dental records.
25
24. The method of claim | wherein the health records associated with the consumer are

health records of a child of the cansumer.

25. The method of claim 1 wherein the health records associated with the consumer are

30 health records of a pet of the consumer.




and conprising anal yzing interactions between the drugs and reporting the
interactions. 23. The nmethod of claimI| wherein the health records are
dental records. 25 24. The nmethod of claim| wherein the health records
associated with the consuner are heakéh records ofa child of the consuner.
25. The nethod of claim| wherein the health records associated wth the
consuner are 30 health records of a pet of the consuner. 26 26. The

met hod of clLaim], further conprising providing a neans of receiving vital
docunent s o?gthéhgdﬁgﬁﬂ@&h&ﬁgﬁg?%FWW@”T&@“VWﬂﬁﬁ"ﬁ@%ﬂﬁ@ﬁf@gV@ﬂ. The net hod
of claim26 mer@;cmmtnnwé@oaimg%m&n@@md&mm&he set of awll, a 5
living will, and a healthcare power of attorney. 28 The nethod of claim]
further conprising neans for protecting docunents with at |east one

addi tional payertHf, 1.9n. 9 Kit for_assisting a
customer_with ex_eh(re(?iegliafg\e@irngzﬁwshgieg'q%leé’gi[’]tdﬂgﬂgéésoarngysm'%&’g663?%1 € ?with the

cust omer? accesdivitg “ithendhdailthtrrarpeeorodsiormpi nt ai ni ng the health records as
private, and providing access to the health records in case of energency,
the kit conprising: an access card conprising access information

associ at ed 3 t h Thheethgug tlamerfuttor deptis@inhn RGeBS S pAlaRAGUISWBD Site

provi di ng acces§m&%npﬁ%h&gug%c rg§wl§ of t he custonmer to be used to convey
the access information to anothér A" EVEH™ of a nedi cal energency
associated with the custoner; at |east one sticker exercising legal rights
of the gust,gner ,t eal t.hcare records and .co ising instructions to a
healthégreZgrovﬁdggmf%mgwgﬁ??%ﬁ?éﬁﬁV?mggﬁﬂgwﬂgLW@%FFH“ﬁéEHFﬂ% to a
destination andvitiereiomet ieesheahd talheenrddsiasentingtie khe deskib.pati on are
accessi bl e on tHgQQe%Hrswggb“CZQ %%361 30. . The kit of claim?29 wherein the
destination is & I0l1-fFee nunber "IFoFP EEETVT g A emgtgerce dbfrkiii cati on. 25

31. The kit of wimarim@0nwhes sidcompesitgatdessfifiaananiesiaitswviingi vi dual |y
dedi cated to t h:%stomer to be used to access a secure web site providing access (o health records
15 of the customer (o be used to convey the access information to another in event of a
medical emergency associated with the customer; at least one sticker exescising
legal rights of the customer to healthcare records and comprising instructions to a
healthcare provider to electronically send the health records 1o a destination and

wherein the health records sent (0 the destination are accessible on the secure web

20 site.

30. The kit of claim 29 wherein the destination is a toll-free pumber for receiving a fax

commudnicalion.

25 il The kit of claim 30 wherein the toll-free number is indtvidually dedicaied to the
customer.
32. The kit of claim 31 wherein the access card is printed with the toii-free number,
30 33. The kit of claim 31 wherein the destination is an email address associated with the

customer.




custoner. 32. The kit of claim 31 wherein the access card is printed with
the toll-free nunber. 30 33. The kit of claim31 wherein the destination
is an emai | address associated with the custoner. 27 34. A method for
provi ding a consuner with the ability2tfo access and coll ect health records
associated wth the consuner through use of a consuner account, the nethod
conprising: assigning a destination address individually associated wth 5
t he consunmer account for receiving conmunications fromat |east one

heal t hcare providers; associating access information with the consuner
account for3the A gensuitesotidinds@ndu@AaGARSbAISEEUES MRRIS & Feceiving a
communi cation fromone of the at |east one health care providers, the
communi cation diFQEF BHOYBCAHE hedastmeidrpush usddr exssumer Prsowotheuni cat i on

compri sing a heakdida taeary Anaaaia @dnlich Dok LG EATIUIRLA\ QR Whi ch the
consuner _has reqluested and given perm ssion to the ealthear e provi der to
send; stdring a'FEPrESHRCHENEN Y nRoaicalions baorldeast ope lvlitdimg t he
consuner W th S@gNieacsess, - I i t he cess information
and provi di ng oﬁ t he web s?tgrg&ffl%mﬁ%ﬁﬁaﬁ”&%Q?eg%ﬁgerﬁé%)f"?ﬁmr'eccor ds of the
consuner for thETEHHS UhEF (raeceeigigecuEsveB5te; Fhavirgstdadiuotatoh abrmm@4 wherein t he
destination addp@§s.:||Ss 6. The met hod of claim 34 wherein

t he phone nunber fi‘”é{ﬁ%‘gf% Ehgcgﬂgﬁgﬁgers’rﬁc er ey @rfma?'ﬁéhenet hod of claim
34 wherein the eR8tdmatdder. hddressicilen annenap b haddrcessass@8ied W met hod of
cl ai m 34 wherei : - tipon incluydes.a first set of access

i nf ormati on formeptr:%\%f ge?ﬁ‘g%‘z'“‘? %g{ngl}amee\r/gﬂs r%]f'esgzgér(?fgi"‘tei}p%{ﬂ‘&fs'ﬁrt“’l”@ast one second
set of access halfsrratoy e § srdpros dimegeanioadtthd hieamtakctevel of security.
25 39. The net j ' 4 her. .conmprising receiving a health care
record fromt hgﬁg\é%ﬁ%ﬁ@rma%f g&ﬁ%%r%%eeﬁwgﬂ% ehéllgt”é'.“g' 62““he method of claim
34 wherei n t he IA@aPatan earpeovrdggon the ivab gic he diker tace cathe hda@l REdsQF tha

consumer for the consumer 1o use.

15

3s. The method of claim 34 wherein the destination address is a phone number.
6. The method of claim 34 wherein the phone number is a toll-free phone number.
20 137 The method of claim 34 wherein the destination address is an email address.
38. The method of claim 34 wherein the access information includes a firs! set of access

information for providing a first level of security and at least one second sef of
access information for providing an additional level of security,
25 |
39. The method of claim 34 further comprising receiving a health care record from the

consumer upleaded to the web site.

40, The method of claim 34 wherein the health care record is a health care record of a

10 family member.




30 famly nmenber. 28 41. The nmethod of claim 34 wherein the health care
record is a health care record of a pet. 42. The nethod of claim 34
wherein the health care record is a dental record 5 43. The nethod of
claim 34 further conprising receiving2é vital docunent fromthe consumner
and storing a representation of the vital docunent, 44 The nethod of claim
34 further conprising providing the consuner with a 10 docunent to provide
to the healthcare provider exercising legal rights of the consuner for
access to the health records, the docunment requesting the healthcare
provider to send the health records to the destination address. 45. The
met hod of cl aim 34 wherein the docunent includes an adhesive. 15 46. The
met hod of cl atlm 34hwwhahodiohclting 4 ddereinmthpaih caagrdroesis a hea!tiacaphrerved efunber
adapted for agcepting both fax communications and voi ce comunications

wi t hout entry&%f a personal identification nunber (PIN) associated with
the consumer. 20 47. A nethod for providing a user with functionality for

accessi ng and,col I]'ﬁccr%é&{?)gof@a@&%?%!:r{yn%lhgaﬂh Ea?eCrQJoﬁﬁ ﬂéa%BFJe?otr dwth the user,

conprising: assSociating access ormation wt e user for the user to
use to accéss a web site; receiving a personal health record encoded in an

mage Tile fORMRtinARaRsLANNYs hRNEANMIY cLasrdigneaden d we [mage file

format with a user account user B oV user with access
to the user accounmummnmhsom&brgntemugnm@mbhédawaegs i nformation; wherein
the health record encoded in the image file format is a representation of
a faxed communi cation froma health care provider directed to an

i ndi vi dual pHéne Turmisérd efriaguet {rthy soeinaireroviivdhe esugseriteccount accor di ng

Lo a  Useln T equesiocl il a0l Rhahieul 06 RORURENEREL Nooliygoti ng the

personal health 30 records fromthe health care provider
consumer for access to the health records, the document requesting the hcalthcare

provider to send the health records to the destination address.

45 The method of claim 34 wherein the document includes an adhesive.
15
46.  The method of claim 34 wherein the destination address is a phone number adapted
for accepting both fax communications and voice communications without entry of

a personal identification nwmnber (PIN) associated with the consumer.

20 47 A method for providing 2 user with functionality for accessing and collecting
personal health records associated with the user, comprising: associaﬁng access
information with the user for the user to use to access a web site; recelving a
personal health record encoded in an image file format; associating the health
record encoded in the image file format with a user account of the user; providing

25 the user with access to the user account on the web site using the access
information; wherein the health record encoded in the image file format is a
representation of a faxed communication from a health care provider directed to an
individual phone number uniquely associated with the user account according to a
user request to thereby provide for conveniently collecting the personal heaith

30 records from the health care provider.




48. The nethod of claim 37 wherein the individual phone nunber is a
toll-free phone nunber. 49. The nethod of claim37 further conprising
providing the user with a docunent to 5 provide to the health care

provi der to request the health care pr2dvider to send the health record to
t he individual phone nunber. 50 A nethod for providing a consuner with the
ability to access and coll ect personal health records associated wth the
consuner, substantially as described with 10 reference to the draw ngs
and/ or exanples. 51, A kit, substantially as described with reference to

t he draw ngs and/or exanples. 52. A nethod for providing a user with
functionality for accessing and collecting 15 personal health records
associ ated w #$ t e usdod of slaibst/atiticalieyindrgdudigshond foatlerid 4 thll-ficeefhenence to t he
drawi ngs and/ or eﬁagahes.

49 The method of claim 37 further comprising providing the user with a document to
5 provide to the health care pravider to request the health care provider to send the

heatth record to the individual phone number.

50, A method for providing a consumer with the ability to access and collect persenal

health records associated with the consumer, substantially as described with

10 reference to {he drawings and/or examples.
51 A ki, substantially as described with reference to the drawings and/or examples.
52, A method for providing a user with functionality for accessing and collecting

5 persenal health records associated with the user, subsiantially as described with

reference to the drawings and/or examples.




