
MESSAGE PROCESSING APPARATUS AND METHODS 

Technical Field and Background 

[0001] The present disclosure relates to message processing and in particular to message broker 

methods and apparatus. 

[0002] In computer middleware, messaging systems typically comprise a message broker that 

accepts messages on a designated queue from a producer transmits the messages to one or 

more interested parties called consumers or subscribers. The message broker may provide 

some way of authenticating the producer as well as subscriber(s). In some cases, the 

authorization may even play a part on deciding whether or not a message should be made 

available to the subscribers. However the message itself is transparent to the message broker. 

The subscriber gets exact message sent by the producer. Thus if different subscribers 

require or are allowed only part of the message, the producer must sent those parts to 

different queues on the message broker and subscriber must take those part-messages from 

respective queues. This results in the requirement for subscriber aware producers and limits 

the agility with which systems can be built. 

Summary 

[0003] In general terms, the present disclosure proposes for message brokers to be aware of 

message structures or schemas and to filter or transform messages based on the 

authorization, interest or intent of the subscriber. This implementation frees up the message 

producer from having to generate different messages for different subscribers and allows for 

loose coupling between producer and subscriber. 

[0004] According to a first aspect of the present invention an apparatus for processing 

messages is provided. The apparatus comprises: a computer processor and a data storage 

device, the data storage device having a message transform module and a message provision 

module comprising non-transitory instructions operative by the processor to: receive a 

producer message from a message producer, the producer message being structured 

according to a producer message schema, the producer message schema defining a plurality 

of producer message fields; transform the producer message to obtain a subscriber message, 

wherein transforming the producer message comprises applying a subscriber message 

transform comprising a set of rules for converting a message from the producer message 

schema to a subscriber message schema associated with a message subscriber, the 
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subscriber message schema defining a plurality of subscriber message fields; and provide 

the subscriber message to the message subscriber. 

[0005] In an embodiment, the plurality of subscriber message fields defined by the subscriber 

message schema is a subset of the plurality of producer message fields defined by the 

producer message schema. The rules of the subscriber message transform may be 

determined according to a subscriber selection of message fields. 

[0006] The subscriber message transform may comprise a rule based on a value of a field of the 

producer message. 

[0007] The message transform module may further comprise non-transitory instructions 

operable by the processor to transform the producer message by applying a content filter to 

the producer message. The content filter may comprise a rule based on a value of a producer 

message field of the producer message. 

[0008] In an embodiment, the content filter is configured according to an authorized message 

schema which defines a set of message fields which the subscriber is authorized to access. 

[0009] The message provision module may further comprise non-transitory instructions 

operable by the processor to provide the subscriber message to the message subscriber by 

sending the subscriber message to the message subscriber or allowing the message 

subscriber to access the subscriber message. 

[0010] In an embodiment, the data storage device further comprises a message schema record 

module comprising non-transitory instructions operable by the processor to receive a 

producer message schema from the message producer and /or receive a subscriber message 

schema from the message subscriber; and store the subscriber message schema and / or the 

subscriber message schema in a schema repository. 

[0011] In an embodiment, the data storage device further comprises a subscriber message 

schema look-up module comprising non-transitory instructions operable by the processor to 

look up the subscriber message schema in a schema repository. 

[0012] According to a second aspect of the present invention, a method in a message broker 

server of processing a message is provided. The method comprises: receiving a producer 

message from a message producer, the producer message being structured according to a 

producer message schema, the producer message schema defining a plurality of producer 

message fields; transforming the producer message to obtain a subscriber message, wherein 
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transforming the producer message comprises applying a subscriber message transform 

comprising a set of rules for converting a message from the producer message schema to a 

subscriber message schema associated with a message subscriber, the subscriber message 

schema defining a plurality of subscriber message fields; and providing the subscriber 

message to the message subscriber. 

[0013] According to a yet further aspect, there is provided a non-transitory computer-readable 

medium. The computer-readable medium has stored thereon program instructions for 

causing at least one processor to perform operations of a method disclosed above. 

Brief Description of the Drawings 

[0014] Embodiments of the invention will now be described for the sake of non-limiting 

example only, with reference to the following drawings in which: 

Figure 1 is a block diagram showing a system for processing messages according to an 

embodiment of the present invention; 

Figures 2a to 2c are flow diagrams showing methods of message producer registration, 

message subscriber registration and message publication according to embodiments of 

the present invention; 

Figure 3 shows a method of subscriber registration according to an embodiment of the 

present invention; 

Figure 4 shows a method of generating a message filter according to an embodiment of 

the present invention; and 

Figure 5 is a block diagram illustrating a technical architecture of a message broker 

server according to an embodiment of the present invention. 

Detailed Description 

[0015] Figure 1 is a block diagram showing a system for processing messages according to an 

embodiment of the present invention. The system 100 comprises a message broker server 

110. The message broker server 110 is coupled to a message producer terminal 120. The 

message producer terminal 120 is associated with an entity which generates information 

messages. The message producer terminal 120 publishes producer messages 125 which are 

received by the message broker server 110. The message broker server 110 is also coupled 

to a message subscriber terminal 130 associated with an individual or entity which wishes 
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to receive information included in messages generated by the message producer terminal 

120. The message subscriber terminal 130 is provided with subscriber messages 135 by the 

message broker server 110. The communication between the message broker server 110, 

the message producer terminal 120 and the message subscriber terminal 130 may take place 

via any type of network, for example, a virtual private network (VPN), the Internet, a local 

area and/or wide area network (LAN and/or WAN), and so on. 

[0016] The message broker server 110 is coupled to a message authentication and 

authorization system 114, and a message schema repository 116 which stores message 

transformers and / or content filters 112. 

[0017] The message broker server 110 comprises a message transformation block 111 which 

transforms messages using message transformers or content filters. The message broker 

server 110 may select message transformers and / or filters from the schema repository 116 

which stores message transformers and / or content filters 112. The message transformers 

and / or content filters 112 comprise rules for converting messages from a message 

producer schema associated with the message producer terminal 120 to a message 

subscriber schema associated with the message subscriber terminal 130. 

[0018] The message authentication and authorization system 114 may be integrated into the 

message broker server 110 and is may store indications of message fields which are 

authorized to be made available to the message subscriber terminal 130. 

[0019] The schema repository 116 stores message producer schemas associated with message 

producers such as the message producer terminal 120 shown in Figure 1. The schema 

repository 116 also stores message subscriber schema associated with message subscribers 

such as the message subscriber terminal 130 shown in Figure 1. It is envisaged that 

embodiments of the present invention may be implemented with more than one message 

subscriber and more than one message producer. These message subscribers and / or 

message producers may have individual message schema stored in the schema repository 

116. In some embodiments, multiple subscribers or multiple producers may share the same 

message schema. 

[0020] In some embodiments, the message schemas are in the Extensible Markup Language 

(XML) format, or the JavaScript Object Notation (JSON) format. Those of skill in the art 

will appreciate that other formats for the message schemas could be used in embodiments 

of the present invention. 
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[0021] An administrator 118 may input and / or edit definitions of message filters and / or 

message transformers 112 stored in the schema repository 116. 

[0022] Figures 2a to 2c are flow diagrams showing methods of message producer registration, 
message subscriber registration and message publication according to embodiments of the 

present invention. 

[0023] Figure 2a shows a method 200 of message producer registration according to an 

embodiment of the present invention. In step 202, the message producer 120 registers a 

producer message schema with the message broker server 110. The producer message 

schema 206 defines the message structure, for example the data fields, with which the 

message producer terminal 120 will generate messages. In step 204, the message broker 

server 110 stores the producer message schema 206 in the message schema repository 116. 

[0024] Figure 2b shows a method 210 of message subscriber registration according to an 

embodiment of the present invention. In step 212, the message subscriber terminal 130 

registers a subscriber message schema with the message broker server 110. The subscriber 

message schema defines the message structure, for example the data fields, in which the 

message subscriber terminal 130 has an interest. The subscriber message schema indicate a 

set of message fields which is a subset of the message fields indicated by the producer 

message schema. In step 214, the message broker server 110 stores the subscriber message 

schema 216 in the message schema repository 116. In step 218, the message schema 

repository 116 generates a subscriber message transformer 220 which is stored in the 

message schema repository 116. When the subscriber message schema indicates a subset of 

the data fields of the producer message schema, the subscriber message transform may 

indicate which of the data fields of the producer message schema are also data fields in the 

subscriber message schema. 

[0025] Figure 2c shows a method 230 of processing messages according to an embodiment of 

the present invention. In step 232, the message producer terminal 120 produces a message 

and sends the message to the message broker server 110. In step 234, the message broker 

server 110 receives the message. In some embodiments, the message broker server 110 also 

saves the message in step 234. In step 236, the message broker server 110 determines if the 

message producer 120 has subscribers that have registered to receive messages from the 
message producer terminal 120. If the message producer 120 has subscribers, the method 

moves to step 238. In step 238, the message broker server 110 retrieves a subscriber 

message transformer and / or content filter 240 for the subscriber from the message schema 
5 



repository 116. In step 242, the message broker server 110 transforms the producer 

message to a subscriber message by applying the subscriber message transformer and / or 

content filter 240. In step 244, the message broker server 110 sends or makes available the 

subscriber message to the subscriber terminal 130. In step 246, the message subscriber 

terminal 130 receives the subscriber message. 

[0026] It is envisaged that the data fields of the subscriber message schema may not be a 

subset of the data fields of the producer message schema. In such situations, the 

administrator 118 may edit the subscriber message transformer or create a custom message 

transformer for use as the subscriber message transformer as described below with 

reference to Figure 3. 

[0027] Figure 3 shows a method of subscriber registration according to an embodiment of the 

present invention. The method 300 shown in Figure 3 may take the place of the method 210 

shown in Figure 2b when subscriber message schema is not compatible with the producer 

message schema, for example, when the data fields of the subscriber message schema are 

not a subset of the data fields of the producer message schema. 

[0028] Examples of situations when the subscriber message schema is not compatible with the 

producer message schema are as follows. 

[0029] In some embodiments, the subscriber message data field may be generated by 

combining two or more data fields of the producer schema. For example, the subscriber 

message schema may comprise a data field of a person's full name. This data field may be 

made up of separate data fields for person's title, first name, middle name, and family name 

in the producer schema. 

[0030] Another example is the date of birth may be represented as "DDMMYYYY" (e.g. 

06032017 for 6th Mar 2017) in the producer schema, but expected to be "YYYYMMDD" 

(i.e. 20170306) in the subscriber schema OR even only "MMDD" (i.e. 0306) in the 

subscriber schema. 

[0031] A further example is that gender information may be specified as "Male" and "Female" 

in producer schema but required to be "1", "2" etc. in the subscriber schema. 

[0032] A different kind of example is a structural transformation. For example the message 

producer represents person as { firstName, lastName, gender, age, street, city, country } but 
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subscriber needs it in form of {name { firstName, lastName } gender, age, address { street, 

city, country }}, or vice-versa. 

[0033] Message transformations can be a structure transformation as well as a data element 
translation (for example Male => 1, Female =>2). 

[0034] In step 312, the message subscriber terminal 130 registers a subscriber message schema 

with the message broker server 110. The subscriber message schema defines the message 

structure, for example the data fields, in which the message subscriber terminal 130 has an 

interest. The subscriber message schema indicate a set of message fields which is a subset 

of the message fields indicated by the producer message schema. In step 314, the message 

broker server 110 stores the subscriber message schema 316 in the message schema 

repository 116. In step 318, the message schema repository 116 compares the subscriber 

message schema 316 with a stored producer message schema 306 to determine if the 

message schema are compatible. This comparison may comprise determining if the data 

fields of the subscriber message schema 316 are a subset of the data fields of the producer 

message schema 306. The producer message schema 306 stored in the message schema 

repository 116 may have been registered with the message broker server 110 using the 

method 200 described above in relation to Figure 2a. 

[0035] If it is determined in step 318 that the subscriber message schema 316 and the producer 

message schema 306 are compatible, then the method continues to step 218 described 

above in relation to Figure 2b. If it is determined in step 318 that the subscriber message 

schema 316 and the producer message schema 306 are not compatible, then in step 320, the 

administrator is prompted to create a custom message transformer. In step 320, the 

administrator 118 creates the custom message transformer. 

[0036] The custom message transformation may take the form of XSLT (Extensible 

Stylesheet Language Transformations) or similar transformation. It may also take a form of 

specialized programming code that digests input format and generate output format. 

[0037] In the example of the person schema discussed above, a custom message transformer 

entered by the administrator 118 may take the following form: 

ReceiverPerson = 

{ 
name: FirstName(ProducerPerson) + LastName(ProducerPerson), 
gender: Gender(ProducerPerson), 
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age: Age(ProducerPerson), 

address: Street (ProducerPerson) + City (ProducerPerson) + 
Country(ProducerPerson) 

} 

[0038] In the above example, ReceiverPerson is a subscriber message schema 

ProducerPerson is a producer message schema. The producer message schema has the 

fields FirstName, LastName, Gender, Age, Street, City and Country. The subscriber 

message schema has the message fields name, gender, age and address. 

[0039] In step 322, the message schema repository records the custom message transformer 

and stores the custom message transformer as the subscriber message transformer 324. 

[0040] In some embodiments, the message schema repository 116 may be operable to identify 

certain data fields as sensitive information, and prompt the administrator 118 generate a 
custom message filter. An example of such an embodiment is described below with 

reference to Figure 4. 

[0041] Figure 4 shows a method 400 of generating a message filter according to an 

embodiment of the present invention. 

[0042] In step 402, the message producer terminal 120 registers a producer message schema 
with the message broker server 110. The producer message schema 406 defines the 

message structure, for example the data fields, with which the message producer terminal 

120 will generate messages. In step 404, the message broker server 110 stores the producer 

message schema 406 in the message schema repository 116. 

[0043] In step 408, the message schema repository 116 determines whether the producer 

message schema contains sensitive information 408. The determination in step 408 may be 

made by the authentication and authorization system 114 shown in Figure 1. The 

identification of sensitive information may be made using the fields included in the 

producer message schema 406. 

[0044] In some embodiments, information that could be used to identify personal information 

such as names and addresses may be identified in step 408 as sensitive information. In 

other embodiments, information such as payment card numbers and expiry dates may be 

identified as sensitive information. The schema repository 116 may store indications of 
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fields considered to be sensitive, alternatively these indications may be stored in the 

authentication and authorization system 114. 

[0045] If in step 408, the producer message schema 406 is identified as containing sensitive 

information, the producer message schema is sent to an administrator 118. In step 410, the 

administrator 118 creates a custom message transformer to remove sensitive information. 

In some embodiments, the custom message transformer may anonymize the data fields 

identified as sensitive information, for example by replacing the data fields with data that 

allows data corresponding to unique individuals to be identified but hides the identity of 
those individuals. In other embodiments, the custom message transformer may prevent 

certain data fields from being included in message provided to subscribers. 

[0046] In step 412, authorization information may be assigned to the content filter. This may 

allow certain data fields to be accessed by some subscribers, for example those having an 

authorization, but not allowing other subscribers to access those data fields. 

[0047] In step 414, the message schema repository records the content filter as a subscriber 

message content filter 416. 

[0048] In some embodiments, the method 400 above may be applied to the subscriber message 

schema, for example by the authentication and authorization system 114, the rules for 

determining which fields are to be provided to the subscriber may be stored in the schema 

repository 116. 

[0049] Figure 5 is a block diagram showing a technical architecture 500 of the message broker 

server 110 for performing steps of exemplary methods 200, 210, 230, 300, and 400, which 

are described above with reference to Figures 2a to 2c, 3 and 4. Typically, the methods 200, 

210, 230, 300, and 400 are implemented by a number of computers each having a data-

processing unit. The block diagram as shown in Figure 5 illustrates a technical architecture 

500 of a computer which is suitable for implementing one or more embodiments herein. 

[0050] The technical architecture 500 includes a processor 522 (which may be referred to as a 

central processor unit or CPU) that is in communication with memory devices including 

secondary storage 524 (such as disk drives), read only memory (ROM) 226, random access 

memory (RAM) 528. The processor 522 may be implemented as one or more CPU chips. 

The technical architecture 520 may further comprise input/output (I/O) devices 530, and 

network connectivity devices 532. 
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[0051] The secondary storage 524 is typically comprised of one or more disk drives or tape 

drives and is used for non-volatile storage of data and as an over-flow data storage device if 

RAM 528 is not large enough to hold all working data. Secondary storage 524 may be 

used to store programs which are loaded into RAM 528 when such programs are selected 

for execution. In this embodiment, the secondary storage 524 has a message schema record 

module 524a, a subscriber message schema look-up module 524b, a message transform 

module 524c, and message provision module 524d comprising non-transitory instructions 

operative by the processor 522 to perform various operations of the method of the present 

disclosure. As depicted in Figure 5, the modules 524a-524d are distinct modules which 

perform respective functions implemented by the message broker server 500. It will be 

appreciated that the boundaries between these modules are exemplary only, and that 

alternative embodiments may merge modules or impose an alternative decomposition of 

functionality of modules. For example, the modules discussed herein may be decomposed 

into sub-modules to be executed as multiple computer processes, and, optionally, on 

multiple computers. Moreover, alternative embodiments may combine multiple instances 

of a particular module or sub-module. It will also be appreciated that, while a software 

implementation of the modules 524a-524d is described herein, these may alternatively be 

implemented as one or more hardware modules (such as field-programmable gate array(s) 

or application-specific integrated circuit(s)) comprising circuitry which implements 

equivalent functionality to that implemented in software. The ROM 526 is used to store 

instructions and perhaps data which are read during program execution. The secondary 

storage 524, the RAM 528, and/or the ROM 526 may be referred to in some contexts as 

computer readable storage media and/or non-transitory computer readable media. 

[0052] The I/O devices may include printers, video monitors, liquid crystal displays (LCDs), 

plasma displays, touch screen displays, keyboards, keypads, switches, dials, mice, track 

balls, voice recognizers, card readers, paper tape readers, or other well-known input devices. 

[0053] The network connectivity devices 532 may take the form of modems, modem banks, 

Ethernet cards, universal serial bus (USB) interface cards, serial interfaces, token ring cards, 

fiber distributed data interface (FDDI) cards, wireless local area network (WLAN) cards, 

radio transceiver cards that promote radio communications using protocols such as code 

division multiple access (CDMA), global system for mobile communications (GSM), long-

term evolution (LTE), worldwide interoperability for microwave access (WiMAX), near 

field communications (NFC), radio frequency identity (RFID), and/or other air interface 

protocol radio transceiver cards, and other well-known network devices. These network 
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connectivity devices 532 may enable the processor 522 to communicate with the Internet or 

one or more intranets. With such a network connection, it is contemplated that the 

processor 522 might receive information from the network, or might output information to 

the network in the course of performing the above-described method operations. Such 

information, which is often represented as a sequence of instructions to be executed using 

processor 522, may be received from and outputted to the network, for example, in the 

form of a computer data signal embodied in a carrier wave. 

[0054] The processor 522 executes instructions, codes, computer programs, scripts which it 

accesses from hard disk, floppy disk, optical disk (these various disk based systems may all 
be considered secondary storage 524), flash drive, ROM 526, RAM 528, or the network 

connectivity devices 532. While only one processor 522 is shown, multiple processors may 

be present. Thus, while instructions may be discussed as executed by a processor, the 

instructions may be executed simultaneously, serially, or otherwise executed by one or 

multiple processors. 

[0055] It is understood that by programming and/or loading executable instructions onto the 

technical architecture 500, at least one of the CPU 522, the RAM 528, and the ROM 526 

are changed, transforming the technical architecture 500 in part into a specific purpose 

machine or apparatus having the novel functionality taught by the present disclosure. It is 

fundamental to the electrical engineering and software engineering arts that functionality 

that can be implemented by loading executable software into a computer can be converted 

to a hardware implementation by well-known design rules. 

[0056] Although the technical architecture 500 is described with reference to a computer, it 

should be appreciated that the technical architecture may be formed by two or more 

computers in communication with each other that collaborate to perform a task. For 

example, but not by way of limitation, an application may be partitioned in such a way as 

to permit concurrent and/or parallel processing of the instructions of the application. 

Alternatively, the data processed by the application may be partitioned in such a way as to 

permit concurrent and/or parallel processing of different portions of a data set by the two or 

more computers. In an embodiment, virtualization software may be employed by the 

technical architecture 500 to provide the functionality of a number of servers that is not 

directly bound to the number of computers in the technical architecture 500. In an 

embodiment, the functionality disclosed above may be provided by executing the 

application and/or applications in a cloud computing environment. Cloud computing may 

11 



comprise providing computing services via a network connection using dynamically 

scalable computing resources. A cloud computing environment may be established by an 

enterprise and/or may be hired on an as-needed basis from a third party provider. 

[0057] In an example embodiment, the message producer terminal 120 may produce messages 

containing of people, the data may include fields such as first name, last name, suffix, 

initial, age and gender. The producer message schema may define these data fields. The 

subscriber may request to receive data corresponding to the full name of each person. In 

such as case, the transform applied by the message broker may combine the first name field 

and the last name field to produce a full name field. This transform may be input according 

to an administrator according to the method described above in relation to Figure 3. 

[0058] In the example embodiment described above, certain fields such as the age and gender 

of the people may be indicated as sensitive by the authentication and authorization system 

114. This the content subscriber message content filter described above with reference to 

Figure 4 may be applied to remove this data. 

[0059] In some embodiments, the subscriber message content filter may filter according to the 

value of certain message fields. In the example described above, the subscriber message 

filter may filter out records based on the age of the people, for example by removing data 

corresponding to people under the age of 18 years. 

[0060] In another example, the message producer terminal may produce messages relating to 

payment transactions made by payment cards. The message subscriber terminal may relate 

to an entity that performs statistical analysis on the payment transaction data. The systems 

described above allow this data to be filtered by the message broker, for example to remove 

certain data fields that contain sensitive information such as credit card numbers and expiry 

dates. The message broker server may also operate to filter out certain transaction records 

such as transactions made by people under the age of 18 years. Alternatively since 

transaction records such as those carried out by children may be subjected to a higher data 

protection standard with more data removed or anonymized. 

[0061] Whilst the foregoing description has described exemplary embodiments, it will be 

understood by those skilled in the art that many variations of the embodiment can be made 
within the scope and spirit of the present invention. 
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Claims 

1. An apparatus for processing messages, the apparatus comprising: 

a computer processor and a data storage device, the data storage device having a 

message transform module and a message provision module comprising non-transitory 

instructions operative by the processor to: 

receive a producer message from a message producer, the producer message being 

structured according to a producer message schema, the producer message schema defining 

a plurality of producer message fields; 

transform the producer message to obtain a subscriber message, wherein transforming 

the producer message comprises applying a subscriber message transform comprising a set 

of rules for converting a message from the producer message schema to a subscriber 

message schema associated with a message subscriber, the subscriber message schema 

defining a plurality of subscriber message fields; and 

provide the subscriber message to the message subscriber. 

2. An apparatus according to claim 1, wherein the plurality of subscriber message fields 

defined by the subscriber message schema is a subset of the plurality of producer message 

fields defined by the producer message schema. 

3. An apparatus according to claim 2, wherein the rules of the subscriber message 

transform are determined according to a subscriber selection of message fields. 

4. An apparatus according to any preceding claim, wherein the subscriber message 

transform comprises a rule based on a value of a field of the producer message. 

5. An apparatus according to any preceding claim, wherein the message transform module 

further comprises non-transitory instructions operable by the processor to transform the 

producer message by applying a content filter to the producer message. 

6. An apparatus according to claim 5, wherein the content filter comprises a rule based on 

a value of a producer message field of the producer message. 
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7. An apparatus according to claim 5 or claim 6 wherein the content filter is configured 

according to an authorized message schema which defines a set of message fields which the 

subscriber is authorized to access. 

8. An apparatus according to any preceding claim wherein the message provision module 

further comprises non-transitory instructions operable by the processor to provide the 

subscriber message to the message subscriber by sending the subscriber message to the 

message subscriber or allowing the message subscriber to access the subscriber message. 

9. An apparatus according to any preceding claim, wherein the data storage device further 

comprises a message schema record module comprising non-transitory instructions operable 

by the processor to receive a producer message schema from the message producer and /or 

receive a subscriber message schema from the message subscriber; and store the subscriber 

message schema and / or the subscriber message schema in a schema repository. 

10. An apparatus according to any preceding claim, wherein the data storage device further 

comprises a subscriber message schema look-up module comprising non-transitory 

instructions operable by the processor to look up the subscriber message schema in a 

schema repository. 

11. A method in a message broker server of processing a message, the method comprising: 

receiving a producer message from a message producer, the producer message being 

structured according to a producer message schema, the producer message schema defining 

a plurality of producer message fields; 

transforming the producer message to obtain a subscriber message, wherein 

transforming the producer message comprises applying a subscriber message transform 

comprising a set of rules for converting a message from the producer message schema to a 

subscriber message schema associated with a message subscriber, the subscriber message 

schema defining a plurality of subscriber message fields; and 

providing the subscriber message to the message subscriber. 

12. A method according to claim 11, wherein the plurality of subscriber message fields 
defined by the subscriber message schema is a subset of the plurality of producer message 

fields defined by the producer message schema. 
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13. A method according to claim 12, wherein the rules of the subscriber message transform 

are determined according to a subscriber selection of message fields. 

14. A method according to any one of claims 11 to 13, wherein the subscriber message 

transform comprises a rule based on a value of a field of the producer message. 

15. A method according to any one of claims 11 to 14, wherein transforming the producer 

message further comprises applying a content filter to the producer message. 

16. A method according to claim 15, wherein the content filter comprises a rule based on a 

value of a producer message field of the producer message. 

17. A method according to claim 15 or claim 16 wherein the content filter is configured 

according to an authorized message schema which defines a set of message fields which the 

subscriber is authorized to access. 

18. A method according to any preceding claim wherein providing the subscriber message 

to the message subscriber comprises sending the subscriber message to the message 

subscriber or allowing the message subscriber to access the subscriber message. 

19. A computer readable medium carrying computer executable instructions which when 

executed on a processor cause the processor to carry out a method according to any one of 

claim 10 to 18. 

15 


