SAFE OPERATION METHOD AND SY STEM FOR STORAGE DATA

TECHNICAL FIELD
[0001] The present disclosure relates to the field of information technology, and

particularly to a secure execution method and system for stored data

BACKGROUND

[0002] Data security storage and applications have gradualy been recognized by
users, but how to conveniently use secure storage devices with encryption functions and
how to seamlessly integrate with existing application scenarios are key factors to
determine whether a storage solution of an encrypted storage device can be accepted by a
user.

[0003] At present, as for the securely encrypted storage devices with authentication
included in the market, data is stored in a cipher text on a medium of the securdy
encrypted storage device; and before accessing the data, the device needs to authenticate
the identity of the user; after the authentication is passed, the device is unlocked and the
data can be accessed. The securely encrypted storage device with authentication needs to
check the identity of the host user and only allows a legitimate user to access the hard
disk data, which has a certain degree of security. As for the securely encrypted storage
device with authentication, since an interna data encryption key is strictly protected by a
user identity key, the correct data encryption key cannot be obtained without the correct
user login key, so the security of user datais guaranteed to the greatest extent.

[0004] However, since the securely encrypted storage device with authentication
requires the host side to enter the user identity key, such input interface is usually based
on the program running on the operating system OS to provide a man-machine interface,
and then the identity key inputted by the user isimported into the storage device through
the storage interface between the host and the device. After the identity key is verified by
the storage device, the host can access the data stored on the storage device. Because the

data stored on the storage device cannot be accessed correctly before unlocking, it is



determined that the operating system and the program that provides the unlocking
interface cannot be directly stored on the securely encrypted storage device with
authentication that needs to be unlocked. In other words, the storage device with
authentication security can only be used as a data disk, rather than a system disk.
Accordingly, in order to store the operating system and the program that provides the
unlocking interface on the securely encrypted storage device with authentication, the
hard disk needs to be unlocked in advance. For example, a program with an
authentication interface is put in the BIOS, and is unlocked before reading data from the
securely encrypted storage device in the BIOS phase, and then the system is loaded.
However, this requires a customized BIOS (that is, an extended BIOS function), which is
almost impossible considering the differences of various BIOS vendors, and also requires
the user to manualy enter an identity key to unlock the hard disk, which has a

dissatisfied operating experience.

SUMMARY
[0005] In view of this, the purpose of embodiments of the present disclosure is to
provide a secure execution method and system for stored data, to address the above
problem.
[0006] In the first aspect, an embodiment of the present disclosure provides a secure
execution method for stored data, including:
[0007] loading a security management program pre-stored in a first storage device
when thefirst storage device is detected;
[0008] executing the security management program and acquiring pre-stored
encrypted identity information;
[0009] transmitting the encrypted identity information to the first storage device;
[0010] loading system data after the first storage device decrypts the identity
information and verifies the identity information successfully, and executing an operating
system according to the system data.
[0011] In the second aspect, an embodiment of the present disclosure provides a

secure execution system for stored data, the host is configured to load a security



management program pre-stored in the first storage device when the first storage device
is detected,;

[0012] the host is configured to execute the security management program and
acquire pre-stored encrypted identity information;

[0013] the host is configured to transmit the encrypted identity information to the
first storage device;

[0014] the first storage device is configured to decrypt and verify the identity
information;

[0015] the host is further configured to load system data after the first storage device
decrypts the identity information and verifies the identity information successfully, and
execute an operating system according to the system data.

[0016] Compared with the prior art, in the secure execution method and system for
stored data provided by the present disclosure, the security management program
pre-stored in the first storage device is loaded when the first storage device is detected;
the security management program is executed and the pre-storage encrypted identity
information is acquired; the encrypted identity information is transmitted to the first
storage device; the system data is loaded after the first storage device decrypts the
identity information and verifies the identity information successfully, and finaly the
operating system is executed according to the system data. Accordingly, thereis no need
to extend the BIOS while implementing the secure execution of the operating system,
and there is no manual intervention, so the user experience is high; in addition, the
security management program is pre-stored in the first storage device, the storage space
of the host is saved.

[0017] In order to make the above-mentioned objectives, features and advantages of
the present disclosure clearer and easier to understand, preferred embodiments are

detailed below with reference to accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
[0018] In order to make the objectives, the technical solutions, and advantages of the

embodiments of the present disclosure clearer, the technical solutions in the



embodiments of the present disclosure will be described clearly and completely in
conjunction with the accompanying drawings in the embodiments of the present
disclosure. Obviously, the described embodiments are merely some of the embodiments
in the present disclosure, not all the embodiments. The components in the embodiments
of the present disclosure generally described and illustrated in the drawings herein can be
arranged and designed in various different configurations. Therefore, the following
detailed description of the embodiments of the present disclosure provided in the
accompanying drawings is not intended to limit the scope of the protection of the present
disclosure, but merely represents selected embodiments of the present disclosure. Based
on the embodiments of the present disclosure, all other embodiments obtained by those
of ordinary skill in the art without creative work shall fall within the protection scope of
the present disclosure.

[0019] FIG 1 is a schematic interaction diagram of a secure execution system for
stored data according to an embodiment of the present disclosure.

[0020] FIG 2 is a structure block diagram of a host according to an embodiment of
the present disclosure.

[0021] FIG 3isablock diagram illustrating a functional unit of a secure execution
apparatus for stored data according to an embodiment of the present disclosure.

[0022] FIG 4 is a schematic diagram illustrating a sub-module of a loading unit
according to an embodiment of the present disclosure.

[0023] FIG 5 is a schematic diagram illustrating a sub-module of a loading unit
according to an embodiment of the present disclosure.

[0024] FIG 6 is a flow chart showing a secure execution method for stored data
according to an embodiment of the present disclosure.

[0025] Reference signs: 100, secure execution apparatus for stored data; 200, first
storage device; 300, second storage device; 101, host; 102, processor; 103, memory; 104,
storage controller; 105, peripheral interface; 106, display module; 301, loading unit; 302,
execution unit; 303, reading unit; 304, information transmitting unit; 305, first storage
area; 306, second storage area; 401, detection sub-module; 402, reading sub-module; 403,

first execution sub-module; 404, first loading sub-module; 501, second execution



sub-module; 502, second loading sub-module; 503, third execution sub-module; 504,

third loading sub-module.

DETAILED DESCRIPTION
[0026] The technical solutions in the embodiments of the present disclosure will be
clearly and completely described below in conjunction with the accompanying drawings
in the embodiments of the present disclosure. Apparently, the described embodiments are
merely a part of the embodiments of the present disclosure, rather than al the
embodiments. The components in the embodiments of the present disclosure generally
described and illustrated in the drawings herein can be arranged and designed in various
different configurations. Therefore, the following detailed description of the
embodiments of the present disclosure provided in the accompanying drawings is not
intended to limit the scope of the protection of the present disclosure, but merdy
represents selected embodiments of the present disclosure. Based on the embodi ments of
the present disclosure, al other embodiments obtained by those skilled in the art without
creative work shall fall within the protection scope of the present invention disclosure.
[0027] According to the secure execution method and system for stored data
provided in the embodiments of the present disclosure, a secure execution method for
stored datais provided, which can be applied to the host 101. The host can be a personal
PC. The host 101 can be, but is not limited to, a smart phone, a persona computer (PC),
a tablet computer, a persona digital assistant (PDA), a mobile Internet device (MID) or
even a server, etc., which is not limited herein. The operating system of the host 200 can
be, but is not limited to, an Android (Android) system, an iPhone operating system (10S),
a Windows phone system, a Windows system, etc. The host 101 is respectively
communicatively connected with the first storage device 200 and the second storage
device 300 to form a secure execution system for stored data
[0028] As shown in FIG 2, which is a block diagram illustrating the host 101. The
host 101 includes a secure execution apparatus 100 for stored data, a processor 102, a
memory 103, a storage controller 104, a periphera interface 105, and a display module
106.



[0029] The memory 103, the storage controller 104, and the processor 102 are
directly or indirectly electrically connected to each other to implement data transmission
or interaction. For example, these components can be electrically connected to each other
through one or more communication buses or signal lines. The secure execution
apparatus 100 for stored data includes at least one software function module capable of
being stored in the memory 103 in a form of software or firmware, or being solidified in
the operating system (OS) of the host 101. The processor 102 is configured to execute an
executable module stored in the memory 103, for example, a software function module
or acomputer program included in the secure execution apparatus 100 for stored data.
[0030] The memory 103 can be, but is not limited to, random access memory (RAM),
Read-Only Memory (ROM), Programmable Read-Only Memory (PROM), Erasable
Programmable Read-Only Memory (EPROM), Electric Erasable Programmable
Read-Only Memory (EEPROM), etc. The memory 103 is configured to store a program.
The processor 102 executes the program after receiving an execution instruction. The
method executed by the host 101 defined by the flow chart disclosed by any of the
above-mentioned embodiments of the present disclosure can be applied to the processor
102, or implemented by the processor 102.

[0031] The processor 102 can be an integrated circuit chip with a signal processing
capability. The above-mentioned processor 102 can be a general-purpose processor, and
includes a Central Processing Unit (CPU), a Network Processor (NP), etc., or can be a
Digita Signal Processor (DSP), an Application Specific Integrated Circuit (ASIC), Field
programmable gate array (FPGA) or other programmable logic devices, a discrete gate or
a transistor logic device, a discrete hardware component, by which the methods, steps,
and logical block diagrams disclosed in the embodiments of the present disclosure can be
implemented or executed. The general-purpose processor can be a microprocessor or any
conventional processor or the like.

[0032] The peripheral interface 105 couples various inputs/input devices to the
processor and the memory 103. In some embodiments, the peripheral interface 105, the
processor 102, and the storage controller 104 can be implemented in a single chip, or can

be implemented by independent chipsin some other instances.



[0033] The display module 106 provides an interactive interface (such as a user
operation interface) between the host 101 and the user or is configured to display image
data to the user for reference. For example, a content of a webpage loaded by a browser
installed in the host 101 can be displayed. The display module 106 can be aliquid crystal
display or a touch display. If the display module 106 is a touch display, it can be a
capacitive touch screen or a resistive touch screen that supports single-point and
multi-touch operations. Support for single-point and multi-touch operations means that
the touch display can sense touch operations simultaneously produced at one or more
positions on the touch display, and the sensed touch operations are computed and
processed by the processor 105.

[0034] Referring to FIG 3, an embodiment of the present disclosure provides a
secure execution apparatus 100 for stored data. The secure execution apparatus 100 for
stored data includes aloading unit 301, an execution unit 302, a reading unit 303, and an
information transmitting unit 304.

[0035] The loading unit 301 is configured to load a security management program
pre-stored in the first storage device 200 when detecting the first storage device 200.
[0036] In this embodiment, the security management program includes two parts,
one part is a key management main program which reads encrypted user identity
information stored on the second storage device 300 when operating, and then transmits
the encrypted user identity information back to the first storage device 200 through the
host 101, and the first storage device 200 is unlocked at this time. The other part is a boot
program of the key management program, which is loaded by the BIOS of the host and is
configured to load the key management program.

[0037] Specifically, as shown in FIG 4, the loading unit 301 includes a detection
sub-module 401, a reading sub-module 402, a first execution sub-module 403 and a first
loading sub-module 404. The loading unit 301 can be a software apparatus operating in
the BIOS.

[0038] The detection sub-module 401 is configured to detect the first storage device
200 when powered on.

[0039] The first storage device 200 can adopt a hard disk or an intelligent terminal



with a built-in hard disk (for example, a notebook computer with a built-in hard disk).
The first storage device 200 includes a first storage area 305 for storing the security
management program, and a second storage area 306 for storing system data. The system
data includes operating system data and user data. The first storage area 305 is
configured to be accessed when the first storage device 200 is in a locked state; the
second storage area 306 is configured to be accessed when the first storage device 200 is
in an unlocked state. It should be noted that theinitial state of the first storage device 200
is the locked state. When the first storage device 200 is in the locked state, the host 101
can only accessthe first storage area 305.

[0040] The reading sub-module 402 is configured to read the boot program stored in
the first storage device 200 when detecting the first storage device 200. The first
execution sub-module 403 is configured to execute the first boot program. The first
loading sub-module 404 is configured to load the security management program
pre-stored in the first storage device 200 after executing the first boot program.

[0041] The execution unit 302 is configured to execute the security management
program and detect the second storage device 300.

[0042] The second storage device 300 can be a pluggabl e storage device, for example,
aUSB flash disk or aUSB shield, which isnot limited here.

[0043] The reading unit 303 is configured to read the encrypted identity information
pre-stored in the second storage device 300 when detecting the second storage device
300.

[0044] Since the user identity key information is stored in the second storage device
300 in acipher text and is transmitted to the second storage device 300 in the cipher text,
accordingly the security of the user identity key information is guaranteed. In this
embodiment, the user identity information can be encrypted with a private key in a
public-private key pair of an asymmetric decryption agorithm to form user identity key
information to store. In addition, the user identity information key can be encrypted with
the public key by exchanging the public key of the public-private key pair before being
transmitted to the second storage device 300 for storage. Such mode can ensure that each

cipher text changes during a transmission process instead of a fixed cipher text, which



can bring a greater security.

[0045] The information transmitting unit 304 is configured to transmit the encrypted
identity information to the first storage device 200.

[0046] At this time, the first storage device 200 decrypts the identity information in
the encrypted state, and determines whether the decrypted identity information is
consistent with the pre-stored identity information. If they are the same, the verification
is successful. At this time, the first storage device 200 is unlocked, and the second
storage area 306 of the first storage device 200 can be directly accessed by the host 101.
[0047] The loading unit 301 is further configured to load system data after the first
storage device 200 decrypts the identity information and verifies the identity information
successfully.

[0048] Since the first storage device 200 is unlocked, the host 101 can directly access
the system data in the second storage area 306 of the first storage device 200.

[0049] Specificaly, as shown in FIG 5, the loading unit 301 further includes a
second execution sub-module 501, a second loading sub-module 502, a third execution
sub-module 503, and a third loading sub-module 504.

[0050] The second execution sub-module 501 is configured to continue to execute
the security management program after the first storage device 200 decrypts the identity
information and verifies the identity information successfully.

[0051] The second loading sub-module 502 is configured to load a second boot
program when executing the security management program.

[0052] The third execution sub-module 503 is configured to execute the second boot
program.

[0053] The third loading sub-module 504 is configured to load system data when
executing the second boot program.

[0054] The execution unit 302 is further configured to execute the operating system
according to the system data.

[0055] Referring to FIG. 6, an embodiment of the present disclosure further provides
a secure execution method for stored data. 1t should be noted that the basic principle and

technical effects of the secure execution method for stored data provided in this



embodiment are the same as those in the above-mentioned embodiment. For a brief
description, for parts not mentioned in this embodiment, please refer to the
corresponding content in the above-mentioned embodiment. The secure execution
method for stored dataincludes following steps.

[0056] Step S601: when the first storage device 200 is detected, the security
management program pre-stored in the first storage device 200 is |oaded.

[0057] The first storage device 200 includes a first storage area 305 and a second
storage area 306; the first storage device 200 is configured to make an externaly visible
space be the first storage area 305 after starting up; and the first storage area 305 is
configured to pre-store the security management program. When a size of an external
access data address is greater than a size of the first storage area 305, any datais returned.
At thistime, the second storage area 306 is in alocked state and is not externaly visible.
The second storage area 306 is actually a storage space that can be used externally, which
can be visible and useabl e after being unlocked.

[0058] When the first storage device 200 is detected, the security management
program pre-stored in the first storage area 305 is loaded. Specifically, the step S601 can
include: the first storage device 200 is detected when powered on; the boot program
stored in the first storage area 305 of the first storage device 200 is read; the first boot
program is executed; and the security management program pre-stored in the first storage
device 200 is |loaded.

[0059] Step S602: the security management program is executed, and the pre-stored
encrypted identity information is acquired.

[0060] For example, the security management program can be executed and the
second storage device 300 can be detected. When the second storage device 300 is
detected, the encrypted identity information pre-stored in the second storage device 300
is read. For another example, the security management program is executed and the
encrypted identity information pre-stored by the host is read.

[0061] Step S603: the encrypted identity information is transmitted to the first
storage device 200.

[0062] Step S604: the first storage device 200 decrypts and verifies the encrypted
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identity information, and if the verification is successful, the second storage area 306 is
unlocked.

[0063] Step S605: the first storage device 200 locks the first storage area 305.

[0064] Step S606: the system data is loaded after the first storage device 200
decrypts the identity information and verifies the identity information successfully, and
the operating system is executed according to the system data

[0065] Specifically, the step S606 includes: after the first storage device 200 decrypts
the identity information and verifies the identity information successfully, the security
management program is continuously executed; the second boot program is loaded and
executed; the system datais |oaded and the operating system is executed.

[0066] Referring to FIG. 1, an embodiment of the present disclosure further provides
a secure execution system for stored data which includes a host 101, a first storage
device 200, and a second storage device 300. The first storage device 200 and the second
storage device 300 are respectively communicatively connected with the host 101; and
the host 101 is configured to load a security management program pre-stored in the first
storage device 200 when detecting the first storage device 200.

[0067] The host 101 is configured to execute the security management program and
acquire pre-stored encrypted identity information.

[0068] The host 101 is configured to transmit the encrypted identity information to
the first storage device 200.

[0069] The first storage device 200 is configured to decrypt and verify the identity
information.

[0070] The host 101 is further configured to load system data after the first storage
device 200 decrypts and verify the identity information successfully, and execute an
operating system according to the system data.

[0071] The first storage device 200 can be a pluggable storage device. The first
storage device 200 includes. a first storage area 305 configured to store a security
management program; the first storage area 305 is in a locked state after the second
storage area 305 is unlocked; the second storage area 306 is in a locked state before the
identity information is decrypted and is verified successfully. The first storage device 200
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can be a hard disk or an intelligent terminal with a built-in hard disk. When the first
storage device 200 (that is, the second storage area 306) is in the locked state (that is,
before the identity information is verified successfully), the storage area accessed by the
host 101 is the first storage area 305. The size of the first storage area 305 is reserved
based on the amount of data actually stored. When the amount of data accessed by the
host 101 exceeds the size of the first storage device 200, all O data is directly returned.
When the first storage device 200 is in the unlocked state (the second storage area 306 is
in the unlocked state) (i.e., the identity information is verified successfully), the second
storage area 306 can be accessed.

[0072] From the above, in the secure execution method and system for stored data
provided by the present disclosure, the encrypted identity information pre-stored in the
second storage device is read when the second storage device is detected; the encrypted
identity information is transmitted to the first storage device; then the system data is
loaded after the first storage device decrypts the identity information and verifies the
identity information successfully; finally the operating system is executed according to
the system data. Accordingly, there is no need to extend the BIOS while implementing
the secure execution of the operating system, and there is no manual intervention, so the
user experience is high; in addition, the security management program is pre-stored in
thefirst storage device, the storage space of the host can be saved.

[0073] In the several embodiments provided by the present disclosure, it should be
appreciated that the disclosed apparatus and method can aso be implemented in other
ways. The apparatus embodiments described above are merely exemplary. For example,
the flow charts and block diagrams in the accompanying drawings show possible
architectures, functions, and operations of the apparatus, method, and computer program
product according to various embodiments of the present disclosure. In this regard, each
block in the flow chart or block diagram can represent a module, a program segment, or a
part of code, which include one or more executable instructions for implementing a
specified logic function. It should aso be noted that in some aternative implementations,
a function marked in the block can aso occur in a different order from the order

indicated in the drawings. For example, two consecutive blocks can actually be executed
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in parallel, or can sometimes be executed in a reverse order, which depends on the
functions involved. It should also be noted that each block in the block diagram and/or
flow chart, and the combination of the blocks in the block diagram and/or flow chart, can
be implemented by a dedicated hardware-based system that performs the specified
functions or actions, or can be implemented by a combination of a dedicated hardware
and computer instructions.

[0074] In addition, various function modules in the various embodiments of the
present disclosure can be integrated together to form an independent part, or each module
can exist alone, or two or more modules can be integrated to form an independent part.
[0075] If the function is implemented in the form of a software function module and
sold or used as an independent product, the function can be stored in a computer readable
storage medium. Based on this understanding, the technical solution of the present
disclosure essentially or the part that contributes to the existing technology or the part of
the technical solution can be embodied in the form of a software product, and the
computer software product is stored in a storage medium, including severa instructions
configured to make a computer device (which may be a personal computer, a server, or a
network device, etc.) execute all or part of the steps of the methods described in the
various embodiments of the present disclosure. The above-mentioned storage medium
includes: a U disk, a mobile hard disk, a Read-Only Memory (ROM), a Random Access
Memory (RAM), a magnetic disk or an optical disk and other media that can store
program codes. It should be noted that in this article, relationship terms such as first and
second are merely used for distinguishing one entity or operation from another entity or
operation, and do not definitely require or imply that there is any such actua relationship
or order between these entities or operations. Moreover, the terms “include’, “comprise’
or any other variants thereof are intended to cover non-exclusive inclusion, so that a
process, method, article, or device including a series of elements not only includes those
elements, but also includes other elements which are not explicitly listed, or further
includes elements inherent to this process, method, article or device. If there are no more
restrictions, the element defined by the sentence “including a...” does not exclude the

existence of other same elements in the process, method, article, or device that includes
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the elements.

[0076] The above descriptions are merely preferred embodiments of the present
disclosure and are not intended to limit the present disclosure. For those skilled in the art,
the present disclosure can have various modifications and variations. Any modification,
equivalent replacement, improvement, etc., made within the spirit and principle of the
present disclosure should be included in the protection scope of the present disclosure. It
should be noted that similar reference signs and letters indicate similar items in the
following figures. Therefore, once an item is defined in one figure, the item does not
need to be further defined and explained in subsequent figures.

[0077] The above are merely specific embodiments of the present disclosure, but the
protection scope of the present disclosure is not limited to this. Any person skilled in the
art can easily conceive variations or replacements within the technical scope disclosed by
the present disclosure, and these variations and replacements are all within the protection
scope of the present disclosure. Therefore, the protection scope of the present disclosure
should be subject to the appended claims.

[0078] It should be noted that in this article, relationship terms such as first and
second are merely used for distinguishing one entity or operation from another entity or
operation, and do not definitely require or imply that there is any such actua relationship

LI

or order between these entities or operations. Moreover, the terms “include’, “comprise’
or any other variants thereof are intended to cover non-exclusive inclusion, so that a
process, method, article, or device including a series of elements not only includes those
elements, but also includes other elements which are not explicitly listed, or further
includes elements inherent to this process, method, article or device. If there are no more
restrictions, the element defined by the sentence “including a...” does not exclude the
existence of other same elements in the process, method, article, or device that includes

the elements.
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CLAIMS
What isclaimed is;

1. A secure execution method for stored data, comprising:

loading a security management program pre-stored in afirst storage device when the
first storage device is detected;

executing the security management program and acquiring pre-stored encrypted
identity information;

transmitting the encrypted identity information to the first storage device;

loading system data after the first storage device decrypts the identity information
and verifies the identity information successfully, and executing an operating system

according to the system data.

2. The secure execution method for stored data according to clam 1, wherein the
executing the security management program and reading the pre-stored encrypted identity
information comprises:

executing the security management program and detecting a second storage device,
and reading the encrypted identity information pre-stored in the second storage device

when the second storage device is detected.

3. The secure execution method for stored data according to claim 1, wherein the
executing the security management program and reading the pre-stored encrypted identity
information comprises:

executing the security management program and reading the encrypted identity

information pre-stored in a host.

4. The secure execution method for stored data according to clam 1, wherein the
first storage device comprises a first storage area and a second storage area, the first

storage device is configured to make an externally visible space be the first storage area
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after starting up; and the first storage area is configured to pre-store the security
management program, and return any data when a size of an external access data address
is greater than a size of the first storage area; the second storage area at this moment isin
a locked state and is external invisible; the second storage area is an actua externally
usable storage space, and is visible and usable after unlocking; the loading the security
management program pre-stored in the first storage device when the first storage device
is detected comprises:

loading the security management program pre-stored in the first storage area when
the first storage device is detected;

the secure execution method for stored data further comprises:

before loading the system data after the first storage device decrypts the identity
information and verifies the identity information successfully, and executing the
operating system according to the system data,

decrypting and verifying, by the first storage device, the encrypted identity
information, and unlocking the second storage area if the encrypted identity information

is verified successfully.

5. The secure execution method for stored data according to clam 4, further
comprising:
locking, by the first storage device, the first storage area after unlocking the second

storage area.

6. The secure execution method for stored data according to clam 1, wherein the
loading the security management program pre-stored in the first storage device when the
first storage device is detected comprises:

detecting the first storage device when powered on;

reading aboot program stored in the first storage area of the first storage device;

16



executing afirst boot program;

loading the security management program pre-stored in the first storage device.

7. The secure execution method for stored data according to claim 1, wherein the
loading system data after the first storage device decrypts the identity information and
verifies the identity information successfully comprises:

continuing to execute the security management program after the first storage device
decrypts the identity information and verifies the identity information successfully;

loading and executing a second boot program;

loading the system data and executing the operating system.

8. A secure execution system for stored data, comprising a host and a first storage
device, thefirst storage device being communicatively connected with the host,

wherein the host is configured to load a security management program pre-stored in
the first storage device when the first storage device is detected,;

the host is configured to execute the security management program and acquire
pre-stored encrypted identity information;

the host is configured to transmit the encrypted identity information to the first
storage device;

thefirst storage device is configured to decrypt and verify the identity information;

the host is further configured to load system data after the first storage device
decrypts the identity information and verifies the identity information successfully, and

execute an operating system according to the system data.

9. The secure execution system for stored data according to claim 8, wherein the
first storage device comprises afirst storage area and a second storage area;

the first storage area is configured to store the security management program;
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wherein the first storage areaisin alocked state after the second storage areais unlocked;
the second storage area is configured to store the system data, wherein the second
storage area is in alocked state before the identity information is decrypted and verified

successfully.

10. The secure execution system for stored data according to claim 8, further
comprising:

a second storage device, communicatively connected with the host and configured to
receive an information acquisition instruction transmitted by the host after being detected

by the host, and transmit the encrypted identity information to the host.
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