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Forward at least one data packet by first node to its neighboring second
node

y

Monitor the next-hop delivery of forwarded data packet by second node to
third node by the first node

h 4

Compute the forwarding index of the second node using the monitored
next-hop delivery by the first node

l

Find the individual confidence level of second node using forwarding index
of the second node over the average time period by the first node

Rigure 1

Observe the forwarding trend of the second node and updating the
individual confidence level of second node by the first node
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Figure 2
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Figure 3
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Figure 4



PCT/IN2011/000837

WO 2012/095860
5/6
4 f e --...",. i e e .«we‘- et (e ey »f - b A g e . -
- confedenc e thieshold
Bty M ]
as 3' i‘ 1’:" 4 ~ ,.z::.‘i - !ﬂ
—fﬁ ‘l fi ! ;' tg"‘\ )/
in: ;s ’l \,»" : "," ~ /_// ) {
. ! Jo e o
T | f S A Vo
Fot S .
g; 11 ¢ v IE ’."'!.' il l‘
fhad ol [ o |i [
g ‘:' o) tl 'f it. “g z" ‘- "1
Y g |
D 4 . [ -
‘. i
s i
|“| ':l g i 1 1 i i i
) 2 4 & & ] 1 14
Mode indes

Figure S



WO 2012/095860 PCT/IN2011/000837

6/6
0.15
01} selfish node only
s
= 005¢ II
o=
3 0
|.._
selfish node +
0.05¢ malicious T
accusey
0.1 —
3 9 5 8
Node index

Figure 6



