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NETWORK AND | NTELLI GENT CELL FOR PRO\/I Di NG SENSI NG BI DI RECTI ONAL

COMVUNI TI ONS AND CONTROL BACKGROUND OF THE I NVENTION 1. Field of the

. Invention The invention relates to the field of networks ZiER3dl 3% 266t ed

integlijpence, configuration and contgol and intelligent 5 cells used in

net s, primarily where the networks are used for senS| ng conmuni cati ng
controlling. 2. FNEWDRNAND INERLS TGENT (GRDY; ROB
ducts which praovi &t NA VECATITONS OLons in a network 10

envi ronment .. These products range fromvery expen5| ve, el aborate systens,

(0,2 SARR B Lof: *El%&i&ééﬁ‘iaifst em having a el atively | ar ge
Gne. commer cial 'ﬁ%ﬁéﬁ‘-‘f%ﬁ“eoﬁyﬁi’ét WeRBOrD oui dos cont 1ol . by wey of
operatet, a codorBa: IbMEngdh; Qﬁiﬁ?&&%ﬁ@lﬁ%&%%&gﬂ ' & recei ver
and once | MiptBG cEuBTiddnca, JeonMiiRIGE" Al (FnfL abB. ibiilighhec "
Vechan: 22 SRUIE 4R B Rborke” srifafl; WhSle) i HRten8re' b

for sensing, communicating and controlling.
O 2. Prior An. o
There are many commercially available products which

provide sensing, control and communications in a network

10 environment. These products range from very expensive,
‘elaborate systems, to simple systems having little intelligencé.
As will be seen, the present invention is directed towards
providing a system having a relatively large amount of
inte!iigénce and computational power but at a low cost.

15 One commercially a\railable system "X-10" provides control,
by way of example, between a light switch and a light. When the
light switch is operated, a_cdde pattern is trafsmitted over the
power lines to a receiver at the light. The code pattern is
transmitted twice, once in its'- true form and once in its

20 complementary form. When the' code is received by the receiver,
it is interpreted, and thereby used to control the light.
Mechanical addressing means are employéd to allow the



2 tfa”SHfftéf“’at' the switch to communicate with the specific desired
receiver at the light. As wll be seen, the present invention provides

substantially nore capability and flexibility than current systenms. SUMVARY
OF THE | NVENTI ON According to the present ‘invention there is provided a
network for sensing, comrunicating and controlling conprising: a plurality
of programmable cells, each of which includes permanent, unique cel
‘identification nunber; said cells perfogmng the functions of sensing(:>
comruni cations and controlling with each of said cells being assigned to
perform at | ea8t2BRBigEesaj Bt uble | FRIYTD s&vsi REMMEBARBRRcaYEHY dthe
control ling ingpatdshet weskredr eepsiobrsatderel 1 sgiej ng programed to
perform group function; ea%gl being a coqun task carrjed out by said
cells in said group withff s&id*netfor E¥h J%aiRFLREs | PR group
bei ng assi gnedpaogides isthirstiamitdalilyn mureergpatia iityf camdit £ bexiteitistdy t o

carry out saj g u ' bei ng programmed into and distri buted
tHan E%Bg_ngr gg%k%ﬂs . _

anong said cel n-sai _
_ SUMMARY OF THE INVENTION
According to the present invention there is -

provided a network for sensing, communicating and
controlling comprising: _
a plurality of programmable cells, each of
which includes permanént, unique cell identification (:)
number; .
. said - cells performing the functions of
sensing, communications and controlling with each of —
said cells being aséigned to perférm at least one of
said functions of sensing, communicating or controlling
in said network; _ |
groups .ofl said cells being programmed to
perform group functions each béing a common task
carried out by said cells in said group within said
network each of said cells in a givén group being
assigned a group identification number, the information
" needed - to . carry out said group function being
programmed into and distributed among said cells‘lin
said group; o
' said cells éommunicating with one another
over at least one medium usingisaid cell identification
~numbers and group identification numbers;
whereby a network for sensing, communicating
and controlling is realized. i
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sai d WO BYT uni cati ng with one another over at |east one nedi um using

said cell identification nunbers and group identification nunbers; whereby
a nétwork for sensing, communi‘cating and controlliRy is realized. = WO
89/ 04578 PCT/ US88/ 02390 3 BRI

DESCRI PTI ON OF THE DRAW NGS Fi gure 1 is a block di agramillustrating

typical application for the present invewrfion. Figure 2 is a diagram used
IIustrate the grouping of 5 cells. ure 3 is another block diagram
Sifrilar to Figure 2 used to illustrate the grouping of cells. Figure 4 is a .

di agram used to descri be subchannels. Figure 5 is a diagramillustrating a
plurality oBRIEFSDESCRIPTION :0FaTHE DRAWINGSscribe cel | group |
formati on enploying the present invention. Figure 6 is a chart illustrati.ng
the packet formatFigure Wit is tacbiocis adiagramenillustrating utypic¢al application
illustrating the designation list portion 15 of the packet format of
Figure 6. Ffgurthes prielsesitr itventioseri es of steps used in forming a group of
cell with the present invention. Figure 9 is a chart illustrating the code

assignments for Figure 2 is a _diagra_m used to illustrate the grouping of

O
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cells. | |

Figure 3 is a,no.ther block diagram similar to Figure 2 used

to illustrate the grouping of cells.
| Figure 4 is a dia’gfam used to 'd'escrib'e-subchannels.

Figure 5 is a diagram illustrating a plurality of cells; this
diagram is used to describe cell group formation employing the = —
present invention.

Figure 6 is a chart illustrating the -packet ‘format used
with the present invention.

Figure 7 is a chart illustrating the designation list portion
of the packet format of Figure 6.
| Figure 8 illustrates‘__ a serie_s of steps used in forming a
group of cell with the present invention.

Figure' 9 is a chart illustrating the code assignments for
the three-of-six enco'ding' used with the present invention.

Figure 10 is a b'loc-:k diagram of the communication and
control cell. .
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t he WEH89#4578si x encoding used with the present inventi of CEH}jS88/02390 gure
10 is a block diagramof the comunication and control cell. WO 89/ 04778
PCT/ US88/ 02390 Figure Il is a block diagramof a portion of the instruction
decodi ng | ogic used within the processor of the-cell of Figure 10 Figure 12

I s{a Jetailed block diagramof the process of 5 Figure 10. Figure 13 is a

ti g diagramfor the processor of Figure 10; this diagramal so shows

| at ches and registers used to provide tfe pipelining enployed by.the ceII.<:>
Figure 14 is a block diagramillustratiMg the presently 10 preferred

enbodi nent of the three-of-six encoder. Figure 15 is a bl ock diagram

showi ng the pregjgure Al Ssel tlockhdidgran off at 'pp-yrﬁaﬁegfe e ifstaEneR’

Figure 16 is a bl ock diagram show ng The presen pre ment of

the three- dbc&id*n% igeuséd ewithirs the proCtessoe df/the cell DfeFigurplo
schematic of the buffer section of one of the 110 sections. Figure 18 is an

el ectrical schematic of the counting and timng functions for an I/0O
subsection. Figure 19 is an-electrical schematic of the control and 20
state machi ne fFigurel /12 e idetailedgbleckdiagram of cthie ipretesshefmtic for
. the sanple and hold neans associated with the 1/0O subsecti ons. -
5 Figure 10. | | |
Figure I3 is a timing diagram for the processor of Figure
10; this diagram also shows latches -and registers u_séd to provide O
the pipelining employed by the cell. - |
Figure 14 is a block diagram illustrating the presently
10 preferred embodimént- of the three-of-six encoder.
Figure 15 is a biock diagram showinig the presently
preferred embodiment of the three-of-six decoder.
Figure 16 is a block diagram showing the presently
preferred embodiment ‘of the -three-of-six code verifier.
15 Figure 17 is an electfica! schematic of the buffer section
of one of the /O sections. | |
- Figure 18 is an electrical 'schématic of the counting and
timing functions for an I/O subsection.
Figure 19 is an electrical. schematic of the control and
20 state machine for an /O section. |
Figure 20 is an electrical schematic for the sample and

hold means associated with the /O subsections.
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VIO 8INOTR4ST8 | ' : | PCT/ USPSTIVLISS8/033%0 gur e

21 illustrates the network forned within an 1/0O subsection to do
digital -to-anal og conversion. Figure 22 illustrates the network forned
within an I/0O section-for anatog-to-digital conversizon. 5 Fi gure

is an electrical schematic show ng the communications portion of an 1/
subsection. Figure 24 is a state diagramused for the |I/O subsections and
@ transm ssion contentions. Figure 25 ig. a state diagramfor the |ink:
el ARQ 10. - ° .Figure 26 is a st'atengagramfor primary station
.connections. Figure 27 is a state diagran™or secondary station
connections. Figure 28 is a block di a?tramfor a groupi ng devi ce.

Figure 29 is a di Fjguresridhi Hiystratesothei meiwark formedswithinDan UQcoded
for transm ssion by the packet and encoded within a cell. Fi gure 30 is a
di agr am usedsubsgetion 3o de: @sétadmtpoanatog h@omﬁg[ﬁlpﬂut put section and
E&”?nggf o;gg'oSterFlgure 2§ :Ilustrates the network formed within an I/O
section for analog-to-dlgltal conversion. _
5 Figure 23 is an electncal schematnc showmg the
“communications portlon of an /O subsection.
O ' Figure 24 is a state dnagram used for the IIO subsections
and for transmission contentions.
 Figure 25 is a state diagram for the link level ARQ.
10 Figure 26 is a state diagram for primary station
connections. | |
Figure 27 is a state diagram for secondary station
connections. - B
Figure 28 is a block dlagram for a groupmg devnce
15 Figure 29 is a dlagram showmg the form in which the
: System ID is encoded for transmission by the packet and encoded
within a cell. S |
Figure 30 is a di'ag'ram used to d"'es'cribe'.the' operation of
the inputlo@:tput section and seniaphére register.
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6 DEVR BMY4I8cR PTI ON OF THE PRESENT | NVENTI ON An appar af do! ar et hod f or

provi di ng a communi cations; sensing and control in a network is described.
Where the network contains a plurality of intelligent cells, the cells in
genergl are 5 programmable single chip renote control, sensing and

co i cation devices that, when interconnected”(via various nmedia) wth
ot her cells, have distributed sensing, nmuni cati on, control and network
configuration intelligence, configurati and control. The system conprise

a.network of cells organized in a 10 hierarchy based on comruni cati ons

needs. Cells are organi zed into working. "groups" independent of the

net wor k hi DETAMLED>DESCRIPTON QEng'rHaE,,I, PﬁﬁE&kﬁdN\bEbBﬂQMm a group
function. This function is carried out by the assignnent of tasks to cells
wi thin the groupAn a@ppasatusmand daethod dorrproviding & comemunioations; i on. I n
general, each cell has a unique identification nunber and perform

i nf or mat i orsgnsiagsandgcontiol isuahnatwork ds rdescribed. cWhere dhe oetwork
protocol, input/output, packet, processing and anal og and digital sensing
and cont r olcontaingrerpluralite ef Jnteligemsrcelis, dhet pellscin sgeaeralhare
characteristic of 20,  staori-n et wor k configuring information that is -
di st ri bdt edProsragynable 1$189ig ¢ fﬁﬁ@@oﬁﬁ%ﬁﬂ@a&%‘%ﬂgoﬁﬁgi cally routed

messages anong cells., Each system a) so.has .a,uni que . PCT/US88/ 02390 WO
89/ 04%78 communication Jevites thaL when mterco%nected_ via various

media) with other cells, have disfrib_u_ted. sénsing, communication,
control and network'_.clzd-r'lfi'guration "in'telligence. cbnfiguration and O
control. The system comprises a network of cells orgariized in a

10 hierarchy based on communications needs. Cells are organized -
into WOrking. "g_'roups"independent of the network hierarchy.
Groups of cells generally are used to perform a group function.
This function is carried out by the assignment of tasks to c_el.ls'
wi-thin the groups. Cells communicate, control and sense

15 info_rrhaﬁo_n. Iri g_en.eral,' each cell has. a unique identification
number and. perform_ informaﬁon proéessing tasks such as:
bidirectional communications protacol, 'input/output,_ packet
processing and anlalog. and digital sensing and control. In general,
the system cdmpris'ed of the cells has the charaéte_éistic_ of -

20 storing network configuring information that is distributed
throughout the system; and communicates automatically routed
meSsages among cells. Each system also has a unique



7 i dwiDishjoa8T8 on (1'D) which in the presently preferred enboa!
bits. Modreover, it contains versatile programmable input/output /0O :
circuits with digital versatile progranmng to configure cells to speciijc

NOREITS 8.

sensi ng, conmuni cation, control and 5 1/Q analog I/Q conmunication
and conmuni cations bit rate-.sensing. In the followhg description, nu us
specific details are set forth such as s ific fréquencies, etc., in order
provi de a thorough understandi ng of thg present invention. It wll be 10 -
pvi ous, however, to one skilled in the art that these details are not
required to practice the invention. In other instances, well- known

innecessar | TP0RkedfEn, (6D}, wBich i 3hel Hinstiely ‘Breféidiempddipent” °
Fventton 1 15 e - 2 MRpeoUor. it RaRERS vEFeatle” pRdot ety RasR | o i1
P T oat! on ey RHoE 06 Selrdults YalthOBighdl vetdatie: diodirBffingYRace
In WO 89:@ffighre cglls to specific sensing, communication P%rﬂf@ﬁ/ 90

Figure 1, the sWwitch I S .us rough present 1nvention to control -

(he L1718, 290 ioge e resmauteon i e Coslias e aRees ¢
sensing. | e

In the following description, numerous épeciﬁc details are

Q set forth such as specific frequencies,"'etc., in order to provide a
thorough understanding of the present invention. It will be

10 obvious, h_owever,_to one skilied in the art that these de'tails are
not required to practice the invention.  ln other instances, well-
known'circuit's, methods and tﬁe like are not set forth in detail in
order not to unnecessarily obscure the present invention. |

15 OVERVIEW OF AN APPLICATION OF THE PRESENT
| - INVENTION

' -Before describing the present invention in detail, an
understanding of a typical application will aid in appreciatidn of
20 the details to follow. In Figure 1, a simple, typical appliCation is

shown based on the use of the present invention in a home. In -



5 WPS8/4578) es data onto the lines 24 and 25, Power fof CHESEHIRY%: ver
and cell are provided fromthe power supply 30 which receives power from
the lines 24 and 25. For this exanple, the lines 24 and 25 are ordi nary
ho§3E€O|d wring (e.g., 110VAC) and the power supply 30, a five volt DC
su . The cell 27 is 10 preferably an integrated circuit which is
described in nore detail beginning wt i gure 10. The transceiver 29 may
be any one of many wel | -known devi ces %Sf-receiving and transmtting _
digital data and as presently contenpl aled does. not perform any processing
on transmtted data. The entire arrangenent 20 may 15 be small enough to

fit W Lhi FigareIdhey wwitih rBanscdsehegiue thexprbsedt ieRion gnt ol ns

an electrical swtch. The arrangenent 21 adain ma to fit
within a coptestl tRbefightcaB, outlet box and includes a power supply 31 and
transcei ver 33 which may be identical in construction to the 20 power

supply 30 and tTh@sasangemdnt 120 pothpses. aToelt 22Iwhith iis connéetbd o t he

transcei ver 30 and power supply 29 as well as the sol-enoid operated power

switch 32toQHd Witetny22e Thenicellais talso coMnéOled!1G8a transceiver 29
- PCT/ US88/ 02390- cel | 27 except for progranm ng and an identification nunber

whi ch Shamhich douples dataaonto the lines 24 fanth25e Pewer2forcdinerol s the
solenoid 32 to operate a power switch which in turn connects the |ight 23
to the poikansceiver andndelisarerprovided dgons thas pawer suppher30 cwhicgn ovi de
koot hugosanmS fowek Trom the jines 24 and 25.° For this example, the = ¢
Iihes 24 and 25 are ordinary household wiring (e.g., 110VAC) and O
the power supply 30, a five volt DC supply. The cell 27 is
10 preferably an integrated circuit which is described in more detail
beginning with Figure 10. The transceiver 29 may be any one of
many well-known devices for receiving and -transmitting digita’{
. data and as presently contemplated does not perform any |
prbces‘sing on transmitted data. The entire arrangement 20 may
15 be small enough to fit within an ordinary wallmounted electrical
box which normally.contains an electrical switch.
The arrangement 21 again may be small enough to fit within
a typical electrical outlet box and includes a pdwer. supply 31 and .
transceiver 33 which may be identical in construction to the
20 power supply 30 and transceiver 29, respectivély. This cell 28 is
coupled to the transceiver 30 énd power supply 29 as well as the

solenoid operated power switch 32. Cell 28 may be identical to
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dinnﬁ?%?ﬁ?ﬂﬁﬁzgl i'ght 23. The break 26 in the power |ines 24 aéd Zg_is used
to indicate that the power lines 24 and 25 may not necessarily be on 10
the same circuit as power lines 34 or 35. As will..he seen, the transceiver
29 may not necessarily conmmunicate directly with trdnsceiver 33, but r r
comuni cati on between the transceivers mayw equire |inkage through anot -
cell and transceiver which repeats packet ent between the 15
g;gangenents 20 and 21. In Figure 1, the transceivers 29 and 33 conmuni cate
' r power-lines. The transceivers may conmunicate with one another in
nunmerous different ways over countless nedia and at any baud rate. They
my, for exoall €7 exdept forprogrammingi ardr ani idexttifidatiopenumber

m cr owave freqyenc signals through antennas. The transcei vers coul d be
connect ed t avlicho i get discussed:datenichAnsoutputr fiomrthe aell &8 pair or
fiberoptic cable and thus WO 89/04578 . o

PCT/ US88/ 02zamtralsnthe csolennid n32nto ©panate anpowerdswitchi whicBoi®turnnes.

O her known communi cati ons nmedi um may be enpl oyed between the transceivers

such as i nf canneats the lighin?3 to therpewesdines g4 and B3&nsthescel 28 es

are 10K bits per,  second éKBPS forgﬁt ower Lines. ch hi gher transm ssion-
op /A digia

rates ar® p@siwillebgoseehdican RIgV Qfdanaifg; uipEs wWhich; 68Popt i ¢
|2|2nkts heﬁnq %torhqtlr'olngdirﬁ'eog'?alnl _([%gt s %‘Q\'ﬁr?) tor}etﬁgelmqutﬁﬂs Celr?aslwﬁgo{het he switch,
| dimming of the light 23.

O The break 26 in the power lines 24 and 25 is used to
indicate that the power lines 24 and 25 may ‘not necessatrily be on

10 the same circuit as power lines 34 or 35. As will be seen, the —

| transceiver 29 may not necessarily communicate directly with
transceiver 33, but rather communicatiqn between the
transcei_vérs may require linkage through anbther cell and
transceiver which repeats packets sent between the

15 arrangements 20 and 21.

In Figure |, the transceivers 29 and 33 communicate over
power lines. The transceivers may communicate with one another.
in numerous different ways over countless media and at ahy baud
rate. They may, for example, each transmit and receive radio

20 frequency or microwave fréquency signals through antennas. The
transceivers could be connected to a t:omm'unications lines, such

as an ordinary twisted pair or fiberoptic cable and thus



prepggg%{’"ﬁ%\%ket whi ch includes a nessage initiating the stgfsssi{%zwof t he-

swtch 22; the packet is comrunicated to the cell 28 through transceiver

29, lines 24 and 25, lines 34 and 35, and transceiver 33. The cell 28

acknowl edges the nmessage by returning a packet to.the cell 27 and also acts -
up he message it received by turning gn_or off the light 23 by operating
the 15 solenoid controlled power switch . Each cell has a unique 48 bit

i dentification nunber (1D nunber), sonetines referred to as the cell (:)
address. In the currently preferred enbodi nent, each cell as part of the

At o RRRERS R Chie: eBe L ShaRRaRe AL ot e fobiRr RaeRure
“n“ghﬂe?pﬁ%{i‘feﬂﬁe%‘*gﬁgéﬁﬁﬁﬁéﬁﬁﬁpg” ejdm, G858 emioyed Bondesh’ ¢ ' P
et e oHte RERRIOREE LS8 e SR Be e bbby, ™
5 e Bt 46 R S S (K
B
LR S| i Sy e g, TR s 21

other media.
Cell 27 senses the opening or closing of the sv;ritch 22, then O
~ prepares a packet _which includes a message initiating the state
10 of the switch 22; the packet is communicated t_d the cell 28 —
through transceiver 29, lines 24 and 25, lines 34 and 35, and
transceiver 33. The cell 28 acknowledges the messége by T
returning a packet to the cell 27 and also acts ‘upon the message
it received by turning on or off the I:ght 23 by operating the
15 solenoid controlled power switch 32. -
Each cell has a unique 48 bit _xdentif_ication 'nurnbe.r (ID
number), sometimes referred to as the cell address. In the
currently preferred embodiment, each cell as part of the |
manufacturmg process, receives this permanent and unique ID
20 number. (It cannot be .c_:hang_ed followmg. manufacturing.) As will
be appreciated, with approximately 243 possiblé ID nuinbers, each

cell will have a unique ID number no matter how large a network



10 dwz)yyaam wi'th the letter "L" since its primary functPﬁ/Uﬁéﬁb@?Pé (&

S
cel

o

to "listen"

to the network and in particular to listen to nessages from

" 27. In subsequent figures, the "A" and "L" designations are used,
particularly in connection wi.th a group formation of multiple cells too_
i ndi cate an announcer arrangenent, 15 such as arrahgenent 20 and a &

cells thensel ves are sonetines refer
a w thout reference to transceivers.

| i stener arrangenent, such as arrangementjeﬁl. For purposes of discussion
I

n some cases, the transceivers

‘may be a sinple passive network or S|rrple W|res 20 which couple the
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PCT/ US8% 02830form group related functions.

For the :llustratxon of F:gure I, cell 27 is deslgnated as "A"

to indicate that its primary function is to "announce" that is,

transmit the state of switch 22 'on the network communications
lines 24 and 25, and 34 and 35. On the other hand, cell 28 is
10 designated with the letter "L" since its primary function in Figure

| is to "listen" to the network and in particular to listen to

messages from cell 27. In subéequent figures, the "A" and "L" o

designations are used, particularly in connection with a group

formation of multiple cells to indicate an announcer arrangement,

15 such as arrangement 20 and a listener arrangement, such as

arrangement 2i. For pufposes of discussion the cells themselves

are sometimes referred to as transmitting or receiving data

without reference to transceivers. (In some cases, the

transceivers may be a simple passive network or simple wires,

20 which couple the iriput/output of a cell onto a line. As will be

seen the /O section of the cells can provide output signals' that

to as transmtting or receiving.
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NETVW]%(SS‘MRH ZATI ON AND DEFI NI TIONS A, Definitions 5 pcrl(‘feslslslozg?%el | is
an intelligent, programmble elenment or elenents providing renmote control,
sensi ng and/ or .comruni cati ons, that when interconnected with other |ike
el ts forma communi cations, control and- sensing network or systemwth
di s\tFbuted intelligence. 10 Announcer: An announcer is a source of
group nessages. Listener: Alistener is_ a sink of group nessages. (An
announcer in some cases may request-stafe~infornation froma listener.). C:)
Repeater: A repeater is a cell which-in dition to other 15 functions '
reads packets froma nedi um and rebroadcasts them Goup: A set of cells.
whi ch wor k camgdrive & dwistedbpain drutice i kilke.( f Thusxthe! ecells: themssives

controlling a set of lights) is referred to as a "group”. In Figure 2, the
group 37 hgamfdunationnasr asiransceivesnfos somesmediagd 37c, and a |istener
40. A group 38 includes an announcer 38a, listeners 38b and 38c and the

listener 40. Fi glhe cells 124tand 28 ramwill bendesctbed subsequentiynaree a
listenér in two WO 89/ 04578 . L o :
PCT/ US88/ 0pg90essers ghaving multiprecesser attebuies.a They mayt BB functi on,

it can control lights, through cel 40. Sinm | ar]

l's, 37p, .37¢ and , ifch -
5 programimed prior to or a?ter Pnsta?l_fnf hto perform ‘che.|ryrecaxlunsr\é\-.ﬂdt ¢

function, such as an announcer or listener and for grouping
combinations.

@



asso%&t@?d%gh'announcer 38a can control lights through cptkﬂ,g}’géggzgggb

and In Figure 3, a group 42 includes announcers 44
| isteners 46 and 47. The group 43 shares cell 44 with group 42; however,
celsddl 44 is a listener for group 43. The group 41 shares cell 47 with gr
42;" cell 47 is an announcer for group 41 and for exanple,. can announce(fEf
the listener 48 of group 41. Cell 47 also 10 operates as a listener for
oup 42. A single cell as shown may be -announcer for one group and a
(?Bstener for another group (cells are prt nmred to performthese
functions, as will be discussed). However, as presently contenpl ated, a
single cell cannot announce for nore than one group. 15 (I'n the
currently preferred enbodi nent each cell has three input/output pairs of
lines and a select line. Each pair shares a common set of resources. The
lines may be used independently for somdlfunctions where the required
shared resources do not conflict. In other functions, the |ines are used as

pairs. In NETWORKx ORGANIZATION ANRDEFIDHTIONS 27 are coupled to a

light switch and_another pair are used for comunications fromthe
announcer, Ael | DRefinition® 89/ 04578 |

chown cBmmun cat Q&I hAoGel 18 DGRt PIRBTAREAb IS lPBETI BT 50 -
(cell's are SAOMONES proviafy Temets Entrdl, Shsing! aRGHSy 2 ")
O communications, that when interconnected with other like
elements form a communications, control and sensing network or
system with distributed intell‘igence. .
10 Announcer: An announcer is a source of group messages.
- Listener: A listener is a sink of group messag-es. .
'(An announcer in some cases may fequest state information
from a listener.) ' , |
Bepeater: A repeater is a celi w_hich_in addition to other
15 functions reads packets from a medium and rebroadcasts them.
Group: A set of cells whiéh work together for a common
function‘(for‘ example, a switch co_ntrolling- a set of lights) is
referred to as a "group”. -
In Figure 2, the group 37 has an announcer 37a, listeners
20 37b, and 37¢, and a listener '40; A group 38 includes an announcer
38a, listeners 38b and 38c and the listener 40. Figure 2

illustrates that a single cell (cell 40) may be a listener in two



Thi sWQ8%04578yi st ed pair 50) is defined as a subchannel , RGEUSS8/0239G;

of cells all of which comunicate directly with one another over the sane

medi um A
wi Fl be he

broadcast by any nenber of the subchannel, such as the cel
ard by all nmenbers of that subchannel over the tw sted pair

Chapngl : A channel conprises two or nore subchannels 10 where all the
cel 'S communi cate using the sane nedium In Figure 4, another pluralit

cells are
Assune ce

pair 72. They form yet another subchannel.

shown coupled to tw sted pair form ng anot her subchannel .
| s 56 and 57 conmuni cate bet one anot her through a tw st

Ly sted pagtoups: IESnHLnceCoThl et @ fhd! SwRER A ctidd, itScairaSS' D\ e

the twi ste
subchannel
comuni cat

palrs 50, 52 an ont 1 nuous with o

cOAtrat fl@gh@@hfodgn%éll!? FH5,08F S deeh ame! S lhhim A Stel(]y

i ons between subchannels i's over the portion o

=

set

49,
50.

y of
ed

t hat
ne

pair

72 runni ngabsbertedcwitts 2fnoBAcendB8d. can &bhtrof Aightshthedldls &dlIsnd 57

are assign
may serve

ed to be "repeaters” in addition to whatever other” function they

8%cp.37ynandrdg@r or |istener). WD 89/ 04578

PCT/ US88/ 02390 A group 55 i-s illustrated in Figure 4 'which conprises an
announder and | istkigareid, ahgroup 42 fincludes anhotncerss s4,A45tdvwd group 75

is illustr

ated conprising an announcer on one subchannel 51 and subcha

nnel

52, where HatemC#SnaedsﬂreTrhe graup 48 shares cmlrr44cmﬂmgreup| A42¢ t hey

use differ

10

15

20

ent nedi a.
however, cell 44 is a hstener for group 43. The group 4l shares

cell 47 with group: 42; cell 47 is an announcer for group 4l and for
example, can announce to the listener 48 of group 4l. Cell 47 also
operates as a liste_ner for group 42 A 'si_nigl,_e cell as shown may
be an-announcer for one group and a Ii_-s_ten'er'fer another group
(cells are prdgrammed to perfomi these functions, as will be
discussed). However, as presently contemplated, a smgle cell
cannot announce for more than one group.

(In the currently preferred embodlment each cell has three
mput/eutput patre of hnes and a sel‘ect line Each paxr shares a
commen set of reseurces The lmes may be used independently.
for some functions where the required shared resources do .not
conflict. In other functions, the lines are used as pairs. In this
example a palr of Ieads from cell 27 are ceupled te a light
sthch and another pa;r are used for commumca’nons from the
announcer, cell 27.)

The cells associated with the 15

@



Gate eway reads packets fromtwo different nmedi ap Ué“'bﬁﬁﬁcésts
t he W‘X"%@I‘% may be a gateway. Communi cations between channels F*sy t hr ough

gateway 54. In Figure 4, an additional subchannel which includes the cel
10 58 is coupled to anot her medium 51, for éxanple, a common power |i
The cell 58 is shown connected to chann ateway 54 which in turn
comuni cates with the twi sted pair 52. iﬁgigatemay 54 does not necessarily
rformeither an announcer or |istener ction, but rather for the
| ustrated enbodi nent, perférns 15 only a channef ‘gat eway function by
provi di ng comruni cati on between two different media. Subnetwork: A
subnetwork conprises all the cells having the sane systemidentification-

(system D). ForSubaoharneds | InHaguee! 4, anfisst phyrtadity ofi cpllsoare showave
the sanme systemID. 20 Therefore, the channels of Figure 4 nay be part of
the same sgoamowmicating: throughe\a mmomemedmwchnasoa m:smdspacms?s
PCT/ US88/ 02390 FuII Network: A full network may rise a plurality of
subnet wor kDR 4cellsrasm shown.as, "6 _ANOUNEesrs: am 'Ugfb aad: listanersaasoils’).

processor is used for exchangi ng packets, between subnetmorks The
conmuni cat i ON§ (9-Geedwisted: paln §03sissd e?ﬂa@de@ énsHbchgnnel; lth§§/§$neﬁi I D,

oun oysbemsah, obueels Al o BebiAGe caramugicate Bizacty Wit and, a6 | D,
(The word onveetr é( "sarﬁeursnee%lum tR groaé)é)casctaﬁifogn)i/ memsber of the
Q | subchannel, such as the cell 48, yvlll be heard by all members of
that subchannel over the twisted pair 50.
Channel: A channel comprises two or more 'subchannels
10 where all the cells communicate using the same medium. In
Figure 4, another plurality of cells are shown coupled to twisted
pair 52 forming another subchannel. Assume cells 56 and 57
communicate between one another through a 'tw'iste.d- pair 72.
They form yet another subchannel. The cells associated with the
15 twisted pairs 50, 52 and 72 'comprise a single channel. It is -
possible that the twisted pairs 50, 52 and 72 are one continuous -
twisted pair with one subchannel 50 so far apart from the second’
subchannel 52 that the only ‘communications between subchannelé
is over the portion of the twisted pair 72 running between cells
20 56 and 57. In this case the cells 56 and 57 are assigned to be .
"repeaters® in addition to whatever other function they may serve

(e.g., announcer or listener).



mor eWfR8%f0457& ense and therefore refers to other than a +PGEIUS83102320 or K"

as defined in this paragraph.) Qher terns used | ater are: Probe Packet: .A
packet routed by floodi ng which accunul ates routing information as it

travel s through the network. 15 G oupi ng Device: A device that

con{rg¢ s determ nati on of routes anong 3# assigns cells to groups, and
assighs function to group nenbers. Cont on: The state which exists when
two or nore cells attenpt to transmt a broadcast on the same subchannel ao
the 20 sane time and their signals interfere, WO 89/ 04578

PCT/ US88/ 02390 B. GROUP FORVATION 1. Cells Assigned to a group by a

postinstallati om%w %qgvllﬁﬁtl{ﬁ@&'ﬁ? F taewpilléﬁ aéértn?r&fe gd s shown

in Flgure 5 are a connec (0) connunlca e over-the |nes in a

home and a?@dﬁﬁcé’i driee Il%ﬁtéﬁg? NiRe. Wﬁraﬁﬁreﬁsgﬁsﬁﬂﬁhels‘e tRither

announcer IS to be grouped wth the | sStener 6 I nes etween t he

cells SUChg?éuPeVS B illgstratet tébrh Fﬂﬁ ananfodicé o One subthannel

comunicat € di ctly wth one anot or instance, announcer 10 60 and

ggtlrsgl n;amcamrsumnnellsanwm kivs - subSeharmndls. afe?, mﬁ3?aﬁ4oﬁrtble66 of
y be announcers or-listeners in other groups, but for purposes of
expl ang§ i ogame chamnels S'inbel they gxsea different media.
Qanmﬂ A gateway reads packets from two different
media and rebroadcasts them A cell _may be a gateway. - O
Commumcatnons between channels is through gateway 54.
In. Fugure 4, an additional subchannel which includes the cell
10 58 is coupled to another medlum 5| for example, a common power
line. The cell 58 is shown connected to channel gateway 54 which
in turn communncates w:th the thsted pair 52. The gateway 54
does not n-ecessarlly perf_orm either an announcer or listener
function, but rather for the illustrated embodiment, performs
15 only a channel "'gat'ewa'y fUn'ctlon by providing communication
between two different medta |
Mg_;ls, A subnetwork compnses all the cells having
the same system ldent|f|cat|on (system ID) For example, all the
cells in a szngle famaly home may have the same system ID. -
20 Therefore, the channels of anure 4 may be part. of the same
subnetwork in that they share the same system ID.



5.) §i Lannauncer 60 and cells 61, 62, and 63 all comunpce : ':gsiﬁzj;jgone
anot h%g?),cg%/ﬁ@%aré on the sane subchannel. Simlarly, 15 cel I}SLQSGZ,/ 64, 65
and 66 are anot her subchannel. (There are other subchannels in Figure 5).
| mportantly, however, announcer 60 and listener 65 are in different -
subchannel s of the channel of Figure 5 and there are nunerous routes b
whi ch a nessage can be passed from announcer 60 to |istener 65, for
anpl e, through cells 61 20 and 64 or tiiugh cells 62-and 64, etc. Note
at even though all the cells are on the me power system of a house,
~they may not communicate directly with one WO 89/ 04578
PCT/ US88/ 02390 anot her. For instance, the announcer 60 may be on one
circuit which is BullyNatworkd tA fulk netwarkemaps comprige Bopluralityt ok of
wire running the length of a hone and a | ow i npedance bus bar of -a circuit
breaker pan&ubnmetwarkgheachqot whickohasia differers systemgtl; @y be
sufficiently attenuated through this path to prevent direct comunications
- bet ween _cel icoranuinicatiops pregesser (syused for exehangingnpaeketser. For the
followi ng description, it is assuged that each of the cells can brpadcast
wit hout i nt etweaen subnetwerks. oadasscammunicatinas pspressendransiates
nmessages_do notk I.nt eﬁfere W hh_one not Eﬁr. he case V\@Sre sone contention
occurs i3 dRBakets: ehanging their, syetrm 10e Addressing AR Bi&rcation. In one
enbodi nent, .the group of.annpuncer 60..and |istener 65 is_ forned usi ng
t he groupi-ndn@\ﬁéﬁoghoﬂ'}"?n 4‘?&8&’@9%&{&95 may 6ach "have ' tHeiF owh
O . system ID, but control between the two is used by changing
system IDs. (The word "network” is used in this application in its
more general sense and therefore refers to other than a "full
10 network" as defined in this paragraph.)
Other terms used later are: |
Probe Packet: A packet routed by flooding which
accumulates routing information as it travels through the
network. o |
15 Grouping Device: A device that controls determinat_ion of
routes among cells, assigns cells to groups, and assigns function
to group members. | | -
Contention: The state which exists when two or more cells
‘attempt to transmit a broadcast on the same subchannel at the

20 same time and their signals interfere.



15 W /04538 before this group is formed the announcer REHNP3BI2%er 65

are ordinary cells, not designated to be an announcer and |istener. Each.
groupi ng device may be assigned a unique 48 bit system’ID at tine of

manuf acture (in the presently preferred enbodi nrent a 48 bit nunber is
usdal) In the presently preferred 20 enbodinment, a cell is included with
each groupi ng device. The cell's I D becgnes the systemID. This assures
that each system has a uni que system | iﬁy way of exanple, each hone has |

its WO 89/ 04578 PCT/ US88/ 02390
own "groupi ng" device and hence, its own systemID for the subnetworks used
in the hone. This systemID i g OUP PORMETIONS for the subnetwork. In

this exanple, the grouping deV ne cell IDs of cells 60

and 65. (\Hri ¢S d Al t® a ‘ ahlktihE i roipsigll bed later.)
The groupiTg dEeVICE IS connecied to celT 60 Dy conr att ng tnrough one of
its three gavige of .input/output (1/0 lines of the cell (or the select pin)
and the grouping device reads the 48 bit |D nunber of the cell 60.

(D fferent Agstihvsisthalt tHe platalityl of neeliheahowh' in IRigure 5 dareralbed in the
next section.) The grouping device next generates a random bit binary

nunber Sahi connectdd: tor esmmunpiqatef evertherpowendines sn1d home afid areunber
functions as a group identification nunber (also referred to as the group
addr ess) fpartt bé theosamsghannelg Hurthemassume dbationha xell,sanneunedr The
groupi ng device checks this nunber -agai nst other group IDs which it has

previ ous| yB@sds dicebe groupednwith ithe listener 65. The lines between the O

cells such as line 59 is used to indicate which of the cells can
'comrhu'n'icate difeétl_y v_vith one ano_ihe:r', for instance, announcer

10 60 and cell 6 bari communicate with one another. (Cells 6l, 62,
63, 64 and 66 of course may be anhounqe_rs or listeners in other
groups, but for purposés of explanation are s_h_ewn. as "C" in Figure
5.) Since announcer 80 a_nd cells 6!-,' 62, and 63 éil. communicate
with one ancther, they are on the same subchannel. Similarly,

15 cells 62, 64, 65 and 66 are another subchannel. (There are other
subchannels in Figure 5). Impbr_tantly_,_ hcw)vever. announcer 60 and
listener 65 are in different subchannels of the channel of Figure 5
and there are numerous routes by_ which a message can be passed
from announcer 80 to listener 65, for example, through cells 6l

20 and 64 or t_hr’oixgh cells 62-and 64, et¢._ |

Noie that even though éll the 'cell's are on the same power

system of a house, they may not communicate directly with one



the gWMB9j0BST®s previously been used. If it has been al r eI/ HS8/02390
gener ates another nunber. (A'single grouping device, for instance keeps
“track of all the group IDs. assigned in a single 20 hone.) The grouping
device programs the cell 60 designating it as an announcer. WO 89/ 04
PCT/ US88/ 02390 21 The groupi ng device may cause the announcer 60 to
broadcast the group nunber in a special packet which asks all cells in the
twork to acknow edge the nessage if the&S}ave been desi gnated as a nenber
this group. This is another way 5 to ify that the group I D has not
been used. The grouping device now determ nes the | D nunber of the cell 65.

even bef or caRENBR! | FRE Inatarie.c Hie BBtk BhL Mk St AL SRHE he. noxt
por el ght Witeh: 1% ey cHRIed, Eotns; Ifikiiat: 65 thiawsthddba 1afit Biscy
0 hom el Ahefha e IS bt % HitnkCBrb s Selbe W b A o,
col 15 rece o afoufiE UsBaRar BEnbl,cXpe  hlaf réuehEs BERMALERAR L o cage
e oecks. . RESSa BB, rfEY b, Airienti o RRerRRlS RRR HisPare: Lo e
| prevent direct communications between cells even though they
O are physically close to one another.
| For the following descﬁption, it is assumed that each of the
cells can broadcast without interfering with the broadcast of
10 other cells. That is, messages do not interfere with one another.
The case where some contention occurs is dealt with under the
protocol section of this application.
in one embodiment, the group of announcer 60 ahd listener
65 is formed by using the grouping device shown in Figure 28.
15 Note that before this group ié'formed'the announcer 60 and
listener 65 are ordinary cells, not designated to be an announcer .
and listener. Each groqping- device may be assigned a unique 48
bit system 1D ‘at time of manufacture (in the presently preferred
embodiment a 48 bit number is used). In the présently preferr'ed _
20 embodiment, a cell is included with each grouping device. The
cell's ID becomes the system ID. This assures that each system
has a unique system ID. By way of example, each home has its



(t heM@8%845™8m for preventing a probe packet from being rEGEASS8/0623%0r e
than once is described later.) The cell 65 receives the probe packet
t hrough nunerous routes, including those which in the diagram appear to be

nost WD 89/ 04578 PCT/ US88/ 02390
UZA2 Jirect (via cell 62) and those which are |longer, for exanple, via
cel 61 and 64. It is assuned that the first probe packet to arrive at

cell 65 took the nost direct route angénz:’herefore the preferred routing.<:) :
(Assune that this via cell 62.) Cell recei ves a packet which
I ndi cates that the probe packet was transmtted by cell 60, repeated by

T, £ T RS S A 1 BPORNIEID (R, 1.
. 10 y . i i .
routi ng o THETNorRe fob. é‘.‘%f",‘”‘f‘@%iﬁ% R R L T
62 ' BPTY i e b - ' 60
Fecei ves. {IEORER(G'c 8 SHnEBUEAC IS SRERLE U MDUEING o) o,
must be a rippeadviilablgcthe> cell 1E§!6‘9|c% %l 69SafduBss i?‘%?%@é@}ddcgel nd a

repeater assignment packet-which includes the unique nber _ 62,
the grogp rabtaghiny el MBS Al be ‘Hbéd’rfb&dmlaﬂtéi'.? gg that it is assigned a

repeater function for the group. This causes cel
: The grouping device is connected to cell 60 by |
éommunicating through one of its three pairs of input/output O
(1O) ,lines_' of the cell (or the select pin} and the grouping device
reads the 48 bit 1D. number of the cell 60. (Different methods of
10 determining the cell's |IDs are described in the next section.) The
gkoupi-ng_ device next generates a random bit binary number which
in the presently preferred embodiment is 10 bits.. This number
functions as a group identification number (also referred to as
the group addreés)._' for the group cbmpriéing the announcer 60 and
15 listener 68. The grouping device checks this 'nurﬁber-'-a'gainst.__
other group IDs wh.i'ch_i.t._has previously assigned to determiﬁ'e if
fhe group. iD h_a_-s prévieusly. been used. If it has been already used
it'g'eneratas__anothe_r' number. (A single grouping device, for
instance keeps track df all the group IDs assigned in -a single-
20 home.) Thé grouping device programs the cell 60 designating it as "
an announcer. :



to r &¥E89/84878t hose packets for the group conprising annolMCEUSES/02380 | 60
and 65. Anot her nessage is sent from announcer 60 under control of the
groupi ng device repeated by cell 62, designating cell 65 as a |listener,
causing it to act upon nessages for the WO 89/ Q4578 : .
PCT/ US88/ 02390 group (cell 65 becones a group nenter.) The grouping de\@
assi gns nenbers a nenber nunber whch is stpred by nenber cells. The gro
@r mat i on descri bed above is shown in Fiztfe 8 by 5 steps or blocks 68
rough 72. Block 68 illustrates the broadcasting of the probe packet

(e.g., cell 60 transmts the initial probe packet to all cells). The packet

I ncl udes the addeess of a,destination cell. ~the packet qceeds through
t he network, thenlg?cgé?'l"am Q@é’ﬂﬁﬁu:rﬁﬁgs‘:@‘lﬁzﬁgenﬁﬁﬂgpgsﬁf 6061ng 10 cell Is

' 6 0
Lo the B?ﬁéﬁﬁzﬁ@%ﬁ‘ he, Gt MurBrE oA eép%y“a?eég&eaﬁﬁv“:fc_ ] éggﬁet”
br obe packefoR A fn§@g+"3€&ﬁ?@ﬁ%ﬁ@éﬁ@é‘iﬁeiﬁa&eﬁ' ey ﬁféhxguncer
by bl ook 70BN ERERn8d 88 £ SRl RIS drBlp. o THHHE ECAnbBAGr Wk "2e "
cell 654s Vet t%taﬁeaglrbﬁgﬁrhas’z.n%%§n2§€%€ned to a group by a

preinstal | at1 on gfoupi ng dévicC here may ‘al types of

8;\9/: nst 3}1 : gthi ?rgygfg?‘@rﬂgp% GRVIEE nowCHefdrMiined tHE D rlithBerDf e
O cell 65. This may be dong by connecting the grouping device
directly to the cell 65 even before the cell is installed or by
other methods discussed in the next section. (A cell and a group
10 can be assigned' ASCIl names, for example, "porchlight" (cell
name) and "exterior lights” (group name). This is used to allow
selection of cell IDs or group IDs by accessing the A'SCIl- name.
Now the grouping device causes the announcer 60 to |
transmit a probe packet. The probe packet contains the ID of cell
15 65. The packet directs all cells receiving the packet to repeat it
and directs.cell 65 to acknowledge the packet. Each cell
receiving the probe packet repeats it and adds to the repeated
packet its own ID number. Each cell only repeats the packet once
(the mechanism for preventing a probe packet from being rep'eated
20 more than once is described later.)
The cell 65 receives the probe packet through numerous
routes, including those which in the diagram appear to be most



usedw@go/o4sTe i s a device that a manufacturer uses to prREIFUESB/02390s t o

groups. Anot her type of preinstallation grouping device WO 89/ 04578

PCT/ US88/ 02390 24 is one that a retailer or other cel

assign cells to groups before installation. A grouping device assigns a
celg¢ a group and assigns the cell's function(s) for that group. The

assigned by a preinstallation grouping
system I D. (Postinstallation grouping d
each system) One nethod that may be used by preinstallation grouping 10

gro ng device may also 5 assign a syg%én1lD to the cell. The systemID

devices to
the 48 bit

as preinstallation systemIDs, Just as the cell |Ds in the range 1-1023
8l and Péss Hﬁmt@ Jirst Rrobes packeto cel | 1 Ds

Hrrive, atogell &1 100k Jhe, TBasf et Fuls Bd JBniioraIoMR etont ol

have been
in the ran
system.l Ds
devi ces be
posti nst al
by copyéng
asi de for
woul d- not

10

15

20

enerate a systemID is to choose a system|D froma range of

ot {viaapells 62) candthrss avhiah arentongers dforsexampies viar use

vendor may use to

vyce is not necessarily a uni que
'ces assign a unique systemlID to

sallsy orb4ise lais Assumeds

Ipfﬁgfgﬂtegyggﬁﬁ%’igg.. (%eﬁl@ateg&%t hg‘%afs ' z’t'tgc%é‘i)sﬁéi fé%?@%% tggner at ed |

sRoefuas, @ nacket, yelich MuEalin, R, 85 BRONE PR Was (T onge

YPaRSRiR88 %Y Ocell 60, repeated by cell 62.and  intended for cell
65. The other probe packets received by cell 65 after this first
packet are discarded by cell 65. o |

' Cell 65 now transmits an acknowledgement back to
announcer 60. This packet includes the routing of the prbbe'
packet (e.g.; repeated by cell 62). The packst directs cell 62 to
repeat the packet to confirm its receipt. | '

After announcer 60 receives the acknowledgement packst
for cell 65 it determines that cell 62 must be a repeater. The
grouping devices causes announcer 60 to send a repeater
assignment packet which includes the unique 1D number of cell
62, the group number and a message which informs cell 62 that it
is assig_ned a repeater function for the group. This 'ca-uses'cell 62
to repeat all those packets for the group comprising announcer

cell 60 and 65. Another message is sent from announcer 60 under

control of the grouping device repeated by cell 62, désignating
cell 65 as a listener, causing it to act upon messages for the

@



cells : WO 89/ 04578 0239
PCT/ Lﬂ%%/s@géé@ CeI I s may be sold in sets that have been preasé‘i’%%sd 0

group by the manufacturer. The type of preinstall&tion grouping deV|ce used
by the manufacturer assigns cells to groups by witing the appropriate
codes into the cells' nonvolatile nenory. 5 The user may install such ég?
set of cells and it will operate w thou I gnnent by a postinstallatio

oupi ng device provided that the set of | s may conmuni cate via a single

bchannel . A user may assign cells to a group at the tine cells are 10
purchased or at any other tinme before installation. Such cells, unlike the
" case previously discussed, are not assigned to groups by the manufacturer

and are cal gedupncell 65 becones aJrgaeapgumlnber?STbbl gtoupinghdevioee system
I D, a system| D nunber that has been set aside for use only by unassigned

cells. 15 assignfianesmberssa grembesenumberewheht is storedbyyneasibar a
preinstallation grouping device that nay be different fromthe
prelnstaIIaGQHSgrouplng devi ce used by a manufacturer. Typically, such a
groupi ng device will operate on one cell at a tine. The operator conmands
the grouping devfﬂ'&etgmgmlécanatlanzdesﬁﬁhﬁgraprBDSaEBOWEtIBnFIQ_W&na PMen

each cell is connected to the devi e é The perator onmands t he
gr oupi ngP desteRst r Llecks &8cthno Eﬂﬂ‘\ﬁﬁl' Uﬁﬂétﬁ%lﬂ & s connected

to the broadcasting of the probe packet (e.g., cell 60 transmits the
O initial probe packet td all cells). The packet includes_ the address
of a destination cell. As the packet proceeds through the
network, the packet and accumulates the ID numbers of those
10 cells repeating the packet (block 69). Block 70 shows the
acknowledgement (reply) to the probe packet from the
~ destination cell (e.g., cell 65). This packet returns the 1D
numbers of the repeaters contained in the first received probe
packet. Repeater assignment packets are sent out by the
15 announcer causing each repeater to rebroadcast packets for the
group; this is shown by block 71. Finally, as shown by block 72,

the destination cell such as cell 65 is designatéd‘ as a listener.

There may be several types of'preinstailation grouping
20 devices, for example, see Figure 28 for a device which may be
used. One type is a device thét a manufacturer uses to preassign
cells to groups. Aﬁother type of preinstallation grouping device



WO 980 89/94878° | pCT/ BEEEI$BBE3% oupi ng
devi ce. The groupi ng device assigns cells the sanme group ID and system ID
until it is commanded by the operator to generate a new group ID and system
I D. The user may install such a set of cells and it will operate 5 wthout
USQ a postinstallation grouping device provided that the set of cells

ca ommuni cate via a single subchanneg Unassi gned Cell s G ouping and :
Sel f- Assignnent After Installation, Un Ifgned -cells may create a group a '
assign thenselves 10 to the group after installation in the follow ng
manner. The first announcer cell that- is stinulated via its sensor input

(e. 9., ligatond tisah a e8idilers of heth@rogell ' vendér Mnap’ asesto ddsignoesrs 2

system | D nunber at random:fromthe range of system ID nunbers that have

been set agy C@rd s Pbéforet dhsedliatiorr oupi ng 15 devices. It chooses a group
| D nunber at tandom It then broadcasts the group ID nunber in a packet

that requests aA gpbupingodevive @dsignsraatceﬂtm{aerq:aup ahdt assignsotive | f the
cno

transntting cell receives any such replies, i “hooses anot her group |ID at
e B e o e T ot
i's unuSed assigneassystamilD bithie celli sTheesystem. ID assigned by a
preinstallation grqupirig device is not necessarily a unique
system ID. '(Postihstallation grouping de_vices': assign_a unique | O
system ID to.each system.)
One method thét may be used by preihstéll_ation grouping
10 devices to generate a system ID is to choose a system ID from a
range of the 48 bit address and syétem ID numbers that have been
set aside for use as preinstallation system I-D-_s. ~Just as the cell
IDs in the range 1-1023 have been set aside for use as group IDs
and group addresses, the cell IDs in the range 1024-2047 can be
15 set aside for use as preinstallation system IDs.
It is desirable that grouping devices and other network
control d‘evices be able to identify preinstallaﬁon system IDs as
opposed to 'p'ostinst'-allation system IDs. Since p'o_stihstallation
~sytem IDs are generated by copying a cell 1D, cell IDs "shoul_d not-
20 be assigned in the range set aside for prei_nstaliation system IDs."
Therefore, 1D numbers in that range would not be assigned tb
cells as cell IDs.. |



VIO 8YYQA9/ESTS . . - T/ REHAGHHF3Y an
unassi gned cell's default configuration information programmed at the
factory identifies its function as either a listener or an announcer. |f
t he unassigned cell is an amnouncer, it waits for.i:ts sensing input’ to@
stinmulated, and when it is 5 stinulat ezge cell transmts a packet
addressed to a group. If an unassigned Is alistener, it listens after
wer-up for a packet. The cell takes the group ID fromthe first packet it
ceives and assigns itself to that group. The cell then sends a reply to
-the announcer cell. This reply is not an acknow edgenent 10 only packet;

12,2 Dacket t gud Ry hoSBolth SR that hals 1 draakiforedp &Y (e

~ packet must be acknow e the announcer. I'S assures of the

| i stener idg%{égintﬁ L6 ﬁé}l)’?ér.l THe Vl?ﬁ]%; %?gg@???&l@%neﬂfﬁhﬁﬁ@“gh

there will De ntion and collisions In e~cel |

that ‘(1 ansnijelsh ied sy thenMamsriEtUFer issiting ddlie 10! el bpber s as

each reply cones in. It then sends a packet t0 each |isténer assligning that

listener a orritimgnthéecappradate codbssintontite Ceblls' horvalatifis emembiryd

G oup After Installation. 20 ' Unassi gned cells may be added to
exi sti ngg sy Jtreruserd may i install tsuch & et oh cellmamd ibiwilll operate he above

met hod WO 89/ 04578
PCT/ US88/ 02%¢dthal)it assignment by a postinstallation grouping device
provided that the set of cellé_ may communicate via a single
O subchannel.
A user may assign cells to a group at the time cells are

10 purchased or at any other time before installation. Such cells,
unlike the case previously discussed, are not assigned to groups
by the manufacturer and are called unassigned cells. Unassigned
cells all have the sarﬁe system ID, a system ID number that has
been set aside for use .only by unassigned cells.

15 -The user assigns a set of cells to a group by using a
preinstallation grouping device that may be different from the
preinstallation grouping device used by a manufacturer.

Typically, such a'grouping device will operate on one cell at
a time. The operator commands the g'rou'ping device to generate a

20 new group ID an.d system ID and then each cell is connéctéd to the
device in turn. The operator commands the grouping device to
assign a cell to the group while the cell is connacted to the



di SWO 894578 Section 3 above. A |istener joins the systeRCIMSES/HNBAL by
the sane nethod as-in Section 3 above. In the above exanple, the announcer
waits to be stinulated via its sensor input. An unassi gned announcer waits
for its first 5 sensor input stinulation or its first received packet. O
thgsegtwo events, the event that occurs first determ nes the subsequent
actvw#ns of the announcer cell. If the Il is stinulated first, it control

a group formation process just as in bove exanple. If the announcer é)
cell 10 receives a group packet first, It joins that group as an
announcer. It then sends a packet to the group announcer requesting
configuration informgtion out the group (group size, nunber of

announcer Greuping HRVIcAe - Jg’@@fmnﬁfd%\"@ﬁoaﬁs@ﬁ)@ﬁl Is theesame V\D

89/ 04578 PCT/ US88/ 02390 . VETHCDS
OF I DENTI 19rPN@ JDcand syptamdlbiywil it is: gemmandady pyuHig PRAFAIRE 10 go

t hrough the steps necessar. for rou or add a cell to a group, it
nust knowgﬁfber %fﬂ%esfé’im thBna] ycé Po the group. The groupi ng

the or oupi Eg”pk‘ﬁﬁesgé‘S H@%xéméﬁ_? blisfi°8" §8E o1 BRRE nd ol Wil Tevee
otner SoncftflohEsE: ot 2 pBbineidlibr ol Hevic preti ﬁgﬁhzﬂeﬁﬁvgﬁfngr
S?ﬁ?‘ébﬁ{ cdhe et teE?t P%ﬂgb%ﬂﬁe%um oS .f§22&2%“%ﬁ2w§ s“é?ﬂsab%?. Iy are hot
critica t3) I : . ; .

Unassigned cells may create a group and assign themselves

10 to the group after. installation in the following manner.

The first announcer cell that is stimulated via its sensor
input (e.g., light switch) controls the group formation' prdcess. It
chooses a system ID number at random from the range of system
ID numbérs that have been set aside for preihsté"-ation grouping

15 devices. It chooses a group ID number at random. It then

broadcasts the group ID number in a ;_i_acketi that fequésts a reply

from any celis._that-are members of that group. If the

transmitting cell re'c_eives- any such replies, it chooses another

group 1D at random. The cell continues this process of selecting a

20 random group ID and testing to see if it is already in use until it
finds a group ID that is unused in the system'iﬁ'which it is
operating. | |



present i nvention. The follow ng exanpl e assumes that no securi tg/ )
proceN@8%/04878 in place. In particular, it may be inpossi BPETAES80RYupi ng
dewi ce to communicate with installed 15 cells unless the groupi ng device
has the system key (system|D.and encryption keys. % 1. Direct connection, -
to the cell. The grouping device may be connectedt6 an-1/O1line of th
cell package and then send a nessage to ceII requesting its ID. 20
ysi cal connection can be used to find h? 's I D either before or after
e cell is installed. Known neans can be Used (e.g., a fuse WO 89/ 04578
PCT/ US88/ 02390 30 or a programred di sabl e conmand) to allow a user to
disable this function in an installed cell to protect the security of the

ise the g oup ﬁ%ﬁ&rﬁ%s%}%@%%ﬁﬁ"éﬁ%ﬁ U PoBriofislioh datdrtafioh ca 1y
serve the Saaarafimed, &Y the"fadiory, Idaiitbe oty AMEAH aEl0sf el e 1
racep A LR, I VRO o ST AR
o el by hWRSL 6 s Wl to 0 efliinde, i iRch €11
1 instg L‘f%hrtnoﬁ@%fr , Fhdedr t?é‘ﬁsﬁﬁtsmaob'a‘é%ttﬂdél'éé%’édi 15¥ drouf, sabl e
. _ If an unassigned cell- is a listener, it listens after power-up
Q for a packet. The :cell. takes the group ID from the first packet it
receives and assigns itself to that group. The cell then sends a
reply to the announcer c_eII. This reply is not an acknowledgement__
10 only packet; it is a packet that identifies the cell as a listener in
the group and the packet must be acknowledged by the announcer..
This assures that all of the listener identification packets will
arrive at the announcer even though there will be contention and
collisions in the process.
15 The cell that transmitted the group annocuncement builds a
list of group members as each reply comes in. It then sends a
paeket to each listener assigning that listener a group member
number. o |
inin | st r fter In
20 'Unassigned cells may be added to existing systems and

assigned to a grdup in é manner similar to the above method



secYyiige/edssghe system. 15 3. Query All Nanmes of Previ oUPQOT/OS38MAE9Ce! | S
It is assunmed in this exanple that ASCI|I "groups" and "cell™ nanes have , -

‘been previously assigned to the cells. For this nethod, the grouping device
queries all of the cells in a systemto report their group and cell nanes

(A nane). The user scrolls 20  through the |list of group nanmes by using
t h&wgfr oupi ng devi ce. The user selects the panme of the group that is
believed to contain the target cell. ThéZﬁ%?uping devi ce di splays the nanq:g

of all of the WD 89/ 04578
PCT/ US88/ 02390 cells that are in the group and their assigned tasks
(announcer, listener, repeater). The user selects the name of the cell that

[ ePelLovopaddind 6 S3AS, 3°Bhovhl W Tisteher Uathe Sh SisimaReg e
stinmulati ngreﬁsérb\{n%b. safie Eas' fn W _?hésogFt ached to a |ight

switch, th urns e swtch on. an e cell sends announcenent

packets to the grOfHa &t 'élrémhgwedﬂ*{é-%nhéigheaﬁ WwAits"® By EHhGRItEa"S

channer and di scovers the group and menber nunbers or other codes of

the activaypsl RENGeNSEF inplit! AP rﬁééﬁﬁpé?hhdn%@déﬁ%ﬁ foelits filst

groupi ng device sends p ets to the ce sing the group an

number % f o end@re i (O )stirraraivh ror iits W?t qedieived spacket!t . Ofothesenpl e, if

the ce controls a light, the light will flash on and off. This 15 allows

the user tewegerdvientshathehevertt tihatdoolrshiirsprdetermines. the
' subsequent actions. of the announcer cell-'.. | O
If the cell is stimulated first, it controls a group formation
process just as in the above example. If the announcer cell
10 receivés a group packet first, it joins that group .as an announcer.
it then sends a packet to the group announcer requesting
config‘u'ration information about the group {group size, number of

announcers,etc.) and the assignment of a group member number.



The gWRBPI45t Vi ce sends a packet (using group and menber PEIALERS/02350
addressing) to the target cell with a conmand for the target cell to ret

urn

its cell ID. The grouping device now knows the target | D and can proceed
with the group assignnment 20 process. Querying nanes is used to find a
cell'"s ID before or after the'cell is in | ed. +w: WO 89/04578 (:)
PCT/ US88/ 02390 32 4. Stinmulate G oup. Tﬁ% thod is used in a network in
he

ich group and cell ASCI| nanes have be€ ssigned. The user commands t
oupi ng device to wait for the next group announcenent. Then the user 5
~stimul ates the announcer in the group of interest. For exanple, if the

amouncer | e ERoRs GE SR THEINE KL el S oBINE 00,
user mmy veri ) L RErkBe 908 SrobRing A8ficerfo 5 Hidhf v Y o

commandi.ng t
desired

-or ol e R o RLOrd i 2ae A8l BTBIOUE I Rilst kol e

Now usi ng ¢ AP Sl HEp Gl Ob SRiecho e Grand The oRiHing Pevice.
group regueshighd Usd! tK668 &8l 1D Yaddidds tontfiahds to the cells during

O

10

15

20

the grouping process. The methods that a user with a grouping
deviée may use to obtain the cell IDs are listed below. Note that
a grouping device or other control device's ability to communicate
with a cell in the following example may be limited by security
procedures if used. The security procedures, limitations on
communications and levels of security are not critical to the
present invention. The following example assumes that no
security procedurés are in place. In particular, it may be
impossible for a grouping device to communicate with installe_d
cells unless the grouping device has the system key (system ID
and encryption keys.) |
1. Direct connection to the cell.

The grouping device may: be connected to an /O line of the
cell package and then send a message to the cell requesting its ID.
Physical connection can be used to find a cell's ID either before or

after the cell is installed. Known means can be used (e.g., a fuse

The
ng

e



nane WO 89)045T8 cel |l of interest is found. The user sel ect BCTHN88/2380 and
t he groupi ng device, knowing that cell's ID, can proceed with the group .
assi gnment process. 20 If a user elects, the ID of the cell nay be
verified before proceeding with the grouping procedure. The follow ng
profedure is used to verify that the IDis for the target cell. WO

89/ 78 PCT/ US88/ 02390 I f the .
selected cell is an announcer, the gro device pronpts the user to (:)
activate the announcer by stinmulating its input. For example: if the cel

Is attached to a light switch, the user turns the switch on and off. The
groupi ng deyj ge .l | g 0. dL.S¢ 1h roup, addr.ess. a nber
nunber of t e%barég];%%ﬁa g@%@&eﬁ@ﬁ“& té gli@f’eﬁep,sef ﬁ@ GHiI}an Fevi ce

233?;'2??,5?5@& fdf 8% ivé%*ﬂe@lsﬁélﬁtﬁéﬁﬂﬁe%ﬁ?tﬂiﬁféﬁmﬁifﬁﬁ fﬁﬁgeﬁa-l |
Covericy tha SeiqcHiol BY e coltThByaAC USe of [spetia) SPITLC cer '
This nmethod is u?ﬁg bge@,ﬁs vu;gngd trgsﬂﬁ]gaodg{,@époprscﬁﬁblo | nanes have

been assigned but announcer have been assigned. The grouping

devi ce gendgelachinrkevi€edtd pRysieall Ssblbéﬁ?héf&éﬂrﬁycgﬂﬁﬁﬂﬁitiﬁ@ gach

announcer t.o broadcast a pacgét'cont ining its IDthe"next tinme~ it is

sti mul at ed. cdlhdnpueysinnthale Wase beer dusignated o s6fVe theskiladtige the

announcer by activating its sensed device; for instance, turn on a |ight
function. The grouping device communicates with the cell o

through the normal communications channels and sends a
broadcast message requesting-that all selected cells reply with
10 their ID. Only one cell is selected so only that cell will reply to
the request. Physical selection can be used to find a cell's ID
either before or after the cell is installed. Again, a means can be
provided to allow a user to disable this feature to protect the
security of the system.
15 3. Query All Names of Previously Grouped Cells
It is assumed in this example that ASCIl "groups” and "cell"
hames have been previously assigned to the cells. For this
- method, the grouping device queries all of the cells in a system to
report thefr group and cell names (ASCll name). The user scrolls
20 through the list of grbup names by using the grouping device. The -
user selects the name of the group that is believed to contain the

target cell. The grouping device displays the names of all of the



SW t Ry §6joadrd 1 ght switch announcer. Since the user wll PCT/LiS8802390% onl y
one announcer, the grouping device will receive only one packet with a cell
| B. WD 89/ 04578 PCT/ US88/ 02390
There is a chance that another announcer cell wll.be stinulated at the.
sanme time. Perhaps soneone el'se throws a light switch or a terrper'atureQ
sensor detects a tenperature change. The user may want to verify that t
D received is for 5 the correct cell. verify that the cell IDis the
rrect one, the user goes through the %ﬁt'mcer stinmul ati on process a

- second tine and verifies that the sanme réstlts occur. 6. Toggle Listener

This method is used in a network in which no group-or cell 10 nanes have

been assi gigels et arelin thedgroes andaths igssigRaak sk Janmerinices, cel | s

that are listeners to reply wth their 1D The grouping device needs to
limt the tistérer,otepeater)! eThe nusew selectsathetnan dfnthencelD thiat igask to

limt replies to a subset .of the possible cell |Ds. Wen the grouping
devi ce has bidievethbdd belihel targetfcellstener I1Ds, it allows the user to
‘toggl e“each listener, causing the listener cell to turn its output on and
of f. The user cdfittheuselected gell i an annsuncen, ethe greupingndevicee
observes the target cell toggling its output.. The user has then identified
the cel$ t@rompts dhei ugeseto cactivate theaanpouncer byt stimlagingjtsng 20
operatton. input. For example; if the ‘cell is 'attached to a. light switch, the .
O user turns the switch on and off. "The cell sends announceﬁ\_ent'
packets to the group. The grouping device listens to the
communications channe! and discovers the group and member
10 numbers or other codes of the activated announcer. _
If the _selectéd cell is a listéner cé!l, the grouping device
sends packets to the cell (using the group and member numbers
for addressing) commanding it to toggle its output. For example,
if the cell controls a light, the light will flash on and off. This
15 allows the user to verify that he has selected the correct cell.
" The grouping device‘-'sends a packet (using group and member
numbers for addressing) to the target celliwith a command for
the target cell to return its cell ID. The grcu;iing device now.
knows the target ID and can proceed with the group assignment
20 process. - | h o
Querying names is used to find a cell's 1D before or after the .
cell is installed. |
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PACKET FORMAT Each packet transmtted by a cell contains nunerous fields. .,
For exanple, a format used for group announcenents is shown in Figure 6.
Ot her packet formats are set forth in Appendix A 5 Each packet begins

wi t § g} preanbl e used for synchronizing the receiving cells' input circuitry
(bit "synch). The particular preanble codespysed in the currently preferred
enbodi ment i s described as part of the t - of - si x conbi natorial codes

(Figure 9). Aflag field of 6 bits begins and ends each of the packets. The
10 flag field code is also described in Figure 9. As currently preferred,

each of the cel S§¢imbldfe G entire packet, does a cyclic redundancy code
(CRC) cal 03 ation on tﬁee pac except for the contention tinmer field and

conpares that reFhig mbtHbd h§ %'fiheécﬁaé‘fwéikeiﬁ Shictedregpkahd dgp ALU 102

of 15 Figure 12 has hardware for cal cul ati ng the pack

regi sters 188C1Phathesihave Hedrmadsijrrad. eSThé %sérfcéﬁ@néﬁéﬁhe%mﬁg%g be

verified for an incomng packet, the packet is discarded. The packet

field is ligdvice to wait ciorathed neikih egroupranniotthdethent4 Phénf tid disdror

transmssion in a 3-of-6 code 20 using the encoding of Figure 9. (For the
L8 Siniats:the ampunir b 8 grous fierst, For i o
Figure 9.) the announcer is a light'_switch_, the user throws the switch. The |
Qrouping- device ﬁe.afs the anhouncement packet and extracts the O
group ID from it. | | | . | |
The user rriay'.\'t-efif.y_that this group ID is for the desired
10 group by causing the g_roupihg' Bevice .to_send packets to all of the
“group listeners c':omrﬁandfng them to toggle their outputs. The
user verifies that it is'.t'he- d_eéifed group by observing the actions
of the listener cells ("fzer.'_' éxafnple, if thé group consists of
lighting controls, the light flashes). |
15 Now uéing tﬁa’t" group D, 't_he grouping deviée__ broadcasts a
packet to the group 'fé_queéfing'that ea¢h_ cell reply with its cell
name until the cell of ihtérést i_s. found. The user selects that
name and the grou’p"iné device, knowihg thaf cell's ID, can proceed
_ with the group assignment process. - o
20 . lf'a user elects, the 1D of. the cell may be 'verified. before
proceeding with'the grouping procedure. ‘The following procedure
is used to verify that the ID is for the targét cell.



WO 8QL0ARTS cue - _ : PCT/p¢&g t he
curr%ﬁ%}@“ry?erred enbodi nent the CRCis a CClITT standard al gorliw390
([ERR]+ 1). The systemIDis a 32 bit field as currently preferred. The 5
other 16 bits of the 48 bit systemID are included'in the CRC cal cul ati
but not transmtted as part f the packet (Fi gure 29). The link address
field is a 48 bit field. Wien this field |1 zeroes the packet is
Rt erpreted as a system w de broadcast V\A”Bﬁ s acted upon by all the
|l's. For instance, a probe packet 10 has an all zero field for the |ink
address. Group addresses are contained within the |link address. For group
addresses the first 38 bits are zero and the remaining 10 bits contain the

group address. ([fhtheadeletfediwdlbis assannednesr,t fve fgrouping ndevicened
earlier range from 1024 to 248 since 210 addresses are reserved 15 for

groups.) Tpwompts thédruser, to nactivate: dhes announcermbyvistimlatingelits s
address. (For exanple, when a cell is being assigned the task of repeater

or |istenerinputhe Eamee:amme tiifrethei cell i attacted:ito ai lightirswidch itheal 6
bits for a CRC field (or other check sum _used to verify the 10 20 bits of
the tiner fusedtumstheeswitehi on asdeaffs’ Thegrouping deviesuisotheniable el d
if the cell must wait to transmt the packet. |f packets are bei n(I;
t r ansni Bt edtoo@isgoner the|group @dd resst anﬁ. meraber nymber @fsthe cel
PCT/ US88/ 02390 '
~ |f the selected cell is a Ilstener. the grouping device sends
O  packets to the cell (Using the group and member numbers, for
addressing) commanding it to toggle its output. For example, if
the cell controls a light, the light will flash on and off. This
10 allows the user to verify that he has selected the correct cell.
' 5. Stimulate Announcer. |
This method is used in a network in which no group or cell
ASCIl names have been assigned but announcers and listeners
have been assigned. The grouping device sends a packet to all
15 cells in the network commanding each announcer to broadcast a
packet containing its ID the next time it is stimulated. The
| grouping device then prompts the user to stimulate the announcer
by activating its sensed device; for instance, turn on a light
switch for a light switch announcer. Since the user will :
20 stimulate only one announcer, the grcuping device will receive

only one packet with a cell ID.



37 WOBHMI4578t s packet, the tine it waits is indicated bf HHERNFHoun the
contention timer field. The rate at which this field is counted down can _be
programmed in a cell and this rate is a function of the type of network.
The field starts with a constant 5 which may be sel ected by the type of
netiwo}k. Each cell repeating the packet counts down fromthe nunber in the
fie at the tinme the packet is receiv Jherefore, if a packet is :
repeated four tinmes and if each of the?fiﬁ’.cells i nvol ved wait for (:}
transmtting, the nunber in the contentTor? field reflects the sum 10 of :
the tines waited subtracted froma constant (e.g., all ones). Wen the

cont enti on ti MeFhdfeeld it Z4OPr SAAOGRELC Y WM b Lransmt the

- packet discards the packet rather than transmt | revents ol der

packets figtifngiatedi &0 th80sasid diné! e'ﬂ@rﬁhgéoééng@%r?? %llgge;fiaméeé- ‘15

As nentioned, the contention tiner.has it wn eld. I'f the

contenti Omigwtnsmfdheldi eetempuratdrsl sendde dutelets &Nempleraeket CRC

coul d-not be conputed until a packet could actually be transmtted. This

15413 SabegEn)Tup eaouen s vedty Bun hecIDeresadachl doe
the. ocBi ethBooorechreallcl To erifhethatiifieriosih IDI iethl corteginons, the
verified by.its 6 bit CRC, the packet is discarded. = WD 89/04578
PCT/ US88/ usegogees through the_ ann_oulncer' s_timulatipn.proce_ss a second
time and verifies that the same résults occur S O
6. Toggle Listener _
This method is used in a netw_ork in which no group or cell
10 names have been _assig'ned. The groﬁpi'ng_, d_e_vic_e_ broadcasts a -
packet that queries cells that are listeners to reply with their ID.
The grouping device needs to limit the_- 'num:b'er' of cells replying so
the packet contains an 1D bit mask t@_'li_niit_repl_ijes to a subset of
the possible cell IDs. When the g_-rbup‘_ing de\)ice has developed a
15 list of listener IDs, it allows the use?_ to toggle each listener,
causing the listener cell' fo_furn its outp't';t_on and off. The user
continues through the list of li‘steher{- cells until he observes the
target cell toggling its output. The user has then identified the
cell to the grouping device and it can ‘proceed with the grouping
20 operation. | |



The %%ﬂ ji7gf i el d records the nunmber of hops or retransnPGS;lcssslﬂzbae a
packe es gefore arriving at its destination. This 4 bit field starts

wi t-h a nunber which is the maxi mum nunber of retransm ssions allowed for a
particular 5 packet and is _decremented by each cell repeating a packet

For exanple, in a packet originated by a group anntuncer the starting '

count is the maxi num nunber -of retransm ssions that the packet nust undergo

reach all of the cells in a group. We as field becones all zeroes,
e packet is discarded by the cell, 10 r than being retransmtted
~Therefore, 16 hops or retransmssions is the limt as currently

I npl emented. The link control field I’OVI des_the |1lnk protocol and consists
of 8 bits. -This fieldis di scudBed Q'@EIUBQ&MA# section coveri ng ot her

| ayers of the protocol. 15 dom udo random nunber. f.
contains an 8 bitE Q%Mhﬁhﬁ@nﬁmrgﬂd%Yg%n&?ﬁt@ﬂtfadﬁse%‘!m?ﬂyﬁelﬂ t he

when & Lg'cﬂﬁo'r.%iéa” B 1 10l WAl dor  aroue anfoLfasmBre. 45 IR "t

oo ey oo Pl (4,7 bingr fatiel fofaid BB SSE Wik HosiiiR Bericia |t

ED(C)ZT? (LaJSg OZ%%@%&B%%@QW?OP@#@P@ ("leeoq fgf §¥1noc hcrgtnézsm Htl? ng type .

or receiving cells' input circuitry (bit synch). The particular

Q preamble code used in the currently preferred embodiment is
described as part: of the three-of-six combinatorial cbd'es (Figure
'9). A flag field of 6 bits begins and ends each of the packets. The

10 flag field code is also described in Figure 9.

As currently preferréd-, each of the cells reads-in the entire
packet, does a cyclic redundancy code (CRC) calculation on the -
packet except for the contention timer field and compares that
result with the CRC field of the received packet. The ALU 102 of

15 Figure 12 has hardware for calculating the packet CRC and CRC
registers 130 for storing intermediate results. If the packet CRC
cannot be verified for an incoming packet, the packet is
discarded. The packet CRC field is 16 bits as calculated, then
converted into 24 bit fields for transmission in a 3-o0f-6 code

20 using the encoding of Figure 9. (For the remainder of discussion
of packet fields in this section, the field length is described prior

to encoding with the 3-of-86 combinatorial codes of Figure 9.) In



pac M0 8904578 f or i nstance, network control, group nessagBCTHFEBRI02399saqge,
etc. The source address field (variable size) contains, by way of 5 .
exanple, the 48 bit 1D nunber of the cell originating a packet. For a probe
. packet this field contains the ID nunber_gf, the announcer. For an-

acknoy edgenent the field contains the Igg‘? the listener. For a packet

ad ssed to a group, this field containS (e source cell's group nenber
nunber. 10 The destination list is described in conjunction with
Figure 7. The nmessage field is variable in |length and contains the
particul ar nmessage being transmtted by the packet. Typical nessages are

ol o (e CERRHY dfptgfrelSritiSiniine 18 GRC 1s, ROBLIT BRAUEId e

‘to this fi!g?rﬂﬁ messages, once a group is formed, will, for instance, is
used by annduncer 60 to tell |istener 65 to turn-on a light, etc. The

encryption ki@l 18gry Gs,gdgg.cont ains 16 bits used to 20 verify the
aut henticity of an encrypted packet typically this portion of a packet is

not changed whe ' egegpedit _ : : echmgues may
b Useg. A gg/éogggigh ID &ea 8Redit Héld deheufretithy HrbisredeCcThe

PCT/ US88/ (gthe? 168 Bits oF teg A8 Bit Gystemulb &rg dnck/izd intthe IBRC on of a
packet which renmains unaltered when a packet is repeated. These
calculation but not transmitted as part f the packet (Figure 29).

The link addfess field is a 48 bit field. When this field is O
all zeroes the packet is interpreted as a system wide broadcast
whic_h- is acted upén by all the c_ells_. For instance, a probe packet

10 has an all zero field for the |ink_a_ddress. Group addresses are
contained within the link address. For group addresses the first
38 bits are zero. and the r__emaining I0 bits contain the group
address. '(The cell ID numbers assigned at the .fa-etbry mentioned
earlier range from 1024 to 248 since 210 addresses are reserved

15 for groups.) The link address, in some cases, is an individual's
cell's address. (For'example-, when a cell is beirig assigned the
task of repeater or liSten'er.)
‘ The ._contention timer is a 10 bit- field with an additional 6
bits for a CRC field (or other check sum) used to verify the 10

20 bits of the timer fiéld. Each cell which repeats a packet operates -

~ upon this field if the cell must wait to transmit the packet. If

packets are being transmitted by other cells a cell must wait to



fiel dyoogg904598d to limt repeating as will be described i rPCT/$88702390 Wit h
Figure 8. 5 ~ + The destination list field of the packet of Figure 6 is
shown in Figure 7. The destination list begins with a 4 bit field which

i ndi cates the nunber of nenbers in a group designated to receive a'nesiiif

in the packet. Therefore the packet can bg digected to up to 16 nenber @
a group. The nunber of each of the nenber%?ﬂ W thi-n the group is then
r

ansmitted in subsequent 8 bit fields. T oup nunber contained in the
ynk address and nmenber nunber contained in the destination |list fornms an
address used to convey nessages once the group is fornmed. If the

15 group. EASBRR 1S BRERet, Mie RRIE i HeFEUR Idiceed by ERLARS |

o cerral N BARpLTES  SBRE iy Yma, AN oM. e A e, L i 1T M
ropoat od onedufté ddwriéah Ye 'dibgfaimed’ " b8 A3 'tRis g T5tadl !y VO
br oadcast . friRt 20t ARENANG BOHMMYIREC TH oERFtafs! WRIES | Corbtates the

cells to recogni ze pa ich 1t has recently repeate shoul d
be recald edwhitsh rAglycBehséRicted ' IMb! fype'of network. Each cell
repeating the packet counts down from the number in the field at
| the time the packet is received. Therefore, if a packet is
O | repeated four times and if each of the four cells involved wait for
transmitting, the number in the contention field reflects the sum
19 of the times waited subtracted from a constant (e.g., all ones).
When the contention timer field reaches all zeroes, the cell
waiting to transmit the packet discards the packet rather than
transmit it. This prevents older packets from arriving and being
interpreted as being a new packet.
15 As mentioned, the contention timer has its own 6 bit CRC
field. If the contention timer field were included in the packet
CRC, the packet CRC could not be- computed unfil a packet could
actually be transmitted.- This would require many calculations in
the last few microseconds before a transmission. To avoid this
20 problem a separate CRC field is used for the contention timer
field. If the contention timer field cannot be verified by its 6 bit
CRC, the packet is discarded. |



| east the hop count will change, requiring a new packet CRC field for the"
packet. This CRC field is different fromthe CRC field discussed in the

ne aragraph. 10 As each packet requiring repeating is received, a
reggérer CRC nunber is calculated for the fields extending fromthe

begi nning of the link control to the end of the destination list as

i ndi cated by bracket 99 of Figure 6. ocell rebroadcasts a packet it
stores the 16 bit repeater CRC results circular list 15 of such

nunbers if

- which requ

5 nek F’y?? -bS a. packet, it calculates a packét, CRC fi el dpehjiydigpiagedes
the eg 4a§él§ For ‘packets that are repeated, a new CRC is ne’ededwsi nce at,

t he me,nunber is.not already stored. However, the packet is
repeat ed only lﬁpn & g&l’rp
results ca

L e

bop count fieldsreerrds the num @PSePBat er CRC

o

nunber s’ stapatinatnf n This AUBE Mol BtArs, Wi, 2 uBBRF Whidh oolhe, i ook

73b. If th

het sse) o eI i"i"ﬂ%’f.s*l-n'de%ﬁg}“%éig?’s"a"\gg'g‘?/ 8 Radichaber s t

neM/re%fat
packet ¥ s
packet is
circular |

10

15

20

Paskal a5, dactefnabfi byisalfi bRl Rhedlind & BabRee Eat e
8

"hop" count is the maximum number of retransmissions that the
packet must undergo to reach all of the cells in a group. When this
field becomes all zeroes, the packet is discarded by the cell,

rather than being retransmitt_ed Therefore, 16 hops or

retransmissions is the limit as Tcu-rr_'en‘tly implemented.

The link control field provides the link protocol and
consists of 8 bits. This field is discussed in a subsequent section
covering other layers of the.'prot'ocol{. :

. The random/pseudo random number field contains an 8 bit
random number which is generated for each packet by the cell |
originally transmitting the packet. This number is not |
regenerated when a packet is repeétéd.’ This number is used as
will be explained in conjunction with ‘Figure 8 to limit -
rebroadcasting of probe packets; |t a'iso. may be used in
conjunction with encryption_w_he'ré the entire packet is to be
encrypted. |

PRarrg8rCH paSKB Srihated Y AX0GP, aRnBRAICHTE SIRIMACS o e

o



corfqugn#} a}@suse of the repeater CRC cal cul ation associ atpg'rmssslujsgof ield
99 and e use of the circular list will prevent repeating of a previously

rebroadcasted packet. Note that even if an announcer 10 continually
rebroadcasts the sane sequence of nessages, for exanple, as would occur

with the continuous turning on and turning off of a light, a cell <;>
desi gnated as a repeater wll rebroadcast same ‘message since the pa
nt ai ni ng nmessages appears..to be differ his is true because the 15
<f§ndon1nunber sent with each of the identl nessages wi |l presumably be
different. However, in the instance where a cell receives the sane

nmessage i ncl uded th| n th sa field 99 (same random nunber), the packet
with its nessage If¥8 INQRKO 'FQJ ﬁ@&& (% mt%rseulagmtescmatmg tyre eor

pr obe packet T the est gbl i shnen f s di scussed above,
t he broadcaE?cb?EEXbﬁac{Qét nsiance W&mq:! OGP &"ﬁ [Q% '-'Pgtmﬁﬁﬁ,agﬁtr@' &e
they may echo WO 89/ 04578 _

PCT/ US88/ 0238852489 0Pt one period of time, causing unnecessary traffic in

i Eb gitn?ﬁ? onous 1 SAUCEoAOGTESS WG tmithie, Sieal e %Wd
method 5 nerefiEbethedanbt I AL, Bois e BRGiet)acBeEkEh o
For a probe packet this field contains the ID number of the
Q announcer. For an acknowledgement the field contains the ID of
the listener. For a packet addressed to a group, this field
contains the source cell's group member number.

10 The destination list is described in cohjunction with Figure

The message field is variable in lehgth and contains the
particular message being transmitted by the packét. Typical
messages are contained in Appendix B. In the case of a probe

15 packet the field includes the routing; th’ét is, each cell repeating
includes its ID number to this field. The rhessages, once a group
is forméd, will, for instance, is used by announcer 60 to tell
listener 65 to turn-on a light, etc. |

The encryption field, when used, contains 16 bits used to -

20 verify the authenticity of an encrypted packet typically this
portion of a packet is not changed when a packet is repeated.
Well-known encryption techniques may be used.



encoW® 89/84578cket s descri bed above, however, the codi ng dRSEMNSR8H2389 ow i s
presently preferred. 10 A three-of-six conbinatorial coding is used,

to encode data for transm ssion in the presently preferred enbodi nent. All
data is grouped into 4 bit nibbles and for each such nibble, six bits are
trdnsitted. These six bits always have three ones and three zeroes. The

tramsm ssion of three ones and three z%in sonme 15 conbination in

every six bits allows the input circui the cells to quickly becone . O
synchroni zed (bit synch) and to becone byte synchronized as will be '

di scussed in connection with the 1/0O section. Al so once synchroni zed (out

of hunt mode) iRl bﬁékéi@?d{hlgldrlﬂe' BOPSRIUBaNts fHe MiRiIBRCopE [ ©

-mai ntain synch. ht ha um of I gure ists the 20

possi bl e ceaékétawmaﬁ FAmAirks turi&ltét@d“%vmri ri’aélietttserégéété’d ev\ghggea”d 3

are zeroes. In the lefthand colum, the corresponding 4 /04578

PCT/ US88/ ORI ‘atepasee toalimitrepeatinghas 'witlebe! deiseribaid 4an i S shown.
For exanple, if the cell is to transmt the nibble 0111, it is converted to

the bit segomjundicd)WwithefRigeréeBng transnitted. Sinmilarly, 0000 is
converted to 011010 before.being transnmitted. 5 Wen a cell receives the 6
bit pabterns, iTheodestinationetistafield oft thee packet ofidFigure B is shownns.
There are 20 three-of-six patterns and only 16 possible 4 bit comnbi nati ons.
Ther ef or e, inf figurerde- df hasudeetmatmmdlstdbegms wnth a 4 bit field which
indicates the number of members in a ‘group designated to receive O
a message m the packet Therefore the packet can be directed to
up to 16 members of a group. The number of each. of the members
10 within the group is then transmitted in subsequent 8 b:t fields.
The group number contained in the link address and member
number contained in the destination list forms an address used to
convey messages once the group is formed. If the destination
number is zero, the packet is addressed to all members of the
15 group. For some packet_types this field contains the ID of the

receiving cell (see Appendix A).

E. MECHANISM FOR PREVENTING REBROADCASTING OF
CERTAIN PACKETS
20 | .
As previdysty m-eﬁtioned:, the probe packets are repeated
only once by '-each" of the cells ﬂafter the packet is -initially



N,

have  ROAD ing 4 bit pattern assignments. The three-of pgipi:&R/088al € N
01010?R?§9usg§ﬂas a preanble for all packets. The flags for a|Fég%@Eg?% are
101010. The preanble and fl ag®patterns are particildrly good for use by the
inplut circuitry to establish data synchronization since they have repea
transitions at the basic data rate. The two three-of-six patterns not tfg
"assigned can be used 15 for special conditions and instructions.
cordingly, a cell prepares a packet generally in integral nunber of bytes
\aAd each nibble is assigned a 6 bit pattdﬁn?before transm ssion. The
preanble and flags are then added. The circuitry for converting fromthe 4
bit pattern to the 6 bit 20 , patterns and conversely, for converting from
the 6 bit pbreadeast.o Anspacialimeghanism programmed intgueach 1af dhe 15.
WD 89/ 04578 - . . . -PCT/ US88/ 02390 45
comvuNI caTl eRlignBliewsrithe cells fo reseanize.psckets whichsitrbas: reegntly
‘Figure 10, each cel.l includes a nultiprocessor 100, input/output section
107- 110, neﬁ%P?aiﬁg'and associated timng circuits shown specifically as

oCL ! L ar L7, st T SR e Bealiet R8s A Geff Fahii. P4 11°
o eor e feftsin Y 8Bl BB Pardd S BACKEL RERE e i o
precedes the end flag. For packets that are repeated, a new CRC
O is needéd since at least the hop'_' .count.wi-ll change; requiring a
new packet CRC field for the packet. This CRC field is different
from the CRC field discussed in fhe next paragra.ph.
10 As each packet requiring repeating is received, a repeater
CRC number is calculated for the fields extend_ing from the
beginning of the link control to the end of the d_eStination list as
indicated by bracket 99 of Figure 6. As a cell i'ebroadcasts a
packet it stores the 16 bit re‘beafer CRC results in a ciréular list
15 of such numbers if the same number is. not already stored;
However, the packet is repeated only if the circular 'list does not
contain the repeater CRC resuits calcu'lat.ed for the field 99.
- Therefore, as each paéket' is received which -requireé
repeating, the CRC is computed for the field 89. This is shown by
20 block 73a of Figure 8. This number is c'ompared with a list of 8
numbers stored within the RAM éontained within the cell
indicated by block 73b. If the number is not found within the |



. o =
Patelwolﬁ%qﬂ_??ﬁB?. The preferred enbodi nent of the cell coﬁp“-".rr sggsl' 3egouse of
CMOS technol ogy where the entire cell of 15 Figure 10 is fabricated on a

single silicon substrate as an integrated circuit. (The nultiprocessor 100

is seaetimes referred to in the singular, even though, as will be
desqriped, it is a nultiprocessor, specijigyplly four processors.) The
mul trprocessor 100 is a stack oriented p ssor having 20 four sets of

regi sters 101, providing inputs to an arithmetic logic unit (ALU 102. The(:>
ALU 102 conprises two separate ALU s in the presently preferred enbodi nent.
WD 89/ 04578 PCT/ US88/ 02390 46 The

menory 115 stopeddrembersagdhbonew repeater’ CRGErdsulishareustoret aspr ef erred
enbodi nent, al though this particular size is not critical. One portion of

the nenory indiceted byr block 73g anslt the paoket (BOdpeated! 1Dh. thEhathext
portion of the menmory is 5 a randomaccess nenory 115b which conprises a
plurality dianddiihthg number isefound thensthelpackiet ischot repeated.usAg). The
third portion of the nmenory conprises an electrically erasable and

el ect ri cal | presargharimplementead,oB numbers, grecetmgd linsa circulae listirently
preferred enbodi nent, the EEPROM 115c enpl oys 10 nenory devices having
floatin§ gathed. isTHEec Oldastc sumbers ase discgrded \as tN|W QAEFHAFE t han t he
normal operating voltage) for programmi ng and erasing. This higher
potential |GOMPBEGded from an "on-chi p* vol tage punp 116. The entire

address space fothe use of the répeater-CRC_calcuIation associated with the _ O
 field 99 and the- 'uée'__'of the circuiér list will prevent repeating of
a previously_r'ebrdadcasted' ‘péck'et. Note that even if' an announcer

10 continually rebrOa_d‘casfs the same sequence 6f messages, for
exampl‘e; as wou}d 6ccut Wiih the continuous turning on and
turning off df a i‘ig.ht, a cell_designafed_ as a repeater will
rebroadcast tﬁeﬂ same message since the packet containing
messages .appe:ars to be di_ffefent.. This is true because the .

15 random number sent with each_.'_of fh_e_ identical messages will
presumably be d‘iffe_re_r_)t. However, in 't_he. instance where a cell
receives th'e same rﬁe_s_sage_ include_d.within the same field 99
(same random numbér)_, the pa_cke_i with its message will not be
rebroadcast. This is p-artiCularIy.true for probe packets. Thus, for

20 ' the establishment of __g’_roups diScussed above, the broadcast probe

pack'etS' qﬁickly "die out" 'in.'the network, otherwise they may echo



menory 115 addr essed t hrough the ALU 102a which is one par
102. %%qg15a stores the routines used to inplenent th%cgf

of the protocol discussed in this application. This ROM al so stores

routi nes needed for programm ng the EPROM 115c.

&r%‘%ﬁp“iy:\%g '

The application programfor

the cell is stored in ROM 115a 20 and, in generali+is a routine which @ s
as a "state machine driven by variables in the EEPROM 115¢ and ‘RAM 115b:

RAM 115b st ores comruni cations vari abl es ara_ ssages, applications WO
9/ 04578 PCT/ US88/ 02390 47

vari abl es and "state nmachi ne" descriptors. The cell ID, systemID and

communi cations and application paraneters (e.g., group nunber, nenber

nunber, anforrsganer peeiddrof time)oausing ounnecessary traffiedn théhe EEPROV

115c.

remai ni ng subsection 110 has a single sel ect

The portion of the 5 EEPROM 115c storing the cell IDis
"wite-pronetivrk.t hat is, once programmed with the cell ID, it cannot
reprogrammed The i nput/output section of the cell conprises four
subsections 107, 10F, THREE+OFRSIX-COMBINATORIALLLEDING 107, 108 and
109 have | eads 103, 104, and 105 respectively for 10 communicating with a
networ k and/ or donmany i ngtworkss aising gthee \synshromous: teansmissioncorf| .

read i rb codligitak datan escading tis epployede tohemped: timing mfosmation | v

[ | ement ed, the subsection 110 i riparily used for_ timng an
™ Oné'wi ely z_sea %‘nodCl

O

10

15

20

within the data stream. wige encoding me is
Manchester coding. Manchester_ or other coding' may be used to
encode the packets described above, however, the coding
described below is presently preferred.

A three-of-six combinatorial coding is used to encode data

for transmission in the presently preferred embodiment. All data

is grouped into 4 bit nibbles and for each such nibble, six bits are
transmitted. These six bits always have three ones and ihre_e
zeroes. The transmission of three ones and three zeroes in some
combination in every six bits allows the input circuitry of the
cells to quickly become synchronized (bit synch) and to become
by{e synchronized as will be discussed in connection with the 1/O
section. Also once synchfohized (out of hunt mode) the

transitions in the incoming bit stream are used to maintain synch.

The righthand_ column of Figure 9 Iists the 20 possible
combinations of 6 bit 'patterns where 3 of the bits are ones and 3
are zeroes. In the lefthand column, the corresponding 4 bit

be

The
pin 106 which can be used to



15 WOUBOAST8 The i nput/output section is addressed by t hBCHURSSESP0.
through a dedicated address space, and hence, in effect appears to the
processor as nmenory space. Each I/0O subsection can be coupled to each of

the bprocessors. This feature, along with the nultiprocessor architecture
of @cessor 100, provides for 20 the continuous (non-interrupted)

operation of the processor. The |/0O secti may ‘be fabricated from

wel | -known circuitry; the WO 89/ 0457 O
PCT/ US88/ 02390 0O ' 48 presently preferred

enbodi ment is shown in Figures 17 through 23. The cell of Figure 10 al so

i ncl udes apattecn! assignead 2oariblet thrieesofrsierpattern lis, shosvi.at For provi des

the timng signals 5 particularly needed for the pipelining shown in Figure .
13. Oper at examplea if cther cell dsfto transpiihthe nibbler Olilyré 18 is currently
preferred, thus providing a 4nmHz minor instruction cycle rate. O her

wel | - knownconhwertesk docthe cbitusegment &4000t betaree beingr transmittedan (e. g. ,
power) ™ 10_ . Al'l of the cell elenents associated with Figure 10 are, in
the pref er Bimilarlyad0ROR |isi copvpriest 0 &1 010 nhetorechaivgdiansmitted, as
mentioned. B. PROCESSOR The currently preferred enbodi nent of the

pr oces$or M@ensalselfsnmveﬁ tHeg%r g’tylﬂaé?ﬁfnﬁndt wenverts thean i Baclpto

registers eicélorclz_gsmp',ruopihcj:ﬁgte‘tv%itth ég\ﬁeﬁ_ll_su s 102a and 102b. (Q her processor
There are 20 three-of-six patterns ahd"only. 16 possible 4
bit combinations. Therefore, four thteé?bf-six pat_-tefn-s ‘do not @,
have corresponding 4 bit pattern 'éssign'ments. The three-of-six
10 pattern 010101 is used as a preamble for all packets. The flags
for all packets are 101010. The_'pre-amble_ahd flag patterns are
particularly good for use by the input ciréuitry to establish data
synchronization' since they have repeated tra'nsitio_ns at the basic
data rate. The two three-of-six patterns not aSS_ig_ned can be used

15 for special conditions and instructions.

Accordingly, a cell prepar'e_s. a‘l packet generally in integral
number of bytes and each nfbble" is éésigned a 6 bit pattern before
transmission. The preamble and flags are then added. The
circuitry for converting from the 4 bit pattern to the 6 bit
20 patterns and conversely, for cbnverﬁng.fro_m th'e.E- bit patterns to

the 4 bit patterns is shown in Figures 14 and 15. |



archi“gg@gﬁﬁ37gabee used such as one having a "register" ¢S83/B2%90 as
wel | as other ALU and nenory arrangenents.) The address ALU 102a provides
addresses for the nenory 115 and for 20 accessing the |I/O subsections. The
data ALU 102b provides data for the nenory and 1/ O section. The nenory -
output in general is WD 89/ 04578
PCT/ US88/ 02390 49 coupled to the processor registeérs through registers 146
DBUS 223. The 16-bit ABUS 220 provides i nput . to the address ALU

2a. The base pointer registers 118, eff e address registers 5 119
and the instruction pointer registers 120 are coupled to this bus. (In the
| ower righthand corner of the synbols used to designate these registers,
there is shown an arrow with a designatitklﬂx4". This is used to indicate

that, for exanple, the | | st s 4 _deep, re specifically,
the base 10 pointer re?émwmﬂég i@b EQNW&ﬁthﬁLone for each
processor. This is also true for the effective address registers and the
instructjonlgéinter regi sters.) The BBUS 221 provides up to a 12 bit input
to the ALU 1M2a Gvesviewiofthet Cellt he data ALU 102b through register
142. The_4 deep top of stack registers 122, 15 stack pointer registers
123, ret8rn poi nter registers 124 and instruction registers 125 are coupl ed
to the BBUS. The S 222 praqyides the otner 8-bit input to the ALU 102

t hrough register errimg %B?fs/;gugec peagh geilhinglugesua: muitiprocessor

100, input/output section 107-110, memory IS and associated
O tirriing circuits shown specifically as oscillator 112, and timing
generator lll. Also shown is a voltage pump 16 used with the
10 memory lIS. This cell is realized with ordinary integrated
circuits. By way of example, the multiprocessor 100 may be
fabricated using gate array technology, such as desecribed in U.S.
Patent 4,642,487. The preferred embodiment of the cell
comprises the use of CMOS technology where the entire cell of
15 Figure 10 is fabricated on a single silicon substrate as an
integrated circuit. (The multiprocessor 100 is sometimes
referred to in the singular, even thcugh; as will be described, it ns
a multipro_ce_ssor, specifically four processors.)
~ The multiprocessor 100 is a stack oriented processor having
20. four sets of registers I0l, providing inputs to an arithmetic logic
~unit (ALU) 102. The ALU 102 comprises two separate ALU's in the
presently preferred embodiment. . i



poi N0 89p0a5T ers 120, the 4 deep top of stack registers RQE/US8§02390 f our
carry flags 129, and the 4 deep CRC registers 130 and the 4 deep next

regi sters 131. WO 89/ 04578 . _

PCT/ US88/ 02390 0 50 The MBUS, coupled to the output of the nenory, can
rec'_@mdata fromthe output of the ALU 102b through register 145b, or from
.the ry or I/0O sections (107-110). This _bus through register 146 and the
DBUS 223 provides inputs to registers 11{6 119, 120, 122, 123, 124, 125;
130, 131 and to the carry flags 129. Ther s a 16-bit path 132 fromthe
out put of the address ALU 102a to the registers 120. The ALU 102b i ncl udes

connect s wi th ¢ B K Brdiing Rorads) BirracBtahf S4KEE T e 1
10, 00" Pty *BhateRfag L arasfBBhe Sbudh Hs Besc iR e, I8 oV
1591272 TR, SHGbRE COME il KA Shoty' B RGP0 SRR SOloLerS
et e " TRErIBOREYRON ido el SATT HETNER, pbpken'yt 1 nighery e e
Pow"hers! £ TePrrdocksd ghigly XIS HRH Sgrias, whpruny | ops 130
ordinary static memory cells (dynamic cells can be used-). The
third portion of the memory comprises an electrically erasable - O
and electrically programmable read-only memory (EEPROM) 115c.
In the currently preferred embodiment, the EEPROM 115¢ employs
10 memory devices having floating gates. These devices require a
higher voltage (higher than the normal oper’aiihg "vbltage) for
programming arnd erasing. This higher potential is prévid'ed from
an "on-chip" voltage pump 6. The entire address space for
memory 15 addressed through the ALU 102a which' is oné part of
15 the ALU 102. | - | - |
| The ROM 115a stores the routines used to implement the
various layers of the protocol discussed in this’ applicaticn. This
ROM also stores routines needed for programmirig the EPROM
115¢c. The application program for the cell is stored in ROM 115a
20 and, in general, is a routine which acts as a “Staté machine”
driven by variables in the EEPROM 115¢ and RAM 115b. RAM 115b

stores communications variables and messages, applications



20 data and..addresses between the registers, ALU nenory B&d tha-
respeMQ $¥04%%es i s described in conjunction with Figure 1%&4-/{&%6%33?04578

PCT/'US88/ 02390 The data in any one of the stack poifhiter registers 123 or
any one of the return pointer registers 124 nmay be directly increnented or
decrenented through circuit 127. Both ALU s 102a and 102b can pass eith
of their inputs to 5 their output termnals, can increnent and can add™s

eir inputs. ALU 102b in addition to:addigg= provi des subtracting,
@ifti ng, sets carry flags 124 (when apprﬂat e), ANDi ng, ORing, exclusive
ORI ng and ones conplenent arithmetic. The ALU 102b in a single step al so
“can conbine the contents of next registers 131 10 and CRC registers 130

(through p MKy 1 laeRifE"ndekkriptdrs. t ogbHnID, dystevn ¢D the
top of sta?taﬁggres’)st ers 1.(2%&?3 provi de tt?gblr'll x?'%nuggré gged-i n(s{yhe CRC

cal cul ati OnandAédhirin@mééﬁené\LathQPFMﬁ@n "Eaﬁémmléfsi (elg/, tgraupnd

provi des a special nibble feature allowing the |ower or higher four bits to

be 15 shi f haethber,a mesitser onumber;. annouricer/repeatecilistengr Al so, ALU 102b
performe a 3-of-6 encoding or decodi ng described in Section F. In. the

preferred eabsifinments)i are storedlia therEERRQ@Mod 186i p The portienl of tkee are
basi c contact pads on the die for power 20 and ground and all the I/O pins
A and BSandEERROMad 1&d storing thes qelliibeds i writerprotented” ithataisd ance
" qure ). pIggersaem%)er]éavc\rtith the cell ID, it cannot be reprogrammed
O The input/'output. section of the cell comprises four |
- subsections 107, 108, 109 and lI0. - Three of these subsections 107,
108 and 109 have leads 103, 104, and 105 respectively for
10 communicating with a network and/or controlling and sensi_ng
devices connected to the cell. The remaining subsection 110 has
a single select pin 106 which can be used to read in commands
subh as used to determine the cell's ID. As presently
implemented, the subsection 110 is primarily used for timing and
15 counting. The input/output section is addressed 'b_y the processor
through a dedicated address space, and hence, in effect appears -to
the processor as memory space. Each /O subséctiori can be'
coupled to each of the sdbpfocesscrs. This feature, along with
" the ‘multiprocessor architecture of processor IOO,. provides for
20 the continuous (noﬁ-in&errupted) op'eraﬁon' of the processor. The
I/0 section may be 'fabric":ated from well-known circuitry; the
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used for attachrrent to package p| ns for a basic | nexpensi ve package I n
addition to the basic contact pads additional pads in the presently
preferred enbodi nent will be provided wt connections to the ADBUS 224
an e MBUS 225 of Figure 12. One contrd—éont act pad may be provided to
dis e internal nenory. By activating the™ontrol contact the internal .
menory i s disabled and the data over ADBUS and MBUS is used by the O
processors. This allows the use of a nmenory that is external to 10 the
cell. It is assuned that the additional contact pads may not be ava| | abl e
for use when the,cell is in an.inex sive package These dition

contacts 5@“&’095%@“%3 ﬁﬂmdeﬁ{)%{}e %‘UﬂsﬂbrFWﬁﬁplﬂ thro kages
t hat have g@'e t han the m ni mum nunber of pins. The cell as

manuf act ur requires an initialization program At waf er probe tinme the

T L S O, ol L
CEP O O o RBHRE, W, He EE r B BRGNS "L L

al thi st Barib{ldiy AG8UbEM G 996 2BibeiiHink® ShoWird SheFigdre 1951 | - knova 11

Operation at a 18mHz rate for the phases -4 of Figure I3 is-
currently pref'erred-, thus .providing a 4mHz minor i_n_struction O
cycle rate. Other well-known lines associated with the cell of
Figure 10 are not shown (e.g., p_eWer).

10 All of the cell elements associated with Figure 10 are, in
the preferred embodiment, incorporated on a single -
semiconductor chip, as me_n-tidned

'B. PROCESSOR
The currently preferred embedsment ef the processor 100 is

15 shown in Figure 12 and mcludes a plurality of registers which
communicate with two ALU's 102a and 102b. (Other processor
architectures may be used such' as one having a regzster" based
system, as well as other ALU and memory arrangements.) The
address ALU 1022 provndes addresses ‘for the memory lI5 and for

20 accessing the 10 subsectxcns The data ALU 102b provides data
for the memory and /O section. The memory output in general is
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g%éé%@ﬁEﬁ%TlCN I n general, nennry fetches occur when the ALLI§%2a

prOV|des a menory address. The nmenory address is typically a base address
or the like on the ABUS fromone of the base points.5 in registers 118
ef fective address registers 119 or instruction p0|nter regi ster 120 (:)

conbined with an offset on the BBUS from stack pointer register 123,
turn pointer register 124, top of stac isters 122 or the instruction.
(;ggisters 125. Calculations in the ALU 10 nost typically involve one of
0 the top of stack registers 122 (BBUS) and the next registers 131 (CBUS)

or data which may be part of an instryction fromone of the str '
regi sters 1Z0uplgd &0i WQ Iﬂ!°§9§§§ﬁtﬂ%'%@ﬁeth@c!’%@&#@ﬁ? 14 et%ﬁélegor
operates with the output of the menory being coupled to the DBUS 15 223
t hr ough rexy%g f 146 the processor could also be inplenented with data

perfor e by sonc1Bp 1nbARLS, 22D Bimdues, BRS:irRuicta. tHE adiffet .
cf fect | ve %3!32%&5?@” e tmpiter, Hpdierer B I efferfud AHAPagP CraliBtdts '

| nprove

Loprove Bos B0%A4' He Cinstfctid Somter regidfrd®12ddfe coupled to this

bus. (In the lower righthand corner of the symbols used to
designate these registers, there is shown an arrow with a
O designation "x4". This is used tb indicate that, for example, the
base pointer register is 4 deep, more specifically, the base
10 pointer register comprises 4 16-bit registers, one for each
processor. This is also true for the effective address registérs
and the instruction pointer registers.) The BBUS 221 provideé up
to a 12 bit input to the ALU 102a or an 8 bit input to the data ALU
102b through register 142. The 4 deep top of stack registers 122,
15 stack pointer registers 123, return pointer registers 124 and
instruction registers 125 are coupled to the BBUS.

The CBUS 222 provides the other 8-bit input to the ALU 102
through register 143. The CBUS is coupled to the inétruction-
pointer registers 120, the 4 deep top of stack registers 122, t_he

20 four carry flags 129, and the 4 deep CRC registers 130 and the 4
deep next registers 13!. . |



In J¥RSBUI457Bor mermory addressing, a base pointer is proRHYSSHEI® of the
registers 118, 119 or 120 with an offset fromone of registers 122, 123,
124 or 125. The address ALU 120a provi des these addresses. Also, in

gen |, the ALU 120b 5 operates on the contents of the top of stack and
neﬁf;segister; there are exceptions, for exanple, the instruction register
may provide an i mredi ate input to the U 102b. Specific addressing and

ot her instructions are described bel ov MULTI PROCESSOR OPERATI ON 10 C:)
The processor is effectively a multipr sor (four processors) because of ™.
the nultiple registers and the pipelining which will be described in

it processor S8 AR oo fHAF N BB oL HERBRR. LlhTecelre,
" e, cSeth 16 Shtor AL et TGRSR e
fuo AL, ToMLAMETIERRY' BF WO, S6RBORSF1OT- 1R, TR HRE Moy 00"

gi ven tineredibidre 14er did/$her DBUSS 223 Igievidds iABLts 48 régidters Tfmrefore,

the nultiprocessor operation of the present |nvenFIon.nay e obtal ned using
a singlse M) 120, WE239204 524, 125, 130, I3l and to the carry flags 129.

PCT/ US88/ 02390 55 The processi ng system has four procesSors sharing an
address ALU, a ThiereAlg)zaig-bitrpath 132 biront thenoutpuiciof thekemdress
ALU 102a to the registers 120. The ALU 102b includes circuitry ®
for performing CRC calculations. This circuitry directly connects
with the CRC registers 130 over the bidirectional lines 133. The
10 top of stack registers 122 are connected to the next registers 13!
over lines 138. These lines allow the contents of register 122 to
be moved into registers I3 or the contents of register 13| to be
. moved into registers 122, | As cu_rfehtly- implemented, a
bfdirectional, (simultaneoué). swap of data between these
15 registers is not impl’e;mentéd. qur bits of data from the output
of the memory may be returned directly either to the instruction
pointer registers Izd or the instruction registers 125 through
lines 139. - | | :
The pipelining (registers 141,142, 143, 145 and 146) of
20 data and addres_sés between the registers, ALU, memory and their

respective buses is described in conjunction with  Figure 13.



f our ‘XP&?@WEI'es"for each processor. The ALUs take one cl%@’%v&meng?]d,'the

menory takes one clock cycle. The minor cycles for 5 each processor are

of fset by one clock cycle so that each processor can access nenory and ALUs

once each basic mnor cycle. Since each processor has its own register

it can run independently at its normal s . The'system t hus pipelineiffi

four processors in parallel. 10 : register of Figure 12 is

sociated with one of four groups of registers and each group facilitates

(fﬁe mul ti processor operation and is associated with a processor (1-4) of

Figure 13. Each of the four groups includes one base pointer register,

ef fective addreskhe agata ém, anysonecof tine pstackepoirder stegisterspl2¥ or5anyt ack
regi ster, stack pointer register, return pointer register, instruction

regi ster, OR® rafgthe ereturnxpointgrsragistensd 124 cmay bé agiregtlyh rel ated group
of registers corresponds to one of the four processors. Each processor
execut es i iacramented on desemeyteds theaugh neirouitci27.e consisting of four
clock cycles. During 20 the first clock cycle a processor will gate the
appropriate regiBot Alddis 10238 apdd02boar passseithernot theiteinpusotx cycl e
the ALUs wi |l be active generating data fromtheir inputs of the WO

89/ 04578 their output terminals, can increment and cam-adagtiein 0puts.ABUS,

W th ihe adirdsOZanimAdqibAN o ASGING: PraNifeR: SURraRENG s MNIBGUr cod by
Terory: or .tshe“:tsAcI:‘éJrrglfoﬁg'gsTQ&f' ?v%terﬁ appro'priate).' ANDing, ORing,
O- exclusive ORing and ones complement arithmetié. The ALU 102b in
a single step also can combine the contents of next registers 131
10 and CRC registers 130 (thrbugh paths 222 and 133) and combine it
with the contents of one of the top of stack registers 122 to
provide the next number used in the CRC calculations.
Additionally, ALU 102b performs standard shiftihg. and provides a
special nibble feature allowing the lower or higher four bits to be
15 shifted to a higher or lower four bits, respectively. Also, ALU
102b performs a 3-of-6 encoding or decoding described in Section
F | |
In the preferred embodiment with a single semiconductor
chip for a cell there are bas_iccbntact'pads on the die for power
20 and ground and all the I/0 pins A and B and the "read only" pin 106

(subsections 107, 108, 109 and 110, Figure 12). These contact
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and final clock cycle will gate the results fromnenory or the 5 ALU 102b
into the appropriate register via the DBUS. A processor can be viewed as a
wave of data propagating through the sequence descri bed above. At each step
the@ermedi ate results are clocked into a,set of pipeline registers. By
usi these pipeline registers it is pos 2 to separate the 10
i ndi vidual steps in the sequence and ther e have four steps executing
si mul t aneously. The four processors can operate without interfering with
one anot her even though they share the ALUs, nenory, 1/0O and many contr ol

(nder st aod PAESEEPoiped it RAEERIH ;i LIGRASKALS plfe it 8 BaBR: Counter and
hrough 15148%e8 ARV HagRBES SLSoclarea it h one of the |nstruction
Fegi st ars o toddeAeRa o the°BRE \éﬁb’faef?%?é’ﬁéd?@eb%ﬁw@% e s
padec. L nBredBhitlC didtetrdd WbBdITRM, Fih BAZprdlided igiet °f  nes rom

thEInStI‘U m nor. cycles are requi oexe utethe

:D?:?'} [JES% %@8@ @Sﬁg&r the é\gﬁlsgé? 83“? gelc\ﬂallr'{tsozgﬁe CO re 1?138. or

ot o vt o s g o

| oaded i nt (?nen‘ﬁdrletBynahﬁva§thgr_tﬁ65§ontrb_ﬁ dortacy the internal memory is

| disabled and the data over ADBUS and MBUS is used by the
processors. This aiiows_ the use of a memory that is external to

10 the cell. It is assumed that the additional contact pads may not
be available for use'. when ihe cell is in an inexpensive package.
These additional contacts may be accessed by wafer probe
ccntacts or from pins |n packages that have more. than the
mnmmum_ number of pins.

15 The cell as manufactured requires an -initialization program.

At wafer probe trme tha external memory is used for several

purpose, one or whzch is to test the cell. Another use is to

provide a program to write the cell ID into the EEPROM during the

manufacturing_proc_'ess__. Any'_ necessary EEPROM instrucﬁons to

20 allow power up boot when the cell is later put in use may be
added at this time;' I_rjit_-_iali-zation programs and test programs are
well-known in the art.



5 nuw esrglgﬁs(i'ndi cating three mnor cycles) is | oaded in!t,gr{:léﬁsns %%392370.
(Up to 8 minor cycles can be used for a given instruction, however, only up
to+«6 minor cycles are used for any of the instructitns in the currently
preferred enbodi nent.) The count value "000" is used to cause a new
i nstruction to be fetched. 10 - The count (e.g., 3 bits) in a count
and the instruction (e.qg., 12 bits) in it soci ated instruction register

<i;on1a 15 bit input to the PLA 136. Thes%Eigibit i nputs fromeach of the

ard

spective four sets oflfount registers_a our sets orligstguctiog | h.
' ' B | [ T
15 2;5;3} f‘éfe fﬁE“EEtA' cont r & PRRCERSHR PPERRTION ocessors. Nore- | ’
i fi s - CBUS; i
214 control 't e W genistan; Pitony elohef bl Whaib e ARYE 1028 7 ' "
d i bed | ' b ' : d
L?ﬁé% 216 &@hﬁicg#é 8T, Aglirgey M fhemity eé@ﬁ?#ﬁggﬁ@ﬂa%@% ovi ded
PLA ' ' [ ' : .
Tnst ract | o Adrdsd, U tnbike 6 tAB, ABUS St Grie” P Hle' ARSI BBInts . |,

t he / . i - 188402390 0
¥O §3 9§§7§ters I8, effective address registers S11c?eS%rri@e‘§(§Mv§iﬁﬁ

58 processors execute each of the 1nstruc t he

0% e oo Siier TBRIRUDIZC, COAEIAG W 80, biger g4 s BB, pne! oty
signal's conthepldtaBl pointdrUragistepuR3;dréturiu gointerneegister 124, top of
O stack registers 122 or. the instruction registers 125. '
Calculations in the ALU 102b most typically involve one of
10 the top of stack registers 122 (BBUS) and the next registers 131
(CBUS) or data which may be part of an instruction from one of
the instruction registers 125.
While in the presently preferred er_nbodime,nt, the procéssor
operates with the output of the memory being coupled to the DBUS
15 223 through registér 146, the processor could also be
implemented with. data being coupled directly to the input of ALU
I02b. Also, the function performed by some of the other
registers, such as the effective address registers 119 can be
performed by other registers, although the use of the effective
20 address registers, and for example, the CRC registers, improve

the operation of the processor.
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cl ock phase del ay register 217 before being coupled to the ALU via the
lines 214. Since all the registers 217 are clocked at the sane rate, the

regigter 217 perfornms delay functions as will be described. Those - signals
frqgiphe PLA 136 used for menory 10 con are coupl ed through two stages
of lay registers 217 before being coupl o t-he nenory, thus the signals

on lines 215 are delayed for two clock phases related to the signals on :
| ines 213. The control signals for the DBUS after |eaving the PLA 136 are (:)
coupl ed through 3 sets of delay registers 217 before being 15 coupled to

e 11 nes 216 208 4 URLelO G JriSh Kk L BB BR e i o0 Lo o
PlLAt %ﬁgg P BloVBRL Y et @3?@?%@'99%&%@%?@ ﬁé%ﬁ&v@*%ﬁ i”#aggi st

i nfas 214; ﬂ@ﬁfq@é S"*fﬂ?’&é%%@?zp%%' JI?f’S;%angﬁu??' g'%rgﬁgth,'g]ock, phase .

per USss) 0350 BESVIREs; Hiese dddrisgek, PS8, n Gegral, tHE AR . and

t he i“?}ruﬁbb?ﬁté§@rﬁttﬁé éafﬁ?erﬂéeof%lél 15%%3%}?%&%@%@@9%6 second

cl ock phase e contents of the counter I nstructionregl ster 125b

o couPloha e Baebiormsioe smbplona mititonneditt melock
' provide an immediate input to the ALU 102b. Specific addressing
and other instructions are described below. - : O

D. MULTIPROCESSOR OPERATION -

10 The processor is effectively a multiproc.efs-sor' (four
processors) because of the multiple registers and the pipelining:
which will be described in conjunction with Figure 13. As
mentiorﬁe_dﬁ, one advantage to this multiprocessor operation is that
interrupts are not needed, particularly for dealing 'With- ihput and

15 output signals. _The multiprocessor operation is achiéved- without
the use of separate ALUs for each processor. In-the c__:urr'fenﬂy
preferred embodiment, economids of layout are obtained by using
two ALUs, (102a and 102b) however, only one of the ALUs operates
at any given time. (Note the BBUS provides an input to. both.

20 ALUs.) T_hérefp_re, the multiprocessor operation of the present .
invention may be obtained using a single ALU.



ins:t r‘88§9(5?145r7«§gi55.térs 125a through 125d and the counters l%c;la.{"ﬁfrsé)o&a 9137d

have been | oaded wth the correspondi ng binary counts for the m nor cycles
needed to performeach of the 10 instructions. For exanple, assune that
register 125a is |loaded with. a CALL ins ion angd.that 010 has been

| oaded into counter 137a. During a fi rsﬁ%tructiiﬁﬁ' m nor cycle, 010

‘the 12 bit instruction for CALL are coupled to the PLA 136. Fromthis 15
[t input PLA 136 provides at its output all the control signals 15 needed

conplete the first mnor cycle of the CALL instruction (e.g., four clock

. phases) for the ABUS, BBUS CBUS, the ALU, the nenory and the DBUS. Since

the system uses {heeprocegsing systernehasnfourt peocessors shiaring samn | i nes

213 used to carry out the first clock phase of the CALL instruction which

is the 20 addeass AlLWUha data Alddrand memonyi.r A basicimijnersoyclectakes:r

control lines are controlling the ALU, the nenory and the DBUS of ot her
processor s, fousr clgick: syclas foE @agh pseeessor. hellpe phl-Usetakaaneclock wo
89/ 04578 PCT/ US88/ 02390 60 phase

2, the cour®YGlg apdnthe memary;takes ane gleck qyaleon Tihe maigos: eyclessiorar e
coupled _to the PLA 136. Durin hase 2, the i%%j@s on lines 213 now
cont r ol & heSAGUPrRNESU N ?tnBMthFOC £6r thak nd processor

L o LA SR R R ALUSCHhEbr badh Tasi gk Lo,
ggg;ehe ALLey@ePe'SIACE 'ohen Br66eS8s: MR R b Foblstdt sdt"ft 28RC°RMn ¢! °°K
O independently at its normal speed. The system thus pipelines
four processors in parallel. | |
10 Each register of Figure 12 is associated with one of four
groups of registers and each group facilitates the multiprocessor
operation and is associated with a processor (1-4) of #ig'uré 13.
Each of the four groups includes one base pointer register,
effective address register, instruction pointer register, top of
15 | stack register, stack pointer register, return pointer register,
instruction register, CRC register, next register, and a carry flag.
Each related group of registers corresponds to one of the four
processors. Each processor executes instructions in minor
| cycles, each minor cycle cdnsisting of four clock cyclés. During
20 the first clock cycle a processor will gate the ap‘propriaté _
registers onto the ABUS, BBUS and CBUS. In the next clock cycle
the 'ALUs will be' active generating data from their inputs of the



of th Oé%_ofs?%structlon contained in.register 125a. (Not epgré'é?%%‘/“zégﬁm to

one phase was provided by register 217.) Simlarly, 10 during the third
phase, the signals on lines 213 control the ABUS, BBUS, and CBUS for the °
thitg:srocessor to carry out the instruction contained in register 125c;

t he nals on lines 214 control the AL carry out the instruction®
contained in register 125b, and the sig on lines 215 control the nenory
to carry 15 out the instructions in reglrster 125a for the first processor<:>
And, finally, during the fourth clock phase, the instruction fromregister
125d, along with the count in counter 137d are coupled to the PLA 136. The

si gnal s onABUS; BBYS @nd BUS: Atemorprusl/O witths activeaduyinguthe he
instruction contained within register 20 125d fourth processor; the :
si gnal s on thirdeclack: cysie. with rtgepaddreﬁs:ammmg;tfmmethesALbbﬂuQ-aa iand ’
regi ster 125c for the third processor; the signals on lines 215 control the
menory to ayelt em%q;ggoagug:ed by memory or the ALU 102b. The fourth

PCT/.US88/ 02390 out. the instruction in register 125b for the seco
processor final glogkieyaia W'lﬁ&atﬁléh ofRSts ¢ ﬁ@"DmefYc&'rﬂ"%ut t he

e Lorde AL IBRE b, 18 TadBinriale Eadr YIRS DU, 001 Elehe
Content s of the AdmEHRSS S %&?%v%ﬁﬁégé%%“ﬁ 88 s B AtatAE pua 120
Thi's al | owd GGt heTSRALERER IRREARY Mol A it Skl ;| 5T o
| mtermedlate results are. clocked into a set of pipeline registers.
By using these'pipeliné- registers it is possible to separate the
10 individual steps in the sequence and therefore have four steps
executing simultaneously.. The four processors can operate
without interfering with one another even though they share the
ALUs, memory, O a_'f;id-,'manyf control circuits.
The control of a processor including the pipelining is best
15 underé_tood from Figure 11. For each processor there is a 3 bit
‘counter and an instruction register. These are shown in Figure 11
as counters 137a through 137d, each of which is associated with
one of the -instructioﬂ.regis.ters 125a through 125d, respectively.
Each of the instruction registers is loaded through the -DBUS; As
20 an instrugtion- register is Iaa_-de_d. the instruction is coupled to a
PLA 212. This PLA determines from the instruction how many

minor cycles are required to execute the instruction and a 3 bit
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10 t"ﬁg? %405;118 m nor cycle of the CALL instruction. These con/trol signal s
are rippled through the control through the control lines 213, 214, 215 and
216 as descri bed above. Wen the count in a counter,reaches 000, this isg
interpreted as an instruction fetch for its associated processor. 15
Therefore, each of the four processors y "ul t aneously execute an
I nstruction where each of the instructio as a different nunber of

cles. The control signals reaching the 1magi-nary Iine 219 for any given
@'ock cycle represent control signals for four different instructions and
for four different 20 processors. For exanple, the control signals
associ at ed binaryt hamberis theoeloaded intmghe tousteryidi3a frpdaB8boer! i nes
213; during a second cycle on |ines 214; during a.third cycle on lines 215;
and wo st1B8espg 113d, associated with the instruction register f&baJses/ 02390

Socond ool 288s oo ot 2R e dSncodo oy et 45K GALLL b
The pi pel i rIMITERIORCIGadAd) nios INSTUGHIOR deGistat daae. Sherminary
Fgure B 280mast ot dfadiceing BhEESoRinar ycfesh g IFadad nivgfcSiinteie
oroups of " 8AL i 5% Al Bols Bel B UshBC IO BN SnshieAERLY . 1o
n Fioure Lod&AeISHY dBoes” riRe? dybiblchfusedthr Gy BNt s Trom the
d instructions in the currently preferred embodiment.) The count
value "000" is used to cause a new instrUctio_n to be fetched.
10 “ The count (e.g., 3 bits) in a counter and tHe instruction (e.g.,
12 bits) in its associated instruction register from a 15 bit ihput
to the PLA 136. These 15 bit inputs from each of the respective
four sets of count registers and four sets of instruction régisters
are sequentially coupled to the PLA 136 as will be described. The
15 output of the PLA controls the operation of the processors. More
specifically: lines 213 control 'data flow on the ABUS, BBUS and
CBUS; lines 214 control the- ALU 102; lines 215 control the
memory; (and, as will be described Iatef IO operation of
subsections 107, 108, 109 and 220) and lines 216 control data
20 flow on the DBUS. The specific outputs provided by the PLA 136
_for-'a given instruction is ‘best understood from the instructions

‘set, set forth later in this application. The action taken by the
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called for-in an-instruction are pl aced on the ABUS, BBUS and CBUS. The
registers are 118, 119 and 120 on the ABUS; 122, 123, 124 and 125 on the.
BB@lZO 122, 129, 130 and 131 on the 15 CBUS. During a first phase,.

Si o@ previ ously stored in the group | isters (e.g., two of them are
gated fromthe registers onto the ABUS, %g and CBUS. V\hlle this is.

occurring, signals associated with the gifoup 2 registers are gated fromth
registers 141, 142, 20 143 into the ALU 102a and 102b. This is shown in
Figure 13 as processor 2 under the first phase colum. Sinultaneous signals

are gated fek b ts %E) 04578
PCT/ US88/ (ﬁfggggérsg%% regrsters oibl?pp’ioécle@ssci)llr1 § ég égnafipg,wogﬁr% ng this
first pha | S ated with the group 4 registers are gated from
regi ster s%§£6%g¥@c?lr?g§D%ﬂS During the second phase, signals associated

with a group | Tﬁe'ﬁ&g ttsafront e FLA o lidss @13L\lééet eo n@%éteﬁécﬂ% The

data associated wt oup 2 registers are coupled to nenory. The data

associ at edouitid) déicas Wantoling gats Sl sIPUhetABUS) BBUS;dnger 146 onto '

the DBUS. Those associated with the group 4 registers are gat ed onto the

ABUS, SBULBWS.CBERe - signais gontralling. th@UA!UUJ dreecoimied tndughie bnehase 10

of each instruction cycle, this pipelining continues as shown in Figure 13,

thus ef f edtlogk! phasedelaygrégistep2iFebefors BeiR@UERASR tONIMBUALIUNS | n
this section each instruction of the processor is set
via the lines 214.  Since all the registers 217 are clocked at the
same rate, the kegtster 217 performs delay functions as will be O
described. Those signals from the PLA 136 us_ed_fof_memory
10 control are coupled through two stages of delay registers 217
before bemg coupled to the memory, thus the sngnals on lines 215
are delayed for two clock phases reiated to the SIgnals on lines
213. The control signals for the _DBUS after leaving the PLA 136
are coupled through 3 sets of delay regieters 217 before being
15 coupled to the 'line_e 216 end therefore are delayed three clock
phases 'relat'ed t‘o-z those en: Iines 213. The registers 217 are
clocked at a BmHz rate thus when the PLA 136 provides output
control signals for a glven mstructxon (eg contents of
mstructxon register 125a) the control’ s:gnals during a furst clock
20 phase are coupled to Imes 213, during a second clock phase, lines
214; durmg a third clock phase, 215 and during a fourth clock

phase to hnes 216 During the first clock phase of each



15 Wt&?l““é%ng with the. specific registers and nenory opecf-[a’tl’lssséozsﬁ%v\e
case letters are used belowto indicate the contents of a regi ster For

exanpl e, the contents of the instruction register are shown as "ip". Thg
regi sters and.fl ags are set forth bel ow with thelr correl ation to Fi gu
12. 20 WO 89/ 04578

PCT/ US88/ 02390 64 FI GURE 12 I DEI\FI'I Fl CATI OﬁQ i nst ruction pointer (14
F

hi t s) 120 (fixed range of 0000 - 3 (not
gcessi ble to ROM based prograns) i r i nstruction register (12 bits)
25 (not accessible to ROM based prograns) 10 bp base page

7' 0 fect  JISEHEYED, Gysle, $hé Gahlerlotegy G137 et (ot ©

ress polnter (

155, g PHEHE FISerr2se o poufg 1w PLAITIS(0 DY the
pointer (8 giddnd (deek! pNase] the! contentsrof sheveounter 1an4and_
instruction regi-sfer 125b are coupled to the PLA _136 and so on
5 for the third and fourth clock phases. |
Assume now that instructions have been loaded into the
insfruction registers 125a through 125d and the counters 137a.
O | through 137d have been loaded with the corresponding bihary
counts for the minor cycles needed to perform each of the
10 instructions. For example, assume that register 125a is loaded
with a CALL instruction and that 010 has been loaded into counter
137a. During a first instruction minor cycle, 010 and the 12 bit
instruction for CALL are coupled to the PLA 136. From this 15 bit
input PLA 136 provides at its output all the contfol signals
15 needed to complete the first minor cycle of the CALL instruction
(e.g., four clock phases) for the ABUS, BBUS CBUS, the ALU, the
memory and the DBUS. Since the system uses pipé!ining
multiprocessing, the control signals on lines 213 used '.to carry
out the first clock phase of the CALL 2rstrucﬁ0n which is the
20 inputs to the ALUs.(During this first clock phase the other control
lines are controllmg the ALU, the memory and the DBUS of other -
processors, for different instructions in the plpelmes.)Durmg



WO 89/04578 . | PCT/US88/02390

WO 89/ 04578 PCT/ US88/ 02390 to s
top of .data stack (8 blts) 1 22 next itembelow top of data stack
(8 bits) 1 315 crc used as scratch or in : 130
CR@I culations (8 bits) flags carry flags, (1 bit) 129
proeessor 1D (2 bits) 10 The top elenent of the return stack is also
addressabl e as a register, even thouglf i\ s physically located in RAM

I nstruction Table 15 CALL laaa aaaa aaaa Subr outi ne
call CALL Iib 0000 aaaa aaaa Li brary call 20 BR
0010 laaa aaaa Branch BRZ 0010 OOaa aaaa

Branch on glsse02, thmaanﬂdmeount'er for 137b and the instruction in

PCT/ US88/ 02390 BRC . ~ 0010 l1llaa aaaa - Branch on Carry
‘set CALL registered25b are cnupledLta the PLA 136 (Budnguphase 2, the

0000 hhhh hhhh Two word instructions 0101 1ffh
bbbb sigpais on hﬂpST%E;SLwN control the ABUS 8BRS andhCRISS inputs Load
Const ant 10

to the ALUs for the second processor to -carry out the instruction
5 contained in reglster 125b. During this se_con_d_ clock phase, the
signals 'on_ lines 214 control the. first procéssor and the ALU to
perform the funcﬁcn‘s needed to carry out the second clock phase
of the CALL inst}uct_i_qn gon_taine.d in register 125a. (Note a delay O
equal to one phase was provided by regiSter-217.) Similarly,

10 during the third phase, the signals on lines 213 control the ABUS,
BBUS, and CBUS for the third processor to carry out the
instruction confained in register 125¢; the signals on lines 214
control the ALU to carry out the instruction contained in register
125b, and the sfg_hafs o_n.. lines 215 control the memory to carry

15 out the inst'r_uc't'it:n's. in register 125a for the first processor.
And, finally, during the fourth clock phase, the instruction from
register 125d, along Qv-ith the céunt in counter 137d are coupled
to the PLA 136. The signals on lines 213 control the ABUS, BBUS
and CBUS to éarry_ odt the instruction contained within register’

20 125d fourth processor; the.signals on lines 214 control the ALU
to carry odt the instructjcn in register 125¢ for the third

processar; the signals on lines 215 control the memory to carry



- o 1S88/02390
ALU WO 89/04578 0101 OOef ffff Top of Stack and NERTRET?

0101 0011 1101 - Return or Bit set in other instruction 15 I N, OQUT
0160 Omr rrrr Read/Wite 1/O Registe LD, 8% bp+a 0100
lwaa aaaa Load, Store 20 LD, ST  (bp+p)+a 01l1lp pwaa aa
Load, Store LDR STR r . 0101 010w rrrr Load, Store CPU
WO 89/ 04578 PCT/ US88/ 02390 For
ch instruction, the operati.on, encodl ng and timng are set fortt belowin
andard C | anguage notation. CALL C:i\II Pr ocedure 5 Qperation: *rp++ =
- lowbyte (ip); *rp++ = hibyte (ip); 10 dest; Encodi ng:
I ntra-segnent: 15 : . laaa aaaa aaaa dest —ip+a+1; /* :
di spl acenenout the ahmmtmmm register 25b Segnthe :sevdid Lprocessor; 2ind
0000 HHHH HHHH dest = H: L; /* 16 bit absol ute address */

the signals on lines 216 control the DBUS to carry out the
instruction in register 125a for.the first processor.
After four cycles of the 16mHz clock the count in register
5 1'37a decrements to 001. Each 'register is decremented on the
clock cycle follo_Wing the use of the contents of the counters
O contained by the PLA 136. The input to the PLA 136 thus changes
even though the instruction within register 125a is the same.
This allows the PLA 136 to provnde new output signals needed for
10 the second minor cycle of the CALL instruction. These control
signals are rippled through the control through the control lines
213, 214, 215 and 216 _és described above. When the count in a
counter reaches 000, this is interpreted as an instruction fetch
for its associated processor. o
15 Therefore, each of the four processors may simultaneously
execute an instruction where each of the instructions has a
different number of cycles. The control signals reaching the
imaginary I'i"n'e, 219 for any givén clock cycle represent control
SIgnals for four different: mstructions and for four different
20 processors. For examp!e the control signals associated with the
first prbcéssor dunng a first cycle_ appear on hne_s 213; during a -
‘second cycle dn lines 214: duiing a third cycle on lines 215; and



 WO.89/04S | CT/US88/0239%¢
vo SPFOATE ' PS8 02390
i brary: 0000 aaaa aaaa dest = 0x8000+*(0x8001 + a); /* table | ookup _

call */ 5 Timng: CALL type . #cl ocks specific menory

op ion 10 i ntra-seg ' 32 *rp++ = lobyte (ip) 1

*r = hibyte (ip) O ir = *(ip = *dest) 15 i nterseg

4 - |lobyte (ea) = *ip++ 3 hibyte (ea) =) *irp 2 *rp++ = lobyte (|p) 1
*rp++ = hi byte (|p) 20 L;{P - 0 ir = *(ip 1:)
*dest) library 4 WO 89/ 04578

PCT/ US88/ 02390 69 3 *rp++ = lobyte (ip) 2 *rp++ = hibyte (ip)
during a fourth cycle on lmes 216. The control signals needed by

the second processor foliow behind; those needed by the third and

fourth processors followmg behmd those used by the second

processor. -

5  The prpehnmg of the signals is |llustrated in Figure 13.
The multlprocessor operatron of the processor |00 of Figure 10 is
shown in Figure 13 as four processors processors |, 2, 3 and 4. O
Each one of the groups of reglsters is assoc.ated wrtr- one of the
processors. The four phases of a single instruction -cycle are

10 shown at the top of Figure 13. In Figure 13, regis{ters. 101 are
‘used to indi'cate"t’ﬁ-at the cortterits from the specific registers
called for in an mstruction are placed on the ABUS BBUS and .
CBUS. The regrsters are 118 119 and 120 on the ABUS; 122, 123, |
124 and 125 on the BBUS; 120, 122, 129, 130 and 131 on the

15 CBUS. | | o

During a -firsf 'p‘h-éée, Isignalls previou-sl'y_sﬁo;red ‘in the group |

registers (e.g=;, two of 'therﬁ)_. are gated fro_.m; ihe_._regi;sjers onto the
ABUS, BBUS and CBUS While this is occurring,_ signals associated
with the group 2 'r_'eg'iste'rs are gated.' 'from-_th:e 'r_eg_;'i?ste_.rs 141, 142,

20 143 into the ALU 102a and 102b. This is shown in Figure 13 as
processor 2 under fhe "firsf phase column. Simultaneous signals
are gated from registers 145a and 145b into the memory for



1 W089/01|6$8 0 ir=*i p5 BR Branch al ways md’fﬁfﬁﬁﬁ##lﬁﬁé%:

dest; 10 Encoding: 0010 |aaa aaaa dest = ip + a + 1; /* displacenent ais
sign extended */ 15 Tim ng: #cl ocks speC|f|c menory operation 20
10 ir = *(ip = dest) WO 89/ 04578 @
PCT/ US88/ 02390 70 BRC Branch on carry qOeraflon 5 I f(

)ip = dest; else | p++; Encodi ng: 10 0010 Olaa aaaa
st =ip+a+1, /* ais sign extende’d?%Tim’ng #cl ocks
éSecific menory operation 15 1
. group 3 regiS_tefs for processor 3. Arid, finally, during this first
phase, signals associated with the group 4 registers are gated
from registers 146 onto the DBUS. During the second phase,
signals associated with a group | registers are coupled from the .
5 ALU to registers 145. Thé data associated with group 2 registers
are coupled to memory. The data associated with the group 3
registers is coupled from the register 146 onto the DBUS. 'fhose
O associated with the group 4 registers are gated onto the ABUS,
BBUS and CBUS . And, similarly, during the third and fourth phase
10 of each instruction cycle, this pipelining continues as. shown i_n
Figure 13, thus effectively providing four processors.
E. PROCESSOR INSTRUCTIONS

In this section each instruction of the processor is set
15 forth, along with the-. specific registers and memory . operations.
Lower case lettérs are used below to indicate the contents of a
register. For example, the contents of the instruction register'
are shown as "ip". The registers and flags are set forth below
~ with their correlation to Figure 12.
20



W
o Wosyoume

PCT/ US88/ 02390 BRZ -
tos=pext, next= *(++sp) )

aaa st =ip +a + 1;

t#cl [

next = *(++sp);
PCT/ US88/ 02390 or O

10

15

20

ir

ip

ir

bp

Sp

rp

FIGURE 12
| TIFICAT
instruction pointer (14 bits) . 120
(fixed range of 0000 - 3FFF)

(riot accessible to ROM based programs)

instruction register (12 bits) 125

(not accessible to ROM based programs)

base page pointer (14 bits) 118
(fixed range of 8000 -FFFF)

(write only)

effective address pointer (16 bits) 119

(not accessible to ROM based programs)

data stack pointer (8 bits) ’ 123

(positive offset from bp, grows down)

return sfack pointer (8 bits)
(positive offset from bp, grows up) 124

Move register to TOS

' PCT/US88/02390
= dest) or O I F = *(++ip); WO 89/ 04578 .

~ Branch on TOS==0 Operation: 5 if (tos==0, ;
ip = dest; else ++ip; Encoding: 10 0010 - OOaa
/* displacenent a is sign extended */ 15 Ti m ng:
specific nmenory operation 2 1 . tos

= *(ip = dest) WO 89/ 04578

ir = *(++ip) LDR

- next;

20

O



5 WO 89/04578(i:n¢;|' udes certain indirect, indexed nenory r%gf‘é$|§§é9239°

Qperation: *(sp--) = next; if (reg) { next =tos; tos =reg } else {
next = bp+TCS or next= (bp+2p)+TCS } 1 0 Encoding: 0 1 01 0 100 -rrrr

reg =r /* see table */ Timng: #l ocks Speci fic nenory oper at

15 (i f (bptp)+TOS) 54 | obyte(ea) -*(bp+2p) 3 hi byt e(ea)

=*(bp+2p+1) (if reg, bp+TOS)- 3 2 spE- = next 20

f (reg) next =tos; 1 if (reg) tos 36*%% el se next =bp+TCS, ea+TOS WO
9/ 04578 PCT/ US88/ 02390 0 ir =
(++ip) STR Store TOS to register (includes certain indirect, indexed

memory reference) Opeggyfd Ontpp ithok! 89)bifsy €9 = tos; tos ext; }
‘else ~ { bp+TOS = De1Ys r'*?BpEEp?“l‘% C)Sstéﬁéxf? bits) 1220

next item below top of data stack (8 bits) 131

5 - erc used as scratch or in 130
- CRC calculations (8 bits)

O ‘ flags ‘carry flags, (1 bit) 129
processor ID (2 bits)
10
The top element of the return stack is also addressable as a
register, even though it is physically located in RAM.
instruction Table
15 |
CALL 1aaa aaaa aaaa Subroutine call
CALL lib - 0000 aaaa aaaa Library call

20 BR 0010 1aaa aaaa  Branch

BRZ ' 0010 0O0aa aaaa Branch on TOS==0



WO
next = *

?3’?;'%38 ~Encodi ng: 0101

/* see table */  Timng: #cl ocks

5 4

0101 rrrr 10

PCT/US88/82390 1

specific nmenory operation (if

bp+plat TOS) - |l obyte(ea) = *(bp+2p) 15
g P @byt e(ea) =*(bp+2p+l) if (reg, bp+TOS) 32

if (reg) reg = tos;
20

CFx | D1

I nstruction) /*

el se +TCS, ea+TCS=next 1 If (reg) tos = next;

next - *(++sp); O ir *(++ip); ~ WO 89.(J4578

PCT/ US88/ 02390 Regi ster assignnments 0 0 O ~ Flags
IDO50001 . CRC | ow byte (hlghbytenlnT'OS)0010
| owbyt e (bp) [* wite */ next ("OVER

read */ 10 0011 hi ghbyt e (bp)

tos ("DUP" inst rgﬁe on)

10

15

20

CALL interseg

LIT
LDC
ALU

RET

IN OUT
LD,ST bp+a
LD,ST (bp+p)+a

LDR,STR r

/* read */ 0100

Q01 0 11aa aaaa

0011 LLLL LLLL

"~ 0000 hhhh hhhh

0101 1#h bbbb

0101 111h bbbb

0101 00ef ffif

0101 0011 1101

.0100 Owrr rrrr

0100 1waa aaaa

01ip pwaa aaaa

0101 Q10w rrer -

/[* wite */

Branch on Carry set

(Subroutine)

Two word instructions
Constant op TOS

Load Constant

" Top of Stack and NEXT

Return or- Bit set

in- other instruction
Read/Write /O Registe
Load, Store

Load, Store

Load, Store CPU reg



01 01WO89/04578 rp 15 0 1 1 O see RPOP, RPUSH 01 1 1PCT/US88/023%0

*(bp+TOS) /* indexed fetch,store */ 20 1000

*(*{ bp+0) +TCS) . /* indexed indirect */ 1001 *(*(bp+2).+TOS)

/* indexed indirect */ WD 89/ 04578

PCT/US88/ 02390 1 0 1 O U * (% (bp+4) T /* indexed indirect */ 0

11 *(*(bpt+6) +TOS) [* mdexecb direct */ 5 RPOP pop return
ack Operation: 10 ' *(sp--) = next; next = tos; tos = *rp--;

@codi ng: 15 0101 0100 1 1 1 0 Timng: 20- #cl ocks

- specific nmenory operation 3 WO 89/ 04578
PCT/ US88/ 02390

For each instruction, the operation, encoding and timing are set fortt
below in standard C language notation.
CALL Call Procedure

5
Operation:
Q. | _ *rp++ = lowbyte (ip);
*rp++ = hibyte (ip);
10 ip = dest;
Encoding:
intra-segment:
15 1aaa aaaa aaaa
dest = ip + a + 1; /* displacement a is always negative */
inter-segment:
0011 LLLL LLLL
20 ~ 0000 HHHH HHHH

dest = H:L; /* 16 bit absolute address */



WO 89/04578 ;
/04578 . - 0 ir DCHYSPYPR00 o

2 *sp-- = next next =tos; 1- tos = *rp--;;
push tos onto return stack Operation: 10 *(++rp)=tos; tos = next;

next =& (++sp); Encoding: 15 0101 0101 1 1 1 0 Timng: 20 . -

#cl okkg - specific menory operation 3 WO 89/ 04578

PCT/ US88/ 02390 2 *(++rp) =tos; 1 t@%snext; next = *(++sp); O Ir
*(++ip) 5 IN Move 1/ O register t Operation: *(sp--) = next;

10 next = tos; O

library:
0000 aaéa'aaaa _ o
dest = 0x8000+'(0x8001 + a);  /* table lookup call */

Timing:
CALL type - - #clocks - specific memory operation O

10 intra-seg 3
.2 *rp++ = lobyte (ip)
' ‘rp++ = hibyte (ip)
0 ir = *(ip = *dest)

15 interseg S

lobyte (ea) = *ip++
hibyte (ea) = *ip
rp++ = lobyte (ip)
*ro++ = hibyte (ip)

Q = N W M

2 . *
0 ir = *(ip = “dest)

library 4



tos WORP/045780di ng: 15 0 1 0 00rr rrrr Tinming: 20 PCT/US88/02390

#cl ocks specific nenory operation 3 2 *sp-- = next WO
89/-04578 PCT/ US88/ 02390 next =
tos; 1 tos = reg; 0 ir =*(++ip); 5 OQUT Store TOStoI/@
regi ster Operation: reg tos; tos = next,; .10 ‘next =*(++sp);
. Encodi ng: 0100 Olrr rrrr 15 Timng: %cks specific menory
@eration 20 reg = tos; tos = next;

‘rp++ = lobyte (ip) |

3
2  *rp++ = hibyte (ip)
1 ip = dest
0 ir = 'ip
5 BR Branch always
Operation:

O ip = dest; .

10 Encoding:
0010 1aaa aaaa

dest = ip + a + 1; /* displacement a is sign extended */
15

Timing:
.#clocks specific memory operation

20 | : 1
0 ir = *(ip = dest)



WO 89/04578 *'

WO 89/ 04578’ PCT/ UBST/US88/02398xt =
*(++sp); O ir = *(++ip); LDC | oad constant (into TOS) 5 Operation:
* Sp--a— Next; next = tos; 10 tos = constant; Encoding: 0101 1 1 1-H
bbbb.@ if (H==0) constant = 0000: bbbb; el se constant =
bbbb: O Tim ng: #clocks specific nmenory operation 20
3 2 *(sp--) = next; next = tos; WO 04578 '
PCT/ US88/ 02390 tos = constant; O ir = ++i p) LD (bp+a) | oad from
base page _ O
BRC Branch on carry
Operation:
S if (CF ) ip = dest:
else  ip++;
Encoding: | ' O
10 0010 Otaa aaaa
dest=ip+a+1;/* ais sign extended */
. Timing:
- #clocks specific memory operation
1
1

0 ir = *(ip = dest)
or G

0 i = “(++ip);



*sp--f: next next = tos 10 tos = *(bp+§qu dlng
0100%?@§%Rﬂ§d% 15 source aa aaaa Tlnlng cloqgﬁiﬁe
speci fic nmenory operation 3 20 2 .

*sp-- = next; next = tos; WO 89/ 04578 - '
PCT/ US88/ 02390 81 1 tos = *(bptsoureeg); O ir = *(++i.p) LD (bp+p)+a
| oad indirect 5 ( TGS %ﬁth byte addressed by pointer at
+of fset then i ndexed by TOS) Operation: 10 *sp-- = next; next =
<f§s tos = *(*(bp+2p) +of fset); Encoding: y

BRZ Branch on TOS==0
Operation:

if (tos==0, tos=next, next= *(++sp) ) ip = dest;

O " else ++ip;

Encoding:
10
0010 00aa aaaa

‘dest = ip + a + 1;/* displacement a is sign extended */

15 Timing:
#clocks sp'ecifi_c_ memory operation
2 _ 1 tos = next;

20 next = *(++sp);

0 ir = *(ip = dest)



WO 89/04578 - 011 p pOaa aaaa. of fset = aa aaaa Ti Ln n@C’ll‘élrésstaétzaggd))
speci f.ic nmenory operation 20 5 y

= i =% (bp+2p+1 WO 89/ 04578 - -
E’C%’?)O;)BQO gl bytfgg?z :( P ngxt? next = tos; 1 tos=*(eatoffset) O

ir= *t~%jip) 5 ST (bp+ta) store into \ pagfn;peagtion: 10

= tos tos = next; next :.*(++sp co ) o
8588+d§igé aaaa dest = aa aaaa Ti m ng: #cl ocks specific menory <:>
operation 20 3

or

0 ir = *(++ip)

LDR Move register to TOS

5 (includes certain indirect, indexed memory reference)
Operation:

*(sp--) = next:

if (reg) {_ next = tos; tos = reg} - O
else { next = bp+TOS or next = (bp+2p)+TOS }
10  Encoding:

0101 0100 rrrr
reg = r I see table */ |
Timing: _
 #clocks specific memory operation
15 (if (bp+p)+TOS) 5 | -
' 4 lobyte(ea) = *(bp+2p)
3 hibyte(ea) ="(bp+2p+1)
(if reg, bp+TOS) 3
' 2 *sp-- = next
20 if (reg) next = tos:
1 if (reg) tos = reg
else next=bp+TOS, éa+TOS -



-

-2 - WOB%04s518. = tos;
PCT/ US88/ 02390 1

(bp+p) +a

t os

WO 89/ 04578 :
= next; next = *(++sp); O

PCT/US88/02390
ir *(++ip) 5 ST

store indirect ( TOS into byte addressed by pointer at bp+2p

of fset by a) Operation:

specific nmenory operation 5 WO 89/ 9457%
6CT/ us88/ 02390 4 | obyte(ea) = *(bp+2p

10

15

20

STR

10 . *(*(bp+2p) +of fset,) =t os; tos = next; n@
= *(++sp) Encoding: 15 0l1lp plaa ' aaaa offset. = aa aaaa Timng: 20 #clo

0

Store TOS .to register

hi byt e( ea) =*(bp+2p+1)

ir = *(++ip)

(includes certain indirect, indexed memory reference)

Operation:

if (rég) { reg = tos; tos = next; }
{ bp+TOS = next or (bp+2p)+TOS = next }

else .

next = *(++sp);

Encoding:

Timing:

0101 0101 rrrr

reg=r ' /* see table */

#clocks specific memory operation
(if (bp+p)+TOS) 5

4
3.

if (reg, bp+TOS) 3

2

1

lobyte(ea) = *(bp+2p)
hibyte(ea) =*(bp+2p+1)

if (reg) reg = tos;

else bp+TOS,ea+TOS=next

if (reg) tos = next;
next = *(++sp);

ir = *(++ip);



> WOBRYMFB —tos 1 tos = next: 5 PCT/US88/02390

next = *(++sp) O ir = *(++ip) [ALU G oup] 10 Qperation: if (r==1) {

hi byte(ip) = *rp--; lobyte(ip) = *rp--; 15 } pipe =.tos;

/* <:Erwnal processor pipeline */ tos = tos op next; switch. (s) { case O:
nex next; [* typical unary op7 *[ 20 case 1: next
= *(++sp); [* typical binary op * WO 89/ 04578

PCT/ US88/ 02390 Encoding: 01 01 ooOor f f f f f op=fffff /* s equal to <:>
hi gh order f bit */ S = (1==unary op), (O==binary op) 5 Op Tabl e: code
operation carry state 10 00000 tos + next

arith carry ' ' '

Register assignments |

0000 Flags CFx ID11D0

5 I |
0001 CRC iow byte  (high byte in TOS)
0010 -  lowbyte (bp) I write */ @
next ("OVER" instruction) /° read */
10 0011  highbyte (bp) /" write */
tos ("DUP" instruction)  /* read */-
0100 sp
0101 rp
15
0110 see RPOP, RPUSH
0111 *(bp+TOS) /* indexed fetch,store */
20 1000 *(*(bp+0)+TOS). /* indexed indirect */

1001 *(*(bp+2)+TOS) /* indexed indirect */



00001wQ §9/04578 OS + next + carry. arith carry 00010 PCT/USS8/02390 -

t os arith borrow 00011 next - tos - carry arith
borrow 00100 tos - next -~ arith borrow 15 00101
00110 00111 01000 t os AND next unchanged WO 89/ 04
PCT/ US88/ 02390 86 01 001 -+ tos OR next ... unchanged 01010
tos XOR next unchanged 01011 0116? dr op -
changed 01101 5 swap- dr op - unchanged 01110 01111

(E;c step unchanged 10000 asl (TOS) tos7
10001 asr (TOS) ' 0 10 10010 rotate

| eft (tos) tos7 10011 ~rotate right (tos) tosO 10100

t os _ pari-ty(TOS) -10101 10110 15 10111 - 30f 6
encode sett Of {r@t valid *(*(bp+4)+TOS) /* indexed indirect */

1011 *(*(bp+6)+TOS) /* indexed indirect */
5

RPOP pop return stack -

O Operation:
10 *(sp--) = next;
next = tos;
tos = *rp--;
Encoding:
15
0101 0100 1110
Timing:
20 I . #clocks ~ specific memory operation'



11000 Isl (TCS) 1 1 001 Isr (TOS) 11010 shift
left by 4 11011 shift left by 45 11100 swap
111@ tos (NOP) 11110 NOT( TOS) 11111 30f 6
decowe? Tim ng: 10 s #cl ocks pecific nmenory operation 1
2 (4) (if r==1) 3 - hi byte(|p7 *rp--; ) 15 -
(i f r==1) 2 | obyte(ip) = *rp--; 1 tos = alu output O
ir *(++ip) O 3 (5 (if r==1) 4 hi byte(ip) =
*rp--; ) 20 (if r==1) 3 | obyte(ip) = *rp--; ) 2 tos = alu
out put 2 *sp- = next

next = tos;

- _ 1 tos = *rp--;;

0 il’ = '(++ip)

5
RPUSH push tos onto return stack
Operation:
10 *(++rp)=tos;
tos = next;
next = *(++sp);
Encoding:
15
0'1'_0-.1- 0101 1110
Timing:
20 - . #ciocks - specific memory operation



WO SWiD89088578 - pCT/ PEFEVE3YEB3N0( ++5p)
= next O ir = *(++ip) SWAP special case 5 The exchange of TGOS with
NEXT is a special case of the ALU ops using the direct data path between
TOS and NEXT. The NEXT register receives a [ERR] of the TOS via-a pi pe@e
register, prior to TOS being | oaded with the [ ERR] of NEXT

(non-simul taneous transfer). 10 NOP Qperation: 15 ++i p; Encodi ng:
hort 0O 010 1000@0]0020Iong 0101 O
@01 1101 WD 89/ 04578
CT/ US88/ 02390 Ti m ng: #cl ocks specific menory operation 5
short _ 1 (BR +1) 2 *(++rp) = tosh ir =
*(++ip) long - ) 21 tos =tos O It *(++ip)
1 tos = next;

next = *(++sp);
0 ir = *(++ip)
5 IN Move I/O register to TOS

Operation:

*(sp--) = next;

10 next = tos;
tos = reg;
Encoding:
15

0100 OOrr rrrr
Timing:
20 : #clocks specific memory operation "

2 *sp-- = next



WO 89/04578 = .- _ o . . .
10 RET return from subroutine Qperation: hibyt e(pqsﬁ,usgyogégﬁ 15
Lobyte(ip) = *rp-- ++ip; Encoding: 20 0101 01

1 1 Qg Timng: WO 89/ 04578 -
PCT/ /02390 #cl ocks specific nmenory operation 4 5

3 byte(ip) = *rp-- 2 lobyte(ip) = *rp-- 1 tos =tos O ir *(++ip) [
LI TERAL G oup ] 10 Operation: tos = tos op‘ﬁ nstant; Encoding: 15
0101 1ffH cccc op = ff if (H==0) consta a = 0000: cccc el se constant = <:>

cccc: 0000 Op Tabl e:

1

next = tos;
1T  tos=reg;

' - 0 i = *(asip);

5 QUT Store TOS to 11O register
Operation:
reg = tos; - | O
tos = next; . |
10 next = *(++sp);
Encoding:

0100 O1rr rery
15

Timing:

#clocks specific memory operation

20

2 reg = tos:
1 tos = next;



- 1
20 - c WD 89/04578 “operation carry state - . V\ADP8CS'9r Lssg/02390
- ' PCT/ US88/ 02390 91 00 tos + constant arirth
carry 01 tos - constant arith borrow 00 '
AND constant 11 constant (see LDC)-5 Timng: #clocks @
'speC|f| Cc nmenory operation 2 1 t os I‘_ﬂgﬁ put 10
0 ir =*(++ip) F. THREE-OF-SI X Cl RCU As previously nentioned, the

LU 102b contains neans for 15 encoding four bit nibbles into six bi t
ords for transm ssion (encoder of Figure 14) and: for decodi ng-si-x bit-
words into the four bit nibbles (decoder of Figure 15). Both the encoder

and decoder use hardwired logic permtting the convemx@rhtt(-lhesmerforrred
very quickly in both directions. Mreover, there is a circuit shown in 20

Figure 16 to verify that each six bit word recelved by = hd+adP); is in fact
a three-of-six code, that is, three zeroes and three ones (Figure 9).

LDC load constant (into TOS)

Operation:

O . "sp-- = next;

next = tos;
10 tos = constant;
Encoding:

0101 111H bbbb

15 if (H==0) constant = 0000:bbbb;
else constant = bbbb:0000
Timing:
#clocks " specific memory operation
20 3

2 *(sp--) = next;

next = tos;
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Referring to Figure 14 t he regi ster 142 is illustrated with four blts of
t he gi ster containing data DO through D3. If the ALU is commanded to
enchg}thi‘s data, the resultant six bits will be coupled into the latch
regi ster145b. To obtain the conversion s 5 in Figure 9, the [err] bit
is directly coupled into first stage of ster- 145b and becones [err],

the encoded bit. Also, the bit [err] is directly coupled into the register
and becones [err]. Each of the remaining bits El- through E4 are provided byO
the logic circuits 153 through 150, respe tivel Each o hese | ogi c

circuits are coupled to receive Do, 10 Dl D2 téﬁd'D§°n§ L ogic circuit
contai ns ordi nary gates which inplenent the eqtb:tl on_sho WI hinits

respective bl ock. These equations are shown in tandhr@ "d+ip nguage ( "&"
= logical AND, "I"= logical NOI, and "I = logical OR) These equations can
be inpl enented with ordinary gat es The decoder of Figure 15 is

shown in alp niBEsal or mat .| bits of the encoded data are
shown in regi 3{ l%1’42 The‘%?co our Ppnasqésf of data are shown in the

regi st& 145. To inplenent the pattern assignment shown in Figure 9, the _
[err] bit is coupled directly to the register 145 and becones [err]. The
[err] bit Qperatiorpupl ed directly to the register145 and becones the [err] .
bit. Logic circuits 154 and 155 provide the bits [err] and [err],
respectively. Crcuit 154 is coupled to receive the bits [err]

*sp-- = next - E O

next = tos

10 tos = *(bp+source); _ | -

Encoding: . , : : T

0100 10aa aaaa

15 source = aa aaaa

Timing: '

#clocks specific memory operation v
3

20 B 2  *sp- = next;

next = tos;
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[err] while the cifcuit 155 receives [err], and [err] ([err] is not used .
to-provide the [err] through [err] bits.) (Sone of the six bit pattern re
not used and others are used for synchrgapization and thus do not requizgs
conversion into a data nibble.) The cir@ﬁﬂts 5 154 and 155 are construCted
fromordinary | ogic gates and inplenent the equati ons shown. The synmbol "
‘. represents the exclusive OR function in the equations. The circuit of
(:)gure 16, as nentioned, verifies that the received six bit words do
contain three zeroes and three ones. 10 The encgded words, are shown
coupled fromthe top of stack registel 122t0%t» HRPHSRYIER) adders, 157
and 158. These adder stages are contained within the ,ALU J02h., Each adder
receives an X, Y and carry input and provides a%um dhd®camPbut put. These
ordi nary adder stages are each coupled to receive one bit of the 15
encoded word as shown. (Any coupling of each bit to any input of address

coupl od 338@2@%5?33 oﬁgéaf?%%‘@) {Pe. sum out puts of the adders 157 and
158 i . 9 -
and 160516 20 coupl od t o ¢ OB BT, RddreSHRE BY:Rpifier st et

output of this AND gate is jin.l j he word in the register 102
contains three ones and thr@%%@%ﬁ&%gm);e, t he out put of WO

89/ 04578 PCT/ US88/ 02390 t he gate
161 is inits low state (abort condition). The incom ng
Operation:
10 *sp-- = next; ' —
next = tos

tos = *(*(bp+2p)+offset); i— -

Encoding:
15 011ip pOaa aaaa
offset = aa aaaa
Timing: | '
| #clocks specific memory operation

20 o : 5
4  lobyte(ea) = *(bp+2p)
3 hibyte(ea) ="(bp+2p+1)



WO 89 o 02390 - -
packets aréwgﬁgcked to determ ne that each six bit word |S'f17b§?8&ﬁ%$%ntt
is decoded into the four bit nibbles. V. |NPUT/QUTPUT SECTI ON A. Ceneral
The 1/Q section includes a plurality of circuit elenments such as a ranp .
generr, counter, conmparator, etc., which are interconnected in different
confiQaf ati ons under software 10 contro§§§5xanples of this are shown bel ow
for the anal og-to- digital (Ato D and al-to-analog (D to A
operations. These elenents with their software configurable . .-

i nt erconnecti ons - - provide great flexilibity for the cell, allomnng it <:>
to performmany tasks. The entire 1/O section is preferably fabrlcated on
the 15 sane "chip" which includes the processoR. B. *8pif ek fiexti on As
shown in Figure 10 and previously discussed, each of the cells |ncludes_
four input/output 1/0O Subsections; three of the subs@&xtomstos)7, 108, and
109 each have a pair of leads, 20 identified as Pin A and Pin B. The
fourth-subsection 110 has a single "read only" ﬂ)i n 1M$=A69ae-foff$|et)f our
subsections can comuni cate with any of the fou6 subprocessors As shown in
WO 89/ 04578 pcw U688iR)2390 Fi gure
12, thig is easily inplenmented by connecting the address bus (ADBUS) and _
the nmenory bus (MBUS) to each of the four 1/0O subsections. Use of the MBUS
through th e 146 t UR..all the |/ O subsections to
STeqbHA) 196 tatbhy ik Bade

comuni cate wt

Operation: - , o O

10 . *(bp+dest) = tos —
tos = next;

next = *(++sp) _ | ——

Encoding:
15 ' 0100 11aa aaasa
dest = aa aaaa
Timing: -
. | #clocks specific memory operation

20

2 *(bp+dest) = tos:
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5 p%‘e&é"d?’% egi sters. Each Pin A-and Pin B -can receive ‘and /pr OV/I de TTL
| evel signals and is tristated. In the currently preferred enbodi ment, each
pi R can sink and source approxinmately 40m | lianps (except for pin 106) | |
~the Pin A's can be programed to provi degﬁ 10 anal og out put signal aM/a
digital -to-anal og converter is included i ree of the 1/0O subsections
107, 108 and 109 to provide an anal og output on Pin B. An anal og i nput

gnal on any of the Pin B's can be converted-to a digital count since

ree of the |/O subsections include Ato D converters coupled to these
pins. Each 15 pin pair (Pin A and Pin B) can operate as a differential
anplifier for input signals, a differential recdiver 9% neXfiferential
transmitter and a differential voltage conparator. /O.subs t{ions can
be used to perform nany different functions, from su‘?ﬁxt gy to, by
way of exanple, having two pin 20 pairs couple gglva, hi‘? W ndi ngs of a
stepping notor. The circuits shown in Figures 17- é' )ed in
subsections 107, 108 and 109. Those circuits assom at ed vvlth WO 89/ 04578
PCT/ US88/ 02390 Pin A and Pin B (such as the buffer sections of Figure 17)

bu fori Bg 18T aNERARNEA t o BEFPeJAHERT 106 i's necded. Referring to the
|/ O buffer section of &Fr%ng# b)ﬁgé%?ﬁ%&d ;ﬁy ﬁo'iﬁte?ﬁé’l]pgéqizgpgﬁns’ééﬁby a)

t hrough t he buffer going data’'Is co
throu_gh the buffer 164 after the

O Operation:

10 - *(*({bp+2p)+offset)=tos; . B
tos = next; '

next = *(++sp)

Encoding:
15
0O11ip plaa aaaa

offset = aa aaaa

Timing:
20
#clocks specific memory operation
5
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dat a passes through the I'/7O control switch 165. Thi's outgoi ng data, by way
of exanple, is coupled to Pin Afromthe register 206 of Figure 23 through

gat 8 of Figure 19. The control 10 switch 165 is used to enable outputs
to A through the buffer 163, when enable A (EN.A) is high (line 166).
Moreover, the switch enabl es the output t tn B when enable B (EN.B) is

high (line 167) and enables outputs to both'pins (with the output to Pin B
being inverted) when enabl-e RS-485 is high (line 168). The 15 outgoing
anal og signal to-Pin Ais provided through the sw tch 175 when the enable

anal og out put signal is high. Incom ng signal s o Pin, A aye coupl 0, o0ne -
input termnal of the differential anplifier . Thlgbéff?l@ra) IHB‘I"E

this signal receives a reference potenti al (e ,

anplifier also includes the commonly used hyst €t esi SI?P&E% 914) pTUngHéP”)

detection of noise. This node is activated whe he resis (Pin

A) sighal coupled to anplifier 169 is high. 89/ %g-%@ffyl%g

PCT/ US88/ 02390 The out put of anplifier 169 is goupl qg (] ﬂe&f .ansition

detection circuit 171 which sinply detects each tranS| tion, that is, a zero

to oneS or one to zero. The inputs to Pin B are coupy Lo« erm nal of

a5 differential anplifier 170 which may be identica er'p ier 169.

The anplifier 170 receives the enabl e hysteresig (Pijp 5) @"gﬁﬁ The ot her
eo

input to anplifier 170 (line 176) can be coupled to recei f several
sirgnals. It can receive a DC signal used

[ ALU Group ]
10 Operation:
if (r==1) { - -

hibyte(ip) = *rp--:
lobyte(ip) = *rp--;

15 }
pipe = tos; | N internal processor pipeline */
tos = tos op next;
switch (s) { v
‘case 0: next = next; o typical unafy op */
20 case 1: next = *(++sp); /" typical binary op */

}



for VWQ§3@4§Z§1pari éons, a ranp which shall be discussed Iggr/“s§yoz?%e
signal on Pin A for differential sensing, or a reference potential (e.g.,
2.5 volts). The output of the anplifer 170 can be inverted through the

exclusive OR gate 177 for sonme nodes of --- operation. A transition O
detector 172 is associated with the Pin i nputs, again to detect
transitions of zero to one or one to ze 15 C 1/0 Counting/Timng Each

the cells includes a timng generator (RC oscillator) for providing a
signal. This signal is connected to a rate nultiplier 178 contai ned

inthe I/O section (Figure 18). The nultiplier 178 provi des out put
frequenci esEmmdingh /O 20 subsection. This nmultiplier provides a
frequency fo equal to: [ERR| WO 89/ 04578
PCT/ US88/ 02390 The | o@ded val k0 s fa & pft word | oaded into a register of
arate multiplier 178. The rate multiplier conprises four 16-bit registers
and a 16-bit counter opai=.ffitbus* I9gqual touhigh drdew £ditcVi on of four
differént output signals, one for each 5 subsection. Two bus cycles (8
bits each) are used t8® l=dli=etpansap); (@e<dbinaryophe regi ster of the rate
multiplier 178. As can be seen from'the above equation, a relatively w de
range o® output frequencies can be generated. These frequencies are used
for many di{éfeﬁaer\t functions as will be described including bit 10
synchr oni z&PPoraDi®he out put of the nultiplier 178 in each of the subsection

O . code _ operation carry state

10 00000 tos + next arith carry -
00001 tos + next + carry arith carry
00010 ~ next - tos arith borrow T
00011 next - tos - carry arith borrow
00100 _ tos - next arith’ borrow

15 00101
00110
00111

01000 - tos AND next unchanged



IS ccmglsg 04t5_38an 8 bit counter 179. The counter can be i nfﬁé"ﬁ;sfslp%%g ed - -
froma counter |load register 180 fromthe data bus of the processors. This
regi ster can, for exanple receive data froma 15 program The count in the
coupte} is coupled to a register 181 and%%@¥a conpar at or 182.. The :
compewfat or 182 al so senses the 8 bits in egi ster 183. The contents of -
this register are also | oaded fromthe data bus of the processors. Wen a
mat ch between the contents in the counter and the contents.of.register 20.
183 is detected by conparator 182; the conparator provides an evént signal.<:>
to the state "aﬁﬂhﬂﬁ of Figure 69 E»ﬁPUt to multiplexers 190 and 191). The
contents of the9%adf@der 179 cantos RENtOA573 unghanaesss/ 02390. be

| at ched into regy 181 upon pecei of .a signal fromthe state nachi.ne .
(output of the g@ﬁpl on regi st@s ma(ﬂe’ﬁi gure 19) Y ngem execution

regi ster 198 cap1qyp e the counter 179 to be | oaded fromregi ster 180. Wen-
the counter reaches full count 5 (termnal count) a signal is coupled to
the state nachi \Figure 19 Linpbut to rultiplexers 190 an Jwa D 110
CONTROL. AND STATE m&m NE Ref eréf‘% to Figure 19, tr‘r@%\a&@é‘fo&%ﬂb

comrunigcat es los“ﬁéébd,r(ﬁgi sters 185 aﬂgg%ﬁésﬁot h. of whi ch perform masking -
[ 0

functions. Three S the register trol the selection of one-of
the five lines ggupjg@d to the multiplexer 190; simlarly, 3 bits of the
register 186 control the selection of one of the five lines coupled to the

input of the nuptip] exer 191. THREGtat of unchanged

10000 - asl (TOS) - tos?7 o
10001 ~ asr (TOS) 0 -

10 10010 rotate left(tos) tos7 —
10011 rotate right (tos) - tos0
10100 tos parity(TOS) - -
10101
10110

15 - 10111 30f6 encode set if not valid
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15 t‘HQ’F?JSﬁ’ng regi sters 185 and 186 are coupled to a_wl?%{%xerl 187. The
five bits fromthe nultiplexer 187 are coupled to a register 198. Each of
these bits define a different function which is, in effect, executed by.the
state machine. Specifically, the bits control |oad counter,|atch count Q
enabl e ranp switch, pulse 20 Pin A, a&ﬁoul se Pin B. The nultiplexers
and 191 both receive the termnal count signal fromcounter 179 of Figure

8, the conpare signal WO 89/ 04578 | _ :

@ / US88/ 02390 from conparator. 182, the ranp start signal fromthe ranp

90

generator 200 of Fiaure 20, and tlhﬁ;é ansition A'and B signals fromthe
transition detedti®80171 and 17'2 ﬁcti vely of Figure 17. The one bit

out put from each of .the nultipl gxe 0 and 191 5 is coupled to an OR
gate 188. This g‘«’é@t"e i.s bi aseEEri ﬁpgt i f- an output occurs simnultaneously

[romboth L BLEGSES, 190 2 Ky R 41y, 0 0 e, o L exer 190

sy onal L dent 1164 g5 4wt ch evefin (U oy gnal 15 also stored In the S0
190 0§91 Das TEpahLed an evenygg (s data L stored along wih the T
o cach of the 41 fpabsect onigs (NGppr1 ses & D-type 11 1p-11 ops connect o

194 and 196 441119 NOT(TOS)
O 11111 306 decode
Timing:
10 , ' -
s #clocks specific memory operation '
1 2 (4) _
(if r=m=1) 3 hibyte(ip) = *rp--; )
15 - (if r==1) 2 lobyte(ip) = *rp--; )
1 tos = alu output
_ 0 ir = *(++ip)
0 3 (5) o |
(if rm=1) " 4 hibyte(ip) = *rp—-i- )
20
(if r==1) | - 3 lobyte(ip) = *rp--; )

tos = alu output



're'cei‘yg %%%455%-!2 -si gnal whereas the flip-flops 193 and 19FP GCHUSE8023%M
conplenent of this timng signal. The clocking signal (CLK) is obtained
fromthe Q output. of the flip-flop 194 20 and is coupled to register 198 -
and ‘O 199. The clear signal received fromthe Qtermnal of flip-flop

196 W&’ coupled to the register 198.- WOX3R/ 04578

PCT/ US88/ 02390 I n operation, the masking isters 185 and 186 are | oaded
under software control. The bits fromregister 185, for instance, cause the
selection of one of- the input lines to nultiplexer 190, for exanple, O
term nal count. Then the circuit of Figure 19 waits 5 for the signal

term nal count. Wien the signal terminal countloccuf@#sp) st agxtrmachi ne

begi ns operating and the five bits of data fromregister 185 are connected

t hrough nultiplexer 187 into register 198. Thelst at ¥ malf-hiP)causes an
output to occur on one of the lines fromregister 198 causing, for exanple,
a pulse 10 to be generated-on pin A. Simlarly, a word in register 186 can _
be used t e, in by _way of exanple, the counter to be | oaded. The

fli p-rop?%ﬁarﬁggghg‘laréaﬁPocked by the output of register 198. These
flip-fgops allow the output signal to be controlled. The OR gate 208 -
permtS data froma shift register 15 206 of Figure 23 to be coupled to Pin

foput to decoder e eteEgE It IO Wi NEX e S ciPediah cate st e AR apd dsing
| 12. Two ofthe direct data path between TOS and NEXT. The NEXT register receives a ct

of the TOS via a pipeline register, prior to TOS being loaded with the coio __
of NEXT (non-simultaneous transfer).

10 | =
NOP | |
Operation: N
15 ++ip;
Encoding:
. short - 0010 100'0'0000l
20

long 0101 0001 1101
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the bits are used to select a specific I/O elenment and the rest are 20
decoded to control an operation. The PLA 136 of Figure 11 has generalized
out-puts 215 connected in parallel to all I/0O subsections 107, 108, 109 d
110 to select the ABUS clock cycle . 9/ 04578 ~ -

PCT/ US88/ 02390 102 for data to be used rt controlling operation of the 1/0
subsections. E. ANALOG TO DI G TAL AND DI G TAL TO ANALOG CONVERSI ON 5
ferring first to Figure 20, the 1/0O subsystem i ncludes a ranp generator

0 which continually generates ranps of a known period. The output of the .
ramp gener imings buffered through buffer 201 and selected by swtch 202.
The switch, as will be described, is selected at sonme count (tine)
following the 10 start of each ranp, thereby coupling the sane potenti al
to the capacitor 203. This capacitor becones charged and potential is
coupl ed through buffer 204 to RfaleckBen the swpagific7nenayoRfLratin t ch
175 is*shown in Figure 17.) The switch 202, capacitor 203, and buffer 204
act as a sanple and hold neans. 15 In Figure 21 several of the
circuit elenments previously described have been redrawn to descri be how a
di gital5 to anal &h@tnversion occurs andl to show how the circuit el ements of
the 1/0 subsectign can be reconfigured throughéfoftware b(y t.h? | /O control
and state rachi (BFof1§i gure 19 to performdiffetent I = "(++p :

long 2

, . - 1 tos = tos

0 ir = *(++ip)

10 RET return from subroutine _ .
Operation:

hibyte(ip) = *rp--

15 . lobyte(ip) = *rp--
++ip;
Encoding:
20 0101 0011 1101

Timing:
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20 functions. For a digital to anal og conversion an appropr| at e “frequency

[err] is selected fromthe rate nmultiplier 178 or counter 179 of - WO
89/ 0 - PCT/ US88/ 02390 Figure 18,

whi ¢ rresponds to the period of the ranps being generated by ranp
generator 200 (Figure 21). A digital valugi ich corresponds to' the’ de5|red
out put analog signal is loaded into the re ter 183. Wien a ranp begins
the ranp start signal 5 is coupled through the state.-machine 189 .of Figure
19 (for exanple, through the multiplexer 190) and the flip-flops)..Thiis . Q
causes the counter 179 to be cleared (e.g., all zeroes). The fo signal then
counts into counter 179. The conparator 182 then conpares the contents of
the counter179 with the contentsg reglster e rds
are the sane, the conpare signal Fl ggplled thro&éﬁﬁﬂﬁv$ﬁgvgg r ORA

causing the state machine to be activated as indicated by [err], 189 and
the switch 202 of the sanple and hold neans to close. For each ranp
generated by the ranp generator, tlge ramp switch 202 is closed 15 (e.g.,
for 500 nanoseconds) causing the capacitor 203 to be charged to a DC

vol t age Snhi ch corresponds to the digital nunber gl acqﬁbgﬁémyl ;ter 183. One
manner in which the A-D conversion can be perforned is in F| ure 22.

The input analog signal is applied to one 20 i @ut t|§bg‘tﬂg¢,) of th
differential anplifier 170. The ranp is applied to the ternl al of

the anmplifier 170. Initially, 1 tos = tos
| 0 ir = *(++ip) O
[ LITERAL Group ]
10 : -
Operation: B
tos = tos op constant; o n— -
Encoding:
15 0101 1ffH cccc
op = ff
if (H==0) constant = 0000:ccce
else constant = cccc:0000 - v
Op Table: |
20

code operation : carry state



when t‘ﬂ@srs’éﬂf‘ﬁ"?s started, the state nmachi ne 189 causes the PCTR:S88428%5 73
PCT/ US88/ 02390 104 counter 179 to be | oaded fromregister 180 (e.g., al
zeroes). The counter is clocked at a frequency [err] suitable to the period
of the ranps. Wien the transition detection 172 deteets that the potent
on Pin B and the ranp have the sane potentjal, the state 5 nachine 189
causes the count in the counter 179 to beca tched into latch 181. The
gtgital word in latch 181 corresponds to the DC potential on Pin B, thereby
viding the analog to digital conversion. F /0O COMN CATI ONS 10 :
As previously discussed, for instance, in conjunction with Figure 1, each
cell can transnitOdhta over conmidsca icomstantes or otarith | caky. The cells
in a subchannel transnit data at the same.rate typically determi ned by the
comuni cations |i A being enpl oyel®s foconsiapt e, 10K =Ergh nbarrawsy '
envi ronment such as 15 for power lines. In the currently preferred
embodi nent, the c®Qs do not havetas YWNRI casstantat ors but rather rely upon
RC oscilTators. The latter are not particul arl t abl e and frequency
variations occur Bdth with tenper@® t@”&rﬁ%@s'—b' ¥sult of processing
variatio%i. Moreover, there is no synchronization 20 provided between- _
cells, tRus, each cell nust provide synchronization to the incomng data in
‘order to pro read the data. One feature of all cells is that they

ﬁaerl.
detect and st Y& 8he
| #clocks’ specific memory operation

O . | 2
1 tos = alu output
10 0 ir = *(++ip) ' -

F. THREE-OF-SIX CIRCUITRY
As previously mentioned, the ALU 102b contains means for

18 encoding four bit nibbles into six bit words for transmission
(encbdér of Figure 14) and for decoding six bit words into the four
bit nibbles (decoder of Figure 15). Both the encoder and dgcoder use
hardwired logic permitting the conversion to be performed very
quickly in both directions. Moreover, there is a circuit shown in

20 Figure 16 to verify that each six bit word recéived by the cell is in
fact a three-of-six code, that is, three zeroes and three ones (Figure
9).
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frequency of the incom ng dat a and mhen acknow edgi ng a packet they can

trangmt at the frequency that the original packet was transmtted. This *
redeEr t he burden..on cells to synchroni zg ypwhen they are receiving an
ack edgerent packet. 5 Ref erring Figure 23 during the hunt

node, an |/ O subsection is hunting for data. During this node, the rate

mul tiplier provides a frequency (fo) to the counter 179 and a nunber is i
l-oaded into register 183 fromthe MBUS. Matches occur and are detected by <:>

Comarator 152 otk e HalRe; TH09RY. Mobec 42 1 EERLIy BRI
Lo the L1 a5SUL AR or"fnd "l eF et i Rehg Db ok, B B BEAEY s,
" W RIOREYY SSHAPRIE pHTOREIE T Wp PSS,
hen o) uSic i ARHIE ki) roller 88, o0 BBLaIROURY CERUTEITH 4R
for thegshiptFy tgertr?iq;)g(b'l'te !§t@PécWrét§UﬁI%‘a tinitd ffﬁsi”é!‘é%%;‘ﬁrfegﬁstsﬁﬂm

in 20 Figure 10 and 211.)° The nunber | oaded
183 provi dq#5h F&Wéebéboﬁfeéeﬁdwmtémddéﬂem Wsohthemslmsqesmreeﬂy and

the ideal tinme to shift data in the register
coupled into the register and becomes E5, Each of the remaining bits
Eq through E4 are provided by the logic circuits 153 through 150, O
respectively. Each of these logic circuits are coupled to receive Dp,
10 D1, 'Dz and D3. Each logic circuit contains ordinary gates which —
implement the equation showh within its respective block. These
equ-atio-ns are shown in standard "C" language ( "&" = logical AND, "= -
logical NOT, and *|" = logical OR.) These equations can be
implemented with ordina'ry gates. |
15 The decoder of Figure 15 is shown in a similar format. This
time the six bits of the encoded data are shown in register 142.
The decoded four bits of data are shown in the regiét_er145. To |
implement the pattern assigﬁme_nt'shOWn- in Figure' 9, the Eq bit is v
coupled directly to the regist'eir' 145 and beco’me_s’_ Do. Thé Es bit |
20 is coupled directly to. the registeri45 and becomes the D3 bit.
Logic circuits 154 and 155 provide the bits Dg and D4,
respéctively. Circuit 154 is coupled to receive the bits Eo, E3, E4
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This prevents the shifting of data during transitions. Note counter 179 is
rel caded (e.g., all zeroes) each tine it reaches a term nal count. Wen bit
synchronlzatlon occurs, rate needed for the 5 synchronization (16 bit .
word) is stored within the processor nenDry and usé&d‘to set the transmit

frequency when acknow edgi ng t he packet f ich the rate was devel oped.
(S stored bit rate as discussed |ater i used in the contention back- off
orithmallow ng slot periods (M to be matched to the last 10 received.

bit rate. The conparator output is used as a shift rate for a six bit shift

regi ster 208ndDEx whilehthéugitcuib 455 treceiinés Bg 04 Pl Band Egn(Epus! hut

shifted through regi ster 206. The preanble to a acket as shown i1n Figure 9

(010101- bi t usgdcto previde fthed Dg ¢hpough Dt;ebﬁts/)ft(Somesofsthé(ﬁxahm t he
shifting rate adjusted so that synchronization/lock occurs. Wien the packet

begi nni ng fpatteappeare not bbed andcothHéers0ade used! fost synochranigationf ande
register 206 will contain ones and this will be detected by the AND gate
207. A bi nathusrdo Mot nequirepaonuersjaneirto7 acdasa tmibbla.) hlhe cirduitand
pr-ovi des the_ni bbl e synchronization. Wien this occurs, the data is clocked
out of Bhe 3BAfandedish @re( copstructed: om wndinary dogzagates andm there the
data can be, cl ocked into the
implement the equations shown. The symbol " » " represents the
exclusive OR function in the equatlons
O - The circuit of Figure 16, as mentloned verifies that the
recel_ved six bit words do contain three zeroes and three ones.

10 The encoded words are shown 'coupled from the top of stack —
reglster 122 into the two full adders, 157 and 158. These adder
stages are contained w:thm the ALU 102b Each adder receives an
X, Y and carry input and provides a sum and carry output. These
ordinary adder stages are each coupled to receive one bit of the

15 encoded word as shown. (Any coupling of each bit to any input of
address 157 and 158 may be used.) The carry outputs of the
adders 157 and 158 are coupled to the excluswe OR gate 159; the
sum outputs of the adders 157 and158 are coupled to the
exclusive OR gate 160. The output of the gates 159 and 160 are’

20 coupled to the mput terminals of an AND gate 161 If the output
of this AND gate is in its htgh state the word r_n the reglster 102

contains three ones'andjthree zeroes. Otherwise, the output of
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processor and converted into 4 bit nibbles. Another circuit neans is

- thegprpcessor and shift register return to the hunt node. The.nunber | oaded

pres&%} to detect all zeroes in the shift register 206. Wen this occurs, -

I nt o™~regi ster 183 provi des a phase shifﬁﬁ_ bet ween the tine at which
transitions occur and the ideal tine to ift data in and out of the

regi ster 206. This prevents the shifting of. data during transitions. Data
which is to be transmtted is transferred into the data regi'ster 205. (Not@

oglster i BAEIBLE, f 6 ot il ol Bohdr [ ThE et oF o *
hitCod EEPEFSEF%'%??“?%%"BMF{??@"&”%? R SRl ot MO Al e

the rate o{yHiRke it qgoabangat @md ftﬂ fmﬂut&plmgb‘&cket on the other 15 hand

Is being sent to severa I'ftrate 1s the nomnal shift rate

for the transmtting cell .\, Notmpt]q'tlgurrﬁwprsg@n(yﬁt a is shown | eaving

the register to only Pin A For differential nodes, the conplenent of Pin A
is drivgn onto Pin B - and other variations are possible.) WO 89/ 04578~
PCT/ US88/ 02390 G |/ 0O REG STERS. AND RESOURCE SHARI NG Each 1/ O subsection

has a nunbé, ofGeneraters whi ch have bi d| rectional connections to the MBUS.
These registers are 'in the -

The VO section includes a plurahty of crrcurt elements
such as a ramp generator, counter, comparator, etc., which are O
interconnected in different configurations under software
10 control. Examples of this are shown below”for the analog-to- —
digital (A to D) and d:g:tal-to-analog (D to A) operations. These
elements with therr software confrgurable ‘interconnections - -
provide great ﬂexrlrbsty for the cell allowmg it to perform many
tasks. The entire I/O section is preferably fabncated on the
15 same "chip" which includes the processor |
B. Buffer Sectlon o
As shown in Frgure 10 and prevnously dsscussed each of the
ells includes four mputloutput /0 subsections; three of the _ v
subsections 1 07, 108, and 109 each have a pair of leads,
20 identified as Pin A and Pin B' The.'fourth subsection 110 has a
single "read only" pm 106 Any of the four subsections can
commumcate with any of the four subprocessors. As shown in



110 OI45IRs 107, 108, 109 and 110 of -Figure 12. The rdading b 2and
writing of these registers under processor programcontrol configures the
|/ O-subsystens for proper operation. Figure 12°illustrates the four I/
subsections 107, 108, 109 and 110 and shows-the connections to the | ow _
eight bits of the MBUS and the | ow six ﬂ of ADBUS. Two ADBUS bits select
one of the four UO 10 wunits and the remaihing four bits are decoded to

| ect one of the I/O control. and status registers (described bel ow) of

hat subsection. There are two |lines from.the PLA #36 of Figure 11 to

control the actign of the 1/O subsections. One line is "Read" and the other
line i s "\rigwe leacthispis @asilv émpf@wnuedebyae@naectmg the addresie 3 of

doscr i bed DS dRDBRSIEand e mesoric s MELIS) 1o: each g ths tour P 20
Dpon cvent S4O88FEORRn Usebiat §1e 'VIBLE TraiBRrbiziredistar 48 fozthe pon
vent Lat ey bUSHH 8 G subdBlory 18 cBHARENTEMR Whhcthd onros o)
igg B::I gﬁr@’é@%%ﬁgr '?i l;ir']t Ofr:]ogin;e’ra\ Bits5-7: Input Multiplexer: MIX_
Each Pin A.and.Pin B .can receive and provide TTL level '
signals and is tristated. In the currently preferred embodiment,
O each pin can sink and source 'approximately 40milliamps (except
for pin 106). All the Pin A's can be programmed to provide an
10 analog output signal and a digital-to-analog converter is included
in three of the I/0O subsections 107, 108 and 109 to provide an

analog output on Pin B. An analog input signal on any of the Pin- m—

B's can be converted to a digital count since three of the /O
subsections include A to D convertefs coupled to these pins. Each
15 pin pair (Pin A and Pin B) can operate as‘a differential amplifier
for input signals, a differential receiver, and a differential
transmitter and a differential voltage comparator. The /O |
subsections can be used to perform many different functions, |
from simple switching to, by way of éxample, having two pin’
20 pairs coupled to drive the windings' of a stepping motor.
The circuits shown in Figures 17-23 are repeated in
subsections 107, 108 and 109. Those circuits associated with
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.0 01- Transition on pin B5 01 0 Termnal Count event 01 1
Count Conpare event 1 0 0O Ranp start event 101 Pin B conpare event 10
Evenia 1l Configuration Register: masking register 186, Figure 19; Bit O: .
Up{?_vent Toggle pin ABit 1. Upon eve Toggle pin B Bit 2: Upon event
Latcm 8 bit count Bit 3: Upon event clo np switch (nmonentary on) 15
Bit 4. Upon event Load 8 bit counter Bits 5-7: input Miultiplexer: MJX 191,
Figure 19 0 0 O Transition on pin A 001 Transition on pin B 01 0O

Term nal :Count event 20 : K 011 Count Conpare event 1 0 0 Ra

start everpjnl | 1P} 0 | NG 25
8 Bit Coumlgr ngzgg’ gelgi gt gﬁ}ﬁﬂ&ﬁgﬁ q%f%agggﬁgﬁgﬁﬁgba?gu e 1388|ﬁg¥ts 0-7

7 count STl commed, e ecHO ket TG sOnshartgsiat o 207
(not  showBufléritgotul @llow afatsBt&)be read on Pin 106 is needed.
. Referring to the /O buffer section of Figure 17, outgoing

5 data is coupled to Pin A through the buffer 163. Similarly,_ -
outgoing data is coupled to _Pi_n_ B through the buffer 164 after the
data 'pass-es' through the /O éontrq_l switch 165. This outgding_
data, by way _of example, i__s_ c_qupled to Pin_. A fr_om the registe_r_ O
206 of Figure 23 through gate 208 of Figure 19. The control

10 switch 165 is 'used 'to enable outputs to Pin A through the buffer
163, when enable A (EN.A) is high (line 166). Mdre_over, the
switch enables the_ output to Pin B_Wheh enable B (EN.B) is high .- -
(line 167) and enables_'outp_ut,s -to both_pihs (with 'the outpl.jt to- Pin
B being- inve_rted),ivhen enablé RS¢485 is high (Ii}:‘e 16_85. The

15 o_'utgoing analog signal to Pin A |s 'p_rov_ided t_hfough the switch
175 when the enable analog output signal is high.

.l_ncoming' Signals to .Pin' A are coupled to one i'nput terminal

of the differential amplifier 169. The .other terfniqa’l of this ~
signal receives a reference 'p_gten_tia_.l (e.g., 2.5 S/clts). This | |

20 amplifier _élso inc_'lud_es.the comnﬁonly _' used hysie_resis_ mode to
prevent detectidn of nois_e. T_hié ._r'ho_de is. activated when the

enable hysteresis (Pin A) si_gnai- coupled to amplifier 169 is high.
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Used Ve %%R‘fsﬂaure the comuni cations subsystem for WO %SH)L%%S 0 :
PCT/ US88/ 02390 transmt -and receive functions. Bit 0: 0 = Receive, 1 =

Trafnsmit Bit 1: NOP Bit 2. NOP 5 Bit 3: Shift Register enabl e Bit
4:- Enter Hunt Mode Bit 5: NOP Bit 6: NOP Bit 7: NOP 10 Cut put ’
Configuration Register 0: (not shown) (| d from MBUS) Used for setti
anal og and digital pin configurations. Bft {(O: Enable pin A analog out Bit
Enable pin A digital out 15 Bit 2. Enable pin A pullup Bit 3: .

R ble pin A pul l down Bit 4: Enable pin B inversidiBit 5: Enable pln B
digital out_Bit 6: bl e Lan up 20 Bit 7: . Fnable
pul | down cuth@t outpmgﬂ Hlﬂedl elrs gouam thAutrapsisian: ete&tmsLJS)

Used Tor engredit?)91° *ﬁ‘chesF#an 'def tects 'badh transition” that f5"3 Yero
| to one, or one to zero.
The inputs to Pin B are coupled to one terminal of a
5 differential amplifier 170 which may be identical to amplifier
169. The amplifier 170 receives the enable hysteresis (Pin B)
-signal. The other inpﬁt to amplifier 170 (line 176) can be coupled
Q to receive one of several signals. It can receive a DC signal used
for voltage comparisons, a ramp which shall be discussed later,
10 the signal on Pin A for differential sensing, or a reference
potential (s.g., 2.5 voits). The output of the amplifer 170 can be
invérted through the exclusive OR gate 177 for some modes of -
operation. A transition detector 172 is associated with the Pin B
‘inputs, again to detect transitions of zero to one or one to zero.
15 C. /O Cdun-ting'/Timing | |
Each of the cells includes a timing generator (RC oscillator)
for providing a 16mHz signal. This signal ‘is c;o:nnected to a rate
multiplier 178 contained in the I/O section (Figure _18); The

multiplier 178 provides output frequencies to each /O |
20 subsection. This muitiplier provides a frequency fg equal to:

fo = _16MhZ X (LOADED VALUE)
216 S :
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25 WOS%MS?E Corrpare pin Bto TTL reference Bit 2 Conpare pin Bt
adj ustable D.C reference Bit 3: Conpare pin B to Ranp voltage Bit 4:
Conpare pin Bto pin ABit 5 Enable RS-485 driver 30 Bit 6:° Enablre

i npu

steresis on pin A Bit 7: Enable input hysteresis. on pin B Qutput

Conf \¢dr ati on Register 2: (not shown) (loaded from MBUS) Used for setting
pin logic |levels. 35 Bit 0. Execut e?Sgoad 8 bit counter with value in
8 bit Counter Load. Register WO 89/045 '
PCT/ US88/ 02390 111 Bit 1: Set p| n-Ato |logic IeveI 1-Bit- 2 Set pin Ato O
logic level_O Bit 3: Set pin %léomlev 1 Bit 4. .Set pin Bto logic

|l evel 0 Lo M@edfvﬂﬂﬁelm t1|Q)

otyicaded intoa rﬁmstapmfea e

Fi gure 18L J’ byte of rate nmultiplier 10 Upper, Hal f te. Miltiplier
|7& ’Hl@rBQQprB

Regi st er:

'@lwm di78:i er '198'31'[@ Jgnu P@ﬁﬁaﬁ@uloa -l g ster:

conpar e Ioad reigl ster ,183 F| ure 1

10

15

20

registers and a 16-bit counter ;&_‘amor Four 1o gtc ‘Sircuits allow

selection of four different output signals, one for each

subsection. Two bus cycles (8 bits each) are used to load the 16

bit words into the register of the rate multiplier' 178. As can be

seen from the above equation, a relatively wide range of output

frequencies can b’é'ge.nerated. These frequencies are ‘used for O

many different 'funeti'ons as will be described including bit

synchroni'zation. o : -
The output of the multiplier 178 in each of the subsection

is coupled to an 8 bit counter 179. The counter can be initially - "~ ~

‘loaded from a counter load register 180 from the data bus of the

processors. This register can, for example, receive data from a
program. The count in the counter is coupled to a register 181
and to a comparator 182. The comparator 182 also senses the 8
bits in a register 183. The contents of this register are also
loaded from the data bus of the processors. When a match
between the contents in th'e counter and the contents of register
183 is detected by comparator 182; the comparator provides an

- event slgnal to the state machme of Figure 19 (mput to

multiplexers 190 and 191). The contents of the counter 179 can
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15 READ REG STERS:- (controfled-by "Read" line); Read Event FIFQ FIFO 199,

Figure 19- Bit 0: O=Event 1 occurred 20 ' 1=Event O occurred
Bit. 1: Pin A level during occurrence of event Blt 2 Pin B |l evel durs
occurrence of event Read |/ O Condition . .ster: /O Status: t

O: Input pin ABit 1: Input pin B Bit 2:' 1=ranp corrpare Bit 3: NOP 30
Bit 4: NOP Bit 5: 1=FI FO has data 0-FI FO enpty 8 Bi:t Counter Latch:

gl ster 181, Figure 18 35 . .. Count Byte ‘WO 89/ 04578
/ US88/ 02390 Communi cati ons Data: Register: ‘data’ Tatch 235, Fi gure 23

Jat a Byt e bgortatelieditintosregistars 18dgiupon receint ehcavrelgnaéaidenbrthe MBUS) Bit
0: Receive node: 1 =data available in shift regjster Tran
0=t ransni tstata anaching (output ofi-the executione registeri 198 E?lgure $9)
The same execution register 198 can cause th_e counter 179 to be
loaded from register 180. When the counter reaches a full count
5 (terminal count) a signal is coupled to the state machine of

Figure 19 (input to multiplexers 190 and 191).

O D. VO CONTROL AND STATE MACHINE
Referring to Figure 18, the processor MBUS comniunicates
10 with registers 185 and 186 both of which perform masking
functions. Three bits of the register 185 control the selection: of
one of the five lines coupled to the muitiplexer 190; samllarly, 3
bits of the regxster 186 control the selection of one of the flve
lines coupled to the input of the multiplexer 191. The output of
15 the masking registers 185 and 186 are coupled to a multiplexer
187. The five bits from the multiplexer 187 are 'coupled to a
register 198. Each of these bits define a different function which
is, in effect, executed by the state machine. Specifically, the
bits control load counter,latch count, ‘snable ramp switch, pulse
20 Pin A, and pulse Pin B.
The multiplexers 190 and 191 both receive the terminal

count ssnal_ from counter 179 of Figure 18, the compare signal
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0 RESOURCE SHARING In the presently preferred enbodi nent there are five
res es shared anong the processors. They are the EEPROM and the four 1/-O
5 ections. A hardware "Semaphore Reqiﬁ r" (SR) and five words in RAM
“are used in controlling resource sharing. @ure 30 illustrates how the

mul ti processors share conmmon resources. The SR 95 of Figure 12 reads and
wites to bit 0 of the MBUS. Each RAMword will contain one state: Idle,
-Proc. #1, Proc.#2, 10 Proc. #3 or Proc. #4. A processor nay interrogate a
RAM | ocat i fromecomparatogit@2; the rampustartt signal fiom theaamp is busy. If
the resource is not assigned it will -then access the Semaphore Register as
descri bed genevataraAR06r pkikigurea2f; anssdbe trapsition pAtardi Bi signalsam
interrogatjon step and check the RAM | ocation after it has accessed 15 the

semaphore o sthe )transition detasipee 171 eabd AU, Tespeetivelysef Figure| ear

1l o 't he 8r o8 one bt auput”acs pach 5y W buiipleners (196 FAd: 71 rav

o0l L8 o b dot o, 5F i1 52 THRT ol Hbters BRSPS 01" e

o210 Bubbi el STt Mo B Gullalape. B e 7,

time sequeggq, bAbRi ™R giveli to’ MuRipistsr ¥go. ™ Giput 6 THe29°
multiplexer 190 controls the muitiplexer 187 with the signal O
identified as "which event’. This signal is also stored in the 3x3

10 first-in, first-out (FIFO) buffer 189. This signal indicates which

MUX-190 or 191 has. received an event and this data is stored
along with the inputs to Pin A and Pin B (Figure 17) in the FIFO
199.

The state machine for each of the I/0 subsections

15 comprises 4 D-type flip-flops connected in series as shown in
Figure 19 within the dotted line 189. The flip-flops 194 and 196
receive the 8mHz signal whereas the flip-flops 193 and 195
receive the complement of this timing signal. The clocking v
signal (CLK) is obtained from the Q output of thé flip-flop 194 |
20 and is coupled to register 198 and FIFO 199. The clear signal
received from the Q terminal of flip-flop 196 is coupled to the
register i98.
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one of four successive clock cycles (e.g., phases). The SR 295 is normal |y

set~to "0". In Figure 30, pracessors #1 and #3 are not requesting use Q

the SR 295 . Processor #2 is shown accesEChb the SR- If it receives . a

at the beginning of the cycle it knows nothing 5 is being currently

assigned or cleared and it sets the appropriate RAM | ocation and if it
ntains "idle" the processor inserts its "Proc. #-thus assigning the

resource and then "clears” the SRto "0". If the processor found-that

anot her processqn pp®ratibny thbemﬁégﬁgg gﬁqisténseﬂss dorb 188 esiaadeds
(0]

Proc. # and it then "clears" the In this event it 10 nust wait

and try aganderSeoftwars agorrol. s uTheabitsh dsemoretisteFEPBS)M fomy inistaacenny
cl ock cycles so the processor should "assign”™ the RAMregi ster but rel ease

t he SR 295causee the sslectiony ofhenshafethe daput clinesVton mbkiplexerst®d, is .

through with its operation using the assigned RAM 15 |location it accesses

t he SR agaffor example, terminal countl t Them tha eimcuit ofeFigane dGatwaitst o
"idle" and "clears"” the SR 295 to "0". Wenever a processor accesses the SR
295 and5fi fiae the' signal teeminalt sousk 2%%¥hen the signaliterminab caunt wait to _
try again. In the exanple in Figure 30 Processor #4 is shown as needing a

20  shar ed 0co46sr the state fmaching i begins oprerating aadothei fivetbits efce. The -

Phe tost adaia Bahareaiioe-185 are Gaanesid dhrhugh. muttpiexer 187°" "1
O into register 198. The state machine causes an output to occur on
one of the lines from register 198 causing, for example, a pulse
10 to be generated on pin A. Similarly, a word in register 186 can be
used to cause, again by way of example, the counter to be loaded.

The flip-flops 203 and 204 are clocked by the output of
register 198. These flip-flops allow the output signal to be
controlled. The OR gate 208 permits data from a shift register

15 206 of Figure 23 to be coupled to Pin A. This register is
discussed later.

The low order 6 bits of the ADBUS are input to decoders in
the 1/O subsections 107, 108, 109 and 110 of Figure 12. Two of
the bits are used to select a specific /O element and the rest are

20 decoded to control an operation. The PLA 136 of Figure 11 has
generalized outputs 215 connected in parallel to all /O
subsections 107, 108, 109 and 110 to select the ABUS clock cycle



retransmissions. |If retransm ssions continue to col I}i de, the network can
The contention backoff algorithmused in the network

opetation iafdthe ¥@at the system

possi bly saturate. C
qui ckl y spferdiatanto tbarusedofarn cantigling

can recover fromsaturation. If the 15 traffic is not spread over a |ong

vo 83YQAYST8 - e perr BEHEFEBHBE st -

now wait and try again. It will keep trying until it gets access to the SR

295 and it finds the resource in the RAMword is "idle". V. PROTOCOL 5

A ENTION I N GENERAL In a typical application the conmunications

net anong the cells is lightly | oaded the cells will experience
little or no contention delay. In the case heavy traffic, the network

can 10 saturate. A heavy |load will generate collisions and hence require

time peri o8UBSRCHUQRSem wi || be unstable; it will not recover from

C
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avoi dance techni que used in group dgenments. Backing off is a
traffic or load | eveling techni que.&%r‘ﬁmm
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known period. The output of the ramp generator is buffered
through buffer 201 and selected by switch 202. The switch, as

‘will be described, is selected at.s"dm'e' count (time) following the

start of each ramp, thereby coupling the same p"‘oten'tial to the
capacitor 203. This capacitor becomes charged and potential is
coupled through buffer 204 to Pin A when the switch 175 is
closed. (Switch 175 is shown in Figure 17.) The switch 202, ~
capacitor 203, and buffer 204 act as a sémplé and hold means.

In Figure 21 several of the circuit elements previously
described have been redravo)n to describe how a digital to analog
conversion occurs and to show ‘how the circuit elements of the
l/O subsection can be reconfigured through software by the I/0
control and state machine of Figure. 19 to perform different
functions.

For a digital to analog conversion an approp_riate frequency -

(fo) is selected from the rate multiplier 178 or counter 179 of

@
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5 atwgrﬁ?m‘ﬁasto retransmt a packet that has suffered a col IISIO{I The

anmount of this increase is a function of the nunber of collisions or

ret.ransm ssions. The algorithminplementing this function is called t
backof f or contention al gorlthm The network_uses a carrier sense nult
e

access nethod of 10 resolving contentlo!t(P t he &Bmuni cati ons chann

Wen a cell is ready to transmt it firs ens 'to the conmuni cati ons
channel . If i.t hears another cell transmtting, it waits for a clear

annel . Once it detects a clear channel, a cell nay_delay bef ore

ansmttin The net hod of determ ning that del 15 deternined by the
cont ent i on FAgy® i 1&nwhichecorrespensdsmitacdhe f & fagmps PeAJch si ot
being Mbits at the nost recently det recei bayd shift
rate). V\helQQf‘QfaNdobYaﬁﬁéT‘BeQBI"@rﬂQ{ngﬁbt &:'lg"e ¥$}ma| &digﬁae‘ntlﬁtﬂ% nunber
of slots en a cell det cts ar chann e.Ia apd. t hen
when it is%&ﬂyc%fﬁ tto ?ﬁ‘ﬁﬁasotjgoqtr §H§i‘? sﬁoroﬁfg%ﬁlndary.

L Foe per 169 dBBoragIReeY 1%3300@;@53% 2l Bbind e ra%t ' S8rE ighby ! ¥
ot o o838 SPo¥ed SePAGSRLING, I8l IRBEnRE B A PRl 1S IR Fet -
E?Lliséaﬁ%#‘%pbimﬁ@véh t7e ARkt 13l Bt {ReDR e OFRIS ™ 5
GROUP ACKNQY SdiNE &8Uittel 7860\ b Bleared (e.g., all zeroes). The fo
O signal then counts into counter 179. The comparator 182 then
compares the contents of the counter179 with the contents of
10 regtster 183. When the two words are the same, the compare —
signal is applied through multipléxer 191 again causing the state
machine to be activated as indicatéd by "SM{~ , 189 and the =
switch 202 of the sample and hold means to close. For each ramp
generated by the ramp generator, the ramp switch 202 is closed
15 '(e.g., for 500 nanoseconds) causing the capacitor 203 to be
charged to a DC voltage which corresponds to the digital number
placed in register 183. _ :
One manner in which the A-D converston can be performed is
shown in Figure 22. The input analog s:gnal is applied to one
20 input terminal of the dtfferentlal ampllfler 170. The ramp |s_
applled to the other termmal of the amplifier 170 lnitially,

when the ramp is started, the state machine 189 causes the
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A packet froma group announcer .to a set of group listeners wll cause each
of those listeners to send an acknow edgenent to 10 the announcer. Wt hout
a netfod of arbitrating contention anong those acknow edgenents, they wlF
al V\@ collide. To avoid this problem a Eﬂhlat in reservation systemfor
group” acknow edgenents is used. A Iistenj& |l uses its group nenber
nunber to determ ne which slot to use for its acknow edgenent. 15 G oup
menber 5 will transmt its acknow edgenent in the 5th free slot follow ng
. reception of the original packet. The result is that group nmenber 1 wll O
transmt icouRieRnbiPete e doadad: from iregister o180 ofa.gui alj zerees)i giThe
packet. G oup rrenber.twlc()' i1l transmt itg acknow edgenent in the first
sl ot fol | SQURter 1S clog eé“ratjra rféﬂﬂﬂel"@Ya@Bﬁcﬁult&tﬂﬁ itheTpesiogh edcthe

ti til t | t m h lied to th i qi | ket .
Cont I nUeS Sagps.s When the trdnsition detection 172 defects that the =

Coa P oR P %8 Shel B e Mo i Bl Bl 0

5B PR, A AR L S B R 8, R

Descr L0 Sfid et 1832 SThe ajgitallfrd i SR &Brigshahd 40 By " 1o

synehr on’ 28 Hordhill 6 i B, bbby Brovidig I Hhaidh' fo ignahe start of
~ conversion. ' :

| *F /O COMMUNICATIONS C
10 As previously discuss'ed.-' for instance, in conjunction with
Figure 1, each cell can transmit data 'o_ver commun_idatiqns_ lines
or other links. The celis in a subchannel transmit data at the N
same raté typically determined by the cdrhmunications link being
employed, for example, 10K BPS in a noisy éﬁviro_nmen_t such as
15 for power lines. In the currently 'preferréd embodihﬁent, the cells
do not have crystal oscillators but rather rely upon RC
oscillators. The latter are not particularly stable and frequency
variations occur both with temperature and as a résult' of “
processing variations. Mdracvér, there is no synchronization |
20 provided between cells, thus, each ‘cell must b.rovide_ | |
synchron'ization to the incomihg data in. o.rd.er' to properly read the
data. Ohe feature of all ce!ls_ is that ihey detect and store the
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3 Rcv Recei ve the packet. 4 | PG Del ay |Inter Packet Gap Del ay..
Delay for n bit tines after the end of the | ast packet on the subchannel
(whet her 20 ..this neuron transmtted it or received it

5. Backof f Wait M slots where Mwas set_ by theff‘ast execution of t

Del ay backoff al gorithmor by the A @ot ocol software. 25 6. Xt
Transmit a packet in the next slot. 7. am Transmt a jam pattern

orithmto set the backoff slot count. 30 WO 89/04578 . - _

/ usss/ 02frequenaycofithe: incoming dateaanid mhen aicknowledgingeat packet
Action Next State 5 0. I{ile A. Tranpsitions Detected none
1. Bit syncthey can tgagsmit atriaectrequenay that theopsiginal packet was
Backoff Delay 1. Bit, Sync., B. nc Achieve non 2. Byte Sync
T Bt syncithnsmiler. .nShis GRGUCES.Ae Burden on ‘Gells e sknabrorze

Byte Sync 2. Byte, Sync F. Hunt, Ti neout none 1. Bit Sync 2.
Byte Sync C‘.‘Vhéhﬁhﬁﬁgaw Jgcelving,an aCkno“_"edQQ.m%t/ Pagketi ed 15 3. Rev
= Aborts Det ect e?{eferriﬁ'&”t% Figure 23 dulringB 'the%rﬁ%t mode, an /O

. subsection is hunting for data. During this mode, the rate

%@EI ones) for the jamperiod (specified in bit times). Execute.the .backoff

multiplief provides a frequency (fo) to the counter 179 and a
number is loaded into register 183 from the MBUS. Matches occur
Q and are detected by comparator 182 at a frequency corresponding

10 to the expected incoming data rate. Specifically, the terminal
count of counter 179 is synchronized to the transitions. As
indicated by the dotted line 201, the processor continually
searches for transitions from the transition detectors 171 and
172 of Figure 17. When transitions occur, the processor

15 determines” whether the transitions occurred before or after the
terminal count and then adjusts the frequency (fo) until the
terminal count occurs at the same time that the transitions are
detected. This frequency is the shifting rate for the shift
register 206. (The steps performed by thé processor are shown in

20 Figure 23 és blocks 210 and 211.) The number loaded into
register 183 provides a phase shift between the time at which
transitions occur and the ideal time to shift data in the register
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- 3. Rev D. Ending Fl ag Set ‘Pckt-Rcvd Flag 4. |PG Delay 3. Rcv
N. Packet Too Long none 1. Bit Sync 20 4. IPG Delay M Del ay
Don none 0. Idle 5. Backoff . Del ay Done none -
6. \Xn} Delay 5. Backoff A Transi-tions ect ed' none - 1. Bit Sync
25 Del ay 6. Xnt . Collision Det Cal cul at e Backoff Del ay
7. Jam 6. Xnt H Xnt Done none 0. Idle 30 7. Jam
K. Jam Done none .. - 5, Backoff Delay 35 C. -COLLI SI ON

DETECTI ON I n the currently inpl ement ed enmbodi ment- coliision detectionis

e/ Uses 2500 18 PL#‘E?‘?%Z%‘E?QS G AL Satp BUKHR, wrpriiRs) o NBte . <o,
fiﬁﬂhngnsé.d}ﬁiﬁé‘*?%?go’#?éﬂd@i‘f {8, L ROrLREL Ract UFR' It FAHSERT e

detect tR@rafihkisceint!t then ceases transnitting and 5 execut es the
backoff al gorithm The backoff al gorithm adjusts the contention

ardori 2 on | Wimralt SyTaGA e adaafueharnahdea deines exper enced
5 synchronization (16 bit word) is stored within the processor -
memory and used to s_et the transmit frequency when
acknowledging the packet for which the rate was developed. This
stored bit rate as discussed later is used in the contention back- O |
off algorithm a_liowing slot periods (M) to be matched to the last
10 received bit rate. |
The comparator output is used as a shift rate for a six bit
shift register 206. During the hunt mode, the data from Pin B is -— -
continually shifted through register 206. The preamble to a
packet as shown in Figure 9 (010101-bit synch) is shifted along
15 the shift register 206 and the shifting rate adjusted so that
o synchronization/lbck occurs.' “When the packet beginning flag
appears (nibble synch-101010) the last two stages of the
register 208 will contain ones and this will be detected by the o~
AND gate 207. A binary one at the output of gate 207 ends the
20 hunt mode and provides the nibble synchronization. When this
occurs, the data is clocked out of the shift register (6 bits) into a
data latch 235 and from there the data can be clocked into the | -



i nt er W4 89/84%78cel | network may not al ways have collision dBCTEEPIR0ZI0; he
cel1"s backoff algorithmnmay use the protocol's 10 inferred collision to
cal-cul ate the backoff interval. |f the cell has collision detection, it
detects a collision in the same slot in which it occurs and retries th
transmission (after the backoff interval). For cel#& wi t hout col I|5|oneo
detection where a collision 15 occurs, 'IG"EeI | discovers it when the
prot ocol tineout period expires. If a cell sendi ng a packet to nultiple
stinations (the normal case), it infers a collision if at the end of the
pr ot ocol tinmeout period, no replies have been received fromany of the

dest i nat | oproCEESOY San@neonvetted Mmtbedebitedi !é%’ e ARgtier EHCUif 'fiBakd At

the transmt point and the retransnission ta | ace without an I ncreased
del ay due i® prederitl to detect! all t2enpesxdn uthes §H1ﬁ k%lb@élf ZUGJOFWﬁ'éhJ ust as
It does with collision detection, using WO 89/ 0

PCT/ US88/ 0213i%0 adourspfttver eprtocetsisos i amd cshift .reffister rérhatdkofe intsy val ,
the cell transmits the packet. Therefore, the difference between collision

det ecti on anadeol IThe mumbeerieaded inton regsteeriga& provides a phage shifte
cell to 5 discover that a collision has occurred. D. BACKOFF ALGORI THM The
backof f5 al f@tween thed timet at whiche transitioase oceur canddtherideiad tme ftort h
: ﬂt |e|r5 55?0.2§m§t§£€£ﬁgnaﬁd|t 63? Ccnaft tet(lje brlengalléeler 2 %nenﬂxil ptrjg\?ér?zsf thghe packert
shifting of data durmg transitions. '
Q - Data which is to be transmitted is .transferred into the data
' register 205. (Note only 6 bits representing a four bit nibble are
10 transferred into the data.register 205.) These 6 bits are then
transferred into the shift register 206 and shifted out at the
shift rate. As mentibned, if the packet being shifted out
represents an acknowledgement, the shift rate corresponds to the
rate of the incoming data. If the outgoing packet on the other
15 hand is being sent to several cells, 'ihe shift rate is the nominal
shift rate for the t}ansmitting cell. |
(Note that in Figure 23, data is shown leaving the register
to only Pin A. For differential modes, the complement of Pin A is
driven onto PFin B - and other va_riatiohs are possiblé.)
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10 function-of the nunber of coII|S|ons (detailed or inferred) since the

| ast successful transm ssion. An exponential backoff algorithmgives the
systemthe stability it needs to recover fromsaturation conditions. By ~
exp tially spreading out the |oad inF turated system the algorithm

al I the systemto recover. 15 Backof CPsglterval in slots = R such that R
random nunber linearly distributed over the interval: 0 <R<2 EXP [nmin (10,

n)] where n = nunber of collisions. 20 When a cell has two O
transceivers attached, it transmts every packet via both transceivers.

Since the transcei rg{ﬁoagﬁlé*éh% %fﬁﬁgaﬂﬁbﬁ éﬁi)hmél experience

PCTI S35 02390 equ 9 ke i LK L T e
s R oo RIS A I A

ted -
glegg:?tﬁm Q@egﬂgng ﬁwﬁhe 48% a?% ?fuar antee t1o be un?@tﬁd‘g on
di scusged) gand. whitir cg;rtﬂ‘ AL %C%@%Qéré‘%ééw g’?&céﬁéo* Q.Wdﬂrﬁ?ﬁ Sbhfrorhen an

external event 1s. detecte The sl ots are e In durations to

bit rate ofghfigute’sthee O \@.@bﬂ@gtemé\lqb? prd‘pe?aebeeaixbnusq:iguré iaternal
bit rate, slot durations would vary fromcell-to-c
illustrates the four 1/O subsections 107, 108, 109 and 110 and
shows the connections to the low eight bits of the MBUS and the O
low six bits of ADBUS. Two ADBUS bits select one of the four /O
10 Un_its and the remaining four bits are decoded to select one of the
I/O control and staius registers (described below) of that
subsection. There are two lines from the PLA 136 of Figure 11 to
control the action of the I/O subsections. One line is "Read" and
the other line is "Write". When appropriate these lines are active
15 on phase 3 of the clock cycles.
| The /O registers, functions and bit definitions are
described below: |

WRITE REGISTERS: (Controlled by the "Write" line).

20 Event 0 Configuration Register:register, masking, 185 Figure 19:
Bit 0: Upon event Toggle pin A
Bit 1: Upon event Toggle pin B ' .
Bit 2: Upon event Latch 8 bit count |
Bit 3: Upon event cilose Ramp switch (momentary on)



E. C&\IIPE%H)&STI NER Packets that have nultiple routes to anl‘élﬁsnSA?zggg may

15 experience a long contention delay via one route and a shorter del ay
whi.l e traveling simultaneously via another route. |If that contentian del ay
is allowed to be too long, the |ater paci(é ould arrive after the g;;L
destination's receive sequence nunmber has$ (Ey¢l ed back to the sanme sequ
nunber in the packet. A packet could 20 thus arrive out of sequence without
the ARQ protocol detecting it. To prevent this type of error, each packet
<;§es the contention tiner field (Figure 6) that is decrenented by the
mber of sl ot sBit 4-V\oUspcm5esent Load 8 bit counter
PCT/ USS88/ 02390Bibs5<7e bnpktt Maitiptexer: fomuxmm; Figureatd, hop in a

mul tihop route. Wen theoegunt T%ﬁ?ﬁe acket i s discarded.. F.

ARQ PROTOCOL 5 The Ithdl w protocol with a w ndow
size o 1andrmdu|on§ Iﬁ’?@
protoc®l ). The link cont tsﬁﬂﬂm to the HDLC

ent to a stop and wait
asynchronous bal anced no@4. 1Th€C¢t.|hIC|an‘|phlfé cevett being that with 1 bit
sequence nunbering insteq@ Of :ﬂgﬁﬂw glarfgelentoackets with the poll/final
bit set, every |nformat|inb ac d}ﬁ ré” w edgenent. Before the
ARQ rrechanl sm can vvork a connectlon be “establl shed between the two
comuni catsé g devi c l&? or network control devices). The connection
¥ ontigur

proced® aribe ation Register: masking register 186 Figure 19;
Bit 0: = Upon event Toggle pin A
Bit 1: Upon event Toggle pin B
Q | Bit 2: Upon event Latch 8 bit count
‘Bit 3: Upon event close Ramp switch (momentary on)
15 Bit 4: Upon event Load 8 bit counter

Bits5-7: Input Multiplexer: MUX 191, Figure 19
000 Transition on pin A
001 Transition on pin B
_ 010 Terminal Count event
20 011 Count Compare event
: 100 Ramp start event
101 Pin B compare event

/0 REGISTERS AND RESOURCE SHARING
25 : ' ' _
8 Bit Counter Load Register: Counter load register 180;
Figure 18 :

Bits 0-7 = count -

30 Write Communications Data Out REgister- data register 205,
Figure 23;

Bits 0-7 - data

Write Communications COnflguratnon Register: (not shown) _
35 _(loaded from MBUS)

Used to configure the communications subsystem for
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15 the "connection" section |later in this application. The ARQ mechani sm
only operates when the cell is in the connect state. The ARQ states may be
considered as substates of the connect state. Wien a cell transnits a
mas{a?, it waits for areply from20 the destination. If the cell does
not YT€cei ve an acknow edgenent within a predefined tine out period, |t
assunes that the nessage was | ost and it”Gans’m’ts t he nmessage again. WO
89/ 04578 PCT/ US88/ 02390
Two types of p cket mgy be used tq car an, acknowl edgenent, an
acknow edgem&*n;at gc d o CRPIVS f'iﬁ tiNBacket. The acknow edgenent
is carried in tmat Qve M@W&i dumbeframsmid packet. The
acknowl edgenmentBit 1: onINQﬁcket has no nessage field and is-identified by
the ACK commandgip ghe INm:com‘rand flel d An information packet does

contai@ a ness el d f{ he | NFO command in the |link
conma field. ag gé 25 h % state di agram and al ong vmth
10 the follo bl e, Prn ous ARQ states. State

Event : Next State 0. ldle Message to
Send BuBitJI BackeNOP 1. Idle0. Idle Packet to Transmit
Send Packet Bit 7: Noﬁontent ion 15 0. Idle . Packet Received

Pr oce% Packet ldle 1.- Contention Packet Transmtted - Start

T mer Output %)o:%gura%(on ﬁ(\agisér 0: (notouéhown) (loaded ?ro% TME{JS)
Used for setting analog and digital pin configurations.

Bit 0: Enable pin A analog otit : _ O
Bit 1: Enable pin A digital out
15 Bit 2: Enable pin A pullup
Bit 3: Enable pin A pulildown
Bit 4: Enable pin B inversion
Bit 5: Enable pin B digital out
Bit 6: Enable pin B pullup
20 - Bit 7: Enable pin B pulidown

Output Contiguration Regtster 1 (now shown) (loaded from MBUS)
Used for enable and compare functions.
Bit 0: _Enable 8 bit counter :
25 Bit 1:© Compare pin B to TTL reference
Bit 2: Compare pin B to adjustable D.C reference
Bit 3: Compare pin B to Ramp voliage
Bit 4: Compare pin B to pin A
- Bit 5: Enable RS-485 driver
30 Bit 6: Enable input hysteresis on pin: A
Bit 7: Enable input hysteresis on pin B

Output Conﬁguratmn Reg:ster 2: (not shown) (loaded from MBUS)
Used for setting pin logic levels. - .
35 Bit 0: Execute, load 8 bit counter with value in 8 bit
Counter Load. Register :
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20~ WO 89/04578 Bui | d Packet I’C,'I'/l..588§).23?,?élit

ACK 2. Wait ACK Packet-to Retransmit Retransnmit Packet 1.

Contention 2. Wait ACK ACK pckt Received or N Stop Tiner - 0.

Idle retries 2. Wait ACK Non ACK pckt Received Process Packet @
e e

Wait ACK 25 A cell nust store-a transm lgequencef,riunber for each addr
wth whomit conmunicates. An addressee' can be a cell, a group, or a
control device. For receiving, a cell nust save WO 89/ 04578

/ US88/ 02390 the receive sequence nunber of each source fromwhich it

ceives. A souBij¢ qqn bsa c'ﬁlri Aatgr@yglcote\ae}cmtrol devi ce. \Wen a cell
@el e. If the CRCis not

receives a mess
valid, the cell e not he cell receiving a '
nessage al so chgg %(‘he r%%etga'é@ Eﬁ %QSE % 1 | f the sequence nunber
I ndi cat es t hat 54-5 ascﬁﬁolmﬂate elq acknow edges the
recei pb of the packet to the sender but does not pass the packet to the

appl i cati opowér WHalt 10f Rate Tmll One?gistews aatet mhutipHens 128y s
is a retransm ssion by the sender™. wi |l not acknow edge a
duplicate nessa unl e s P’% retransmt bit on. The cell
saves the sequeﬂ'& rrtsﬂy*?op héaah%as ‘igi &4 nmessage for each group for

which it is a Ilstener It has a separate 1 bit 15 transnit sequence
nunberfandUpper Hali \of sRatendduitipiier f Register: rate multiplier 178,

Figure 18
8 Bit Compare Load Register: compare load register 183,
Q Figure 18
Byte for comparison

BEAD REGISTERS: (controlled by "_Read" line);

Read Event FIFO: FIFO 199, Figure 19-
Bit 0: O0=Event 1 occurred
20 _ 1=Event 0 occurred
Bit 1: Pin A level during occurrence of event
Bit 2: Pin B level during occurrence of event

15

Read /O Condition Register:
25 1/0 Status:
Bit 0: Input pin A
Bit 1: Input pin B
Bit 2:  1=ramp compare
Bit 3: NOP
30 Bit 4: NOP
Bit 5: 1=FIFO has data
- 0-FIFO empty

8 Bit Counter Létc‘h: register 181, Figure 18 -
35 ~ -Count Byte ' '
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messages addressed with the cell address (used when conmmshi cating with
control devices). Cell to cell comrunications is via group addresses.

Direcf addressing with cell addresses is used for network 20 control
fur@)ns. The cell will be communicatijg Jith a grouping device or network
con l er in those cases. A cell can have only one conversation at a given
tinme-that uses cell WO 89/ 04578 '

" PCT/ US88/ 02390 126 addresses because it has provisions to store only one

set of th ntro ev Wi S cate
with a cefﬁsn?&%%%eﬁ Ata, FORQRIYEc dafi B 238  FTaBRETA 0"
command in the P Y90l field. That conmmand initializes the sequence

numbers. After receipt. of that conmmand, the cell w Il not accept nessages

addr essed Communicatiehs Stkters) nagsenewe(napnsnewrv reade onto"eMBUS)

b I
el 2550 i scoi et ecc"%g fibgesoe gﬂ%‘j Pfﬁﬂsef%ﬁ#@
an acknow edgenent of a 9@%@@ rqo‘ttﬁé tfﬁ In
general, the ceBit att onstehdulh ﬂ t Modse fﬂ%ﬂp dguret @3rrive at |ts

destinatlon, pl us protocol proce55|ng_t|ne in the 15 destination cell and
the transit tine for the return packet carrying the acknow edgenent.

@
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The pr&s%o?stl rreout period for mul ti hop packets is also i nFr{lencgdzsbo
collision count. Even in very noisy environnents, it is nore likely that

the reason a packet failed to-20 reach its desti nation in tinme is due to a
contention rather than a transm ssion erm)r. When a packet is retried, #
is assunmed that the collision count is a LEdi cation of systemload an e
WD 89/ 04578 PCT/ US88/ 02390

xpected contention delay for a rTLI|tI hop packet. The del ay period for

| ti hop packets is adjusted upward as a function of collision count. The

I meout period is therefore a function of the transm ssion baud rate, the

nunber of W%ﬁmn 5 ‘count. G LINK CONTROL COVWANDS Li nk
control commands contro e operation of the ARQ protocol and the link
connect i on lpy thesprésentipcpteferrdd catnbolimeritntheremared fivieerdsolirce 9 astkarted

al ways contains.a |ink conmand, 10 ARQ Protocol Commands | NFO

| nf or nmat | oramangethe pracessersic iy aigcitenEERROM and thekfour ¥Qoenent
Only Packet (does not require acknow edgenent) 15 Connection Contr ol

Command§ CEubsectionswneA hardware "Se@maphorec Reglister” (SRpand rfive avords iion
20 XND Exchange Network Data
RAM are used in controlling resource shanng Figure 30 illustrates
how the multxprocessors share common resources. The SR 95 of Figure
12 reads and writes to bit 0 of the MBUS.
O Each RAM word will contain’ one state: “Idle, Proc.#1, Proc.2,
| 10 Proc. #3 or Proc. #4. A processor may interrog'ate a RAM location
before assignment of resource to ses if a resource is busy. If the
resource is not assigned it will then access the Semaphore Register as
described below. (Alternately, a processor may, skip the initial RAM
‘interrogation 'step and check the RAM location after it has accessed
15 the Semaphore Register). If the resource already busy the processor
must clear the Semaphore Register to "0" and wait to try again. If the
resource is "ldle"' the processor assigns a resource by cha'nging the
state of the RAM Register from "Idle* to "Proc.#x" and thén clearing
- the Semaphore Register to "0". When the processor is finished with
20 the resource, clears the RAM Ioc'ation'to "ldle”.
‘The SR is a one bit hardware register. During phase 3 of its
respective cycle, if required, each processbr may 'facc_ess the SR. In .
 time sequence, this means that the .processors may access the SR 295



%?o PC’I‘/L588/02390
Replles t nnection Control Commands CMDR Conmand reject 25 RD
Request Di sconnect Rl Request Initialization UA Unnunbered

" Acknow edge WD 89/ 04578

PCT 8/ 02390 0 Only packets with the ACK and | NFO conmands use sequence
nu ng. Th I NFO packets have .two squm'ce nunbers, a transmt sequence
nunber and t he- sequence nunber of the | packet received. ACK packets
have bot h sequence nunber fields but the transnmt sequence nunber is
ignored by the 5 destination. Packets with commnds ot her than ACK or I NF

are call ed unnunbered ckets. Unnunbere ack are_acknow
Stop and ACE PASGNEPY falr, SUACESSINGBIOCK: Bp-pResashio The S8-285n o

commtini cal® RAHAY &Y 10 i M&“@%m@@m&oe@%&%?ﬁinaﬁ #8 ats gt °"
put ?PL;SPmﬂueﬁﬁﬁﬁP%éﬁfQ SRCEEE"] FIbkeRROE LI osﬁ*ﬂé-?é‘éﬁeﬁﬂ?ﬁﬁb g
corablshanns i, RLIR G ARG ST N AT
conn oo HeiocBRb o SERIonY.of bARd AP it QMK M Bibpiaac
g“mr;gﬁé'sogbfceé‘t:iés’g ﬁglg&w' gﬁ%pﬁn%@f“fms* fHe _tﬂ}‘écbkgbr GAkHY if°PPREES # thus
assigning the resource and then "clears” the SR to "0". If the processor
found that another processor was using the shared resource it does not O
assign its Proc # and it then "clears” the SR to "0". In this event it
10  must wait and try again. _ ’ _

Some cperatnons such as those on the EEPROM may take many
clock cycles so the processor should "assign" the. RAM register but
release the SR 295 .while it is using the shared resource. When the
processor is thrcugh W|th its operation using the assigned RAM

15 !ccatlon it accesses the SR agam until it finds a "0". It then "clears”
the RAM location to "idie" and "clears" the SR 295 to "0". Whenever a
processor accesses the SR 295 and finds a 1" it leaves the SR 295 in
thé "1 stéte an_d-'_ must wait to try again. ,

In the example in Fi_gufe 30 Processor #4 is shown as needing a

20 shared resource. It in;errcgates_ the SR to find out if it is free. The
processor u'se_'s a "test&éét" operation and since the SR 295 was
I.already "{* the test &“.'set op_erati_on_ leaves the register with a "1". It
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station. A secondary station receives a command and sends a reply to the 20

primary. In a group, the primary station is the announcer. The Ilsteners -
are secondaries. Wien a network control device conmunicates with a cel

the control device is the primry, the cell is the, secondary The 1ink

WO 89/ 04578 o Et PCT/ US88/ 02390

control commands and their responses ar\e\Shown bel ow. The | NFO and ACK
cormands are ARQ protocol comrands; the rest are connection control
cpnmands. 5 Pri mary Secondary Descri pti on Comand Response

NFO formatiion: valid only I.n connect state. |NFO
| nf or mat i oMUt oW JNAIL Fﬁdcmn@&a B¢ atlk. ﬂb?(eep trying untihdk gets access

Acknow ed t: ket t
Sequence nvIBP. SE/395 B € iRdS Big reto Lrep iy e AR wrd )8 alatiary i n

Connect State. Rebw | d pckt and send It again. Request
initialization: Init secondary. 15 di sconnect
secondary. RD Reques di sconnect the secondary. DM
Secondary is in the D sconnect st fe@WEbL

I n connect state. Rebuild ck and

Acknovwsedgerrent 20 CVDR ONTEW "igngRm‘m only by secondary

In a typical application the .communications network among
Q the qells is lightly loaded and the cells will experiénce little or
no contention delay. In the case of heavy traffic, the network can
10 saturate. A heavy load will generate collisions and hence require
retransmissions. [f retransmissions continue to collide, the
network can possibly saturate. The contention backoff algorithm
used in the network quickly spreads the traffic over a longer time
period so that the system can recover from saturation. If the
15 traffic is not spread over a long time period, the system will be
unstable; it will not recover from saturation.
‘Access to a subchannel under contention ‘conditions is
regulated by two mechanisms, deferring and backing off.
Deferring is a collision évoidance technique used in group

20 acknowledgements. Backing off is a traffic or load leveling
technique.
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R I ~© Request Initiali-zation: Init secondary. disconnect
secondary. Connect secondary. 25 DMV Di sconnect
ModessSecondary is In the disconnect state. CONN :
Oo@ UA : Unnunber ed ACK: ﬁP CVDR

Co nd reject: sent only by Secondary | bnnect state retry CONN. R |
Request Initialization: Init secondary. disconnect secondary, connect
secondary. RD Request di sconnect: send DI SC. 35 DI SC

D sconnect UA Unnunber ed ACK CMVDR Conmmand rej ect : O
sent only by seDefdeningi consistecsf couating Ree 8ldlsSC. Wibn théOndnbés 78
PCT/ US88/ 02390 Sl ‘Set Initialization CVDR
Conmand. r eptdree Slots dhat the seilohdsrseén ¢qualsthetdefer Bount, the UA
Unnumber ed ACK. 5 XND - Exchange ID & Network data:

This commeaelll transmits its packet in the next availakle slat.y in when the

Pri .rmry _l sin t;]Il?hen backing off, the cell increases its waiting time before

5 attempting to retransmit a packet that ha_s suffered a collision.
The amount of this increase is a function of the number of
collisions or retransmissions. The algorithm implementing this
function is called the backoff or contention algorithm.

The network uses a carrier sense multiple access method of

10 resolving contention for the communications channel. When a cell
is ready to transrhit it flrst listens to the ccmmqnlc_ations
channel. If it hears another cell transmitting, it waits for a clear
channel. ".Once it detects a clear channel, a cell may delay before
transmitting. The method of determining that delay is

15 determined by the contention algorithm.

Time on the channel is measured in slots, each slot being M
bits at the most recently detected recelve ‘baud rate (i.e., shift
rate). When a cell delays before transmltting, it walts an
integral number of slots When a celf detects a c!ear channel, it

20 may delay and then when it is ready to transmit, it attempts to
transmit on a slot boundary. I a cell is transmitting a packet
that has suffered a collision, it delays a time period determmed



di s'coWQS?/oQiZ& e. XND . Exchange |1 D & Network daf,g:rll‘fﬁ%slggggndary

sends 10 an XND response only if it is in the
di sconnect state. If it receives an XND while In any other state, the -
secondary responds with CVDR, . CMDR Command reject: sent onl "

secondary I n connect state. 'Di'sconnect s ondary; “Ffien try 15

XND agai n. The connection state diagransidf Figures 26 and 27 refer to

primary and secondary stations. The primary station controls the

qﬁ?ﬁnection The secondary can request that the state of the 20 connection
ange but the secondary cannot change the connection unl ess comanded to

do so by t oy thenbagkeffdlgoritiil VABACKSHTdelaydsNFandomisedT Bsxfmmlyn ate
Event Action Next State 0. Start Power
initializeover N glotgi N isiadjustad skythec backoth aigaritmaqudis smallestNN

2. Wait Connect 30 1. Disconnect Fatal Error or Rl Send SI 4,
wait Init valmesiso@hand it isnedjusted upwardpbycthss bagkoff algorithgtonnect 1.
Di sconrrect | NFO, ACK Retry DI SC 1. Discopnect 1. Disconnect
UA, DM be orelgaelneretransmxssmn &/ Rackat. 1. ltsyggagﬂngm valugpis cvor
Retry DI SC 1. Disconnect 35 2. Wait Connect UA Reset Seq
Nuns 39 Caé 1rpect 2. Wit Connect Fatal Error or Send Sl : 4. Wit

Wt sttt CH*ERAIRE AcknEWLE GERnEﬁ‘r %ET cBNTENTIoN  ©

Q ' A packet from a group announcer to a set of group listeners

will cause each of those listeners to send an acknowledgement to

10. the announcer. Without a method of arbitrating contention among
those acknowledgements, they will always collide. To avoid this
problem, a built in reservation system for group
acknowledgements is used. A listener cell uses its group member
number to determine which slot to use for its acknowledgement.

15 Group member 5 will transmit -its acknbwledgement in the 5th
free slot following reception of the original packet. The result is
that group member 1 will transmit its acknowledgement in the
first slot following the original packet. Gr‘pup member two will
transmit its acknowledgement in the first slot following first

20 group member's acknowledgement. This process _continues until

| the last group member has replied to the original pécket. If a
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2. Wait connect INFQO, ACK Send DI SC - 5. Wit Disc. 2. Wait
Connect DM Retry CONN 3. Wait Connect 2. Wit Connect
XND, = Send DI SC 5. Wait Disc. 5 2. Wait Connect Tine
out Retry CONN 2. Wait cggrc]t 3. Connect Fatal Error
or RI Send SI 4. Wit Init. ect Nonfatal error, RD, or
di sc. Send DI SC 5. Wit D| sc. request 3.
Connect DM Send DI SC 1. Disconnect 3. Connect O
CVDR, | NFO ACK ARQ Processing 3. Connect 3. Connect XND
Send DI SCgroup mesnbasidoas not eeplgoandcthus leaves'its reply slot empiyd DI SC
5. Wait Disc. 15 4. Wiit Init - UA received Send DI SC 5. Wait
Di sc. 4.- thetnext group membeeorap}m m Hier pest slot 4. Wit Init 4.
Wait Init INFO ACK Wait Init 4. Wait Init
RD, DM RI, XN\D h&tqqntsntlon and l/01 stm tdnagramzcs Shovmnn qure 24. Time
out Ret it 5. Wait UA,
1. Di sconf&& fghowgng table setsR%Aa rth the states aggnahgr descnptaoms Vi t
I nit Wait disc Fatal error Send SI 4. Wait Init 25
5. Wit disc CMDR, RD, XND Retry DIS C 5. walt Disc. 5. Wit
Di sc I NFO, ACK Ret rgoptention S3atesit Disc. 5. Wit Disc
Ti me out Retry DI SC 5. Wait Disc. SECONDARY STATI ON
CONNECTI ON STATES : ' '
State Name Description
10 0 ildle . . Time the slot boundaries while looking for receive data transmoo
1 Bit Sync  Establish baud rate synchronization with received signal.
5 2 Byte Sync Wait for the start of packet flag.
<4
[ |
3  Rov Receive the packet.
4 IPG Delay Inter Packet Gap Delay. Delay for n bit times after the end of the last
packet on the subchannel (whether
20 this neuron transmitted it or received it).
5. Backoff Wait M siots whers M was set by the last execution of the
Delay backoff algorithm or by the ARQ protocol software.
25 6. Xmt _ Transmit a packet in the next slot.
7., dJam Transmit a jam pattern (all ones) fr the jam pericd (specified

in bit times). Execute the backoff

30 algorithm to set the backoff slot count.
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Power Up I nitialization 3. Initialize 35 1. Disconnect CONN
recei ved ~Send UA 2. Connect 1. Disconnect S| received
Initialization 3. Initialize Send UA 1. D sconnect Fatal Error
Send Rl 4. Wit Init. 1. Disconnect XNB: Send
1. Disconnect 40 1. Disconnect I NFO\\@K Retry DM 1.
Di sconnect 1. Di sconnect DS C ' Retry DM 1. Di sconnect
2; Connect SI received Initialization 3. Initialize Send UA

5 2. Connect DIS C received Send UA 1. Di sconnect WO
89/ 04578 - ' CT/ US88/ 02390 2.
Connect Fatal Error - Lontantion State, T"Mﬁiﬁ . 2. Connect
Nonf atal error Send RD 5. error_2. Connect I NFO, ACK
ARQ Procesd@ 2. E¥BRbct 2. connect  Actiafbnn Next State y ua

2. Corfhec®- ﬂﬂ' 2. Confedransitions Retected none  send rp 1. Bit SY“G Error 3.
Initializ® ldiglsc releell"a@lsatto Xmhd uA none 1. Di sconSeBackoffielayal i ze
| NFO, ACK, CONN Retr 3. Initialize 3. Initialize Sl

" Retry UA 1. Bit Syac |é; SyaciAchiaved 3. | ni tnene ze XND 2.Byte Sync Retry
RD 13 Bit Syncal Gz dotTransitionsi t . mneecei ved 4L PG Belayati on
3. ImMQ@ialize Send UByte Sync

2. Byte Sync F. Hunt Timeout none 1. Bit Sync
2. Byte Sync C. Starting Flag none 3.Rev
O_- Detected :

i5 '

3. Rev E. Abort Detected none 1. Bit Sync

3. Rev D. Ending Flag Set Pckt Revd Flag 4. IPG Delay

3. Rev N. Packet Too Long none 1. Bit Sync
20 4.iPG Delay M. Delay Done none 0. Idle

5. Backoft J. Delay Done none 6. Xmt

Delay

5. Backoff A. Transitions Detected none 1. Bit Sync
25 Delay o

6. Xmt 1. Collision Detected Calculate Backoff

Delay 7.Jam

6. Xmt H. Xmt Done none 0. ldle
30 :

7. Jam K.Jam Done none - 5. Backoff Delay -
35

_ C. COLLISION DETECTION
In the currently implemented embodiment collision
detection is not used. Ordinary circuits can be used to provide
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4. Wait Init | NFO, ACK Retry R 4. Wait Init 15 4. Wit

I nit DIS C, XND, CONN Retry Rl 4. Walt Init 5. Error .
DI SC_r ecei ved Send UA - 1. Disconnect 5. Error Sl ‘recei ved
I nigtiplizati on 3. Initialize Send UA 20 5. Error | NFO, ACK

Ret RD 5. Error CONN, XND 25 Nm Retries: Areply may be
retried N tines. The event that causes r N+1 is defined to be a fatal

error and causes initialization. The cell maintains one retry count and |tcp
is incre nte er than INFO or ACK is retried. The retry :

| h
count is ?%%I quEeﬁ\gébr?& )&ﬁl{s Aroyiqiag ;79$B°B§ﬁ§ as seé togth pni nary

cell. 1. A transm t5i.n t can, abort, t he packet
by 35 tr ' -L(-Li—ré ﬁg ESDEQBO&? rﬁ:@qlﬁépgaﬁ nFﬁﬂuTr SMjti& ansni t
WO 89/ 04578 888ﬂ02390 t he

packet . TiRMEIBe: s@&%’eﬂ%r qne slgt Jipe F°amﬁ'@a§yfeztﬁ/ &l CaHS PRt ed i n
FGure: 1ote bRERRGY deEE thd CREENE ROuARF Sedddt haReflihd Hhg SLO?I
the 1tk PESkuies s fatot gldiithn: [Pas RARRGAAIGINER BRURRSION ' <
code vi o fhé Oébm\érmw (&RdorhRtiof HtetvaRCKREERB0 S 5u88s MY lhumber

of collisions experienced by the packet to calculate the backoff

interval. The cell network may not alwajrs__ -hg’_ve collision ' O
detection so the cell's backoff algorithm may use the protocol's
10 inferred collision to calculate the backoff interval. If the cell
has collision detection, it detects a coilision i'n:"t'he same slot in
which it occurs and retries the transmission '(éfter- the bac'koff
interval). | |
For cells without collision detection where a collision
15 occurs, the cell discovers it when the protocol tlmeout period
expires. If a cell is sendmg a packet te multxple destmatlons (the
normal case), it infers a collision if at the end of the protocol
timeout period, no replies have been received from any of thé
destinations. If even one reply is received, there was no collision
20 at the transmit point and the retransmission takes place thhout
an increased delay due fo backoff. The cell then executes the
backoff algorithm just as |_t does with cqlllsxon detection, usmg



se‘qu&?éwq“w%lf é‘é-a{rds the portion of ,the packet that it hKFéPéﬁﬁlga-”%"n .and

begi ns searching for a new packet preanbl'e. The abort 10 sequence is al so
used for jamring after a collision is detected. J. SYSTEMID Referring to
Figure 29, thenethod by which the 48 bit systemID is used within the

packets is illustrated. Thirty-two bits @‘t he sy§tém I D shown as fi el 51

Is placed directly into 15  the packet as indicated by the field 255. The

remaining 16 bits are used in.the calculation of the packet CRC. Initially,
@e CRC register begins with all ones as indicated by the field 252 at the

art of the CRC calculation. Then the 16 bit field 250 of the systemID is
used in t hthERAferedgullistort Coumtyi dAfrerlthe! batketfd iRYER: tAgeckllel d 253

i's stored in the EEPROM and used as a preset CRC fie ea ch tine a packet
CRC i s cal transmifs the\\pagke?4578 . -
PCT/ US88/ 02390 134 When a packet is to be transmtted once the preset field

is stored, the FhereforCtheecdifferenca thetivéent bollisionr detection a&nd 16 bit
packet“CRC field is calculated using this present field and hte other

fiel ds in coHisionkinfersrcetis dnl the deagtiheobdirket itChikes Ahe elf itel ds
except the contention timer field are used.) The other 32 bits of the
syst em8 D discavernihat tacollisiom has: geoureed. Wien a packet is received, the
processor calculates a CRC for the recei vedéacket by first placing its
stored CRC preset field in iPs BRACKEQFE: ALGAORITHM conputing the packet
CRC (again, the_ - . T o _ '
| The backoff algorithm used in the currently preferred
Q embodiment .is set forth in IEEE802.3 standard, a truncated binary
exponential backoff. The backoff interval is an exponential
10 function of the number of collisions (detailed or inferred) since
~ the last successful transmission. An exponential backoff
algorithm gives the system the stability it needs to recover from
saturation conditions. By ex_ponentially spreading out the load in
a saturated system. the algorithm allows the system to recover.
15 Backoff interval in slots = R such that R = random number linearly
distributed over the interval: |

0 <R<2 EXP [min (10, n)]

where n = number of collisions-,

20 When a cell has two 'trans'ceiv'ers attached, it transmits
every packet via both transceivers. Since the transceivers access
different subchénnels.' they will experience different load
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10 contention-tinmer field is not used). If the newly conputed CRC field
does not match the field in the packet, it is assuned that the packet has
been inproperly transmtted or that the transmtted packet, if correct

reqeryed, has-a different systemID and thus should be discarded. 15
V. Pl NG DEVI CE The groupi ng devicgzé%g t ake various fornms and can be
realized with comercially avail abl e hdr re such as a personal conputer

These conputers can be readily programred to performthe various functions
described in the application performed by 20 the groupi ng device. For

comun cAURIHBRS, | E4H u=KageRbe f Hasten e s, el SOBRRAERERC" 1
P ussn AR T HHBaalH pieietire (liign peunt and. bactef,

ar oupt no ST EY-*THRe BaCRPHCpaIaMETRS, Mo, INptBE M oolfl S eay °2 ©
printed qbfcghbhcqfﬁgmsggnprovi ded whi ch engages one of the slots of the
Apple Il computer, the card can contai'n the systemI|ID which is taken froma

cel | guch as cPhb PaRdein frumber Zor e Wauketf algofithimeis ddrertedoned

group nunbers, nenber nunbers, etc., can be stored on the disk or stored in

D oT or 6t Gt upnG Geui o are 1115 e ated They Tnel s s oR) 256 whi ch may
be an algorithm seeded with the 48 bit cell ID (guaranteed to be unique
as discusséd), 2. by running a coLmter and saving the low order O
bits when an external event is detected. _

10 The slots are equal in durations to bit rate of the last
received data. Note: if each cell used its internal bit rate, slot
durations would 'vary from cell-to-cell. '

 E. CONTENTION TIMER
Packets that have m_ultiplé routes to a destination may

15 experience a long conténti_on- delay via one route and a shorter
del'ay while traveling siinuttanequsly via another route. I[f that
contention delay is allowed to be foo- lbng. the later packet could.
arrive after the destination's receive sequence 'nur.nber has cycled
back to the same sequence number in the packet. A packet could

20 thus arrive out of sequence without the ARQ protocol detecting it.
To prevent fhis---typé of error, sach packét' uses th_e contention
timer field (Figure 6) that is decreménted by the number of slots



or di OBHP4S78pr ocessor. The CPU communi cates with a menor §YCTAYRR/MR3M0
conprise a RAM 227, ROM 228 and storage neans 229 for storing the system
ID. Where a floppy disk is used the system 15 [|D and program (ot herw se
stored in ROM 228) are stored on the disk, wth theprogram bei ng
transferred to RAM for execution. A di sp,g ans 230 such as a ordi narQ
nonitor is coupled to the CPU to provide ﬁm ay to the user, for

i nstance, the display can be used to provide lists of the groups with their
11 20 nanes. A keyboard 231 is used to allow commands to be entered
othe CRPU.. .. The CPU is shown ,coupled to,a cell 232 with the cell being

coupl ed tot'&ahéhﬂ/opﬂckﬁtmwmm&rv@nmmnmeeéé | heP iR @part of the

groupi ng devices and . the,cell's ID.is used.by the grpuping, deyices as a

system | pmulti feyte. n@&%e@e erunt S [#@ro, ﬁgecgﬁgbﬁgﬂst o the cell

are shown |ﬁ‘n égf)&gglx B, for exanple, the nessage of assigning the
destingtio g *be an announcer in a designated group is a nessage

irectly uith thecel| over onoFor ATRE PRUTORAE. 0 Fetic i ch are
coupl e, e, HHRHBBSESES] sMink SAHRt NGRS it g Wifke B8, .
network f olgSENghd modutd™@ ¥eiidrt® numbering (equivalent to a stop and-

wait protocol). The link control mechanism is very similar to the
O. HDLC asynchronous balanced mode. The principal differe’nce being

that with 1 bit sequence numbering instead of acknowledging

10 packets with the poll/final bit set, every information packet

must have an acknowledgement.

Before the ARQ mechanism can work, a connection must be
established between thé two communicating devices (cell or
network control deviées).-- The connection process is described in

15 the "connection" section later in this application. The ARQ
mechanism only operates when the cell is in the connect state.
The ARQ states may be-cohs_idered as substates of the connect
state. D |

When a cell transmits 'a message, it waits for a reply from

20 the destination. If the cell does not receive an acknoWIedgement
within .a predefined time out period, it _assumes'thaf the message
was lost and it transmits the message again.



and ?o%??@f‘ﬁsng whi ch has distributed intelligence has be%(r';rlc}'essscsﬁzgg%.
While in this application a sinple exanple of use of cells in a hone
envi ronnment has been described, it will be obvious to one skilled-in the-
art at the disclosed invention nay be used in numerous other
app ations. Appendi x Cto this appli qalgn contains a list of sone
ot her applications in which the present i'twention nmay be used. In
copendi ng UK . Pat ent Application No.91128280 (Serial No.2244576), \_
there is described and clainmed a network for sensing, comunicating and O

cont 1% 19, o Y. e s TBHCRI iy, o, 8RB g af o ot D ore

(ork ARG o SRR en Y Yok o & 77 107
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conversi oipnly packet has no message field and is identified by the ACK

command in the link command field. An information packet does
cb;itain a message field and. is identified by the INFO command in
the link command field. | o (@
| ~ Figure 25_is the link level ARQ state diagram and along with
10 the following: table, defines the various ARQ states.

State Event ' ~ Aetlon Next State
0: idle Message 1o Send. _ Build Packet 1. idle
0. Idle Packet to Transmit Send Packet 1. Contention
15 0. e Packet Received Process Packet 1. Idie
1. Contention Packet Transmifted- _ Start Timer 2. Wait ACK
2. Wait ACK  Timeout - Stop Timer '
20 ; Build Packet  _ 2. Wait ACK
2. Wait ACK  Packet to Retransmit Retransmit Packet .- 1. Contention
2 Wait ACK  ACK pekt Received or N Stop Timer 0. dis
retries ' '

g5 2 WatAGK  Non ACK okt Received Process Packet 2. Wait ACK

A cell must store a transmit sequence number for each
addressee with whom _it"communi'c__:at{es. An addressee can be a
cell, a group, or a control device. For receiving, a cell must save



to 3 \%039/9‘&?@, 'i;"s 50% | arger. Single Hop Packet Fornmat: P?gg#b§%8/023fg bits
Flag, 4 bits Destination cell Address, 48 bits Contention Tiner, 10 bits

Contention Timer Checksum 6 bits Hop Count, 4 bits Random zer, 8 bits Link
Control Retransmt Flag, 1 bit Rcv Seq, 1 bit Xnt Seq, | bits Unused, t
Command, 4 bits Network Control Routing Type, 4 bits 1 (Fully Addresset

Source Cell Address, 48 bits Message, 1§ ':@ 12 bits Message Type, 8 bits
Message Contents, 8 to 511 bits Encryptia eck, .16 bits CRC, 16 bits

@ag,.. 4 bits

the receive sequence 'n'um_ber of each sdurce fronjl“ which it
receives. A source can be a cell, a group, or a control device.
When a cell receives a message, it checks the CRC on the
message. |f the CRC is not valid, the cell does not reply to the
5 message. The cell receiv'ing a message also checks the

message's seqUence-number. If thé sequence number indicates
that this is a du’plidate packet, the cell acknowledges the

O " receipt of the packet to the sender but does not pass the packet
to the application software.

10 The ARQ protocol uses a bit that means "this is a
retransmission by the sender". A receiver will not acknowledge a
duplicate message unle.és the message has its retransmit bit on.
The cell saves the sequence number for the last received message
for each group for which it is a listener. It has a separate 1 bit

15 transmit sequence number' and 1 bit receive 'sequence number for
messages addressed with the cell address (used when
communicating with control devices).

Cell to cell communications is via group addresses.
Direct addressing with cell addresses is used for network

20 control functions. The cell will be communicating with a
grouping device or network controller in those cases. A cell
can have only one conversation at a given time that uses cell
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Hop Reply Format: Preanble, 16 bits FI ag, 4 bits SystemID, 32 bits

Destipation Cell Address, 48 bits Contention Tinmer, 10 bits Contention .
Ti rri}:hecksum 6 bits Hop Count, 4 bits Random zer, 8 bits Link Control
Retremisnmit Flag, 1 bit Rcv Seq, 1 bit X >geq, 1 bits Unused, 1 bit :
Command, 4 bits Network  Control Routing 4 bits 1 (Fully Addressed)

Source Cell Address, 48 bits Encryption Checi< 16 bits CRC, 16 bits Flag, 4
bits WO 89/ 04578 C

PCT/ USB8/ Ozdd@fbddds buvauad lit Hed ﬁ?éwsmns to store only one set of
those sequence numbers. _ _
‘When a control device wishes to cornmunicate with a cell,
it opens communications by .send_i__hg a pac_ke_t with a connect
5 command in the_ Iink control fiel_d. ._ Th_at_- command initializes
the seqﬁence numbers. After'r_e_c_ei_pt of that command, the cell
will not eccept messages ad_dressed to it (via eell address) by
another control device until the eonvereation ends. The - @
conversation ends when the control device sends the cell a
10 disconnect commend. _

The period of time that the e_e_ll waits -for an
acknowledgement of a _mes'isage depends on the type of routing
used. In general, the cell allows enoug_h time for__ _the packet to
arrive at its destination, plus protoeol 'p-rocessing time in the

15 destination cell and the trensit time for the return packet:
carrying the acknowledgement

The protocol timeout penod for multshop packets is also
influenced by the collision count. Even in very noisy
environments, it is more' likely that .th'e reason a pecket failed to

20 reach its destmatxon in tlme is due to a contention rather than a .
transmnssnon error. - When a packet is retned it is assumed that
the collision count is an md_;catlon of system load and the



Packew(fggms-ys Pr eanbl e, 16 bits Flag, 4 bits System |D, 3PCHVtS8HO23N0Ce| |
Address, 48 bits Contention Tiner,. 10 bits Contention Ti mer Checksum 6
bits Hop Count, 4 bits Randomizer, 8 bits Link Control Retransmt Flag, 1
bit Rcv Seq, 1 bit Xnt Seq, 1 bits Unused, 1 bit Command, 4 bits Netwog

Control Routing Type, 4 bits =1 (Fully (1@ ssed) Cell Address List
Address Count, 4 bits Addresses, 48 - 768 Source Cell Address, 48 bits

Message, 16 to 512 bits Message Type, 8 bits Message Contents, 8 to 511

@ts Encryption Check, 16 bits CRC, 16 bits Flag, 4 bits

expected contention ‘delay for a multnhop packst. ‘The delay pqriod
for muitihop packets is adjusted upward as a function: of collision
count. The timeout period is _thefefo_re a function of the
transmission baud rate, the number of hop's and the collision

5 count. |

G. LINK CONTROL COMMANDS
.Link control commands control the operation of the ARQ protocol and -
O the link connection process (see next section). ' The link command field of a
packet always contains a link command.
10 ARQ Protocol Commands

INFO Information Packet (requires acknowledgement)
- ACK Acknowledgement Only Packet (does not require
o acknowledgement)
15 nnection ntrol n
CONN Connect
DISC Disconnect
Sl Set Initialization
20 XN\D - Exchange Network Data

CMDR  Command reject
25 PRD Request Disconnect
-~ Rl Request Initialization

UA Unnumbered Acknowledge
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Mul tihop Full Address Reply Format: Preanble, 16 bits Flag, 4 bits System
I D, 32 bits Destination Cell Address, 48 bits Contention Tiner, 10 bits

Con ion Timer Checksum 6 bits Hop Cbunt 4 bits Random zer, 8 bits Li.nk
Con Retransmt Flag, 1 bit Rcv Seq, t Xnmt Seq, 1 bits Unused, 1 bit
Command, 4 bits Network Control Routing 5; 4 bits =1 (Fully Addressed)
Cel | Address List Address Count, 4 bits Addr

esses, 48 - 768 bits Source ,
Cell Address, 48 bits Encryption Check, 16 bits CRC, 16 bits Flag, 4 bits (:;

Only packets with the ACK and INFO commands use sequence numbering. Th
INFO paCkets have two'sequence' numbers, a transmit sequence number and
the sequence number of the last packet received. ACK packets have both
sequence number fields but the transmit sequence number is ignored by the
5 destination. ' _
Packets with commands other than ACK or INFO are called unnumberec
packets. Unnumbered pa_eke_ts are acknowledged in a stop and wait fashion
via a UA command. U_hnurﬁbered packets do not contain @ message field. O
H. CONNECTION CONTROL

10 Befare a contrel device can cemmuniqat_e with a cell, it must
estabiish a connection with the cell. Establishi'ngf a connection consists of
initializing the sequence numbers and puttmg the control device and cell
into a known state. The connectlon estabhshment and maintenance
procedures are governed by state machines zmplemented in software.

15 An announcer cell must establish a connection with each listener cell
in its group. Only when the connections have been established may the
- announcer .eommunic;:ate with the listeners. Connections are controlied by a
subset of the link control commands. Commands are issued by a primary
station. A secondary station receives a cemmand and sends a reply to the

20 primary. In a group, the primary s.tation- is the anriouncer_. The listeners

| are secondaries. When a network control de-vic'e 'coinmunicates with a cell,
the control device is the primary, the cell is the secondary. The link'



WO 8olNfASPR4STE - | | pcr PSR,
Open Fl oodi ng Packet Format: Pr eanbl e, 16 bits Flag, 4 bits SystemI|D, 32
bi-ts Broadcast Address, 48 bits = All Zeros Contention Tiner, 10 bits

Cont enti-on Ti ner Checksum 6 bItS Hop Count, 4 bits Random zer, 8 bits @k
1 t

Contr ol

Retransmt Flag, 1 bit Rcv Seq, 1 b|t Xnt Seq, 1 bits Unused,

Command, 4 bits Network Control Routing ‘Ii&q 4 bits = 2 (Open Fl ooding)

Destination Cell Address, 48 bits Source

@ 512 bit

10

15

20

25

30

35

40

Address, 48 bits Message, 16
s Message Type, 8 bits Message Contents, 8 to 511 bits

control commands and their responses are shown below. The INFO and ACK

commands are ARQ protocol commands; the rest are connection control
commands.

Primary Secondary - - Description
Command Response '
INFO Information: valld only in connect state.
. - INFO Information: valld only in connect state.
ACK - Acknowledgement: use sequence numbers in
- 'packet but do not update receive sequence number.
CMDR Command reject: sent only by Secondary
o ' in Connect State. Rebuild pckt and send It again.
Rl Request initialization: Iinit secondary
- ‘disconnect secondary.
RD Request Disconnect: disconnect the secondary.
DM Secondary Is in the Disconnect state
ACK - ~ Acknowledgement
CMDR . .Command reject: sent only by secondary in
connect state. Rebuild pckt and send it again.
RI Request Initialization: Init secondary.
disconnect secondary. Connect secondary.
DM Disconnect Mode: Secondary is in the disconnect
state. .
CONN - Connect
. UA Unnumbered ACK:
CMDR .~ Command reject: sent only by Secondary in
. connect state retry CONN:
RI Request Initialization: init secondary.
disconnect secondary, connect secondary.
RD Request disconnect: send DISC.
DISC , Disconnect '
UA ' . Unnumbered ACK _
CMDR Command reject: sent only by secondary In-

connect state. Retry DISC.



w
Encr Ots?/cglr‘fsgteck 16 bit

PCT/ U888/ 02390 142 QOpen
bits SystemID, 32 bits
Ti

Rai 1 zer, 8 bits Link
Seq, |
bits = 2 (Open F|.OOdI ng)

Addr ess, 5418 bits

10 bits Contention Tinmer Checksum 6 bits ‘Hop Count,
bItS Unused, 1 bit Commuand, 4 bit

L CT/US88/02390 -
s CRC, 32 bits Flag,

4 bits 89/ 04578
Fl oodi ng Reply Format: Preanbl e, 16 bits Flag, 4
Br oadcast Address, 48 bits Al Zeros Contention =

4 bits

Flag, 1 bit Rcv Seq, 1 bit Xnt
gl@twork Control Routing Type, 4
Destination Cell Address, 48 bits Source Cell O

Set (nitlalization

Control Ret rans

CMDR Command reject: Sent only by secondary
B in Connect State. Retry Sl
s UA - Unnumbered ACK. .
XND Exc_hange ID. & Network data: This command is
- : sent only in when the primary is In the
disconnect state.
XND Exchange ID' & Network data: The secondary sends
10 an XND response only if it is in the disconnect
state. If it receives an XND while In any other
. state, the secondary responds with CMDR.
CMDR . .Command reject: sent only by secondary in
' connect state. Disconnect secondary; then try
15 _XND _agatn. O
- The connection state dlagrams of Figures 26 and 27 refer to
primary and secondary statlons -The primary station controls the
connection. . The secondary can request that the state of the
20 connection change but the secondary cannot change the connection
unless commanded to do SO by the pnmary station.
| PBIMARY STATION CONNECTION STATES
25 State " Event ~ Action - Next State
0. Start Power Up t’ni‘tl'alrl'ze- 4. Walt |nit
1. Disconnect Cdnnect Request Send CONN - ) 2. Wait Connect
30 1. Disconnect Fatal Error or RI Send Si -4, Walt Init
1. Disconnect XND TR Process XND 1. Disconnect
1. Disconnect INFO, ACK - Retry DISC 1. Disconnect
1. Disconnect UA, DM ignore 1. Disconnect
35 = 1. Disconnect  RD, CMDR Retry DISC 1. Disconnect
2. Wait Connect UA _Reset Seq Nums 3. Connect
2, Walt Connect Fatal Errer or Hl Send SI 4. Wait Init
2. Wait Connect Nonfatal -error, - -
' RD, or CMDR 5. Walt Disc.

Send DISC



Enéryayposr?l%?ggk, 16 bits CRC, 16 bits Fl-ag, 4 bits WO gﬂyggmmo

- PCT/ USB8/ 02390 Restricted Flooding Packet Format: Preanble, 16 bits Flag, 4
bits SystemID, 32 bits Broadcast Address, 48 bits = Al Zeros Contention
Timer, 10 bits Contention Tiner Checksum 6 bits Hop Count, 4 bits .
Random zer, 8 bits Link Control Retransmit .Flag, 1 bit Rcv Seq, 1 bit X
Seq, 1 bits Unused, 1 bit Conmand, 4 bit twork Control Routing Type, 4
bits = 3 (Restricted Flooding) Destination Cell Address, 48 bits Source

@II Address, 48 bits Message, 16 to 512 bits
.INFO, ACK

10
15
20
25
30
35
40

45

L ww peee

oaaan ARARE QWOW

Wait connect
Wait Connect
Wait Connect
Wait Connect

Connect
Connect

Connect

Connect

Connect
Connect

Wait Init
Wait Init
Wait init -
Wait Init
Wait Init

Wait disc
Wait disc
Walit disc
Wait disc
Wait Disc
Walt Disc

State

0

b b

Start

. .Disconnect
. ‘Disconnect

‘Disconnect
Disconnect
Disconnect
Disconnect

Connect

Connect

DM
XND
Time out

Fatal Error or RI
error,

Nonfatal
RD, or disec.
request

DM

. CMDR, INFO,ACK

XND
UA

JA received

CMDR received .

INFO, ACK

RD, DM,RI,XND

Time out

UA, DM

Rl

Fatal error
CMDR,RD,XND
INFO, ACK
Time out

Send DISC
Retry CONN
Send DISC
Retry CONN
Send Sl
Send DISC

Send DISC

ARQ Processing

Send DISC
Send DISC

Send DISC
Retry Si
Retry Si
Retry SI
Retry Si

Send Sl
Send SI
Retry DISC
Retry DISC
Retry DISC

5.
3.
5.
2.

4.

Walt Disc.
Wait Connect
Walit Disc.
Wait Connect

Wait Init.

. Wait Dise.

. Disconnect

Connect
Walt Disc.
Walt Disc.

Walt Disc.
Wait Init
Wait Init
Wait init
Wait Init

Disconnect
Wait Init
Wait Init

. ‘Wait Dise.

Wait Disc.
Wait Disec.

SECONDARY STATION CONNECTION STATES

Event

Power Ub

CONN reeeived
S| received

Fatal
XND
INFO, ACK
DISC

Error

S| received °

DIS C recelved

Action

Initialization

‘Send UA

initialization
Send UA

Send RI

Send XND
Retry DM
Retry DM

Initialization
Send UA
Send UA

Next Staie

3.

4_.
‘.
1.
1
3.

1.

initialize

Connect
Initialize

Wait Init.
Disconnect
Disconnect .

.. Disconnect

Initialize

Disconnect



o ‘ PCT/USS88 02390
I\/Essage %/%5678 8 bits Message Contents, 8 to 511 bits Encrypt{on éh :

bits CRC, 16 bits Flag 4 bits WO 89/ 04578 _
PCT/ US88/ 02390 Restricted Flooding- Reply Format: Preanble, 16 bits Flag, 24

bi t stem 1D, 32 bits Broadcast Address, 48 bits = All Zeros Contention
Ti # 10 bits Contention Tiner Checksu bits Hop Count, 4 bits
Random zer, 8 bits Link Control Retrans lag, 1 bit Rcv Seq,. 1 bit Xnt

Seq, 1 bits Unused, 1 bit Conmand, 4 bits Network Control Routing Type, 4 _
bits = 3 &R?gnr'{ ct‘ed Fl OOQA{A?) é)eglt,l natl%n gel | Address, 48ka init C

2. Connect Nonfatal error SendRD ~ - 5. error
2. Connect INFO, ACK . ARQ Processlng 2. Connect
--2. Connect _ CONN _ Retry UA 2. Connect
5 2. Connect - XND Send RD 5. Error
" 3. Initlalize DISC received Send UA 1. Disconnect
3. Initialize INFO, ACK, CONN Retry Rl 3. Initiallze
3. Initialize Sl Retry UA 3. Initlalize
10 3. Initialize XND Retry RD 3. Initialize
4. Wait Init. Sl received Initialization 3. Initialize
. o ' . Send UA —
4. Wait Init INFO, ACK Retry Rl 4, Wait Init
16 4. Wait Init DIS C,XND,CONN Retry Rl 4. Wait Init O
§. Error DISC received Send UA- 1. Disconnect
5. Error Sl received Initialization 3. Initialize
o Send UA
20 R ' :
5. Error INFO, ACK Retry RD 5. Error

CONN,XND

25 NOTE: Retries: A reply r_riay be retried N times. The event that
causes retry N+1 is defined to be a fatél_ error and causes
initialization. ‘The celi maintains_on_e retry count and it is
incremented when any rep'ly"ot'her than INFO or ACK is retried. The
retry count is cleared whenever a non-retry reply is sent to the

30 pnmary cell.

‘1. ABORT SEQUENCE

A cell transmitting a packet can abort the packst by
35 transmitting an abort sequence instead of continuing to transmit



_ o PCT/US88/02390
Soﬂr‘XQQ%Myﬁddress, 48 bits Encryption Check, 16 bits CRC, ll6 bi/ts Flag, 4

bits WD 89/ 04578 _ _

PCT/ US88/ 02390 Group Announcenent Packet Format:. Preanble, 16 bits. Flag, 4
bits SystemID, 32 bits G oup Address, 48 bits Contention Tinmer, 10 bifs
Contention Timer Checksum 6 bits Hop t, 4 bits Random zer, 8 bit
Link Control Retransmt Flag, 1 bit _Rclgg, 1 bit Xnt Seq, 1 bits Unused,
1 bit Conmand, 4 bits Network Control Routing Type,._.4 bits = 4 (G oup
@oodi ng) Source Menber Number, 8 bits Destinatiori“Menber Nunber, 8 bits,

= broghgasadket. The Abort sequence is a group of at least 12 ones
transmitted in succession. A recéiving cell identifies -'an.abort'
from the code verifier of Figure 16. A receiving packet treats any
3 of 6 code violation as an abort. One result of this is that a link
5 idle condition results in an abort. If the link is idle (no
transitions) for more than a bit time, the result is a code ,
violation. When a cell receiving a packet detects an abort
- sequence, it discé_rds the portion of the packet that it has clocked
Q in and begins searching for a new packet preamble. The abort
10 sequence is also used for jamming after a collision is detected.
| | J. SYSTEM ID _
Referring to Figure 29, themethod by which the 48 bit
system ID is used within the packets is illustrated. Thirty-two
bits of the system ID shown as field 251 is placed directly into
15 the packet as indicated by the field 255. The remaining 16 bits
are used in the calculation of the packet CRC. Initially, the CRC
register beg}ns with all ones as indicated by the field 252 at the
start of the CRC calculation. Then the 16 bit field 250 of the
system ID is used in the CRC calculation to provide a 16 bit field
20 253. The field 253 is stored in the EEPROM arid used as a preset
CRC field ea ch time a packet CRC |s calculated.



MeFEQRI/045881 0 512 bits Message Type, 8 bits Message ComiHLS88423%0 511
bits Encryption Check, 16 bits CRC, 16 bits Flag, 4 bits WO 89/ 04578
PCT/ US88/ 02390 Group Announcenent Reply Format: Preanble, 16 bits Flag, 4

bl ta System ID, 32 bits G oup Address,&g bits Contention Timer, 10 bits
C@ntion Ti mer Checksum 6 bits Hop HT 4 bits Random zer, 8 bits Link
Control Retransmt Flag, 1 bit Rcv Seq, 1 bit Xnt Seq, 1 bits Unused, 1 bit
Command, 4 bits Network Control Routing Type, 4 bits = 4 (G oup Flooding) O

When a packet is to be transmitted once t'he-'preset field is |
~ stored, the stored CRC field is coupled to the CRC register. The 16
bit packet CRC field is calculated using this present field and hte
other fields in the packet used to calculate the packet CRC. (All
5 fields except the contention timer field are used.) The other 32
bits of the System- ID are transmitted within the packet. -

When a packet is received, the processor calculates a CRC
for the received packet by first placing its stored CRC preset field @
in its CRC register and then computing the packet CRC (again, the

10 contention timer field is not used). If the newly computed CRC
field does not match the field in the packet, it is assumed that the
packet has been improperly transmitted or that the transmitted
packet, if correct received, has a different system ID and thus
should be discarded.

15 | . VI. GROUPING DEVICE

The grouping device can take various forms and can be
realized with cémr'nercial'ly available hardware such as a personal
computer. - These computers can be readily programmed to perform
the various functions described in the application performed by

20 the grouping device. For example, they can be readily programmed
to provide the packets needed to communicate with the cells for
grouping. Other functions such as the generation of the random



- Sour ceW8H84578uriber, 8 bits Destination Menber Number, 8 &C{gﬂ-éﬁglro;%q on
Check, 16 bits CRC, 16 bits Flag, 4 bits WO 89/ 04578 .
PCT{ US88/ 02390 147 Probe Packet Format: _Preanbl e, 16 bits Flag, 4 bits _
System.I D, 32 bits Broadcast Address, 48 bits = Al Zeros .Contention Ti pex,
10 bits Contention Timer Checksum 6-bits Hop Count, 4 bits Randoni Zer,@

bits Link Control Retransmt Flag, 1 bl&:ﬂ% Seq, 1 bit Xm Seq, 1 bits
Unused, 1 bit Command, 4 blts Net wor k | Routi ng Type, 4 bits = 3 -

@est ricted Flooding) |
number used wrthm the packets can be generated wnth well-known
: programs | |
An Apple ll computer, for mstance, may be used as a
grouping devrce The 48 bit system lD may be stored on a disk; or,
o 5' a printed circuit card may be provuded which engages one of the
| slots of the Apple i computer the card can contam the system ID :
which is. taken from a cell such as cell 232 of Flgure 28. As
Q . groups are f_ormed, the_ assrgned group numb.ers_,., member numbers,
.etc., can be stored on the disk or stored in an EEPROM on a card.:
10 ' In Figure 28, the elements of a presently preferred grouping
| devnce are ilustrated. They include a CPU 226 which may be an
ordmary microprocessor. __The CPU com_mumca_tes wuth_ a memcry B
which may comprise a RAM -'227_, ROM 228 and storage means 229 N
for storing the system ID. Where a floppy disk is used the system
15 . 'ID' and prograrh (otherwise stored in R'OM 228 ) are stored on the
'dtsk with the program being’ transferred to RAM for execution.
| - A display means 230 such as a ordmary monitor is coupled
to the CPU to provide a dlsplay 1o the user, for instance, the
display can be used to provrde lists of the groups with their ASCII

20 names. A keyboard 231 is used to allow commands to be entered
into the CPU. |



Destination Cell Address, 48 bits Source Cell Address, 48 bits-Message, 49
to 769 bits Message Type, 8 bits Message Contents, 48 to 768 bits (Route
Li st) Encryption Check, -16 bits CRC, 16 bits Flag,-4 bits WO 89/ 04578 .
PCT/ US88/ 02390 Probe Reply For mat : Prearrbl e, 16 bits Flag, 4 bits System

1D, 32 biits Broadcast Address, 48 bits Al'l Zeros Contention Tinmer,
‘bits Contention Tiner- Checksun1 6 bits Fbp Count, 4 bits Random zer

" Link Contro

Retransmt Flag, 1 bit Rcv Seq, 1 blt Xmt - Seq, | bits Unused,
1 bit Commend, 4 bits . -

R

The CPU is shown coupled to a cell 232 with

the cell belng coupled to a network through transcelver

- 233, The. cell 232 is part of the grouping. dev1ces and
‘the cell's ID is used by the grouping dev1ces as a

system le. _ Typ1ca1 messages transmitted Dby the
computer to the cell are shown in Appendlx B __fOr

example, the message of a551gn1ng the destlnatlon cell

'to be an announcer in a designated group is a message

'~messages from the CPU 226 to be read to the fourth I/0

generated by the grouplng device. The grouping dev1ce.,
can communlcate dlrectly with the cell over one of the

three palrs of leads which are’ coupled to the 1/0
subsections. or through the select pin which allows

_subsectlon.

Thus, a  network for sensing; ~communicating.

and- controlllng which has dlstrlbuted 1nte111gence has
been descrlbed. r Whlle ‘in this appllcatlon a simple
example of use_of-cells in a home environment has been

‘described, it will be obvious to one skilled in the art

that the disclosed invention may be used in numerous -

other appllcatlons. Appendik C to 3this: application
contains a 11st of some other appllcatlons in whlch the
present 1nventlon may be used..

In . copendlng UK ‘Patent Appllcatlon
No.91128280 (Ser1a1 No. 2244576), there is described and

claimed 'a network for sensing, communicating and

controlling, having ~a plurality of cells which

communicate with one another through packets and in
copending UK Patent Application No0.9113030.2 (Serial
No.2244577), there is descrlbed and claimed a cell for

‘use in a network.

10
8 bits

o
\_J



" Net woWOBMPT Routing Type, 4 bits = 3 (Restricted Fl oooll’gﬁl)l’s&gg{‘isﬁ%tlon
~Cel |l Address, 48 bits Source Cell Address, 48 bits Message Field, Message -
Type 8 bits Message contents, Route Lis Encryptlon Check, 16 bits CRC, 16
_ bits Flag, 4 bits WO 89/ 04578 . 'é

PCT/ US88/ 02390 Broadcast Command Packet gormat Pr eanbl e 16 bits FI ag{é?

bits System|D, 32 bits Broadcast Address, 48 bits: Zeros Contention

~Timer, 10 bits Contention unt, 4 bits

'.(ﬁé-,n-_-dom zer, 8 bits Link ﬂﬂ%ﬁ %t?g gﬁ?ﬁ?—f giaﬁ?ﬁh?l?cv Seq 1 bit Xnt
g, | bits - '

Routmg Types for Packet Examples
1 Fully Addressed

2 Open Flooding

3  Restricted Flooding

4 Group Flooding

NOTE: The packet sizes are in cell memory bits (before 3-0f-6

“encoding). A packet on a communications subchannel, after converszbn
to 3 of 6 code, is 50% larger

o Smgle Hop
Q - Packet Format:
- Preamble, 16 bits

Flag, 4 bits _
Destination cell Address, 48 bits

~ Contention Timer, 10 bits K
Contention Timer Checksum, 6 bits
Hop Count, 4 bits

“Randomizer, 8 bits

- Link Control’ |
Retransmit Flag, 1 bit
Rev Seq, 1 bit
Xmt Seq, 1 bits
Unused, 1 bit
Command, 4 bits
Network Control
Routing Type, 4 bits = 1 (Fully Addressed) _
Source Cell Address, 48 bits
Message, 16 to 512 bits
Message Type, 8 bits

~ Message Contents, 8 to 511 bits
Encryption Check, 16 bits .
CRC, 186 bits o o . | i
Flag, 4 bits : . o | o



Unusca‘a,()@/?ﬂ5t78Corrnahd, 4 .bi'ts Net'vvdr.k .Cont-r'ol Rout | ng 'TypEFTAU§§§/223:9°3

(Restricted Flooding) or 2 (Open Fl oogde@) Source Address, 48 bits Message,
16 to 512 bits Message Type, 8 bits ge Contents, 8 to 511 bits :
Encr p{ i on Check; 16 bits CRC 16 bits Fl ag, 4 bits Broadcast Conmmand Reply

For rfat X, Efp, V0 89104578

PCT/ 33/ ¥ endi x. B --"Message Types Probe Functlon Determ ne the
best route fromt nT@SMAE to the 1istener. Source: Group Announcer
Addr. esPrigmbleOeiﬁ bitst i ng Met hod: 'Restricted Flooding Message Type: 2
(NumbeFldegr 43 bitg fi el d) I\/Essage Content: Address Count (1 byte), (nunber-
of cel syg%m mDpr@Qeoﬁgcket - -this is the nunber of cells - o

- Destination Cell Address, 48 blts | |

- Contention” Timer, 10 bits '

- Contention Timer Checksum 6 blts '

Hop Count, 4 bits o

Randomizer, 8 bits

Link Control . _

Retransmit Flag, 1 blt |

Recv Seq, 1 bit B

Xmt Seq, 1 bits - .

Unused, 1 bit B o B ' y

Command, 4 bits - - I I O

. Network Control T | | _ .' o

-Routing Type, 4 bits = 1 (FuIIy Addressed)

‘Source Cell Address, 48 bits

" Encryption Check, 16 blts :

CRC, 16 bits

Flag, 4 bits



.rebroamsﬁledslﬂacket) Address List Probe Result Function: r%ﬂhssgﬂ’@”o
~address list inthe first probe packet recei ved by the destination Cell.
Source: Cell previously addressed by robe message. Address Type: . Cell
- Rout'ing Method: Restricted Floodi ng MEssage Type: 3 Message Content: N
Address Count (1 byte), Address List Assign Group Announcer Functi on: L/
Assi.gn tMaltikepi Fadli dddress to be an announcer in the desi gnated group.
Source: G ouping DPgcket DPatmagt i on: Cel | Address Type Cell or G oup

NVewber Ropgd ,ﬁglg/btfpobné?estrl cted Flooding or Goup Flooding Message Type:
-h—’fvlas

S é G oup Nunber, Member Nunber Deassign G oup Announcer
Functi o{l §£ destl nati on Cell from servi ng as an announcer in the
desi gnat'e¥s

s G oupi ng Devi ce WO 89/ 04578
PCT/ ussdﬂexta@e ddress,0d48 bitsouncer Cell T

Contention Timer, 10 bits
Contention Timer Checksum, 6 buts
Hop Count, 4 bits '
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit
Rev Segq, .1 bit
- Xmt Seq, 1 bits
. ‘Unused, 1 bit
Q Command, 4 bits
“Network Control '
Routing Type, 4 bits = 1 (Fully Addressed)
Cell Address List
Address Count, 4 bits _
| - Addresses, 48 - 768 bits.
Source -Cell Address, 48 bits -
Message, 16 to 512 bits -
Message Type, 8 bits -
Message Contents, 8 to 511 blts
Encryption Check, 16 bits |
CRC, 16 bits
Flag, 4 bits



Addreggo'ﬂﬂpés"%ell or Group Menber Routing Met hod Restrlc?gﬂllFSWP@] or
G oup Fl oodi ng Message Type: 5 Messa Content: none Assign Group Listener -
~Function: Assign the destination Cell be a listener in the destinated .

grou@ource G oupi.ng Devi ce Desti natl on: Cell Address Type: Cell or.

G ou t hod: Restricted Flooding or Goup Flooding- Message
Type: %J‘td)nﬁg@afesﬁoup Nunber ; - Menber - Nunber Deassign G oup

Listener Functi oReplyaFormatt he desti nation Cel | fromserving as a listener
in thePdgambla; eﬂegbngp Sour ce: G ouping Device Destination: Listener Cell

Addr es or . Group Member Routing Method:- Restricted Flooding or
G oup % Type:. . 7 I\/bssage Content: none Assign G-oup 'Repeat er
- Functi S?abr stination Cell to be a repeater in the designated

gr oup. %Gﬁcé@e@lﬁsnatl on: OeII Address Type: Cell or .
G oup Qertention Tnmer 10 bits =~ S
Contention Timer Checksum, 6 blts
Hop Count, 4 bits
Randomizer, 8 bits
Link Control -
Retransmit Flag, 1 bit
Rev Seq, 1 bit
- Xmt Seq, 1 bits
‘Unused, 1 bit S - . .
Command, 4 bits o - o _ ' . CJ
Network Control - - o 5 S
~~ Routing Type, 4 bits = 1 (Fully Addressed) |
Cell Address List =
Address Count, 4 bits -
Addresses, 48 - 768 bits
Source Cell Address, 48 bits
Encryption Check, 16 blts o
CRC, 16 bits g
Flag, 4 bits



Rout i rRYOMB9/045T8 Restricted Fl ooding or G oup Flooding mssa’ééf/%ﬁ”%”
. Message Content: G oup Nunber, Menber Nunber Deassign G oup Repeater
Functi on: Deassi gn the destination Cel/ -Lrom serving as a repeater in the -
. desi.gnated group. Source: G ouping De Destinati on: G oup. Repeater Cel|
Add,r.ess Type Cell or G oup Menber Routl ng Met hod Restricted Flooding o\J
Group R/Bd 89/ 04578 - '
90

PCT/ U888/ ssage Content: none Assi gn Repeater _
antlon SIB“I ﬁ(g{ﬁﬁa& a repeater. Used to assign Cells that are
normﬂl Wil Bitsse a repeater, i.e. a Cell with one transceiver on -

- a nonraledan 4hitsim Source: Control device Destination: Cell Address
Type: CelSystem ilDy 82t bits: Ful |y Addressed, Open Fl ooding,: Réstricted

Fl‘oodi ng Bﬁ%’iﬁﬁéﬂlﬁﬂr wgsgﬁge,qmt Parog None Shut up Functl on: Broadcast
rressage t(%ﬁfé}ﬂloatjl I-r ﬁ@ 1t00 bﬁ{é)p transmtting until :
Contention Timer Checksum, & bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control o
Retransmit Flag, 1 bit
Rev Seq, 1 bit
Xmt Seq, 1 bits
: Q “Unused, 1 bit
/ Command, 4 bits
‘Network Control | ' _ _
" Routing Type, 4 bits = 2 (Open Flooding)
Destination Cell Address, 48 bits
Source Cell Address, 48 bits
- Message, 16 t6 512 bits '
Message Type, 8 bits :
Message Contents, 8 to 511-bits
Encryption Check, 16 bits
CRC, 32 bits
~ Flag, 4 bits



_corrman $/M57B esume. Source: Control Device Destination: PET/ES8%{0339Qs .
Type: Broadcast or Cell Routing Mt hod: Restrl cted Fl ooding or Open

Fl oodi ng Message Type: 11 Message qigg none Report your | nput’ Function;

Con a Cell to report its input rce: Cell or Control Device _

- Dest{{nation:_ Cell Address Type: Any Routing Method: Any Message Type: 12
'NESS-agQﬂﬁrhﬁoodlnglput nunber (byte). Report your Qutput Function: Conmand
~a Cell to report RéplyoRgriat; Source: Control Device or Cell ‘Destination:

Cel | Agbql Routlng Method: Any Message Type: 13 Message Yo
Cont en ‘ ﬁml;{tsﬁgngmg (byte).. Downl oad WO 89/ 04578 . . \-/
PCT/ US %ﬁ é9¢ ' ' . : '

D, 32 bits

Broadcast Address, 48 bits = Al Zeros '
Contention Timer, 10 bits '
Contention Timer Checksum 6 bits
Hop Count, 4 bits a
Randomizer, 8 bits -

Link Control

Retransmit Flag, 1 blt

~Rev Seq, 1 bit

Xmt Seq, 1 bits _ L .. : -' : L
Unused, 1 bit N S I .
Command, 4 bits ' o o : O
Network Control ' |
Routing Type, 4 bits = 2 (Open Floodzng)
Destination Cell Address, 48 bits
Source Cell Address, 48 bits '
Encryption Check, 16 bnts -

CRC, 186 bits o

Flag, 4 bits



Funct | WO 89/048T%ad data or code Source: Control Device DestP@BELSH8/023% |
Address Type: Any Routing Method: Any Message Type: 14 Message Content:
Addr ess, length, code Set cormunmaft g&param&ter Function: Set a

~Conmuni cation Paraneter in the Cell % Control Device Destination: .-
Cel | Address Type Any Routi ng Met hod: Any Message Type: 15 Message ~ « |,

Cont ent : FP@él‘?‘@ val ue Announcenent Functi on: Announce Sensor ~
‘Data Sour ce: oup tination: Goup Address Type: G oup, '
Eaf‘ &

.E})adcast ROUtI ng *Fl oodi ng Message Type: 16 Message Content:
255 bm 89/ 04578 - | -

PCT/ U888/Riags) AﬂEENDI X C-
System 1D, 32 bits -
Broadcast ‘Address, 48 bits = All Zeros
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit
- Rev Seq, 1 bit
R Xmt Seq, 1 bits
Q Unused, 1 bit
o - Command, 4 bits
- Network Control _
Routing Type, 4 bits = 3 (Restncted Flooding)
‘Destination Cell Address, 48 bits -
Source Cell Address, 48 bits '
Message, 16 to 512 bits
Message Type, 8 bits
Message Contents, 8 to 511 bits
Encryption Check, 16 b:ts
CRC, 16 bits
Flag, 4 bits



APPLIVEOHo@MS7§ATEGORY  SUBCATEGORY.

APPLI CATI Gener al ' Sensi ng. Functi ons Usage

Functions Control Functions Agricul tpqgi_ Crop I\/Bnagemént_'
Land

Crop Sensor/Commlrrigation Crl/Comm

Level er Sensor

- Sen Comm (with call IDs i-dentifying ani mals) Livestock

Sensor/ Comm

Det R/e-g"tﬂﬁgé‘d E% se/Ctrl/Conm M | ker Sense/Ctrl/Comm Vi ght

rdek.ol,gng Deyi ce Commercial Banking -
ATM Carg El ectronj, '_ n 9"5@¥mer,ci al .
Sense/ CLF§3  E1@\B®r ~ sense/ Ctrl/ Conm Slot Machine Sense/ Ctrl/ Comm
Vendi ngFlag;h#nbitsense/ Ctr1/ Conm Commerci al , M sc '

Sensor/ Systerfiat®) 32 MWitg“omm Pr ot echni cs, Sensor Ctrl Stanp -I .D. Match arl/

PCT/US88/02390
Comuni cat1 on -

Conmm Pest:

Cash Regi st er

Di aper

-
s

.. Construy ' | sor/ Conm Post Sensor/ Conm Ener gy
| Bro&dcast Address, Bbu%sr ,'Sjéﬂis")g%?%n or Post Sefsor/ comm Ene |

- ManagenBRhtention Timer, 13’% its' >
Contention Timer Checksum, 6 bits

"Hop Count, 4 bits -
- Randomizer, 8 bits

Link Control S
Retransmit Flag, 1 bit

Rev Seq, 1 bit '
- Xmt Seq, 1 bits

Unused, 1 bit

Command, 4 bits

Network Control

Routing Type, 4 bits = 3 (Restricted Fiooding)

Destination Cell Address, 48 bits
~ Source Cell Address, 48 bits

Encryption Check, 16 bits

CRC, 16 bits = . -

Flag, 4 bits o



Ther noOWQ189/04578/ Corm Utility Sensor/Comm Vent Ctrl/Comm Sed®RETAS88/02390
Lock Sense/Ctrl/ Comm Snmart Keys (Serl al #) Conmuni cation '

Communi cat i ons Cable Elimn on Channel  Cirl/ Conm Net wor k
Configuration Cirl/Comm Cell to Anytl} gBridg-e Phone I.D. (Cell I.B)
Phorie to Cel | Bridge WD 89/ 04578 Oy

PCT/ USS@@@@QAn’ﬁQImﬁynpt rl1/Comm Wring EI I m nation Corrput er o ~/
'Sl ow Dat a Net wor k ped Archltecture Artificial
wal on El

Q elli. ﬁqb%”fiéu rr Copy Protection Paral l el Processi ng Nodes
ri phe . Cable Elimnation Keyboard Sense/ Corrm
Mouse S /éoPl‘ﬁs\er ng EI I m nation Devel op. System
Enul at oSystamcéDCIR bits  Appl i ances : ~ Sensor
Sense/ C@roup Address, 48 bits = - B
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits -
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit
Rev Seq, 1 bit
_ Xmt Seq, 1 bits
Q - Unused, 1 bit
~ ' Command, 4 bits
Network Control
Routing Type, 4 bits = 4 (Group FIoodmg)
Source Member Number, 8 bits - -
Destination Member Number, 8 bits, (0 = broadcast)
- Message, 16 to 512 bits B |
Message Type, 8 bits
Message Contents, 8 to 511 bits
Encryption Check, 16 blts
- GRC, 16 bits -
Flag, 4 bits



Swi taho%g;@@‘;@t rI / Comm Consuner, M sc - DPC&‘¢U988/0‘2390ker
" (Electronic. Serial #) Low Battery Det ect or Smart Lottery Ti cket
- Ent ertai nment ' ' néﬁ_rgnt Park Ctrl'r Arcade Gane. ctrl
Cabl e _TV'Access. Ctrl'r Cable TV Sa Crl'r CD Player Crl'r Special
"Effe Crl'r Stereo CtrI r TVCGrl'r VCR Grl'r Hone .| nprovenent

“Cent’ @QﬁkA@i r{t Ctrl/ Comm.Door Sense/ Comm Gar age Door. Ctrl' |
| nt ercom er ﬁr; : Poo arl'r Sense/ Crl/ Comm Snoke/ Fi re Det ect or
I

W ndow Sense/ Ctr Det ect or/ Tracker = (|
(El ect rBraample, 46 #bltSDet Ct rI /Trainer Education  Education, M sc e
I nt erachfage &obits Sense/ Ctrl / Comm Test Sense/ Comm Engi neering Data S
Ach| sigystem ID, 32 bits© . DAC ADC Instrunentation DAC/ ADC -

Group Address, 48 bits
Contention Timer, 10 bits _
Contention Timer Checksum 6 bits
-Hop Count, 4 bits
Randomizer, 8 bits.
- Link Control
‘Retransmit Flag, 1 bit
Rev Seq, 1 bit
Xmt Seq, 1 bits
" Unused, 1 bit
Command, 4 bits
Network Control - '
Routing Type, 4 bits = 4. (Group Floodxng) .
Source Member Number, 8 bits :
Destination Member Number, 8 bits
Encryption Check, 16 bits
CRC, 16 bits :
Flag, 4 bits



Swi t ch VIR 8944878 | / Cdnm_Horre El ectri cal ' PCI/U588/023E9ght

Ctrl/Comm Recepticle Sense/ Coomi'Ctrl - WD 89104578 -
- PCT/ US88/ 02390 Switch Sense/ Ctrl/ Comn m_llforms of sensing Al forns of
“control. Energy Managenent nsor Sense/ Comm Ther nost at . TN

Grl/CommUility Sensor/CorrmVent Ctrl/ Comm Home | mprovenent _
Central @robe Sys Curtain Crl/Comm Door Sense/ Conm Garage Door Ctrl'r

-

- Intercom. | ntercom tCtrI r Sense/ Ctrl/ Comm Snoke/ Fire Detector

. YWndow S rI /{%arrg\;ecurl ty . Lock Sense/Ctrl/ Comm

: \Sn'ért Ke £ brat i on/ Mbti on Sense/ Comm wi ndow Sense/ Crl/ Corrm
Sprinkl e Timer Cirl/Comm

- System ID 32 bits _
Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits
Contention Timer Checksum, 6 blts '
Hop Count, 4 bits :
 Randomizer, 8 bits -
- Link Control -
Retransmit Flag, 1 bit
- Rev Seq, 1 bit '
. -Xmt Seq, 1 bits
‘Unused, 1 bit
\) - Command, 4 bits
Network Control
~ Routing Type, 4 bits = 3 (Restncted Floodmg)
- Destination Cell Address, 48 bits '
Source Cell Address, 48 bits
Message, 49 to 769 bits
Message Type, 8 bits
- ‘Message Contents, 48 to 768 bits (Houte List)
Encryption Check, 16 bits .
. CRC, 16 bits
Flag, 4 bits



Val \)\U(Iisqlmmmn Wt ness Sense/ Ctrl | ndusttl al Ener gy MGTLSR8AR390 .
Sensor Sense/ Conm Thernostat Ctrl/Co Uility Sensor/Comm Vent Ctrl/Conmm
I ndustrial Equi pnent -0 gn Sensor/ Ct r1/ Conm Power Load

- Sense/Ctrl/Conm Utility Sensor/Conm Sec ty - Lock
- SenCtrI / Comm Smart Keys (Serial #) Vi brat i on/ Motion Sense/ Comm W ndow -
Sen? Comm Security 1ndustrial - Copy Protection

-_Detector rackengE‘yecr_tor%? c Serial #) Personnel Badge |.D. Law

Securlty Copy Protection |.D. Card. (Serlal #) Qun. a ;
1. D. @&!_Jg]@ (i‘,@r bils #) Shoplifter Detector Manufacturing M NS
Artif |Fdagl 4 rhits | i gence Wring Elini nat i on WO 89/ 04578 : : :

PCT/ U@ﬁt@&ﬁﬂ@ 182 bits

Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits

. Contention Timer Checksum, 6 buts
Hop Count, 4 bits
Randomizer, 8 bits
Link - Control : '

- Retransmit Flag. 1 b|t

. Rev Seq, 1 bit '
Xmt Seq, 1 bits - o . .
Unused, 1 bit - S o _ Q
Command, 4. bits : ' : ‘
Network Control :
Routing Type, 4 bits = 3 (Restncted Floodmg)_
Destination Cell Address, 48 bits -
Source Ceil Address, 48 bits
Message Field, 3
' Message Type 8 blts

Message contents, Route L:st

Encryption Check, 16 bits

- CRC, 16 bits
Flag, 4 bits



Pr oduct i

I nvent W? %@dg%n&)
Producti on Aut omation - Pro ion FI ow/ Sense Robotics

Det ector/ Tracker (Electronic Seri al obot Sense/-Ctrl/ Conm Medi cal .
Medical, M sc Bi o- Feedback Bl oni cs Handi capped A
I'nterfaces Heart Pacer |nplants Medical Al ert Sense/ Conm Medicine Alert ~—*
Sense/ SénGomm i ng Personal Dispenser Cirl/Conm Personal

Vbni t or s Prost het i Packet i Farmat:

Ong&ﬂé@/ : Detector/Tracker (Electro
Comm Process arl - Line

Mlitary, Msc

Copy

Wot ect i Prodrabbale 1€ itsSense/ Conm Det ect or / Tracker (El ectronic Serial #) -
Personnql_-|a5adgemltsD Redundant Comm SDI Sense/ Ctrl/ Comm Sonna Buoy.

Sense/ ! Ctrl/ Conm Position Sense/ Ctrl/ Conm. Syst em
Di-agnost r Game Monitor/Sim
-Broa ast A dress, 48 bits = All Zeros -

Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits

Randomizer, 8 bits -

Link Control

Retransmit Flag, 1 bit

Rev Seq, 1 bit

Xmt Seq, 1 bits

Unused, 1 bit

Command, 4 bits

Network Control .

Routing Type, 4 bits = 3 (Restncted Floodmg)
- . or2 (Open Floodmg)

Source Address, 48 bits _

Message, 16 to 512 bits

Message Type, 8 bits =

Message Contents, 8 to 511 bits

Encryption Check, 16 bits

CRC, 16 bits

- Flag, 4 bits

Broadcast Cdmniand
Reply Format:
NOREPLY



~ Sens

V‘éapgr% F‘i‘% g rl/ Comm Securi ty . LIUGKIL588102390

nm Smart Keys (Seri.al #) Vi bration/ I\/bt I on Sense/ Conm W ndow
Sense/CtrI/Comn Scientific

¥

Weat her/ Eart hquakeé/ etc. sensor Tr ansportat ion Aut onotive
CGen sensing General cormunication General control Anti-lock Breaki ng o
Sys | ex Cable Elimination Gauge Crl Ln Dash Map/ Locator | nstrunment = - -

Panel Crl License Plate |I.D. & Conm L|] Ctrl/Comm - WD 89/ 04578

PCT/ US88/ 02390 Regul at or Sense/Oomn Smart Keys (Serial #) Switch W
Sense/ Ctrl/ Comm Syst em Di agnostics Sense/ Comm Wring Elinination Avionics
~Anti-lock Breaking Sys Conpl ex Cable Elinination Gauge Ctrl

: Appendrx B - Message Types

Probe ' :
Function: Determine the best route from the announcer to the hstener
: Source: Group Announcer
Address Type: Cell
- Routing Method: Restncted Flooding
Message Type: 2 (Number for 8 bit field)
Message Content: Address Count (1 byte), (number of
cell IDs in probe packet - this is the number of cells
- rebroadcasted packet) : :
Address List

Probe Result _ ' ' ' o
Function: report the address Irst in the first probe packet recerved by
the destination Cell. .
Source: Cell previously addressed by a Probe message

Address Type: Cell

Routing Method: Restncted Flooding

Message Type: 3 ' '

Message Content: Address Count (1 byte), Address List

Assrgn Group Announcer . ' .

Function: Assign the destination Cell to be an announcer in the

designated group.
- Source: Groupmg Dev:ce
Destination: Cell :
Address Type: Cell or Group Member
Routing Method: Restricted Flooding or Group Flooding ' .
Message Type: 4 -
Message Content: Group Number Member Number ’

Deassign Group Announcer

- Function: Deassign the destination Cell from serving as an announcer in
the designated group. : :

Source: Grouping Devrce _



| nstruM@8904528 Ctrl Light Cirl/Comm Regul ator Sense/ Comm BEREH88/02390
Sense/ Comm Swi t ch Sense/ Ctrl/ Conm Syste Di agnosti cs Sense/ Conm Wri ng
" Elimination Transportation, Msc ' §n . Enmergency Locator (ELT) -
- Sense/ Comm Traffic Mnitor/Crl Traffic Signal Sense/Crl/Conmm : -~
Tpy/ Hobby/ Spo Gane - 3-D "Chip-Wts" : (O
Sense/ Ctr1/ Conm Blmestlﬁ‘atldnsehaabﬁnmfﬁeﬂ sense/. Ct r1/ Comm Hobby o
Sonses Curl Conm Mg rads. Typer ColPor Bré gg 7 b SoRo s Ot £ Comm Spor
se/ Ctr mm
Eﬁérgency Locatord% é é@’%ﬁé%g E@i‘ﬁ%%{ bﬂﬁﬁa g&&é@&y p
Sense/ Ctrl/Comm T Lego- Bot . Sense/. Ctrl/ Comn
Medi a I nteracti ve MB?SQQSGDMQHH 0oMd Ani mat ed Toy Sense/ o rt/ Comm
CLAIMS o
Assign- Group Listener ' '
Function: Assrgn the destination Cell to be a hstener in the destmated
- group. _
' _Souroe Grouping Device
~ Destination: Cell .
- Address Type: Cell or Group Member
Routing Method: Restricted Flooding or Group FIoodmg
R Message Type: 6
Q : _ | Message Content Group Number Member Number

' Deassrgn Group L|stener _ ' '
Function: Deassngn the destination CeH from servmg as a listener in the
' -deS|gnated group.
~ Source: Grouping Device -
Destination: Listener Cell
‘Address Type: Cell or Group Member _
Routing Method: Restncted Flooding ‘or Group Floodmg
Message Type: 7
Message Content none

Assign Group Repeater -
Function: Assign the destination Cell to be a repeater in the desrgnated
group.
Source: Grouping Device
Destination: Cell o
‘Address Type: Cell or Group Member '
 Routing Method: Restricted Flooding or Group Floodlng
Message Type: 8
Message Content: Group Number, Member Number

Deassign Group Repeater - T
Function: Deassign the destination Cell from servung as a repeater in
the designated group.
: Source: Grouping Device:
Destination: Group Repeater Cell
Address Type: Cell or Group Member
Routing Method: Restricted Floodmg or Group Floodlng



1. WO89/04§78network for sensing, communicating and E&TYPSESORPO
conprising: a plurality of programmable cells, each of which includes -
permanent, unique cell identifi cai)'go nunber; said cells performng  the
functions of sensing, cormunicati Qand controlling with each of said o
cel ei ng assigned to perform at -l east one of said functions of sensing,

co i cating o n sai d network; groups of - said cells being
~ programmed to % Stlons each being a comon task

carried out by sa| group wi thin sai-d network each of said Q
cells in a given group belng aSS|gned a group identification nunber, the -

i nf or A§SiGMH Mepeater to . carry out said group. function being programred
into Rorctioat rAsmgndaaﬁeHgtosacu asld sepeateri dUsedito assign Callssthat

. CoOmMMugieé FidthAorinial aﬁoweuowetsecuerepehtéﬁaeé ACHIEWithne Ny said cell .
- i dent %gg ik erg%rﬁ% ﬁégu rflcatlon nunbers; whereby a network
- for s ? s t o.nrol'Ilnglsreallzed 2. - . The.
" net wor k deflned g?@"ﬁ all of said cells in said network are- * .
Hen; d

assigned the sall® i i cation nunber. 3. The network:
defined by cl ai nAddress Iypec@dllnetwor k as defined by claiml, said

net mabutir@/ Méthod: Fully Addressed Open Floodlng, Restrlcted Floodmg
- Message Type: 10 ° -
Message Co__ntent_ none

Shutup - o ' ' S ' G
Function: Broadcast message tellmg all Cells to stop transm:ttmg untnl '
commanded to resume. : .
Source: Control Device
Destination: Cells
~ Address Type: Broadcast or Cell -
Routing Method: Restricted Floodmg or Open Floodtng
Message Type: 11
Message Content: none

Report your Input '
Function: Command a Cell to report its mput
Source: Cell or Control Device -
‘Destination: Cell
Address Type: Any
Routing Method: Any -
Message Type: 12 :
Message Content: lnput number (byte)

Report your Output

Function: Command a Cell to report its output
‘Source: Control Device or Cell

Destination: Cell

-Address Type: Any -

Routing Method: Any

Message Type: 13

Message Content Output number (byte).

Downioad



di ffer :ng {96@4*2%“ nQ identifi c.atl on | nunber s, and- a cop‘@q-rlggg/amo

means sai d networks and 160 for converting "one . o
saigd system .identification nunbers L %e other of said system
identification nunbers. 4. The g rk defined by claiml1 wherein__

said unique <cells identification nunbers are used for establishi n%_t,
said - groups and wherein said group functions are carried out using =t
| east said group i dEuhc{;onatDmnmad)datamt gedber nunbers, said nenber-

Mupbers bei ng. assi gggdréd: mrﬁr@pbeﬂee said groups. 5. A network

- sensing, co controlllng conpr|5|ng a plurality .
of cells for Wg%g , ' n| cating and controlling each of said
cells including (1) NYdentification nunber, (2) a processor

for .operating upon HwtlageMe Q MiYcessor of each of sai d celI's having
access 'to its respeMessagecTypet ddntificati on nunber, and (3) an

~input/output secti ofydeds g@mn@mwggg Igﬁgmeredw respective processor

and a communi-cati ons nedi-unm groupi ng neans for causing at |least two of
sai d- cel lné@ o coe_ger a.t wi th one znot her as nmenbers of a group in the

per f or ma ofoR FBG&@ [Amcpaame.
- Function: Set a Communication Parameter in the Cell

Source: Control Device

Destination: - Cell

Address Type: Any
P . Routing Method: Any

' \_) o  Message Type: 15 : -
a ' - Message: Content Parameter number vaIue

Announcement

Function: Announce Sensor Data
Source: Group Announcer
Destination: -Group .

~ Address Type: Group, Broadcast

" Routing Method: Group Floodmg
Message Type: 16
Message Content: 0 - 255 (one byte)



'grOUpW(gsg/omsns establ [ Shl ng sai d rrenbershl p by e vsgg@ggod cel1

~identificati-on numbers and by assigning said cells a group entl f I cation

. nurber and tasks needed to carry out said group function; sald cells of
-said group conmunicating with one [L:rer over said nedi um by using said
- grou dentification: numbers with their- respective processors operating
upon sages to carry out their respectlve t asks; wher eby. a network for
sensi ng, communi cating and control FHENDIX al i zed 6. The networ k
defined by claim5 wherein said cexﬁﬂlbn-rf@fgl network are assigned the same—
system I D and. conmuni cate -wi t h-one another using the sane system I D and
. -said group ID. 7. ' A network - for sensing,  conmmunicating and
~control ORYOI | yrality of cells. . e idcells

i ncludi ES?(G?) a urls:i’cft% c%?ﬁl dentification- nunbe?sgt'%‘ggﬁr ocessor for
operati ﬁgnuplon rre§sagag Fum:tldn;;rocessor of each of said cells having access

"to its S?Rectlve g F#n@&laoq on nunber, . and - (3) an input/output
section for coupli r?a gﬁﬂ Shet ween its respective processor and a. .
communi agﬂeanmrred:rwnmaf-ammg means for Cgibpl Behsdhcbm irratide St and-

second - - o Ctr/Comm Land Leveler Sensor Comm
- S o Pest Sensor/Comm (with call IDs '
) _ _ldontlfylng anlmals)
Livestock = o ' Douctorl‘rrackor
' -F«d s.nulcullc::mm :
Mllklr SQnuICtrlICcmm

. Weight Sensor/Comm

. Herder Signal Device
Commercial  Banking . ~ ATM Card
' ' Electronic Money
Commerclal - ~ Cash Register Sense/Ctr/Comm
' * Elevator éonsdlmrllcomm_
Slot Mle__hlno .s.ﬁsoICtrllcomm
_ | 'Vending Machine Sense/Ctri/Comm
Co_mm-relal,mse'_ S Diaper  Sensor/Comm
' . Pager Ctri/Comm '
Protechnics, Snnsor Ctri
Stamp L.D.
- Watech .Ctri/

Construction Decay Sensor/Comm
Post Sensor/Comm

Energy Management _ . Sensor Sense/Comm
: .Thermostat Ctrl/Comm
Utility Sensor/Comm
Yent Ctr/Comm

Security - B Lock Sense/Ctrl/Comm A
_ | | Smart Keys (Serial #)
Communication Communications Cable Elimination

Channel Ctr/Comm

Network Configuration Ctri/Comm
Cell to Anything Bridge

Phone "1.D. (Cell 1.D.)

Phom to Cell Bridge



of saiwrggd/045780 cooperate with one another as nenbers of PCT/LS889230 in
t he perfornance of a first group function, said grouping neans
- establishing said nenbership in sai -Li rst group by enploying.said cell
- identification nunbers of said fi,rslt fnd second cells, and by assigning. -
said first and.second cells a first group identification nunber and tasks,
.needed to carry out said first group function; said first and second
cell's comunicating with one another over s 'Mmghﬁﬁ'ﬁ&mﬂ'si-“g said first
‘group - identification nunber for ‘carrying out their respective tasks -
_ rough t@emputeespecti ve processors by operatSlq?I n?()rlhmkages conmmuni cat ed
- bet ween NAtWork st AFRPISSHYAC cells; said gr A toHlgenes causing at '
least a third and fourth of said cells to co ,‘a el i i one anot her as
menbers of a second group in the performance miraiieh Procéssing Nodéw P '
function, said grouping neans establishing said nenbership in said
second group by enpP8KIPR¥al said cell identi%abiEliginatiodnbers of said
~third and fourth cells, and by assigning sai dedJi h cells a:
- second group identification nunmber and tasks%‘e o?x&%&%&out said
'second group function; said third and fourtWiripgl E¥mingtlenruni cating wi'th
one another over saP@vMieRti SHMBP using sai d sctpyigtor. Device |

Consumer Appliances ~ Sensor Ssnse/Comm
: : ' : Switch - Sense/Ctri/Comm

’ . Consumer, Misc ° : . ' Detector/Tracker (Electronic .smal #)
N ' - " Low Battery Detector '
U ' ' - - Smart Lottery Tlckot_

: En't-rtalnmo'n_t' " . Amusement Park Ctri'r

-‘Arcade Game Ctri'r
Cable TV Access Ctri'r
Cable TV Sample Ctri'r
CD Player Ctri'r
‘Special Etfects Ctri'r

Stereo Ctri'r
TV Ctrir
'VCR Ctri'r

Home . improvement "~ Central Clock Sys
i Curtain Ctri/Comm
Door Sense/Comm

‘Garage Door Ctri'r
intercom

intercom Ctri'r )
Pool Ctri'r Sense/Clrl/Comm

- Smoke/Fira Detsctor
Window Sense/Ctri/Comm

Pets : ~ Detsctor/Tracker (Electronic Serial #)

. . ‘Pet Ctri/Trainer '

Education Education, Misc . Interactive Book Sense/Ctri/Comm
: ) _ ~ Test Sense/Comm .

Engineering Data Acquisition : DAC/ADC
' ' Instrumentation S DAC/ADC

' . ' ' Switch Sense/Ctrl/Comm

Home Electrical ' Light Ctrt’/Comm i

Recepticle Sense/Comm/Ctr!



growyo sggggﬂrflcatlon nunber f

or

oarryl ng out their PETUSBSM023%0asks.

through thelr respective processors by operating upon messages communi cated

ql§s'ga fifth of said cells assigned the
t up and. assigned the task of

bet ween said third and fourth c
task of announcing in said firs

in seNd second group, whereby a network for sensing,

con l1ing is realized. 8.

- said first cell of said first group 'S asAll ghm
said second cell in said first group is a&llshgmcbftdvetrclask of
wher ei n. s

Th k def gped b
of “senei na-and. EAFEYT WaAGRF,

The network. defined by claim?7. ‘wher ei n smn OSeénepr/C mtlflcatlon nunbers

IS

| i st eni ng

conmuni cating and

- The neéwhk mcl aim7 wherein
dl*&nilaﬁ

I|sten|ng 9.

th|
assig %ﬁ?gﬁmﬁm ontrolling. 10.

and group rrerrber nunbers-are used for carVO}mr@rl&ﬂmmal d group functions.

sensi ng, catin and controlling
~cell g?. %‘,‘,ﬁ%g ,;ga sem conduct or

i ntegrated ci rCU|t having a processor andpeui smw?doauﬁ put section. coupl ed

compiising: a MePE Wit

toits processor -sald

Security

Sprinkler Sys.

Industrial E_m'rgy' Management

bl e

Industrial _Equlpr'r'lont-'_ |

- Security

s.curhy , Industrial

- Law Sscurity, Law

Manufacturing CiM

: Glugo Door_ Ctri'r
Intercom . _
intercom Ctri'r
Pooi Ctri'r SOnnICtrlICcrnm

Smoke/Fire Detector
" Window Sense/Ctr/Comm

Leek 'SQnuICtrIIComm
Smart Keys (Serial #)

Vibration/Motion Sense/Comm
window Sense/Ctrl/Comm

Timer Ctrl/Comm

Vaive Ctri/Comm-

Wetness Sense/Ctr!

Sensor Sense/Comm
"Thermostat Ctri/Comm
Utliity Sensor/Comm

Vent Ctrl/Comm

Oll Drili Senser/Ctr/Comm
Power Load Sense/Ctri/Comm
Utility Sensor/Comm

Lock Ssnse/Ctiri/Comm
Smart Keys (Serial #)

Vibration/Motion Sense/Commi
Window Sm'wctrllt:qmm

' Copy Protection

Detsctor/Tracker (Electronic Serial #)

Personne! Badge I.D.

Copy Protection
1.LD. Card (Serlal #)
G“n 'QD. )
Passport (Serial #)
Shopiifter Detector

Artlticlal lntolllgoneo
\mrlng .Elimination

of announci ng and

i s assigned the task

\J

.



first wgldg/(hsmg assigned a first systemidenti fication nuRﬁﬂ‘VLS&BjOZawﬂl rst
uni que celt identification nunber, sald first cell's processor for -
-preparing and acting upon predeterrp e’j nessages whi ch are coupled to a
comiuni cati ons nedi um through said first «cell's input/output R
'section, said first cell's i nput / out put section being coupled to a sens@g
“meanis for sensi NBrcAuefeliciton. said first muzeéﬁﬁhmfa@wmﬁ% Fehihd §j 9rOUp.
|dent|f|cat|on nunber; a. second’ progrannable cel conprising a
m conductor in rat ed CI rcuit having a YW!S&MW@M&M [ nput/out put
cti on coupl ed HIISE ey 521 ¢ secﬁ o lowrsliggng  assi gned.
said first ~systemidentiftication econd uni que
cell identificat Robethewber sai d second celﬂotatm‘[raaaso(ﬁlimronw Seeal gy and
acting upon said predeterni.ned nessages and for cou | i ng. sai d-nmessages .
through its input/output section to said rﬁ;ﬂﬂ“bn?"? §g&9hd cel | being
coupl eﬂ.‘ne.pont rol negRaichR meentrol 1 ing an obj grelreeaBask second cel |l being
assi gned said first group nunber ; - sai d fl reibnizsd second ceI |.s" comuni cating

with one another over said madl um thejr ective

i nput/ output sections by using said fi [ st %W?‘@Rﬂﬁe‘ﬂfﬂ’ 8C8%ti on nunber,
their first and second cell .- -identificatjqm pacgtunbers and = said
group identification nunber vvhereby a sen3| ng, conmuni cating and contr ol

implants
net V\'Ork s real | zed : . . ‘Medical Alert Sense/Comm
Medicine Alert s.nult:omm _
_ _ : o Patlent Monitoring
' . . : : . -Personal Dispenser c:rUComm
L) : _ Psrsonal Monitors
. Prosthetics

Mititary : ' Military, Misc _' Copy Protection
. _ , : ' Damage Ctrl Sense/Comm
Detector/Tracker (Electronic Serial #)

Parsonnel Badge 1.D.
Redundant Comm

SDI Sense/Ctri/Comm
Sonna Buoy Sense/Comm
Spying Sense/Ctri/Comm
Position Sense/Ctr/Comm =

' System Diagnostics Sense/Comm
War Game Monitor/Sim
Weapon Sense/Ctri/Comm
Security c _ ~  Lock Sense/Ctrl/Comm
B Smart Keys (Serial #)

'Vl'butlonmmlon Sense/Comm
Window Sense/Ctri/Comm

Seclentitic _ o Wuth-rlzanhquakolote. sensor
Transportation '_Autemotlvo General unilng
' : o General communication
- General control .
Antl-lock Breaking Sys
Complex Cable Elimination .
Gaujo Ctrl _
In Dash Map/Locator
instrument Panel Ctrl
License Plate 1.D. & Comm

Light Ctrl/Comm



12. WO 89/04878net wor k defined by claim 11 including a thi REHUSEBARHDI e
cel |l conprising a sem conductor integrated circuit having a processor- -
and an_  1/0O section coupled to_]-g%processor, ~said third cell being LW
assi d said first system|ID and~¥aYthird unique cell 'ID, said third
cel I-%é processor - for  preparing. and acting upon nessages, said third
cel | i ng assigned the task of repeat Regulatori SbnsiMcodmt er i ned nessages
“transnitted between said first and secondSmett| KeysstSedal: #) rd cel | being o
assigned said first group ID. 13. : The, . netywork, .. defined by -‘claim 117
or 12 including a fourth programabl e%?ﬁéh,l %ﬁ'ﬁ@?[igmﬂ mm N
sem conductor integrated circuit having awnimy €amiationd an |/ O section '
‘coupled to its rei%eict_i ve processor said fourth cell being assigned said o
first system | DAYNME® fourth unique cell AMesk Breaking: B¥kel | s processor. -
for preparing and acting upon. predetern negmpRs SEdbTe ElmfiationOUrth cel I

bei ng assigned said first group ID and bei:ng coupled to a second control

means for controlling a second object. 14Gauge Ctrt The net work defined by .
claim 11 wherei.n said cell identificationgaunk ed for establishing
said first group. 15. ' ‘The network dggﬁgméﬁggﬁﬁaﬁ?ﬁ 14 wherein a first

menber nunber is. assigned to said first
_ S Regulator Sense/Comm

' Sensor Sense/Comm
Switch . Sense/Ctri/Comm
~ System Diagnostics Sense/Comm _
. - Wiring Elimination _ ;‘\
Transportation, Misc ' Emergency Locator (ELT) Sense/Comm I
' o " Traffic Monitor/Ctrl
_ _ _ S Trafflc Signal Sense/Ctri/Comm
prlHobbyISpo' Game - = 3-D "chlp-wus-" Sense/Ctri/Comm

~ Bingo Card Sense/Comm
Game sense/Ctr{/Comm

Hobby = o c§m'ora-' Sense/Ctrl/Comm
' '~ Hobby KIt Sense/Ctrl/Comm
Magic Equipment Sense/Ctri/Comm

Mlnlaiun Train Ctrli/Comm
Remote Ctri Sense/Ctri/Comm

Spo.rt I _ Emergency Locator (ELT) Sense/Comm
' ' - o Trap Line Sensor :

Sport Accessory Sense/Ctrl/Comm
Toy L | " Lego-Bot Sense/Ctri/Comm
- _ | o Media Interactive Toy Senss/Ctri/Comm
" Animated Toy Sense/Ctri/Comm



proé‘ra‘rrmabl e cell within said first. group -and wherein a second nenber
nunber. i s assigned to said second programeble cell wthin said flrst group
ands-wherein said first cell and said second cell co one
another after said first group is established by 165 ut|I

first and second nember numbers and said group ident““\'n\a\ m\ 16.
A network for sensing, communicating _control " ssng at’

| east one comuni cations nedium a - flrsﬂ %Lurallty of  programmabl e
cells coupled to said mediumfor transnitting and recei vi ng first massages
%‘ﬁr and from said nedium each of said cells having a unique cell

i dentification nunber, all of said firsicuagMss having a first -group

i dentification number, one of said first” CelTs being programmed to sense a
fitst condition and to prepare one of said first nmessages in response to
said first condision and Zanmehtaorkf <aird Senstinggl | sobmundgcatbgganand to

control a firsteHiiRAh idy MpPFIss bn said one of said first nmessages,

said first cells.  communi cating one anot her over said medi umby -
using one of said first (?elpl‘érﬂibfﬁﬂl Mfcakt@g\rﬁmmﬁi@'k% aedilsai ceagh sefgr oup.

' IdentlflCatlonvﬂﬁﬁﬂﬁrlncludes permanent, unique cell identification
number; ' .
- said cells performing “the . functions of
sensing, communications and controlling with.eaeh-of
<;):_ : said cells being assigned to perform at least one of
" said@ functions of 'sensing, communlcatlng or controlling
in said network; ) _
~ groups of said _eells being programmed to
- perform ‘'group functions each being a common tesk
carried out by said cells in said group w1th1n said -
. network each of sald cells in a given. group being .
assmgned a group identification number, the information
needed to carry out said gronp function being
programmed into. and dlstrlbuted among sald ce11s in
- said group; ' ' o '
said cells communicating with- one another
over at least one medium using said cell 1dent1f1catlon
numbers and group 1dent1f1catlon numbers; _
whereby a network for sensing, eoﬁmunicating
and controlling is'reelized; ' o

2. ' The network defined by claim 1 wherein all of
_sald cells in said network are a551gned the same system
IR | 1dent1f1catlon number. |

3. The network defined By claim 1 and a second
network as defined by claim 1, said networks having
different system identification numbers, and a
communication means for connecting said networks and



a second plurality of progranmable ceIIs coupked o sald neolun1ror'" -

transmtting and receiving second nmessages over and ' “each
~of said second cells having a unique cell . i deni’ﬂﬂmmm, al ls
of said second cells having a second group identification nu S of _

sai d second cel |l s being programmed to sense a second condition and-to

provi de one of sai d second nmessages in.r se to said second condition

-and another of said second cells gf&ﬂfbrogranned to control a second
-object in response to said one of said second messages, said second cells /"
connunlcatlng wi th one another over said medium by using one of said- S
second cel |'s fakentééneertibmg nuober sofindsadidd systed griden tiifdeatiionat i on

number ; a &{u#&%f’é ogAmRR! & Gt‘i’éx.L IPLEdq t%é@ér{? ri%‘?e'n‘tr{'ﬂ%‘é't%n

uni que- cel |- I cati.on nunber havi ng rst gro
|dent|f|cat|cwnumh#HﬁH ~ said thlrd ceII for per f or ni ng one of the
functions of sensing or controlling by enploying said first

o o oases o repaat | b apaceett d3tasd By SRtLL) Phckssr ioaty ™™
sensi ng, communiqmengcehﬁscomﬂentifngatsoneahumbdrs17are ‘usedhe fioat wor k
-defined by C'aé§1&€&¥€ﬁ{§§” §§ig groups and wherein said group
functions are carrled out using at least said ‘group -
1dent1f1cat10n number and member numbers, said member
numbers belng a351gned to said cells in said groups.

5. A network for sehsing, communioating and
' controlllng compr131ng' o _ _

. a plural1ty ~of . cells for = sensing,
communlcatlng and controlllng each of said cells
including (1) a unique cell identification _number, (2)
'a processor for operat1ng upon messages, said processor
of each of sa1d cells having access to its respective
cell identification number, and (3) an input/output
section forfcoupling messages between its respective
processor and a communications .medium;

grouping means for causing at 1east two of
said cells to cooperate with one another as. members of
- a group in.the performance of - a group function, said
grouping | means establishing said membership by
employing_.said ~cell identification numbers and by
assigning said cells a group identification number and
tasks needed to carry out said group function;
said cells of said group communicating with
one another over said medium by using said group
identification numbers with their respective processors
operating upon messages to carry out - their respective
tasks; - ) ' |



first cells, second cells and third cell have a comon system
|dent|f|cat|on nunber. 18. The network defined hy claim 17 wherein
sai d flrst cel'ls, second cells and third cell are each an integrated -
circuit. 19. = The network .defined by cIa|n11 sai d
first cells, second -cells and third cell ammﬂmmﬂulsum and an

i nput/out put section for coupling said pro ssor t o* sdi d 'nmedi uin

The network defined by claim19 wherein ea f said |nput/output sectlons
imcl udes an anal og-to- digital converter and a digital-to-anal og converter.
Ry The network defined by. clains 16 or 20 wherein said

other of sald first ‘ﬁ%éregfngsneéwggﬁk@8¥‘%%%%E%ﬁt QﬁﬁﬁﬂﬂﬁcthhESponse

~to said one of said first ness 2t wor k- def i ned” by
~claim 21 wher ei andatontrobling saJtB%kkﬁmﬂocells sends an acknow edgenent
‘message - in response to- said one sald second nessages. 23.

A network for_ sensing, _ conmunicatin cont J1i '
plurality of cePts each o?hﬁhPEEWPﬁEI9§&§n§ éﬁml g %g%ééf%%qd

i dentification Béﬂbgrlng@aﬂﬁsnéﬁwofﬁu&k@ehk51gmednghepsageamwsdemtdD
and communicate with one another u51ng the same system
ID and said group ID. '

7. A -netwdrk_'for; sensing,  communicating and
o controlling comprising: ' o
%ﬂjf a plurality of cells each of said cells
including (1) a unique ce11 identification number, (2)
a processor for operating upon messages, said processor
of each of. said cells having access to its respective -
celll'identification number, and (3) an input/output
sectlon for . coupllng messages between its respective
processor and a communications medium; '
grouping means for causing at least a first and second
of said cells to cooperate with one another as'members:
~of a first group-in the performance of a first group
: function,. said grouping means establishing said
bmenbershlp in sald first group by employlng said cell
_ identification numbers of said first and second cells,
and by assigning sald first and second cells a first
groﬁp identification number and tasks needed to carry
out said first group function; .
said first and second cells communicating
with one another over said medium by using said first
- group identification number fer carrying out their
respective tasks through'their respective processors by
operating upon messages communicated between said first
and second cells; B _ -
said grouping means for causing at least a
third and fourth of sald cells to cooperate with one



- performa common group task wherei n each of - sai d groups includes ‘a v
plurality “of said cells. for .sensing, conmunicating and controlllng N
with the information needed to carry out each of sala IC“ || Eﬂli :
'program*red into and distributed anong said cells in “mrmﬂ IE fl cel B

in each of said groups being assigned a group identiftcation munper*and

~each of said cells in each of said groups being assigned a group nenber

nunber within said group; said cell ide éplcatlon nunbers being used in-

the formation of said groups; said ce in each - of said  groups—
commurii cati'ng between one another in said network to performtheir : g

respective { agksehbE W dderts G la AediiF lgr il tn Gl erdsliitlideoat | on

nunbers and nenber nunbers; whereby a netmor sens _ connunlcatlng
and control |i®f i@ ré&FPE@d graup Tunctignget \ﬁ@ﬂl@ d@Ff%‘é’g-nBy aeang 23

"V\,herel n one Oésﬁﬂblhﬂeithg? ls&:.a TR r S 1 PhUsaliial Ysdoridi §reapUy

_.employlng sald ce11 identification numbers of said

- thirad and fourth cells, and by a551gn1ng said third and
fourth cells a second -group 1dentif1cat10n number and
tasks needed to carry out;said_second group function;

-said third 'and fourth cells communicating

Withjone anotherjouer_said medium by using said second

‘group identification number for carrying out their _(:j;

respective tasks through'their respective processors by ‘,$

- operating upon messages communicated between said third
and fourth cells, - - _ o _

a flfth of said cells ass1gned the task of

- announcing in said flrst group and ass1gned the task of

listening in sa1d second group, _
‘ whereby a network . for sen51ng, communicating
and controlllng is reallzed._ | '

8. The.network_defined by claim 7 wherein said

first cell of said first group is assigned the task of

announcing and said second cell in said first group is
. assigned the task of listening.

9. - The network deflned by c1a1m 8 whereln sald
third cell is. assigned the task of sensing and said
fourth cell is assigned the task of controlllng.

10. - The network defined by claim 7 wherein said
group identification numbers and group member numbers
are used for carrying out said groupéfunctions;
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11. A " network for sensing,.'communicating and

controlllng comprlsing°'~- _ .
a first programmablé_-cell comprising ‘a

) semlconductor integrated circuit having a processor and

an 1nput/output section coupled to its_processor, said
first céll_being'assigned'a'first system identificétioﬁ
number and a first unique cell idgntifioation number,
said first cell's processor for preparing and acting

~upon predetermlned messages which are coupled to a

communications medium through said first cell's
input/output section, said first cell's input/output_

section being coupled to a sensing'méans for sensing a
‘condition, said first cell being as51gned a first group
.1dent1f1cat10n number;

'a second programmable cell comprising- a
semiconductor 1ntegrated.c1rcu1t having a procéssor and
an input/output section coupled to ité.p:ocessor,-said :
second cell being " assigned said first system -
identification number'..and second unique cell"
identificatioo number said second cell's processor for
preparing and acting upon said predetermined messages
and for coupling said messages through its input/output

~section to said medium, said second cell belng coupled
"~ - to control means for controlling an object, said second

cell being assigned said first group number;

' said first and second cells communicating.
with one another over ‘said medium through their
respective input/output sections by using said first
system identification number, their first and second
cell 'identification' numbers and  said = group
1dent1f1cation number -

whereby a. sens1ng, communicating and control
network is realized. '
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12, - The network defined by claim 11 including a
third 'programmable cell comprising a semiconductor
integrated c1rcu1t hav1ng a processor end an I/0
section coupled to 1ts processor, said third cell being
assigned said. f1rst system ID and a third unique cell
ID, said third cell s processor for preparing and
~acting upon messages, said third cell being as51gned
the task of repeating said predetermined messages
transmitted- between. said first and 'second cells, said
" third cell being ass1gned said first group ‘ID. '

13, _'The,.network defined by claim_ 11 or 12
including a fourth prOgrammable cell  comprising a
semiconductor 1ntegrated circuit hav1ng a processor and
an I/0 section coupled to its respectlve processor said
fourth cell being assigned said first system ID and a
- fourth unique cell ID, said fourth cell's processor for

preparing and acting upon predetermined messages, said

fourth cell being assigned said first group ID and
'be1ng coupled to a second control means for controlling
a second object. '

14, : The network defined by clalm 11 wherein said
cell identification numbers are used for establishing
said first group. '

15. The network defined by claim 14 wherein a
first member number is assigned to said first
~ programmable cell'within said first group and wherein a

second - member number is assigned to said second’

programmable cell within said first group and wherein
said first cell and said second cell communicate with
one another after said first group is established by

N

<
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ut11121ng said first and second member numbers and ‘'said
N : ' group identification number.'

16. - A network for sensing,_ comnunicating and
controlling comprising- ' '

‘at least one: communications medium,

a first plurality of programmable. celis
coupled to said medium for-transmitting_and receining
first messages over and from said medium, each of said
cells having_a unique cell identification number, aii
of said first cells ﬁaving'a first group identification

' number, one of said first celis being programmed to

sense a first condition 'and to prepare one of said
first messages in response to said first condition and
another of said first cells being programmed to control
a. first object in response to said one of said first
messages, said- ‘first. cells communicating with one
another over said medium_by'using one of said firsf
‘cell's identification numbers and said first group
'1dent1f1cation number ; ' '

a second plurality of programmable cells
coupled to said medium for transmitting and.receiving _
second messages over and from said medium, each of said - -
second cells having a unique cell identification
number, all of said second cells having a second group
_identification,number;-one of said second cells being
programmed to sense a second condition and to provide
one of said second messages in response to said second
condition and anoiher of said second cells being
programmed to control a second'object in response to
said one of said second messages, said second ceils
communicating with one another over said medium by
using one of said second cell's 1dent1f1cat1on numbers
and said second group identification number;
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a third programmable cell coupled to said
medium hav1ng a unlque cell 1dent1f1cation number, and
hav1ng sa1d first group 1dentificat10n number, said
third cell for _performing one of the functions of
sensing .or _controlling. by emhloying said first
messages,  said third cell having said second group
~ identification number for purposes of repeatlng said
' second messages; ‘
| whereby a network for sensing, commun1cat1ng
and controlllng is reallzed.

17. ' The networkidefined by_claim.16 wherein said

first cells, second cells and third cell have a common
system identification nUmber.

18. - The. network def1ned by c1a1m 17 wherein said

first cells, second cells and third cell are each an
1ntegrated c1rcu1t. '

19, : The network defined by claim 18 wherein each
of said first cells,__second cells and third cell
~ includes a processor and an input/output section for
- coupling said processor to said medium. '

.20, The network defined by claim 19 wherein each
. of said input/output sections includes an analog-to-
. digital conVerter and a digital-to-analog converter.

21. The network' defined by claims 16 or 20
- wherein said other' of said first cell sends an

acknowledgement message in response to said one of said
first messages.

L
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22, The network defined by claim 21 wherein said

other of said second cells sends an acknowledgement

"-message in response "to said one of said second

messages.

23, A network for sensing, lcommunicating _and'
controlling comprising: |
a plurality of cells each of wh1ch 1nc1udes a

; permanent, unique cell 1dent1f1cat10n number;

groups of said cells being programmed to

.perform a common group task wherein each of said groups
‘includes a plurality of said _cells for sensing,-

communicating and COntrolling with the information .
needed to carry out each of said group tasks be1ng

N programmed into and ‘distributed among said cells in
" said groups, 'said cells in each of said groups being

assigned a group identification number and each of said

_cells in each of said groups being assigned a group

member number w1th1n said group;
- said cell identification numbers being used
in the formation of said groups; ' _

said- cells in each of said groups
communicating'between one another in said network to
perform their respective tasks through the use of 'at
least said group 1dentif1catlon numbers and member
numbers;

"whereby a network for sensing, communlcatlng
and controll1ng is rea11zed.

24, ' The network defined by claim 23 wherein one
of said cells is a member of a plurality of said
groups. : '




