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Obtain credit proof data provided by an endorser, where a hash value corresponding to the credit proof data is
recorded in a blockchain by the endorser
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A 4

Perform calculation processing on the credit proof data by using a credit evaluation function, to obtain a credit
evaluation result to be verified
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Generate zero-knowledge proof information for the credit evaluation result to be verified
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A 4

Send the credit evaluation result to be verified and the zero-knowledge proof information to a verifier, where the
credit evaluation result to be verified is confirmed to be trustable when the verifier determines, based on the
zero-knowledge proof information, that the credit evaluation result to be verified is generated by the credit
evaluation function, and calculation parameters used to generate the credit evaluation result to be verified match
the hash value corresponding to the credit proof data
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Receive a credit evaluation result to be verified and zero-knowledge proof information that are
provided by a certifier
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Based on the zero-knowledge proof information, verify whether the following conditions are
satisfied: the credit evaluation result to be verified is generated by a credit evaluation function, and
calculation parameters used to generate the credit evaluation result to be verified match a hash value
recorded in a blockchain by an endorser, where the hash value corresponds to credit proof data of the
certifier recorded by the endorser
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Y

Confirm that the credit evaluation result to be verified is trustable when the zero-knowledge proof
information satisfies the previously described conditions
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