; 1"e3eJ>8]../D4R 5767T>8 k09 Decenmber 2004 METHOD AND SYSTEM FOR
PROCESSI NG | NTERNET PAYMENTS RELATED APPLI CATI.ONS [ 0001] This application
is based on and clains priority to U. S. Provisional Patent Application Nos.
60/ 213, 423, filed June 22, 2000, and 60/ 250, 495, filed Decenber 1, 2000.

FI ELD OF THE | NVENTI ON [ 0002] The present invention generally relates to
systens and net hods for conducting el ectronic commerce, and nore
particularly to systems and method forl processing real 09iBecemberades

bet ween consuner accounts. BACKGROUND OF THE INVENTICN [ 0003] Presently,

t here are seVMEAHOBDIANDSVS ESS] . ENE AYTVIEN pay for
purchases nade on the Internet such as credlt cards off line debit cards,
online debit cards, digital cash and smart cards. Each of these methods
has its omngggxgmmﬁgppngqTﬂmggdvantages An off line debit card uses the’
traditional credit card systemfor clearing the paynent but no Personal

| dent i fi cati0B%LINumbeFhig Frphiyation is baged ereand ciairas paertyfio Hid. Brovisienal debi t card
requires t I er nt of the
bur'chase | of itk ABeARBLIRE. PR ks, ks R 2220 g B2 IS HTRT e

di sadvant ageeceinblr Ra0d0.t he on and off line debit cards, froma consuner's
point of view, is the inability to reverse or repudiate the transaction. In
contrast, by use of a credit card, the consuner at a | ater date can reverse
t he transacFHQﬂD PHE INVENEIONIT chased goods are never shipped to the
consuner) . &0004 It iIs predicted that credit cards will be the dom nant
on-1ine poil@00Zf sal Ehe(r@e)t ipeeptiemgenctaBy sdatesio sustehepanskmethedsiferxt i ve

! api oy e BERSioe B R T ol RET ERE iR B R AR U2 g e

grow ng vol progessihg feahtife pBmeatsit@tirrs consameticcowmd.d functionality. None of
the energing efforts to date have gotten nore than a toehold in the narket
pl ace and nmonmentum continues to build in favor of credit cards. [0005] At
t he prese”tBACﬁKHH@ﬂS&ﬁOFWﬁﬂE%F?E. TION g€ market segnents for an online
paynent system First I gh volune, |low dollar paynments from consuners to
provi ders off00@#]- Ilnd’r@hegﬁly,ahem m‘sedﬂtea’dm@modpbjowhishsconsumcﬁnces such as

| h
it r apr ancureOuSaN Ay P et Hudhe h R ERen SUTE RO ETERE - o0t

directly todebBosrdi®ntine @bitlcardgadigitaltahdismait@srds eEadmejfﬂies@ﬂjeﬂabwal retail
nmerchants or aucti on sites that ag g egate consuners and sellers to

facilitate arteewnadwakgpganddigdy BrA% e febii el s the teditiondi ¢
payments frQmiGARPYRRESTOE 91349“1%% i o P@rs&'iHl [ &g Rbder Mer ket

segnent resides In bu5|ness |ness el ectroni c paynents.
(PIN) is required. The use of an on-line debit card requires that the consumer supply

his or her PIN, and the amount of the purchase is debited from the consumer's
account instantaneously. One disadvantage with both the on and off-line debit cards,
from a consumer's point of view, is the inability o reverse or repudiate the
transaction. In contrast, by use of a credit card, the consumer at a later date can
reverse the fransaction (e.g., if the purchased goods are never shipped to the
consumer).

[0004] It is predicted that credit cards will be the dominant on-line point of
sale (POS) payment choice for at least the next five years. While new Internet



[ 0006] The market opportunity will continue to explode as what is currently
t hought of as the Internet continues to expand. In general, the Internet is
t hought of as Personal Conputer (PC) and tel ephone based. However, that
nodel is quickly changing to include broadband comruni cation via
terrestrial links such as Digital Subscriber Line (DSL), wireless and
two-way cable. The end nunber of devices is al so expanding to include

cel lul ar phones with video displays ag well as int eracloﬁ\ﬂge@%ﬂeeli 320G,
Personal Digital Assistants (PDAs) and kiosks with Internet access. Both of
these changfgndtt mbclafisihs 28V Reh Pap'idlﬁ _elﬁa@ﬁuglg Bénstivsi and aferchiisls Bient s and
consunmers who will have a need for high-volunme, |ow dollar paynent

capabi | i t i besn hpppilyzonducsipg pigrowiag #elbme of sURBErcs 458 besic @edit @& busi ness to
busi ness s ] 0, QL. talily. The

bul k of thgd“}‘?%’yn%@?é gﬁ"f%r%?{?gg}ér@af %ﬁg‘yr%rt‘gﬁ%tg g%‘:’:etge%%‘?#f’g%ﬁgﬂc}%ge\t}ma?h credi t
cards, whi ththeumarket sledeyand vaorheine canmuesio ddild ar fevaugfpoditeskdey an

establ i she&@ig{rastru ture and provide nee{%ﬁrants End consupers with a high
degree of E9P8ky of Apks BESent s, therecdrpieverghlarss KT SeHPYS 10580 Decenber 2004

clear diffgneReasméd shién VB, RiPh YElmb, I6RNRYABSFmESE HOhHnburkaE #S

traditionally, "consuners have used themfor |arger dollar purchases. In
recent yeaproyiddestsif pn-diae digithlivisliesinad pendueth or-spavikastsueings waltes matentilused as

cash and check replac Nt S, epl aci | ayer - TEAV] B r actions for
pur chases Icl?fugig’os gﬁﬁ’%b g%%%d%@?égca%ﬁtﬁ&gg @gg@%ﬁ%&ggﬁ%ﬁ%_&f@%@a Debi t
and credi t mefchshts mansaad ihei proiets Alredtiend cynspmengadegetimtengedifitesFl ect roni ¢

Funds Transfer EFT netwqrk. The debit nessage conprising the transaction is
carried oveihef HJWJW&‘@F‘IQW%%@W@%‘%&%B%% fgicRBsE 4. g, a Poi nt

of Sal e (P 0ERNIRE salel) ANHR e'}ﬁ’arké’crse%ﬁeﬂt Hvalvag kBRI ant) to the
financial 1nstitution that 1ssued the card (or its representative).

Cur r ent | y, paymieptsdfesini consemsmde sthar @npumers.ed thiyd anderering markes ségmenhc| udi ng
debit reversal ssages. . A.debi.t reversal nessage reverses a previously
processed RSP Pﬂﬂ%ﬁi‘fP’ﬂigﬁleé%%}e‘fﬁsonbcé)ﬁwgwﬁy not considered a credit.

[ 0009] U. S[ooPet ent BheldnkbbpbAudifWrillicontiiuead elploiRsswHaeis carrfialye banki ng
and bill paynent systemthat uyses the EFT network. As described in the

pat ent, t hiiosghtpgpsthe Fuemeloepiimues 1o ¢Xpapd rngsnrey thg Infemetigfhonghaf debit pul |
fromthe u SR n ks T r gl}%&%gntly makes

paynent s ug"}l‘e!:]eé&)convenglqil%'(g)rﬁgp3 nean!séggal?g%a%sﬁ' P&geﬁ%jﬁﬁg?g\%‘%k r paper checks.
Fur t her nor ¢hanging tsipsinderbehdbaadicommusiesticn e terresitialdads sedhpa Dagital o whi ch t he

v ough. ¢ nORRLES hate (DOb30 4D RBDGT BPRGRES ot BABRPCELH SEMREVE. erer ged as

the nmost pgRykgandieg B QEuRSYIRR pRRE witheidedld@pngt as WHEILinRIR awbacks
associated with each of these paynent t Not abl each have a

T e . . pes'. 3
rel ati vel yielgvigion Beponah RigitahApsigants @%Séé@%@ioﬁ@‘ﬁ“ Fred ageesre ROHBNt
di scount o % j ' 3369&9 dit card
busi ness né%tielfszé Wsé%@} %Ig' tg ergﬁjt %réiﬂtex%%} S "’?rgga’éi nti n‘lf’ljﬁé1 cg)gﬁkngé}s: vi abl e
payment opwhomill bavermarecth forthighsedlime dow dbBaripagtognt leapgbilitiesket it ens over the

I nt er net, it and depit gards are not econom.cal vi abl e, for purchases

of 1 ower " oFE7| 1 emeOveraieial BhimR SUB 2 eI P S PR e

rel ati vel ytirglret &8 pRFdc<N0 BIRE OFhflialtp.eThdbull of 16 pliBadiol thegsul t in the

transacti on process ee consuming a relatively high proportion of the
I%ﬁiﬁb

f
t ot al __revefﬂ!@s B@@ﬁ@eétg‘gwwomédfbmw@aw@hmé@édﬁ Hebleapfistics of a |ow
cost item L,enth %g@fonldg?%?/taﬁ e&a&%l%%&ﬁiﬁLan%ME@é]@}é?ﬁ?ﬁ{ede@gﬁ@Q{d IS

guar ant eed, yet do equire the payee to en and risk of
aut hent i catomnmers with a high degree of surety of payment and receipt. While there are




[0011] The Internet is spawning a direct nodel in which manufacturers of
products or services are able to deal directly with consuners. This nodel
has several inplications for the paynment process. First, by elimnating the
m ddl eman, the direct nodel is resulting in intense price conpetition, with
manuf acturers having much tighter margins. This conpetition creates the
need to mnimze all costs especially paynent processing costs. Second, the
I nternet enabl es the devel opment of |agge nunbers of i eeersher gP@lucer s
to "set up shop' on the Internet and i medi ately have access to | arge
nunbers of gleRKES Thy g J I [ i ntellectual
products such as pﬁ%els %:Eg!t]f gfﬁ)f'inﬁ@?’oﬁ%ﬁ%ﬁéggﬁt&&%&%@%re nor e

ef fici ent | yoopsemers bapeayedithgintfat lasgendaliar pivehdsed. dnmetent s@hizpdebititams t hr ough

traditional i.cal, ( er._qn _di.sc di a. , Wil his trend has al ready
started, ashﬁ?é grat%egl i 8&%85%‘5? §e ’)&P%E# ﬁ@%ﬂé&%ﬁr‘f $ER'acsERS-devi ces enter
the mar ket pleplaeing idwer-sloBatR@bin®CtrdnBackibsy BAFRcHIs b chadnlb prddiay of these

pur chases wi l{; hgvg the follow ng characteristics: |ow cost to the consuner
and t he abi Y4t §5 08¢ Bt graldne. i ndi vi dual works (i.e.: a song, a video, an

article, a ). T LSt |l for avnent .formthat has a
| ow cost. [%gq@] By @%ﬁb@??ﬁ%ﬁ%%@%aﬁoﬁﬁénc g ﬂﬁp ﬁlg{*eﬂg}n&{éﬁt to
consuner  di EleetidpietHunds Traosier BEE petwdsknt Theidebit alpssegettnsprisingisk t he ability to
distribute digitally = new nmar ket pl ace has, energed for | ow

dol I ar, hi g‘ﬁg“g%ﬁgﬁ,ca@&ﬁ’f’ P %EEE‘;%‘B‘W{QEW@P B oL prigiapom (§-2r. 8r bot h
consuner s drlntpl Sat CPDS) lobtioflain AU AR HIe 1o SnteitiCReRAarb Hd N0 ON- | i ne
mer chant s afﬂ]d ag‘\(it ion sites wll also benefit froma | ow'cost paynent

devi ce for ThagH2VeTHHon thatdasa the pard ferritsmepsesentativg)l Cofrentlyponly dsbiDecenber
2004 sane rgas ' ARRSME, | 4 r nts gre currently facing a
vari ety of rp%%aﬁr&%%ﬂ#g{iﬁgi ng a 1ile(gév&\]fb E@gfi%o}ﬁ{qvf’rﬁé%eﬁﬁa@%sgs relative to
t he nunmber dgbit sivewsaluinesammeseversel b gtevionbly peocedsed Beigemeatks afogk on-1i ne

pur chases; -hntegrated " patchwork' systenms for paynment processing; high
fraud rat esgrég%%ﬁ)ﬁ Ogﬁmbsr‘c[?&eéjs‘g'r Lfees. Al of these factors serve to depress

the pot ent ifadospuNbern. ofPeass CORSS! mgw%r?etgﬂme%ﬁ&%%oﬁ%&ﬂ%a%g] on line as

wel | as de r.(fssi ng the profitability of on-11ne nerchants.
Fur t her nor &1 Paymeat ystepibatasessthe BFEbptworlends desyriiedrin topstenetts t o nake

paynents t i I rnet.. Al l.Ltradjtional forns of
person-topg¥§%ﬁ§%ﬂ£§ﬁ§%%%%}%%%w&%&&%%Br‘#@" o) dgt}léﬂlg}w%%mggf‘e‘bgﬁ’éﬁ or checks
rat her tharpagk sceant usieg tediRTadetveork had gdsafuentist makes pyraddd gien, the high
cost of retcﬁi‘;c wire transfers (i,e. , Western Union) Is cost prohibitive to
a si gni fi caRt BB Bassudes the QC%[WQ?F oppansHehesks. divsthesmge, thsuse ( ACH)
paynent s haysendefluiwibPuse®a Héﬁﬂ]iﬁ\éd?d&lﬂpﬁt%ig?o%hi%lfth@% che{BiG Via the
Internet. These types of transactions typically involve paynents nmade with
respect t o dpYeated PhioRe genmaetionas @ppased fordoarecting thirenghrtbelintteed, t hat ACH

paynents w ot b Oel to.on-line POS for two reasons. First,
an ACH trargtbsdzigpi on %‘g&&kﬁoc%(e%ﬁ%@%@g%af%n%ﬁgﬁ??Bﬁge‘gﬁstﬁﬁmoiﬁ’("%lﬁf and

secondl y, &gm”fmj/maitiowrtheﬁmmﬁsth&epfeahm?@ké moﬁﬁé@ﬁi@@&lﬁio@gﬁg‘é ween tge
custoner and t ner t. Furthernore, ACH paynments have to be received,
deposi t ed 3%“651? gg?seg&%gt?l&e@g}i éﬂé’efaﬁ?\]ﬂ%"%} high ooyt thapneludesp presessiagt to ACH

t ransact i ofig,phra@férthapngi 1 i : i ization but not
aut henti cat i (?,n. Sim|larl ;fg%l#—)ﬂl_linf/éqgtggrlg'tﬁﬁlg%flﬁggmfﬁ?%%ﬁ&%ﬁtlﬁ%n (i.e., a
PIN or ot h&fediscrd Bpsinesamiodel) Whike anpditand debii tardrmiaylednitinueciarte atvigbhsact i ons,
ACH transa jin% i { [ .ovi.de t he nerchant ayee) with
the "keys" 5% 0o tEO tﬁ)gglﬁfrgérg%:%gsusﬁiﬁgf%?@e%gh h%fféfte’ﬂ? o‘éef?tl@gf‘tﬁ’élfggng payment s
agai n rai sesdit brel debitwaids yreann emnomicdil Cidbles €6 5ed of Rowar cost {téHg) - [ 0015]
Two significant drawbacks with sonme or all of the above nodels for Internet
PCS paynents are that: 1) a pre-existing relationship between the 6 09
Decenber 2004 consuner and the nerchant nust exist; and 2) the consuner is
required to provide the nerchant with his or her account and/or PIN The
first drawback of sone of the above nodels cannot be practically overcone
as it is inpossible for a consunmer to have pre-existing relationships with
all of the potential nerchants conducting business on the Internet. Wth
respect to the provision of the consuner's account and PI N nunber over the
I nternet, even though mail order conpani es have been operating in this
manner for years, many consuners feel uneasy about electronically providing
their account and PIN nunbers to strangers over the Internet.




[0016] Figure 1 depicts the conventional debit/credit transaction nodel. In
this nodel, if the consuner 100 desires to buy a conpact disc (CD) froma
web retailer 110, the consunmer 100 electronically transmts its debit or
credit card nunmber and/or PINto the web retailer 110. Upon receipt of this
information fromthe consuner 100, the retailer 110 submts the proposed
transaction to its bank 120 or nerchant” acquirer via the EFT s%stem not
shown) for approval. The nerchant's bapk 120 then cont &8 BeegrvbarAR04 30

(i ssuer bank) which issued the debit/credit card to the consumer |00. The

i ssuer 130 SSKS- : / [ n I ther approves or
rejects the}edgr onscggqgte%%@gg? %uovﬁ% t?tg&g%c%rg%\&/’a%e%rﬂlggg ipalfs%%ats?oélﬁ mtted
from the i stesudirinfzrtraniBbiohprkessimgtiteecomamahaatelitively Higidproportibn bhws i nf or ns
the web ret gaLrer 110 of %&gxg@pro%al F}r enial. If the_ charge to the

debi t/ cr edi £ 2cET TUREEAH Proquet sale, gsehaacteidstics fht OMeEPsHHER he web
retail er 1lgndsthémslveg t Qﬁ)v@a@dﬁaﬁ&n&@auﬁ&mm?uéﬁﬁeedg DQlLibds pepre of the

same drawback described above wi'th respect to I'nternet” shopping equally
apply to el'&@tedhs payss fo beprthpburden Msdriskiof suthentisalienck, requiring a

pre-existi | ati i -1 he.. t and, bill.payee iIs not as
great a co;[g%ﬁli becglglsélg15 ﬂ?ﬁ'fb’@gregﬁﬁl‘ill%an%'ﬁe?{&%ﬁ@egtm Wﬁ'ﬁléwmé‘?a Eﬁ/Otjexi sts
bet vveen) t hﬁmbmlmmrm' eujarbmblﬂiﬁ pa%@bﬁf&ﬂgm@thhbﬁauﬁﬁfsﬁﬂ&ﬁ]ﬁode@ﬁ@ Rvahl gti I iht y
conpany). The.second drawbac ich requires the consuner to provide the
payee with l?i’i’]écaglf’”sréF g’ﬁé’@ﬁﬂ?ﬂt PEOf#%0 F Hﬁbﬁyehre@a%t@mﬂwﬂmmept remains a
concern wi toiodal B4Rl Ritdnke PRETBIHperitinl Bt Blink B vl:BS5 4l @ Probl em

r dea

for bill payment, since the consumef presumably has regu lings with
the payee, tghl¢pmersinsy Fhisscompetition/dreajpstthrengsd dvingiimize ol costeespagially wi t h at

| east hi s/ . r Lmnution in.the consuner' rivacy.
SUMVARY @Eﬁwmﬁﬁ%'o%ﬁogw&e %&e&% ﬁ?a'f}m@%en%"%ﬁp%qfroiyﬁsﬁ s a new

par adi gm f onmbérfsef indapendent ptaiutere ti ‘setAE¥HEN 0 thd TaterdeMRT BRI ALy St Ng

pl atf orns, ,conventi opal aynent i nfrastructures and currently avail able
web- based BTSSR 485 sofeonsymamsy Joirdlit Inige And inereasing pabaied physi cal
mar ket pl acGutelRECABERRL sulf 8 pilfiRatnd 3 Ric mv&qoﬂ%‘éyg%g&g bt AgRNCd that
al l ows users_(consuners) to shop on the Internet, pa I1l's,”and pay anyone
virtual | y &Hipigady distrittutedddigiradiyovertthe Intamsad masher tizanitiguglotraditioral account nunber

informatio i . r nt.s_receive, i di at e payment
confirmati %%’%t“%i:@tﬁg% 0?%%%%%% W&%‘ﬁ?@%ﬁ i‘ﬁgﬂ?ﬁ?@#ﬁﬁﬁﬁ Twork so they
can ship t heidwifthaddticresbinfty copHistdene Bevidta bnieh@e RAWEIceNAS al ready been
recei ved. The pr,esent inyention further enables small dol I'ar financi al

transact i offSReCier IQRSTeR G SiIgfecaptlsaMapnoighese parshesss will baye s foliewingr ovi des
faci liti esch@ictGEEQIRY cSeiothé Eord cﬂﬂm i

conponents to the sys_te?n of t he0 p{riﬁg?rea%taﬂlicﬁé\?gﬁﬂ n |I%gfﬁ§§dﬁ§{%é%gnent Por t al
Processor , (e gsorg@mdensamartiels, Bganiepr Theae dhagacterstitAidalicfor a payment er net  Pay
Anyone (1 P& @% : Virtual Private Lockbox (VPL); an Account Reporter;
the existing %!rdig{i\l/\%“??(ogt' and a cash card. The Wb Broker is a software

appl i cati ofp0i2ht auBsresibiniip)thdseines Beds D aRY Blerodadithio SoiaMRET Ce capability.
The Web Br Jéﬁi? sof%rwar,e sits in front of and provides a secure portal for

accessi ng REQRyrong independgate inteaproeisn damdaheahility g distiibute nrdinals and | PA
accounts. Ral r ronj g .credits from
its DDA angigl ?Waﬁ%ﬁ{kgﬁy%ggﬁe%%%gﬁggﬁ&&gﬁE%H?Sﬁ%ﬁ?’ fe%léﬁE&T net wor k

09 DecenbePay2B05 Widopayment sy fir bothecodimedr midgrodnagrsbBangsed as a st and

al one prod 0 ferred enbodinent, the functjonality of ihe Wb
Broker is glﬁérné]g y@sf ﬁ%ﬁ?ﬁ%’?‘gtl%"“r f‘%&?ﬁ%@%?‘?ﬁ%’?s\'}@ﬁ” raiﬂ?é’fm Khanced

di gi tal Wafbmta lbw-cosigaymbet denioa i idhb@head) Je4haslle phyth&f@t a8 bempi Ng
experience. Alternatively, hooks to the Web Broker can be incorporated into
existing digital Wallets to add the unique paynent feature of the Wb
Broker. Furthernore, features of online banking (e.g., funds transfers) can
be incorporated into the Wb Broker to allow for account mai ntenance and
1PA account funding. In association with the traditional \Vallet
functionality and the Account Reporter of the present invention, the Wb
Broker is used to fund consuner's accounts, shop on the web, pay bills, pay
anyone, store electronic receipts and transaction history, and review the
user's recent account and shopping activity. The Wb Broker thus provides
consuners with a safe, secure, and convenient way to conduct fi nanci al
transactions over the Internet.




[0020] The majority of the prior art electronic Wallets on the Internet
today are primarily used as a conveni ence vehicle, nerely providing a
nmet hod of storing account nunber information and other formfilling
functions (e.g., shipping addresses). In contrast to traditional Wllets,
the Web Broker enhanced Wall et of the present invention is associated with
one or nore DDA and/or 1PA accounts. The Web Broker thus provides the user
with a formof virtual cash that is secure and guarant 88 Jecaiabefeed 04 oker
further contains a receipt feature and archive feature that maintains a
transact i onsathi $¢a861s cdflindl kbdAY MR nedfdré N ' ounts |inked
to the Web Brqker, The Wb Broker furtherkﬁgég&%%enﬁ)gg%%%}alv%@?ﬁ?g store
mles, coupbicnspelgngales vohumsiafen-lina prshisagrelative i thy sembgobsitat ed wi t h
use of the t ' oker he Web Broker, enhanced
YRS VR o éﬁa{égf’oa%tfopén-ﬁfe e?‘}r‘éﬁéeé’ %%?“Bfegfﬁ?

Wal | et enriches 't he’ consuner e-“Conmerce exp Hat | ng the
t edi ous pr op@elsvak’ dysteins figr payinehtengtting higherid ek 50 hiphipasteldi®) ds as this
i s done autfomati %Jé%% Mer chant s si gni icant,IaY benefit fromthe credit push
and form f i rﬁ‘*dﬁ? i fastorggerye i dpprgssiheRatential pgnyss e eastomeppho amhanced
Wal | et, sinegfdeb abiR€ b oo . es are

E%ﬁdmd ue]ﬂ€ RASSs wdlPdks d@ﬁ%@aﬂ% ﬁﬁﬁg?ég'fa‘ﬁﬁlt?&f&f‘

abandoned at the P 0 consuners' unw | ss to conplete | engthy
forms or pres¥¢idBlSpersonal credit card numbers. Furthernmore, the automatic

formfilli atur e roker ephanced | | et reduces shippin
errors, as rﬂ?ﬂg?" shi gﬁﬁémégé&"\e’gagﬁi@'? ealﬁpgﬁﬁéfeélg}"?}{/}[&f’?’?s&ﬁmfsﬁ? ¥ mi nglto i ng
manual ent pyyreentotosithdr 0GR dnetsrusing ehecliteatbi. RN traditiokd) GorRfs F pikor-veNt i on, the
user supplies the V‘éb.Bro({%eé ith jts credit card nunmber. The user is then
gi ven the SFEPLFhEEedndy e#&gf%frﬁxcmﬁomagh oF chseles ratherdhan zeel.  The Web
Br oker contigtdeitalxchkedi Oy e alal M [ e credit in the
amount of the :Egz;yrrent . %Xﬂ?ﬁemaut o%ﬁ@g'@gﬁbsﬁgiﬂge u(rvﬁrg : “?%rg EFT credit
to the payéie-i¥ediamn §mipn isnest prehibitivel & 4 significanepatienofsociatyd. The user's bank

t hen settl fth t r edi ard.iss t the end of t day, [0022] The
| PA accoun iﬂgj a sp‘ggma -a?e?u‘?lﬁag%“@qi%‘é%maﬁﬁmP‘isﬁ?‘(%*&?%ﬁ?ﬁ ‘B‘%‘%{I ity for
ori gi nat i nyithirespect ompaynpeaReSia fht Rdemétn ThBse! thifes A€ BALHRRYpRAlY be

accessed elechroni cal I%é%y t he user of the account usi nlg_stan_dard

aut hent i caft"8rY® BRYEedR fads vih grspechioppans, inance jaad piilisies.cltacmredigted o t he | PA
account camab8CHGH ﬁ1h%Hﬁqottﬂérvﬁﬂagg?plg)ﬁ?tgaﬁ—%é?ég? r two Teasond 't €r active TV
and cell phone technol ogy, for exa e.” This restriction provides an added
| evel of cBugumedCHimpssstipwdods mot pravide rensecivaanthorintioryaniascohdlypr ovi de any

of its accy ] romkion to any strangers., The. above descgri bed Wb Broker
(oper at ed %@”ﬁ%ﬁ?@é’%“? g% H%eé xffsr%%’g ﬁqufﬂ?f]%ﬂ{’ Egtw\ﬁ?’f Wef’}‘ﬁ%"qw&nagl?ou nt to
initiate paymbaits Fadisomoicnd dyR@nt hewad e hdéRBY, deposittthEiseqt | al feature
of the prﬁé%nt |%€g§%on, .conpletely contrary to the prior art, is that
paynent s areh © pylablec Buerntastéo o EHEsactions, credit bed pffYise as a credit
over the S@é‘;ﬂl‘cgnﬁlféﬁuﬂ@taﬁ\iﬁf,&aﬁé& bgt'n%?m&ﬁﬁ%ﬁ imPWY wiel ated

%
transactions are currently initiated on t EF?’ SysS é(ﬁﬁgﬂ%%e II:IFT credit
message of regwess gndisetfratiom{ien &iPEN or hiher autipntication). aAswignékdic and debilvancenent
in art whi e wi.th.respect to electronic commerce. 10 09
Decenber 2‘8&8%{}?%6%& I Til Iug?saFtbonﬁﬁgquﬁﬂ? ﬁ“ﬁfge st Prowids the mercant s ynct i on
account. Whayee) with tiRAkeps' tb theagaesweskne! B poINinoadllof effénBhg i S CONstruct ed
with a "receive only" functionality that enables a nmerchant” (or any party)
to recei vePWMEREAE W%&%?@Wﬁ?@ﬁ@ﬁdﬁﬁ@S@FEHM-em a VPL is a secure
addr ess th@pigan ber hi J f r i Vi ng funds.
These funzl? csz;n then@%gg%%g%ﬁgﬁ“{:bgﬁfw ?V%&E%? Sﬁl 8?@%3?0%%%0%59??1: S
cor r espondinifebPRSPeymeyts aredlaint) apredestmgirglationskipaetiayn thes wi | | be further
descri bed bel ow, there are several types of VPL accounts according to the
present invention: one for consuners, one for merchants and one that is
initially linked to a cash card as descri bed below. The card VPL is a
receive only account that can only be debited via the use of the cash card
and a PIN. The consumer and nerchant VPLs can simlarly be PIN debited to
access the funds in the account. Unlike an | PA account, the VPL account
cannot be used for initiating EFT credit nessages. |In one enbodi nent of the
present invention, the 1PA and VPL accounts are |logically one account with
two addresses for account. One address, (the |IPA address) is only known to
the user (and its issuing institution) and is used to nake paynents from
the account. The other address, the VPL address) is used to receive
el ectronic credits and can be freely published w thout any fear of fraud.
[ 0024] The Account Reporter is a portal for consunmers or business to view
t he bal ance and transaction history of an | PA or VPL account. In addition

M . . A ™ A o




11 09 Decenber 2004 on the web according to prior art methods are not
connected to a cash managenent program In contrast to these prior art
systens, the VPL, connected with the Account Reporter, offers a conplete
pur chasi ng and cash nanagenent opportunity for a nerchant. The VPL and
Account Reporter conbination provides a nerchant with instant paynent

recei pt verification, accounts receivable functionality, order fulfill ment
facilitation, inventory control/supply.chain nanagenenégf%qmb%&?w and
data mning capability. [0025] The Account Reporter is a flexible conponent

of fering i ngha ' j on econciliation and record retention
so that nmerc an'.wsrgggﬁﬁtr%cg E)%nﬁx%ﬁe%sg agqé)et?lgc%'é?lﬁ@?r%%‘ir fopayients in real
time. EverythvPlerdhamnveidchis anhe atcost e PIN. TRAGEI@ewbaRbrhshs bemed. This
archival / retbri eval, .functjonality is the perfect instrument for custoner

servi ce and™ %t HOMIHFIGOL bersactcRlbl oMteravars @6 ftds inarfossbls ferl 4 capfumdrdo above
features, Widvbphtexidtite RARDLRLSFId l@gthgg i rcfhﬂxﬁtgéon%n ement as is
FO Ing the structu

required with the prior art. [0026 Fes de&cri bed above,
t he net hodsbusiessiga the Intaspat. Withenaspieotio el provisiomsiiire tensamer DASHELSEES t O

conduct Seqi&, 1 cal . shopping on,the Internet, to pay anyone

online, pay any%ﬁ)gr (F‘ﬁegg%r%%ﬁeﬁnggtg mghmpatkor F&BW@WF’%%HVF?G%DI iyne, yand even

use a |i nkeqbeméﬁgmahfs(ﬁnanih@oﬂ?éak@dﬁnﬁ&ﬁs&hé@%e}'ﬁfe%sﬁiboh@@lecﬂfo%%ﬁ% i nvention
t

enabl e e-commer.ce in both the virtual and physical "marketplace rough the

use of | eg@EQViingtheganeount asl RINApEbersdn srangeiy weenthe Intérnetst r uct ure and
currently gu@igabl e pigbs ba : - Jhe present invention
further m)rée[ .sgjl] ves many? i ?ﬁﬁ%{ﬂﬁ%ﬁ%ﬁ?ﬁ%\ Héebq%r%%%ﬁér% ntnﬁogelprlpor art

descri bed & medelof theesoniymerd0D desiteetortety atcompaa disc@dp) Bom awel | ' t echnol ogy
in which a st _recei.v he consumer's count nunber (and in sone
cases PIN ﬁé}%%??&&%%”& ertﬁof%?%?@yﬂmm‘%gtrﬁémﬁﬁ?ﬁ%?ﬂﬂl ¢hods of
the presentnd/ovEiN toake webeiBet 0. n'i&émbf&%qm%%%@ﬁ #dhn Wy ch users
(consuners or bus esses@push an EFT credit fromtherr 1PA or DDA accounts

to a 12 G9BEERHSkhezeigieridp shamits the Bropesed transactidrotntitsfank 129 dro provi de
their own sRicHaht KQuifdr GRUAE EFDPGIR TR Shown) for approval. The merchant's

bank 120 then contacts the bank 130 (issuer bank) which issued the debit/credit card

to the consumer 100. The issuer 130 checks the consumer's balance on the card and

either approves or rejects the proposed transaction. This approval or denial is

transmitted from the issuer bank 130 back to the merchant bank 120 which then

nforms the web retailer 110 of the approval or denial. If the charge to the

debit/credit card was approved, the transaction is completed by the web retailer 110

shipping the goods to the consumer 100.

[0017] Some of the sare drawback described above with respect to Internet
shopping equally apply to electronic bill payment. The first drawback, requiring a
pre-existing relationship between the consumer and bill payee is not as great a
concern because this relationship most likely already exists between the consumer
and the payee (e.g., the telephone, cable or utility company), The second drawback

which requires the consumer to provide the payee with his or her account and/or PIN



[ 0028] The preferred enbodi nent of the present invention provides an
enhanced | evel of security because sensitive financial information is not
carried over the Internet. In this preferred enbodinent, all of the
financial transactions are executed through the secure EFT network. This
preferred nethod of the present invention provides buyers and sellers with
the confort that their transactions are both secure and private.
Furthernore, since payment confirmatiops are i medi at eP§ Desesmber2d04 ough
the EFT network, sellers can rest assured that the buyer's funds are "good"
before the gure j LS L. 8. Jbefore the goods are
rel eased (shi gp%gta_th%ﬁg%%ﬂ%r c%%@éﬁ%qé%&&ﬁfaﬁgmelﬁ%& Pments of the
present i nveabkwfopbititapses) guiclithcantums preumsbiptysnRbasesaby@iwithe prior
art systens QB%’G Stoh(?ed(%. The Sgﬁll ori %:% of .t he technol ogtx required to
i npl enent t & PSSO ORPRIRS B At HPVEeseidhe payee Witk atlgest &isther r educed
startup CosdcBoun® hudber dthiidudbh HNhOERBEMEIPRvERE Present invention. Payments
made accordi ng the present nethods pass through a mature, established EFT
switch which results in a |ow transaction cost. The paynent nechani sns of
the prior aSiMMERRDFIIE FRVENTGORF 0cessing smal | dollar transactions.
However, the efficient, Tow cost architecture of the present invention
supports pa¢fiits ofThenyessitieveatioh feprepaits £adw paudibaodeb@humur chases. This
architecturezec%u&igorts th &Lowi ng need for Internet mcro-paynents for
goods such AETGHCPrBeL; WEAseH G IpfPg Rlatformg conyeational pisrant | ar ge val ue
payment s asnit@irhctuicd d3déurkktf Beaimbk Web$h&d 1@foE) BAILIGL dinRLesent -
i nvention, t ge t wo nost S|191)n|_f| cant di sadvantageS of the prior art online
shoppi ng mek ket dheqertusliand physisel matkatplact eBre coneapt prowidesa safe, sofindal |, t he
buyer (con ' ' | onger . pravi di its confidential
fi nanci al %ﬁ?gécﬁl%{?%#g %&z 2"3’%3‘%&&"8{}%‘%‘3{%20 %QPQPE%JF&F{E{’W@VIP he buyer is
deal i ng di rad payanyohdivirtualiyosmywhersS4lwlitiicus thelobisudidr hivingtoRngEer red 09
Decenber 2004 1€ “[eug})odi ment, a bank). Furthernore, no pre-existing
rel at i onshi*FCHBEYRPEZ nfermaon Fill the nayee: Mershants teprive imanediate payment [ 0031] For
the mer chabufidiof HGHALS PVERNCNRL Hinlier GFT) helhBUGRe] 05 dhipansact | onal
S. nmethod a

cost as conpared_ to the use of credit car SO prgvi des a
reduct i on ihFirRradnst with confidgnee thashepaymehi Hae alréwely beeradetdivedofThshe transacti on

virtual ly gldg:s ' nd _char geback .porocessing fro tlllg Vi ewpoi nt
of the fi n?ng{ﬂg i ﬁg?lﬁuﬁtp%%ﬁ&goﬁﬁ@i d;?gﬁcﬁ%ﬁm tgaglisetc?}f)?% ﬁligws[n%%t resent

i nvention afehtidnuef “stebrashéitae srell heprpoidedfatifitiesobr Eustntbr b&iedce bSd fepfi@r ent with
credit carg transactions. As consuners are typically only responsible for

the first $50 ¥ fraudul ent transactions, banks typically absorb the

sonetines significafhe ﬁﬂﬁhﬁﬂ%%%&ﬁ&qgtﬁg@s&aeryog#'pré@% I%t} ibg ¥ for hackers

to steal consumer's account nunbers (e.g.; Cre car i eli"s) from an
| nt er net nmiiclKem Paysesbgstab Pricyssed, klno kiadvwarhssi Weke Brdker; aeligibaMtallpev er

the case oft BBl ab Bl o e S buine vBR By Peiher (VRivEmant s o busi ness
to busi nesdcequanRepirienise exIdtiag BPTHOG oS afdd ¢43R CardDTRAURD HIBRLEADI 1 ity by
providing t abi | yt .for a‘gé_gne with an account at an institution to

t ransf er fﬁ”ﬁﬁ@?ﬂ’l’ ﬁ%}lﬂ‘?éh%la Hhoany| Bsrmsblrowper adthomenmmerce bapabitite or a

di fferent ThRsSWeb Wb sofife B he sent invention
allows parties to el e(S:ct’ronFcaI Pﬁﬁgﬁg%@%ﬁeg%g@e Otrtgfn)?)ﬁﬁ%:gfﬁéqu wi t hout

t P fe e? pe tn S @mliggtt@dh? ugsrigiDeimayd Pepcsit ﬁl{c@gtﬁﬂq (DD.f))‘ afdtéPAeadccﬁm&t Hmi;:f or t

ef fectuati r ayment s Jncl udes east one account system

oper at ed by%g ¥ ?lgeté £ Rflmrl]%ttﬁef %‘iﬁ {(g)rPUSIi agché’lmcl < %étt'; ﬁi?ﬂb‘“aﬁ@&ﬁ‘i‘fl B&st em

mai nt ai ni ngecanrps Woranly iother adcogtte thrhi@Ride PRYMRWhAaccounts for a plurality of
custoners of a first bank, at |east one of the plurality of custoners

havi ng a demand deposit account at the first bank. The preferred system
further includes a bank interface coupled to the at Least one account
system and coupled to the first bank, the bank interface transmtting and
receiving financial information related to the denmand 14 09 Decenber 2004




deposit account of the at |east one custoner and related to the electronic
paynment account of the at |east one custoner. The preferred system al so

i ncl udes custoner interface coupled to the at | east one account system the
custoner interface providing an interface for the plurality of custoners to
the at |east one account system the custoner interface accepting a command
froma first custonmer to transfer funds fromthe first customer's

el ectroni ¢ payment account to an el ect?oni c paynent ac08decesbermdilder

custoner, the custoner interface transtferring the command to the at |east
one account [gy§t em Waj f co nded transfer of funds.
[0034] In a[sec}ondr Bﬂ@@ﬁ?é@%%@%ﬁ%{}&q%g&%%%ﬁ%#%ﬁ REPIUEE At i ng

el ect roni ¢ pejamsdembpdicient| ée fanctiohality bHihe WEBOR s AsGYHicofbiieM oper at ed
for the bengfi b he account system maintaining a plurality of
el ectronic gl%/%r%ér}{ fog cog%%bsé’fog?r eri’ﬁﬁﬂcﬁ?& Q’Ig%/‘?lywélﬁet gugdentecghasee thee bank. The
second pr ef mnmﬂe@ihtbﬁldﬁﬁmppfdgrekp&{enbé?%lmv@l%b%ﬁ?s ’conﬂng we%c%ogequpl ed to

pred to a 2]

the el ectroni ¢ payment account system and cou enan posi t
account sysfahedrcomazatediingo existing digital Balleto fo addehepimiqueed palyshenl fegtuet Omer s

having a degmpswdsrosi intained.in the demand deposit account
system the bank intere?'ace ira%?%ﬁ?@feﬁa?gﬁﬂmr M@E%%%‘Fﬁ?ﬁérs)i nf or mat i on
rel ated to Gahdedwmpodtetbinastht Veabrokir tohlldw fr aécouRBRiin@AscE Ysd AEr and

i yment .account of the at Least one custoner. The

relatedtoéch(?getro C pa eas!

second preferr e difﬂé’ﬁoc Qy With dhe fditional Walley finctippalidy andatbe coupl ed t o

t he accountAsupailitRBpokieie f ereireRl in{rélﬁi%ﬁ,ftﬂ&WeBﬁsf?&%]egme@L ﬁl%erface for the
t

plurality of custonmers to the account system e custoner interface
accepti ng £ORBIRAAACEIUBHH shopionhe webs paynieills, oy tyans fseore Bleogsnid r om t he first

custoner's i ccount to an el ectroni c paynment. account of
anot her cugt%)e??g%{lﬂt %S%ﬁégg%rrﬁiaﬁﬁé?‘?eg’c@ef’?%ﬁ%m?cﬁ%“’:ltﬁ% hORPEED to the at
| east one actvigntTheygeeRrobi thiis gbfed cbakafers Wah G QuRRRRESE. {fgansfer of funds.
15 09 Decenber 2004 BRI EF . DESCRI PTI ON OF THE DRAW NGS [ 0035] For the

pur poses of CPYGHFL WaY (ofgneivet iipancial franseefions ovesthe Iofesmes i s shown in t he

draw ngs a [6@ROM Whi Qfke hiajdtf SLMRE b4 Wi i Agunder st ood however,
that the invenfion is not Itlﬁm'teg to t%@%ﬁ%&?’%l%&t%j%%ggﬁmﬁnﬁ %t he draw ng

in which: [EHOBEEY giepdas 2 cpnvenichearehicld, ergly povidifga methbe of @bridgnt er net
paynment pr g | RChHs] i [qr credit. cards; [0037] Figure 2 depicts
a first enbgﬁliﬁﬁrrﬂent o?h@%gggg%é%(ﬁ%g?rﬁ’%f fchiensdFghSBPISt er net shoppi ng:
[0038] Fi geddogedefi auast th audiions0 WLBEDAE WBH rokd chilfoBd 40BIor NVeNt | on:
[0039] Figure 4 illustrates a, prepaid cash card enbodi nent of the present

i nvent i on; “JTOBHGT RYGHPR IsHssqciatesk with ens of mypwg DRMyandéor b adéowetst Thé t he

present i NVesH BRKs : itﬂélﬁs% 4| . iJdl .paynent, biller

di rect enbodi nenfﬁarﬁﬁgﬁi‘h%%esentr?’%érﬁ%ﬁ%%ﬁﬂﬁtﬁ uSaRq | ystrates a

bi || paymeBtarasesdy The Wetohiokerfudbsrsohthina b reveipefatuet smNirolite fehi@redr €Sent

i nvention; 3] - Fi iblustrates a bjll. paynpent, custoner

consol i dat P%ggg%i%? acgﬁfmi]ﬁ %P@%&?ﬂeﬂ{ﬂéﬁwgﬁﬁ [faspeFd fo Tegpinte 9

|1 ust 1 at ebnlerd$o thsOlels Brattel THooWes Brdker bHAa hododd IR0 WoR ARG 2t ed Wi th
on;

an electronic Vall et s&gcor ding to the present inventi
coupons, sweepstakes or other marketing incentives associated with use of the

accounts linked to the Web Broker. The Web Broker enhanced Wallet enriches the
consumer e-commerce experience by eliminating the tedious process of filling out
lengthy payment and shipping fields as this is done automatically. Merchants
significantly benefit from the credit push and form filling features of the Web Broker



[0045] Figure 10 illustrates an enbodi nent of the present invention in
whi ch EFT credit pushes are funded by a user's credit card; [0046] Figure
11 depicts a private | abel enbodi nent of the present invention; [0047]
Figure 12 show a plurality of banks operating according to the present
invention; [0048] Figure 13 illustrates a structure of the VPL directory
enpl oyi ng emai |l correspondences; 16 09 Decenber 2004 [0Q049] Fi %e | 4
illustrates and al ternative enbodi ment gof a VPL direct ecgiber @994
Figure 15 illustrates an enbodi nent of the Custoner Interface. DETAILED
DESCRI PTI ON eftfand&EWaMENTS i ras the credit card, on-line
and off line debit and ot heg‘ﬁh%%g?édrﬁalt%o e sosg%%n%llgﬁréei"brﬁé%}?s Bhe of the
uni que f eat ¢h¥ord at fhe BRS fiescro gbnsumersp e litteness e Bithldte gty Fodmhsy Of the
paynent ins i : ) nt ich follLows, In the credit card,
on-1ine andtl%#?&elp:a ﬁgﬁ%gﬁd{l}%ﬁa@%@ma%mgwoﬁ Bgiagtomagic fam fllingi t h an

i nst ruct i on feahaes efthd Wb Beske Bﬁaﬁéﬂd'WﬁllétﬁadﬁéHs!sﬁﬁaPin%léﬂﬂﬁ frpmdhe puyer’ s
r

account . Dependi % on t he sgstem this debit ins ctiroh results’in a
guar ant eed g‘g‘{}]?ﬁ@ aylomatically Gled ig; elgpingingmasvalabi erromt her t han a | engt hy

wai t for fupmsi) suchy dhetddBod: ?E%H or _sonet hing..in between in the
case of an off IIi ne debit aﬁgﬁ%ﬁte‘éﬁt? ar g‘ﬂﬁ#ﬁt‘ao& B Nelipy the prior
art nodel s Brer with ipenetlit odrd nhmber dhe nterisangivanthe aptidfodascpd bed as the
di fference A ' _and a, "push” el. In the conventional nodels
of today, the se le@ms%g:hf’rscmdg%c@l%at@’r‘?é&?bgowgﬁ’i@ﬁ@cﬁ&wﬂ@f@&@m using a
debit i nst r adharoationdor the cradittil theRIERBEIYF th i . "nushes" an EFT
credit to the seller! zr account. [0052] Fié‘%?%%@m%???g%g%mgg?ﬂsst

embodi nent ¥ et EEdmedit ta vhanayemis ifimdafh from the finds fromrthe dradit ¢sgd.ng

busi nesses Bigdishds Bk GRASRRE @)mmr%{gﬁ%ﬁ%gﬂéﬁﬁg%&&%pﬁ%ng. Fi gure 2

further illustrates the naln structura r esent

i nvention. Bf¥tent e IPApcemmhisa shévéal paroseacthir®weh lwki-gh t he consuner
the workstation 200 is a

t - ferred enbodjnent,
Per sonal_CouniBat) Bisorieufudb G Hrvingvis Fotiohi syt aaown sucamins
Net scape TM tmséayariadEivbaitall 1/ 86 08 U the hloitus bRl &G TMnch Bt o7 nat | ve
n

enbodi ment s th user can access the Internet usSing any ernat r eady
devi ce sucHrEdUres . AR e dhnglrstranistricoess br the I neonmi cabbgi t al  Assi st ant

(PDA) such a@&nﬁ)l.gﬁéd”ﬂmpduhﬁ’ﬁﬁ& cdtd 9e%huj:r, PBRPEte%ct%Q TV and cell phone

technology, for example. This restriction provides an added level of consumer

protection in that the consumer never has to provide any of its account information to
any strangers. The above described Web Broker (operated by the user) securely
communicates with the IPA account to initiate payments according to the present
invention. One essential feature of the present invention, completely contrary to the
prior art, is that payments made from the JPA account are transmitted to the payee as
a credit over the secure EFT network. As discussed above, only debit related
transactions are currently initiated on the EFT system. The EFT credit message of

the present invention thus represent a significant advancement in art which has no
peers with respect to electronic commerce.



17 09 Decenber 2004 interactive TV. The present invention is not limted by
any particul ar physical device and can enpl oy any device that provides
access to the Internet. For exanple a public kiosk which provides access to
the Internet can be used to practice the present invention. Each of these
devices will have at |east one processor. [0053] As the user accesses the
Internet using its Browser 210, a Wallet 215 is launched by the user. The
Wal | et 215 can be downl oaded and instalded froma websiOPdleeamber 204+
wal | et technol ogy, the majority of software and dat abases conprising the

Wal | et 215 fgpiyes OR; b ryer, enpl.qyi at | east one processor,

and the uself[ acgessegmfai}]ajg?%%’t%wfﬁra&ﬁedmgiw@uﬁ? Whilsan on (e. g.,

i con) on t hP/Beavisoccaidl clGumrichily) atVRING bbkspuebd Hith s WldeRt oﬁ%ﬁ can be

oper at ed onpj_.ngﬁ %{Yﬁﬁ%ati qn 200 h%[iself, W t hout the requirenment of

attachnent 1o th akles 4 mewchant (oraRy Partpde raeizd elscicwispamedascr i bed

above, the Md@tmﬁﬁr.cmrmrmi%gmgg%siﬂ?ﬁpgen- PC %@Q es such as
e S. e

PDAs, cel lul ar. t el ephones, and interactiv c%rﬁ‘s’ﬁ y access
the Wallet P m\ﬂﬁﬁl“@all%gg’@@ﬂﬂmMﬂhememﬁmdManb&enslﬁlmﬁmha’nﬁalgrmp{ et button

on the Browgsin . ti a wallet icon at the merchant's
web site. For ln%@%%%gg?%ggﬂq@éb% rngﬁ%ouE RrefeablE opeea - visa a

separ at e appill tedfuither described belew, thetdlare @ﬁeW%WL%W&cQ&d%@Q&i te. Ina
preferred e odi%nt of the present invention, a business, such”as a bank,

operates t he- Ser e ER: ARG 108 consumens onstfopmerchanty andani dhat Rrinigintyni ng

I nterface (laRed toléss8hesRadi ' jtional security of the
connecti on tget ween the Wl F@%ﬁ@%dﬁeéagigfﬂgﬂqﬁﬁelﬁgﬁgw% r accounts
mai nt ai ned &t camenly e dpbited vimthe pe0sahe sk ard aid slBIN, CThe édagumeraher r ed

enbodi nent g ;L ty [ ich the WaJ | et 215 incorporates
all of the f%rﬁ%#?ggg’??%ﬁgﬁewd%%ﬁ%ﬁ%@@ theggtaank onponent .
Such a Wb WBrlikken [Rhhemari thATRIeiccadB cRiof B 15d & '%ﬁﬁgt@f‘(ﬂ@é{ifnti onal
(e.g., formfillin fuqr‘:é)tions of a traditianal vval?ll et —an urther has the

paynent capabrtaty TbPs WB“EPB@@PTM inyentings theiIBAdnt Shwmccmits
al ternati Veke/lggﬁﬂhﬁérﬁchcbd}]éﬂ;{ggﬂrt@oéd %’rse% ﬁa}%ebﬁ\év;eé%%e&ﬁ% t 2i5 can be

t he conventional form Dece 20 t he
appr opr i at @dflissdisronbieknoymn thehensbr EnditeissRAY nstitnticn)hi fshsedfqgient

(illTustrat ' QUL i scessed bel.ow?, t | | et, 215 is not used at
all, and t%gylhv\%gé:%rgﬂégeréﬁ%%bg@? 3@333%%5%%%%‘%@3 sepedorrsive f or
gener at i ng etehgopayreitt andebdnbe fréely p@lishdd Wit heRordi ggussi on of the Web
Br oker enhmgji Val | et 215, particularly in redgard paynent functions apply
equally to Web BABREFOURDReRGEEH s gporalior consumerd onbisimesciovndat  or  when
used i N CcOBildRRlah® raddat . feta | et . 055]...The user's log-in to
t he Web Broker, enhancedﬁbvn\g}%tgﬁ%fﬂﬁgbgg@}dfagcogﬂ%%ﬂaﬁhg}ﬁ‘fB’&H‘EgaB‘F%t ect the
conf i dent i gesctibedpbounipteniedifor s withnirIPrpddcomt,athe e ahit Repbddd t he operation
of the Web; ed \Val.l et 5. ce accessed, a W ndow contai ning
the Wb Bro @%@ﬁ%ﬁ%ﬂ&ﬁ%@tﬁﬁﬁﬁ Hs%h%%ﬁmh@%m@swzm 200 and
r emai ns_op¥RLdueduns. (The Aesain: Repgies po9ided B Bl Ok BhnGORANSS, V! | et 215

wi ndow has_t he abilitg to communicate with other open Bf owear indows. I n a
preferred %IHQS‘EI‘?% actqugs rpesdyable/pisshassrer ards aginshincataing BRTgeymenhanced

VAl | et 215recsedt. hmedaly ty . ernative.enbodi nent, the
connection fromt hegﬁlg%’:}ﬁg&%rgi%%e{ﬁ%ﬂ Oggﬁq{%[‘ i e\?‘é‘ﬁ“‘@ﬁ%!%&e“é‘?‘?ﬁ‘gnced

Wal | et 215VI38PEVRE seaseh dngirtefin thegkecaums @ppirtdre THisphovids!thd\Berf@had Ni rd party
private ne&wé& iliggigt? As one, of its primary functions, the Wb Broker
enhanced VI Bt 215~ f hoLGR PEmen FRYF ﬁgdaﬁdévfué‘@hnw(wmhm Br oker 227
serves as shiypingsipply thairmfadebaes d g DDA account
230 described in mare detai Ia@bel o&@ogﬁy?giﬁgé‘gﬁﬁégﬁgéﬁ%g%?ﬁglrﬁPaSFﬁe Wb

Br oker enhanced Wallet 215 stores the follow ng types of information: Form
filling informati on such as credit card nunbers, debit card nunbers,

shi ppi ng addresses, alternate shipping addresses, frequent flyer accounts,
menber shi p di scounts (e.g., AAA, AARP), loyalty prograns and e-nail
addresses; Discount information such as e-coupons, rebates and

mer chant - speci fic spending certificates; Points or mles accrued for use of

the accounts associated with the Web Broker 227; and Conveni ence
i nformati on such as




09 Decenber 2004 19 frequently paid VPL #' s (described below), bill paynent
account #'s, receipts, econmerce bookmarks, shopping lists. A preferred
downl oad folder is installed on the user's local hard drive. The Wb Broker
enhanced Wal |l et 215 has pull doom nenus that are used to select, edit,
update, sort, inport and export any of the above information. [0057] Using
t he above information, the Wb Broker enhanced Wall et 215 automatically
fills in electronic merchant purchase forns with the u$SDecerppp?ees
address, e-mail address, discount nunb ¥s, etc. The Web Broker enhanced

Wal l et 215 sug&grtg Vi r[_ual cash Jé]IaPA/ DDA) paynents in accordance with the
present i nveft S {eOBrSOHIRE BPRPT ¥ BgihedsaRnq) sHinectedion capmpmggEdient s and a
conbi nati on progstabﬁ Th BEhtia¥i8 the@t prRRYABR s VPLS SnhBsd WRsmE | bed bel ow.
Upon recei pt of an el ectronic purchase nmessage from a nmerchant web site 255
as will be faFtHNBrRPpeger pibesa pameie wirchasing gpdensh menedementephortingy Fi gure 2,
the Web Brok ephange i Q- FF1elsls pur chase;
2) initiate ﬁrlg_ paymh?hwg%%%géogg@ﬁn@%&a%%ﬁ%ﬁﬁﬁ to %%%ngonsuner' S
bank 220; 3) witkinsfagt nafmentaeaiphgsrifichtionh accmentivegitdbie fuagtiopalitnfonderat i on
(identificati f the. nerchant's account. 235 at the' chant's banhk 275);
4) generate %&”?%“ﬁ%%@‘“@g’ Ty %%%?QSEPPIHQ ??@ﬁmﬁ?@%@&ﬂflhe ner chant
web site 255damamidBig dagghidlitiyer 240; and 5) generate a receipt that can be
stored at th 3 rver hosting the Web Broker enhanced Wallet 215 or the
user's stor a@tg Ue. g. , eqodt Repoyrtepis aflsriblecamperenbeitering instappprymenk er

enhanced VAl t@firddRnUgedncllRE6H 2@ Secdrdrefdhtidn B ke Hxlef@m% taBdi cating that no

pur chase has been nade if a purchase is not conpleted. [00S8] The Wb

Br oker enhanB@ehafetriies ageimst aqal payasni in rEplime Rverst KBk trrssastisarcatbhe pur chase
requests not uapmpr, : A 10 m nutes)
will be invall détsee%é.ﬂé%%d?%ﬁn%ﬁé‘%ﬁp’%’ﬁ@%?‘Ea“s‘f&‘%u#‘%'ﬁh% gdectod wi t h

respect to Fingftneengfobeustomer séreick\dinl dtagkinmgeTHeakheetht Reporétr offdrs all of capabl e of

supporting [ ined.reci,ssion periond (e.q. 0 m nutes) during which
t he user %é'glﬁv ?‘%féur Sé‘rmé?}%kpe@ﬁﬁ&ﬁog%vrﬂg’emgagtealéﬁgé%w.em Iﬁaf’ﬁe preferred
enmbodi ment , telpoteglwithttheprmyent is irreversible, thus providing the

reci pi ent of funds.(e, 0., a nerchant) with the confidence that the
sender canno[towﬁgver sgﬁﬁ&tt@gﬂ’ﬁ’&‘ﬁséﬁm ayc: g mednde pothg Prefeht ure of the
Véb Broker eniaficeslloibddnimed mmdHu8inBa¢:a0 b duQQBurOindREddnigE . | N

establishing an | PA account, the user is given the opportunity to establish |
subor di nat e {hepRingOn thpjnieraet topaxsmyopcediontrey anyene finds ewive ey b8y by the nain

arent) IP : ] j an
| PALVPL. accora o aaonté, oft ERNES PRl Elth i phe ibad BASHARE A", Mc 10
t he parent' sthe\gtoseBt inkentior mhehiroechn\iddrien bathShe titteal pad physicals abl e to vi ew and
control all ! he children’ PA/ VPL account.s. For exanple, the
parent mi ght 'Eﬁﬁ%éettﬁ]reou%%ﬁ]aPﬁegoﬂ?gaf@a%wn?’g&e%nge B PAYRT, ch {Tﬁat t hey
can only recefraseutturecad Euresimly beailabie @8b-based ehioldgy, This wi I | prohi bit :
strangers fr endi ﬂﬂ m)n(?%_ t he, chil dren's accountgs. %ﬂe fparent could also-
limit the a or rUfBEFeIbiveRpn TUQre SRS T ibrotefleofdieount or limit |
(bl ock) any peyemNéIhd SHdd RARBCAVATEDYY- @S hE ItBnbt ran@s@ciuad €d Wi th

unapproved Internet sites) [0060] Using functionality from online banking
servi ces, th@uWisscipplogsin Whiphhoewhiss mustreceivs thescosmmeerisgoantamsder at ed wit h

(l'i nked to) @R sOh sk $3BeAS i i y %‘%F'H at the bank
220. The user isst h%s Sasbﬁqje\r_to f@%@#ﬁtﬁf%@%%gﬁ%ﬂﬁs?ﬁ ugl?trfrom one
account to dpshadsef the ptpsent inyetion|cPavesselyoun tpugiDie¢hnolven iswhitingsrsaccount ,  or

or esont 1§ nvee ey PP RBRey SNl i REE TR o R R, °,

financial institution (e.g., a bank), it is readily appreciated that any
busi nesses that can attach to the EFT network 270 are capabl e of

mai nt ai ni ng the accounts 230, 235 and perform ng the operations of the
present invention. [0061] A unique transaction nunber is included in any
paynment comruni cations to and fromthe Wb Broker enhanced Wallet 215. Al
of the paynment comuni cations are stored by the Web Broker enhanced Wl |l et
215 for




21 09 Decenber 2004 review and auditing by the user. Exanples of stored
paynment conmuni cations include paynent nmessages froma nerchant or billers,
paynent aut horizations fromthe Wb Broker enhanced Wallet 215 ,to the bank
220, and paynent confirmations 244 to the nerchant (255 or 240). The
transaction nunber for a pu-ticular transaction is included in each

comuni cation and allows for swft correlation and i ndexing of

communi cation records (e.g., reconciliation). The Wb BEJResersRanAC™Y

Wall et 215 interfaces with the Account 13@!eporter descri bed bel ow, which w Il
have access to all archived transactions. In a preferred enbodi nent, the
payment conmifffEant sascouns sritheutdiaging tcopraids el oW seRsHivE a¢9Blise and both t he
Wb Broker enhahegd, Wl l et 215 and the Account Reporter associated with
(attached to) a particular accounts are able to access the commopn dat abase
for these act®i3Rls. Tlhewralctredemsbalirecnt bhthe grefent invemtion pasvideekh as di sast er
recovery pur Rasgs.d INEoMED. Y BKET. SONANE el L RS, Al PUB LI Ser o
view all transaction hrstories including recerpts and nessages. These .

hi storical i tleristeaiere Iadiit pofeered ymbadientf dilnsfitheofinapbinl ttanpayicnie pay anyone,

shoppi ng, etc. unt,. payne initiated o recejved, nerchant, etc.
P0080 A o Fikined IRaEnd BTE BED stMopk, TSkt BPoN AR BSOR | ot 215 i s
responsi bl e mnﬁdﬁip&émdsm%&@m&@ws @ih iRQomfR bt thér khRadiBALRaBsthS account

235. In order to performthe credit push over the EFT, the Web Broker
enhanced Wl FEUre2and prigge Fetherpse, since paymenscopfipraationn pe immediaalyt hat uni quel y

112 b0 LS S B, oS

i nformati on I-n e nerchant
(typically si‘goodi bifors)thepchabetransartion isebmpleted\it., edaro thetgooBSud t ypi cal |y ten

to thirteen g%%éf(%m%r%B?O@g&ﬁg&%gor mati on constitutes an address to which
p . i

the Wllet 2 can credi ynment conmuni cations from Wb Broker
enhanced Wl [#29P1~ cBachad theteinbodiiveyts bfitha picbant idventibdhlprddesignifsahanced

Wal |l et 215 user's.nane (if required) and includ he_uni que tfransaction
Pber . “The. SO AR schatis 0 PG LSS ALt T AR RO R0 ant &
(daily,  22RtndReseedild 2iBhaMRakiny prefint nvastionRlrtad SxBEeRA fduRay ment s

(on a specific calendar day or in a speck # of days}. If_the Wb Broker
enhanced Wal freedyredstpsun Gosie &e apdnsaupprieticrmibe POt Bpitios. Begrends checks,

returned chegks d%Q&'m%%MéTﬁQ&eﬁ i 6h/3R%h £ha¥.ae lAsiEfaRds in the
primary | PA acc%%nt 230 assocfi’né?e(cgids\ﬂg%h tﬁ% Wb Br’ot%(rﬁakeé%hance Wal | et 21S.
Users are rethickegultinadrwowhsedips castc §p¢ payerentechayigios Bf thi prioremtranced
Wallet 21 S LOL: i, LISk i I h b Broker
enhanced Wl ?%{o%ﬁ%ﬁlgﬁlr ﬁ%kﬁ%}%\%ﬂ%p&é@ U?Arng%e%ﬁlﬁi taf?)a%g%ﬂﬂ?l% egf?lc;l/éﬁgrl%vg g%s S

recei ved in eswhitacturd QfBSpreddnt @vertion euppotcpayngnia oy amyrideiané ispparfedidses or

maki ng any p S usin e t hods of the present invention, the
consumer est %ﬁ@@%ﬂ%@%@tmﬁé@%@smws PR ?"Z °Weth its bank
220. Al t er nahlistlp¥yment I g dAs QA ks SBhneCarticlftint $edic Alskl vt BhppoltSlak®SS

preferable. For one reason, it is envisioned that only small paynents are
to be made f¥eRs payEenAs ¥ebount 230 and accor di ngly |l ess funds woul d be
kept in the Nt agy ARRASATe! Matiifhdal B bdvintlBR] b RbRdst! N @ DDA
account. [Oog_,é?]g_@#he J PA account 2??_0 Is a speegﬁg‘?lﬁzedn actount used

speci fi cal | ysigoficast disadveripges obtmpriorari online shopping cwtheds destitedpbexsent

i nvention. e c ee t dshed, the user is able
to fund thi g)ﬂ%gé%%n(f‘Je%Bl%f r%%%%&?%%%o@ rl(gffﬁﬁmg oerg%lﬁ%;sﬁo%ngé%%%s accounts,
consuner' s Lpreidifg ifScedfidential finarodd intfformatiol@thngety arepibe daterhethel d by t he
bank 220 or gny other account from which the copsuner can transfer funds
(o 2 anot nBrbepiie By irdeatie el PG o B o hE SR ca R Ehanc al
institution). The I PA account 230 provides the user with a confirmation
capability in order to verify that the amobunt drawn is correct. The | PA
account 230 and the VPL account 23S (described below) both allow PIN debit
transactions for withdrawals fromthe accounts. [006S] In a preferred

enbodi nent, the | PA account 230 is conbined with a VPL account 235 into a
singl e account. The I PA account functionality is accessed




23 09 Decenber 2004 through a first address to the account by which funds
can be transferred out of the |IPA account. Only the user has access to this
address and it is password and or PIN protected. If the user has several

| P. A accounts, when the user accesses its Wb Broker 227, a single password
and or PIN procedure provides access to all of the user's accounts. The VPL
functionality nakes the single account appear as a receive onlg account and
i s accordingly accessed through a second, preferably di0PrldeesmbagdPet .
This second address can only be used forf receipt of credits, preferably

el ectronic credits accor g o the present. i ' ' econd
address can 5ﬁﬁ§¢ggnu§%ﬁﬂigﬂgége<w%n Bﬁﬁ%?é?%gﬁﬁg%$8€%ﬁ§$Eggﬁ% publish the
addr ess wi t hahd ciamynef aarthofmebaone fraudul ently transferring noney out of

t he account. VPL portion of the account can. be accessed for PIN debit
transactions [g(gi\}vi N ggr Eﬂeffg‘?mtd'g%e’i"? H‘W&%W@ﬁ%‘%é’ﬁ@@cfso with the
physi cal car draggHeashan®t as%ru?:ﬁk%dﬁf@@ﬁéﬂofhfb‘dﬁ@&rﬂ@.@ﬁe&ﬁ@h@ WoRovAdes[0066] The
establishment of a separate [PAIVPL account 230 for electrqnic credits and

payments is pedrdenipifaud pederaditiosses. svhils therlingHonat &k trapsasHeer Y pr ovi de a
separate acc 1 o Ta ' SiPfe vESvps i | ar
accounts, a %F%%agegtd;sgn hlgtorggécﬁrﬁéﬁ%% 238'i S %E{ﬂ\%gﬁn%gyt he | PA

account 230 iisstingionnBodemacial ipstitetiops, ¢iet préseatrinvaytion all by cimipates ed t hat the

user woul d accordi,n Ly. fund snml | i t AU Snd6E in order
to cover pot é’r??elng’?l ogﬁg?(ftﬁg%ﬁﬁ'ﬁgﬁgs@ crﬁcﬁ{;%gd;&e%s%%h&ée %6 pe?%l%%i c (e.g.,
we ng kljy) auto ][tﬁhiir:]aﬂlyfoulydbsrp@nﬁlﬁie tfdrahd bt %ﬁm fatduka0tratsact@ns, hhitkes typétal 1)5 e )
enbodi ment of _the present invention, the .user. ayngnt $..i n.accordance wit
the present i"ﬁ%‘i’lfqeé?ﬁnﬁtﬁ’f}esffég”h%@%t @t @%P‘F‘?/wgﬁfﬂ? #EY‘Y%&%M fob%?&_%srécount .
[00b7] The | RAsRAQoRumYPS acd3tnt HeABEE | Sg. Cadbdih@vEmidibesd) ol MQnpasi on card for
physi cal, in person, purchases and withdrawals as wll be further described

bel ow wi t h r engsehent is gomplgighvesliminates sincs theyAgchaphey Syesgives WS 235 account s
al I ow physi C%foﬁi"@{% s via ATMs or nerchant card readers for PIN debit
transacti ons. 3 ecenber 2004 24 [0068] One of the nost significant
features of t[Ae20r eseflte prevest tiventionds ndt éimited tagthe ed5e ob fonsimy nEkiNgnet wor ks
270. Al though_these.networks 270 hav ' . L an funds for
years, the u<rGEses fomdogn e\?\%‘ﬂ‘(‘gaq oriag%%%é%oﬁ@%m%&%@x% gégélf&?%venti on
i s her et of or euasifiltdad, Broader applichbiityuserofidihg theBbifitniet awyoks withen prresent

i nvention provides.real ti n% ﬁ{@%i t. Thi gléi S cantﬁasted to %&% rior art
debit nessage ARIAHHLON 1 HRRTIEY o giope elasBho ARRhE AR PR ¥ §H%ed in a
reversal of arRgifRfent 8Rtifutibs, aME P irYBnd Ratfre of GHeGflésentGavedton alldves EFT
networ ks 270 are used to effect |PA transactions, fulfill |PA reporting

functi onal i t ypartien P destropisalisieansmy fyndp instaptenequaly yahoutile EIse 88 supporti ng
the transm ssj, ’s%in‘ﬁ%?ées.ti me credit nmessages, the EFT network 270
transmts msss%ges contal ni ng speci al transaction codes and account and
bank number 0933t ur ed graftuedsyst) fonsiettuatngeleeaicypayienis ingipdespn
transactions., Furthermore,. the EET . netawqrk .. verify the
exi stence anolea\f’g?l?e@f: ?091 TP SiER |1f1"°1getdib5}gl %&%ﬁlﬁagn’ﬁy?tﬁ%ﬁ%gqﬁeosﬁ%tﬂ bed bel ow.
[ 0069] *As deswsteiathirakiome a phirality af eléatronic phfAerd acounts f@ 3a@uraliteof/i r t ual

Per sonal Lockbox (VPL) .2 I, S | imt functiop account.. Wi le an | PA 230 -
can be access%‘ffo‘é‘%’@(? %g‘Fﬁ%g%ﬂlﬁ’ ?q?a&?‘m&?? gjﬁipﬁlﬁaﬁﬁ&)?ﬁ%%ﬁmﬁsgﬁﬁgﬁdsw&a VPL 230
i s construct egbp¥dif ddcduhilatiied Mol dank . EEpr¥Rrreddystend futibdrintuhalet 4 ankThi s feature
of a VPL account (or a VPL address for a dual agcess |PA/ ¥PL gﬁ(‘? unt)
provi des a nePEHaFcowR)pd Brthedt lenaang pogognt systempad erpidio ledut path 1€ (e g
payrent s) € hriowlhdiee Fikndiis wddvoldhif HRAGRI inforiRhonfarc® e aBAAGe addr ess
that can be provided to the public as a neans of receiving funds. Once :
received by a VPL account 235, funds can then be manually or automatically
swept by the nerchant's back 275 to one of the owner's other accounts 280
(e.g., a DDA or cash concentration account 280). This sweep can be
performed once a day, or nore or |ess than once a day as dictated by the
needs and objectives of the VPL user. [0070] Like an |IPA account 230, the
VPL 235 can have a physical conpanion card for physical, in person,
purchases and wi thdrawals. The VPL 235 can allow 25




09 Decenber 2004 physical access via ATMs or nerchant card readers for a
PIN debit transaction using a user only access (address) for debit
transactions fromthe VPL 235. Although providing the general function of
an account (to hold funds), it nmust be repeated that the basic
functionality of a VPL 235 is distinct fromthe |IPA account 230
functionality. The VPL 235 is a secure |ockbox into which funds can be
transferred but cannot be taken out (except during the 0S\eegembeproCess or
other PIN transactions described hereind [0071) In preferred enbodi nent of
the present invention, VPL addresses for various nerchants and ot her

recei vers of dsbestttacamintofiihe/atésasisona cestometand vekit¢dib lthe dlestranip pigtrhent di r ect ory

325 (see Figure 2 NGe the "recei onlky' .address of VPL account 235
T what 1o pbrBher i Aol opTieac e B SHPERS Pondis FueRE leer o o
the "recei ve imoaifyce cMipileP@5hedt teadd dne uéaaimtdyaém,tthecdswader BRerfabepbviding. | n the
preferred enbodi .ect or dresses 325 i s maintai ned on

g&nt, ttEe di of VP(E acl

an | nternet ZEddedscsfer taephymality ff cuttomers to the,of legst e SEPURYHEGHS websit e
that provi deguttb@eGaiRARid dcbaptih®a S@AMEAY B 2 Hh Bstonn ¢ klsfet 88s ¥k _
information. Alternatively, the directory 325 can be accessed by PDA, ki osk
or by phone (&g it qusiorsr’s elegtpnianagrerfaceunidp an eleetininnaymentisgesiiatsl. The
directory 32 . r verify
t he accur acy%ggﬁg}cg%ﬁﬁgg reté}}sﬂsst&ﬂgl}%?gaﬁ%tﬂgggm%ﬁ ??ﬁ ?; g&%agﬁdftg%?ﬁ#gt%n%cr edit
nmessage to t hecaotyystpin wedh effeatuatds the commandetl tankderes §1nd§.0072] As descri bed
above, the a s for_an IfA 230 or VBEL 2 consists of an identification
of the insti iﬁ@lﬁgn at %fec??fl $8é§8£ 1?1(1@?33}1%’%‘%‘7%’“8?%5@%?% x digits) and
an identi fi caldcooniopayie@tsdaadmisntn (lbotivnitalalyiert@tcoft srtem op@ited f@ithes) .  For
consuners (the ;g\é\),h}te ages"), the di rect,qrg 3125 contains but is not
limted to t RERSHHPL 3 bARkele 2ccpppt sysierp mafpipiging a pluplinpetsfectrpmic ppmegbnsuner
the user's Pogdoufds fbrGepIAdRy % SustddPSY BEMGhnR MRhd se@&lﬂlﬁﬁé‘f‘érred:éiﬁbqgﬂﬁdnﬂesses
(the "yel |l ow pages"), the directory 325 contains but is not limted to the
VPL address, fuger igbidesestanks srierface heupladde gerelecpnie payancof achenst sistsst  t he

busi ness' Po i gEgg enay 0 cember 2004
26 [0073] Asig?ge‘%}eg%%ggcrl ?ép‘%?g‘@‘g", g"'%?é(k)hﬁﬁ’ gtf)%%sf er %&%l s a portal
to vi ew t he YRiraliy cihamston285havifipe dAwenideposRegponmemaidtbbhed iothe desandnl| i ne,

real -time transaction report and reconci | es. account.s. recei vabl e/ purchase
records 250 ?e ?Sl(r:%sa?coﬁlﬁtcsgﬁlerﬁgtﬁ%%%{&ap“%ﬁpéé"mgrfgf.’mﬂﬁ ?ﬁ‘?ﬂf&?}l primarily
i ntended f or infesendiiyn ratsted@nhiedenting depakit hdvouriton tiiadlBas: biig/custbmenadAccount
Reporter 240 is &g}gﬁr&orat ed in the Web Brok 227 Wl | et fgerlS. The Wb

7 T

.
Broker 227 prefie FW%ECP&Y]&G‘B&%’“%{W&“?“@&&W estomes Toiseedisuners, and

the Account BeRQtdi@mbédimetPiltin 0t aiclstaHolS e rRA AR b UcER/L f OF
mer chants and busi nesses (e.g., reconciliation of purchase records and

payment r ecofyEgn, theoppipmerinterfor pravidivg an ingtice fut sheaduralitys of@ustomers Repor t er
240 as payne L LS I I rs are
recei ved thr%%ﬁgﬁﬁgﬁ%rxﬁt%n&gggu& ng gg%?%% %t&lg%{l%t e ggﬁ@%ﬁ?ﬁe, any

pur chase or denstorg0o (ramsfar figds om thé fimst ustomed ) elacithnjrapapment acawhi tomat | ons

(see bel ow) assed to the coynt arter 240 fr rchant and

bi 111 ng veb apuBR SR acbolfc AR o BRRL W cul e RBTRTERBA0E o al 5o
capabl e of r éeiowinagd pathe beisBt S@nkctdubdisehsvidddefdcmaet the cbébiaiicaker 227.
Purchase confirnati.gns 244 and paynent records 245 are retrievable, in

real time, fr&fe ﬂéﬁgﬁéﬁunt Reporter 240. Account Reporter 240 users are
able to view their records with respect to their VPL accounts 235 on the
Internet. Although only one VPL account 235 has been illustrated in Figure
2, it is understood that a nerchant is able to sinultaneously naintain
several VPLs 235. Each of these VPLs 23 S is capable of being accessed and
viewed by the single Account Reporter 24D, nuch |ike a consumer is able to
associ ate several | PA/VPL accounts with its Web Broker 227 and is able to
vi ew t hese accounts using the Web Broker 227. [0075] In addition to the
functionality described above with respect to the base features of the
Account Reporter 240 (storing, review ng, sorting transaction histories), a
mer chant enbodi nent of Account Reporter 240 includes additional
functionality. A first of the additional functions provided by the nerchant
Account 27

o




09 Decenber 2004 Reporter 240 is its reconciling capability that matches
purchase requests 250 generated by the nerchant's website 255 with
shopper's purchase confirmations 244 and the EFT paynent records 245. Any
itens that do not match are flagged by the Account Reporter 240 as
exceptions for review. The nmerchant Account Reporter 240 further provides
for identification (TD) and password security, offering varying |evels of
access authority to the users. [0076] Additionally, thd&Peeember A8edunt
Reporter 240 automatically updates the Rerchant' s” accounts recei vabl e,
inventory & f ' i a farther extension, Account Reporter 240

ment files. As

al so has fulf K hESQMTW%WIQM%N%ereby information from a
merchant' s 3die 255 i : i d : ouse to
initiate - pro ugtﬂshi p%ﬁ?ﬂ%@l@?@g??%ﬁfﬁhﬁ%éﬂe%nke ﬂ%vgﬁilﬁl’ tthglgl %%%Ser Vi ce
(UPST~, Federths dmwinge s SormpeieliFipyesensly poftread, ¥ héippimigrsted kbwewsrftbat shi ppi ng
executi on. - The, AGONDY. RERALLEL B0 0011A IR RIS ddkns ISLRIRT Servi ce
tools such as the abi ity retrievel review el ectronic qucL:tha e
or der s/ paynerf@3aleal Figues | dlnstrates thaprivr b enctod lof Inyerhed payrmdnt potessidg of ax
copi es of such. di rﬁ tldy to %ustqrrer s. The Account Reporter 240 further
provi des dat a medr g o°5|°’ée‘b[ ﬁ%tfis’col | ect statistics on buyer/shopper
behavi or, tr 06373 easoFuredepitgs BRedmbddnent S1iBPRedent hedMsn And track ot her
key denogr aphi csi. Based on these statistics, merchants can issue focused,
cust omi zed el BERFIRCECEBWPHRS t hr ough their Account Reporter 240. [0077] In
one enbodi ne t he i tl LS ar P >count 230 can

Mo FWhe g@lpldtéwlgﬁ.ah%e emB&dibhef of t&{? g)%llgk I&eﬁﬁﬁg

speci fy whether or not tl edits’it” pushes from lnc es any

i dentificati d#O3%f or niiguesv ustedtds a(peepgid cashoord ambodimenbef thepneeent . . ) One of
t he featur es&PJenﬁéhe el ectronic credit pushes of the present invention is
that the credit pushes can be nmade conpletely anonynously, with the

reci pi ent of [6046] cr edFiguheayillngrans apay atyonelehieximene of the prevdne inderitior; cr edi t

ori gi nat ed. eci pient of the credit is |l e..to match the, received
credit with l&%i'llpose lgB{Prbgﬁé{%t@%ﬁgib aﬁ“{e?taﬁgﬁrcdﬂﬁeﬁtﬁ%ﬁfoﬁ ¢ 28 09
Decenber 2004rezexttimieftish;i N the EFT credit push. In the Internet shopping
enbodi nent descri bed bel ow, the Internet nerchant provides the buyer with
the transact 62D anbigh¥ee Huspstes il pryment; seaviee mpade@ craeligationn t he EFT
credit nmessaggbs@iffentd? the}RestiMliftAfln; Mer chant* s VPL account. [0078] If the
user is less concerned with privacy, the user can include a partial or
conpl et e i deh®Q4B] cat i BigurstB ijlusivates ajbrl payments agiomepemsisolidafiont ¢rabadinesdit t push
recei ved by : contain sone identification information, the
Account Repo?’{glglp&%iééé%% e’ conf i gured such that the identities of
i ndi vi dual by§MEds wi | Fignet9 ifestateai saloiee tml grbesstoc hmding Be paotmtr 240 wi t hout
the prior consent, of .the user. initiated the credit to the VPL 235. For
CONSumers, tﬁ%m%tfgﬁ[ﬁt%aﬁgléﬁwné%oﬂﬁaﬁ‘ﬁﬁ @t%%f’rﬁsegtéﬁ\lﬁnﬂ% part of the Wb
Broker 227, \§U4be f or Figefed0alMstra®sh dubpldBRss6Rthe pro@nfiacQidoh RemeK t er 240
parate utilit 0079]. Merchant b sites 255 are well known

appears as a Y. , (

to those ski @i&r?dﬁwséﬁefﬁmq%hﬁ% syditeitles 255 typical Iy include code
(such as 13T 6l VI f g f 1 V4 Iy i %ib?ﬁ%s‘: :N.statenent s
(paynent rress%géle];() to _fglrllrgq\}\gl g%afiﬂé?té%gd%ﬁ;rbﬁlg?n%cgsc I e%tq%‘ééléggvﬁ’t hese
paynent rresséngg] t ypi Bightey 2sbew aphiraliteofihenisinperatieg agpordp@to thggrasens whi ch

i ncludes theadgegss of the nmerchant's bank 275. The ' payment nmessages
enabl e the consunef to push a credit fromits |IPA account 230 through the
EFT system 21@®48b t heFighk 13 dlhotrates 28BictubdofahaViPl. diravtivg employidgdmeidin pr ovi de
a hotlink oncgrrrles sraglgeg_ng site 255 that goes directly to shopper's Wb
Broker enhanced Wl 21 5. [0080] Havi ng described the structural elenents

of the present invention, the follow ng discussion illustrates an
enbodi nent of the present invention related to Internet shopping. As in all
of the remaining Figures 2-9, the nethod steps are illustrated in the

Figures in small circles next to the structural elenent nost closely
related to the action being perfornmed. In this enbodi nent, the consuner
(user) initiates the process in step 2A by Logging onto the Internet,

| aunchi ng the Browser



29 09 Decenber 2004 210 and selecting the Web Broker enhanced Wallet 215
icon from Browser 210 tool bar. The Wb Broker enhanced Wl l et 215 does not
have to activated until the user actually w shes to buy sonething, but the
Wb Broker enhanced Wallet 215 could also contain lists of links to a
user's favorite shopping sites (or billing sites as is further described
below). [0081] In step 2B, the user conpletes a certification procedure 205
in order to correctly identify himor herself to the WP Beckepeegdbdhced
Wal | et 215. Typically the certificati ok®process involved the user keying in
the user's I D and password on the keyboard associated with the workstation
200. The usel00#3l t husFigige At Hhseaescand aliemaiys cabedimeniad at\iai direpiB’; Br oker
enhanced Wl Lgf 215. In step 2C, the user is then presented with bal ance
information wth respect the | PA accounts 230 associated with the Wb

Br oker enhanid®a0Mal | dtigze 35 dhidiratearnssibedimeht afithesEwstonzdr Igpficons. I n a
preferred enbodi nent the options presented to the user include: Shop on the
Web; Pay Anyone (see Figures 3 and 5); Fund Accounts (see Figure 9); Pay
Bills (see FDETAGSED-IESCRITTTUNOFAHDINVERTION ty. [0082] Assuming the

user has sel d the Shop on _the Wb opti.on in ep, 2D, the Browser 210
coul d be ini fq%gﬁl y dﬁF‘éE‘E‘%ﬁttPéhescﬁ%ﬁcé{d’ ‘b%‘?%”éiqfés'ﬁ?eqﬁﬁ“ Bed merchant s
(which can aﬂaa@&eﬁﬁﬂé&iﬁbx&sﬁﬁ% Miky, 3OS B gl HeatSeEHE (HBFEMBMbSthe

Alternatively, the user is free to navigate the Internet to the nerchant
web site of Prsst inkawgioe i the fow phihe prymenhinstyucgipn ppdsthe paymentwiiebsi t e 255 of a

particul ar eclficak|: Iﬂ@g‘i? .ected an item
for purchas feTI%Fl ?%ﬁ]%net?ég gdg?&%é%ggi:ﬁ% fgﬁ%ﬁbﬂes{ibﬁgéﬁ O?Elg’da\/é gilgér\s “enhanced

Wal | et 215 i sellacwithvan insthstionethatraathorigesdhe @35 collecioiyndsAesm thebuya's a Wb

Br oker enhanged | et ,.215 custoner,. l.n.response this recognition, all
of “the pur cniceet; ribad A BESIEPR ol BSRRESF b Bl Ly (e

mer chant si t payziehbt if e cast afiaA bh-giak dybifxathed thieiehgibywhio for ilds Buolk®r enhanced
Wal |-et 215 as desc i%ﬁl above. Alternatively, tgg usfg_r_ cz&,s{j{ngn on to their
Veb Broker eWASHEQER HECHAT somehing inbetvrrg mlliecase oL 24 giflige 7P 48m at a
website for credfcadtd) BRGEMIHce BOGRPE PSR mIRB 418 &e BéHR| & thdfksdnfivOke the
Wb Broker enhanced Wallet 215 by clicking on an icon enbedded directly

i nto the meri@hention sanherlepred soghe difleragge befwesriangulbrend avayshemodglt fbn on’ t he
Browser 210 §0 . " n i [generates and:
transmts toélt %%&%HQPLQQ‘S%}SI&%%%&%%E%IS gge@c}% a%i%?‘ﬁﬁgy}ﬁgti on with ‘
respect to tipeoynt usimer débitangpucitinawaile ifittke prafeor invntion thoboydr dpdhes) t he

website 255 | e bill. paynent nmessage includes but is not limted to the
fol | owi ng da@a%%?‘ﬁ#ﬁﬁ?&ﬁﬁﬁsaﬁfé’%ﬁant Account #; Transaction ID; and the

Dol | ar S\rrgun[toom‘] tlhfa Hig@asamsmﬁaﬁx@tmmgiﬁa@éaﬂm?méehtaﬁmgemfn nmessage is
receive y the Wallet 215 wi ndow. A wi ndow di spl ays the_ bi ayment
message for ¥ @wnsw?rr{émlvg&g%ufme%écwce = C%ngfe?n#éﬁrgqﬁ nd, the

user can sel geppife. IO N fokhet NRsMAARNNSR irlidr@al daRpbhdits dfuichans: | f the
user does want to conplete the purchase, a Purchasée Itembutton is

sel ect ed. AlDKoUgh Hlesent28e serssete thridetice brqyek which the copngiceageesps it i s
clear that t{erabaMernps : I\BStali i hod

enpl oyed by nost nerc aﬁ? ﬁglécggrgygd%@{m%ﬁpkhgaSﬂ%@ﬁg@gg@%ﬁgﬁ%‘g& after the
cust omer has(P§2 laadideditthamintebet bofvsért2d Asudhas PetscipaBENatipmoriéochant site 255
totals the ifens ransuits .a consol idated na t nmessage to the Wb
Broker enhardbyar wbag) BT, 18 SEnB oAU Be BB IEL) ccred to
pur chase t hetht I't¢rnqusiag amt Intefnet FradpddvicepaghinmntweeastdgbA TManadhie orer chant
site 255, the Wb Broker, porti 27, of e \¢b Broker enhanced Wallet 215
Th step oH 14 PEgrRrTASEhe BB Snihp BRIt A EToRARAR A account 230
associated wth the Wb Broker enhanced Wallet 215. If there are
insufficient funds in the | PA account 230, the user is asked if he/she
would i ke to transfer funds from anot her account into the |IPA account.

Usi ng online banking procedures, the Wb Broker enhanced Wallet 215 is able
to transfer funds from any account accessible by the Wb Broker enhanced
Wall et 215 into the | PA account 230. If there are sufficient funds in the

| PA account 235, the Web Broker 227 generates a paynent authorization
nmessage for transm ssion to the bank 220.




31 09 Decenber 2004 The paynent authorization nessage 225 contains the
above described payee information (nerchant VPL account and bank address)
and can al so contain a user defined nenpo field for entry of any information
desired by the user (e.g., "paynent for new nystery book"). [0085] In
addition to generating and transmtting the paynent authorization 22S, the
Web Broker 227 transmts a purchase acknow edgenent directly to the
merchant's website 255. Typically, ai rgsponse to this 0f Peragwer 2004
acknow edgenent fromthe user's Wb Broker 227, the nerchant's website 255

Creates a purg d 250 .i.n a.dat abase ot _show for .future use in
reconciling ﬁi’%}%&?ﬁgﬁ?@ﬁé’ﬁ%ﬁ)}%ﬁ@%&ﬂ?ﬁ%ﬁ%ﬁnﬁﬂ%%ﬂ/pg s ynment record
245. As il usitvied ead chanerhplgyiiey devide it YolidBy alsess t2Bd traet. Fenskamppay ment

confirmati on 244.ei.ther .to the website 255, or the rchant 's Account
Reporter 2402PF lcteiﬂﬁiﬁfbé?hé?r?\é‘ ESASERSR o terqeh © PERSHES Pfmt i on 244 i s

in the form gfes@ iRl BALLOITRES ABBcds Wil havedDlekst GRS prbedssr! he Account
Reporter 240. The paynent confirmation 244 can be sent either before or

after the Vet¥Bbker 4pthensd ageasses theyntemngiusinetiis daovssa 2 Phyialtet dkdtikor i zat i on
225 to its b | f ] ' : rﬁ§120that t he
paynent was Z%%%%Ia%ﬂ%@lr%%g%? ?g%kg?lg dtafl]gy %%I'E: %ﬂ{gﬂg%lgeﬁ t%r natively,
t he Web Br okeebs227 Usiag thimalletriedhinolbgy, Hesnajeie of/ sdtwaordniddatbasen from t he

bank 220 that_the.EET it .NMessage t ual | ent through the EFT
ratvork 2o ebitBite ole Sl 21 s TR 85 ARG uBF iether Palhie bASERR 05 Shlch
gai n';) ain | EApﬂ)B&sanﬁd\iﬁ’é.u@ﬁmHﬁbﬂth%élaﬂﬁS thramd' ohit vk dbsitdr6r eﬂﬂﬁh U8 (ke scr ijbed

at abase that is used as entralized recaqr eepi.ng archive in order to
feed and ret F‘i"&f@ltﬁ?ﬁ%&&@n%@%@”@%ﬁi%&%@@ﬁ‘g%g%b& in_ﬁ'é?eﬁﬁés but is
not |imited e valyiRioh 20050 iR R Y BRRhmEANS HERb@BS [pand the
records required for the Account Reporier 240 _including EFT transaction

dat a. [0087] 24ditigndaiPErlssed ascesn as desgrihed ebevelthe W allaighhd wan bedawniepdedhe

Repor tor 2400 phe 8 ARAORG pe R el By RRkcife TPE. (7™

paynment aut hdhé comsingar n2@5ictess thedVallee2 SswhilkAogged ounthedaRmtedbedeleetivgiat e t he

actual transfer e. of the.funds omthe user's a unt 0 to the '
o ohant - o 2t SaiAetGton HE RSP Sbie 5 s8Sined HIELHER B s Ot em 270, The |
consuner' s barkchARE waiblsite.r Bugmonh P Csderized, tierW dfet 218 dag bt babhicdRiactf t he paynent .
aut hori zation fromthe Wb Broke[. 227. Thjs authenticati nag%? be in the ‘

formof a sofPHAICSPRRGALIOR. AR 5H ink Ar Ryt p SRAFSBInEg Websitg #& s mai den
name of the gabsHME: of 8 pRséil fnRAM, 2 BERAS sRitah 8 BIALC Bh@sled th@tertdie Message

truly originated fromthe consuner, the bank 220 can then fulfill the
paynent aut héet BossitksWabes 215 AppRyatiopBresremeingintesface (). alhihor i zati on for
paynent 225, .Liu&h ; ar L £} PA account
230 to genergte an&ggﬁévéﬂege&?tﬁ&&gé%aza%ﬁl?ﬁot? ﬁlgcg%%%%% T Z@a\ﬁft EJ(gri zed -
paynment . As dbsuxlitizaredhiiel3 X dretiEFaccomstinsintained aighe instiotiemp| et el y di f f er ent
fromtraditi EFT ssgqges at are dehits o e reversals of debits.
Once gener at E@?A‘]t he Eﬁl'—'rgm?:r gﬁ? 'F &nmggggf%edﬁ?%o%eg %étg%ge?eg?glﬁ%mﬁ%% hant's VPL
account 23S whiah tHeeW ATV Bint@rpodit all Af thé fmglionblity of thedeb BrogérA2¢ti on i s ‘

illustrated in Fi.gyre 2 as bei essed dir I the accounts 230 and
235,141 s alfreuiee s SHE s Blel Fraes uaned iy 205 nsclu s Wy ¢ ho
nessagi Ng syt eddveditthale Qs o1 BinSY fuhdiRnd\SQ raflithaflkvAeland it heBIsChant ' s
bank 275 and the EFT network 270, The EFT credit nessage is essentially a

guar ant ee of thsRgyFsH canabiliin 9fdhe, Wish Beokspdd as describegchelayn dds Hemalivalebi t ed from
the user's a : : - &gﬂg' i ng
credited to ?@%ﬁ?@%ﬁ@%@%gﬁél 35%%&2%*5%%&%2%&%{%&%%@ s 220 and
275 typically occurs once a day with respect to all outstanding credits and
debits between the banks 220, 275, although the cash is available fromthe
VPL account 235 upon receipt of the EFT credit nessage. [0089] After the
EFT credit nessage has been received by nerchant's VPL 235, the receipt of
the credit is detected by the nerchant's Account Reporter 245. (step 2J].
In response to the detection of the credit, the Account Reporter 240
preferably generates and stores a paynent record 245 in the sane database

i n which




33 09 Decenber 2004 the purchase record 250 was stored in step 2H descri bed
above. Al though only a single paynent record 245 has been illustrated in
Figure 2, it is appreciated that two paynent records 245 can exist for a
singl e paynent transaction. The first paynent record 245 can be generated -
upon the receipt of the paynent confirmation 244 fromthe user's Wb Broker
227. The second paynent record 245 can be generated upon the actual receipt
of the EFT credit over the EFT system 270. [0090] Once 09Heegemken2004cor d
245 has been stored, it can be reconci l&d by the Account Reporter 240
agai nst the rrerchant s purchase record 250 SW In this manner, the
account i ng | &Bwsivlletieithnibe apraenriate inlprfacsrie thy @xﬁ@k@r@a Ingthird he mat chi ng
of the rrerch Lo nt (the
payrmnt T ecor e UiRed R FRUED AReleq POt S alle ol LAGHRBLEF Y Onc 1
t he above desltrandtd WetoBoksni2i mpwelemmqndmhmg emtap(ammcfof genenatidigethpay ment
confirmtion_and nera f.romthe EFT t ai nst the
pur chase recgr}ﬁne?gﬂ&h(%lz é@ S‘H{ ?QP%SFOHZO I?Tgf%ﬁ%\%ﬁgxﬁﬁ a_product
that allows Mleﬁﬁﬁmmdlﬂaaﬂﬁﬁfdghﬂ@aﬁﬂbﬁtﬁiﬂcﬁ&ﬂhpplﬁr%@ﬁ[ﬂ?{ltd) fgEWEDL abi i ty,
record- keep| g’gar chi ve posmg Ities. Once the f| nancj al | ogp has been
cl osed wit h 1'r usqd as3$tand glopmeomnopst ar whe! Wed IeOnWBFHMANE ¢ he
mer chant Canaﬁ-gdlfld,ﬁﬁﬁﬁméf ship the goods 260 to the consuner in step 2L.
Shi prent of the goods can entail physical shipnment of a physical good, or
ap

el ectroni c t F8A%I ssiBe user’ @ow@qtber%b&m@mﬂaawd&vmgw if sefowre 2pOQO1] I n

UL LG TP, Sl GRAAThESoRRbRRl ot Bal e iRt e dhbdmrpRge U
nﬁrCha%sso?&gbpmmdfm‘yhbgzﬁe me?rn?hmy?wedr?b%a k.2 eg?\dogank
t27gu33“ ng t FE %ﬁ%y %ﬁrog?rfepé@g@ag%%%gséguncﬁ)%eo\ﬁgﬁe Wgﬁ%}ﬂ%ﬁnﬁg nds due
from one bankndrembieogniRfingthe ubstsedsionN TheWeb Brélte entaftedd@allet 1  exanpl e,

one bank 220 m'ghilﬁf; ve uarant eed $10,000 in EFT credjt messages from one
hundred of i V&dRY W&OFPF@I“BPIHQP Rieepensn begyserRIndaws 183y the ot her

bank 275 ni gffs&feaem%eﬁu@@qsem@e@am%ﬁ%h%k&%nmmanazom credits

fromfifty of its custoners to the other bank At the end of the day,
bank 275 onl %1Ssleﬁwgbme Tatertet r Brip eltergative Gobodimentathk comgetimdromatie of t he
banks 220, 2 Fale! are debited
and credited or t et%tﬁéi&]frr@%%\Xsﬁggoﬁe%éﬁ%%ﬁay&zg%?%m At %me%ach bank

per forns t hi thraghl 2 edpackis/dislatptline we third watthprivateckretwlesk of ot her banks, as is
presently do ith the curtent AT nsfer o Agai n on
Dreoe 1Y o L e e B AT 8, SRS Rl hAGIES, 502D O
swept by an aa?]glfméﬁmcﬁnn@@ﬁﬁrﬁedﬂymet\h&}Bie)kexmmseﬁemm Iaﬁraél fm
account 280, I ch can I PA account As is readily

appr eci at ed ' Jofegngt W@n%g'\?@“&g@ ?ft%%%‘f?@“@@dﬁc g‘é‘lm@ﬂﬁ%ﬁiﬁf@b Wal | et 215
and the Virtuabw Pl %&ﬁn&@&ﬁ%&nvﬁ{e)waﬁﬁmﬁé&ﬂhidc&ﬁwm Nobgnsas the

consuner and_merchant experience when used for web shopping. The present

i nvention cof?BP‘é’#ﬂéFxpeééfW&fm@fﬁ@ @Hﬂfﬁﬂlﬂﬂl%’f‘g@@@oﬁﬁwa@ﬁ#dﬁﬁﬂdhe prior art,

t he hesitancy, of.. W}%Hﬂﬂjf Qrmation over
the Internet. esﬁe‘%t an t r%ﬁ&e%%?’{%ﬁh%}“egﬁgﬁqg consuhers account
i nfor mat i on &ementdiyar accoupta mehbership discamtsa®.gt, M&Mﬂe}oyaltyhe Vb Broker
enhanced Wal | et 2 ; pushes: an EFT c it nessage to rchan

U roar pr i vaPEeRs s SR Hcre Bk ko SemmalBt 8685 Soidh FEAERE onsuner s
account i nf omemhinospecitieispertdinpeafitichtosn Poitswr iileabdcyucd dot dabBeous, provi des
privacy, security, and conve to e consumer --. and guar ant ees

f undi ng, pro%ﬂca%fif‘%‘%?&ﬁ%’ﬁrf Fn%?e%%akeéég?ilailggo%‘f*c’@ﬁil%f’?w&d’t"é t he
merchant. [0093] Wth respect to authentication, because the consuner is
pushi ng the paynment to nerchants or other entities or individuals, rather
than the nerchants pulling paynents from consuner accounts, the consuners
do not need to authenticate thenselves to the nmerchant. Rather, the

consuners authenticate thenselves to their own bank 220, which then
executes the EFT credit paynent to the nmerchant's VPL account 235.




09 Decenber 2004 35 [0094] This nethod of the present invention is quite
attractive to consuners because they can pay any nerchant regardl ess of the
exi stence of a pre-existing relationship with that individual or entity.
The transaction can furthernore be conducted from anywhere there is access
to the Internet. The | PA account 230 can be used and managed through the
consuner's PC, a web enabl ed ATIvF, by phone or by any ot her web enabl ed
devi ce. The present |nternet shopping Q%mant met hod | 99Reeemper2@Rdy for

onl i ne banki ng custonmers to adopt. The thod all ows consuners to conduct

online shoppi_ng w thout hayi to provide an ersonal  conf.i denti al
financial infi ?F&leBﬂdWSLlﬁn%&g%ﬁbﬁﬁ?eg‘WQn?‘QPa ‘g’t?ﬁ?f’w&# SRS Consuners to

conduct t hes@odinBRB 6hdkmailsaihopsiht BRS & Hefinkd Wolhloh®fol®RF ishhstadn f i nanci al
institution. [0095] Wth respect to nerchants that are paid by the nethod

of the presefle issradpedl bard driker heyWeb Saecker enhanged Ypllstels hasplkddyey hod opens
up a univers N Bt %ﬁﬁo?tin Pelah§edesire to
use credit 0%@&@%{%%@&3%@%%&%@%,%% e ?or |59r0eqlﬁi red on the

part of a neimfbramtiomhi ch only has to publish its bank 275 and VPL deposit

only account infoymation,on.its web si i<c directory
(see 335 in rﬁ‘?@ﬁ}e 3?&51}1?&5ah%‘?eé#gﬁ?wﬁﬁ’stﬁ%‘é@%%g%eﬁénﬁcagwﬁgéﬁia]ls credit card
net hods, t he apio@aatly filly Brddcetnip mﬁhﬁn@g@hap m-nmlmélhtthm%s‘eﬂs shiijgptvigf | Canfj
savings In credit car| rocessi ng, repudiat]o ts, frau , an

char geback c@g‘g§3.5= Br‘ﬁé‘?ﬁ‘ﬁ)‘g%sérﬂslscf’\?gé‘ﬁ‘?ggﬁ it s0° %’ﬁrfié%e%"%e‘bgiént with the
ability to eqoNQIph&d JidtuACsRRIP ATDDAY PAVIFRIS accbRRfe]with eipresedt | | | ustrates a
second embodi ment of the present inventjon in which the structures

descri bed abdwrentiountaiitionsbereditand dglibeard puliapavanapisfad 2 pombipgtionsi ficer 227 of
the present i j ' ' t ?@g&ﬂ i &%idilcl ty. Anyone
using a Wb g%ﬁ@%%?%%#%ﬁ%@%@%e%ﬁeﬁ%@vfgﬁ s to Z’rﬁygne el sce with an
TPANPL accoupticchabh nesdagnftemtamasarstiant wibssite 25T asrwitlive derthenderscrihed belogost to t he

consurer, and..s conducted i secur i . 2004 36

C0007] ks dodrpReRErtat b Eor o FREREL fo SARK B8R Manceq WRIGBEFIEFS 201

i3|A| gsct rﬁ] ed iaﬁlelt_t%:g}liljpr&f,e aiptmﬁdhbjﬁ; D)ﬁyiﬁa?)ﬂmlﬁyﬂadeﬂuo@%hﬂbagmﬂ 3, i ntstﬁps _
- 3C, e user l.ogs onto e ernet, launches its brawser .(not shown in

Figure 3) and"PoRAEmY %@W?’gb%%m I351V rﬂlé%r?ﬁ?}ﬁ?% SRt e 3, the

Val et 215 i?gﬁbeﬁﬁf&%&ﬁibﬂ’G&énﬂ%doﬁbfﬂe&ﬁbr&hbﬁ’@é@dlﬂmjﬁtﬁaeinﬁﬁrﬁfaﬁtad:e to the
Web Broker 227. Wien the user wants to activate the Wb Broker 227, the

user is requibrRkR7) 4k esnerate 3 puchaseeonfipnatien 2fhhatis transnptedinthen t he user is

t hen aut hent i : S [ ociated with
the Web Br okclai%%'I %gg.v@%gpg?eécﬁgﬁﬂé%rgﬁéﬁ%y;%nw tﬁq%g’t%%%oa%%é bal ance

i nformati on awddaathe sevediostingdhe Web Srakier enbaices Vallatd Wi thy uSkidp on t he Wb,

Pay Anyone, Pay Bil |l nyon -U i ivity,
Edit Wl et iﬁ%ﬂ%&‘f@ﬁ‘? Bty B ¥ %@Eg@&%%ﬂe@iﬂ?@éﬁ%ﬁﬁqﬁk{ﬁ? pr esent
enbodi ment i lubedsdceRbedlconfiratipr meesSige indizatitRathate lpechsschhebemmadeifane opti on
fromthe nmenu apd the user, is presented wth several options in the Pay
Anyone menu ?H’fcg%gﬁlﬁl??tg?%e@% These options include: manually keying in

t he payee's X_&d-sspurrbemhe Web 8sdileNehhandel WolllePRS SR Lide® BT Binth P” fhanre Nenu;
Add/ Renove/ Edit a payee from drop down nenu; and the option to go to an

onl i ne di r ectveieby Brhase requests netpapErved BY 2 yF f@aseirmaur<of tims €-Bethar ti cul ar
enbodi nment i lJ; : i Woll]g e [ t he
5"—5’5‘?‘%% gﬁl@?%ig'@%lgaﬁﬁ. Ror3Paf Rﬁ%dfﬁ%t gagiﬁfégé s Purfhef de3GlRe ivith

payee's VPL ar anount ment, and a description of
t he reason fmSpedh@]figl}mérhel,OWtﬂ@‘ﬁ@s@ﬂokqstehmcwe‘%ﬂgﬂébi issapable f0099] I n step
3E, the abov ri - knf or. i i ‘ 1 yee's

vei et 315 (oPoanea SRR ATl bR AR WOWRRYEE 5
verifies the VPL nunber specified by the user and provides an authorization
to make the paynent. In step 3F, the payee's Wallet 315 confirnms that the
information is correct and transmts to the user (payor) a paynent nessage
with the foll ow ng data: Payee BIN, Payee Account #; Transaction ID; the
dol I ar ampbunt of the paynent; and an optional description. In step 3G upon
recei pt of the paynent nessage, the user



37 09 Decenber 2004 reviews the nessage and selects "OK to Pay". Step 3D

t hrough 3G are an optional process since the Wb Broker 227 can
unilaterally initiate the push of an EFT credit message w thout ever having
contacted the receiver of the credit. In such a blind push of a credit it
is recommended that the Web Broker 227 consult an online directory 325 to
verify the accuracy of the address to which the EFT credit nessage is to be
sent. [00100] In step 3H the user's Wb Broker 227 sef8PDedambery2it

aut hori zation 225 to the user's |PA acgdunt 230. In parallel, the user's
Wb Broker 227 transmts a paynent confirmation of the expected paynent to
t he payee's Valkedrsed thanerctide clouint prétepeat ¢narodBrdnt, Whough, the patmest ian expect ed

ment d 350 Th ‘s, Veh B 2 t hrough.
CartiTi cat i o aEiss bt BN CmEbErRbr et ma Pfe tmelr St 20 1 o

. properly i depdnfflyndehiieat pR\emiat catbtieretg atitapgrcdb. I n step 31, the EFT credit
nmessage i s passe](; fromuser's. | PA agcouynt. 230 to. the &zf VPL 335 via '
0

the ATM swit E99%70. adn addiigualfeptursiobthe Wel Rroker sohanced; aﬁgteé’ggﬁﬁy actual ly be

the recei ve gptMaiadehQSstiRts. 30 chPARECAIPA ZBAuE The\REr BYivERthePayee. [00101]
In an alternative enbodi nent, a veriflcation nessage is first sent though
the EFT net wepHertnmey togsteblish qebordinaie (chid)dB A @ndior ¥BE accphels faf gése of this

verification [ [ t i i ! t he VPL
account 335. cc{ﬁﬁl%?%g@oﬂrlllg glta?loﬁg?%ﬁetj ir’i)é&L cie&?%@' o)fst't’rt% Eéﬁelgrg ??f.eg@‘a‘fg%w”‘r%@ gos age
(assum ng t hestadBkh adiPACERL warsumt danencit & imchildibre Theswghghe Wdsaccawnti ved) , t he

VPL account n ack a,r nse ssa h i pcl udes t ext. _description
of the omerﬁ%@giogfpﬁf@ R/@nggﬁ%ﬁ%{aa@g%%#ﬁﬁ%sr@%gﬁ% S%@%g)a‘&eewi s then
dihspl aﬁed thﬁdlﬁngngﬂl avl'beatstdﬁme\éﬁimfar@mb Elccsﬂnfghabr dxb?pldﬁiﬁé paradt vlelri fy
that the account 335 t ich it js about to se credit is.actually
owned/ used bvn&%ﬁgmﬁéh@n%g i ke aSepunts o éfttﬁeysféﬂanlﬁfﬁ%ceefﬁedi t.
[00102] Thi $ﬁ£ﬁ€£ﬁBm%ﬂa%ﬁt’Qﬁ&%ﬁﬂpTﬁistﬁﬁiﬂﬁ%ﬁ%%e& fHdHE sdnin@ by Shoppi ng
nmodel described above W th respect to Figure 2. Tn fact, the verification
procedur e i sthaskildren’s pecpnta r Therpgreatspulsalsoniimy ther aniwekormymber aflgsy VPL addr ess

transmtted (sien: I I gur 2F in :
Figure 2) vi a the ﬁg?llet;aﬁghteeé?cr?%he pagne%lf)?a%géas)?g%%ftgg%p?’ﬂge‘?é}?ghant (255 in:
Fi gurle 2) ?r a@bﬁtﬁs(e@,wf@c{ateém‘bmqtpm i eb?ntmabﬂsﬁes)il.S [ nTFi gu(rje_ 3)|. go(rj N :
exanpl e, i pay . ssage..ori gi nated from Amazan incl ude m
zon's VPL 33@@%egg‘?s'?ﬁm%@?#t?éfaﬁ°§ﬁ%€“&i‘&‘§&?‘8‘°&%g’?ﬂvﬁﬁgf"&ﬁfove t hr ough
the secure Efnharctd Wilev®iskis wlel tothei agdobiated ivkith (lislexd th)vametohell ofvher of the VPL
335 was truly Amazon,

| f m scr eant .9., Joe Hacker) had intercepted theé
paynent ness%f‘ﬁ@““éﬁ@a?’%ﬁ?@@ei‘{s?%%ﬁb%&%&da?“é%ﬂﬂst o 5’5“}33 fressage in
accordance Winfls, bhSuMs vk CRin S RERAEBUnShM (kle., Yd aLRIAl d6cduf 250M the user |
that the VPL address to which it will send the credit is owned by Joe

Hacker. At tfp® asavings acoang e VP asroani23dbwith easet Alibanigh dwthe prefirredhe EFT

credit and t ' I ' hw{a}% aﬁﬁr gﬁlrka- an :
alternative %/%?l |%d§tg?%%b{)e¥%@%%?’stth%e %{P@rdo erﬁg%t%%%lnec (')Aegack to the:
sender of tha& afmpnestinsibsmades.(nenkh ins re2dily dpprefiatpd tiat amyopusingistet 315 in
Figure 3), the VPL addres nt ai in th ment .nessage. The sender can’
then verify h"o‘?”ﬁ%@%&ﬁﬁﬁ%é”%@%& ¥t 8@%?%’3’?“%%%%5& 33‘31’?2203 to which
to send the z3eidperfdiiiss Bk bpdritivhi vEthy plebdnt B@éntidn. process requires the
hacker to in{ercept and alter t separ ate ssages. Although better than
R

WO
no verificat WALl t he AnMpigrsEasrsioppEpkey oy iaclpdeddp py PaYBlenth s attractive as

the EFT net wedrkmeri bRy fofah& abmQRe Feb BlokeFGikfoel "WhIRS 2181SLG UF @€ | Nt er net
space.

7

payment communications are stored by the Web Broker enhanced Wallet 215 for



[00104] Returning to Figure 3, in response to the receipt of the EFT credit
nmessage by the payee's VPL 335, a paynent record 345 is generated (step
3J). Upon the receipt of the paynent record 345, the payee's Wallet 315 or
Account Reporter 340 in step 3K is able to reconcile the expected paynent
record 350 agai nst the actual paynent record 345. Further in response to
the receipt of the EFT credit nessage, the payee bank 37S credits_the
payee's VPL account 335 and the payee ppw has i mredi at 893ecanben it These
funds can in turn be used for web ShOppI ng, 39 09 Decenber 2004 bill

paynent, pay_anyo can.be w t.hdr n ATM. us e card feature
descri bed befeg\lh'?xv T”gﬂg‘gﬁgﬁ thggﬁe& g E‘z‘f)e ;Paﬁfﬁ%ﬁ%ma@ro“ qﬂ@ as wth the
enbodi ment i dchisle pa;tn@sﬁt messEgeglﬂm a?me&mdsrtan@s ?&j’nitd:rﬁduthdﬂﬁﬁn@hsd@m bet ween

t he user's ban sbak p 3 and t he funds can
be swept i nt Mé’z%@? &lt@r ?Wz‘%éﬁﬁﬁpa tf‘g’%éfﬁatﬁ’lns- [ 00106]
The pay anyoﬁ-&tﬁrtﬁ’&ﬁ&%h&?%ﬁ'opm)a’@ﬁé/@an's&uénﬂﬁfx%r%rtar uMe payment nethod
for consunmers. For exanpl t he consuner

d t
classified aﬁwatqos\mntldqden@@thc@wmmmuanaagaH@vm?fat fwﬁ‘égnéﬁmn ﬁ%@?c hasi ng an
itemor a Setn‘&leﬁﬁ%wéo%ﬂﬁm%ﬁoﬂe@&&{ @? d%c%gﬁhén%ﬂ Siﬁe%é&ﬁfbk&%& HaygdM I'n

either of these cases, the consuner taln ayee' s E account 335
i nf or mati on Weallgt 215Bithifacaswishi the AvaorneReporte) dascnlad\balpwewymbmwaavs I n one
nmet hod, the cons obtajns this infornpati.on ectronica fromthe
service wher gcwtsqggl:\?rﬁﬁﬁvg%gﬁﬁmloﬁsdlle P &t g‘f%eflgmao‘%mteﬂt %‘u %@iy

Al ]ter nativel yommnacmnsetﬁms afb&tbr@ighalcﬂmidoh ﬁdﬂﬁ?}&ﬁsﬁhotﬂﬁsﬁﬂ’e{b&kbm account
information t ods such as t i tiqn paper
classified a q%r{’g%h% E‘?ﬁg @Wlt ‘E?FéPtSO%h‘P‘iWaqg ﬁg‘@g(‘f’ Y@ushed" to the
consuner by bﬁﬁcﬂﬁ%@%uh@'ar%&@acc@?ﬁh@é&&ﬂ&ﬂ @tabﬁﬁa)féﬁthbs% aBdogh@ct ed using

t hese net hods since the VPL account 335 is a receive only account and no
one can accesgnsasionsaeotiered fog aﬁ@%ﬁﬁd’(ﬁ”@ﬁﬂlsgﬁt%rﬂ%?famymﬁr‘gﬁbt he account.

The user cang [ W the online
directory 325¥‘*"?§%‘§1§%&%W@9@5m‘%nu3g%f‘ﬁ%*‘%ﬂ’é@%@ or by keying in the
i nformation mmdmglrgcetppmﬁm]ssaéesgCl‘lheseélnsitttriculsitenmta&soanbiebbdm,nent of the

present inve |on Vol vi .card.associ at ed th a VPL or |PA

D count . SO ol el oOeE, 7 pnife P BROS) Bhfibenllibfefa bE OF VoL
accounts COnfeamﬂd:d‘,lgleﬁJhaﬂtmt&l ally established pre-set armunt of cash The
card is issu to the I PA or VPL account _user in order f h ser to
access the I%ﬁ 68k VPLASE fthst desprifer elﬁﬁy@pi)gqb%lfqranhapﬁdﬁf{@d%g} 5 the cards
can be pur Ch&%%ﬁiﬁﬁiet‘ehetﬂﬁiaﬂﬂgﬁ@ﬁﬁﬁh%@&e%ﬁ&@tﬂe%&&ﬁﬁ%c&ﬂht%cwr ce 40
09 Decenber 20 | ocations or other distribution outlets such as at the

mal |, convenpP@pice pstfgpetle crsdit pashieer the\ERT, fheoWeb Bedkeisnbayreddraliet 2hen a user
establ i shes ) 15,6 tionto
establish an %%/qh h%%g&%‘?&;‘er@tggﬁgoﬁﬂ\%o gllgernme—%ﬁgﬁglg%ﬂavl\gﬁl et 215, and
receive a phythn@onbChb@dofP@élﬁ ﬁh&pwmnfmﬁ@mdmkommermm sel ecting

this option a d P 8 n the vendi ng
machi ne enbogmtiﬁ7 ‘{Ctl %ﬁcagg?]aumel%ﬁta aglg o‘ﬁ/ P?/Eamf %n%étél n% ]r\r/aP(k:‘hl ne with
pre-funded WadoburE @85 (thsicAlyrat 1 tidfteeddigin)) Chhis Jdyesafirmaticnmnitisutesa associ at ed
to specific a count n are |linked to | PAl VPL accounts. In
one enbodi me?t dresg H’erb‘g]i‘/ngf’é‘\a‘tna E%%&a?g‘mgﬁéedétét Y BEBFopmYEicatiqns G o

i mredi ate us®b BAblteR Edlahéadow Nt D 1cas afdltioaNy RBn@fyt@ Wb Balkky activated upon
its disbursenment fromthe machi ne, or by the consuner meking a toll-free

call to a cusibemesd Wallet?Saisey siamedif requitpdand incligs fhemrisug §amsedion; r st use of
the card Thenphshafeweh BfoiGhedhaited yafentlisin FRENDGIATHIRMSRER, 2 | PA/VPL
account for tﬂﬁgpurc a% aFté}nggive to thg set asso%¥at|on of a
card to an account and dol |l ar amount, the aSSOC|at|on of the card to the
account and the funding of the account can be acconplished dynam cally as
the user is purchasing the card.




[ 001 09] Once purchased, the cards can be accepted at ATM s and nerchants
that are outfitted with card readers. Since the cards are PIN protected,
they are safer than cash. The card has the | PA/VPL account nunber as well
as a PIN. The PINis printed on a sticker affixed to the back of the card
when the card is issued. The account nunber is stored on the magnetic
stripe on the back of the card. The VPL portion of the _account associ ated
with the card can receive EFT credits as described abo®8 Rereraber 2Q0tied
from other accounts as al so descri bed &bove. The card can be used to

wi t hdraw funds at an ATM and_ nmake purchases from any nerchants that accept
debit cards. 118 apwell anschedyird prgens (o) aspreilisifalonis day er 96t previ ousl y

have a | PA aGpimits ofiddys! fSke Web BHASE hsz%a%i%mglfs?urﬁ&&ﬁ&%mshes as

‘descri bed above, the card 41 09 Decenber 4 owner w e required to
est abl i sh an atEmaEPdebiturhas thecksprshwand chécks.CH pranen@oetcaxampl e, if the

sponsor was e Hs I ' S .ot w card owner
keys in the g%&?%&%#%gr an?%?kﬁ@%@?%%ﬁ%gﬁﬁ% a%%gﬁ{\?éﬁh%@ﬁwggnew y created
1PA account fBooket trdhanred Wallbh21S. $isachreonquat torknswledgeddedptuacd A account to
the card lin e user c t eci fy againgt. which account portion, |PA
of VBt _debi TLeTEe BRSOV LS e i e S rsBiSinpe B o' bo
asked to i ndivebtErokdnehtracedamylic DMSimchiRg b Yetirer: t&emaﬁ%ﬁ rbceB® svept to
the newy created, 1f A or to an existing DDA account. [001I1] One specific

enbodi ment pUCEKELRSFORNd using a physical card is illustrated in Figure 4.
In step 4A, urc f Af; i : LB machi ne 400
dves h&Rtio éﬁh@@h‘% \;\an@ljj Gafifk él{r&ﬁkeg!o{' ﬁ%!léuggtl A i(;{lf}?tls

or a vending enabl ed ATM ( not \ or other distr et. In a
preferred enbdus e methodawidbe prasenbiaveniion,thesemsynaar esteblishestandntameta $1, or in

| ar ger ATM | ikke. | -mFi]p .{%.iﬁlj , ser is
pronpted to Eé@nl’lfng&‘?)h%g{@ﬁﬁ)ﬁbég@éra p%zrogﬁgs 19“% %%I?@%g@éﬁt?\}?i | abl e,

i ncl udi ng casim bedsiad, buicthis disleg peefernislei Forame dmison, B MslehR]sioned themiy¥B t he card
is disbursed fromthe nmachine 400 w.t reassj.gned PIN as, well  as
‘instructi onss?ﬁlfpﬂ?ieﬂtﬁ af%%?’%ﬁ‘?ﬁ‘? Wéheggg&g?@“éﬁp%ﬂgaw ﬂ?ﬁsﬂlgﬂdsor

al ternat i vel wouldibe kel S8 atddgntBoPhded ik SeddraalyaiihMakd 87k DB3sage to
the card sponsor upon its purchase, or the card is activated upon its first

use, or the #¥8Mican phone in to activate the card. The distribution outlet

(e.g., vendin@eanchi neje iphsecd0M0IEs sfebfli R RERRRAlsddpklhsBuRihnt ed recel pt
that can be used in the event that the user |oses the physical card.
[00113] W t helegfeoniccpothmepcerin aetordange widhethe presembingentionwOneathe A unds from t he
account assog| | j ' t he card.
In step 4C, tﬁ%g&@gg%‘h%s&@ﬁéﬁr]&lmﬁg%gggﬁ? E%Hggglgst‘it’ ﬁjﬁlgﬂg%&%\%%%%#%gg 430 or a
mer chant car domahBBA dhtckingesahagtaceouls) consither'Shine of Cewit] @mrredither user t hen

kors i the' ol tee | A GGRL LY D@, B Lo digper ower o
consumer can transfer funds (e.g., another DDA account or credit card account at
another financial institution). The IPA account 230 provides the user with a
confirmation capability in order to verify that the amount drawn is correct. The IPA
account 230 and the VPL account 235 (described below) both allow PIN debit
transactions for withdrawals from the accounts.
[0065] In a preferred embodiment, the IPA. account 230 is combined with a

VPL account 235 info a single account. The IPA account finctionality is accessed




merchant's card reader, which is connected to the EFT network 270,
transmts a debit nessage through the EFT switch 270 to the sponsoring bank
410. j00114] As simlarly depicted in Figure 2, the debit nmessage is seen
as being received directly by the user's VPL account 42D, but in practice,
it is realized that all EFT nmessaging occurs through the systens of the
bank 410. The nessage is transmtted to the bank 410 as an online_ PIN debit
transaction agai nst the user's VPL accaegnt 420. Upon v&PiBPecamben2@@dt
there are sufficient funds available in the VPL account 420 associated with
the requesti RRAGL I ! onsor 410
and t he fundgﬁgggﬁ%étiﬁrggg@rom %%%p%%ﬁgﬁlggﬁ%b%ﬁgt@éﬁ_f&gé?co}){gﬁtﬁgzo. In step
4E, the aut hdPAz2egounin Gndsihayser hes acees orthisaddieds and it ispasdveordaidd arPINCS 430

through the sane fu re rel eased the card
owner (in ch’ cagggﬁghygﬁsﬁgﬁly’gﬁé@%&%ﬁe |1fseeraa°f?§s‘?sﬁ%vﬁ%’r chant (store
purchase) i n Byblep22F a sin@RbaSvord audioe PN pilobedaterpabddesanceenbatliofert of the
Speci 11 cal |y SEmaetiatuin vEL Suehoteih opes B Beln e R 0et sb BT Ebve. The
payee (reci pioaljtacedunt 1 if Ab06kEIngBARcoMddNELaN 4 eord pdferablAdifBreAATM t hr ough
the use of the, physical card, which _ the payee can either purchase at a

vendi ng machitA&esr m@é@i‘)@@a@%ﬁﬁm onfhkimsed foapePphoifiedits midfelgbibit, as
‘descri bed ab%lé@troﬁ@cr\%ﬁsrlc&lﬂingfo tfxg'greféﬁﬁﬂ%ﬂﬁ%ﬂt Sin® thé BRI ﬂﬁ%@g cdnvention,
hat ondu

this pay anyone feature ensures t the transaction is ¢ cted in a
secure envi r oplydxtused toOdceive funds, thbauser dah dugelyipublish Wictaddressspigiout any t he
enbodi nent s ' | Net Y hod.of i gure 5, in
cteps Sa-so, et Sl SuBa gyt bl Rk BRERIR SRME T 0L Chot
shown i n Fi gporiob pf thadedoantrahBsadctssed/BHPIF ddbit traRsadtiondas wilbdi fuyth@ppr eci at ed

in Figure 5, .a t. itional Wal.let. 215 js.npt requited.t ractice the
essenti al fegfsl??égaqﬁo“fﬂé’om Whith 6 pRysicafcar %’tf”g@?mf’é"sntare enabl ed
by the Web Biskefiondeet Figure § gure 5, the Web Broker 227 operated as a stand
al one 43 09 Decenber 2004 conponent. As_previously described, the Wb
Broker 227 i 098Pkt er abheesblidmenksts saprmte By YBh apqount 250 derslesgoria one or
nore process - t I ; ’

o et (e e se et o, BB RRYBl of Uy WRRIEBERIET < on a
server at a ffpaggtrcacapuniing fromuile wser’s mmhl DDA Al avith. its eguleg atcoimmis,af i ent

t echnol ogy, SXole rt I . 227, i,cat.lon,4.s.operable on the
user's processorC%aﬁ%ﬁ%g%Igg(%ggrﬁ%%%r%ééﬁﬁﬁﬁe?gﬁ%éf%mplzﬁée‘ﬁﬂg%r keys in its
user m and passwarily,intsestbloaridy, tixoenusoned that themeawbllé atdocdighdomdpd has access
to their Wb Brokeh 227. %E)e user is tFrhen presented with its account

bal ance i nf of TSR AEREAtL i s agtauntip OFieT ta faver PotshE! SRNE RUEAIFhg Shop on

the b, Pay TAOY®@nEan sBaY fRiibdis (e.é?W@Ek\&%hﬁt@ﬁmﬁﬁﬁﬂdi@@ﬁKe feceeBintActivity. In-
the present epbodinent iJlustrated in Figure 5, .the user in step 5D sel ects
the Pay Anyorel-ofteRalernatseohedimentof Hisdresent srEntinte theugi's pranepts nunber of

t he account i i M ove wWith
respect to tﬁ?%@aﬁ%oﬁéeﬁ%e‘{nﬂ%ggﬁ%qFﬂ}aglh}rgélﬁgé)iﬁg&ﬁg%&%ﬁf‘owed}.) 00117] In
step 5E, useRecufgéb Broker 227 generates a paynment authorization with the
fol |l ow ng datme-Paye [P [ ction ID;
and dol | ar a@lﬁ?\f. Aﬁ%rly%ez\gleégﬁlﬁl\gﬁ? %g&?%?%?a%a%?{’%ﬁﬁ?ﬁgoﬁg%’g&ﬁ%gﬁ sel ects
"OK to Pay" o&mphjsicalyin kstont pocha@80ing eitbdmwile agwill eQurtheDAescribdd below st ep 5F,
the user's Weh, Broker 227 verifjes,t a in .the | PA accpunt, 230 and
passes the pdYRen e“itﬁﬁ%‘ffﬁat aBEOE%GH?@AB%HS&IT#QP@O&P@a ?}"I’Pﬁﬁcé‘ht f unds
in the accouatces3fe ATMCOMEReréHARt daFduRaded foPPIN d¥bitdindpidnenal step, the payee
information is validated (i.e., the VPL account associated with the card is
valid and is owned by the intended payee). In step 5G the EFT credit
nmessage i s passed via the ATM switch 270 fromuser's bank 220 (1 PA account
230) to the payee's bank 575 (VPL account S35). [00118] The payee can

wi t hdraw the funds via an ATM 500 t hrough the use of the physical card as
descri bed above. When the withdrawal is requested, a debit paynent nessage
is transmtted in step 5H fromthe payee's VPL account 535 to the ATM 500

provi der bank (not shown). The payee now has inmedi ate use of funds, 44
09 December 2004

)




and the withdrawal is made in step 51. Alternatively, the payee can use the
card at a PCS using the above described PIN debit procedure. As with the
previ ous . enbodi nents, funds are settled once a day between the payor's
bank 220, the VPL user's bank 575, and the ATM 500 provider bank. [001 19]
The present enbodinment is well suited for many different situations. For
exanple, if a parent has a son or daughter away at coll ege, the parent has
provided the child with a cud and associ ated VPL accourd Bgsemigad20@4 abl e
to transfer funds to the child s accoud# 535 in a sinple, quick and cost
efficient manner by use of the present invention. Those skilled in the art
wi || appreci 0881 hat Oheofthomesteigoiditemdedturesef thepressaidntntion Gukdweer of the

bank to tran r _f.und nyon such as. the cust 's gar.dener or a

child at col ?gglge)élgﬁn@:%ﬁgﬁ%gé%%o%éﬁ B&Qacnﬂ:‘voiisﬁ%ﬂ PRy service to
the pay anyosgusearatifecofdindddsiCrchiatle Weldf tHeeSi@Rirks @ AbbdddnBe Rith heuser of the
systemis additionall %,Pcapabl uesting a Payment from anot her person

f
as il ustrat BFSTHhIFEYioRds E%@mﬁwomgégeﬁﬂaahwm ¢ EFRactiods st i nvent i on,

i f the persoprebn® MvitiRNpRovREY PERMimb SrefiR OEEiS (0 @lstod 3ie gﬁ& A ebftAV VPL
account, the paynment requestor instructs a Paynent Request Nbo?u e 1505 of

t he Cust orrer Meffag? metheds1s gdichdheswmiyisemblanaed] credit rrovédedan 8 myesplanf ment
requestee) t i : p eqlest guest Modul e
1505 uses ani%r%ale]% %%lgﬁo%@&%%é&?%@'ig cou%?%ﬂ&%(g%ﬁ%%ﬁgﬁ%ﬁeﬁl nterface
1500 i n or def’4 transachiossyifilfitl FRA axpbomi fpmiiomatity, aeteae bt uted to Rmdtiayirant

r equest ee. UB he .t ransm ssion _of the epai t he,.Cust oner | rface 1500
sets up a peng?n‘gs b %@H?P‘%f%ﬂgt‘ﬁ%%‘ﬁwﬁé’ﬁ? °E§edju@§? wrdigmessggss, the EITLfl an

al ternative a¢twork 278 iansnii nitdgad contitihg dpecisiaiinsdcRord ddePAMABIHund €quest ee
and he/she wl] I|earn of the reguested paynment only. upon | ogging onto the

system When®} LuRbes sryctypr@ddresspy wped 1B yriqusly Kletif IR4 frprsastions/ she i s
notified thatuiRfnReMIERET hAFASI 0 cak §SudiB A EveiRPhE SMERE ANdaRk s t he

requestee if he/she want to push the paynent to the requestor |
ful fillment éFstingtienpeqgueises furthgalemuib w2004 45 [00l 21] For exanple, M.

Smth's gard m gh qu, f ﬂg%%@ ~eonith with respect
to a |l awn sefy\??ée pro‘%/%%g‘gﬂﬁgajé(ﬁg’%%%lgetﬁé?. emgné?%é%eervg{ﬂlnpl y issues an
emai | to M. P&simahLockbeVgh) 2hkis ayiiedfutclion acont.avhile thPA 239uest . | n

| nks the. pabtERTSPLERHERRogY i e bV S s h G AL 5 | mo. M S ¢ h

| ogs ont o t henstystadrRitHEFT GetWwoRMRiciEle bly’S Aintednylity NEhi eues bedvpay nent to

t he gardener. The emibly [ sue{%irto M. Smith preferably includes a link,
such that M 3CC8fRH {412 Ia‘lﬂ%% é&P@lW‘?eéﬂbpédV%nﬁ‘Gmﬂlﬁbp@Véﬁsé‘rﬁlWFs able to
push the al r@agieGaRl) ﬁ@éc%ﬂze?ﬁa‘éﬁ@di& creits'(Bg,, gg&ﬁ&agfbm{gﬁ% 479, an

al ternative enbodiment, a potential payee IS capable o0f sending a payment
request to a%ﬁélawqflﬂ‘ﬁﬁ5&5&&;41Sﬁﬁmrﬂéétﬁsth@galhﬂms\gd‘iﬁt()\mmuhbwtmm per son

)35 account ) 2oies Offeedifink AgSY ShETedcvel oy o aclifhy 20 Rl ipdids o VP
coor di nat es marually hmwwmaﬁSdb&mepﬁgrﬂlehmﬂs%iﬁdﬁ tb pensithd ovarer'enai | (usi ng

F.ma_il Faciljty 1590 th tential payor that includes the paynment
request. The’ ee%qowg%&?é@erg.,iaﬁ%ﬁ%&égas CP?‘T%R ﬁb?&ﬁ%f’&*l&#@-?ﬁ?ﬁ%ﬁ?ﬁ al | ows
t he reci pi ente fetforngaaines ia, opayRe} ldsothhOnenlday i Eetsis bR nB&BOME a

participant,mﬁs ablLish_an count (e.g., an IPA 230 andlor VPL 235 account)

and make t he™¥'@ _@?Féaf & . Alternatively, when the non-participant

recei ves thefogygmi | a&ﬂlcd@ﬂ?A%&dﬁnim,%m@w%m%@lﬁ\{r’si&?&nﬁﬁﬂf&dem'f"![y
0 push a paynent to

enter herlhis A account nunber and allow the syste
t he request ofdkoaplesisal mperseprurehiaees gat Whﬁ%-n’éﬁ@b%&%ﬁ addw any account
in the system This processing of paynments by the non-subscriber is
preferably performed by the Non-Subscriber Mdule 1515. In this manner, the
person's account information is kept confidential by the systemand the
requestor receiving the paynent has no know edge of the account from which
t he paynent was pushed. [00123] In a further associated service, a

subscri ber (a registered user of the systemthat has an I PA 230 or VPL 235
account) can push a paynent to a non



09 Decenber 2004 46 subscriber. Again, this processing of paynents to
non-subscribers is preferably perforned by the Non-Sul ?scri ber Mdul e 1515.
In this enbodi ment, the subscriber enters the non-subscriber’'s email
address and the anmount of the paynment and the Non- Subscri ber - Modul e 1515
sends an email notification to the nonsubscriber. Again, the email
notification contains a link that allows the nonsubscriber to | og onto the
system and receive the paynent. The paynment can recei vélP Bgcember 2004

non- subscri ber in a nunber of ways. In2a first enbodi nent, the

nonsubscri ber establishes an | PA 230 and/or VPL 235 account and thus
beconmes a sulpbysidabacess FiveA FMyn@miercant daltemadess fprisPRIdebit Gamdabtgonsender ' s

account to the new subscriber'.s n est abl i.sh account. _Alternatively,
t he non-subsréglfl%%}ls%gﬁ@c%‘ﬁﬁGQ%F?SSgrée'ﬁma@Facﬂ%‘?‘g/ o L#déount nunber and
al l ow t he systlthonghprpuding thegepay Tadttiof 604 debRnSEPEAA FRAE), $nRGRUNt to the
non- subscri ber's @ C{) naasv%gout t he _non-subscri ber havi nl%to establi sh any

account wi t h "{PREe Qe ppalitpofa YR 280 dishmeidione the [PA pecount
Non- Subscr i beso Masktnglith> Fhe Fot 0A8 1 LabdrY 1088503 Bhth SRER Al 3gequnt for the
non-subscriber. In one alternative, the email sent to the non-subscri ber
cont ai ns an Haesfaredbebeanaet bedaken oweisentidutingdhe sweepingpootesswbother BBY tries to
access this . n- Subscri ber Mddul e 1515 has a nechani sm for
aut henti cati %gﬂ?ﬁ%%%g%%% rs?lgrrelhl@'er. For exanple, the email mght contain a
password or §i0fA&r mechgmifemed enlgpdimennd theyweent invensios, 6@Ieiddfpyes faron) t hat
t he non-subs%ﬁober mlﬂst en %Wnen shg/ hq_{tri es to acceas the .account. In
an al ternati ve SnBSaTRERELd QB TErEH et ohEEgTopispayRenty e madsgatable m aaT\v car d
that is |inkpeblicdirtdiery3edlsee Biguadd)i SheelhacretimtontyfAgire@Rrawpscri ber is al so
provi ded with agﬁasﬁv\ord ](ssor' fit her. aut hentj cation/security mechani sm that

i

must be used®$kAEH 5 Wiy ?3’:5’ S@é%@&ﬂ%@&ﬁ%ﬁ@@@%@ﬁ@éﬂﬁ@bm: I'n

accor dance Wbt rBiofeREROYPIENE archiBABed bARC TD5md Bty 908 pALGYen have
access to the Internet and/or does not even have a ban accbunt i's able to
be pushed el eebedinerd, thadirstors of YRL addvesedsd2f sdnainthioed ereatIntemey  paynent s
pushed to nogs i L thi A w47 09 Decenber 2004
accounts thuébcgésg{gg{){elhgﬁ{é%e{a@resagg?c%g%ggiﬁp?u%ggiv%{}%ﬁgﬁ%g?ﬁgﬁ%%Fs not retrieved
or if the accpabilityits seaoth aad seles enld ietviesie VEL frfbrmatiomuUAkeroftiveiype(e. g., thirty

days). [00l 2 LS. appreci at e Cystonmer Interface 1500,and each of

thg 2md[1| es %%eﬁ@% ?1%5&"5%8P‘éﬁe??e‘ig%f’%ge’?&%@P@%‘ﬁ‘kﬁ}&&é"%fﬂ@%ﬁ%ﬂdﬁs oper abl e

on one or nostherpelogiea dcknoldgy. The ety 825 QRlbe didd@yithe WBBBRKSE ONTET

Interface 150 ang&%@s gltgdul es. operate on an Internet server. Al though

i|lustrated ?ng‘a'ﬁ- e eh 4104 vy iy Wy of aVELaddssevhefare itepmmitatd | Facility

1590 can be ﬂrﬁﬁféﬁﬂ%rafgﬁ-&ﬁltﬂlékﬁégett@ﬁw%hﬁ@ﬁgﬂa %i}ﬂﬁg{%&ﬁ%gsﬁi mlarly, the
an

functions perforne t he_Paynent Request  Modul e t he

Non- Subscr i bEF7Abdul eAsidssaibedpbaye, thepddress fr gn Bife?Wta VPAR3Sicdesisthef Cust oner
Interface 1500 2811 H s : j e.three different bill
payi ng enbodi ng%[%]%g%t%gé_)f gileg%g%?% Otﬁﬁ%‘z%l?ﬁ;%g%doin#\l;%é\#(?{%wl&aﬂ?’éﬁr@g%g depicts a

direct bill 3rdyhidentéfidatidn ofthe acobiugjrypicallydtess torthiptesn digits). Paycomsuinetsncl udi ng a

service provigde t.f or-Hi consolidation, and Fiqur | ai.ns a bill
paynent neth ‘:;Nr}llﬂ\g/\/ﬁ?%ﬁq]ctﬁgd%e&c%h%fw kf@&?ﬁén?@%gﬁ%ﬁ“ﬁmﬁ %:1n Figure
6, the directe bmtdnddirst aahé bf the VEBcakume!) 8% vdd sl OifBgadifiglphbhd y on its
own web si teqngSS..Chcfre eBroI led in the service, the custonmer receives an
e-mai | noti fPESTPB AR For Wtopssps(the, Fellogppagey d theslitpatert 323CORBEs bi | | er ' s
web site 255utAldoelmakd Behe/VPL &fdrssg,stﬁ@mﬁrne%ame,etﬁ@inuﬁ‘mgo&%%giori onal paper
bill. The customer Iaun.che,s its Vallet 215, Browser 210 a Web Broker 227
and then acd®siges: thsdugipess fossOffics address, pheme and epwilpddressi s t hen eventual |y
transmtted fromthe Web Broker 227 to the biller's Virtual Private Lockbox
235. As in ald of the enbodinents of the present invention, the transaction
is secure, protects the custoner's privacy, and provides the biller with
guar anteed fundi ng, reconcilenent, and archival records. [00127] According
to one enbodi nent of the present invention, a plurality of invoice

tenpl ates are available for use by billers/merchants. Billers and nerchants
can additionally create their own custominvoice for use wth the
conponents of the 48 09 Decenber 2004




present invention in order to present billslinvoices to consuners.
Alternatively, in a bill paynent enbodi nent in which the bill paynent is
initiated by the consunmer, the consuners have available to thema plurality
of invoice tenplates that can be filled out by t he consuner when naking a
paynent. [00128] As is illustrated in Figure 6, the biller/merchanYfirst

establishes an ebilling relationship with its customer. One way in which
the merchant might do so is to advertise its e-billing GePerember2084nai |,
mail, or on the Internet. In step 6A, i3 is assunmed the user has enrolled
in the e-bill service at biller's web site 255 and is receiving nonthly
Emai | notifi d@@?ﬁn wheys boiefly desenitedabaic] tbAecouAbR groetei 20d$ ypatadtr i bed, in
step 6B the ont o % nterne | aunghes . br.owser .210, val | et
215 and Wb ovﬁer c%?%’&t prl:hgs%ﬁ? RERYFRT 149 qs8ﬂémt’réeﬁ[1“18?)tl ons. In

step 6C, the tta&ﬁcn&eﬂe]maﬂdheconl?@éﬁ aBdokhis rec@@ﬁbl@ﬁu.r@]ﬂﬁe fe&oﬁls Ys0agamver al
options in the Paé B] | s menu screen including "Pay Bil]|s" § "Edi t
Billing info T peyiment 1epryds Hie- Aithgugh prmrily i P@:@foﬂlﬁé Mser navi gat es
to the bill erm&cymeR, rﬁhdh%fmma&onﬂugi br e AB&RA! RGErtAb 1st1|ﬁ€or¥8?!a.fktﬂn 215

al ready contaj ns user's bill] info. j00129] Since web Wallet 215 is

active, bill dhe WehBpier %272‘§5Hqtgé§)g'ﬂlf>z eb Broken 2 preferaldy iglude s baseSetc ust oner .

I n addi ti on, r has an
est abl i shed eotfgﬁu*}%dr%ﬁfgfatl ons%f %’Ec@@:n@gg%%{' %145%3 “}]‘Fer a(siﬂjé(% 8Jf’[emZSS

gener at es andea’cmramqmtcsl fmmtrhlmntﬂsaad bwsutwsdeh (q@,m@nmhmm@mchdsmt i ncl udes
the follow ngll s a Bil | e %N Biller's Account nunber; Transaction )D;
and the dolla noaatillgayax}en ﬁgo ) to be paid. In step 6F, the bill paynent
message is rcfe@med théVBLMohﬂﬁZS?ilﬁdMsﬂE@MboamdReﬁoﬁﬂr&@d)Mfagmfeﬁtr revi ew by
the user. The us dals several tions including at |east the choice to

edit the bil e EIH%SS%%WE‘ agionmbets gre regeaved thrpegh the.ERhy t he bil |
as present ed nds@@h3 Q}stélﬁzvdﬂems@ganfe%ineecmﬁmasmeﬂmdméhb forARkLON, the

Web Broker 227 verifies the user's balance in its | PA account 230 and
passes the payAREhendpaymsi afimeioppEeq bslawiard Resed dribe AccRBOR ertortke

si mul t aneously rmati on ‘
244 to the b||¥ ?lnerchana{&Qbﬁ\Ahré%é’%%%%bc @ﬁ_&v&ggoﬁf}éﬁ@%ﬁﬁ% {téep 6C ). As |
al ternativel p48 isonlm captabb dﬁ‘éd:meﬁmglpmch@s@lomﬁmahmmdﬂﬂrﬁhniﬂje\ﬂm)ﬂmm 1
confirmation Iler/ ant ' s websi 255 or VPL Reporter 240.
In response t g%llﬁ‘g em" prgiong ayﬂ%ﬂ?méeﬁ?’i%? %)% Tafmyaledn rake EFT

credit message] ﬁorﬁ&&&ﬁﬁoﬁﬂt@[&pérfb@%[ﬁ%ccﬁuﬂt%p@feﬁ@ltmﬁse%%@ei‘tﬁbﬁ)hﬁbv@i Iler's
VPL account Vi a th ATM swi tch 270 (st f 61 T).. Abill paynent record
245 is then é@i’féF‘éﬁ’f‘@d‘" gSPSetdp therpiF Lt agEousts 3ér°n§heABf€’6’|§’htAlﬂ@H&W@Y 240 in

response to bheVPEGa&olit 285 hadr&eﬁﬂﬁ@l&attedﬁﬁ%?gw@z fitioMdeRgollat get wor k 270.
[0013l] In step 6J, upon generation of paynent record 245 which

reflects t hemeéf‘é’é‘ilp& tOtSH@ﬂtanmslym@m@nmvgrai L2313 Eachefthesp¥dhs record
245 is recon i s 600. As
previ ously dggé:?:égﬁgﬁ O@Bélﬁé Qﬁe%\%ﬁ(a%%%%n %éggﬁhﬂtqﬁigg%%ﬁ% S’Repor ter

240, a billi ngwhﬁka:drra;mumms deuseciseceveal (P ANThabtomntsfwithfits|Wetent |
reconcil e al while securely .archiyi |I..its records for

| ater, sinpl lg’rérktee?rl evaI'ls tbkto tﬁfsﬁgﬁco %@I‘%ﬁf W@@B@%p?o ot her

ﬁ”‘f’f’d' men';) s, [doasps arle adéitibh Mﬁ@ﬂ?&i@a@twe&ﬁbmmw@mﬂmﬁ ﬁﬂglﬂllelaﬁ@e and the
iller's ban 75 tep 6 The s can he swept, to the biller's DDA or
cash concent E‘?Q‘%F ﬁgifc%ﬁﬂﬁt%ﬁp@égébg@ﬂf&rf%%@@]smlﬂpégﬁ@a?m@epl cts a
further bill hi@@h@@ﬂim&%ﬁéﬁ@@!mbcﬂﬂﬁéﬁf'of‘ﬂcc%%ﬁﬁ’[(@ﬁrt&@%hﬁﬁfde&&&&ﬁf%&ldat or. This
bill payment method is simlar to the first illustrated in Figure 6

however in t Finstiohstityod @S@ﬁlﬂf’rW@E&IMOWMWIWrbYMQPh@&ﬁwU@ bills from
many different billers 700. The service provider's site 755 enables a
custoner to review and pay bills with respect to several if not all of its

billers (e.g., electric bill, phone bill, nortgage ...), The service
provider is seamessly outfitted with an archival capability, so that
custoners can review their bill paynent history. The Wb Broker 227 and | PA

230 once again provides the consuner with privacy, security and conveni ence
whil e the VPL provides the service provider {and its 50 09 Decenber 2004
custoners, the biller/merchants) w th guaranteed fundi ng, reconcil enent and
archival records.



[00133] 1n step 7A, the user enrolls in the e-bill service at web site 755
of the Custoner Service Provider (CSP). The e-billing rel ationship between
the CSP and the user is established either directly in response to
advertising by the CSP or though the billers 700 (custoners of the CSP)
advertising the services of the CSP to the users (who are custoners of the
billers). Wiile enrolling (or at a later tine) the user selects which bills
it wishes to receive and pay el ectronigglly through t hdBpcember ¢P8¢. The
11

CSP can offer an archive service to bilf'ers 700 in order to store

transaction rﬂ'ﬁstorﬁ s .wel | providing a custoner service unit to resolve
transaction iHHERF %S‘FGWﬁnWP@h%%W%ﬁpﬁqhﬁ@f%@w@?ﬂan begi ns to

recei ve nont Rdeyer@8@hy the flekdhhuf &lereBSita W38 Ryithishbrpe S Surddé Ltk Ratddnedad he
billers 700 chosen by the user. The ebill can be sent to the user either by
the CSP or di%éteBfTapnentreorss 2 Amoitemsdhatide nokmateh g flagged bysrond net hod,
the biller mygh. ke | .26 C | flecting
the eobills L amsRiefil Mt extcplbo ARy e el Aol A

descri bed re@ddéirhermgroodesgonidesificiton (yend piskword B8@urity, bfedig va8kng s t he
party transm,ttjng the e;hi.lls.to the users, the billers 700 nust provide

t he CSP vm'th1‘%‘{?15oglaﬁch:%r?lgﬂhloﬂny(S?FFﬁtuﬁ%ﬁ. Many types of record keeping nethods
are support edd078he bi AHéitionallPGhembrepais Acédiat Répoktbrmnoianfoafati@diiyon directly to

the CSP' s web Eitz},&or ﬁﬁl ter nativelé, Hﬁhe electrgonic bills can be channel ed
to the CSP vi"B2SFERGTPHAH S BEANHS Brett o MvePhte entifilesnAs dent _
aggregat ors. f&r&@ﬂéﬁ@dnsﬁhﬁ@&:oﬁrﬁk’é?&ﬁ&@@&lﬁb 125 $aRlmSt s¥rvicB @aaBillEedS descri bed
above with respect_ to the direct bill payin nmbodi ment of Figure 6. The

C

e
only differ eﬂéﬂéfeb%mfwﬁfa:ﬁ@ﬁa@mtﬁﬁgwbn@%ﬁéy @isolidstedapd | on, instead of
navi gating t i I, i kT I the CSP' s
web site 75590I n s?%%)d@Ig‘?arﬁ?g&l}géﬂrlgﬁ#rég%cgEﬁvﬁﬁ%ﬁﬁgglq%/gg?g%gtoand keys in
the dol | ar afhiied Pareel Bervisa (AP, Frdéraldixiptes{ FedBMp ot sther shippidgcenber 2004 51

t he default, i is.to pay t.he entjre un the.bill at was

pr esent ed tos%w\lé’gstr}f resjl)‘l).plqggex uéﬁ“‘?ﬁfe‘&ﬁ“%ﬁ) Orﬁi%gg%%wgq’%%%méﬂd transmts to
the user one cumtonmsavice tdolgsayinmnke 4biiig agese/réicwelectmigaidmest , t he CSP
generates a single paynment nessage that |ncludes the appraopriate paynment

i nformat i on Pﬁ&gg’lal’rg‘fﬁ/ts ‘Eeglémﬂﬁ’ F"il@%ﬁ%m&hec?ﬁ?‘l}thfj’Woéé%tgfaﬁﬁ‘.’l’l?srf’féﬂ‘:hal ternative
enbodi nent, dir&ﬁ?@d@k@_rﬂé@sy%@hc@iﬁﬁx@ﬁ%rtb@@%%e@bﬁﬁidfe@&at@ﬁﬁ?nﬁ?&ofs he bills
paid by the user. In either enbodinent, the nessage woul d i nclude: the

CSP's BIN; t Hst epetstatipics ge bexer/shapperhehaviay, track sessenal and re@oadr | Ds); t he
biller(s) nagﬁg} ]ﬁ’ﬁﬂ“’ %{:99 3 : ugh 7L are
essentially the /éa r?gﬁdégidrﬁggmgﬁg%b r%é;?ég@@g{ﬁesstzg%é%g t hrough 6L

of Figure 6 astthatecaslisnefvcesed rastomized tlhetrananmupdua trowght thédheA ceopmtat ed.

Al t hough onl %ﬁﬁ%}r@{%ﬁf e VPL account 735 is illustrated in Figure 7, it is
appreci at ed € CSP (or the billers directly) may nmaintain a VPL
account 735 f{@77leach lnioht embodRagaoéithe presait invBionethe Lite bar P Acecshngl € VPL
735 or severm t he %i%l I eqﬁ?s 700 herr%%lj,ves view the contents of their
receipts in cagypeciis BYOERETL DAt thp Eregibit Qushes the f@agictudes am¥0. 1 n step 7J,
the CSP perf @enfifichliéh ihmaﬁdnlaltm(e%, RERBLAMHeOnaBBCY e diltf BHSEOMErS
(i.e., the billers 700). In Step , each bi]l'er's receipts are swept into
t hei r respec®ftheclppniscreditayshes aEtha presant Byyention duthatdhereredit puslsE37® Fi gure 8

Consol | et op. Fia ORI ncAPITY, ARR TRt BB BERD R,

del i vered di fetermiine frasn where thesreskiteriginatett hEhd weipicof ofie ereditis hbleto ot her
del i very neaj -pi ] L. t ains hotlin whi. ¢ irects the
custoner 1o st Bifkefelbica Wi o S ot Roct U Aran G IPINIEE 1. 2o

handl es the paynments for the biller), Wen the customer activates its
Wal l et 215, the web site 855 recogni zes the Wallet 215 custonmer and
initiates a paynent nessage as previously described. The custonmer can then
push the paynent to the biller in the sane manner that a paynent is pushed
in the web shoppi ng enbodi nent of Figure 2, the pay anyone enbodi nent of

Fi gure




09 Decenber 2004 52 3, as well as the two other bill paynent enbodi nents of
Figures 6 and 7 using its Web Broker 227. As with all the previous

enbodi ments, the biller once again receives the guaranteed funding,

reconci |l enent, and archival records benefits of the present invention.

[ 001 38] Figure 9 depicts a system and nethod for establishing and funding
accounts associated wwth a Web Bnker 227 or a Wb Broker enhanced Wl | et
215. As described above, a user's |PA gccount 230 is ab8dsecamben NHh a Wb
Brker 227 or a Wb Broker enhanced Wal%Pet 215 that can be accessed via the
I nternet 900, ATM 905, tel ephone 910, Kiosk 915, PC 902, an interactive TV
904, and ev&RMAMEENIBHEFT predit push. Autde biterpet shenpme ahydimenbdsserihetr y et hod
for fundi ng pbiae,. BE A GRMP L ' {gﬁgﬂj Wb Broker
227 or Wb Br oﬁ’érggﬁﬁﬁiﬂé@v@f?ﬁt@%&@. S tmt(ﬁ)ﬂ%)ﬁa%dg 0 t%gttitijgseer' s ot her
account s ( ebygyer iiphydes the tapsagiion 15 in deefiRT ereditmesseassontdy the imferaetpr ef er r ed
enbodi nent , fq]a}{\ép‘f[ 27 or \Web Broker enhanced Wallet 215 can
receive funé\ggil rom-t e?%‘%%%%% accounts of the user using well known online
banki ng fun¢®d78hal i t ¥f thoNiseeis et bareerhedelitingrivapy,i e ssaram ineludehpatiad t hr ough
an externally s sored.cr.edit. card, b heck non. rder, or through
the ACH net \Rﬁ?%‘?ﬁ%&)&ﬂfﬁgﬁic"‘g?%ﬁéﬁsﬁﬁ% Hie 8%6‘%%% Fﬁo ‘f“%%?@ggléqﬁé??swﬁ‘éﬁ%i‘)d by whi ch
a user can VPstEbldoss dbhtairedondi8entifiGatiph @MbaaEbY, t8d AécRoat Repertnad er r ed

enbodi nent i ncl udgé an_online banking system-962. The foll ow ng exanpl e

uses a fict FEhA coBPeyEt sich Jrat theddegfjics ofindbndibbngs wiltzekhaevadblathi ch act s
as a Veb Br glef coi aRp6k: Y80 Lvﬁﬁoxﬁ%?ﬁgﬁéonséd?p%gﬁse?&'hoﬁﬁ { 1ogs onto
the Internet and uses its browser 210 to navigate to the XYZBan2c.comsite
960. | n steprediBio hp¥PLISF. Eel copsumert; the'Aggpins Repaster 24hapbeassrasi n menu on t he
XYZBank. co I 7 b I ed wth two
options: " 2?%5‘%}%81’%"@?%%\%%{&% F%’é%hgg?%%eﬁgﬂﬁa%&%ﬁé&éggﬁea NonXYZBank
cust omer ? | Accsmt Regwirtec?49) dpprdrs ave Bpandte nglitgust oner”, the user is presented

with alist he ount el.d t he er at the XYZBank that are 09
Decenber 20@)@f7 sup F#‘@‘?ﬁg%}) %W?%ear%\gﬂimnt?ﬁléosa © 1Pnz,br‘?%"'tdenti ties the
accounts) t dierdhasiWebSite¥eDs BhRKBY inflifodvae gsukihd BTME1EMI, bt BORI) I nked. | f

t he user de%lgr es, a new | PA account 230 can be establ i shed for the new Wb

Br oker enhaf®&gttipg rraspctiop3IN staterpeuts (paymepbmetspaes) iIRdke Webmahk Lust oner ",

their Wb Bm&em&ab&a@@ﬁw\mésle%ayn@énﬁm&%a ésgs}},@&&u&emﬁanhﬁ%aafaﬁwt 230 newy
set up for the custoner at XYZBank 965. T00I40] Next, 1n step 9C the user

sets up t he WbR3Beddress whichineludes\tae adsrespphihe merche shpnleBodhag "I nstal | a
Web Wal [ et” 3519655} T er j.S_Jnst it Br oker
enhanced V\aP % et w&Pﬁa%%%ﬂ%%e Elﬂgg aﬂ%%(}g gléﬁlaa %%@#%%ngpnﬁ;t%éeccgl}n\é%oer 210
t ool bar. OntheougheheskiFT vyateen 270rto tHed/Rl\bdocBmoRES. Merobant'e drebMied 235 A5 has been

installed on the user's stem.(e.. he user's PC.or we erver), the
uoer 1s* pr oREYEE <5k gp ireh N s 2kt s fiaedy Rt OBRR LR W 11 mssi ot

t he user i nBradst éhdand2d Willecidses and paynents. An exanpl e of sone of the
backgr ound Lp[bfgrmati Qn requested i ncludes the user's shjpping nane address.
At this poi H08%k he \idtying dnseribed ihestuctoralplpments offibe prasephinbentiphibs s conpl et e
and the usefoiledhoRRIChRIIR iBiNraRE af BRbIMBEGR 4B ihe BRcE: RREnRRGY SN h respect to
Figure 1-E. As previously described, using thin Wllet technology, the

mej ority of Ingwect Skappiey dhsam all gbthe reawindeg Higes Wt the methodsispBrroker enhanced

Val | et 215 p '%gasj” ) j i EH:)'% {.00141] Steps
9D t hr ough g%a!lr us?lé%lfig@?%%%@éﬁg?@@ﬂ% ng aﬁg%iiﬁgagsrdygnhanced

Val | et 215. refded to ttet aotien being pfvziBead Kn 866embddémgnt, thacopsuredrtf@dr)f or i niti al
and future fundi of the roker. enhanced WaJ | et 215, i erformed

t hr ough a |F“'F1ki<“g Setwean ﬁg%qgﬁgwg @Eﬁﬁ’ﬁgﬁtﬁmﬁéwﬁh%%e gf?gvs?rhe Ol i ne
Banki ng system 962 as descri bed above. The |ink between the Wb Broker
enhanced Wal l et 215 and the Online banking 962 can be transparent and the
user can sign on solely to its Wb Broker enhanced Wall et 215 and he

seanl essly provided with the online banking 962 functionality. For initial

fundi ng of the Web Broker enhanced Wall et 215, the user selects "npbve funds
to/fromWallet' froman online 09 Decenber 2004




54 banki ng nmenu. The user then provides the follow ng information: the
source of the funds - checking, credit card, savings, ete.; the dollar
anount of the transfer; the funding date; and whether this is one tine
transfer or a repeat transfer. Upon conpletion of above, the account
associated with the Web Broker enhanced Wallet 215 is funded. Subsequent
fundi ng of the Web Broker enhanced Wallet 215 associated accounts can be
done through the Web Broker enhanced V\%I et 215 itsel f 08rDecarabem2@0fe
online banking system 962. In addition“to funding via online banking,

i nstructions n be ven f ndi n i one .910 M 905, Kiosk 915, or
PDA 920 or |ﬁf 8‘%“ @%&Br‘f B é%%agg i ey Rrsen 4 10ust rat e a
met hod of f uggiag Twwﬁrcﬁc@péﬁﬁanc@mmaeﬂs\&&shﬁt haAd o SO R eer nal

credit (e.g., cash advance froma credit card) or debit card, or an

ext er nal DDA aeually vishes ér bl somethingZme #he) WetrBrokenrahauspdWatist 25 cust omer  or

Xt ornal 1y, RATHES MATERgo B WDt En i ol Ol AR count -

The user themfmlteedesmbdeﬂebeﬂowjanm al merchant of the account (e.g., Ameri can

ExpressT™M V keys cou [

appl i cabl e), (%Air t he %‘oﬁ)[ﬁpghdgﬁd%?{ Dnd?ﬁ%ﬁgc?rhﬁ%a% ’rc%cﬁ'g id’s 'ﬁ% '%’undl ng
request is tbmt‘ryideﬁﬁlfythﬁxn@rﬂmdkﬂtaﬂieWaqmokafenﬁﬁﬁecamalzai e’dprattlh or part
of XYZBank 962. s. account ar ion js.stored, f[§r éuture f undi ng
requests. [Oﬁlf §F]t‘2F?'f‘°§tPé‘|!Fe§$Pm"t @F%ﬁ?ﬂg% usesys 19 g E’%SEIWW &8 Chase
Merchant Sei WeG@soiMd Atichedd wiSthé Werkhtafish 100, tttlaﬁ@afstth@rau&e@twa@aa@@ t he
request through the EFT switch 270. In ste t he financial nerchant 980

(6.g.. I SATH: acmm@rmam@rmmmteﬁzléﬁnm@@nhm;xsm verifies
by the. 11 nantr s 4P ey ol fob M A sl DUNERRIE 21 Por! 26
Br oker en hana&ﬁh thbBr@bSthmé“@qﬂetd 16 iapditdmpelectiront fea¢rgRiptioncduat 230

li nked to the 215 (ste ) ok finds

settl enment (Etgé SETB%‘gfnﬁﬁﬂﬁ gnscl?rg‘ﬁ’l {%d(t, &i & ngngg]as}hgpggglF@ ank
typically 0% Repesiee FROe4 355d0p®um§Amﬁﬁs@ee Figane.9);PayiBiild (8ge pr ocess -
occurs when the fgﬁg Eﬁla i.s froma,user's DDA account at another financi al

institution §iggres ViBBecHBEA i on with respect to Figure 9, it is
appreci at ed deat the ntsaﬁﬁdgmeusfepﬁas@at@tﬂms Bh@gonaﬁaweaagamn@tey\gb Br oker
enhanced VWl [ et 215 equaII app]@éyto est abl i shing and fundi n(g Wb Broker
227 as a st athg Bipws2Hh dimctertitgyineaialivebsrte i of appEgedn al ternative
enbodi ment  offd Ent?{vﬂﬁ an'aﬁﬁ%gﬁthlﬂ&e'\b’?ﬂ‘éﬂdfégse%%sh:%n&é ts§.5 able to fund
paynments accor present invention using a credit”card. Al though
the illust ratﬂult@matmn‘ebt:ﬂgmsa 1&ﬁeeamd1aﬂg¢w tiwlntgmdtetgthelmtt@nt w@ sited€ Wit h

respect tot t.er shoppi n r lternative
credit card Q’n‘gog?lﬁ% feglﬁg @5P?ﬁy ‘gbg(%% Slt(f?épgﬁ%mﬁhg&% agl of Figures
3-8. Unl ess Qﬁd’kﬁbﬂﬂnsp&nfﬁﬁﬂyhislfeﬁhd ambtl tselafteddneteﬁ:tiepgncﬁaset ﬁanemhﬁdmtrre nt of

Figure 10 are ) d rib i gure 00145] In

step 2H, vvheﬁ’e'% ?égrens F@%gclt%’ ﬁﬁw\ﬁﬂlﬁ%&@‘%@%&ﬁg habtfe user is
given the 0p§1|t60255trébo§hﬁﬂé§ dsBiSas RV EEBO kM chianBéSWallet R es clf-s&iﬁi&tIncar d. The Wb
Broker 227 either already knows the user credit card nunber or pronpts the

user for therspamseo thiypecoppomal REthe pyrphase Beldg (Shippwe addrpss, amegste) car d
i ssuer 290 ag. gdgsry) ét@ﬂle%‘agﬁt%nefv,tﬁ% ﬁ&ﬁﬁfcaﬂ%ﬁﬁ&ﬂ%o%tﬁ@Weﬁ'ﬁr&&f' zation

for the credlt in tthe anount of aynent en the authorization is
r et ur ned, thenhaé@dmf@il@ézlﬂzaﬂesmbadnm@ sAttm‘eatmlefdthcuteocmﬁ@mcmAOd@@ount 230

L a0t o LD LR O AR DB IR e A

merchant's VPL account 235 as descri bed above. At the end of the day, a
settlenent occurs between the bank 220 and the credit card issuer 290 in
the anobunt of the credit This settlenent is simlar to the settlenent (step
2M between bank 220 and bank 275. [00146] Using this enbodi nent of the
present invention, a user is able to continue to use its credit card for
onl i ne purchases, but because of the unique features of the |IPA account and
the EFT credit push, the user only has to give its



09 Decenber 2004 56 financially sensitive information (i.e., credit card
nunber) to its trusted institution. In this enbodi nent, the user.of able to
fund | arger purchases than would normally be found in the | PA account 230.
[00147] Figure 11 illustrates a private |abel enbodi ment of the present
invention. In the enbodi nent depicted in Figure 1 |, the systemis operated
by an operator bank 1100 that maintains an | PA/VPL system 1110 for its
custonmers. In the | PA/VPL system 1110, there exists anOPEXcarabercedimt |
105 for each of its custoners that havellel ected to establish an | PA/VPL

account | 105. As previously described, in a preferred enbodi nent, each of
t he | PA/ VPL guedastt Ihe upgSan githgrinvelelthe Wels Brojererhansed Miallei 218 biti f f er ent
address to acg: - the. di / nctions. The | PA
functi ons, e.cglsk?@%épgﬁgﬁg%é?édgge(ﬁ%feﬁg}%&g&nééé%% 5%%&39%0%(%’11%&1105, are
accessed by alivksieg bula sitletppasgsver e Brovtserctl@dodishlr ess, and the receive only

VPL function he accoun 110 | CC ed throu anot her address that
can be made e(@élﬁﬁabl e &R #%Jﬂ_belfﬂfrf’%f‘??‘ﬁ%?ige‘?%%afl ﬁ‘lsmdtlst%{lﬂafl?féashoppi ng
previ ously degipieesd: mbh@%mhﬂaﬂ@]gﬂﬁfoﬁﬁémh with résp6dtd @EBfospectifd Wi th at | east
a VPL account (e.g., 1105) and preferably has the additional functionality

of the VPL rd¥bwaEy The smormpgion previdyd bsthe website Sédindhebild payment mspsagsh additi on

to maintai ni NG Qe bhRALNTmiRY 38 GEkoWIR: daRF m&éhaay@n\g%&m&mmnk 1100
al so maintains I PA/VPL systens 1 [20, I130 and 1140 tor bank C 1123, bank B

1133 and bank# Arabsapgon Hped thevBblar ATivugt ofdheriransasticn lofstepRly/ therbillsy st ens
1120, 1130 i f . Y . i .+ AS i
2 A0l EHIINA Yy BENDAPS1 o i PRI, bSO A T

further desc rnal 1T ndi'catrons t oners of banks
A 1 143, B 1}3PmentaneSsapd A% revicav bihtht usdnelfltienissr dharg28his bl B& maind] tHel 43 ar e

mai ntai ning the | PA/VPL syste 1120 d 40 th el ves, when in
reality, tge Uses RAR pelect ¢ bp ﬂﬁﬂzﬁ@%&‘ﬁﬁé@aﬁ%ﬁé‘%&&éﬁ%ﬁ }ﬁeﬁgﬁesby oper at or
bank 1100 on vhgba! don@letdBs ksrcHake 3 Puichass IRfithultoh f3elefibd. NAWBBudhn t hi s

preferred enbodi nent, the operator of the system| 100 is described as
bei ng a bank degdedihore with 1oect top Peelaifm. it i glepsdbal Msabovmacesy party and
the banking feypgiy agﬂ&srafﬂrsfhgﬁﬂlf%i PR R yeld B ¥nodi 1RQcHaBf site§ S55C 4Rt OMBrS are
ancillary to the system and ne %od of thé present invention.

the shopping cart method, after the customer has selected a aumber of items to

purchase, the merchant site 253 totals the items and transmits a consolidated

payment message to the Web Broker enhanced Wallet 215 in step 2F.

[0084] If the user has selected to purchase the item pursuant to the bill

payment message from the merchant site 255, the Web Broker portion 227 of the

Web Broker enhanced Wallet 215 in step 2H first verifies the user’s balance in the

primary IPA account 230 associated with the Web Broker enhanced Wallet 215. If

there are insufficient funds in the IPA account 230, the user is asked if he/she would

like to transfer funds from another account into the IPA account. Using online

banking procedures, the Web Broker enhanced Wallet 215 is able to transfer funds

from any account accessible by the Web Broker enhanced Wallet 215 into the IPA

account 230, If'there are sufficient funds in the IPA account 235, the Web Broker

227 generates a payment authorization message for transmission to the bank 220.




[00149] In a preferred enbodi nent, the sign up process is designed to
enable a custoner to create an active | PA/VPL account (e.g. account 1105)
in a single session, electronically, w thout human intervention and w thout
the need to transfer docunentation between the user and the system Users
can preferably open three different types of accounts. The first is
standard | PAl VPL account that has send and receive paynent functionality.
Thi s account type can be set up for |PA funding and VPLOS\Denemdwn2804y
sweeping to an existing bank account (elg a DDA account in the banks' DDA
systens, 1150, 1143, 1133, 1123) and w thdraw ng funds through an ATM or
debit card. Kh%mmﬁuﬁpmﬂé@é%ﬁ@ﬁ“é’n‘é‘fm&lﬂ}?’@ﬁﬁﬁe&%@lﬁﬁy"’%r anonynous
users that c &%Eﬁ giGA I hdr awal s.
The third tyg@m%@h |s a Vv 3 accgrt?%? o‘%géa%sglcgi]g%%{:a%éerd cust oner
t hat recei veéeﬁﬁ#mmﬁemrmGﬁen}suformgudncﬁesmlbyﬁlqm @eal paymensweepi ng
funds t0 an exi st abnk ,gccount and wi t hdrawi ng of fiends through an ATM
debit card. %5?[ F to sign up, a custoner (or potential custoner)
1160 can | og[@8sp a vmhd&ubmtocg‘mérﬂmmémm@mgmtpamaﬂ atthordaagén t he

I nternet 116 S 0 can, al so 5| n r n.such as

t el ephone, g%sng% ‘&f’@’t"i@:ﬁ?mﬁ atft%fhﬁﬁ owrtm% ”Bﬁf 5‘%@3 O fiEpel

envi ronnent, nfefbﬁaz%&xteﬂaﬁ%rzsl.l@‘ 16&1@%1&@%@@6 Ridurdhbe dRavidibifemebsi te on
the Inter net 1165 t hou site of one of the other banks 1 |23, 1133

or 1143. In ﬁﬁméhe%gesg\f@b@eﬁ@rw B meschanvywehsite 255 meales aMeebassst omer
arrives at t m‘ﬁez%ﬁi&ﬁmbta §t'st1§wﬁn);fo &?Qﬁs‘éﬁ%oﬁchﬁt oRAkmd 4y 1 123,

1133, 1 143. For "éxa custo custoner of bank 1143
(e.qg., al readwnmsGmﬁmOa@%momymemmrdﬂﬂ%)‘\séihlﬂtr@t:@@ltf“sgltrez,sfh@gn up for

t he service ank 1 ?EF %ﬁrﬂ t cted to
the website Eb%ﬂ%é??iésoo%?ﬁg RaWG “ 23%%@%?%@%2#%@# | 60 t hat
he/she is st tHeImsﬂchaﬁﬂ'teAmhalHepomfr 240. Sﬁihﬁiﬁpref&l‘letban%dilﬂgtﬁ, the p3ueecenber 2004
58 The sane br i ng .of .the bsite i nt.ai ned at oper '?*Qﬁaaﬁnk 1110 wi | |

hold for all©® ‘ém\%"fé.ﬁt’él ofh, B FOCFSag e s- 8- fﬂ gis
acconpl i shed A3souRBRépoftEr mem@pay%ehecoaﬁﬁﬂmmmwrswem beforddie cust oner
interface 1170. f During the sign up process, the system at bank 1

| 00 verifiesafiiel @E\@ er 32 ﬁﬁWﬂYG&ﬂFWdFP&IPPHBEDEéWP%“?%%% ¥ nformation
such as_cust Q396! A A3 %Enfnﬁ{ano?ﬁ%tna{eeoaa@wtﬁtt%e paytRArWsi on provi ded

by custoner Is natc agal st ext ernal dat abases g‘@ El ectronic Wite
Pages) or thectm}yld:taasrmttid_ﬂadle FEFSsugtwagk B&thAEﬁ’!laFZBl% th& b Brolgs 2&{st orrer

information fjle f]gnhﬂ Illlgsrece? g%onﬁr‘f éﬁg&gtﬁ g&%ﬁﬁoﬁyﬁhggpfgé&m during

subsequent S|%“n B mrequ I'S considered to be
confidenti al nﬁﬁﬁgkwmnﬁn&s@nbmdugbmmubﬂvﬁﬁkZNtm t| ered approach to
aut henti cati is taken vvh ser red provi de SSN
to sign up fg(ﬂ) 8h acc ’(T"‘; '%ﬂ%‘?nrté“&%?’bk%zwﬁ EP‘F%‘R Adata if
they set up a3d mﬂga&&ﬁt@ﬁsfa% nlaﬁlﬁaﬁﬁfé’ab&@de&ﬁ%&ﬂﬁtaﬁa@ematlsﬁshﬂﬁs: The
second tier of the authentication process i.ncl udes, chal | en%gélqtgestl ons such

as "l ast ATMACPERYZSIPSRE keyping Aispivg iy dpnte frefl pug retrieye, ranspch e questions
can be deriv qchf telgacaot &aym@?d&%klsaoﬁms ﬁa;taetazgumohzt% 23443) or from

an external ata ase 00152 he cust oner is a new customer

si gni ng up f peymenhcafirhaion, @adémrmotcbIWEB%%MQAAWRER‘E@YH@% or 1143,
bank 1100 assu s t trthe oner 1 I60 has al ready been verified and

aut henti cat eéu |saslﬁa|'cng ank 1123, 133 or 1143. In order to nmake the

sign up pr oc@(ﬂRTseam Mdmnﬂtwthﬂpdymehmckndvds@msmnﬂenbemdramnt profile
information is retr mt h ust onmer i ne.acco he cust oner
i nformation fi° P%§2(5 ?glitpaiﬂﬁ@tﬁ ‘t’%ﬂttﬁﬁfﬁicg?m& ryeﬁ‘d'q)hﬂéé cust oner
1160 does not have an account at the i ssuing bank 1123, 1133 or 1143, an
external third party system (e.g., Equifax.com Fast Data, Electronic Wite
Pages) is used to review and verify the custoner's application. |If the

custoner 1 160 is requesting an anonynmous VPL account, and if the custoner
requests au ATM card, an address is required. 09 Decenber 2004



59 [00l 53] Once the custoner 1160 has established an | PA/VPL account (e.g.,
1105), the custoner 1160 is able to conduct all of the transactions

descri bed above such as pay anyone, online shopping or bill paynent. In
addition to the pushing of paynents on the EFT network as descri bed above,
the private | abel system operated by bank I 100 can act as a "cl osed"
system In the closed system funds can be transferred bet ween | PANPL
accounts without using the EFT system For exanple, ifO8kRembersd0idants to
send customer C2 some cash, customer AZinstructs the systemto debit

hi s/ her |1 PA/VPL account 1145 and credit_ the IPA/ VPL acco %‘ 1125 of :
cust oner C2. Wehﬁﬁwesz%imwt%%ﬁ’é?ﬁl@ﬁwthm 553@@%% 60U 5 j nt er nal
systens to t &gpg%;é T ndd eaWb tll 45 to the
| PA/'VPL acco%%?[% ﬂ%cﬂgﬁé‘%&gél}gtﬁgfaﬁ .%Eﬁn th edggrg%lv%g)g%ghpa@% no use of the
EFT system i the neghimtachocdint 24uvis & EET ondit mossgge dsthk EFT owstans2Wa sl e of

ef fectuating cl ose stem.transfers i xecuti ng

ext ernal EFT*PFHN Fé??%k%@‘ﬁgé%cuiusg?ﬂm ove()f%%t%ngg%mg%gan% gl%ngternal
interface 1lﬁﬁhorﬁwoxﬁ<@ﬁﬂieeﬁw‘Bmua{mwhﬂaﬂthmmmntoanbc trtbd formfofimds to
soneone that has at ast a VPL ac t her. bank (ngt shown),
oper at or bangefavagee %n’éﬁgﬁc&’?é?dcéﬁnguﬁ %‘ﬁ_ s iaiden pame 10?% and sends the
funds to thec&%ﬁn&r“@nb@fhe\@&km&lﬁﬁthédﬁbeﬂgiﬂ:ﬁt&heméﬁﬁg&ulymmﬁabe | 180 and
the EFT system as descri bed above. The external interface, 1l IS

addi t i onal | yfromdee coosurestfhe BankiR0 samiben Bl the PRYRREAREIRZAMNIS K and credi t

card merchan t wor °M Kit@ws 1R steh O theski | 1 ed i n
banki ng practlcgz ) &g@ﬁ%ﬁ?g#ﬁg&% thegmr esent fﬁent |eon that are
il lustrated tﬂmdsrgm]ﬂzgtﬁebnslthausar eIPaPnacmms’lBQrmeaﬁdteah EFiicerds messes eat ur e.
As descri bed, S | 60 ca SIS s as to how an
| PANPL accouﬁ’tatB %‘m?f)ﬁ%ﬁ tHE%ZE%B u%@%&%g efa&gﬁ%%%ﬁg cust oner 1160
can lnstructnfeksegesmaézﬁmeretyaﬁﬁ&bﬂﬂoaﬁrmnnabmise@s@atm@agltsrostheo f unded

froma specific credrt card, debit ca or savipgs.account owned by
the cust oner reversgpof dekits PrpsseriRied: t@%ﬂ‘ﬁ#@ﬁssﬁﬁ%ﬁﬁ%{ﬂe@g% tﬂi | 05) can be
set 10 OCCUr p{dfbhan fsQ@L?JcmE@QBs?waWM%wﬁaMw AERlglythetredont hly. I n an
09 Decenber 2004 60 additional enbodinent, the fundi hg can occgggl n real

time. For exinshasion is illusirteddn Figwe@ asibghg provessed directiy by &6 e 6 8end a
payment of $ i yst em does
is to check (P)%elrt ﬂ"t %g;‘é%tﬁ té‘ﬁ‘%?‘%é’@“%%%/% acm-aﬁiggglfl?h%s%édeﬁﬁh@ﬁeés has the
$100 to covesystdnes aadpracessors of the upmgsrbeni{ 220, theimerchgatss hﬂ@l% 271 1 teeBfbner 1160

has the opport.un r stemin

whi ch he autf 9%%0 ﬂ?gggi%e t‘%ss%g %a#ﬁ%% Sg& ans?lgéagg%}q} i ci ent
amount from ﬂfeQi’serWﬁ]QIZﬁ) ﬂhyﬁnm%ugaleblwmﬁdmthbhmhaéddmﬁﬁbmdhmt (e.qg.
1105). If the custoner, 1160 o ad $25 is | VPL ac, t (e.g. 1105}
at the tine HEGha¥ @é@%}%éﬁﬁﬁ@%ﬁ%}&@%ﬂ%ﬁ@@g}&%ﬁc Isacctoﬁ%t%gwansfer $75
from the cuskomBhert b%s@&m%'mo anfig’s %?ﬁdaﬂir oetsGos £ aiywith efipethe air esent
invention further allows the custoner | 60 to indicate that rf t he | PAl VPL

account (e. goutﬁm@%@FW@@F@W%“@@?@&@M@%&?&%&B% g@shys g $100,
that the acc unt (e.
credit card gg%%tbﬁlﬁt Oﬁl'ts%gcr %Ju%yﬁsq%gg%g%lgﬁ‘eﬁtﬁ%%&@ﬁggﬁ 1 f § heg
cust oner 116001385 sel A&HﬂeEBchwdanGBEgah@éﬁmreﬁqimbam s ¥Bl/i ngs

Fndi ng accodit PO e TR Ry R B AREO a0 1 (1

transfers, i eIl Infespohe tb medkmgtlcmnfuhﬂcrém@ﬂemeommmw@s account
systen11150 to the |1 PA/VPL account hi edure

st rai ght f or waFederably generies qnﬁ\%ﬁ?@ p&ﬁ? %f‘?‘f@‘?ﬂogz}’lﬁr&é[‘e Saﬂ‘gdagﬁﬂa? 1pgv UI res an
interface between the DDA system 1150 and the | PANPL account system (e.g.
1110). If the funding account is not held by the operator bank 1100, the
operator bank nust contact the bank at which the funding DDA or savings
account is maintained. [00156] As illustrated in Figure 11, the operator
bank 1100 contacts other issuing banks (e.g., 1123, 1133, 1143) through a
bank interface 1175 and a communication link 1177 to the issuing bank. The
comuni cation link is preferably a private direct dial connection, virtual
private network, a value added network or a secure Internet connection.
Naturally, the nost stringent requirenent of the link




61 09 Decenber 2004 1 177 is that it is a secure connection, as the

communi cati ons between the banks ( | 123, 1133, | 143) and the operator
bank 1100 i nvolve the transfer of funds. The bank interface | 175 and the
corresponding interface in each of the issuing banks (1123, 1 133, 1 143)
(not shown) ensure that the connections are secure (e.g., proper

encryption, authentication ...). [00157] In conducting the transfer of
funds to the | PA/VPL account (e.g. 1103}‘ t he operator B8kkecembry Z¥Hds t he
transfer request to the issuing bank (€’g., 1123, 1 133, 1143) through
interface 1 175 and link_1177. The protqcol of the transfer request and the

confirmation ﬂ!ﬁ’fpuf%setrf‘%ﬂﬁ%?awm“bméﬁﬁ8@%&%@%’& Alhqugh ety Bet ween

oper at or ban‘ﬁiné}b%@fﬂé}ﬂréchﬁi 143 %44 Bén RRR#sed th Figde 2.it i 3gprediatdeBat tRpd are
coded into the bank interface 1175 and the interfaces in_the respective

i ssui ng bank $ayrengrecariz 345¢e eXiplifor a sipglp piaeast tansactione Thelfdiasymesr a
transfer of t | ' Sdaati fgonyerifies
t he avail abl féé&? %?5‘55 c%b% %%gfg%gtugﬁpé{rﬁﬁ ge%g@E%fl}%etﬂ a%ﬁ'efngcghomn&)% system |If

t here are suftfeimserdn¥elb Brodsr 287aiThalkbécend pryomuieecdré 241 caa s generatédhmpon ssui ng
bank I 123, I, 13 114 bi the custo ‘s acgount and sends the
operat or banieEf rﬁ“&%rﬁ’?ﬁﬁe%ﬁicﬁﬁ&wﬁth%gﬁ%% of funds back over Iink
1177 and int goere 1 Od& thSplyinleaimeeded 045 kR ®ednuisied, it'cansé Redsmeiedtgcor ding to
this method gccurs prefera bet ween t he operator

bly at the engag,f t he da
bank and i ssHiertfBERIREPorter 247 agamsige merchary’s RSO3 aTOIG 2 PRy &2
insufficient gfiyipdishet Mhd B6ounHSE BB in e PR sSRMEN O RAIRED Wwithithe | SSui ng
bank | 123, 1133, 1143 send a _mas.sa&f back to the operator bank 1 100
i nf ormi ng i t michingiof theinesehanoninveipe Ghedrusshaserraepre AHY Mithaln paymp (Bper at or
bank i nf orns j fd .cl.ent Ly | and al | ows
the cust omer P %ﬁ%&?%g&ggga %@%gnagp?l%,gg%%@g{%%e@hﬁ&fz ﬁg%ﬁl ?ogl éttggf und t he
| PA/ VPL accoamive(descgbed tivolpainent r@04!s Gdnel genaated fremtilat paymemcenfirgiatiorat i on, t he

customer 116Q can al so ' an.account to i.ch nd r
Cutommt i cal | PEREnEReL ORI BRarGERHR) sttt e Rl R edofiE0 o o
1105). As pr ewiitoAGountdep6iitdr 260, a r@erchast IR prodhbiGhaallows 0Pscbgeenber 2004 62

transaction fulfillment, reconcilement ability, record-keeping and archive

possibilities. Once the financial loop has been closed with the receipt of the payment
record 245 by the merchant, the merchant can confidently ship the goods 260 to the
consumer in step 2L.. Shipment of the goods can entail physical shipment of a
physical good, or electronic transmission of a digital good such as a music file.
{00911 In fulfillment of the guarantee established by the EFT credit message,
funds are settled once a day in step 2M between user’s bank 220 and the merchant’s
bank 275 through the EFT switch 270, Typically, hundreds or thousands of such
payments occur back and forth between bank 220 and bank 275 during the day and
for efficiency purposes, the actual net funds due from one bank to the other are only
transferred once per day. For example, one bank 220 might have gnaranteed
$10,000 in EFT credit messages from one hundred of its customers to the other bank
275. On the same day the other bank 275 might have guaranteed $12,000 in EFT



designate an account to which funds are transferred as well as a tine when
the transfer is to occur. In one enbodi nent of the present invention, the
funds are automatically transferred to the designated account as soon as
they are received in the | PANPL account (e.g., 1105). For exanple, custoner
Al, the owner of 1PAIVPL account 114S may specify that any funds received
by her I PA/VPL account 1 |45 should inmediately be swept to her checking
account in her hone bank 1143. As soon as funds a receé)@&}"qemt@rr?@p“account
| PA/ VPL account 1 143 (e.g., funds fromfthe I f A/ VPL account 1125 of

custonmer C2), operator bank 110D formats a funds transfer nessage that is

transmtted tcradis §pmBdmoeriits cestaragpto therather bouk 220; Ayt therepdt of Biedas bprg bank
1143. | ssui ng t . eehi §1§1.ﬁf§6r : HaR&o4Hy ithinits
DDA system A&g?’ﬁl?sé%d??gld}%gﬁ&eg%édﬁ?’%gt e faaﬁtg%ﬁg%en opg’rg?nor bank
1110 and i ssunnyge tharthe ibp@ acyquntsal ityowrlomk sreaiebifddand ediéd fohtheday. | n
alternative enbhodiments, .the .automat | sweeping.can.occur i.f the bal ance in
the | PA/VPL SEZBONT A° rbespalipr&iac stk tank petfoms s ond of dhy 0 21 41
schedul ed t o seitlemént auithdmpéredsadiothebbaiks as B piesentlyaiohy withveeldyrexitA Tant hi y.

00160] Al t hough e abgve _has described. the operatjon of a private | abel

Lystem by opdl e LRI of (ady (ARG on ey Pris T ot e G ehedlie ' B1° g

G -Cn of the nheatht\OvVPEBEDutD38 are ki35t 131 adibhdti AREcdHmOMNEB elchafddst omer 2,
Custoner n of operator bank 1100 can sfill transfer funds through the EFT
system as de$é aepnapirpacemnhpl whickran herp A 98 P4 a@ount] 00161 | Figure 12
il trat { h nt | -0f | i ith
| ustrates o) nt er aghd @RiRfapSRUAET kol WlDPPREGIRE hevAS ERERNCE W

t he: present invention. IS I ration shows two er ent nks 1200 and
1210 that furohdnosl Wallg2il§ andethe Xiveial Brpetediookioxd ¥PHRAT  digelicanthove wit h

respect to Figure as wel| .as ank .| 220 .gper at.i n | P account
system 1222 feg#anf?sitgéo?/ﬁ?%?taﬁwrsc, SXREEthcezgvsh au{e?é‘%v%bisﬁggpn%ﬁfelz% t hat

i s connect ed pkserthigrefiioh @yileddly 2oltks one 63hdBigRRCmobians aDld pli®QiGRe Each of
the private | ahel bafnks | 200 121& e&gﬁﬂ% an | f A VPL acc% system 1202,
1212 for t he bEURER o asongumer jo prag 4%8” COURHIIOTINEROROVEE Bds their own
custoners. | IRathePiheh HemRAcIRADQHIIEN thd ddBsunSPdHcBEnP AfdrMatiddand 1236 are
associated with only a single private |abel operator bank 1200 or 1210, but

it is possi blrequitifgauthgaicatipnsof npugacs they Wish Braker enfaaced Wallet & VPL account s
at each of th 5 %?Tl ?9@' L ok s X200 phiekd1 o ERED ol private
| abel operato ‘éslgl&!n\éﬁu es t em‘%%%ﬁﬁ%%t glrg%acesl_lﬁ as descri bed _aB_ove for
provi di ng sedhamerkhambenst abptainmgtherossunienrscamtinfdrmation. ThHisAransactipeisi ssui ng

banks 123S, 1236, tq the other .private | I n 120 wel | as
to oilier barlvl%%“ﬂ!ﬂ}é?ﬁm{lﬁ%?ou%'&]f%vt“gﬁs R“Y%‘% wﬁ%@g@%ﬁn%ggmf%go ‘}1% %%ss"“%gﬁ 77

bet ween pri vat énd gabehtetiofokdidg) Qebvides recadctiehancind bapplied stdklval nebokiztoveen

| PA/ VPL bank 1220 and the private [abel banks 1200, 1210 form a systemthat
does not rel YROREEHEE EFT network 270 to communi cate funds transfers. In an
alternative e¢pipagi Mentyimgagiactad althaitibaik edad8the bedsdmet @%&hﬁ%ﬁh@omm cate
the funds transfers through the EFT system 270 as descri bed above, w thout
the need for Perensiq merchanly gfjpther quities & ipdiyidpals, rathes ghaa ShameE RS on bet ween
ei t her of the,pt,l %}]‘I?E]]lt@i?ﬂ] its issuer banks
| 235, 1236 cg’hm §¥’ cconp |sﬁ5eh§ﬁ%1 ragﬁog agtﬁgc%néﬂrﬁgﬁgé%ng%m Al t hough not
speci fi cal | y aintheatinate shesmpeives 16 thamerchiat. Radleh, the conkndrs suibentippimks 1235, 1236

is also coupled to th FT sys 2 0163 . rivate | abe
oper ator  bank e e ok 2k SHE ok edle PRI v Ry Bik8 5, 57
respecti vel y thomerciat D¥REhedoumf236t s own custoners and the custoners of the
i ssui ng banks 1235 and 1236 respectively. The | PA/VPL systens 1202, 1222
are respectively coupled to the internal DDA systens 1204, 1214 of the
oper at or banks 1200, 2210. The custoner interfaces 1206, |216 of each
operator bank 1200, 1210 are custom zed such that when a particul ar
custoner logs onto the system the interface seen by that custoner is
designed so the custoner believes that he/she is dealing with his or her
own hank 1235, 1236. As previously 64 09 Decenber 2004 described, the
custonmer profiles nmaintained by the operator banks |200, 1210, allow for
the recognition of the bank affiliation of the customer and accordingly the

=5




particul ar screen interface that should be presented to the custoner.
[00164] It is readily appreciated that the system can accommbdate a
plurality of private |abel operator banks 1200, 1210 as well as a plurality
of I PA/VPL banks 1220. In addition, the systemallows for funds to be
transferred to custoners of banks 1230 that do not nmintain | PA/ VPL
accounts. In this enbodi nent, the owner of a | PA/VPL accountF{HJstgb ow t he
nunber of the intended recipient's acc%gnt at bank 12398 Deeefi&L nunber
of a non I PAIVPL account is sensitive irnformation, it is not envisioned

: av | | : :
ot a2 o T Sl e ARG H b ey 1
abl e to inst ryesdusd ey S Myl RerthaAnRbAtlelbTdR disfitdbis Ré-cHfing PA VPL
account to the recipient's account. As described above, the funds are
transferred velatiqnsip mith tepy indisidualygr epdityb Ahk trppadion g frberasoshe s t he funds
in the inten re6Gicni ' £ Gl 1230 in
receiving t hceégfgd Flészi ﬁige#gwﬁﬁggﬁl%ﬁ th”llcacggg[&ﬁtgg%!r'%%étf qﬁh?ﬁﬁ%&:}g&?? Qm he

provi der of tbeesddrid manhegef doenghdhe @ogimee's POea weladnabledd THA, dgtiphoreforf unds.

(OTESL F1 015 b G495 T bbb S Sped Bl
account syst ertrd@?east g onlisd ankihe tutedidawaddpt 1 ThamethbdgllodBL directory 325

each appear below the dotted line within in bank 1220. The significance of
this confi guP&’Eﬁ“B‘ﬁfsit%C‘ﬂﬁ‘&?tW%P%Hﬁ%‘f”éhoﬂgﬂé’}“gf%@?‘dfﬂhpﬁmﬂm 25 are all

bundl ed t ogetchideAtal T it Hidticn WhbedbwnSndBeRtsP THEHRGH M@yd he DDA system

1224 and the external interface system| 180 of bank 1220. No ot her }
nmodi fi cat i on copsupersdp eensue thege firpaciehiransastipnssiplelietth bar ophlsewn220 are
necessarily r "Jlﬁ@ti&ﬁ&nthe bank 1220 to operate the | PA/VPL accounts and
the functionality of thi's enbodi nent of the present invention. This

bundl i ng of ¢W¥pbnent Withlrkspew tovinetcheaity that areypalichiopkthd B@tod hbthaprekérty t o

Tl nt ain O%VEe)Et(i:oen, ecrre: a%eosgeéeral advantages. This method opens up a universe of

(=]

buyers/payors who do not have access to or the desire to use credit or debit cards
online. Very little effort is required on the part of a merchant which only has to
publish its bank 275 and VPL deposit only account 235 information on its web site
255 or other public; directory (see 335 in Figure 3). If a merchant has been using
traditional credit card methods, the present invention provides the merchant with
significant savings in credit card processing, repudiation costs, fraud loss, and
chargeback costs. The present invention also provides the merchant with the ability
to economically accept micropayments.

[0096] Figure 3 illustrates a second embodiment of the present invention in
which the structures described above can be used by a user to pay anyone. The Web
Broker 227 of the present invention provides the user with tremendous flexibility.
Anyone using a Web Broker 227 can conveniently send finds to anyone else with an
IPA/VPL account. This funds transfer is instantaneous and at no cost to the

consumer, and is conducted in a secure environment.



65 | PA/VPL accounts for their own custoners with virtually no change to
their existing bock office systens and mnor effort for integration. |,

[ 001 66] Figure 13 depicts an enbodi nent of the VPL directory 325 for use in
the system and net hod of the present invention. As previously described
with respect to Figure 3 and others, the VPL directory is a conveni ent
table that can be used to | ook up or otherw se identify the VPL unt
identifiers (nunmbers) of each of the owners of VPL acc%%ﬂ%?"ﬁer%ﬁg i ously
described, in a preferred enbodi nent, #he | PA and VPL accounts are in

reality a si régl e account with different addresses into the account to
access the di®PPdrent Asudeseribse abaveyithresped kot interngfyhoppingrsedel t he | PA

address is u . : 1 nef f funds
fromthe acc@gﬂﬁa@&\ﬁgfggé%gy%%ﬁgr géﬁrggigﬁgﬁg&%/gﬁhggagr ﬁe@??’ﬁ%%% ecei ve
onl y channel lognondo thkdntemeip lambchehis browser (et phawin i Figudd Htand bungds thet hout f ear
that an unau rized er | d .be_abl Q ieve any.fu through this
VPL receive %ﬁfi} Zﬁd{n&g%?m%%nﬁ?ﬂgurteﬁr @e%%{jéﬁéﬁ? ,%a‘?ﬂﬁ%“awﬁs#l%ﬁn associ at es
a plurality wfth thbepm6esisint-pfatesn ite WoRBlokatIh7e I¢iem tHeder winddfe Wit h the VPL
address 1300, 1350 of .the 1PANPL account. In this nanner, .a user, instead

of have to r&HEgE e Web Bioker 234, thewser isremred torkey impiteiser D apdipasioghint  nunber

can merely typghibiht Rer WSBEn futRBEdtedBRd h8SR cesd RPN SY BeaRJuEA3EONSUl t'S the
VPL directory 325 and retrieves the VPL address associate with that email

addr ess. For aseocintgsl waith thp &ebdirokmn2ed Hie userds Sys peepsntedrwithhids ageamt nat i on of

t he paynent LAs ii : - : I {-Ly, addr ess
1310 (e.q. j%%ll%% pu ?@I@nﬁe@gé&%ﬁ?&ﬂ%h‘?%eg?ﬁﬂ%é@é%%gmbE%wgbdi rectory
325, fords tPey daryend, PayBillsBayl8iyoné, Fugd WabtlnReyipuBean@Aetityclodi) and
retrieves t tuyal VPL accou nunber .(address) 1300. Figure 13
illustrat eshﬁr\%ﬁg[ g 8%65%’&%&8{”er1%§ﬁéeand their associated emil
addresses 130698]1355,In Hstpréstntietboiahd iR @CFighRd, thBakerséless mbr ucture in
VPL directory 325 can be duplicated for each VPL account nunber contai ned

in the direck&yrypysasoptionfyniiie gieperndtbouses PIoeresT d fvarat IR enbodi nent
as il 1ustrat@dpiyaf}dal bRnd foreddiin Q4PSH. Thesd oMidns MR ké&yME in . !
additionally choose to have hislher/its proper name 1400 associated with
the VPL accofippasies’s VP& nymberiselecting e prigomiyeonfrern  diip dowaimenduial s nmi ght not
want to take -Qf i i |1 [ 1 ,

busi nesses V\%u &H%%ﬁ%rgag?én%ﬁ%ﬂgo ldgtg?eél{l’o d?%@@%fmﬁortg%itl é@gﬂ% 325 to be
abl e to sear ditectonr (325l B matershf varias payees. 4 @i pafieniae zmbglimenti n addi ti on
to its emuil..addresses 310 (only .one sho in Fi, busi ness
woul 6" al o | HENGEAAT PRl s50 0oy areamat et BYPE At fier dea ac
entries thatdcliacandRBo6H thé fmibhi, Bnd 4 Gesdiftion 6€ME Mdasdn30Pthe baymepx anepl e, Jerry
Smth's Gardeni ng Service_would be able to include an entry 1400 t hat
associ ates tfrecrpaiie belngpRtiPngni t n' s Gar dening Service" with the business’
VPL account 336f. [0Q163) 3ENRe %EQ&E@ﬁbé&'pﬁﬁgé}ﬁ‘ﬁmeﬁzﬁﬁgnﬂs%ﬁmﬁi&BdQe popul at ed

by virtually any identifier that can be used to as an alias to identify the

owner and t hisyes pWallet}S (ordVelsBrokerd27 anet lustatedc The payeg’s Wallsied NPL account

1300 of any oy @FEE ' - Lagl ude its
screen nane %ﬁﬁgﬁgﬁﬁggﬁﬁbgﬁ@%ﬁ%@}n@&%y% d ?L%Ifg%ql e claéfbomr may al so
want to popubhepaymicnelld sted BB, the pdyee’s Wadlet 31 Sghofirensribatrierinfoimationiis manner i f

sonmeone has the custoner.! el | phone nunber, the ress.the

ot oner o VIS s 6 g RS a R ety i e O 4t o)

Ref erring bardged BINGIPgygeeA chdurdt @ TiahectithiE) the dalldRimotiht efaliedfaymé@baridas been
illustrated as heing part of the_systemin each bank 1200, 1210 and 1220.
In order ford&PPapRY g?ﬁé‘f‘l"'{%" 6%“%?@ WPgn FeEPhoLiRg PRYPSRY MESHPCIRR ¥ t hat have
| PA/ VPL accounts, regardl ess of the bank at which the custoner naintains
hi s/ her account, the VPL directories 325 in each bank nust be synchronized
That is to say, as a bank adds new custoners with new accounts, or a

cust oner adds new emai|l adcliesses to be associated with the account, this
i nformation nmust be conmmuni cated to the other banks in the system In one
enbodi nent of the present invention, there is a centralized Lightweight
Directory Access Protocol (LDAP) directory {see Figure 67




09 Decenber 2004 3) which is synchronized across all bank installations. In
one enbodi nent of the synchronization schene, each bank 1200, 1210, 1220
own their part of the directory 325 from an updati ng standpoint, while the
ot her banks have read only access to that segnent of the directory 325.
[00171J Returning to Figure |3,itis preferable that within directory 32S
each VPL account 1300 has data from at |east one other ékfld &}49@ 41410
...) associated therewith. Again, as dﬁfcribed above, 99 Degeq|&s Peferable
that these directories 325 are synchroni zed across the systens (e.g., banks

1200, 1210 ... (Figure 12) t i.s.al so pref | e t _each. custoner is
able to nmai nfeéﬂeg’s ifednessage 3%4 @Lﬁ"ﬁr @Kg'?%a{’orﬁ???ﬂ?&ﬁ?%hp ﬁe?%%’f ?pnfc)ﬁ%t are
private to tpGcakyHh@RE Web®rol@X 20Nda8 unifat€biS) i@itate the @b ohavEFNtredinanes for a
plurality of other custoners That need not,  be shared mlg]ggtaf%‘gﬁgerral nder of

the world. Tresege¥ithest evenhaviaganpiactedihe preciyee therrisith d 1410 as

descri bed ab ) i ad gnlighown for each
boys ofglk{eg@gg%r@%}ﬁemma%ﬂgg@ﬂgt 8t We%‘ﬁr&iter 017 doadfhs O )

record, it iS rea at nmultiple fields (e.%.

can be i ncl udiegbtarn325atohvenfydhe abcurmelr ofithe addeessiprdnehdhe BRY FoAt presegs s

descri bed abO\{e the systemis able to distinguish between private fields
that need not® %86%69 chroni zed and other fields (e.g., a nicknane added by

t he custoner [ots®! f tihatepi3H, themte’spritl Boke@R7 sévds thepeymerd authestzation be

distributed to each directory 325 in the system 1.2 .enmbodi nent,
the system aétd ‘i“§ﬁre%ﬁt"‘l‘ﬂ°§g‘lﬁ‘§7§%or{§i’?rﬂ@ili %ﬁ%?@éﬁgﬁglf&g%ﬂ?%g%tg he
custoner's p@?&ﬁﬁlﬁ{&oéﬁﬁnﬁtﬁh%&‘f@kkﬁﬁ&ted'ﬁ@fm@%m{:paye&:’Vﬂaalllafﬂﬁeirreq user
interface to fhe Zﬁ/stem (not shown), the user is agﬁl’ﬁﬁﬁﬁg stablish a |ist

. T

of frequent payeEtRepartenI4qwhich areatss ap exRocigs BOTMPHIT %S to the VPL
directory 32%\]41}'5%‘#1?& b&f ?Q\SNH:IB%I.@]% cemtiticih abescRbeDvd R dirdh IfS thes

constructed for the use ' associates various user provided information
to a parti cubser’sYRlk 226 copreperly3oentifiFie pesvaarptushorizatipne?2S ninyHer Hete to cal | up
a person's n 1400 or ni ckna , ' JAdfheys t han
having to reﬁgﬁﬁgﬁgfrﬁgsaﬁeellﬁ%sﬁﬂs ﬁ‘}%gggﬁ%?&%féggo%??%ﬁﬁ the person's
enmai | addr essia théSAT siatitics 2708 aA dudescribad nisoye, thspdyhels VRDI33S moygetidlibe 09
Decenber 2004 68 retrjeve th ee's VPL.account, nunber 1300 by naki ng

ref erence toth%%&e%‘@Pfyiaﬂgﬁf %ﬁﬁﬂ%b‘?‘f‘?f"b‘?tm% G Y UREFS or evi ously provi ded
(e.g., the pedo] s Nan@hitehe édbodin@hy £ vefichtidnitdssaeéshimt dentr t her
significant feature of the present jnvention. A]I%Shg@gh it is tﬁr ef erabl e
that the VPLheeghthaEFRasserk 1800 tseeHIBRomsieeriht- AE 8B ¥ ¥ om the VPL

directory 325@@5{@ i fg£g%tis %%th BexistiRe BNElIBMLNAEhS oL GaRaRi 3361 y of

hiding certain fie rom bei ng accessed by the public. This is nost
clearly evi démtespunseto trere@ipa of the gemficaiommessage; (assgming e VHapdEsss ™38n havi ng

a VPL account 13(%%?&?%%{ ]%1 gsits{l%&%%%cgivgé)lh{he%ﬂ(&ggﬁﬂp&n&%awﬂ%ﬁ%@bl ish a VPL

account 1300 %&H ave er's payments di tly to their
DDA or Savi nggsage tharihcthde2 @ textdescapmnll the oameriserefithe dPlhbeveuntdds.n r espect

to the pay anyone (Figures 3 and.5) a ris .abl e;,t.0nK J payee's

account nunbgiymsir??pé‘i‘sﬂg‘?esﬁage ﬁﬁ@% dé’;piﬁfl‘?‘r}éﬁge g Ylﬁ%te%%g);./%rgﬁés(r j&?é%ﬁ‘ﬁ . [00174]

In an al t er ngid ws6r @basd WRBthe abdd@ntB36 to Which itliaboat ts eyndiacreiiie ot her

identifying information with respect to the ;@%I%g %e'd%hér{{g@tleel s nane 1400)

and the syst efraity qwnedpsaddydhe praty syyhish Sepsgr gren | 300 or

DDA/ Savi ngs fosesn YRR SLriAARG b Qe Rn MPksedlinf tBE et 3Rppinkinddel s manner
S

a payee does not i'sh a VPL account_| 300, nor doges jt have to

ave to establi
provi de a paylescriéd dhove witl teapeictiiofiguat 2-.Dnfedchovticeigarprefis 5 Usasb. Thi s

information (e.d,. .. i f<f : ystem
[00175] Alth rﬁtg}%vaﬁnéé%g;tﬁrﬂ% ﬁﬁgﬁﬁ%gglet%%t eS g%glgqe?xftﬁé.'ﬁ %ati on resides
in the VPL directory 325, this is not required. For exanple, in connection
wi th the Online Shopping enbodi nent of the present invention as described
above in connection with Figure 2, a particular Internet nmerchant m ght not
be a subscriber to the system (i.e., the nmerchant has established a VPL
account). Tn this enbodi nent, a payor is s611 able to push a credit to the
payee's DDA account as long as the system has a nmechani sm for obtaining the
payee' s DDA account nunber (and associ ated bank routing infornmation as
descri bed above). The system can obtain this 69 09 Decenber 2004



information in a variety of neans. As previously described, the DDA account
information for this particul ar payee m ght have been pushed a paynent by
the systemand its account information has been stored in the VPL directory
325, but is hidden fromall payors. Alternatively, the payee's account ‘
i nformati on can be communi cated to payee's bank in real tinme when an online
purchase is being conducted. In one enbodi nent, the payee can directly
communi cate this account information directly to the p@9drecemendtis hout
the payor having any access to the payé&'s account information. [00176]

Al ternatively, the payee's account information can be securely comuni cated
to the payor Frupahiedstapdligh Fighee 2 rvia the Infersefiin thepaymend messqge e dhe and t he

payee. For e , ' i i . pt ed,
B cat ed PRI 24510 FRAKER oF oREEAE: (ol sRiERh) KGR s AP ERERH!

i nformati on Far dxempleaifkhetpagmerd @wssapt srigitveedaioan dntazonTMandricinded and is abl e
to push a paynent .t ee's ac nt. in.this ner he ee is able
to protect i&”‘%%? ?8@53? g‘ﬁ?ﬁ’&ﬁ%ﬁ?@%"&?ﬁ%ﬁ%ﬁd%?ﬁlra%ﬁ?iggc’?es&rﬂ}?lg o receive
credit pushesechfeE@RTEIT) nefele wowla infbe thElder fEt e bivnérof ARCYPIO3dTRas t h t he

principles of the present invention. [00l 77] Al though the present invention
has been desEHYHEBRZR: Ffél%lﬁ‘?f@ﬂ’i‘tﬁeog-fda?&“P‘é‘ﬁ{)éﬁadéﬁ%‘éﬁdﬁe%éﬁ*ﬁ%aﬁnﬁ’étr eof , many

ot her vari at LRRgs2nd 1ehed itUSESVIM hidrBg, tAPRAFRNM méRadeiR8Qoftshdelviigh 1 N the

art. It is preferred, therefore, that thet&[esent invention be limted not

by the speci fhieedfieetipongpredurrswid visualiyinfosmthe wor theidhe)VEL addiessdeope of t he
di scl osure. whith i%ﬁ%?;ﬁfa&e grg{ﬁf'is%%'é&aﬂeﬁa@kerlgﬁisgoﬁt%ﬁgds&rcaﬁf fectuating
e syste r at "I ea

el ectroni c payments, m conpri sing: one account system
oper at ed by abahilersthe iramsmigsioniodthe EiTecratit ahé ay tandidentify danazbn’s re¢ ¥R
maintaining a,plurality of electronic paynment accounts for a plurality of
custoners of ¥frst bank, at least one of the plurality of custoners

havi ng a denpodo3ieposintanaite@stive vetifidafion protakired te kW cbaBlokark 27 siradchace coupl ed
to the at | east one accou syst em and co%ﬂled to the fi rs‘svﬁﬁagk t he bank
i nterface tr 839 eienslenoldhe paymens mepsaze fmprchant 23 dignse £ BhWalFtAled to the

demand d?DOSMFiQt%@H'&Ie \@liLMH?es@Eoﬂtﬁﬁeﬁtm%%a%&RMagénﬂw@%&F% to the
el ectroni c paynent account of the at |east one custoner; and a customner

interface cothen serify gonitself it the nssr hasrtbe eosreetuVRL addaasetn Whitketoserst Berer

interface providifg Qifbrﬁa@i%ﬁérﬁfcﬁﬁcgngﬂroée?s%@l&ég Ae'HhdkePlo iGREATRE S0 t he at

| east one account system he custoner 1 ntertrace accepting a conmand from a
first custontvo separhte amsfages. fAlthdsgH bettan thivend verifitatonsthe alarhativel| ect r oni ¢

payTent 2Ccoumlabs #R4Fh TS FRALREREEER GRRLI Bhor R ER R e,
syst em whi chitefuh@eliredtitenétipaceonmanded transfer of funds.

[00104] Returning to Figure 3, in response to the receipt of the EFT credit

message by the payee’s VPL 335, a payment record 345 is generated (step 37J).

Upon the receipt of the payment record 345, the payee’s Wallet 315 or Account

Reporter 340 in step 3K is able to reconcile the expected payment record 350 against

the actual payment record 345. Further in response to the receipt of the EFT credit

message, the payee bank 375 credits the payee’s VPL accouat 335 and the payee

now has imrmediate vse of funds. These funds can in turn be used for web shopping,



2. The systemas recited in claiml, wherein the at |east one account
systemautomatically funds the at | east one custoner's el ectronic paynent
account. 3. The systemas recited in claim2, wherein the at |east one
account system automatically funds the at |east one customer's electronic
paynent account by w thdrawi ng funds fromthe at |east one custonmer's
demand deposit account at the first bank. 4. The systemas recited in claim
3, wherein the withdrawal of funds fromthe at |east of8 Resendarr2094demand
deposit account at the first bank occu inreal time. 5. The system as
recited in claim3, wherein a bal ance of the at | egst _one custoner's

el ectronic pﬁmﬁﬁc%@ﬁo@r?@@%%“@%?@ﬁaﬁj}%“?%@‘Fﬁ@r featt§® pecenber
2004 71 6. ThecsystRipsas recited in claim5, wherein if the balance falls
bel ow a threshol d bal ance the automatic funding is triggered. 7. The system
as recited i (P0dPH m 2In ophcludingithe pay apyoneggatessh AWk the gmbodipsrie m

aut omati cal | d ﬁg t account
froma credi ?lu%:g#%ﬁa(yg%lg% 3%1 %lgdﬁeast %%@gﬁist?g{ﬁ%??b%. ihreﬁ(gyst em as
recited in cltlmpayde’s henle BE5 (step 3d0)aandltiafindsonr bagwsptinto thy payesisdomt i cal |y

funds a secon oner ni ¢ paynent account by requesting funds
froma demanﬂgﬁ’g% 090%53% g‘fwt he second custoner at a bank different

fromthe firggo1bsnk. Bhe phf@nyFons peidess desclbéd dddvd 18 a Gbigriatiraltive payinker
conprising an interface to the Aut rrat ed Clear] House .(ACH) system
wherein t he FESEGE S cOBTUIREN dor ¢%agwle: e conshiae SFPOR %e fast bank is

transm tted LRLMARGIQEsAe EHSTEIR or Hditidhe pepks @ PudBasi@GntiRfl drA Claim |,

wherein the at |east one account system autorratlcal I% sweeps funds in t he
at | east onesavise Gramghen eleetemmiconirion sy sichtas gBa0intn ¢ F@ft%e‘é?ﬁeﬂseast one

customer’s dguapd, 4ePOS! bAfHo Bz%}ee@VPL Scoubt 335 B Hation (e.g., BIN,

account nurnber ...) in a variety of ways. In one method, the consumer obtains this
information electronically from the service where it contacted the individual (e.g.,
through eBay™). Alternatively, the consumer can obtain the necessary destination
account information through offline methods such as the traditional paper classified
advertisement or through an Email which has been "pushed" to the consumer by the
potential payee. The potential payee is protected using these methods since the VPL
account 335 is a receive only account and no one can access the account to
frandulently withdraw money from the account. The user can furthermore obtain the
payee information from the online directory 325, from a pull down menu on the
Wallet 215 or by keying in the information manually.

[00107} Figure 4 illustrates an embodiment of the present invention involving a
physical card associated with a VPL or IPA account. In this embodiment, the
physical cards are linked to IPA or VPL accounts containing an initially established
pre-set amount of cash. The card is issued to the IPA or VPL account user in order
for the user to access the IPA or VPL account in the physical world. Furthermore,

the cards can be purchased at vending machines placed in convenient e-commerce



11. The systemas recited in claim 10, wherein the at |east one account
system automatically sweeps funds as soon as they are received in the at

| east one custoner's el ectronic paynent account. 12: The systemas recited
in claim10, wherein the at | east one account system autonmatically sweeps
funds on a periodic basis. 13. The systemas recited in claim12, wherein
the periodic basis is selected fromthe group of daily, weekly and nonthly.
09 Decenber 2004 72 14. The systemas recited in clai mOfDege@ber 800he at

| east one account system automatically “#weeps funds if a balance in the at
| east one custoner's electronic paynment account exceeds a threshold. 15.
The syst em adoqasenstos gthendistihitian outlolh auch anatithromell; sewyrepien¢arstarest eice i s br anded
such that it h%@&.eﬂ 2 p}er?ltedteFl%oéj}nré@t WH&)%SEISGS%BE h@stéﬁgmricn:%l %ﬁ&%@%, 16. The
systemas recited rnclaiml, Turther conprising a secure connéct’i on

coupl i ng t he tlxauskr is nffered ac eptiondo edtablifh asiP APk account, receive a Web Broker

enhanced Wallet 215, and receive a physical card associated with the IPA/VPL
account. Upon selecting this option, the card is mailed to the IPA/VPL user.
[00108] In the vending machine embodiment, the card is purchased from the

vending machine with pre-funded with set increments of currency. These increments

are associated to specific account number ranges, and are linked to [IPA/VPL
accounts. In one embodiment, the physical card is pre-activated (i.e., ready for
immediate use). Alternatively, the card can be automatically activated upon its
disbursement from the machine, or by the consumer making a toll-free call to a
customer service line, or activated upon the user’s first use of the card. The purchase
of a card at a vending machine establishes a IPA/VPL account for the purchaser. As
an alternative to the preset association of a card o an account and dollar amount, the
association of the card to the account and the funding of the account can be
accomplished dynamically as the user is purchasing the card.

[00109] Once purchased, the cards can be accepted at ATM’s and merchants
that are outfitted with card readers. Since the cards are PIN protected, they are safer
than cash. The card has the IPA/VPL account number as well as a PIN. The PIN is
printed on a sticker affixed to the back of the card when the card is issued. The
account number is stored on the magnetic stripe on the back of the card. The VPL
portion of the account associated with the card can receive EFT credits as described
above and can funded from other accounts as also described above. The card can be
used to withdraw fimds at an ATM and make purchases from any merchants that
accept debit cards.

[00110] For card purchased by someone who did not previously have a [PA

account, in order to subsequently use EFT credit pushes as described above, the card



17. The systemas recited in claim16, wherein the secure connection is a
private network. 18. The systemas recited-in claim 16, wherein the secure
connection is a direct dial connection. 19. The systemas recited in claim
1, wherein the first institution is a second bank. 20. The system as
recited in claim19, further conprising: a second account system operated
by the second bank, the second account system naintaining a second
plurality of electronic payment accountg for a second erembep004

custoners; and a demand deposit account’ system coupled to the second

account system the demand deposj.t account sysfiem nmaintaining a demand
deposi t accowefgﬁll&remggo%@h an'hi 2650Up Wtbpq%ﬁ%ﬂn?‘trf?él?e%t‘ﬁé’ﬁers. 21.

The system asxkm@fle!iheisporkbridRadink, WRELA siknt Bito DROCHFRRE Mt tewSUst €M i S
coupled to the custoner interface; the customer interface providing an

interface forovRekeysighecsst pimbarayd BIN i gwnchrnizs theoVRlnwits asomly account

YL e, CABATEA O LTINS
the card link. The user can then specify against which account portion, IPA or VPL,
debits will be made when using the card. The user will also be asked to indicate
whether any funds received by the VPL will be swept to the newly created IPA or to
an existing DDA account.
[00111] One specific embodiment purchasing and using a physical card is
illustrated in Figure 4. In step 4A, the purchaser selects a card from either a vending
machine 400 or a vending enabled ATM (not shown) or other distribution outlet. In
a preferred embodiment, cards can be purchased for as little as a §1, or in larger
ATM-like increments. After making a selection, the purchaser is prompted to pay
for the card. Several purchasing options are available, including cash, debit cards
and credit cards.
[00112] In step 4B the card is disbursed from the machine 400 with a pre-
assigned PIN as well as instructions for using the card. The card is either pre-
activated or alternatively, the dispensing machine 400 sends an activation message to
the card sponsor upon its purchase, or the card is activated upon its first use, or the
user can phone in to activate the card. The distribution outlet (e.g., vending
machine) also provides the purchaser with a printed receipt that can be used in the
event that the user loses the physical card.
[00113] With the card in hand, the user is able to withdraw funds from the
account associated with the card or making store purchases using the card. In step
4C, the card owner inserts the card into an ATM machine 430 or a merchant card
reader at a merchant’s Point Of Sale Location. The user then keys in the PIN
number to identify her or himself as the proper owner of the card. In step 4D the



funds froma source el ectronic paynent account in the second account system
to a destination electronic paynent account in either the at | east one
account system or the second account system the custoner interface
transferring the conmand to the second account system which effectuates the
commanded transfer of funds. 22. The systemas recited in claim2l, wherein
the custoner interface is configured such that when any of the plurality of
custonmers of the fast bank access the at |east one accdé$Deegmben2d4
appears that the first bank is operati#y the system and wherein the
custoner interface is further configured such that when any of the second
plurality of merpherdisesrst reddet, mhichecomdediaintk ttedifdsetwark 28@ tanghisacount syst em

it appears that, the secon IS ting the. syste 23. The system as
recited in c %Pﬁ?ﬁ?gfﬁ??ﬁgggggﬁ%WF%ﬁﬁgb%EmﬁgﬁngF?§a@fyghditional account
sgz_t ens oloer fa0e th1by tﬂgsiﬁﬁlaﬂytddpmmiﬁgigﬁm,tlﬁaiéhitﬁli:sﬁﬁteispéeuhﬁbéi?g/ ofI I

addi ti onal account .systens corf onding,to a.respectjve gne of a plurality
of additi onaf*°H¥ rot gy B e HPeRISi - POURbERG PEripragiceoty fredliped Bl |

mei nt ai Ni Ng 2F eRNAGinE bbdud thidigPihe 8 @Gs (T MhChaRRY IR MheRezQgRfss fOr
respective custoners of the plurality of additional banks.” 24. The system

as recited i Hasmiffediiothe baplet diag ap gulinediIN dpkit f5ngsckion egainst theastirisiVBlal account
: ; _ . 7 L
systems are gauplas @%M@gggﬁigng&% Rieleatsurtidichy h@@é@éﬁg hfigyRLOVI di ng a

secure intertace between eposit accou e respective
plurality of amddité2®asadcifiadwih thedequbsing candaheé trynsedtioa doiulioonad byabe ount

systens. 25. e _syst as,recited in claim23, wher.ein e cust omner
interface is oﬁ??néﬂrﬁgl %@@ﬁ%ﬁe\ﬂlﬁgﬁgﬁ%%&w?ﬁ%mfd%th&}@j‘sacﬁ?m% he
plural i tyhof 4mﬁdhs&pmmmbanﬂnﬁiza@maﬁ§ssdgheﬁ%gns@mélbadg@wtkchmmmsst em iht
appears that custoner' espectjye iitional bank is operating the
system 26. % g ﬁﬁ%tgéﬁl%’ép? g0 e &ﬁf%dSPﬁFflﬁ@Pd@&ﬁbW‘gPWfan
interface togiﬁhﬁcﬁie%%ﬁ AMVEwlthdiaRall srafafied to(tﬁé:ﬂabrcﬁﬁftt\éﬂc&gﬁuﬁé‘ﬁﬁé)%n the

financial information rel ated 09 Decenber 2004 74 to the derand deposit
account of t#eP#H | east one customer and related to the el ectronic paynent

R e e

t he transf er thofusdr gadgstantly fransmit funds to anyone, specifically some one with a card
and VPL account as described above. The payee (recipient of the funds) can
withdraw the funds via an ATM through the use of the physical card, which the
payee can either purchase at a vending machine or receive by matl when establishing
an account, as described above. As with all of the embodiments of the present
invention, this pay anyone feature ensures that the transaction is conducted in a
secure environment. ‘
[00116] As described above with respect to the embodiments of Figures 2 and
3, in the pay anyone method of Figure 5, in steps SA-5C, the user logs onto the
Internet, launches its browser (not shown in Figure 5) and launches its Web Broker
227. As readily appreciated in Figure 5, a traditional Wallet 215 is not required to
practice the essential features of the present invention, as these features are enabled
by the Web Broker 227. In Figure 5, the Web Broker 227 operated as a stand alone



28. The systemas recited in claim26, wherein the EFT network is an

Aut omat ed Tell er Machine (ATM network. 29. The systemas recited in claim
26, wherein the EFT network is a network avail able for use by owners of
dermand deposit accounts. 30. The systemas recited in claim11, further
conprising a customer directory, the customer directory containing au

I dentification of each of the plurality of custoners and a correspondence
between the identifications and the elgctronic payment 0l@ecembed 0@4e
plurality of custoners. 31. The systemas recited in claim30, wherein

there are a urality of .identificatjo or. each of .t |yrality of

cust oner s, gﬁl&po er isnpr?ﬁ%usfycf%’ﬁ?r}bfe&cttﬁ %h?qur%%pgfer m@é&ol%%wée emai |

addr ess for applidat@sthatperags ob bee cﬁruﬁdr@mb&sors,gxeﬂﬂmyauﬁtt@ﬁetaavéxeqht ed in
identifilcations for each of the

cl ai m 30, erein there are lurality of i i )

plurality of %RI%TE’S?FE‘?’%I?O%‘E“ PﬁtytqgﬁleiW@?@ﬁ’of‘Frc%ﬁaﬁﬂéca‘FW%% at | east
one ni cknamenfaQ@Ervatat hdsicid MtiMfiod, Bchtd 2 HARE MGuindBin JiBR :&¥SI168), as recited
in claim30, wherein there are a plurality of identifications for each of

the pl ural i t59mpParteisthe Mieh Srokend2 Tvehieation isrperablepitcasers mweeesiondPlide a cel |
phone numbergpf Webﬁﬁroi(ﬁ 984 regtﬂﬁes%at H{%%s%g?ﬁ%s SiserdB-an P&s%%ﬁ,@;eas recited

in claiml, wherein the custoner interfacte conprises: nber 2004 75
which the user is then authenticated and has access to their Web Broker 227, The
user is then presented with its account balance information and can select from
several options including Shop on the Web, Pay Anyone, Pay Bills, Fund Wallet,
and Check Account Activity. In the present embodiment illustrated in Figure 5, the

user in step 5D selects the Pay Anyone option from the menu arnd is prompted for the
VPL number of the account associated with the card. The procedure set forth above
with respect to the pay anyone method of Figure 3 is then followed.
[00117] In step 5, user’s Web Broker 227 generates a payment authorization
with the following data: Payee BIN; Payee VPL number (card number); Transaction
ID; and dollar amount. After reviewing the information, the user then selects “OK to
Pay” on the workstation 200 screen (e.g., PC, PDA ...). In step 5F, the user’s Web
Broker 227 verifies the balance in the IPA account 230 and passes the payment
authorization to IPA 230 if there are sufficient funds in the account 230 to cover the
transaction. As an optional step, the payee information is validated (i.e., the VPL
account associated with the card is valid and is owned by the intended payee). In
step 5G, the EFT credit message is passed via the ATM switch 270 from user’s bank
220 (IPA account 230) to the payee’s bank 575 (VPL account 535).
[00118] The payee can withdraw the funds via an ATM 500 through the use of
the physical card as described above. When the withdrawal is requested, a debit
payment message is transmitted in step SH from the payee’s VPL account 535 to the
ATM 500 provider bank (not shown). The payee now has immediate use of funds,



a paynent request nodul e, the paynent request nodul e accepting a. request
for paynent froma second custoner, the paynent request nodul e

comuni cating the request for paynment to a third custoner. 35. The system
as recited in claim34, further conprising: an email facility coupled to
the custoner interface, wherein the request for paynent is conmunicated to
the third custoner though the email facility. 36. The systemas recited in
claim 35, wherein the request for payment relates to a09dPeeamber 228br t hat
does not have an el ectronic paynent acébunt, and wherein the request for

paynent is communicated to the potential payor through the email facility.
37. The syst and te witkdrapalis made ingtomSBaMltemadrdy. ﬁhﬁcm“'r‘@&&‘é%tlhef:ﬁ Ay ment

conprises a A& OheRtth dle fRANGSs can satisfy the
request for %%Krrlgfrlll %e%gﬁ%%&wgdg}gtem r(w%&m?'he systgr?l?as I‘SECI ted in claim
37, wherein embogiuewstiivals apesptiled sudeiagiay betwetnethe payge's barkci209hg VBRt by
establlshlng an cito accou and maki ng t he requested paynent
fromthe el e&‘f?&%%@y?@ﬁ@g‘gﬁﬁﬁ ‘%% 185 e systemas recited in claiml,
:‘Azrt her conproiigg anm@edenf@gudgirﬁemﬁmllablmmmanytdﬁeremsﬁmms i nterface,
erein a custorrer ires to make ment to ent i ayee, the
potential payeecHiBP ch‘i\?lpﬁr@matﬁ‘s éls‘e‘b‘fr%é&ﬁ rﬁﬁ’ﬁwﬁﬁéctbﬁﬂ?"e enai |

facility CO”BW&@"{HE:%I&G}%BQ&%%& MsoRBYDVPL 2écRuit3e5 Al ableab payee. 40.
The systemas recited in claim39, wherein the potentlal payment

conmuni cat ed tBysferfands tethe childs acreupt $35in pisienle, guick And qost ftfﬁ@“’%t;’i%af‘%?ﬁ wher eby
the potentia I OBREcid0faL@s the system

09 December %@%3@936 {}én% efngbg%&giee?%e a‘ftﬁﬁ% | ai mI%fO wherei n an

el ectronic paymretnbadzmumanbsuwtbablcuﬁm of the babietotieanefer fundsftot he pot ent i al

payee and \/\herel nt t ent ment Lale e custoner's
el ectronic p %&?gﬁ °81ef ﬁgmé ra&‘i‘l@%{;@ﬁ% a? a%é%%n ogés]t abl i shed on
behal f of th@O(nQO]ent|ma@mpamenﬁaaseﬂs}lmwghemymmnsmmmdescnbtchwxﬂn1,

wherein a custoner desires to ke . s .
respect to lglgure S,auser oir‘rtge system is additionally capable of requesting a

payment from another person as illustrated in Figure 15. In this embodiment of the
present invention, if the person from whom a payment is requested already bas an
IPA/VPL account, the payment requestor instructs a Payment Request Module 1505
of the Customer Interface 1500 to send an email to the person (payment requestee}
that includes the payment request. The Payment Request Module 1505 uses an
Email facility 1590 that is coupled to the Customer Interface 1500 in order to
transmit the actual payment request to the payment requestee. Upon the
transmission of the email, the Customer Interface 1500 sets up a pending payment in
the payment requestee’s account. In an alternative embodiment, no actual email is
sent to the payment requestee and he/she will learn of the requested payment only
upon logging onto the system. When the payment requestee next logs onto the
system, he/she is notified that the payment requestor has made the request and asks
the requestee if he/she want to push the payment to the requestor in fulfillment of the

request.



a paynent to a potential payee, the potential payee not having an

el ectroni c paynent account, the system further conprising: a potenti al
payee el ech~oni ¢ paynent account established for the benefit of the
potential payee, wherein the potential paynment is comrunicated to the
potential payee el ectronic paynent account; and a physical card linked to
the potential payee el ectronic paynent account, wherein the physical card
is sent to the potential payee. 43. A systemfor effecO8d¥gcameersdiGonic
paynents, the system conprising: an el édtroni c paynent account system
operated for the benefit of a bank, the account system maintaining a
plurality of [B0Ed1r oniFer graypnMr dewthingasdeharmightrend ateiqtast fof pgywstoner s of

t he bank; a ' pl.ed to .the el.ectronic. pa nt count system
and coupl ed ? gﬂé' %ﬁ%ﬂg%ﬁ%gﬁtalgwc%%eﬁﬁfe%?ﬁ% % egaﬁggnﬁén ,EgéfadcePeéast one of
the plurali timopfly (st emremsil el Sgith (theomgh thedepan) thatacmeins the f&jusdtai ned in

t he demand delgosit a?ctgunt s%/st%}m t he b?nk inﬁerface transmtting and

recei ving fi nahePdEe FHPE FMERFest eeqn%?gle@e proeTE e Ao dpleno8? dinkgtidunt  of
the at |east pan@em v&fuedTer MAFhihe REASR: UThelnld: tBhE0t. KOG RaYARAL account of
the at | east one custoner; and a customer interface coupled to the account

system the EUEETBRSHS PrRMpef sewlisy Hiei requssedipeymsnidp theardener. Theemtiliral ity of
t toi . | ' | d
ot e Ly sl OB 1R, AR ° o

froma first customer to cus BT 7S

el ectroni c pdsssedhentadecustem and iable tepish twiatrepryenefguralguynait totheanot her
custoner, th Ust.omer interface transferring the command to the at |east
one account stem whi ch effectuates the commanded transfer of funds. 09
Decenber 20040042244, Tiem adtgsintivecatbodigrid, @ gotbntial payesris43pablewfsfifiingGonpr i si ng
an interface to the Electronic Funds Transfer FT) network, wherein the

fi nanci al inPerﬂﬁes(f anyons with apyrnag address. 19 Frst"f&’g@g% tPPrsPthe at | east

one cust oner g a EesaitRelolthe §yRRmAL & CAdePRbthaRAMTPAL386£VPND3Hf the at | east
one customer is transferred over the EFT network. 45. The systemas recited

in claim 44, 2%geupiy; iy this empodiment; the Paymrest Reauess odule 1505 coordinates with
: the Non-Subseriber Module 1515 to transmit an email (using Email Facility 1590) to

the potential payor that includes the payment request. The email further includes a

link back to the system that allows the recipient (the potential payee) to log onto the
system, become a participant, establish an account (e.g., an IPA 230 and/or VPL 235
account) and make the requested payment. Alternatively, when the non-participant
receives the email and logs onto the system, the person can confidentially enter
her/his DDA account number and allow the system to push a payment to the
requestor’s account without the person having to establish any account in the system.
This processing of payments by the non-subscriber is preferably performed by the
Non-Subscriber Module 1515, In this manner, the person’s account information is
kept confidential by the system and the requestor receiving the payment has no
knowledge of the account from which the payment was pushed.

[00123] In a further associated service, a subscriber (a registered user of the

system that has an IPA 230 or VPL 235 account) can push a payment to a non-



Is the transfer of funds. 46. The systemas recited in claim44, wherein
the EFT network is an Autonated Tell er Machine (ATM network. 47. The
systemas recited in claim44, wherein the EFT network is an Autonated

Cl earing House (ACH) network. 48. The systemas recited in claim43,
further conprising a custonmer directory, the customer directory containing
an identification of each of the plurality of custoners and a
correspondence between the identifications and the el eB®lisgembrn2aisd
accounts of the plurality of custoners#649. The systemas recited in claim
48, wherein there are a plurality of identifications for each of the
plurality of S@ﬁ@@@he&g@mahdpmh@mgnf padyenehid éntdnfsubstriban s prefelablye at | east

one enai | cu he system as
recited in c?gr?%ﬁlﬁg% ogl H%’f%g’FFMO&ge Eﬁgl uf"a}ﬁﬂsteg}l%@i‘m'ieﬂ%ﬁfi fications for
each of the plllhscmﬁerémemfhemuﬁ&ﬁiﬁeﬁlser’saﬂdﬂmdt%s@hﬂﬂﬂhbﬂmbﬁﬁﬂfthélpﬁ d@ns include
at |l east one_n ﬁ{éﬁa”% Eor IEM cﬁ)gers]é one of the custoners. he system as
recited in CP%I g0 RerMe léﬁ@dé%?%q“ﬁﬁawt?@éﬁpﬁ i cations for
each of the pitgtritet. Az, t&%ﬂaﬂ%ﬁﬁeaﬁ@ﬂ@oﬂ&&)ﬂﬁhﬁtﬁﬂ%&%&h@ﬁ cations include
a cell phone numper for at | east one of the custoners. 09 Decenber 2004

78 52. The sySseHens lpgente the sysiem pad fecew thopaymeih Teoagmetomer interface
received by the non-subscriber in a number of ways. In a first embodiment, the non-

subscriber establishes an IPA 230 and/or VPL 235 account and thus becomes a
subscriber. The payment can then be pushed from the sender’s account to the new
subscriber’s newly established account. Alternatively, the non-subscriber can
confidentially enter her/his DDA account number and allow the system to push the
payment from the subscriber’s account to the non-subscriber’s account without the
non-subscriber having to establish any account with the system.

[00124] In a further embodiment, the Non-Subscriber Module 1515
automatically establishes an account for the non-subscriber. In one alternative, the
email sent to the non-subscriber contains an authentication means such that when the
non-subscriber tries to access this new account, the Non-Subscriber Module 1515
has a mechanism for authenticating the non-subscriber, For example, the email
might contain a password or other mechanism (e.g., and answer to a secret question)
that the non-subscriber must enter when she/he tries to access the account. In an
alternative embodiment, the non-subscriber is sent a physical ATM card that is
linked to the newly established account. The non-subscriber is also provided with a
password (or other authentication/security mechanism) that must be used when the
physical card is used to access the account. In accordance with this embodiment, a
non-subscriber that does not even have access to the Internet and/or does not even
have a bank account is able to be pushed electronic payments. In a preferred

embodiment, any payments pushed to non-subscribers in this manner and any new



conprises: a paynent request nodul e, the paynment request nodul e accepting a
request for paynent froma second custoner, the paynent request nodul e
comuni cating the request for paynment to a third custoner. 53. The system
as recited in claimb52, further conprising: an email facility coupled to

t he custoner interface, wherein the request for paynent is communicated to
the third customer through the email facility. 54. The systemas recited in
claim53, wherein the request for paymppt relates to aOpdlesember ZWfor t hat
does: not have an el ecttronic paynent account, and wherein the request for
paynent is c nt.| | facility.
55. The syst g%? tﬁgst é%?a bg&w& Q% th% %@F e%\%]@ %X E irg]él 8?‘%%111 e&for?ﬂ@é paynment
conprises a hqcmlﬁtismotMeasy&mMenMQmemtofhme(xag,ethirsyaiangayor can satisfy the

request for nt t hr.ou stemas_.recited in claim
55, wherein ot en{'ﬁ %Fﬂggﬂ}%?d %é@?"@@gﬁm &echrOf ynent by

establ i shi ngm@dhl@c@ﬁﬁafn@dilt&r&ﬁ%@?f&erﬂﬁﬁwﬂ%ar@dpﬂhéﬁﬁkﬁm&ahﬁ oﬁn@ﬁél@;st ed paynment
fromthe el ectronic paynent account. 57. The systemas recited in claim43,

further conpPPSiPRFEHATe M Pfﬁ%ﬁWW@B@r@Bp@tW?WW#F%UQQW i nterface,
wherein a cuat)&marotp%wn% SRR e iubiPhedd RPIERL 1% pBRKEE, Lhe
potential payee not having an el ectroni ¢ paynent account, the

facility conmmf@apmp@enhé:e@mwap&ry #ﬁ&?mbe m@rpqw:etbmnethc Ca$t01payee 09
Decenber 20 The Y, ; he
potenti al pg@ﬁ%f% 1(E:%o(r%n%m ca@é@%ﬁ%@ err%%eap%\%lel% Re E{s@s@"lél ink to
the system Uiiéuadthe Noa- Smbmﬁ&n}abdmyﬁé cambe s’eparanely\@eﬂatudoptsidelﬂia al paynent
t hrough t he te 59. '[963 systemas recited in claimb58, wherein an

el ectronic p terface 1500.

[00126] Figures 6, 7 and 8 illustrate three different bill paying embodiments

according to the present invention. Figure 6 depicts a direct bill paying embodiment,
Figure 7 describes bill payment including a service provider performing
consolidation, and Figure 8 explains a bill payment method in which the customer
performs the consolidation. In Figure 6, the direct method, a biller establishes an e-
billing capability on its own web site 255. Once enrolled in the service, the customer
receives an e-mail notification that a bill is available for payment at the biller’s web
site 255. Alternatively, the customer can receive a traditional paper bill. The
customer launches its Wallet 215, Browser 210 and Web Broker 227 and then
accesses the biller’s web site 255. A payment is then eventually transmitted from the
Web Broker 227 to the biller’s Virtual Private Lockbox 235. As in all of the
embodiments of the present invention, the transaction is secure, protects the
customer’s privacy, and provides the biller with guaranteed funding, reconcilement,
and archival records,

[00127] According to one embodiment of the present invention, a plurality of
invoice templates are available for use by billers/merchants. Billers and merchants

can additionally create their own custom invoice for use with the components of the



account is established for the benefit of the potential payee and wherein
the potential paynent is communicated fromthe custoner's electronic
paynent account to the el ectronic paynent account established on behal f of
the potential payee. 60. The systemas recited in claim43, wherein a
custoner desires to nmake a paynent to a potential payee, the potenti al
payee not having an el ectroni c paynent account, the systemfurther
conprising: a potential payee el ectronjc paynent accoufi® Reaemirersd4 f or
the benefit of the potential payee, wherein the potential paynent is
conmuni cat e t. otential payee .elect.ronic paynent.account. and a
physi cal ca&éég Illtr@geag B HRET If)ooﬁg%fﬁﬁﬁy 16&%“’8?%?"&%‘& Bii tﬁﬁV’r?‘Sﬂ(ti”ﬁccount,
vv]tlfer ein the hﬂhyaginlmai engliudinéns irswlith the bﬂfﬁymeﬂtemﬁaitﬁtedrb@giﬁ&onﬁﬁwg%éyﬁ em for
effectuating an el ectroni aynment petween a.payor, and a payee using an
El ectronic %ﬁﬁ%‘&‘%ﬁ’éﬁ%?‘@#&(@&wg%w@aﬁlﬁw ‘H‘@‘%&%Plaﬁ%t@?hﬁnée flisdr account
at a payor idﬂEEﬁﬂnHEdr@ﬁm&kdhdnhﬁakﬁ@’ﬁﬁyﬁéﬁﬂ ng a payee account at a payee
institution, the system conprising: payee directory, the payee directory
S

contai ning dP0128hst évds ilaerstadiin Eignredn thebillermershgns dirs aetabiiskssanes pondence
bet ween the bmin% fefdb RO sfonfRR! bﬁ’é’w@’ﬂ \\fhﬁ% tﬁ’@ﬁﬁ&ﬁhaﬁﬁﬁﬂy@@h{) g5t he payee
oupl ed to the payee

institution; a Tirst software conponent directory, the
first softwde advetispinehillimrenide vige-tiad, madil, beasthe bri@nétd Engtef 6Adtison and an

anmount of t nt_fromt . or...t he fast, software.comonent
generating %g Sblgl?;}r{reﬁ%t“ Fiey P“&%@%%dﬁ%%d?é‘?ﬂ‘ FWC%%%?%&S&?@% e%ﬁﬁs@ﬁﬁjt ion, the
payee accouméceiving raohthigBunail nofifitdion payking are btiilabler 45 pofousar e conponent
further co ni.cafing the pa nt aut ization to. the payor institution;
and 09 e BB bR SE _ ni‘lﬁ%&“%ﬁ%ﬁ@%%ﬂ&ﬁé‘ﬁ rogiser i, Waldr

i nstitution2¢ui Web BeokePE27 dnfi $ préRhdedaAiR AR KIdPLomOnPMHd 0 the EFT
network, the second software component receiving the paynent instruction

and transni ©F g uper sleatnide SBaydilly entipr end i mivewseyerel eriipeeinitesRayt ut i on
through t he gkl A1 WREK inBfiaf "p4f Bl aldeRIR BAIS SRFGH G "deiferipdi t 11 the
amount of the paynent.

the “Pay Bills” choice, the user navigates to the biller’s web site 255. It must be

recalled that the Wallet 215 already contains user’s billing info.

[00129] Since web Wallet 215 is active, biller’s website 255 recognizes the

user as a Wallet 215 customer. In addition, the biller’s website in step 6D verifies

that customer has an established e-billing relationship. In step 6E, the biller’s site

235 generates and transmits to the user a bill payment message that includes the
following data: Biller’s BIN; Biller’s Account number; Transaction ID; and the
dollar amount of the bill to be paid. In step 6F, the bill payment message is received
by the Wallet 215 window and is displayed for review by the user. The user has
several options inchuding at least the choice to edit the bill (e.g., the amount to be
paid) or the option to pay the bill as presented.

[00130] If the user selects the “pay the bill” option, the Web Broker 227
verifies the user’s balance in its IPA account 230 and passes the payment

authorization 225 to the IPA account 230 while simmltaneously transmitting a



62. The systemas recited in claim®61, wherein the at |east one
identification is an emai| address for the payee. 63. The systemas recited
in claim6l, wherein the at | east one identification is a nickname for the
payee. 64. The systemas recited in claim®6l, wherein the at |east one
identification is a cell phone nunber for the payee. 65. The system as
recited in claim®6l, further conprising: a third software conponent at the
payee institution coupled to the EFT nggwork, the thir@9discamber 2fiponent
receiving the EFT credit nessage and crediting t he payee account in the

oot o RSl BRI RIS B A R o0 L
request nodul (seREGL Xd digrrativeg stRsh, ﬁ]é)Web @;dslemzz?f craﬁmraasmemep@myor t he
Davee. 67, THENGBRGh TS G T L SRR PR shng. an_ e |
facility Operr@d%ﬁxe% 8 réc@&)t bt th§%ay§ﬁﬁ€a‘ﬁﬁfoﬁz&féﬂ9@5‘ S HF M 8diehEssdda®s I equest
for payment is conmunicated he second payee through the email faC|I|ty
09 Decenber Zossgd from the user’s IPA account 230 to the biller’s VPL account 235 via the

ATM switch 270 (step 6H). A bill payment record 245 is then generated and stored

by the biller’s Account Reporter 240 in response to the receipt of the credit message

from the EFT network 270.

[00131] In step 6], upon generation of the payment record 245 which reflects

the receipt of the funds to settle the bill, the payment record 245 is reconciled

against the biller’s accounts receivable files 600. As previously described, with the

VPL account 235 and the Account Reporter 240, a billing merchant can execute

secure transaction fulfillment, reconcile all its accounts, while securely archiving all

its records for later, simple retrieval, As described above with respect to other

embodiments, funds are settled once a day between user’s bank 220 and the biller’s

bank 275 (step 6K). The funds can be swept to the biller’s DDA or cash

concentration account 280 (step 6L).

[00132} Figure 7 depicts a further bill payment method involving service

provider consolidator. This bill payment method is similar to the first illustrated in

Figure 6, however in this method a central service provider consolidates e-bills from

many different billers 700. The service provider’s site 755 enables a customer to

review and pay bills with respect to several if not all of its billers (e.g., electric bill,

phone bill, mortgage ...). The service provider is seamlessly outfitted with an

archival capability, so that customers can review their bill payment history. The

Web Broker 227 and IPA 230 once again provides the consumer with privacy,

security and convenience while the VPL provides the service provider (and its



81 68. The systemas recited in claim®66, wherein the request for paynent
relates to a potential payor that does not have an el ectronic paynent
account, and wherein the request for paynment is comrunicated to the
potential payor through the email facility. 69. The systemas recited iii
claim 68, wherein the request for paynment conprises a link to the system
wher eby the potential payor can satisfy the request for paynent through the
system 70. The systemas recited in Clssﬁi m 69, wher ei n09 Regesreartd0dd payor
t

satisfies the request for paynment by establishing an el ectroni c paynent
account and nmking the requeste ment fr he el ectroni c.paynent
account. 71. %%gm%ﬁstp%wlg%nﬁg@?gbﬁﬁﬁﬁu%ﬁ?% g (PP mﬁ’%ﬁﬁ@i sing an emmil
facility operaghivl wtéls.t he first software conponent, wherein a payor
desires'to e paynent to a potentjal payee, the potential payee not
havi ng an ergléqlﬁg}ﬂ c BasieRettt teiseamrollsin e sripll pervigeatebyiic #f&ating the

potenti al payiRiinet Jorl € PRMIBNCSE), W@ﬁlﬁn&?elati@%&iﬁ%éﬁv@éﬂﬁécﬁﬁ%& ed in
claim71, wherein the potential paynment cormunicated by the email facility

conpri ses a Itheiser ip estpldiskadeithen dirggibyrin Bsspetse iqasivertising by e &® wdwuglet ri eve

t he potenti al o . recited in
claim72, V\héd%eglﬂ%&gﬂéoeqcec r%a?%tﬂggém&rﬁl?gﬂﬁ%gt&ﬁ;ga?gé%ﬁtgﬁ?%ﬁ)etggf or the
benefit of t heerpGilerre alstomeysad tieridllerkie VEiile eptvdlingdbeattilaer tinze) thentser s
connnuni cated .fromthe. ar,' s el ectroni c paynment. accou t he el ectronic
paymeont . accodRPLShish itd et s ey RETBan FERE e 00 oo
system as regeivReE. The CEREAN ¥ty anMYeHiod erafay OfllefleRNesrdbOloRPBIe a payment to
a potential payee, the potential payee not having an el ectroni c paynent
account, the fpckon Hislprygemel asprpyiding g customer sprvicE iR fo Eeedve teansattighi ent i al
payee el ectrgpjgrigaynent account established for the benefit of the
potential payee, wherein the potential paynent is conmunicated to the

potential payé3él ect Adisi ergllment the userdbuvheging inreeeiptpantelxiemedr d | i nked to
the potential, payag, %g:fﬁigge% gvaﬂg’éflg%fn REGANE 00 WREEEH b . PRYSL.cal card

I's sent to the poten
bill can be sent to the user either by the CSP or directly from the biller 700 to the

user. In this second method, the biller must provide the CSP with an accounts

payable file reflecting the e-bills it sent out, in order for the CSP to perform the
below described recongiliation process for the biller 700. If the CSP is the party
transmitting the e-bills to the users, the billers 700 must provide the CSP with the
billing information. Many types of record keeping methods are supported. The
billers 700 can push the billing information directly to the CSP’s web site, or
alternatively, the electronic bills can be channeled to the CSP via Spectrum or other
electronic Internet bill payment aggregators.

[00135] Steps 7B and 7C are essentially the same as described above with
respect to the direct bill paying embodiment of Figure 6. The only difference is that
after choosing the “Pay Bills” option, instead of navigating to the biller’s site
directly, the user navigates to the CSP’s web site 755. In step 7E , the user selecis
which bills to pay, and keys in the dollar amount to be paid on each bill {or selects



75. A systemfor effectuating an electronic paynent between a payor and a
payee using an El ectronic Funds Transfer (EFT) network, the payor having a
payor el ectronic paynent account at a payor institution and the payee

‘havi ng a payee el ectroni c paynent account at a payee institution, the payee
further having a demand deposit account at the payee institution, the
system conprising: a first processor generating a paynent identification

i dentifying the payee institution, the payee el ectroni @pBgoembenddddnt and
an anmount of the payment, the first prdtessor further comrunicating the
paynent identification to the payor institution; a second processor at the
payor insti t theidefault, ouhidheisl tot jmy ttweenfiier sdoupr cfaiesist thaewek mosepl-eeh he t he EFT

network, the_secon sQr ceivin he paynent identification and
communi cat i ng Vi gﬁ?@ﬁ%@&#ﬁ? F0prates g‘?‘ijt‘faémg’r%toﬁg?‘é"ér PIR<SE P10t §iBn t hr ough
the EFT net whaykneAmm&sEdpes. R@din emame@,m@g@g&r&ét&gas%gé@kknﬂ n the anmount
of the paynent. 76 Th? systemas recited in claim75, further conprising a

third proces¥6iagsrihatipelyss the appraptiat payssuidplopnasonder allng trmbillynaidior k, t he
third proces k¥ : | L1 t he payee
' p &8fng HRCRé¥0n In b RltRRlivE LfSHdim ,%t%‘%gﬁ%tggﬂgﬁn?%%hﬁg% pay

el ectroni ¢ paynent account in the amount of t e system as
recited in cE@pwiedsor oapherfahebitlipaigh by e upans In aither emnboidsnenh dhepagseage

i nstitution. . 3 reci lLaim 75  wherein t ayor and
payee ol oot pard RS eEEEy BN P LSRN YL & thlhdier bbbt 15 RO
Decenber 200WPsB3hedller{Ehearse(sitaadtrsioliacirtoaat(d)n cl ai m 75, further conpri sing:

a paynent re nodul e erating on the first progessor, the_paynent

request m)du@gﬁ;icep |?¥§7§%F8'$t§’e@tar‘? greghially s so $%‘rﬁceﬁwge‘f)%l:§9é‘%f’m he payment

request nodulespecia i grachiongh 61 of Figard @Shd TR el A i¥RIM: ateGhd r. 80. The
OB gh 12 i ffeRRAP

system as reci Led in claim7/79, further conprising:
not be repeated. Although only a single VPL account 735 1s iltustrated in Figure 7, it

is appreciated that the CSP (or the billers directly) may maintain a VPL account 735
for each biller. Regardless of whether there is a single VPL 735 or several, the
billers 700 themselves may view the contents of their receipts in the VPL 735
through the CSP’s Account Reporter 740. In step 7J, the CSP performs the
reconciliation process for each of its customers (i.e., the billers 700). In Step 7L,
each biller’s receipts are swept into their respective DDA or cash concentration
accounts 780,

[00137] Figure 8 illustrates the third bill payment embodiment involving
customer consolidation. In this third bill payment method, the e-bills 800 are
delivered directly to the customer in the form of an e-mail or other delivery means.
Each e-bill 800 contaigs a hotlink, which directs the customer to the biller’s web site
855 (or to a CSPs website if the CSP handles the payments for the biller), When the
custorer activates its Wallet 215, the web site 855 recognizes the Wallet 215
customer and initiates a payment message as previously described. The customer
can then push the payment to the biller in the same manner that a payment is pushed

in the web shopping embodiment of Figure 2, the pay anyone embodiment of Figure



an email facility coupled to the paynent request nodul e, wherein the
request for paynent is comrunicated to the payor through the enail

facility. 81. The systemas recited in claim80, wherein the request for
paynent relates to a potential payor that does not have an el ectronic
paynent account, and wherein the request for paynment is comruni cated to the
potential payor through the emanil facility. 82. The systemas recited in
claim81l, wherein the request for paynent conprises a IOBr[RBQanDﬁ'ézQ%tem
whereby the potential payor can satisf§2the request for paynent through the
system 83. The systemas recited in claim82, wherein the potential payor
sati sfies thd aseglesthetes ophanbit piynieyt esb@iihérsdoiFigas einddtusagie paynment

account and [ eque d paynent. fromthe el ectronic paynment
account . 84%&@@%&%&%@&%8‘% U paphimats, %ﬁrbﬂll?éPm@éﬁﬁFi sing an ermi |
facility opefedites i duldrahired fintmb, BERERTHAL, andhIEKiRARedohR HRAR ofdigsi res to
make a paynent to a potential payee, the potential payee not having an

el ectroni c pHGIBEHEYEEEBUNt, the emmil facility communicating the potential
payment to tiag1aRot enty;dlre PAYES. term A6t g Yol il ai m 84,
wherein the fggtjggt I al _l%gglrr_enlﬁ %%%ﬁm catng%&ty t%%bg%%gltﬁgam ?ty conpri ses
a link to tHsceypstasspciajgderity WehBroket 24tar alWeheBrokercalnneat Wakkat815.he
potential pa - [r h g@ﬁé 0 3 6.,,Lhe system
as recited an ci élrlﬂ}l%ﬁ ggwi/\%{éér%gls ?’%%C%g]}‘ﬂetg?é)%r??%%g% Qg%agﬁg%éwieq 2?7];
est abl i shed drarWethBrokermahartced W atlére? | p tae cini talacqayed eiaahenwdaes 090) t he
potential pa I S, CO | cat r.o he payor, el ectroni c paynent account
to the el ect‘gwgsptﬁlﬁmmg‘ﬁ@gﬁ?ﬁ?&%lgﬁ%%’ %-?ﬂ%ﬁ?ﬂ"%gﬁa?p‘f" 3Bt eYRe pot ent i al
payee. Personal Digital Assistant (PDA) 920. The primary method for funding the accounts

(e.g., IPA account 230) linked to the Web Broker 227 or Web Broker enhanced

Wallet 215 is through one of the user’s other accounts (e.g., DDA, or credit or debit

card accounts). In a preferred embodiment, the Web Broker 227 or Web Broker

enhanced Wallet 215 can receive funds from the other accounts of the user using

well known online banking functionality. Alternative funding options can be

achieved through an externally sponsored credit card, by check or money order, or
through the ACH network.

[00139] Steps 9A through 9C illustrate one method by which a user can install
a Wallet 215. As previously stated, the preferred embodiment includes an online
banking system 962. The following example uses a fictional operator of the system
denoted as XYZBank 965 which acts as a Web Broker enhanced Wallet provider. In
step 9A, the user logs onto the Internet and uses its browser 210 to navigate to the
XYZBank.com site 960. In step 9B, the user selects the “Wallet” option from main
menu on the XYZBank.com site. On the “Wallet” screen the user is presented with
two options: “Are you an Online Banking customer?” and “Are you a Non-
XYZBank customer? If user selects “Online Banking customer”, the user is
presented with a list of the accounts held by the user at the X YZBank that are



87. The systemas recited in claim?75, wherein the payor desires to nmake a
paynment to a potential payee, the potential payee not having an el ectronic
paynent account, the system further conprising: a potential payee

el ectroni c paynent account established for the benefit of the potential
payee, wherein the potential payment is communicated to the potential payee
el ectroni c paynent account; and a physical card |linked to the (ﬁﬁ

payee el ectroni c paynent account wherein the physical 839%0% efl o the
potential payee. 53
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for mmal and fumre fundmg of the Web Broker enhanced Wallet 215 is performed
through a link between the Web Broker enhanced Wallet 215 and the Online
Banking system 962 as described above. The link between the Web Broker
enhanced Wallet 215 and the Online banking 962 can be transparent and the user can

sign on solely to its Web Broker enhanced Wallet 215 and be seamlessly provided
with the online banking 962 functionality, For initial funding of the Web Broker
enhanced Wallet 215, the user selects “move funds to/from Wallet” from an online
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banking menu. The user then provides the following information: the source of the
fimds - checking, credit card, savings, etc.; the dollar amount of the transfer; the
funding date; and whether this is one time transfer or a repeat transfer. Upon
completion of above, the account associated with the Web Broker enhanced Wallet
215 is funded. Subsequent funding of the Web Broker enhanced Wallet 215
associated accounts can be done through the Web Broker enhanced Wallet 215 itself
or through the online banking system 962. In addition to funding via online banking,
instructions can be given for funding via phone 910, ATM 905, Kiosk 915, or PDA
920 or interactive TV 922.

[00142] Steps 9F through 97 illustrate a method of funding the Web Broker
enhanced Wallet 215 from an external credit (e.g., cash advance from a credit card)
or debit card, or an external DDA account (external to XYZBank). For the Non-
XYZ7Bank customer or an XYZBank customer wishing to fund the Web Broker
enhanced Wallet 215 externally, the user in step 9E selects “fund with a non-
XYZBank account”. The user then selects the financial merchant of the account
(¢.g., American Express™, VISA™, etc.) and keys in account number, expiration (if
applicable), and the dollar amount of the funding transfer. The funding request is
transmitted to a merchant acquirer 970 associated with or part of XYZBanlk 962.
This account information is stored for future funding requests.

{00143] In step 9F, the merchant acquirer 970 (such as Chase Merchant
Services™) authorizes the funding transaction and passes the request through the
EFT switch 270. In step 9G, the financial merchant 980 (e.g., VISA™) receives
funding request via EFT switch 270, and verifies the card number, expiration, and
credit limit. If the funding is authorized by the financial merchant (step 9H) the
funds are received by the Web Broker enhanced Wallet 215, more siaeciﬁcally, the
IPA/VPL account 230 linked to the Web Broker enhanced Wallet 215 (step 9I). The
funds settlement (step 9J) between the credit card’s bank and user’s bank typically
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occurs once per day. A similar process occurs when the funding is from a user’s
DDA account at another financial institution 980. In the above description with
respect to Figure 9, it is appreciated that the procedure for establishing and finding a
Web Broker enhanced Wallet 215 equally apply to establishing and funding a Web
Broker 227 as a stand alone product.

[00144] Figure 10 iltustrates an alternative embodiment of the present invention
in which the IPA user is able to fund payments according to the present invention
using a credit card. Although the illustration of Figure 10 and following description
is made with respect to the Internet shopping embodiment of Figure 2, this
alternative credit card embodiment is equally applicable to the embodiments of
Figures 3-8. Unless otherwise specified, all of the steps of the embodiment of Figure
10 ére the same as described with respect to Figure 2.

[00145] In step 2H, when the user agrees to make the EFT credii payment, the
user 1s given the option to fund the payment with his or her credit card. The Web
Broker 227 either already knows the user credit card number or prompts the user for
the number. The Web Broker 227 then contacts the credit card issuer 290 as
described above with respect to Figure 9 for authorization for the credit in the
amount of the payment. When the authorization is returned, the Web Broker 227,
transmits the credit to the IPA account 230 simultaneously with the transmission of
the payment authorization, The IPA account 230 then has sufficient funds to
transmit the EFT credit to the merchant’s VPL account 235 as described above. At
the end of the day, a settlement occurs between the bank 220 and the credit card
issuer 290 in the amount of the credit. This settlement is similar to the settlement
(step 2M) between bank 220 and bank 275,

[00146] Using this embodiment of the present invention, a user is able to
continue to use its credit card for online purchases, but because of the unique

features of the IPA account and the EFT credit push, the user only has to give its
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financially sensitive information (i.e., credit card number) to its trusted institution,

In this embodiment, the user.of able to fund larger purchases than would normally be
found in the IPA account 230.

[00147] Figure 11 illustrates a private label embodiment of the present
invention. In the embodiment depicted in Figure 11, the system is operated by an
operator bank 1100 that maintains an IPA/VPL system 1110 for its customers. In
the IPA/VPL system 1110, there exists an IPA/VPL account 1105 for each of its
customers that have elected to establish an IPA/VPL account 1105. As previously
described, in a preferred embodiment, each of the IPA/VPL accounts 1105 is
actually a single account with different address to access the account for the different
type of functions. The IPA functions, e.g. the customer sending money out of the
account 1105, are accessed by a userid and password protected address, and the
receive only VPL function of the account 1110 is accessed through ancther address
that can be made available to the public. In the embodiment of online shopping
previously described, the online merchant is a customer 1160 with at least a VPL
account (e.g., 1105) and preferably has the additional functionality of the VPL
reporter (240, Figure 2) as described above.

" [00148] In addition to maintaining the IPA/VPL system 1105 for its own
customers, bank 1100 also maintains IPA/VPL systems 1120, 1130 and 1140 for
bank C 1123, bank B 1133 and bank A 1143 respectively. This maintenance of
IPA/VPL systems 1120, 1130 and 1140 is commonly referred to as private labeling.
As is further described below, all external indications to the customers of banks A
1143, B 1133 and C 1123 are that the banks 1123, 1133 and 1143 are maintaining
the IPA/VPL systems 1120, 1130 and 1140 themselves, when in reality, the
IPA/VPL systems 1120, 1130 and 1140 are maintained by operator bank 1100 on
behalf of banks 1123, 1133 and 1143. Although in this preferred embodiment, the
operator of the system 1100 is described as being a bank, the system 1100 can be any
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party and the banking functions performed by operator bank 1100 for its customers
are ancillary to the system and method of the present invention.
[00149] In a preferred embodiment, the sign up process is designed to enable a
customer to create an active IPA/VPL account (e.g. account 1105) in a single
session, electronically, without human intervention and without the need to transfer
documentation between the user and the system. Users can preferably open three
different types of accounts. The first is standard IPA/ VPL account that has send and
receive payment functionality. This account type can be set up for [PA funding and
VPL withdrawals by sweeping to an existing bank account (e.g. a DDA account in
the banks” DDA systems, 1150, 1143, 1133, 1123) and withdrawing funds through
an ATM or debit card. A seéond type of account is a VPL only account for
anonymous users that can only receive payments and can be used for ATM
withdrawals. The third type of account is a VPL ouly account for an identified
customer that receives payments and can be set up for VPL withdrawals by sweeping
funds to an existing bank account and withdrawing of funds through an ATM/ debit
card.
[00150] In order to sign up, a customer (or potential customer) 1160 can log
onto a web site of the operating bank 1100 through the Internet 1165, Customers
1160 can also sign using other mean such as telephone, branch visit or through the
mail. In the private label environment, the customer 1160 might navigate to the bank
1110 website on the Internet 1165 though a web site of one of the other banks 1123,
1133 or 1143. In this case, depending on the manner in which the customer arrives
at th;a web site, the site is branded for the bank 1100, 1123, 1133, 1143. For
example, if customer 1160 is a customer of bank 1143 (e.g., already has a DDA
account with bank 1143) aﬁd elects to sign up for the service on a website of bank
1143, when the customer is directed to the website of operating bank 1100, it will
appear to customer 1160 that he/she is siill on the website of his/her own bank 1143.
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The same branding of the website maintained at operating bank 1110 will hold for all
future visits by that custorner 1160, The branding is accomplished as part of the web
site programming contained in the customer interface 1170.

[00151) During the sign up process, the system at bank 1100 verifies the
customer’s identification, making certain that information such as customer address,
name, or SSN# are accurate. Information provided by customer is matched against
external databases (e.g., Electronic White Pages) or the bank’s 1110 or issuing
bapk’s 1123. 1133, 1143 customer information file (CIF). In order to authenticate a
customer 1160 during subsequent sign ons, the system requests data that is
considered to be confidential and known only by the user 1160, A two tiered
approach to authentication is taken where the user 1160 is only required to provide
SSN to sign up for an account but is required to provide additional data if they set up
a funding source for the IPA/ VPL account (e.g., 1105). The second tier of the
authentication process includes challenge questions such as “last ATM transaction”
or “mortgage principal.” The challenge questions can be derived from a issuing
bank’s database (1123, 1133, 1143) or from an external database.

[00152] If the customer 1160 is a new customer signing up from an
authenticated site at issuing bank 1123, 1133 or 1143, bank 1100 assumes that the
customer 1160 has already been verified and authenticated by the issuing bank 1123,
1133 or 1143. In order to make the sign up process seamiess and simple for these
customers 1160, profile information is retrieved from the customer’s online account
or the customer information files (CIF) at the bank 1123, 1133 or 1143. I the
customer 1160 does not have an account at the issuing bank 1123, 1133 or 1143, an
external third party sysiem (e.g., Equifax.com, Fast Data, Electronic White Pages) is
used to review and verify the customer’s application. If the customer 1160 is
requesting an anonymous VPL account, and if the customer requests an ATM card,

an address is required.
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[00153] Once the customer 1160 has established an IPA/VPL account (e.g.

' 1105), the customer 1160 is able to conduct al] of the transactions described above
such as pay anyone, online shopping ot bill payme_nﬂ In addition to the pushing of
payments on the EFT network as described above, the private label system operated
by bank 1100 can act as a “closed” system. In the closed system, funds can be
transferred between IPA/VPL accounts without using the BFT system. For example,
if customer A1 wants to send customer C2 some cash, customer A1 instructs the
system to debit his/her IPA/VPL account 1145 and credit the IPA/VPL account 1125
of customer C2. In this closed system environment, bank 1100 uses its internal
systems to transfer the funds from customer A1’s TPA/VPL account 1145 to the
IPA/VPL account 1125 of customer C2. In the above example, no use of the EFT
system is required. Of course, even though bank 1100 is capable of effectuating
closed system transfers, it is also capable of executing external EFT transfers as
described above using the bank’s external interface 1180. For cxample if customer
B! wants to transfer funds to someone that has at least a VPL account at another
bank (not shown), operator bank 1100 debits customer B1’s PA/VPL, account 1135
and sends the funds to the destination VPL account using the external interface 1180
and the EFT system as described above. The external interface 1180 is additionally
used to coupled the bank 1100 into the ACH network and credit card merchant
network in the traditional manner know to those skilled in banking practices.

[00154] Two features of the present invention that are illustrated though Figure
11 are an auto-fund and an auto-sweep feature. As described above, a customer 1160
can establish preferences as to how an [PA/VPL account (e.g. 1105) is to be funded.
For example, the customer 1160 can instruct the system that the IPA/VPL account
(e.g. 1105) is to funded from a specific credit card, debit card, DDA or savings
account owned by the customer 1160. This funding of the IPA/VPL account (e.g.

1105) can be set to occur on a regular basis, such as daily, weekly or monthly. In an
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additional embodiment, the funding can occur in real time. For example, a customer
1160 might instruct the system to send a payment of $100 to his danghter’s account.
The first thing the system does is to check whether the customer’s IPA/VPL account
(e.g. 1105) has the $100 to cover the amount of the payment. If it does not, the
customer 1160 has the opportunity to previously set a preference within the system
m which he authorized the system to automatically transfer any deficient amount
from, for example, his DDA account to the IPA/VPL account (e.g. 1105). Ifthe
customer 1160 only had $25 in his IPA/VPL account (e.g. 1105) at the time he
requested the payment, the system would then transfer $75 from the customer’s
DDA account. The auto-funding feature of the present invention further allows the
customer 1160 to indicate that if the [PA/VPL account (e.g. 1105) drops below a
certain threshold balance, ¢.g., $100, that the account is automatically funded from
the other account (e.g. credit card account) specified by the customer 1160.

[00155] If the custorer 1160 has selected to fund the account from a DDA or
savings account, the system first checks where the funding account is held. If the
funding account is held at the operator bank 1100, the system merely transfers,
mntemnally, the funding amount from the DDA/savings account system 1150 to the
IPA/VPL account (e.g. 1105). This procedure is straightforward, does not involve
any other banks, and only requires an interface between the DDA system 1150 and
the IPA/VPL account system (e.g. 1110). If the funding account is not held by the
operator bank 1100, the operator bank must contact the bank at which the funding
DDA or savings account is maintained,

[00156] As iHlustrated in Figure 11, the operator bank 1100 contacts other
issuing banks (e.g., 1123, 1133, 1143) through a bank interface 1175 and a
communication link 1177 to the issuing bank. The communication link is preferably
a private direct dial connection, virtual private network, 2 value added network or a

secure Internet connection. Naturally, the most stringent requirement of the link
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1177 is that it is a secure connection, as the communications between the banks
(1123, 1133, 1143) and the operator banlk 1100 involve the transfer of funds, The
bank interface 1175 and the corresponding interface in each of the issuing banks
(1123, 1133, 1143) (not shown) ensure that the connections are secure (e. g proper
encryption, authentication ...).
[00157] In conducting the transfer of funds to the IPA/VPL account (e.g. 1105)
;the operator bank 1100 sends the transfer request to the issuing bank (e.g., 1123,
1133, 1143) through interface 1175 and link 1177. The protocol of the transfer
request and the confirmation of the transfer have previously been established
between operator bank 1100 and the issuing banks (1123, 1133, 1143) and are coded
into the bank interface 1175 and the interfaces in the respective issuing banks 1123,
1133 and 1143. Upon receiving the request for a transfer of funds, the issuing baok
(e.g., 1123, 1133, 1143) verifies the available funds in the customer’s account in its
own DDA system. If there are sufficient funds available to cover the transfer, the
issuing bank 1123, 1133, 1143 debits the customer’s account and sends the operator
bank 1100 a confirmation of the transfer of funds back over link 1 177 and interface
1175. Settlement of the funds transferred according to this method occurs preferably
at the end of the day between the operator bank and issuing banks 1123, 1133, 1143,
[00158] Hf there are insufficient funds in the customer’s DDA or savings
account, the issuing bank 1123, 1133, 1143 send a message back to the operator
bank 1100 informing it of this situation. Ina preferred embodiment, the operator
bank informs the customer 1160 of the insufficient funds advice and allows the
customler 1160 1o specify a different account from which to fund the IPA/VPL
account (e.g., 1105).
[00159] In a somewhat reverse situation, the customer 1160 can also designate
an account to which fimds are automatically swept after being received by the

IPA/VPL account (e.g., 1105). As previously described, a customer 1160 can
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designate an account to which funds are transferred as well as a time when the
transfer is to occur. In one embodiment of the present invention, the funds are
antomatically transferred to the designated account as soon as they are received in
the TPA/VPL account (e.g., 1103). For example, customer A1, the owner of
IPA/VPL account 1145 may specify that any funds received by her IPA/VPL
account 1145 should immediately be swept to her checking account in her home
bank 1143. As soon as funds a received into her account IPA/VPL account 1143
(e.g., funds from the IPA/VPL account 1125 of customer C2), operator bank 1100
formats a funds transfer message that is transmitted through bank interface 1175,
over link 1177 to issuing bank 1143. Issuing bank 1143 then credits customer A1’s
DDA account within its DDA system. Again, actual settlement of the funds between
operator bank 1110 and issuing bank 1143 typically ocours at the end of the day. In
alternative embodiments, the automatic sweeping can occur if the balance in the
IPA/VPL account 1143 exceeds a predefined threshold, or can be scheduled to occur
on a periodic basis, e.g., daily, weekly or monthly.

[00160] Although the above has described the operation of a private label
system by operator bank 1110, it is clear that customers Al-An, B1-Bn, C1-Cn of
the issuing banks 1123, 1133 and 1143 and Customer 1, Customer 2, Customer n of
operator bank 1100 can still transfer funds through the EFT system as described
above using the EFT interface 1180,

[00161] Figure 12 illustrates the interaction of several banks operating in
accordance with the present invention. This illustration shows two different banks
1200 and 1210 that function as private label operators as described above with
respect to Figure 12, as well as a bank 1220 operating an IPA/VPL account system
1222 for its own customers, as well as a traditional bank 1230 that is connected to
the BEFT system 270.
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[00162] Each of the private label banks 1200, 1210 operate an IPA/VPL
account system 1202, 1212 for the benefit of their issuing banks 1235, 1236 as well
as their own customers. In a preferred embodiment, the issuing banks 1235, 1236
are associated with only a single private label operator bank 1200 or 1210, but it is
possible that there is some issuing banks could have IPA/VPL accounts at each of
the private label operator banks 1200, 1210. Each of the private abel operators
includes the bank interface 1175 as described above for providing secure financial
comrunications over links 1177 to the issuing banks 1235, 1236, to the other private
label banks 1200, 1210, as well as to other banks 1220 that maintain IPA/VPL
accounts. The links 1177 between private label bank 1200, private label bank 1210
and between IPA/VPL bank 1220 and the private label banks 1200, 1210 form a
system that does not rely on the EFT network 270 to communicate funds transfers.
In an alternative embodiment, each of the banks 1200, 1210, 1220 can communicate
the funds transfers through the EFT system 270 as described above, without the need
for the private links 1177. Similarly, the communication between either of the
private label operator banks 1200, 1210 and its issuer banks 1235, 1236 can be
accomplished through the EFT system 270. Although not specifically illustrated in
Figure 12, each of the issuer banks 1235, 1236 is also coupled to the EFT system
270.

[00163] Each of the private label operator banks 1200, 1210 operates its own
IPA/VPL system 1202, 1212 respectively for the benefit of its own customers and
the customers of the issuing banks 1235 and 1236 respectively. The IPA/VPL
systems 1202, 1212 are respectively coupled to the internal DDA systems 1204,
1214 of the operator banks 1200, 1210. The customer interfaces 1206, 1216 of each
operator bank 1200, 1210 are customized such that when a particular customer logs
onto the system, the interface seen by that customer is designed so the customer
believes that he/she is dealing with his or her own bank 1235, 1236. As previous_ly
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described, the customer profiles maintained by the operator banks 1200, 1210, allow
for the recognition of the bank affiliation of the customer and accordingly the
particular screen interface that should be presented to the customer.
j00164] It is readily appreciated that the system can accommeodate a plurality of
private label operator banks 1200, 1210 as well as a plurality of IPA/VPL, banks
1220. In addition, the system allows for funds to be transferred to customers of

" banks 1230 that do not maintain IPA/VPL accounts, In this embodiment, the owner

of a IPA/VPL account must know the number of the intended recipient’s account at
bank 1230. As this BIN number of a non IPA/VPL, account is sensitive information,
it is not envisioned that intended recipients would only give this account number to
trusted individuals. With the account number in hand, the IPA/VPL account owner
is able to instruct the system to transfer funds from his or her IPA/VPL account to
the recipient’s account. As described above, the funds are transferred via the EFT
system 270 to bank 1230, which deposits the funds in the intended recipient’s
account. The only requirement of bank 1230 in receiving these funds is that it has
the proper interface from the provider of the EFT interface to receive the real time
credit of funds.

[00165] Figure 12 illustrates a further feature of the present invention with
respect to IPA/VPL bank 1220, The bank interface 1175, the IPA/VPL account
system 1222, the customer interface 1216 and the VPL directory 325 each appear
below the dotted line within in bank 1220. The significance of this configuration is
that the elements 1175, 1222, 1216 and 325 are all bundled together as single module
which is then plugged into the DDA system 1224 and the external interface system
1180 of bank 1220. No other modification or interfaces to the internal systems of
bank 1220 are necessarily required for the bank 1220 to operate the IPA/VPL
accounts and the functionality of this embodiment of the present invention. This

bundling of components allows virtually any bank 1230 the ability to maintain
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IPA/VPL accounts for their own customers with virtually no change to their éxisting
bock office systerns and minor effort for integration.
[00166] Figure 13 depicts an embodiment of the VPL directory 325 for use in
the system and method of the present invention. As previously described with
respect to Figure 3 and others, the VPL directory is a convenient table that can be
used to Jook up or otherwise identify the VPL account identifiers (numbers) of each
of the owners of VPL accounts. As previously described, in a preferred
embodiment, the IPA and VPL accounts are in reality a single account with different
addresses into the account to access the different functionality. For example, one
address, the IPA address is used by the account owner to make outgoing transfers of
funds from the account, while the other address, the VPL address, is a receive only
channel into the account that can be publicly distributed without fear that an
unauthorized user would be able to retrieve any funds through this VPL receive only
address.
[00167] In this embodiment, the system associates a plurality of the account
owner’s email addresses 1305, 1355 with the VPL address 1300, 1350 of the
IPA/VPL account. In this manner, a user, instead of have to remember or look up
the intended recipient’s VPL account number, can merely type in the user’s email
address. The system then consults the VPL directory 325 and retrieves the VPL
address associate with that email address. For example, when prompted by the
system for the destination of the payment from the user’s IPA account, the user types
in email address 1310 (e.g. john_q_public@chase.com). The system goes to the
VPL directory 325, finds the email address 1310 (e.g. john_q_public@chase.com)
and retrieves the actual VPL account number (address) 1300. Figure 13 illustrates
two such accounts 1300, 1350 and their associated email addresses 1305, 1355, but it
is readily appreciated that this structure in VPL directory 325 can be duplicated for

each VPL account number contained in the directory 325.
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[00168] In a further embodiment as illustrated in Figure 14, an owner of a VPL
account 1300 can additionally choose to have his/her/its proper name 1400
associated with the VPL account in the VPL directory 325. Although individuals
might not want to take advantage of this capability for reasons of privacy, businesses
would most certainly want users of the VPL directory 325 to be able to search for the
business by its name 1400. For example, in addition to its email address(es) 1310
(only one shown in Figure 14), a business would also includes it name 1400 and
variants thereof 1410 included as entries that are associated with its VPL account
1300. For example, Jerry Smith’s Gardening Service would be able to include an
entry 1400 that associates the name “Jerry Smith’s Gardening Service” with the
business’ VPL account 1300.

[00169] The customer nickname field 1410 can be populated by virtually any
identifier that can be used to as an alias to identify the owner and therefore, by the
association of directory 325, the VPL account 1300 of any customer. For example,
the customer might want to include its screen name or other popular nickname in |
field 1410. The customer may also want to populate field 1410 with its cell phone
number. In this manner if someone has the customer’s cell phone number, they can
address the customer’s VPL account 1300 by referencing the directory 325.

[00170] Referring back to Figure 12 for the moment, a VPL directory 325 has
been illustrated as being part of the system in each bank 1200, 1210 and 1220. In
order for a customer to be able to reach all other customers that have TPA/VPL
accounts, regardless of the bank at which the customer maintains his/ her account,
the VPL directories 325 in each bank must be synchronized. That is to say, as a
bank adds new customers with new accounts, or a customer adds new ermail
addresses to be associated with the account, this information must be communicated
to the other banks in the system. In one embodiment of the present mvention, there
is a centralized Lightweight Directory Access Protocol (LDAP) directory (see Figure
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3) which 1s synchronized across all bank installations. In one embodiment of the
synchronization scheme, each bank 1200, 1210, 1220 own their part of the directory
325 from an updating standpoint, while the other banks have read only access to that
segmént of the directory 325.
[60171] Returning to Figure 13, it is preferable that within directory 325 each
VPL account 1300 has data from at least one other field (1400, 1410 ...) associated
therewith. Again, as described above, it is also preferable that these directories 325
are synchronized across the systems (e.g., banks 1200, 1210 ... (Figure 12)). Ttis
also preferable that each customer is able to maintain its own directory 325 (or
portions thereof) that are private to the customer. For example, a customer might
have nicknames for a plurality of other customers that need not be shared with the
remainder of the world. These private nicknames can be used to populate field 1410
as described above. Although only one field 1410, or 1310, is shown for each
record, it is readily appreciated that multiple fields (e.g. nickname 1410) can be |
included in each record. During the synchronization process described above, the
system is able to distinguish between private fields that need not be synchronized
and other fields (e.g., a nickname added by the customer itself that it wants
published) that are required to be distributed to each directory 325 in the system.
[00172] In one embodiment, the system accomplishes this by constructing files
that contain the customer’s personalized information. For example, in a preferred
user interface to the system (not shown), the user is able to establish a list of frequent
payees. Similar to the structure shown with respect to the VPL directory 325
illustrated in Figs, 13 and 14, a look-up table is constructed for the user which
associates various user provided information to a particular VPL account 1300. For
example, a user might want to call up a person’s name 1400 or niclname 1410 as
described above, rather than having to remember the person’s VPL account number

or even the person’s email address. Using this feature, a user is thus able to quickly
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retrieve the payee’s VPL account number 1300 by making reference to whatever
identifying information the user previously provided (e.g., the person’s name).
[00173] Figure 14 iltustrates a further significant feature of the present
invention. Although it is preferable that the VPL account number 1300 be published
and accessible from the VPL directory 325, this is not required. The system has the
capability of hiding certain fields from being accessed by the public. This is most
clearly evident with the DDA account number field 1420. Rather than having a VPL
account 1300, certain people will choose not to ever establish a VPL account 1300
and would rather have other’s push payments directly to their DDA or Savings
account 1420. For example, as described above with respect to the pay anyone
(Figures 3 and 5) a user is able to key in the payee’s account number in order to push
apayment to that payee’s account.

[00174] In an alternative embodiment, the user is able to key in some other
identifying information with respect to the payee (e.g., payee’s name 1400) and the
system will retrieve the payee’s VPL account number 1300 or DDA/Savings account
number 1420 from the VPL directory 325. In this manner a payee does not have to
establish a VPL account 1300, nor does it have to provide a payor with its
confidential DDA account information 1420, This information (e.g., 1420) can be
hidden from the payor by the system.

{00175] Although Figure 14 illustrates that the payee’s information resides in
the VPL direciory 325, this is not required. For example, in connection with the
Online Shopping embodiment of the present invention as described above in
conmection with Figure 2, a particular Internet merchant might not be a subscriber to
the system (i.e., the merchant has established a VPL account). In this embodiment, a
payor is still able to push a credit to the payee’s DDA account as long as the system
has a mechanism for obtaining the payee’s DDA account number (and associated

bank routing information as described above). The system can obtain this
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information in a variety of means. As previously described, the DDA account
information for this particular payee might have been pushed a payment by the
system and its account information has been stored in the VPL directory 323, but is

~ hidden from all payors. Alternatively, the payeé’s account information can be
communicated to payee’s bank in real time when an online purchase is being
conducted. In one embodiment, the payee can directly communicate this account
information directly to the payor’s bank without the payor having any access to the
payee’s account information.
f00176] Alternatively, the payee’s account information can be securely
communicated to the payor’s bank through the online session between the payor and
the payee. For example, the payee’s account information can be eﬁcrypted,
communicated to the payor, who communicates the encrypted account information
to its bank that decrypts the account information and is able to push a payment to the
payee’s account. In this manner, the payee is able to protect its confidential account
information and yet is able to receive credit pushes from any payee over the EFT
network in accordance with the principles of the present invention.
[00177] Although the present invention has been described in relation to
particular embodiments thereof, many other variations and other uses will be
apparent to those skilied in the art. It is preferred, therefore, that the present
invention be limited not by the specific disclosure herein, but only by the gist and

scope of the disclosure.
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We claim:

1. A system for effectuating electronic payments, the system
comprising; - :
at least one account system operated by a first institution, the at least
one account system maintaining a phirality of electronic payment accounts for a
plurality of customers of a first bank, at least one of the plurality of customers having
a demand deposit account at the first bank;

a bank interface coupled to the at least one account system and coupled
to the first bank, the bank interface transmitting and receiving financial information
related to the demand deposit account of the at least one customer and related to the
electronic payment account of the at least one customer; and

a customer interface coupled to the at least one account system, the
customer interface providing an interface for the plurality of customers to the at least
one account system, the customer interface accepting a command from a first
customer to transfer funds from the first customer’s electronic payment account to an
electronic payment account of another customer, the customer interface transferring
the command to the at least one account system which effectuates the commanded
transfer of funds,

2. The system as recited in claim 1, wherein the at least one account
system automatically funds the at least one customer’s electronic payment account.

3. The system as recited in claim 2, wherein the at least one account
system automatically funds the at least one customer’s electronic payment account
by withdrawing funds from the at least one customer’s demand deposit account at
the first bank,

4. The system as recited in ¢laim 3, wherein the withdrawal of funds
from the at least one customer’s demand deposit account at the first bank oceurs in
real time.

5. The system as recited in claim 3, wherein a balance of the at least
one customer’s electronic payment account triggers the automatic fimding.
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6. The system as recited in claim 5, wherein if the balance falls below a
threshold balance the automatic funding is triggered.

7. The system as recited in claim 2, wherein the at least one account
system automatically funds the at least one customer’s electronic payment account from
a credit card account of the at least one customer.

8. The system as recited in claim 2, wherein the at least one account
system automatically funds a second customer’s electronic payment accouat by
requesting funds from a demand deposit account of the second customer at a bank
different from the first bank.

9. The system as recited in claim 8, further comprising an interface to the
Automated Clearing House (ACH) system, wherein the request for funds from the bank
different from the first bank is transmitted through the ACH system.

10. The system as recited in claim 1, wherein the at least one account
system automatically sweeps funds in the at least one customer’s electronic payment
account into the at least one customer’s demand deposit account at the first bank.

11. The system as recited in claim 10, wherein the at least ons account
system automatically sweeps funds as soon as they are received in the at least one
custommer’s electronic payment account.

12. The system as recited in claim 10, wherein the at least one account
system automatically sweeps funds on a periodic basis.

13. The system as recited in claim 12, wherein the periodi{: basis is
selected from the group of daily, weekly and monthly.
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14. The system as recited in claim 10, wherein the at least one account
system automatically sweeps funds if a balance in the at least one customer’s electronic
payment account exceeds a threshold.

15. The system as recited in claim 1, wherein the customer interface is
branded such that it appears that the first bank is operating the system.

16. The systemn as recited in claim 1, further comprising a secure
connection coupling the bank interface and the first bank.

17. The system as recited in claim 16, wherein the secure connection is a
private network.

18. The system as recited in claim 16, wherein the secure connection is a
direct dial connection.

19. The system as recited in claim 1, wherein the first institution is a
second bank.

20. The system as recited in claim 19, further comprising:

a second account system operated by the second bank, the second account
system maintaining a second plurality of electronic payment accounts for a second
plurality of customers; and

a demand deposit account system coupled to the second account system,
the demand deposit account system maintaining a demand deposit account for at least
one of the second phurality of customers.

21. The system as recited in claim 20, wherein the second account system
is coupled to the customer interface, the customer interface providing an interface for
the second plurality of customers to the second account system, the customer interface
accepting a command from any of the second plurality of second customers to transfer
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funds from a source electronic payment account in the second account system to a
destination electronic payment account in either the at least one account system or the
second account system, the customer interface transferring the command to the second
account system which effectuates the commanded transfer of funds.

22. The system as recited in claim 21, wherein the customer interface is
configured such that when any of the plurality of customers of the first bank access the
at least one account system it appears that the first bank is operating the system, and
wherein the customer interface is further configured such that when any of the second
plurality of customers of the second bank access the second account system it appears
that the second bank is operating the system.

23. The system as recited in claim 1, further comprising:

a plurality of additional account systems operated by the first institution,
each of the phurality of additional account systems corresponding to a respective one of
a plurality of additional banks, the plurality of additional account systems maintaining a
second plurality of electronic payment accounts for respective customers of the pluralicy
of additional banks.

24. The system as recited in claim 23, wherein each of the phurality of
additional account systems are coupled to the bank interface, the bank interface
providing a secure interface between demand deposit account systems at the respective
plurality of additional banks and the plurality of additional account systems.

25. The system as recited in claim 23, wherein the customer interface is
configured such that when any of the customers of the plurality of additional banks
access their respective account system it appears that the customer’s respective
additional bank is operating the system.

26. The system as recited in claim 1, further comprising an interface to
the Electronic Funds Transfer (EFT) network, wherein the financial information related
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to the demand deposit account of the at least one customer and related to the electronic
payment account of the at least one customer is transferved over the EFT network.

27. The system as recited in claim 26, wherein the financial information
is the transfer of funds.

28. The system as recited in claim 26, wherein the EFT network is an
Automated Teller Machine (ATM) network,

29. The system as recited in claim 26, wherein the EFT network is a
network available for use by owners of demand deposit accounts,

30. The system as recited in claim 1, further comprising a customer
dlrectory, the customer directory containing an identification of each of the plurality of
customers and a correspondence between the identifications and the electronic payment
accounts of the plurality of customers.

31. The system as recited in claim 30, wherein there are a plurality of
identifications for each of the plurality of customers, and wherein the identifications
include at least one email address for at least one of the customers.

32. The system as recited in claim 30, wherein there are a plurality of
identifications for each of the plurality of customers, and wherein the identifications
include at least one nickname for at least one of the customers.

33. The system as recited in claim 30, wherein there are a plurality of
identifications for each of the plurality of customers, and wherein the identifications
include a cell phone number for at least one of the customers.

34. The system as recited in claim 1, wherein the customer interface
COIDPIISES:
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a payment request module, the payment request module accepting a-
request for payment from a second customer, the payment request module
communicating the request for payment to a third customer.

35. The system as recited in claim 34, further comprising: -
an email facility coupled to the customer interface, wherein the request for
payment is communicated to the third customer through the email facility.

36. The system as recited in claim 35, wherein the request for payment
relates to a potential payor that does not have an electronic payment account, and
wherein the request for payment is communicated to the potential payor through the
email facility.

37. The system as recited in claim 36, whetein the fequest for payment
comprises a link to the system, whereby the potential payor can satisfy the request for
payment through the system.

38. The system as recited in claim 37, wherein the potential payor
satisfies the request for payment by establishing an electronic payment account and
making the requested payment from the elecironic payment account.

39. The system as recited in claim 1, further comprising an.email facility
operable with the customer interface, wherein a customer desires to make a payment to
a potential payee, the potential payee not having an electronic payment account, the
email facility communicating the potential payment to the potential payee.

40. The system as recited in claim 39, wherein the potential payment
communicated by the email facility comprises a link to the system, whereby the
potential payee can retrieve the potential payment through the system.
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41. The system as recited in claim 40, wherein an electronic payment
account is established for the benefit of the potential payee and wherein the potential
payment is communicated from the customer’s electronic payment account to the

electronic payment account established on behalf of the potential payee.

42. The system as recited in claim 1, wherein a customer desires to make
a payment to a potential payee, the potential payee not having an electronic payment

account, the system further comprising:

a potential payee electronic payment account established for the benefit of
the potential payee, wherein the potential payment is communicated to the potential

payee electronic payment account; and

a physical card linked to the potential payee electronic payment account,

wherein the physical card is sent to the potential payee.

43. A system for effectuating electronic payments, the system

comprising:

an electronic payment account system operated for the benefit of a bank,
the account system maintaining a plurality of electronic payment accounts for a plurality

of customers of the bank;

a bank interface coupled to the electronic payment account system and
coupled to a demand deposit account system of the bank, at least one of the plurality of
customers having a demand deposit account maintained in the demand deposit account
system, the bank interface transmitting and recetving financial information related to the
demand deposit account of the at least one customer and related to the electronic

payment account of the at least one customer; and

a customer interface coupled to the account system, the customer interface
providing an interface for the plurality of customers to the account systeny, the customer
iaterface accepting a command from a first customer to transfer funds from the first
customer’s electronic payment account to an electronic payment account of another
customer, the customer interface transferring the command to the at least one account

system which effectuates the commanded transfer of funds.
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44. The system as recited in claim 43, further comprising an interface to
the Electronic Funds Transfer (EFT) network, wherein the financial information related
to the demand deposit account of the at least one customer and related to the electronic
payment account of the at least one customer is transferred over the EFT network.

45. The system as recited in claim 44, wherein the financial information
is the transfer of funds.

46. The system as recited in claim 44, wherein the EFT network is an
Automated Teller Machine (ATM) network.

47. The system as recited in claim 44, wherein the EFT network is an
Automated Clearing House (ACH) network.

48. The system as recited in claim 43, further comprising a customer
directory, the customer directory containing an identification of each of the plurality of
customers and a correspondence between the identifications and the electronic payment
accounts of the plurality of customers.

49. The system as recited in claim 48, wherein there are a phurality of
identifications for each of the pluratity of customers, and wherein the identifications
inchude at least one email address for at least one of the customers.

50. The system as recited in claim 48, wherein there are a plurality of
identifications for each of the plurality of customers, and wherein the identifications
include at least one nickname for at least one of the customers.

51. The system as recited in claim 48, wherein there are a plurality of
identifications for each of the plurality of customers, and wherein the identifications
include a ceil phone number for at least one of the custorners.
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52. The system as recited in claim 43, wherein the customer interface

- coinprises:

a payment request module, the payment request module accepting a
request for payment from a second customer, the payment request module
communicating the request for payment to a third customer.

53. The system as recited in claim 52, further comprising:
an email facility coupled to the customer interface, wherein the request for
payment is communicated to the third customer through the email facility.

54. The system as recited in claim 53, wherein the request for payment
relates to a potential payor that does not have an electronic payment account, and
wherein the request for payment is communicated to the potential payor through the
email facility.

55. The system as recited in claim 54, wherein the request for payment
comprises a link to the systern, whereby the potential payor can satisfy the request for
payment through the system,

56. The system as recited in claim 55, wherein the potential payor
satisfies the request for payment by establishing an electronic payment account and
making the requested payment from the electronic payment account.

57. The system as recited in claim 43, further comprising an email facility
operable with the customer interface, wherein a customer desires to make a payment to
a potential payee, the potential payee not having an electronic payment account, the
email facility communicating the potential payment to the potential payee.
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potential payee can retrieve the potential payment through the system.

59. The system as recited in claim 58, wherein an electronic payment
account is established for the benefit of the potential payee and wherein the potential
payment is communicated from the customer’s electronic payment account o the
electronic payment account established on behalf of the potential payee.

60. The system as recited in claim 43, wherein a customer desires to
make a payment to a potential payee, the potential payee not having an electronic
payment account, the system further comprising: |

a potential payee electronic payment account established for the benefit of
the potential payee, wherein the potential payment is communicated to the potential
payee electronic payment account; and

a physical card linked to the potential payee electronic payment account,
wherein the physical card is sent to the potential payee.

61. A system for effectuating an electronic payment between a payor and
a payee using an Electronic Funds Transfer (EFT) network, the payor having a payor
account at a payor institution and the payee having a payee account at a payee
institution, the system comprising;

payee directory, the payee directory containing at least one identification
of the payee and a correspondence between the at least one identification and the payee
account at the payee institution;

a first software component coupled to the payee directory, the first
software component accepting the at least one identification and an amount of the
payment from the payor, the first software component generating a payment mstruction
identifying the payee institution, the payee account and an amount of the payment, the
first software component further communicating the payment authorization to the payor
institution; and
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a segond software component at the payor institution coupled to the first
software component and coupled to the EFT network, the second software component
receiving the payment instruction and transmitting from the payor institution to the
payee mstitution through the EFT network an EFT credit message representing a credit

in the amount of the payment.

62. The system as recited in claim 61, wherein the at least one
identification is an email address for the payee.

63. The system as recited in claim 61, wherein the at least one
identification is a nickname for the payee.

64. The system as recited in claim 61, wherein the at least one
identification is a cell phone number for the payee.

65. The system as recited in claim 61, further comprising:

a third software component ai the payee institution coupled to the EFT
network, the third software component receiving the EFT credit message and crediting
the payee account in the amount of the payment.

66. The system as recited in claim 61, wherein the first software
component comprises:

a payment request module, the payment request module accepting a
request for payment from a second payor, the payment request module communicating
the request for payment to a second payee.

67. The system as recited in claim 66, further comprising:
an email facility operable with the first software component, wherein the
request for payment is communicated to the second payee through the email facility.
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email facility.

69. The system as recited in claim 68, wherein the request for payment
comprises a link to the system, whereby the potential payor can satisfy the request for
payment through the system.

70. The system as recited in claim 69, wherein the potential payor
satisfies the request for payment by establishing an electronic payment account and
making the requested payment from the electronic payment account.

71. The system as recited in claim 61, further comprising an email facility
operable with the first software component, wherein a payor desires to make a payment
to a potential payee, the potential payee not having an electronic payment account, the
email facility communicating the potential payment to the potential payee.

72. The system as recited in claim 71, wherein the potential payment
communicated by the email facility comprises a link to the system, whereby the
potential payee can retrieve the potential payment through the system.

73. The system as recited in claim 72, wherein an electronic payment
account is established for the benefit of the potential payee and wherein the potential
payment is communicated from the payor’s electronic payment account to the electronic
payment account established on behalf of the potential payee.

74. The system as recited in claim 61, wherein a payor desires to make a
payment to a potential payee, the potential payee not having an electronic payment
account, the system further comprising:
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the potential payee, wherein the potential payment is communicated to the potential

payee electronic payment account; and

a physical card linked to the potential payee electronic payment account,

wherein the physical card is sent to the potential payee.

75. A system for effectuating an electronic payment between a payor and
a payee using an Electronic Funds Transfer (EFT) network, the payor having a payor
electronic payment account at a payor institution and the payee having a payee
electronic payment account at a payee institution, the payee further having a demand
deposit account at the payee institution, the system comprising:

a first processor generating a payment identification identifying the payee
institution, the payee electronic payment account and an amount of the payment, the
first processor further communicating the payment identification to the payor
institution;

a second processor at the payor institution coupled to the first processor
and coupled to the EFT network, the second processor receiving the payment
identification and communicating from the payor institution to the payee institution
through the EFT network an EFT credit message representing a credit in the amount of
the payment.

76. The system as recited in claim 75, further comprising

a third processor at the payee institution coupled to the EFT network, the
third processor receiving the EFT credit message and crediting the payee electronic
payment account in the amount of the payment.

77. The system as recited in claim 75, wherein the payee institution is the
payor institution.

78. The system as recited in claim 75, wherein the payor and payee
electronic payment accounts are demand deposit accounts.
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79. The system as recited in claim 75, further comprising:

a payment request module operating on the first processor, the paymént
request module accepting a request for payment from the payee, the payment request
module communicating the request for payment to the payor.

80. The system as recited in claim 79, further comprising:
an email facility coupled to the payment request module, wherein the
request for payment is communicated to the payor through the email facility.

81. The system as recited in claim 80, wherein the request for payment
relates to a potential payor that does not have an electronic payment account, and
wherein the request for payment is communicated to the potential payor through the
email facility.

82. The system as recited in claim 81, wherein the request for payment
comprises a link to the system, whereby the potential payor can satisfy the request for
payment through the system.

83. The system as recited in claim 82, wherein the potential payor
satisties the request for payment by establishing an electronic payment account and
making the requested payment from the electronic payment account.

84. The system as recited in claim 75, further comprising an email facility
operable with the first processor, wherein the payor desires to make a payment to a
potential payee, the potential payee not having an electronic payment account, the email
facility communicating the potential payment to the potential payee.

85. The system as recited in claim 84, wherein the potential payment
communicated by the email facility comprises a link to the system, whereby the
potential payee can retrieve the potential payment through the system.
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86. The system as recited in claim 85, wherein an electronic payment
account is established for the benefit of the potential payee and wherein the potential
payment is communicated from the payor electronic payment account to the elecironic

payment account established on behalf of the potential payee.

87. The system as recited in claim 75, wherein the payor desires to make
a payment to a potential payee, the potential payee not having an electronic payment
account, the system further comprising:

a potential payee electronic payment account established for the benefit of
the potential payee, wherein the potential payment is communicated to the potential
payee electronic payment account; and

a physical card linked to the potential payee electronic payment account,
wherein the physical card is sent to the potential payee.



