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OFFLOADING METHOD AND DEVICE FOR SHARED DIRECTORY FILE SYSTEM BETWEEN

HOST AND VIRTUAL MACHINE

TECHNICAL FIELD

[0001] Embodiments of the present disclosure relate to the field of virtual machine technologies, and in
particular, to an offloading method and device for a shared directory file system between a host and a virtual

machine.

BACKGROUND

[0002] In the field of virtual machine technologies, a virtual machine is a virtualized device running on a
host, and an application may run on the virtual machine. In addition to the virtual machine, the host also needs
to run some other software, for example, monitoring software for the virtual machine and management software
on the host.

[0003] In prior art, various software on the host calls various resources of the host based on an operating
system of the host, for example, display resources, a central processing unit (CPU), and storage resources. During

running, the software can implement communication between the software through the operating system of the

host.
[0004] However, the above solution has a problem of poor performance of the host.
SUMMARY
[0005] Embodiments of the present disclosure provide an offloading method and device for a shared

directory file system between a host and a virtual machine, which can improve performance of the host and
ensure normal directory sharing function of the host.
[0006] In a first aspect, an embodiment of the present disclosure provides an offloading method for a shared
directory file system between a host and a virtual machine, the method including:

offloading a virtual machine user file system VIRTIOFS process on a host to a data processing unit

(DPU), to cause the DPU to be responsible for running the VIRTIOFS process and maintaining a shared directory
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file system related to the VIRTIOFS process;

in a case that the VIRTIOFS process on the host is offloaded to the DPU, establishing, through a
DMA driver front-end controller configured in a first operating system in the host and a DMA driver back-end
controller configured in a second operating system in the DPU, a DMA communication channel for the
VIRTIOFS process to communicate with the virtual machine on the host; and

controlling, through the DPU, the VIRTIOFS process to communicate with the virtual machine
deployed on the host based on the DMA communication channel, to implement access to and data processing of
the shared directory file system.

[0007] In a second aspect, an embodiment of the present disclosure provides an offloading apparatus for a
shared directory file system between a host and a virtual machine, the apparatus including:

an offloading module, configured to offload a virtual machine user file system (VIRTIOFS) process
on a host to a data processing unit (DPU) to cause the DPU to be responsible for running the VIRTIOFS process
and maintaining a shared directory file system related to the VIRTIOFS process;

a channel establishing module, configured to, in a case that the VIRTIOFS process on the host is
offloaded to the DPU, establish, through a DMA driver front-end controller configured in a first operating system
in the host and a DMA driver back-end controller configured in a second operating system in the DPU, a DMA
communication channel for the VIRTIOFS process to communicate with the virtual machine on the host; and

an access processing module, configured to control, through the DPU, the VIRTIOFS process to
communicate with the virtual machine deployed on the host based on the DMA communication channel, to
implement access to and data processing of the shared directory file system.

[0008] In a third aspect, an embodiment of the present disclosure provides an electronic device, including:
at least one processor and a memory;

where the memory stores computer-executable instructions; and

the at least one processor executes the computer-executable instructions stored in the memory, to

cause the electronic device to implement the method according to the first aspect.
[0009] In a fourth aspect, an embodiment of the present disclosure provides a computer-readable storage
medium, where the computer-readable storage medium stores computer-executable instructions, and when a
processor executes the computer-executable instructions, a computing device is caused to implement the method
according to the first aspect.

[0010] In a fifth aspect, an embodiment of the present disclosure provides a computer program, where the
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computer program is used to implement the method according to the first aspect.

[0011] Embodiments of the present disclosure provide an offloading method and device for a shared
directory file system between a host and a virtual machine. The method includes: offloading a VIRTIOFS process
on a host to a DPU to cause the DPU to be responsible for running the VIRTIOFS process and maintaining the
shared directory file system related to the VIRTIOFS process; in a case that the VIRTIOFS process on the host
is offloaded to the DPU, establishing, through a DMA driver front-end controller configured in a first operating
system in the host and a DMA driver back-end controller configured in a second operating system in the DPU,
a DMA communication channel for the VIRTIOFS process to communicate with the virtual machine on the host;
and controlling, through the DPU, the VIRTIOFS process to communicate with the virtual machine deployed on
the host based on the DMA communication channel, to implement access to and data processing of the shared
directory file system. According to the embodiments of the present disclosure, the VIRTIOFS process and the
shared directory can be migrated from the host to the DPU, and communication between software on two
operating systems can be implemented through a direct memory access technology, to ensure implementation of
the shared directory. Therefore, performance of the host and/or the virtual machine can be improved on the basis

of ensuring normal functions of the host and/or the virtual machine.

BRIEF DESCRIPTION OF DRAWINGS

[0012] In order to more clearly describe the technical solutions in the embodiments of the present
disclosure or in the prior art, the following briefly introduces the accompanying drawings required for describing
the embodiments or the prior art. Apparently, the accompanying drawings in the following description show
some embodiments of the present disclosure, and a person of ordinary skill in the art may still derive other
drawings from these accompanying drawings without creative efforts.

[0013] FIG. 1 is a schematic diagram of a principle of implementing a shared directory in prior art.

[0014] FIG. 2 is a schematic diagram of a principle that a shared directory cannot be implemented after a
data processing unit is set, according to an embodiment of the present disclosure.

[0015] FIG. 3 is a schematic diagram of software and hardware distribution of a host according to an
embodiment of the present disclosure.

[0016] FIG. 4 is a flowchart of steps of an offloading method for a shared directory file system between a

host and a virtual machine according to an embodiment of the present disclosure.
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[0017] FIG. 5 is a flowchart of steps of another offloading method for a shared directory file system
between a host and a virtual machine according to an embodiment of the present disclosure.
[0018] FIG. 6 is a block diagram of a structure of an offloading apparatus for a shared directory file system
between a host and a virtual machine according to an embodiment of the present disclosure.
[0019] FIG. 7 is a block diagram of a structure of an electronic device according to an embodiment of the

present disclosure.

DESCRIPTION OF EMBODIMENTS

[0020] In order to make the objectives, technical solutions, and advantages of the embodiments of the
present disclosure clearer, the following clearly and completely describes the technical solutions in the
embodiments of the present disclosure with reference to the accompanying drawings in the embodiments of the
present disclosure. Apparently, the described embodiments are some but not all of the embodiments of the
present disclosure. All other embodiments obtained by a person of ordinary skill in the art based on the
embodiments of the present disclosure without creative efforts shall fall within the protection scope of the present
disclosure.

[0021] The embodiments of the present disclosure may be applied to the field of virtual machine
technologies. In the field of virtual machine technologies, device hardware may be simulated through software
to serve as virtual hardware of a virtual machine. For example, in some kernel-based virtual machine (KVM)
technical solutions, device hardware simulation may be implemented through a quick emulator (QEMU).
[0022] A host is a physical device where a virtual machine is located. The virtual machine runs depending
on the host, and the virtual machine may be considered as a process on the host. One or more virtual machines
may run on a host. A user program may run on the host or the virtual machine imperceptibly. In the embodiments
of the present disclosure, a user program running on the host may be referred to as a host application, and a user
program running on the virtual machine may be referred to as a virtual machine application.

[0023] It can be learned that there is a large quantity of software running on the host, which reduces
performance of the host. Performance of the host further causes poor performance of the virtual machine.
[0024] To solve the above technical problem, according to the embodiments of the present disclosure, a
data processing unit (DPU) may be set on the host, to migrate some software on the host to the data processing

unit for running. In this way, performance of the host can be improved.
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[0025] However, after the DPU is set, because operating systems running on the DPU and the host are
different, software on the DPU and software on the host cannot communicate, which affects some functions of
the host and/or the virtual machine. For example, sharing a directory between the host and the virtual machine
is a common scenario, and is widely applied in a secure container (Kata Container) scenario. For example, in a
secure container scenario, some configuration files are usually stored in a shared directory, and configuration
information in the configuration files is written by the operating system of the host and read by the virtual
machine. Before the DPU is set, the scenario of a shared directory can be normally implemented. However, after
the DPU is added, the scenario of a shared directory may fail to be implemented. The implementation of the
scenario of a shared directory is described in detail below with reference to FIG. 1 and FIG. 2.

[0026] FIG. 1 is a schematic diagram of a principle of implementing a shared directory in the prior art, and
FIG. 2 is a schematic diagram of a principle that a shared directory cannot be implemented after a data processing
unit is set, according to an embodiment of the present disclosure.

[0027] Referring to FIG. 1, in the prior art, a host is not provided with a DPU, and a virtual machine, a
virtual machine application, a host application, a shared directory file system, a VIRTIOFS process, and a virtual
machine monitor process all run on an operating system of the host. These software can communicate with each
other through the operating system of the host. For example, in the scenario of a shared directory, the host may
write data into a configuration file (the shared directory file system) in the shared directory through the operating
system of the host, and the virtual machine application may access the shared directory file system through the
operating system of the host.

[0028] Referring to FIG. 2, after the DPU is set, any software on the operating system of the host shown
in FIG. 1 may be migrated to the operating system of the DPU shown in FIG. 2. For example, in FIG. 2, the
shared directory file system, the VIRTIOFS process, and the virtual machine monitor process are migrated to
the operating system of the DPU. Because the operating system of the host and the operating system of the DPU
are different, the software on the operating system of the host and the software on the operating system of the
DPU cannot directly communicate through the operating systems. For example, in the scenario of a shared
directory, the virtual machine application cannot access the shared directory file system on the operating system
of the DPU through the operating system of the host, resulting in a failure to implement the shared directory.
[0029] According to the embodiments of the present disclosure, communication between software on two
operating systems is implemented through a direct memory access (DMA) technology, to ensure implementation

of the shared directory. Therefore, performance of the host and/or the virtual machine can be improved on the
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basis of ensuring normal functions of the host and/or the virtual machine.

[0030] The following describes in detail the technical solutions of the embodiments of the present
disclosure and how the technical solutions of the present disclosure solve the above technical problems with
reference to specific embodiments. The following specific embodiments may be combined with each other, and
for the same or similar concepts or processes, some embodiments may not be described again. The embodiments
of the present disclosure are described below with reference to the accompanying drawings.

[0031] FIG. 3 is a schematic diagram of software and hardware distribution of a host according to an
embodiment of the present disclosure. Referring to FIG. 3, a DPU is set on the host. Different operating systems
run on the host and the DPU, which are respectively referred to as the operating system of the host and the
operating system of the DPU. In the embodiments of the present disclosure, the operating system of the host is
referred to as a first operating system, and the operating system of the DPU is referred to as a second operating
system. In the same way as shown in FIG. 2, the shared directory file system, the VIRTIOFS process, and the
virtual machine monitor process are migrated from the host to the DPU, and the virtual machine, the virtual
machine application, and the host application remain on the host.

[0032] The DPU may be connected to the host through a hardware interface to run as a part of the host.
The processing performance of the DPU is usually lower than that of a central processing unit (CPU), and thus
some simple tasks with a low load level may run on the DPU.

[0033] It should be noted that the first operating system and the second operating system are any two
different operating systems, and the first operating system may be different in different scenarios. For example,
in a KVM solution, the first operating system is a Linux operating system. and in some other solutions, the first
operating system may also be a Unix operating system. The embodiments of the present disclosure do not limit
the first operating system and the second operating system.

[0034] In the embodiments of the present disclosure, the first operating system and the second operating
system are used as step execution bodies for description.

[0035] FIG. 4 is a flowchart of steps of an offloading method for a shared directory file system between a
host and a virtual machine according to an embodiment of the present disclosure. Referring to FIG. 4, the
offloading method for a shared directory file system between a host and a virtual machine includes the following
steps.

[0036] S201, offload a VIRTIOFS process on a host to a DPU, to cause the DPU to be responsible for

running the VIRTIOFS process and maintaining the shared directory file system related to the VIRTIOFS process.
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[0037] The offloading herein may be understood as migration, that is, a VIRTIOFS (Virtual Host User File
System) process originally set and running on the host is migrated to the DPU. Therefore, before offloading, the
VIRTIOFS process is run by the first operating system of the host; and after offloading, the VIRTIOFS process
is run by the second operating system of the DPU.

[0038] The VIRTIOFS process is used for file management of the shared directory file system, and the
VIRTIOFS process runs in a user mode. The VIRTIOFS process simulates a device through a VHOST-USER
method. The VHOST-USER method is a device simulation method, which is developed from VIRTIO (another
device simulation method) to a VHOST (Virtual Host) simulation method, and then from the VHOST to the
VHOST-USER. In these three solutions, an abstraction of a real device, referred to as a front-end device, needs
to be presented in the virtual machine. A request sent by a virtual machine application reaches the front-end
device through a front-end driver of the front-end device. After receiving the request, the front-end device
forwards the request to a back-end device, and the back-end device is implemented on the host. However, the
difference between the three solutions is that the implementation manner and location of the back-end device
are different. The back-end device of VIRTIO is in a QEMU process, the back-end device of VHOST is in a
kernel of the first operating system of the host, and the back-end device of VHOST-USER is in an independent
user-mode process of the first operating system of the host. The VHOST-USER places the back-end device in
an independent user-mode process, so the VHOST-USER has high flexibility and scalability, and thus is widely
applied.

[0039] S202, in a case that the VIRTIOFS process on the host is offloaded to the DPU, establish, through
a DMA driver front-end controller configured in a first operating system in the host and a DMA driver back-end
controller configured in a second operating system in the DPU, a DMA communication channel for the
VIRTIOFS process to communicate with the virtual machine on the host.

[0040] The DMA driver front-end controller may be understood as a DMA driving program configured in
the first operating system, and is configured to enable the first operating system to directly access a memory.
The DMA driver back-end controller may be understood as a DMA driving program configured in the second
operating system, and is configured to enable the second operating system to directly access a memory. The
DMA driving program can access the memory to read data in the memory or write data into the memory.
[0041] According to the embodiments of the present disclosure, memory access may be implemented
through the two DMA driving programs, and read and write of a second preset memory and read and write of a

fourth preset memory can be accurately implemented, which helps improve memory access accuracy.
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[0042] The DMA communication channel is used to implement communication between the VIRTIOFS
process and the virtual machine based on memory copying.

[0043] Optionally, the DMA driver front-end controller is a kernel program of the first operating system,
and the DMA driver back-end controller is a kernel program of the second operating system. In this way, memory
read and write performance can be improved, so that communication efficiency between the first operating
system and the second operating system is further improved. In addition, the kernel program usually has high
permissions, and can access any memory in the corresponding operating system without applying for
permissions, to avoid calling another program to apply for permissions.

[0044] S203, control, through the DPU, the VIRTIOFS process to communicate with the virtual machine
deployed on the host based on the DMA communication channel, to implement access to and data processing of
the shared directory file system.

[0045] The communication herein includes: (1) the virtual machine sends an access request to send the
access request to the VIRTIOFS process through the DMA communication channel, to access the shared
directory file system; and (2) the VIRTIOFS process sends a processing result of the access request to the virtual
machine through the DMA communication channel. The access request herein may be initiated by a virtual
machine application in the virtual machine, and the virtual machine application runs on the first operating system.
The virtual machine application is any application.

[0046] The access may be reading, writing, modification, deletion, and the like. The embodiments of the
present disclosure do not limit this. The access request may specify the shared directory file system to be read
from the shared directory, and the row and/or column to be read from the shared directory file system. In a
directory sharing scenario, the shared directory stores a configuration file as the shared directory file system,
and configuration information in the configuration file is written by the first operating system, so that the virtual
machine application uses the configuration information in the configuration file. In this way, running flexibility
of the virtual machine application can be improved.

[0047] In actual applications, because the processing complexity corresponding to the virtual machine is
relatively high, usually, the virtual machine, the virtual machine application, and the host application remain
running on the first operating system, and an application with low processing complexity, for example, the virtual
machine monitor process, the shared directory file system, the VIRTIOFS process, and the like as shown in FIG.
3 are migrated to the second operating system of the DPU for running. That is, the first setting manner is used,

and in this way, software with high complexity runs on the CPU of the host, and software with low complexity
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runs on the DPU of the host, which can improve performance of the host and/or the virtual machine as much as
possible.

[0048] In some implementations, a first preset memory may be set in the first operating system, and a
second preset memory may be set in the second operating system. Therefore, an access request of the virtual
machine is copied from the first preset memory to the second preset memory through the DMA communication
channel, to forward, through the second operating system, the access request to the VIRTIOFS process, to cause
the VIRTIOFS process to access the shared directory file system.

[0049] The first preset memory is any memory in the first operating system that stores the access request,
and the second preset memory is any memory in the second operating system that is used to store the access
request. Because the virtual machine runs on the first operating system of the host, when the virtual machine
needs to access the shared directory file system, the virtual machine generates an access request and stores the
access request in the first preset memory. In this case, the first operating system may call the DMA driver front-
end controller to copy the access request in the first preset memory to the second preset memory through the
DMA communication channel. In this way, the access request of the virtual machine is transferred from the first
operating system to the second operating system.

[0050] When receiving the access request, the second operating system calls the DMA driver back-end
controller to read the access request from the second preset memory and send to the VIRTIOFS process, and the
VIRTIOFS process may access the shared directory file system based on the access request.

[0051] Optionally, the forwarding, through the second operating system, the access request to the
VIRTIOFS process may include: converting, through a virtual machine monitor process of the second operating
system, the access request into an inter-process communication request based on the second operating system,
to send to the VIRTIOFS process.

[0052] The virtual machine monitor process here may convert the access request into a unix domain socket
request as the inter-process communication request. The VIRTIOFS process recognizes the inter-process
communication request to perform processing successfully.

[0053] Correspondingly, after the VIRTIOFS process finishes processing the access request and obtains a
processing result, the processing result is returned to the second operating system through the virtual machine
monitor process, to cause the second operating system to call the DMA driver front-end controller to send the
processing result to the first operating system.

[0054] It can be learned from the description that to transfer the access request, the first preset memory is
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set in the first operating system, and the second preset memory is set in the second operating system.
Correspondingly, to transfer the processing result of the access request, a third preset memory may be further set
in the second operating system, and a fourth preset memory may be set in the first operating system. Therefore,
the processing result of the access request may be copied from the third preset memory to the fourth preset
memory through the DMA communication channel, to forward, through the first operating system, the
processing result to the virtual machine.

[0055] The third preset memory is any memory in the second operating system that stores the processing
result, and the fourth preset memory is any memory in the first operating system that is used to store the
processing result. Because the shared directory file system and the VIRTIOFS process run on the second
operating system of the DPU, when the VIRTIOFS process generates the processing result for the access request,
the processing result is stored in the third preset memory through the virtual machine monitor process. In this
case, the second operating system may call the DMA driver back-end controller to copy the processing result in
the third preset memory to the fourth preset memory through the DMA communication channel. In this way, the
processing result of the access request is transferred from the second operating system to the first operating
system.

[0056] When receiving the processing result, the first operating system reads the processing result from
the fourth preset memory through the DMA driver front-end controller, and sends the processing result to the
virtual machine, so that the virtual machine can perform subsequent processing based on the processing result.
For example, when the shared directory file system is a configuration file, the processing result then includes
configuration data read by the virtual machine, to perform configuration processing on the virtual machine or
the virtual machine application based on the configuration data.

[0057] In conclusion, according to the embodiments of the present disclosure, the second preset memory
may be set in the second operating system, and the fourth preset memory may be set in the first operating system,
to implement communication between the first operating system and the second operating system through direct
memory access to the second preset memory and the fourth preset memory, and further implement
communication between software running on the two operating systems.

[0058] It may be understood that the foregoing second preset memory may be one or more, and the fourth
preset memory may also be one or more. When there is one second preset memory, all applications may share
the second preset memory. Similarly, all applications may share one fourth preset memory. To avoid errors

caused by sharing the preset memory, a plurality of second preset memories and a plurality of fourth preset
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memories may be set, so that different applications use their own second preset memories and fourth preset
memories respectively.

[0059] Based on the plurality of second preset memories and the plurality of fourth preset memories, in
some optional implementations, before copying, through the DMA communication channel, the access request
of the virtual machine from the first preset memory to the second preset memory, target application information
may be extracted from the access request through the first operating system, to determine, through the first
operating system and based on the target application information, the second preset memory corresponding to
the access request.

[0060] Correspondingly, before copying, through the DMA communication channel, the processing result
of the access request from the third preset memory to the fourth preset memory, the target application information
may also be extracted from the access request through the second operating system, to determine, through the
second operating system and based on the target application information, the fourth preset memory
corresponding to the processing result.

[0061] The target application information may be an identifier, a type, or the like of a target application.
The identifier may be a name or a number. The target application is a virtual machine application in the virtual
machine. According to the embodiments of the present disclosure, the second preset memory and the fourth
preset memory may be determined based on the target application information, to map one or more pieces of
target application information to the same second preset memory and the same fourth preset memory. That is,
one or more different target applications use the same second preset memory and the same fourth preset memory,
or one or more types of target applications use the same second preset memory and the same fourth preset
memory.

[0062] The mapping relationship between the target application information and the preset memory in the
embodiments of the present disclosure may be flexibly set, which is not specifically limited in the embodiments
of the present disclosure.

[0063] A typical application scenario of the embodiments of the present disclosure is a directory sharing
scenario in VHOST-USER, and the virtual machine includes a virtual machine applied to a secure container
scenario. Referring to FIG. 3, in the directory sharing scenario of the embodiments of the present disclosure, the
shared directory file system, the VIRTIOFS process, and the virtual machine monitor process are all set on the
DPU, and run depending on the second operating system of the DPU. These software have low processing

complexity and can be processed by the DPU. The virtual machine application, the virtual machine, and the host

11



10

15

20

25

30

application are set on the operating system of the host, and run depending on the first operating system of the
host.

[0064] Therefore, to implement directory sharing between the host and the virtual machine, the process of
accessing the shared directory file system includes two phases:

[0065] In a first phase, the virtual machine application initiates an access request, to cause the DMA driver
front-end controller in the host to copy the access request into a second preset memory. The DMA driver back-
end controller in the DPU may obtain the access request from the second preset memory, to send the access
request to the virtual machine monitor process to convert the access request into an inter-process communication
request, and access the shared directory file system through the VIRTIOFS process, that is, to obtain data from
the shared directory file system as a processing result.

[0066] In a second phase, the VIRTIOFS process sends the processing result to the DMA driver back-end
controller of the DPU through the virtual machine monitor process, to cause the DMA driver back-end controller
to copy the processing result into a fourth preset memory, and the DMA driver front-end controller of the host
reads the processing result from the fourth preset memory to return the processing result to the virtual machine
application.

[0067] FIG. 5 is a flowchart of steps of another offloading method for a shared directory file system
between a host and a virtual machine according to an embodiment of the present disclosure. As shown in FIG.
5, the offloading method for a shared directory file system between a host and a virtual machine may include the
following steps.

[0068] S301, offload a VIRTIOFS process on a host to a DPU, to cause the DPU to be responsible for
running the VIRTIOFS process and maintaining the shared directory file system related to the VIRTIOFS process.
[0069] S302, in a case that the VIRTIOFS process on the host is offloaded to the DPU, establish, through
a DMA driver front-end controller configured in a first operating system in the host and a DMA driver back-end
controller configured in a second operating system in the DPU, a DMA communication channel for the
VIRTIOFS process to communicate with the virtual machine on the host.

[0070] S303, set a first preset memory in the first operating system, and set a second preset memory in the

second operating system.

[0071] S304, extract, through the first operating system, target application information from an access
request.
[0072] S305, determine, through the first operating system based on the target application information, the
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second preset memory corresponding to the access request.
[0073] S306, copy the access request of the virtual machine from the first preset memory to the second
preset memory through the DM A communication channel, to convert, through a virtual machine monitor process
of the second operating system, the access request into an inter-process communication request based on the
second operating system to send to the VIRTIOFS process, to cause the VIRTIOFS process to access the shared
directory file system.
[0074] S307, set a third preset memory in the second operating system, and set a fourth preset memory in
the first operating system.
[0075] S308, extract, through the second operating system, the target application information from the
access request.
[0076] S309, determine, through the second operating system based on the target application information,
the fourth preset memory corresponding to the processing result.
[0077] S310, copy the processing result of the access request from the third preset memory to the fourth
preset memory through the DMA communication channel, to forward, through the first operating system, the
processing result to the virtual machine.
[0078] It should be noted that the steps shown in FIG. 5 may be flexibly adjusted in sequence independently
of each other. In addition, for the above offloading method for a shared directory file system between a host and
a virtual machine, reference may be made to corresponding description of the offloading method for a shared
directory file system between a host and a virtual machine shown in FIG. 4, and details are not described herein
again.
[0079] Corresponding to the offloading method for a shared directory file system between a host and a
virtual machine in the foregoing embodiments, FIG. 6 is a block diagram of a structure of an offloading apparatus
for a shared directory file system between a host and a virtual machine according to an embodiment of the present
disclosure. For ease of description, only parts related to the embodiments of the present disclosure are shown.
As shown in FIG. 6, the offloading apparatus 400 for a shared directory file system between a host and a virtual
machine includes:

an offloading module 401, configured to offload a virtual machine user file system VIRTIOFS
process on a host to a data processing unit (DPU), to cause the DPU to be responsible for running the VIRTIOFS
process and maintaining the shared directory file system related to the VIRTIOFS process;

a channel establishing module 402, configured to, in a case that the VIRTIOFS process on the host
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is offloaded to the DPU, establish, through a DMA driver front-end controller configured in a first operating
system in the host and a DMA driver back-end controller configured in a second operating system in the DPU,
a DMA communication channel for the VIRTIOFS process to communicate with the virtual machine on the host;
and

an access processing module 403, configured to control, through the DPU, the VIRTIOFS process
to communicate with the virtual machine deployed on the host based on the DMA communication channel, to
implement access to and data processing of the shared directory file system.

[0080] Optionally, the access processing module 403 is further configured to:

set a first preset memory in the first operating system, and set a second preset memory in the second
operating system; and copy an access request of the virtual machine from the first preset memory to the second
preset memory through the DMA communication channel, to forward, through the second operating system, the
access request to the VIRTIOFS process, to cause the VIRTIOFS process to access the shared directory file
system.

[0081] Optionally, the access processing module 403 is further configured to:

set a third preset memory in the second operating system, and set a fourth preset memory in the first
operating system; and copy a processing result of the access request from the third preset memory to the fourth
preset memory through the DMA communication channel, to forward, through the first operating system, the
processing result to the virtual machine.

[0082] Optionally, the access processing module 403 is further configured to:

convert, through a virtual machine monitor process of the second operating system, the access
request into an inter-process communication request based on the second operating system to send to the
VIRTIOFS process.

[0083] Optionally, the DMA driver front-end controller is a kernel program of the first operating system,
and the DMA driver back-end controller is a kernel program of the second operating system.
[0084] Optionally, the apparatus further includes:

a first application determining module, configured to extract, through the first operating system,
target application information from the access request before the access request of the virtual machine is copied
from the first preset memory to the second preset memory through the DMA communication channel;

a first memory determining module, configured to determine, through the first operating system

based on the target application information, the second preset memory corresponding to the access request;
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a second application determining module, configured to extract, through the second operating
system, the target application information from the access request before the processing result of the access
request is copied from the third preset memory to the fourth preset memory through the DMA communication
channel; and

a second memory determining module, configured to determine, through the second operating

system based on the target application information, the fourth preset memory corresponding to the processing

result.
[0085] Optionally, the virtual machine includes a virtual machine applied to a secure container scenario.
[0086] The offloading apparatus for a shared directory file system between a host and a virtual machine

provided in this embodiment may be used to perform the technical solution of the offloading method for a shared
directory file system between a host and a virtual machine in the foregoing embodiments. The implementation
principle and technical effect are similar, and details are not described herein again in this embodiment.
[0087] FIG. 7 is a block diagram of a structure of an electronic device according to an embodiment of the
present disclosure. The electronic device 600 includes a memory 602 and at least one processor 601.
[0088] The memory 602 stores computer-executable instructions.
[0089] The at least one processor 601 executes the computer-executable instructions stored in the memory
602, to cause the electronic device 600 to implement the offloading method for a shared directory file system
between a host and a virtual machine described above.
[0090] In addition, the electronic device 600 may further include a receiver 603 and a transmitter 604. The
receiver 603 is configured to receive information from another device or apparatus, and forward the information
to the processor 601. The transmitter 604 is configured to send information to another device or apparatus.
[0091] In a first example of a first aspect, an embodiment of the present disclosure provides an offloading
method for a shared directory file system between a host and a virtual machine, the method including:
offloading a virtual machine user file system VIRTIOFS process on a host to a data processing unit
(DPU), to cause the DPU to be responsible for running the VIRTIOFS process and maintaining the shared
directory file system related to the VIRTIOFS process;
in a case that the VIRTIOFS process on the host is offloaded to the DPU, establishing, through a
DMA driver front-end controller configured in a first operating system in the host and a DMA driver back-end
controller configured in a second operating system in the DPU, a DMA communication channel for the

VIRTIOFS process to communicate with the virtual machine on the host;
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controlling, through the DPU, the VIRTIOFS process to communicate with the virtual machine
deployed on the host based on the DMA communication channel, to implement access to and data processing of
the shared directory file system.
[0092] Based on the first example of the first aspect, in a second example of the first aspect, the controlling,
through the DPU, the VIRTIOFS process to communicate with the virtual machine deployed on the host based
on the DMA communication channel includes:

setting a first preset memory in the first operating system, and setting a second preset memory in
the second operating system; and

copying an access request of the virtual machine from the first preset memory to the second preset
memory through the DMA communication channel, to forward, through the second operating system, the access
request to the VIRTIOFS process, to cause the VIRTIOFS process to access the shared directory file system.
[0093] Based on the second example of the first aspect, in a third example of the first aspect, the method
further includes:

setting a third preset memory in the second operating system, and setting a fourth preset memory in
the first operating system; and

copying a processing result of the access request from the third preset memory to the fourth preset
memory through the DMA communication channel, to forward, through the first operating system, the
processing result to the virtual machine.
[0094] Based on the second example of the first aspect, in a fourth example of the first aspect, the
forwarding, through the second operating system, the access request to the VIRTIOFS process includes:

converting, through a virtual machine monitor process of the second operating system, the access
request into an inter-process communication request based on the second operating system to send to the
VIRTIOFS process.
[0095] Based on the first to fourth examples of the first aspect, in a fifth example of the first aspect, the
DMA driver front-end controller is a kernel program of the first operating system, and the DMA driver back-end
controller is a kernel program of the second operating system.
[0096] Based on the fourth example of the first aspect, in a sixth example of the first aspect, before the
copying the access request of the virtual machine from the first preset memory to the second preset memory
through the DMA communication channel, the method further includes:

extracting, through the first operating system, target application information from the access request;
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and

determining, through the first operating system based on the target application information, the
second preset memory corresponding to the access request.

[0097] Before the copying the processing result of the access request from the third preset memory to the
fourth preset memory through the DMA communication channel, the method further includes:

extracting, through the second operating system, the target application information from the access
request; and

determining, through the second operating system based on the target application information, the
fourth preset memory corresponding to the processing result.

[0098] Based on the first example of the first aspect, in a seventh example of the first aspect, the virtual
machine includes a virtual machine applied to a secure container scenario.

[0099] In a first example of a second aspect, an embodiment of the present disclosure provides an
offloading apparatus for a shared directory file system between a host and a virtual machine, the apparatus
including:

an offloading module, configured to offload a virtual machine user file system (VIRTIOFS) process
on a host to a data processing unit (DPU), to cause the DPU to be responsible for running the VIRTIOFS process
and maintaining the shared directory file system related to the VIRTIOFS process;

a channel establishing module, configured to, in a case that the VIRTIOFS process on the host is
offloaded to the DPU, establish, through a DMA driver front-end controller configured in a first operating system
in the host and a DMA driver back-end controller configured in a second operating system in the DPU, a DMA
communication channel for the VIRTIOFS process to communicate with the virtual machine on the host; and

an access processing module, configured to control, through the DPU, the VIRTIOFS process to
communicate with the virtual machine deployed on the host based on the DMA communication channel, to
implement access to and data processing of the shared directory file system.

[0100] Based on the first example of the second aspect, in a second example of the second aspect, the
access processing module is further configured to:

set a first preset memory in the first operating system, and set a second preset memory in the second
operating system; and

copy an access request of the virtual machine from the first preset memory to the second preset

memory through the DMA communication channel, to forward, through the second operating system, the access
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request to the VIRTIOFS process, to cause the VIRTIOFS process to access the shared directory file system.
[0101] Based on the second example of the second aspect, in a third example of the second aspect, the
access processing module is further configured to:

set a third preset memory in the second operating system, and set a fourth preset memory in the first
operating system; and

copy a processing result of the access request from the third preset memory to the fourth preset
memory through the DMA communication channel, to forward, through the first operating system, the
processing result to the virtual machine.

[0102] Based on the second example of the second aspect, in a fourth example of the second aspect, the
access processing module is further configured to:

convert, through a virtual machine monitor process of the second operating system, the access
request into an inter-process communication request based on the second operating system, to send to the
VIRTIOFS process.

[0103] Based on the first to fourth examples of the second aspect, in a fifth example of the second aspect,
the DMA driver front-end controller is a kernel program of the first operating system, and the DMA driver back-
end controller is a kernel program of the second operating system.

[0104] Based on the fourth example of the second aspect, in a sixth example of the second aspect, the
apparatus further includes:

a first application determining module, configured to extract, through the first operating system,
target application information from the access request before the access request of the virtual machine is copied
from the first preset memory to the second preset memory through the DMA communication channel;

a first memory determining module, configured to determine, through the first operating system
based on the target application information, the second preset memory corresponding to the access request;

a second application determining module, configured to extract, through the second operating
system, the target application information from the access request before the processing result of the access
request is copied from the third preset memory to the fourth preset memory through the DMA communication
channel; and

a second memory determining module, configured to determine, through the second operating
system based on the target application information, the fourth preset memory corresponding to the processing

result.
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[0105] Based on the first example of the second aspect, in a seventh example of the second aspect, the
virtual machine includes a virtual machine applied to a secure container scenario.

[0106] In a third aspect, according to one or more embodiments of the present disclosure, an electronic
device is provided, including: at least one processor and a memory.

[0107] The memory stores computer-executable instructions.

[0108] The at least one processor executes the computer-executable instructions stored in the memory, to
cause the electronic device to implement the method according to any one of the first aspect.

[0109] In a fourth aspect, according to one or more embodiments of the present disclosure, a computer-
readable storage medium is provided, where the computer-readable storage medium stores computer-executable
instructions, and when a processor executes the computer-executable instructions, a computing device is caused
to implement the method according to any one of the first aspect.

[0110] In a fifth aspect, according to one or more embodiments of the present disclosure, a computer
program is provided, and the computer program is used to implement the method according to any one of the
first aspect.

[0111] The foregoing descriptions are merely preferred embodiments of the present disclosure and
explanations of the applied technical principles. Persons skilled in the art should understand that the scope of
disclosure involved in the present disclosure is not limited to the technical solution formed by a specific
combination of the foregoing technical features, and shall also cover other technical solutions formed by any
combination of the foregoing technical features or equivalent features thereof without departing from the
foregoing concept of disclosure. For example, the technical solution formed by replacing the foregoing features
with technical features with similar functions disclosed in the present disclosure (but not limited thereto).
[0112] In addition, although the operations are depicted in a specific order, it should not be understood as
requiring these operations to be performed in the specific order shown or in a sequential order. Under certain
circumstances, multitasking and parallel processing may be advantageous. Similarly, although several specific
implementation details are included in the foregoing discussions, these details should not be construed as limiting
the scope of the present disclosure. Some features that are described in the context of separate embodiments may
also be implemented in combination in a single embodiment. In contrast, various features described in the
context of a single embodiment may also be implemented in a plurality of embodiments individually or in any
suitable sub-combination.

[0113] Although the subject matter has been described in a language specific to structural features and/or
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logical actions of the method, it should be understood that the subject matter defined in the appended claims is
not necessarily limited to the specific features or actions described above. In contrast, the specific features and

actions described above are merely exemplary forms of implementing the claims.
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1. An offloading method for a shared directory file system between a host and a virtual machine, wherein
the method comprises:

offloading (S201, S301) a virtual machine user file system, VIRTIOFS, process on a host to a data
processing unit, DPU, to cause the DPU to be responsible for running the VIRTIOFS process and maintaining a
shared directory file system related to the VIRTIOFS process;

in a case that the VIRTIOFS process on the host is offloaded to the DPU, establishing (S202, S302), through
a direct memory access, DMA, driver front-end controller configured in a first operating system in the host and
a DMA driver back-end controller configured in a second operating system in the DPU, a DMA communication
channel for the VIRTIOFS process to communicate with the virtual machine on the host; and

controlling (S203), through the DPU, the VIRTIOFS process to communicate with the virtual machine
deployed on the host based on the DMA communication channel, to implement access to and data processing of
the shared directory file system.

2. The method according to claim 1, wherein the controlling (S203), through the DPU, the VIRTIOFS
process to communicate with the virtual machine deployed on the host based on the DMA communication
channel comprises:

setting (S303) a first preset memory in the first operating system, and setting a second preset memory in
the second operating system; and

copying (S306) an access request of the virtual machine from the first preset memory to the second preset
memory through the DMA communication channel, to forward, through the second operating system, the access
request to the VIRTIOFS process, to cause the VIRTIOFS process to access the shared directory file system.

3. The method according to claim 2, wherein the method further comprises:

setting (S307) a third preset memory in the second operating system, and setting a fourth preset memory in
the first operating system; and

copying (S310) a processing result of the access request from the third preset memory to the fourth preset
memory through the DMA communication channel, to forward, through the first operating system, the
processing result to the virtual machine.

4. The method according to claim 2, wherein the forwarding, through the second operating system, the

access request to the VIRTIOFS process comprises:
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converting, through a virtual machine monitor process of the second operating system, the access request
into an inter-process communication request based on the second operating system, to send to the VIRTIOFS
process.

5. The method according to any one of claims 1 to 4, wherein the DMA driver front-end controller is a
kernel program of the first operating system, and the DMA driver back-end controller is a kernel program of the
second operating system.

6. The method according to claim 3, wherein before the copying (S306) the access request of the virtual
machine from the first preset memory to the second preset memory through the DMA communication channel,
the method further comprises:

extracting (S304), through the first operating system, target application information from the access request;
and

determining (S305), through the first operating system based on the target application information, the
second preset memory corresponding to the access request; and

before the copying (310) the processing result of the access request from the third preset memory to the
fourth preset memory through the DMA communication channel, the method further comprises:

extracting (S308), through the second operating system, the target application information from the access
request; and

determining (S309), through the second operating system based on the target application information, the
fourth preset memory corresponding to the processing result.

7. The method according to claim 1, wherein the virtual machine comprises a virtual machine applied to a
secure container scenario.

8. An offloading apparatus (400) for a shared directory file system between a host and a virtual machine,
wherein the apparatus comprises:

an offloading module (401), configured to offload a virtual machine user file system, VIRTIOFS, process
on a host to a data processing unit, DPU, to cause the DPU to be responsible for running the VIRTIOFS process
and maintaining a shared directory file system related to the VIRTIOFS process;

a channel establishing module (402), configured to, in a case that the VIRTIOFS process on the host is
offloaded to the DPU, establish, through a direct memory access, DMA, driver front-end controller configured
in a first operating system in the host and a DMA driver back-end controller configured in a second operating

system in the DPU, a DMA communication channel for the VIRTIOFS process to communicate with the virtual
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machine on the host; and

an access processing module (403), configured to control, through the DPU, the VIRTIOFS process to
communicate with the virtual machine deployed on the host based on the DMA communication channel, to
implement access to and data processing of the shared directory file system.

9. The offloading apparatus (400) according to claim 8, wherein the access processing module (403) is
further configured to:

set a first preset memory in the first operating system, and set a second preset memory in the second
operating system; and copy an access request of the virtual machine from the first preset memory to the second
preset memory through the DMA communication channel, to forward, through the second operating system, the
access request to the VIRTIOFS process, to cause the VIRTIOFS process to access the shared directory file
system.

10. The offloading apparatus (400) according to claim 9, wherein the access processing module (403) is
further configured to:

set a third preset memory in the second operating system, and set a fourth preset memory in the first
operating system; and copy a processing result of the access request from the third preset memory to the fourth
preset memory through the DMA communication channel, to forward, through the first operating system, the
processing result to the virtual machine.

11. The offloading apparatus (400) according to any one of claims 8 to 10, the DMA driver front-end
controller is a kernel program of the first operating system, and the DMA driver back-end controller is a kernel
program of the second operating system.

12. The offloading apparatus (400) according to claim 10, wherein the apparatus further comprises:

a first application determining module, configured to extract, through the first operating system, target
application information from the access request before the access request of the virtual machine is copied from
the first preset memory to the second preset memory through the DMA communication channel;

a first memory determining module, configured to determine, through the first operating system based on
the target application information, the second preset memory corresponding to the access request;

a second application determining module, configured to extract, through the second operating system, the
target application information from the access request before the processing result of the access request is copied
from the third preset memory to the fourth preset memory through the DMA communication channel; and

a second memory determining module, configured to determine, through the second operating system based
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on the target application information, the fourth preset memory corresponding to the processing result.

13. The offloading apparatus (400) according to claim 12, wherein the virtual machine comprises a virtual
machine applied to a secure container scenario.

14. An electronic device (600), comprising: at least one processor (601) and a memory (602);

wherein the memory (602) stores computer-executable instructions; and

the at least one processor (601) executes the computer-executable instructions stored in the memory, to
cause the electronic device to implement the method according to any one of claims 1 to 7.

15. A computer-readable storage medium, wherein the computer-readable storage medium stores computer-
executable instructions, and when a processor executes the computer-executable instructions, a computing

device is caused to implement the method according to any one of claims 1 to 7.
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