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FIG. 1 

An API calling request sent by a client is intercepted using a first 

asynchronous thread

 Log data is generated based on the API calling request, and the 

log data is sent to a log storage queue, the log storage queue being 

configured to store log data to be filtered for storage in a database
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Real-time recording of a scene state is implemented using a 

service thread in response to a modification request in the API 

calling request

S103
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Real-time recording of a scene state is 

implemented using a service thread in 

response to a modification request in 

the API calling request

S103The log data in the log storage queue is 

filtered based on a preset first filtering 

parameter, and the filtered log data is 

stored in the database in batches

S201

An API calling request sent by a client is intercepted using 

a first asynchronous thread

Log data is generated based on the API calling request, 

and the log data is sent to a log storage queue, the log 

storage queue being configured to store log data to be 

filtered for storage in a database
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An API calling request sent by a client is intercepted using a first 

asynchronous thread

User permission information is obtained using the first asynchronous 

thread according to a request header obtained by parsing the API 

calling request, and the user permission information is authenticated to 

obtain an authentication result
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S301

When the authentication result represents successful authentication, the 

log data is generated using the first asynchronous thread based on the 

API calling request, and the log data is stored in the log storage queue, 

the log storage queue being configured to store the log data to be 

filtered for storage in the database
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Real-time recording of a scene state is implemented using a service 

thread in response to a modification request in the API calling request
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FIG. 5 

At least one piece of log data is acquired from the log storage queue, 

the at least one piece of log data being stored in the log storage queue 

of the server, and each piece of log data including a log parameter

The log parameter of each piece of log data in the at least one piece of 

log data is matched with the first filtering parameter to obtain a 

matched matching parameter
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S402

The filtered log data is determined according to at least one piece of 

target log data corresponding to the matching parameter
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When the amount of the filtered log data reaches a preset amount, the 

filtered log data is stored in the database
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Real-time recording of a scene state is 

implemented using a service thread in 

response to a modification request in the 

API calling request

S103The log data in the log storage queue is 

filtered based on a preset first filtering 

parameter, and the filtered log data is 

stored in the database in batches

S201

An API calling request sent by a client is intercepted using a 

first asynchronous thread

Log data is generated based on the API calling request, and the 

log data is sent to a log storage queue, the log storage queue 

being configured to store log data to be filtered for storage in a 

database

S101

S102

Log data of which a time parameter does 

not satisfy a second filtering parameter in 

the database is deleted using a second 

asynchronous thread, the second filtering 

parameter representing a preset storage 

duration of each piece of log data in the 

database, each piece of log data stored in 

the database including a time parameter, 

and the time parameter representing a 

duration when each piece of log data has 

been stored in the database
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