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AUTHORIZATION FLOW MANAGEMENT SYSTEM 

Field of the Invention 

[0001] The present invention relates generally to the field of user authorization, and 

more particularly to methods and systems to provide multiple authorization options when 

conducting an authorization event.  The authorization system provides options to a user 

during an authorization event to select a preferred interaction path without integrating the 

process into a merchant system.   

Background of the Invention 

[0002] Businesses often provide users with rewards programs, installment payment 

programs, and other customer benefits.  These programs help ensure customer loyalty, ease 

the payment process, and increase customer interaction.  However, these programs may be 

difficult to implement.  For example, a payment instrument may implement options on a 

merchant website.  This implementation requires the authorization system to access the 

code of the merchant website and jointly create new code to incorporate the process on the 

merchant website.  Implementing the code on merchant websites is often cumbersome, 

burdensome, insecure, and costly.   

[0003] In another example, an authorization system recognizes the transaction of a 

user but after the transaction has occurred.  The authorization system then attempts to entice 

the customer after the transaction to utilize one or more incentive programs, such as by 

paying for the transaction with rewards points.  This process is often not effective because 

customers are being solicited at a later time and the customer must initiate a new interaction 

with the authorization system to enjoy any of the options offered. 

[0004] There is a present need for a solution that resolves all of the foregoing issues 

and provides, for example, improved methods and systems to allow a network of machines, 

services, or other objects to provide options to a user during an authorization event to select 

a preferred transaction path option during the transaction which does not require integration 

into the merchant’s system. 
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Summary of the Invention 

[0005] Embodiments of the invention employ computer hardware and software, 

including, without limitation, one or more processors coupled to memory and non-

transitory computer-readable storage media with one or more executable programs stored 

thereon that instruct the processors to perform the methods and processes described herein.  

Such embodiments are directed to technological solutions that may involve systems that 

include, for example, at least one processor coupled to memory and programmed to provide 

options to a user during an authorization event to select a preferred interaction path without 

integrating the process into a merchant system.   

[0006] In an example, an authorization flow management system provides multiple 

authorization options to a user when conducting an authorization event.  The system 

provides options to a user during an authorization event to select a preferred interaction 

path without integrating the process into a merchant system.  The system receives a request 

from a merchant computing device to authorize an interaction with a user and provides 

instructions to a user computing device to open a window on a user interface to receive a 

security code and to display options to select from a plurality of interaction paths, such as 

paying with rewards points or with an equal payment plan.  When the user communicates 

a response to the opened window selecting one of the plurality of interaction paths and the 

communicated code, the system conducts the interaction utilizing the selected interaction 

path and communicates an authorization for the interaction to the merchant computing 

device. 

[0007] In certain examples, the system communicates a confirmation message to 

the user computing device that the interaction was conducted with the selected interaction 

path after processing the selection.  In an example, the interaction is a purchase transaction, 

and the system determines if the selected interaction path is eligible based on an analysis 

of an account of the user and the product or service in the transaction. 

[0008] In certain examples, the user interface on the user computing device 

displays a website managed by the merchant computing device.  The opened window may 

be a popup window or other type of window that opens on the user computing device and 

may be displayed over a checkout page of the merchant website.  In an example, the opened 
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window is configured by a plug-in on the merchant computing device.  The system allows 

the window to be utilized without collaborating with the software managing the merchant 

website or application.   

[0009] In certain examples, the authentication code is communicated to the user 

computing device via a push notification, an email, or a text message.  The code may be a 

one-time code, a password, or any other suitable two-factor authentication code or any 

other suitable code.  The code is communicated in a separate channel from the interaction 

communications.   

[0010] In certain examples, at least one of the interaction path options presented to 

the user is an option to pay for the interaction with rewards points.  In another example, at 

least one of the interaction paths is an option to pay for the interaction in an equal payment 

plan.  In another example, at least one of the interaction paths is an option to pay for the 

interaction with a payment instrument.  In one example, the payment instrument is a credit 

card or a debit card. 

[0011] In an example, the system debits a rewards account of the user to purchase 

the product in response to a selection of an interaction path to pay with rewards points.  In 

another example, a purchase of the product is divided into a plurality of equal payments in 

response to a selection of an equal payment plan for the interaction path. 

[0012] The system provides the options to use alternate transaction paths to provide 

a quicker, seamless, customer experience.  By allowing a user to redeem rewards points, 

pay with equal payments, split a transaction, or select any other path, the system reduces 

bandwidth and computer processing by removing the need for a user to perform these 

selections in an alternate channel or at an alternate time.  For example, a user doesn’t have 

to access a rewards points website, determine a number of points available, determine if a 

product qualifies for a rewards purchase, and then find a method of redeeming the points.  

The user merely clicks the option to pay with points and the system manages the process 

seamlessly with less processing and transmission time.  Further, because the authorization 

system performs the methods described herein without integrating with the merchant 

software or hardware, all of the computer systems involved operate more efficiently.  The 

authorization system is not required to interrupt the operations of the merchant computing 
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device to provide the options to the user.  The authorization system is not required to 

collaborate with merchant computing device operators to integrate the computing software.  

Better outcomes are obtained for the merchant, the user, and the authorization system 

because users are provided a process to make easier transactions with less time and effort.   

[0013] These and other aspects of the invention will be set forth in part in the 

description that follows and in part will become more apparent to those skilled in the art 

upon examination of the following or may be learned from practice of the invention.  All 

such aspects are to be included within this description, are to be within the scope of the 

present invention, and are to be protected by the accompanying claims.  

Brief Description of the Drawings 

[0014] Figure 1 is a block diagram depicting a system to provide interaction path 

options to a user. 

[0015] Figures 2A and 2B are a block flow diagram depicting a method to provide 

interaction path options to a user. 

[0016] Figure 3 is a block flow diagram depicting a method for the authorization 

system to authorize rewards redemption.   

[0017] Figure 4 is a block flow diagram depicting a method for an authorization 

system to authorize transaction under an equal payment plan. 

[0018] Figure 5 depicts an illustration of an example pop-up window on a merchant 

website.  

[0019] Figure 6 depicts a computing machine and a module. 

DETAILED DESCRIPTION 

Example System Architecture

[0020] Figure 1 is a block diagram depicting a system to provide interaction path 

options to a user.  As depicted in Figure 1, the architecture 100 includes an authorization 

system 120, a user computing device 110, and a merchant computing device 130 connected 

by communications network 99.   
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[0021] Each network, such as communication network 99, includes a wired or 

wireless telecommunication mechanism and/or protocol by which the components depicted 

in Figure 1 can exchange data.  For example, each network 99 can include a local area 

network (“LAN”), a wide area network (“WAN”), an intranet, an Internet, a mobile 

telephone network, storage area network (SAN), personal area network (PAN), a 

metropolitan area network (MAN), a wireless local area network (WLAN), a virtual private 

network (VPN), a cellular or other mobile communication network, Bluetooth, NFC, Wi-

Fi, or any combination thereof or any other appropriate architecture or system that 

facilitates the communication of signals or data.  Throughout the discussion of example 

embodiments, it should be understood that the terms “data” and “information” are used 

interchangeably herein to refer to text, images, audio, video, or any other form of 

information that can exist in a computer-based environment.  The communication 

technology utilized by the components depicted in Figure 1 may be similar to network 

technology used by network 99 or an alternative communication technology.  

[0022] Each component depicted in Figure 1 includes a computing device having 

a communication application capable of transmitting and receiving data over the network 

99 or a similar network.  For example, each can include a server, desktop computer, laptop 

computer, tablet computer, a television with one or more processors embedded therein 

and / or coupled thereto, smart phone, handheld or wearable computer, personal digital 

assistant (“PDA”), other wearable device such as a smart watch or glasses, wireless system 

access point, or any other processor-driven device.  

[0023] In the example embodiment depicted in Figure 1, the user computing device 

110 is operated by an end-user that is communicating with a merchant computing device 

130 to conduct a transaction or other procedure requiring an authorization.  The merchant 

computing device 130 is operated by a merchant, clerk, or other operator of the merchant.  

The authorization system 120 is operated by an authorization system operator or other user.  

While each server, system, and device shown in the architecture is represented by one 

instance of the server, system, or device, multiple instances of each can be used.   

[0024] As shown in Figure 1, the user computing device 110 includes a data storage 

unit (not shown) accessible by a communication application 115.  The communication 
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application 115 on the user computing device 110 may be, for example, a web browser 

application or a stand-alone application, to view, download, upload, or otherwise access 

documents, user interfaces, or web pages via the networks 99.  The communication 

application 115 can interact with web servers or other computing devices connected to the 

network 99, such as by conducting and authorizing a transaction with the merchant 

computing device 130 and the authorization system 120.   

[0025] As shown in Figure 1, the merchant computing device 130 includes a data 

storage unit (not shown) accessible by a communication application 135.  The 

communication application 135 on the merchant computing device 130 may be, for 

example, a web browser application or a stand-alone application, to view, download, 

upload, or otherwise access documents or web pages via the networks 99.  The 

communication application 135 interacts with web servers or other computing devices 

connected to the network 99, such as by conducting and authorizing a transaction with the 

user computing device 110 and the authorization system 120.  The plug-in 131 may be any 

hardware or software that operates on the merchant computing device 130 to allow a user 

to interface with the authorization system 120 while on the merchant computing device 

130.  For example, the plug-in 131 may be a pop up window or other interface that is 

displayed on the user interface of the merchant webpage.  The plug-in may be 

communicated in real time to the merchant computing device 130 when needed to display 

the window over a webpage or other user interface managed by the merchant computing 

device 130. 

[0026] As shown in Figure 1, the authorization system 120 includes an access 

control server 122, an account storage 121, a reward plan application 123, and an equal 

payment plan application 124.  Each of these functions or devices may be encoded in 

hardware or software, may be functions of a device of the authorization system 120 such 

as a server, may be in a cloud based computing environment, may be separate devices 

connected to other devices of the authorization system 120, or may be functions or 

algorithms operating on other devices of the authorization system 120.   

[0027]  The access control server 122 receives authorization requests from 

merchant computing devices 130, interacts with user computing devices to manage user 
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access, provides authorization messages to merchant computing devices 130, and performs 

any other suitable functions to allow the authorization system 120 to authorize user 

transactions with merchants.  The account storage 121 stores user data for use in conducting 

transactions, providing authorizations, maintaining user account balances, or performing 

any other suitable actions.   

[0028] The reward plan application 123 manages a rewards account of the user.  

For example, the reward plan application 123 stores a username and account number, a 

number of rewards points accumulated, a number of rewards points spent, a number of 

rewards points available, and other user data.  The reward plan application 123 may store 

conditions for when rewards points may be used, for what items the rewards points may be 

redeemed, and other redemption conditions and rules.  The reward plan application 123 

may operate on a separate server, an application operating on another server of the 

authorization system 120, an application operating on a third party server, or configured in 

any other suitable manner.  

[0029] The equal payment plan application 124 manages an equal payment 

account, or installment account, of the user.  For example, the equal payment plan 

application 124 creates and implements a plan to break a transaction charge into equal 

payments by the user.  For example, the equal payment plan may break a $1200 charge for 

a purchase into twelve $100 charges that are billed to the user once a month for a year.  In 

other examples, a charge may be broken into 2, 6, 10, 20, 48 equal payments or any other 

suitable number of payments.  The equal payments may be billed or charged on any suitable 

schedule, such as once a week, once a month, or yearly.  The equal payment plan 

application 124 may store conditions for when the equal payment plan may be used, for 

what items the equal payment plan may be redeemed, and other equal payment plan 

conditions and rules.  The equal payment plan application 124 may operate on a separate 

server, an application operating on another server of the authorization system 120, an 

application operating on a third party server, or configured in any other suitable manner. 

[0030] In example embodiments, the network computing devices and any other 

computing machines associated with the technology presented herein may be any type of 

computing machine such as, but not limited to, those discussed in more detail with respect 
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to Figure 6.  Furthermore, any functions, applications, or components associated with any 

of these computing machines, such as those described herein or any others (for example, 

scripts, web content, software, firmware, hardware, or modules) associated with the 

technology presented herein may by any of the components discussed in more detail with 

respect to Figure 6.  The computing machines discussed herein may communicate with one 

another, as well as with other computing machines or communication systems over one or 

more networks, such as network 99.  The network 99 may include any type of data or 

communications network, including any of the network technology discussed with respect 

to Figure 6. 

Example Embodiments 

[0031] Reference will now be made in detail to embodiments of the invention, one 

or more examples of which are illustrated in the accompanying drawings.  Each example 

is provided by way of explanation of the invention, not as a limitation of the invention.  

Those skilled in the art will recognize that various modifications and variations can be 

made in the present invention without departing from the scope or spirit of the invention.  

For example, features illustrated or described as part of one embodiment can be used in 

another embodiment to yield a still further embodiment.  Thus, the present invention covers 

such modifications and variations that come within the scope of the invention.  

[0032] The technology for embodiments of the invention may employ methods and 

systems to allow a network of machines, services, or other objects to correlate simulated 

and actual customer journeys to expected outcomes from changes in inputs and drivers.  

The examples for embodiments of the invention may employ computer hardware and 

software, including, without limitation, one or more processors coupled to memory and 

non-transitory computer-readable storage media with one or more executable computer 

application programs stored thereon, which instruct the processors to perform such 

methods.  

[0033] The example methods illustrated in Figures 2-5 are described hereinafter 

with respect to the components of the example communications and processing architecture 

100.   
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[0034] Figure 2A and 2B are a block diagram depicting a method 200 to provide 

interaction path options to a user. 

[0035] Beginning in Figure 2A, in block 210, a user selects products to purchase 

from a merchant.  A user may represent a customer, a group, a business, or other entity that 

is interacting with a merchant.  The merchant may be an institution, a business, a store, a 

service provider, or any other entity that is interacting with the user.  For example, the 

interaction may be a purchase transaction, such as when the user is a customer buying a 

product from a store.  In another example, the user may be a representative of a business 

contracting a service with a service provider.  In another example, the interaction may be 

an entry interaction, such as when the user is accessing an entry into an institution.  In 

another example, the interaction may be a security interaction, such as when the user is 

accessing a data transfer from an institution.  Any other type of interaction between the 

user and the merchant that employs an authorization process may be represented by the 

method herein.  

[0036] In a continuing example throughout the method 200, a user accesses a 

website of a merchant and selects a product to purchase.  The website may be managed or 

operated by the merchant computing device 130.  The user accesses the website from the 

user computing device 110 via the network 99 over the Internet or via an application 

operating on the user computing device 110.  The user selects a product, places the product 

in the virtual shopping cart of the website.  The user interface provided by the website is 

displayed on the user computing device 110 via communications using the communication 

application 115.  The user inputs selections and data into the user interface to interact with 

the website.   

[0037] In block 215, the user accesses a checkout page on the merchant website 

and enters authorization data.  The user actuates an interface object or other input to 

navigate the user interface of the website to a checkout page.  The checkout page is a page 

on the merchant website that allows a user to complete a transaction by entering payment 

information, such as an identification of a payment instrument.  The checkout page may 

allow a user to enter a username, ID, or payment information, review transaction 

parameters, enter delivery information, or perform any other suitable tasks.   
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[0038] When a user enters data related to a payment instrument or other account 

data related to the authorization system 120, the merchant computing device 130 

communicates a notice to the authorization system 120.  The communication may be via 

an Internet connection over the network 99, a wireless communication, or via any other 

suitable communication technology.  The merchant computing device 130 communicates 

to the authorization system 120 the entered data and any other suitable transaction data, 

such as a merchant ID, product information, payment terms, or any other suitable data.   

[0039] In block 220, the authorization system 120 determines if the account is 

eligible for rewards redemption for the transaction.  The details of block 220 are described 

in further detail in the method 220 of Figure 3. 

[0040] Figure 3 is a block flow diagram depicting a method 220 for the 

authorization system to authorize rewards redemption.   

[0041] In block 310, the authorization system 120 determines if the product is 

eligible for rewards redemption.  The authorization system 120 stores data related to the 

rewards program on the reward plan application 123 operating on one or more devices of 

the authorization system 120.  The stored data may include rules of the rewards plan, 

products that qualify, special offers for users, user reward account identifications, reward 

redemption rates, user rewards points balance, and other suitable data for implementing the 

rewards program.  The data and/or the reward plan application 123 may be stored on a 

database, a server, a third party server, on a cloud based server, or in any suitable location.    

[0042] The authorization system 120 accesses the database and determines if the 

product in the transaction is eligible for the rewards program.  Only certain products from 

a particular merchant may be eligible.  For example, at a particular merchant only products 

related to hotels are eligible for rewards programs, but not products related to airline flights.  

In another example, for a particular merchant only physical products are eligible for 

rewards programs, but not services.  The authorization system 120 determines based on 

data stored in the database if the product in the transaction is eligible for a purchase with 

rewards points and/or if the user is eligible for a purchase with rewards points.   

[0043] In block 320, the authorization system 120 determines a redemption rate for 

the product.  The database stores information related to a number of rewards points required 
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to purchase a particular product.  In an example, the rewards points may be redeemable for 

any product from a particular merchant at 10 points per dollar of product cost.  That is, for 

a purchase of $100 at the merchant, 1000 rewards points are required for the purchase.  In 

another example, a list of products at the merchant may be stored in the database along 

with the number of points required to purchase each product.   

[0044] Additionally, the authorization system 120 determines if any offers are 

associated with a user or product.  In addition to being eligible for being purchased in the 

rewards program, certain products may have other offers.  For example, certain products 

may be eligible for a program that provides a discount on the number of rewards points 

used for purchase.   

[0045] In block 330, the authorization system 120 accesses the user rewards 

account to determine if the user has sufficient rewards funds to conduct the transaction.  

The user account data stored in the database stores the number of points the user has 

accumulated.  The authorization system 120 determines if the number of points is equal to 

or greater than the cost of the product in the transaction.  For example, if the product costs 

1000 rewards points, the user may only use rewards points if the user has at least 1000 

rewards points.   

[0046] In block 340, the authorization system 120 determines that the transaction 

is eligible for using the rewards account.  If the user has enough points and the product is 

eligible for rewards points purchases, then the authorization system 120 determines that 

the transaction may be completed as requested with rewards points.  The eligibility is stored 

on the authorization system 120 for presentation to the user as a transaction option when 

the pop-up window is presented. 

[0047] From block 340, the method 220 returns to block 225 of method 200. 

[0048] In block 225, the authorization system 120 accesses, based on the method 

220, the determination of whether the account is eligible for rewards redemption for the 

transaction.  If the authorization system 120 determined that the account is eligible, then 

the method 200 follows the “Yes” branch to block 226.  In block 226, the authorization 

system 120 includes the rewards redemption option in transaction options displayed to the 

user.    
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[0049] If the authorization system 120 determined that the account is not eligible, 

then the method 200 follows the “No” branch to block 227.  In block 227, the authorization 

system 120 does not include the rewards redemption option in transaction options 

displayed to the user.   

[0050] From either block 226 or block 227, in block 230, the authorization system 

120 determines if the account is eligible for an equal payment plan for the transaction.  The 

details of block 230 are described in further detail in the method 230 of Figure 4. 

[0051] Figure 4 is a block flow diagram depicting a method 230 for the 

authorization system 120 to authorize a transaction under an equal payment plan.   

[0052] In block 410, the authorization system 120 determines if the user and the 

product are eligible for the equal payment plan.  The authorization system 120 stores data 

related to the equal payment plan on the equal payment plan application 124 operating on 

one or more devices of the authorization system 120.  The stored data may include rules of 

the equal payment plan, products that qualify, special offers for users, user equal payment 

plan account identifications, equal payment plan interest rates, down payment 

requirements, user equal payment plan account balance, late payment charges, and other 

suitable data for implementing the equal pay program.  The data may be stored on a 

database, a server, a third party server, on a cloud based server, or in any suitable location.    

[0053] The authorization system 120 accesses the database and determines if the 

product in the transaction is eligible for the equal payment plan program.  Only certain 

products from a particular merchant may be eligible.  For example, only transactions 

greater than a certain amount, such as $100, or lower than a certain amount, such as 

$10,000, may be eligible.  In another example, only physical products may be eligible for 

equal payment plan, and not services or travel.  Any other suitable rules may be considered 

to approve the equal payment plan.  The authorization system 120 determines based on 

data stored in the database if the product in the transaction is eligible for an equal payment 

plan and/or if the user is eligible for an equal payment plan.  In certain examples, the 

payments in a plan are not required to be equal payments.  For example, certain plans may 

have escalating or deescalating payment, such as payments that go up by $10 each month.  

Other plans may require a down payment, such as 20% of the purchase price, at the time 
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of the transaction.  Any other suitable payment plan may be represented by the equal 

payment plans described herein.  

[0054] In block 420, the authorization system 120 determines equal payment plan 

details for the product.  The database stores information about how an equal payment plan 

purchase applies to a particular product.  In an example, the equal payment plan for any 

product from a particular merchant may be configurable for different set amounts of time 

or number of payments.  For example, the equal payment plan may be configured into 6, 

10, 12, 18, 20, 48, or any other suitable number of equal payments.  The amount of interest 

charged may be variable and accessed from the database by the authorization system 120.  

Any other suitable factors may be configured, selected from the database, input by an 

operator, or otherwise determined.   

[0055] In block 430, the authorization system 120 accesses the user account to 

determine if the user qualifies to conduct the transaction.  In an example, only users that 

do not have any current equal payment plans may be eligible to start a new equal payment 

plan.  If a user has a poor credit history in the account, then the authorization system 120 

may determine that an equal payment plan should not be authorized.  Any other 

determination may be made by the authorization system 120 when analyzing the user 

account.  

[0056] In block 440, the authorization system 120 determines that the transaction 

is eligible for using the equal payment plan.  If the user has sufficiently good credit or for 

any other reason qualifies for the equal payment plan, then the authorization system 120 

determines that the transaction may be completed as requested with equal payments.  The 

eligibility is stored on the authorization system 120 for presentation to the user as a 

transaction option when the pop-up window is presented.    

[0057] From block 440, the method 230 returns to block 240 of method 200. 

[0058] In block 240, the authorization system 120 accesses, based on the method 

230, the determination of whether the account is eligible for an equal payment plan for the 

transaction.  If the authorization system 120 determined that the account is eligible, then 

the method 200 follows the “Yes” branch to block 241.  In block 241, the authorization 
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system 120 includes the equal payment plan option in transaction options displayed to the 

user.    

[0059] If the authorization system 120 determined that the account is not eligible, 

then the method 200 follows the “No” branch to block 242.  In block 242, the authorization 

system 120 does not include the equal payment plan option in transaction options displayed 

to the user.   

[0060]  From either block 241 or block 241, the method 200 proceeds to block 245 

of Figure 2B.   

[0061] In block 245, the authorization system 120 provides instructions for an 

additional window on the user interface including code entry and multiple transaction 

options based on eligibility determination in blocks 220-242.  The authorization system 

120 accesses the user account that is associated with the data from the merchant computing 

device 130.  For example, the user may have entered data associated with an account ID, a 

username, a payment instrument number, or any other suitable data.  The authorization 

system 120 accesses the user account data from data stored in the account storage 121.   

[0062] The authorization system 120 determines if the account is enrolled in a 

secure access program managed by the access control server 122 of the authorization 

system 120.  Accounts that are in the secure access program may have additional passwords 

or other security measures to ensure that the user is authenticated and authorized to conduct 

transactions.  In the present technology, users in the secure access program utilize a plug-

in or other technology to open a window on the merchant website to ensure authentication.  

In an example, the authorization system 120 provides instructions to the user computing 

device 110 to open a pop-up window overlaying the merchant website.  In another example, 

the checkout page on the merchant website may initiate and operate a plug-in 131 or other 

software or hardware function that allows the authorization system 120 to open a pop-up 

window overlaying the merchant website.  The pop-up window or other user interface 

function allows the user to input information.  The plug-in may represent any other type of 

user interface function, such as a push notification, an additional user interface window, or 

other type of interface element.  The plug-in may operate on the merchant computing 

device 130, operate solely on the user computing device 110, operate solely on the 
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authorization system 120, or jointly between any of the devices.  In an example, the plug-

in may operate in conjunction with the merchant computing device 130 by appearing on 

the webpage of the merchant without actually being incorporated in the software or 

hardware of the merchant computing device 130.  For example, the authorization system 

120 may direct the user computing device to display a pop-up window over the display of 

the merchant webpage without interacting with the merchant computing device 130.   

[0063] To provide the plug-in data, the authorization system 120 determines if the 

account is enrolled in a secure access program and identifies plug-in data to provide to the 

plug-in on the user interface.  The authorization system 120 determines an additional 

password or two-factor authentication process that is configured for the user account.  In 

an example of two-factor authentication, the authorization system 120 sends to the user a 

text message, email, or push notification with a one-time code.  The one-time code may be 

sent via a different technology or channel from the technology used in the pending 

transaction.  For example, if the user is utilizing an Internet connection to interact with a 

merchant webpage, then the one-time code may be sent via a text.  If the user is utilizing 

an application to conduct the transaction with the merchant, then the one-time code may 

be sent via a push notification or other technology separate from the channel or connection 

used to communicate with the merchant.  Using a separate channel prevents a hacking 

event from accessing both authentication factors.  For example, a hacking event of the web 

browser of a user would thus not access the data from a push notification or a text message.   

[0064] The plug-in data includes the instructions to the user for accessing the one-

time code and a location to enter the one-time code in the plug-in display.  Any other type 

of plug-in data may be provided, including plug-ins for any other type of two-factor 

authentication or other authentication procedures.  If the user’s entered one-time code 

matches the stored one-time code from the authorization system 120 and sent to the user in 

a separate channel, then the user is authenticated on the user computing device 110. 

[0065] Additionally, included in the plug-in data from the authorization system 120 

are options for completing the transaction with alternative transaction flows.  In an 

example, the options may include paying for the transaction with rewards points, 

establishing an equal payment plan, or paying with the payment instrument.  For example, 
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if the authorization system 120, in block 226, saved instructions to include the rewards 

redemption option in the transaction options, then the rewards redemption option is 

included in the options on the pop-up window displayed to the user.  If the authorization 

system 120, in block 241, saved instructions to include the equal payment plan option in 

the transaction options, then the equal payment plan option is included in the options on 

the pop-up window displayed to the user. 

[0066] The options provided to the user in the plug-in data may be presented to the 

user in the pop-up window that opens on the merchant webpage.  The pop-up window may 

be initiated by the authorization system 120, the user computing device 110, or the 

merchant computing device 130.  For example, the plug-in software operating on the 

merchant computing device 130 may direct the pop-up window to open when the plug-in 

data is received from the authorization system 130.  In another example, when the merchant 

computing device 130 communicates to the authorization system 120 that the user has 

entered a payment instrument associated with the authorization system 120, the 

authorization system 120 prepares the plug-in data and communicates the plug-in data and 

any required plug-in software to the merchant computing device 130 to cause the pop-up 

window to be displayed.  In the example, the plug-in is not integrated into the merchant 

website software or hardware.  Because the plug-in is only initiated at the time of the 

checkout and is not part of the permanent merchant website software, the method 200 does 

not require that the authorization system 120 integrate with the merchant computing 

system.   

[0067] The pop-up window of block 245 is illustrated in greater detail in Figure 5.  

Figure 5 depicts an illustration of an example pop-up window 500 on a merchant website.  

In the illustration a pop-up window 500 is directed to be displayed by the plug-in provided 

by the authentication system 120.  The pop-up window 500 is illustrated with a header 501 

that instructs the user to complete the purchase by completing the data entry below.  The 

pop-up window 500 is illustrated with a description 502 of the transaction.  The description 

502 includes any suitable data, such as the merchant identification, the amount of the 

transaction, the date, and the payment instrument entered or selected.   
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[0068] The pop-up window 500 is illustrated with an entry field 503 for entering 

the one-time code.  The entry field 503 may be for entering any other type of authentication 

data, such as a password.   

[0069] The pop-up window 500 is illustrated with a path selection field 504.  The 

path selection field 504 allows a user to select a method for completing the transaction 

from any available options provided by the authorization system 120.  In the illustration, a 

user is provided with interface objects, such as buttons, for selecting between conducting 

the transaction with the selected card 505, paying in an equal payment plan 506, and paying 

with reward points 507.  Any other suitable options may be displayed in the path selection 

field 604.   

[0070] The pop-up window 500 is illustrated with an interface object to begin the 

authentication 508.  The object 508 may be a button or other object to signify that the user 

has entered the required data and approved of the transaction.  The object 508 will begin a 

process to communicate the entered data to the authentication system 120 and the merchant 

computing device 130.   

[0071] Returning to Figure 2B, the user selects the option for completing the 

transaction.   

[0072] In other examples, the interaction path options displayed on the pop-up 

window may include options to split the transaction between paths.  For example, one of 

the interface objects may include an option to pay a certain amount with rewards points 

and pay the rest with the payment instrument.  In another example, one of the interface 

objects may include an option to pay for a portion of the transaction with the payment 

instrument and pay for the remainder in an equal payments plan.   

[0073] When a user does not have enough points or does not qualify for an equal 

payments plan, then the pop-up window may hide or remove the interface objects 

associated with those interaction paths.  For example, if the user does not have enough 

rewards points to pay for the product completely, then the interface object that offers the 

pay with rewards points path is not displayed to the user.  In another example, if the user 

does not qualify for any equal payment plans, then the interface object that offers the pay 

with equal payment plan path is not displayed to the user.   
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[0074] In block 250, the authorization system 120 receives the user entry of the one 

time code and the selection of at least one of the transaction options.  When the user has 

entered the data into the pop-up window, the user computing device 110, the merchant 

computing device 130, or any other suitable computing device managing the pop-up 

window communicates the one time code and the selection of at least one of the transaction 

options to the authorization system 120.  In another example, the authorization system 120 

manages the pop-up window and receives the entries from the user interface.     

[0075] In block 260, the authorization system 120 verifies an entered one-time code 

and stores user selected transaction option for fulfillment of the transaction.  The one-time 

code may be any type of code, password, or other authentication mechanism entered by the 

user into the user interface as described in block 230.  The authorization system 120 

compares the one-time code to the expected one-time code provided by the authorization 

system 120 to the user computing device 110 in the text, email, push notification, or other 

communication.  In another example, the authorization system 120 compares the code to 

the expected code stored with the user account, such as an additional password.  If the one-

time code matches the expected one-time code, then the authorization system 120 

determines that the user is authenticated.  

[0076] The authorization system 120 stores the selected transaction option from the 

user.  For example, if the user selected the option to pay with rewards points and the method 

200 followed the path through block 250, then the authorization system 120 stores the 

selection for later fulfillment of the transaction.  If the user selected the option to pay with 

equal payments and the method 200 followed the path through block 251, then the 

authorization system 120 stores the selection for later fulfillment of the transaction.  The 

selection may be stored on any account storage 121 or any other suitable server or location 

of the authorization system 120.   

[0077] In block 270, the authorization system 120 transmits authorization to the 

merchant computing device 130.  Upon receiving a request from the user to conduct the 

transaction, the one-time code, the selection of the payment path, and then authorizing the 

transaction, the authorization system 120 communicates to the merchant computing device 

130 that the authorization system 120 has authorized the transaction.  The merchant 
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computing device 130 does not need to be notified of the interaction path but simply is 

notified that the interaction is authorized by the authorization system 120.  In alternate 

examples, the authorization system 120 communicates to the merchant computing device 

130 the interaction path that will be used to conduct the transaction. 

[0078] In block 280, the merchant computing device 130 completes the transaction.  

In certain examples, the merchant computing device 130 does not have a need to know the 

payment path selected by the user.  The merchant computing device 130 only requires the 

authorization from the authorization system 120 that the transaction is authorized.  The 

manner in which the transaction is fulfilled by the authorization system 120 is not needed 

by the merchant computing device 130 to conduct the transaction.  For example, if the user 

selected the rewards points redemption or the equal payments plan, then the authorization 

system 120 only communicates to the merchant computing device that the transaction will 

be paid by the authorization system 120.  The merchant computing device 130 merely 

approves the transaction, confers the purchased product to the user, and later seeks 

fulfillment by the authorization system 120.   

[0079] In block 290, the authorization system 120 fulfills the transaction with 

selected transaction option.  The authorization system 120 determines which transaction 

option for which the user account was eligible and which transaction option the user 

selected.  The authorization system 120 begins the fulfillment process by determining, in 

block 295, if an eligible transaction option was selected by the user.  

[0080] In block 295, the authorization system 120 makes a decision based on the 

selected eligible transaction option.  If the user selected a rewards redemption option, then 

the method 200 follows the “Rewards redemption” branch to block 296.  In block 296, the 

authorization system 120 offsets the transaction by redeeming rewards points from the user 

rewards points account.  For example, the authorization system 120 debits the user rewards 

account and completes the transaction on behalf of the user by settling the transaction with 

authorization system 120 funds or in any other suitable manner.   

[0081] Returning to block 295, if the user selected an equal payment plan option, 

then the method 200 follows the “Equal payments” branch to block 298.  In block 298, the 

authorization system 120 converts the transaction to an equal payment plan.  For example, 
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if the user selected the equal payment plan, the authorization system 120 enters the user 

debt into the equal payments plan program and completes the transaction on behalf of the 

user by settling the transaction with authorization system 120 funds or in any other suitable 

manner.   

[0082] Returning to block 295, if the user selected payment instrument option, then 

the method 200 follows the “payment instrument” branch to block 297.  In block 297, the 

authorization system 120 fulfills the transaction with the payment instrument associated 

with the account.  For example, if the user selected the payment instrument purchase, the 

authorization system 120 debits a user debit account and completes the transaction on 

behalf of the user by settling the transaction with authorization system 120 funds or in any 

other suitable manner.  In another example, the merchant computing device is provided 

with an authentication and then communicates with a credit card acquirer system to settle 

the transaction as with a traditional credit card transaction.   

[0083] In block 295, the authorization system 120 provides a confirmation message 

to the user via email or text message, such as SMS.  The confirmation message to the user 

may be an email, text, push notification, or other type of notification with results of the 

transaction.  For example, the confirmation message may include details of the transaction, 

such as a confirmation of the amount, the merchant, the product purchased, and the date.  

The confirmation message may include the type of payment plan selected, such as by 

payment instrument, rewards points, or equal payments.  The confirmation message may 

include details of the plan selected, such as the amount of rewards points used, the number 

and amount of the equal payments, the interest being charged, or any other suitable 

information.    

Example Systems 

[0084] Figure 6 depicts a computing machine 2000 and a module 2050 in 

accordance with certain examples.  The computing machine 2000 may correspond to any 

of the various computers, servers, mobile devices, embedded systems, or computing 

systems presented herein.  The module 2050 may comprise one or more hardware or 

software elements configured to facilitate the computing machine 2000 in performing the 

various methods and processing functions presented herein.  The computing machine 2000 
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may include various internal or attached components, for example, a processor 2010, 

system bus 2020, system memory 2030, storage media 2040, input/output interface 2060, 

and a network interface 2070 for communicating with a network 2080.   

[0085] The computing machine 2000 may be implemented as a conventional 

computer system, an embedded controller, a laptop, a server, a mobile device, a 

smartphone, a set-top box, a kiosk, a vehicular information system, one more processors 

associated with a television, a customized machine, any other hardware platform, or any 

combination or multiplicity thereof.  The computing machine 2000 may be a distributed 

system configured to function using multiple computing machines interconnected via a 

data network or bus system.   

[0086] The processor 2010 may be configured to execute code or instructions to 

perform the operations and functionality described herein, manage request flow and 

address mappings, and to perform calculations and generate commands.  The processor 

2010 may be configured to monitor and control the operation of the components in the 

computing machine 2000.  The processor 2010 may be a general purpose processor, a 

processor core, a multiprocessor, a reconfigurable processor, a microcontroller, a digital 

signal processor (DSP), an application specific integrated circuit (ASIC), a graphics 

processing unit (GPU), a field programmable gate array (FPGA), a programmable logic 

device (PLD), a controller, a state machine, gated logic, discrete hardware components, 

any other processing unit, or any combination or multiplicity thereof.  The processor 2010 

may be a single processing unit, multiple processing units, a single processing core, 

multiple processing cores, special purpose processing cores, co-processors, or any 

combination thereof.  According to certain examples, the processor 2010 along with other 

components of the computing machine 2000 may be a virtualized computing machine 

executing within one or more other computing machines.   

[0087] The system memory 2030 may include non-volatile memories, for example, 

read-only memory (ROM), programmable read-only memory (PROM), erasable 

programmable read-only memory (EPROM), flash memory, or any other device capable 

of storing program instructions or data with or without applied power.  The system memory 

2030 may also include volatile memories, for example, random access memory (RAM), 
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static random access memory (SRAM), dynamic random access memory (DRAM), and 

synchronous dynamic random access memory (SDRAM).  Other types of RAM also may 

be used to implement the system memory 2030.  The system memory 2030 may be 

implemented using a single memory module or multiple memory modules.  While the 

system memory 2030 is depicted as being part of the computing machine 2000, one skilled 

in the art will recognize that the system memory 2030 may be separate from the computing 

machine 2000 without departing from the scope of the subject technology.  It should also 

be appreciated that the system memory 2030 may include, or operate in conjunction with, 

a non-volatile storage device, for example, the storage media 2040.   

[0088] The storage media 2040 may include a hard disk, a floppy disk, a compact 

disc read only memory (CD-ROM), a digital versatile disc (DVD), a Blu-ray disc, a 

magnetic tape, a flash memory, other non-volatile memory device, a solid state drive 

(SSD), any magnetic storage device, any optical storage device, any electrical storage 

device, any semiconductor storage device, any physical-based storage device, any other 

data storage device, or any combination or multiplicity thereof.  The storage media 2040 

may store one or more operating systems, application programs and program modules, for 

example, module 2050, data, or any other information.  The storage media 2040 may be 

part of, or connected to, the computing machine 2000.  The storage media 2040 may also 

be part of one or more other computing machines that are in communication with the 

computing machine 2000, for example, servers, database servers, cloud storage, network 

attached storage, and so forth.   

[0089] The module 2050 may comprise one or more hardware or software elements 

configured to facilitate the computing machine 2000 with performing the various methods 

and processing functions presented herein.  The module 2050 may include one or more 

sequences of instructions stored as software or firmware in association with the system 

memory 2030, the storage media 2040, or both.  The storage media 2040 may therefore 

represent examples of machine or computer readable media on which instructions or code 

may be stored for execution by the processor 2010.  Machine or computer readable media 

may generally refer to any medium or media used to provide instructions to the processor 

2010.  Such machine or computer readable media associated with the module 2050 may 

comprise a computer software product.  It should be appreciated that a computer software 
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product comprising the module 2050 may also be associated with one or more processes 

or methods for delivering the module 2050 to the computing machine 2000 via the network 

2080, any signal-bearing medium, or any other communication or delivery technology.  

The module 2050 may also comprise hardware circuits or information for configuring 

hardware circuits, for example, microcode or configuration information for an FPGA or 

other PLD.   

[0090] The input/output (I/O) interface 2060 may be configured to couple to one 

or more external devices, to receive data from the one or more external devices, and to send 

data to the one or more external devices.  Such external devices along with the various 

internal devices may also be known as peripheral devices.  The I/O interface 2060 may 

include both electrical and physical connections for operably coupling the various 

peripheral devices to the computing machine 2000 or the processor 2010.  The I/O interface 

2060 may be configured to communicate data, addresses, and control signals between the 

peripheral devices, the computing machine 2000, or the processor 2010.  The I/O interface 

2060 may be configured to implement any standard interface, for example, small computer 

system interface (SCSI), serial-attached SCSI (SAS), fiber channel, peripheral component 

interconnect (PCI), PCI express (PCIe), serial bus, parallel bus, advanced technology 

attached (ATA), serial ATA (SATA), universal serial bus (USB), Thunderbolt, FireWire, 

various video buses, and the like.  The I/O interface 2060 may be configured to implement 

only one interface or bus technology.  Alternatively, the I/O interface 2060 may be 

configured to implement multiple interfaces or bus technologies.  The I/O interface 2060 

may be configured as part of, all of, or to operate in conjunction with, the system bus 2020.  

The I/O interface 2060 may include one or more buffers for buffering transmissions 

between one or more external devices, internal devices, the computing machine 2000, or 

the processor 2010.   

[0091] The I/O interface 2060 may couple the computing machine 2000 to various 

input devices including mice, touch-screens, scanners, electronic digitizers, sensors, 

receivers, touchpads, trackballs, cameras, microphones, keyboards, any other pointing 

devices, or any combinations thereof.  The I/O interface 2060 may couple the computing 

machine 2000 to various output devices including video displays, speakers, printers, 
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projectors, tactile feedback devices, automation control, robotic components, actuators, 

motors, fans, solenoids, valves, pumps, transmitters, signal emitters, lights, and so forth. 

[0092] The computing machine 2000 may operate in a networked environment 

using logical connections through the network interface 2070 to one or more other systems 

or computing machines across the network 2080.  The network 2080 may include wide 

area networks (WAN), local area networks (LAN), intranets, the Internet, wireless access 

networks, wired networks, mobile networks, telephone networks, optical networks, or 

combinations thereof.  The network 2080 may be packet switched, circuit switched, of any 

topology, and may use any communication protocol.  Communication links within the 

network 2080 may involve various digital or analog communication media, for example, 

fiber optic cables, free-space optics, waveguides, electrical conductors, wireless links, 

antennas, radio-frequency communications, and so forth.   

[0093] The processor 2010 may be connected to the other elements of the 

computing machine 2000 or the various peripherals discussed herein through the system 

bus 2020.  It should be appreciated that the system bus 2020 may be within the processor 

2010, outside the processor 2010, or both.  According to certain examples, any of the 

processor 2010, the other elements of the computing machine 2000, or the various 

peripherals discussed herein may be integrated into a single device, for example, a system 

on chip (SOC), system on package (SOP), or ASIC device.   

[0094] Examples may comprise a computer program that embodies the functions 

described and illustrated herein, wherein the computer program is implemented in a 

computer system that comprises instructions stored in a machine-readable medium and a 

processor that executes the instructions.  However, it should be apparent that there could 

be many different ways of implementing examples in computer programming, and the 

examples should not be construed as limited to any one set of computer program 

instructions.  Further, a skilled programmer would be able to write such a computer 

program to implement an example of the disclosed examples based on the appended flow 

charts and associated description in the application text.  Therefore, disclosure of a 

particular set of program code instructions is not considered necessary for an adequate 

understanding of how to make and use examples.  Further, those skilled in the art will 
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appreciate that one or more aspects of examples described herein may be performed by 

hardware, software, or a combination thereof, as may be embodied in one or more 

computing systems.  Additionally, any reference to an act being performed by a computer 

should not be construed as being performed by a single computer as more than one 

computer may perform the act.   

[0095] The examples described herein can be used with computer hardware and 

software that perform the methods and processing functions described previously.  The 

systems, methods, and procedures described herein can be embodied in a programmable 

computer, computer-executable software, or digital circuitry.  The software can be stored 

on computer-readable media.  For example, computer-readable media can include a floppy 

disk, RAM, ROM, hard disk, removable media, flash memory, memory stick, optical 

media, magneto-optical media, CD-ROM, etc.  Digital circuitry can include integrated 

circuits, gate arrays, building block logic, field programmable gate arrays (FPGA), etc.   

[0096] The example systems, methods, and acts described in the examples 

presented previously are illustrative, and, in alternative examples, certain acts can be 

performed in a different order, in parallel with one another, omitted entirely, and/or 

combined between different example examples, and/or certain additional acts can be 

performed, without departing from the scope and spirit of various examples.  Accordingly, 

such alternative examples are included in the scope of the following claims, which are to 

be accorded the broadest interpretation so as to encompass such alternate examples.   

[0097] Although specific examples have been described above in detail, the 

description is merely for purposes of illustration.  It should be appreciated, therefore, that 

many aspects described above are not intended as required or essential elements unless 

explicitly stated otherwise.   

[0098] Modifications of, and equivalent components or acts corresponding to, the 

disclosed aspects of the examples, in addition to those described above, can be made by a 

person of ordinary skill in the art, having the benefit of the present disclosure, without 

departing from the spirit and scope of examples defined in the following claims, the scope 

of which is to be accorded the broadest interpretation so as to encompass such 

modifications and equivalent structures.  



26 
182868912.1 

What is claimed is: 

1. A system for authorizing transactions using user interface windows generated based 

on selected interaction paths without interacting with merchant software, comprising: 

one or more storage devices; and 

one or more processors in a network system communicatively coupled to the one or more 

storage devices, wherein the one or more processors execute application code instructions that are 

stored in the one or more storage devices to cause the system to: 

receive, at a server over a first communication channel, a request from a merchant 

computing device to authorize an interaction with a user, the interaction occurring on a merchant 

user interface window displayed on a user computing device; 

based on determining that the user is eligible to pay for the interaction with rewards 

points or is eligible to pay for the interaction using an equal payment plan, generate instructions to 

display a user interface on the user computing device to receive a security code and both a first 

option to pay for the interaction with the rewards points or a second option to pay for the interaction 

using the equal payment plan; 

transmit, to the merchant computing device during a time period of the interaction 

and in second communication channel that is a separate channel from a communication channel 

being used to communicate with the merchant computing device, the instructions to receive the 

security code to cause a display of one or more options for the user, comprising the first option to 

pay for the interaction with the rewards points or the second option to pay for the interaction in 

the equal payment plan, and wherein the user computing device communicates directly with the 

server bypassing the merchant computing device; 

communicate the security code to the user computing device in a third channel 

separate from the first communication channel and the second communication channel; 

conduct the interaction utilizing an interaction path selected via the display; and 

communicate an authorization for the interaction to the merchant computing 

device. 

 

2. The system of claim 1, wherein the application code instructions further cause the 

system to communicate a confirmation message to the user computing device that the interaction 

was conducted with the interaction path. 
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3. The system of claim 1, wherein the application code instructions further cause the 

system to determine whether the interaction path is eligible based on an analysis of an account of 

the user. 

4. The system of claim 1, wherein the instructions are generated for a plug-in to open 

a pop-up window on the user computing device. 

5. The system of claim 4, wherein the application code instructions further cause the 

one or more processors to receive a communication from the user computing device in response 

to opening the pop-up window, wherein the communication comprises the security code and a 

selection of the interaction path. 

 

6. The system of claim 4, wherein the pop-up window overlays the merchant user 

interface window utilized to conduct the interaction and is displayed over a checkout page of a 

merchant website. 

7. The system of claim 1, wherein the security code is communicated to the user 

computing device via a push notification or a text message. 

 

8. The system of claim 1, wherein the instructions further cause the one or more 

processors to determine, during the time period of the interaction, whether the user is eligible to 

pay for the interaction with the rewards points or is eligible to pay for the interaction using the 

equal payment plan. 

 

9. The system of claim 1, wherein the interaction path is one of a plurality of 

interaction paths, the plurality of interaction paths comprising an option to pay for the interaction 

with a payment instrument. 

10. A method for authorizing transactions using user interface windows, the method 

comprising: 
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receiving, at a server over a first communication channel, a request from a merchant 

computing device to authorize an interaction with a user, the interaction occurring on a merchant 

user interface window displayed on a user computing device; 

based on determining that the user is eligible to pay for the interaction with rewards points 

or is eligible to pay for the interaction using an equal payment plan, generating instructions to 

display a user interface on the user computing device to receive a security code and a first option 

to pay for the interaction with the rewards points or a second option to pay for the interaction using 

the equal payment plan; 

transmitting, to the merchant computing device during a time period of the interaction 

and in second communication channel that is a separate channel from a communication channel 

being used to communicate with the merchant computing device, the instructions to receive the 

security code to cause a display of one or more options for the user, comprising the first option to 

pay for the interaction with the rewards points or the second option to pay for the interaction in 

the equal payment plan, and wherein the user computing device communicates directly with the 

server bypassing the merchant computing device; 

communicating the security code to the user computing device in a third channel separate 

from the first communication channel and the second communication channel; 

conducting the interaction utilizing an interaction path selected via the display; and 

communicating an authorization for the interaction to the merchant computing device. 

 

11. The method of claim 10, further comprising communicating a confirmation 

message to the user computing device that the interaction was conducted with the interaction path. 

12. The method of claim 10, further comprising determining whether the interaction 

path is eligible based on an analysis of an account of the user. 

13. The method of claim 10, wherein the instructions are generated for a plug-in to 

open a pop-up window on the user computing device. 

14. The method of claim 13, further comprising receiving a communication from the 

user computing device in response to opening the pop-up window, wherein the communication 

comprises the security code and a selection of the interaction path. 
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15. The method of claim 13, wherein the pop-up window overlays the merchant user 

interface window utilized to conduct the interaction and is displayed over a checkout page of a 

merchant website. 

16. The method of claim 10, wherein the security code is communicated to the user 

computing device via a push notification or a text message. 

 

17. The method of claim 10, further comprising determining, during the time period of 

the interaction, whether the user is eligible to pay for the interaction with the rewards points or is 

eligible to pay for the interaction using the equal payment plan. 

 

18. The method of claim 10, wherein the interaction path is one of a plurality of 

interaction paths, the plurality of interaction paths comprising an option to pay for the interaction 

with a payment instrument. 

19. One or more non-transitory computer-readable media storing instructions thereon 

that when executed by one or more processors cause the one or more processors to: 

receive, at a server over a first communication channel, a request from a merchant 

computing device to authorize an interaction with a user, the interaction occurring on a merchant 

user interface window displayed on a user computing device; 

based on determining that the user is eligible to pay for the interaction with rewards points 

or is eligible to pay for the interaction using an equal payment plan, generate instructions to display 

a user interface on the user computing device to receive a security code and a first option to pay 

for the interaction with the rewards points or a second option to pay for the interaction using the 

equal payment plan; 

transmit, to the merchant computing device during a time period of the interaction and in 

second communication channel that is a separate channel from a communication channel being 

used to communicate with the merchant computing device, the instructions to receive the 

security code to cause a display of one or more options for the user, comprising the first option to 

pay for the interaction with the rewards points or the second option to pay for the interaction in 
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the equal payment plan, and wherein the user computing device communicates directly with the 

server bypassing the merchant computing device; 

communicate the security code to the user computing device in a third channel separate 

from the first communication channel and the second communication channel; 

conduct the interaction utilizing an interaction path selected via the display; and 

communicate an authorization for the interaction to the merchant computing device. 

 

20. The one or more non-transitory computer-readable media of claim 19, wherein the 

instructions further cause the one or more processors to communicate a confirmation message to 

the user computing device that the interaction was conducted with the interaction path. 


