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SYSTEM F 8CALLY CONTROLLI NG A NETWORK DEVI CE Thi s appEtaRbd/iRise | ai s
t hal benef i - S. Provisional Application No. 5 60/ 042,071 titled

tem fbr Dynam cally Controlling a Network Proxy," fil ed March 25, 1997
by Robert C. Knauerhase et al. and assigned to Intel Corporation, the
di scl osure of which is expressly incorporated herein by reference.
Background of the Invention 10 Field of the Invention The present
i nvention relates generally to the field of conputer networking, and in
particular to a nethod and apparatus for enabling a device configured as a
network proxy to performa predeterm ned action in response to dynamc
i nput. Related Art 15 It is known to deploy a network proxy, or
proxy server, as an internediary between one or nore client conputers and
an external network such as the Internet. Network proxies are described
generally in lan S. Graham HTM. Source Book: A Conplete Guide to HTM. 3.0
403 (2d ed. 1996). l\/bst eX| sting network proxies, however, |ack any ability
for command processi n &Hg DYNA RNGONTROLIINGd, net wor k -
proxies are typically preconf i gArMET&%Bg(BEﬂKﬂEcont rol panels and

settings stored in, for exarrple AN" files or M5-Wndows registry
entries. These s unchanged for as Jong as the nefwork pr oxy
is running. Mor e%b’érap H“ ‘Woﬁhﬁbﬁﬁl |°§y$a%'ﬁv'éwglf%m1°ﬁ‘9ﬂ

dynam cakl y ‘ r-Ta at woul d
ef f ect agregglggfgzlrgtgle‘gn 0 _%dg%?%brﬂ?%ﬂﬁiu@gﬁ#ﬁ“ﬂﬂd:@@h&;e net wor k
proxi es havMarghp25; 9Dy bh Robery € Knanérhaseset al. phd atsigied t&Bitel CorgOrtidnd 3178
PCT/ US98/ 05456 exanEeI a network proxy used for Worl d-Wde b (V\W/\)
access Si rrpﬂ&‘? }PE(?EB@FQYF\S@@W@GdM@mW@WW conputer to a
server conputer capable of servicing that request. Likew se, content which
t he network proxy receives fromthe '

Background of the Invention

10 Field of the Invention
The present invention relates generally to the field of computer networkmg,
and in particular to a method and apparatus for enabling a  device conﬁgured asa
network proxy to perform a predetermined action in response to dynamic input.
Related Art '

15 It is known to deploy a network proxy, or proxy server, as an interrﬁediary
between one or more client computers and an external network such as the Internet.
Network proxies are described generally in Ian S. Graham, HTML Source Book: A
Complete Guide to HTML 3.0 403 (2d ed. 1996). Most existing network proxies,
however, lack any ability for command processing or dynamic configuration.

20 Ins;tead, network proxies are typically preconfigured using static control panels and
settings stored in, for example, “.INI” files or MS-Windows registry entries. These
settings remain unchanged for as long as the network proxy is running. Moreover,
such network proxies lack any facility for dynamically receiving and acting upon
commands or insfructions that would effect a reconfiguration of the network proxy.

25 This is because network proxies have typically been used only as a pipeline. For
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f
server conputer in response to such a request is sinply passed to t he "(
requesting 5 client conmputer. In other words, the network %qfﬁs not "':
i nspect NWRRMITB assi ng through it. In view of the f or egoi ng I|m | ons” of j
exi sting technol ogy, there is a need for a network proxy capable of acting
upon information passed to it, whether it be a command enbedded in a

request or Alegampleaﬁnéjwoﬁc pioxy n‘sed‘}brrﬁnrkT Wi?e qut(wk Wi)mesmsdmllﬁ passy.s abls erver
conmput er . ou suc oniro net wor I X | | rable, it
i s inpract 'ty u@%ff)é‘t?f"vg‘ﬂg" éﬁ’ﬁ %“‘?"ﬁ retPr‘Fe"terY%f’B TH.??’? o quickly
change to %mﬁglﬂkam Qe NLikeOASY, EHRER WHHidhthe fifwdrk! ?o:é’ﬁ@éé?&b ffdm ke
desirable to inp ementq this r?ew capabi || ty i ?1 a vvz;ylpt hat does? n(;Itl require
changes - tosmscomgateﬂme'esponwtpmlehsrmueses scmpl)cpasp&dttertherenﬁe&mgnary of the
I nventi e present Lnv tlon r at es ens, et hods & d devices for
dynam ool | FIEBORBEHE 1 AL HRBek e Aok R AR AL TRREH G EURISSiFl,

exanpl e, tqnfpRf cally effect netvvor k r econf i gurations, to alter

operational paraneters of the network 20 proxy, and to t ranscode network
content prior tdntwqyngfﬁhptfmgomx limiations| df enisting:techrology; tharelisraneed fone

particul ar e ment mgca troll abl e net.work . .devi LS conpri ses
D bar ser - APEVOH TRy ofhebl R aibynen IR bR or orsied 18 SHE oG R or

sel ecti vel YeokriAidi entbe & inATeisest o tmd@by b BliéR TEMPERT bP conteRProvidedar sed
froman external input received by the network device. 25 Brief Description

of the I adtiyreservargomputes. Althoughsuch dyrc,anagcentmlldfnmk praxies l&lynam cally
control | abl wor.k.devi ce, accor to a t he ent

i nventi on. @Plﬁae&% 1§ §"Hp'?8tﬁ &‘QgF’HWF‘p?ffgb %‘filgﬁﬁ% t of the
present 30 dhﬁH@é‘fd&BorhﬂmBﬂb%ﬁbl?a Aoon 2apability. W&Qﬂfs&@isbﬁ,hi%d%@i%b device is

I mpl enented as a - 2-
implement thls new capabxhty in a way that does not require changes to existing client

computers or server computers.
15

Summary of the Invention
. The present invention relates to systems, methods and devices for dynamically

.controlling a network proxy. Embodiments may be used, for example, to dynamically
~ effect network reconfigurations, to alter operational parameters of the network
20 proxy, and to transcode network content prior to transmitting itto a clieﬁt device.
According to one particular embodiment, a dynamically-controllable network
device comprises a.parser and a service provider. The parser includes instructions for
selectively invoking the service provider in response to a command parsed from an
external input received by the network device. '
25

Brief Description of the Drawings

Fig. 1 is a schematic diagram illustrating a dynamically controllable network
device according to an embodiment of the present invention.

Fig. 2 is a schematic diagram illustrating an embodiment of the present

30 invention in which a dynamically controllable network device is implemented asa
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net wor k g;og&yﬂl%i g. 3 is a schematic diagramillustrating pcTardvemsssent of

- tHe pres RV ention in which a dynam cally controll abl e network device is
i fpl ement ed as a transcoding server. 5 Fig. 4 is a flow diagram

Il lustrating a ,method for dynamcally controlling a network device

accor di ng 'P%Wgﬂcgmdi nent of the present invention. Detailed Description
According to a fid 3tis & Sbma : ; ' i rated 10
schematically i Ei%i%glssl, a ﬂn‘%ﬁ%ﬁi{?qlgfsgeiﬁgﬁegﬂgy &Eﬁ%‘t gﬁr?gtﬂvr\%)éréﬁi device 2
(whi ch nayingentiomyin edhighua dynandcdllygontrdilable netivork dewbelsfimplensentedasra conput er
for network trapgsactions) may be instructed to act in a particular nmanner
based upontr@¥scRUNESERYET-y. ori gi nating i nput. Such input nmay originate from
for exagple, a } il t ' d ' dto

I nspect gﬁetmrkﬁggﬁg}ayﬁt@g&ﬁﬂg&ﬁth Oﬁgﬁé@?%ﬁ@@@ﬁgﬁfgﬁ@g@s net wor k
devi ce 2 nmstwiork deviepaccondingitrian embodinent ofithe presentieventioni ned r esponsi ve
actions. In other instances, network device 2 may take certain actjons
based upon a characteristic of the content it receives, such as a datatype
or MM ( MyeldiRd' D& Fiptisher net Mai |l Extensions) type. Such actions nmay

I ncl ude, fm‘aﬁp%%é‘rti ng operational” paraneters on network device 2,
such as the 20 Ascerding toc first embedimentyef the present inverdigeillnstraséd net wor k

device 2, sych as retrcj.eving/purging J.og.fileg, obtaining syst st at us
0t or B onchesmaitoatlySh Mg T, 3 s G ROwSH b WIRCHp BORERAPYSE A b o

des. ' ' | ' | nodule 4
havi g a poy S bqmBReP el lEted BN Oh bolifofBother BERIMET (6 RERDAC) [Daulc 4
may be 25 tranyactioms)neay,befinstnectehtol aet ines partisulat nanrerrbased wponst al | ed i n
network device 2. Parser 6 is configured tqQ act upon_an external input
recei ved b§<SHRYONSHBHNS hput. § ngut pay ergivate fFom, for granplei@ Hisjestt

ted ol i ent . . ' b
oo i 0 NS e 21 i S A Bl ©

network server device. Int
r espondisol ¢hrbogh ite e sdme éristances; aktwigk deeico 2 may iatedéept eomnaadpimifaiers 8

based 30 upon a predeterm ned selection criterion. The predeterm ned
sel ection GeFtuB Presietermnedsesponsive actions. In other instances, network device 2 may
take certain actions based upon a characteristic of the content it receives, suchas a
datatype or MIME (Multipurpose Internet Mail Extensions) type. Such actions may
include, for example, setting operational parameters on network device 2, such as the
20 size of a cache storage; remote management of network device 2, such as
retrieving/purging log files, obtaining system status information, and restarting
network device 2; and promulgating software upgrades.
In this embodiment, network device 2 includes a control module 4 having a
parser 6 and a plurality of service providers 8. Control module 4 may be
25 implemented, for example, as a software module installed in network device 2.
Parser 6 is configured {0 act upon an external input received by control module 4,
such as a request for a network object generated by a client device or a reply to such
a request provided by a network server device. In this particular embodiment, parser
6 is responsible for selectively invoking one or more of service providers 8 based

30 upon a predetermined selection criterion. The predetermined selection criterion may
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3
WD 98/ 43178 . . %f
PCT/ US98/ 05456 be, for exanple, a command embedded within ?56 _ \
char act eWO8431T$ a received request or data object, a condition of networky
device 2-itself, conbinations of the foregoing, and so on. According to
anot her embodi ment of the present ‘invention, illustrated 5 schematically

in Fig. 2 baf@mmp!mnlcpnmmdremuemde\mhmmmuqabwqberanwsmeoifmcgnedu ed as

con unct i o ior SaBERE > pfifitnof el it Roos SriRER o8I CCl " ca

Net wor K)  ffopéBoitip2ahd86 bAed access over the Internet. A firewall, typically
installed on a gateway conputer that links a LAN to the external wor | d,
restricts exterAgtordingito angtheryembadimentafithe Rrepent mviestion, dilystriatedr i ng t he

| ocal n b ctin Q rds_such as unaut horized
access. gTh%c W%?@P'%ﬁg ég ?@%’ Pb\?gl?\‘?lgn%"%aﬁwﬁ%@ﬂg?rom directly
accessi ng wugl@héited wﬁﬁmpﬁiﬂ@h A@ﬁet{vbﬂc rORY KerPérOisitsicallycused t en
used to address this shortcom ng. See G ahanj’ at 403 Nef wo proxies are

usual | y coquogmnetionmthasoe:aﬂmb ewalk’ ﬂ\wbtnworaﬁewm@alm r ésour ces

o0 o e AR AT L RORTA A RSO B g5

resour ces §y agattivag Coiipiiter ikat Baks a EAYE{D the e¥&fial mﬂaefeemtmérhﬂmet vvor K
proxy instead of external target servers. Wien the Vb browser is used to

retri el i afiginated netwark packsis Bpmentatingithe logel netwerks &mebya:ro@qmﬂtet o the

Lo e Dbl St radaldd SDet B RaiinBlizcd Mok, ThEHIGR, BNV MR BB O ot
a dynam cahétwork 885érs ﬂiohﬁm}&ﬂ?awu@ﬁ_ Bterfir] RYourBEAULE aé iR WERNNERIorRf dat a
fromthe Internet 18 to a network client 12. Network client 12 and network

proxy 34 npsoxiss asmgftenngsdite addiessthisghoriceminge Sea GrakaomatiAdZat i ons and
processing capakjliti,es and _capacities. 2 twork clien 2. €O ni cat es
requests for in 1 ey are Lﬁ‘ﬂgqye‘i?é‘ﬁg‘é@g'tﬂyeﬁﬁ?q ?ﬁ‘fe?s‘ratB:th E‘h‘@? k proxy
34 ovennsa LANerHsb&Reyaid &Q&ﬂhﬂ%ﬁﬁ%& Ngnd daﬂ'%afbﬁf pa@s dea basieantforth across

comuni cations link 14 may rise, for exanple, a so-called "slow
the firewall. Users may the e given safe, though indirect, access to Web resources

- by configuring the user’s Web browser to reference the network proxy instead of
external target servers. When the Web browser is used to retrieve information from
outside the firewall it sends a request to the network proxy, which then completes the

20 request and returns the result to the i'equester. Id.

Referring now to Fig. 2, according to this embodiment a dynamically-
controllable network proxy 34 manages the transfer of data from the Internet 18 to a
network client 12. Network client 12 and network proxy 34 may be any computers
having suitable data communications and processing capabilities and capacities.

28 Network client 12 communicates requests for information to, and receives
information from, network proxy 34 over a client/server communications link 14.
Client/server communications link 14 may comprise, for example, a so-called “slow

. network” using, for example, POTS (Plain Old Telephone Service) dial-ub
technology or wireless connections. Alternatively, client/server communications link

30 14 may comprise a so-called “fast network,” such as a LAN or WAN (Wide Area
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networ k" usi ng | for exanple, POTS (Plain Od Tel ephone Service) dial-

te hnoI Wf g el ess connections. Alternatively, cli ent / BETAISHB/05456
cofmuni catlons Ink 30 14 nmay conprise a so-called "fast network," such as
a LAN or "WAN (Wde Area -4- WO 98/ 43178

pecds. (f AVeOEhp PHSeRSk aRsblcoF orPraGRE 3F mvef bighRy wesd VoL e hiPrs.

Combi nat i o) ﬂiantd%s pEssAIE RAH I hatdoriy ec&hﬁﬁaﬁm&%fméae abueks meisak e,
network client 12 may use a POTS or wireless dial- up connection to a nodem

bank mai ntaxe alsg pegsibie. menl@mor!seqhwtclé ey yserePPTSor wirgless dial- i n t urn

o compuireraneRtoh A e RhinRubdty SEISH G feF SRR, o2 €2

conmuni & atywhicR id intirmlddnn¥diedtd MERVoAOpIR%KY 38 o¥8ya BAIN. alhbﬁvcﬁﬁmgﬂ 3ptions
medi um known in the art. Server/network communications |ink Is typically

a rmuch fascmnmnmnates:wntb mmamuesﬁmumetd@rmwaewodaetwmk 14. 10
Net wor k pr e, i nted, for exa art .of a network
sor ver, i DAk 180 HGh Bl compsie iy Batepls omrRmicainns fsfbi or v or
or even askrfbvﬂi ﬁ:tthé At SEnVALHOR bompitiRicafidss linlkele Rk 1&;12%3& fakér be

coupled, for exanple, to a network server (not shown | SP's network, a
corporate u:mnm:udnthu chunyfsd!reelecmmhmcauuneimhu and provides nultiple users

with a_peans to_obtain 15 _cont resident_on Internet 18, Netwqrk proxy
34 mayl¥l so be Doty h—.‘d’"?’&’%‘ﬁg‘aﬁ eHB?]E iﬁbﬁﬁmﬂétwcff Wq‘(not

shown) . §é9?zfryas°£ St d-?l% 9'<:Brfn§£t%r 'M&ﬁﬁ@d&fo&%@l{ QW?M@?&EI WPkferr OXI €5,

whi ch gene are an a condult Fequests to, and replles

from ext easmdistrivuesdsystemasfaompaters. INervork provyr 34 mphyc&@led}tfoxonl y exam nes
such requests and rep |I€i but may, act. on_commands. in the 20 requests by, .

for exanpl SXamped rSeEvsh{nay ahwﬁ@ 8RSk |s “ﬁB’Y@"‘o‘F CORPRralp BPOTN
SRCTON S e e e e
' ”D' emgst ecorténtaesident on Internet 18. Network proxy 34 may also be coupled to one or
more additional network proxies (not shown). Network proxy 34 differs significantly
from known network proxies, which generally are little more than a conduit for
requests to, and replies ﬁ'bm, external Internet resources. Here, network proxy 34
not only examines such requests and replies, but may ;1ct on commands in the
20 requests by, for example, dynamically reconfiguring one or more of its operational
parameters. |
Referring now to Fig. 3, according to yet another embodiment of the present
invention, the dynamically-controllable network device may be implemented as a
transcoding server 34 including a transcoder 20 includes a parser 22 and a plurality of
25§ transcode service providers 24. Parser 22 is configured to act upon data received by
transcoder 20, such as a request for a network object generated by a client device or
a reply to such a request provided by a content server device. In this particular
embodiment, parser 22 is responsible for selectively invoking one or more of
transcode service providers 24 based upon a predetermined selection criterion. As

30 illustrated, transcoding server 34 may include an HTTP (HyperText Transfer
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A
transcodi ng server 34 including a transcoder 20 includes a. parser 22 and &
plurality of 25 transcode service providers 24. Parser 2 (lf.ﬁ‘ 3 hgur ed <0 .
act uporW@BM43¥78cei ved by transcoder 20, such as a requestZP orgéa%mrﬁléfﬁmrk 1
obj ect generated by a client device or a reply to such a request provided

by -a contgnt server device. |n thi articul ar ejpodi nent arser 22 is
esponsi bPESPEA) teglate Praxy 3§ qeRURIR PhefcsrRne Intsmptcl B pver SEryeraiioBt i cc

Provi der S cgfimBAREALMTAR 18, 15 bl 402 T deifbrf plchyIei cafibledh
iIIustratg , transcﬂoé'c’{lmr%g serv 4S%rr€§-(il hcl'ude an 'Igtlg’&(l—lypg?ﬁr%xt Tr ansfer
-5- Cirafiscédibg §for example, adding, changing and/or deleting) content received from

PCT/ US95/ 05456 ot.ocol ) renpte proxy 36 capab) e.of accessing Internet 18
over ser veRFImEt Pﬂ“’c‘&rf)ﬁﬁﬁ'ﬁ“l?&ftitBﬁsreﬂ ‘??E“&B‘?te‘[%*ﬁbﬂltrlgnscoder 20, HTTP

renot e gpr oxy 3§ ooRink e/ Wﬁ' G _examlers adad g theshangi ng
and/ or 5deI eti ng}Obglggtent cfoesgl ia\i/{e rom %%te'frlgie% 1§g|§ri or tquééet urning it to
a request transcodingafidatal todettrah8mitfed from trantocodinigrsgrven 84 te hetwadrk clientt he

enbodi ment _in Fig. 3, parser 22 nages, t he transcodi ng of data to be
transmittdd fliodHisien ﬁfam@og@?f;ﬁémwdwmpwdewsﬂé SeIScHively 1 i end,

parser 22 j Lo ' : Lyel anscode
ot ont _ bLaRspod8 oimtEASEROF a PRHTRBIRMCCRiT itbibl FiE BRMPYE ol bF 31000
mor e tr anssove eranscode servise providers 228 maygyrovide thiechapabilityctagahipréss und/or conpr ess
and/or_ 10 scal e different .types of data .content, such as inage, video, or
HTML (M p&sate dikferant Rinss phdaa sgabent, such as image, yidrog of BIME (Hypsrdext one or
nore tran | D, i | . ypon a
comand o&%?ﬁ%?%#ggmﬁ%ﬁ oneélﬁﬁe ib%ioggroggﬁgé@%g%gscégf%Fect

recei ved byoviders 24 athyafsotrptovidedito ait updi aQohimiandrdrwthatinformstidrer m nabl e by
transcodi ng server 34, to effect the dynamc 15 control functionality
descri bed cRaaisied in aAgequRS QT 8 datgpljectTecaiveshyctranseeding perver 3 oFaYY al so

i ncl ude a - Sj @_cache
i er f ace O HEITAIOR SRSRFBY HandlodRPRASE: Ul 5 eREH VAL Al SO0 T
origing ofitrbl fanctoadity déscribedMerei. content for later transmission to

network client 12 without the need to re-retrieve the content
As shown in Fig. 3, transcoding server 34 may also include a server-side

s

cache memory 30 managed by a server-side cache interface 28. Server-side cache
memory 30 may be used to store both original and transcoded versions of content for
later transmission to network client 12 without the need to re-retrieve the content

20 from Internet 18 or to re-transcode the content,

Transcoding server 34 is coupled to network client 12 by client/server
communications link 14. Network client 12 includes a browser 32, such as the
Netscape Navigator v.3.0 browser (although the invention is not limited in this
respect), which managés the presentation of data to a user. In this embodiment,

25 network client 12 is “non-enabled,” meaning no specialized transcoding software is
preloaded on network client 12.
Parser 22 may comprise a relatively simple, uniform interface to HTTP
- remote proxy 36, and may provide an API (Application Programming Interface) for
dynénxically controlling transcoding server 34 and/or for transcoding data received by

30 HTTP remote proxy 36. Parser 22 manages one or more transcode service providers
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2Q. from| nternet 18 or to re-transcode the content. Transcoding server 34
| s’i coupl twork client 12 by client/server conmmuni capCTIuso/isass 14. .
Ne Fwor k __|_en13_ 2 includes a browser 32, such as the Netscape Navi-gator

.0 browser (although the invention is not limted in this respect),

ﬁ‘;i Ch TR0l U5 LSSl Rl s 8ot (kR Blanidd aheg‘é@?ﬁiﬂs%‘?ﬂf ng
software i ﬁarae&hoaﬁ\%tuﬁannﬁrwm is hw?iedm compli&iRe with the Winaows |

relatively sinple, uni form i nterface HTTP renote gﬁoxy 36, an

provi de anSyseemg qume@iam MOSWMW impleménsedbys & i@ﬁ&h@m&m
control li Sc r 34 r for .transcodi dat g, recei ved by
30 HITP rgfrﬂi‘é‘ ywégﬁégkgfm%r&@ Mﬁﬁ@%de service

provi dess wind ow% g lﬂ@ﬂéﬂﬁmsoﬁ Corp. 1995), enahles additional transcode service

PCT/ US98/ 0 that are accessed through a conmon SPI (Service Provider
| nt er f ace) providersi24stogeer dynemically addeddo thesystepntasprovide new featuregnsnchias

| th.the Wnd Ar chi t ect d b
o erant oBROF IR HEREOAiEE ATt Rile ob e e HetpARERRIIPE N oot ur o,
descri bed ExunBa@diriestiy dthe RRVate SompUreAR'S tm;vseéﬁﬁﬁnﬁmaf&sisft Cor p.

1995), enabl es additional transcode service providers 24 to be dynamcally
added to t bspesiplly beneficiahwhere dzanmdmgesanm 34 alsonteragts with‘enabledr oved

et ost iy Brmere cht i “@hhﬁﬁﬁ%ﬁ% ek rnecadin Bifbwors Aranstiijrspreer 0 "
eSpeC'a”yﬂ TldVhrithg %etcbgﬁq%ﬁ ﬁﬂ)m?%ﬁb’\f%n%‘}efdl nﬂeﬂic?m thv th

"enabl ed" 10 etmor cI| nts eciali zed transcodi ng
sof t war e. iom-leaaiﬂeﬂmglmbleéme&tbrkal;emﬂvant ageousl y be configured flexibly

enough to readi |ntera t with, poth non- | ed e ed network
clients. Like pi-r“%"e?a"?z smrsl‘& EP@P%’ ‘2&? %& nodel ed

ft t tiall
owns ai | P00 SRS Rlerl egg@gpf‘ﬂ‘?‘@*‘#‘?mﬁanﬂgéﬁaﬁ% R P

st or agedSof cadhed (nbjeets]; m thﬂdt nlyages the properties and storage of the objects and may

invalidate any non-locked object at any time; however, the actual format of any given
cached object is known only by parser 22 and its associated transcode service
providers 24. Thus, for data integrity and transcoding efficiency purposes, all access
to server-side cache memory 30 in this embodiment is through parser 22.

20 In this particular embodiment, parser 22 includes the following calls:

GetObject(URL, InParams, &OutParams, &OutStream, ...);
GetScaledObject(URL, InParams, &OutParams, &QutStream, Stage,

-
PutObject(URL, InParamStruct, &InStream, &OutParams,

25 &OutStream, ...).
Parser 22 uses these calls to manage the provision of requested content to network
client 12. ‘ '
The GetObject() call is used to service non-enabled client requests, and
retﬁms a non-transcoded (i.e., original) version of a specified hypertext object. In
3_0 this embodiment, transcoding server 34 assumes that each HTTP request has a

unique thread that may be blocked until the request is satisfied. Accordingly, the
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I nval i date any non-| ocked object at any tine; however, the-.actual format oj”_.{
any given cached object is known only by parser 22 and itspapoQediusd . - !
t ranscodVN@a$43I® provi ders 24. Thus, for data integrity and transcoding )
ef ficiency purposes, all access to server-side cache nmenory 30 in this

enbodi ment is through parser 22. 20 In this particular enbodi ment,
parser 22 GetObietd qall avill blackmntikijt either seturns tlepequestes-data sifeam ahs, &

Qut Par ans, . &. . N ' Lk Jarans, &
Qut St ream @%&%ﬁ?&ﬁh&ﬁa}lﬁ@,ﬁ%g%lﬁ%ﬁﬁ& W*ﬁ%@?‘é‘gﬁr‘é&&%ﬁgr ans, 25
&Qut St r eanalled.standhid Inpertedd objeesisaliameageos for compatibility redsongrenablingon of '
requested content to network client 12. The GetObjectO call is used to

servi ce nosmbadimeats ofthe-presant iyertion tobepsed with existing browsersthatlamot(i . e

ori gi nal ' Ltled: lreGt . S enbodirrehi,
tragscog‘l) né&g‘gre \(}QPS%?%?%%?@%&’? *@%ﬁ%ﬂ@%@%ﬁé‘s’wﬁg‘gdgﬁum que thread
w) ag o ;r% 1?30&&:&3&6@, and éﬂabtiﬁgeusmlecﬁm;sﬁtﬁafeimmrmp é"‘}}"ﬁ%%‘}sbé 2;6- 7-
Get Obj ect [err] daeiGesSealedQbirct0 Gall isisimilar tp GetPbieetOy paisalfe usedtRst ed data

Thi o b || CHeErpbi R okl R loBaBR Eifnof b, noRBY Tk alitppo 6 <1

advant ageougequestingcoparttulid verdivn ofhanstgect csnoh s 8 bighrduadityrenditionf Unlike pr esent
invention to be used with existing browsers that do not 5 include support
for cerl®y fraditionalcaahing praxigs; transsode spryiee providses dd cangisg serercsde Fachsi on) |

d bl i i J - ' . Th
St Soat adORTT 3P 1 S1otF pévetal iftefent FhikiohY Be PP SOAFLHEISNARS. 100, |
request an mtcoﬁﬁﬂﬁ&ﬁbﬂﬂqd%x(ﬁeﬁﬂﬁﬂﬁn BﬁfﬂBHMe&OTh&pwwdiﬁoﬁdl adds '
support for requesting a particular version of that 061 ect, such as a

hi gh- qual i t*ptagenpatamster may|bepsed 1 indicate whidreersion ofithegaghediabisst isteanscode
YL P R sSR! SV AT SRR s Bea e
15 to scale network content, it may use this parameter to request a version of a cached
object having, for example, a default scaled quality, a refinement to a better-quality
version, or the original non-scaled version. -
" In this embodiment, when network client 12 requests a hypertext object,
HTTP remote proxy 36 uses either the GetObject() or GefScaledObject() call
20 (depending on if network client 12 is capable of receiving scaled/transcoded
datatypes) to retrieve the hypertext object from parser 22. If the hypertext object is
not found, parser 22 uses the CreateEntry() call to create an entry (in effect, a
placeholder) in server-side cache memory 30 for the new object. The new entry is
returned to HTTP reﬁote proxy 36, which requests the hypertext object from
25 Internet 18. As a data stream for the hypertext object is returned, HTTP remote
proxy 36 calis parser 22 using the PutObject() call, passing into this call the new
entry and the handle to the data stream to be placed into the entry. Parser 22 selects
an appropriate tfranscode service provider 24 based, for example, on the content type
of the data stream. In this context, the term content type encompasses a datatype, an
30 HTTP MIME (Multipurpose Internet Mail Extensions) type, a content format, and so
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di.f ferent conmuni cations and/or presentation capabilities. Thus, an

addition%b;s?sme" paraneter may be used to indicate whi chpegensosmsssé t he
cgched object 1s to be returned to network client 12. \Were transcode
sérvice provider 24 is configured 15 to scale network content, it may use

this par t m =S Qﬁg{;g | FMH r exanpl e,
a def aul '?&Eca %%f%qc:ija |ty%§e%ég?§%g{r?evﬂer?g a egetpgﬁtggg Ity ll\)%g‘?gte.(;n or the
ori gi nal incomingalateistvenns transcotle it; andsplacdip withimthe entryrof sestvenside chéhent 12
requests a hyperte obj ect, HITP renpje prox ses either the

Got Oty cotpemply 3. Lhy Sptems thospLirmpefReahimsts HETE JERGIRIo8H 361 net vior k
client 124 I L\ . I e hﬁaéagé retrieve
t he hypefw&?%ggflg%fn ?irlgnﬁgéa\s‘%dpbﬂgaq@pﬁsie@ﬂéggjt gxt 0 Jiekt'i:l%a é‘iiwsaslfl)ot- f ound,
par ser 5 22resslein 4 bach€hita (Thisthreafl ¢her] workislsimultaneeusly with theseparate thredd ect , a
pl-acehol der) [n server-side, gcache memory 30 for the.new object. The new
entry is H"éz‘ﬁk’ H J?%GWWE%ZC'B?‘BW%&P °W’Eﬁ°$@a5’@§i tra ’}?Qa'l‘??pertext
object fr ek : a data streamfor the hypertext object is
retur ned,%“rtgrmt e&gcé%@b%zgscal | s parser 22 using the PutQbject[err]

cal |, passi ng Muiltipleithread ptdcessing meybe nsedytodmgrdveché effitiency of t he dat a

streamto be placed in the entry. Payser 22 selec{s an,appropriate
transcodetfé’éstc?ﬂ’ég55‘?'8\'/5@9)’“991“’6‘&&5@?’5 egfmlﬁfttﬁﬁ?et’%‘ AR 8Bt type of

t he dgpa | _ sses a

Gt at 400, SieGBy TP EpafeARbRY b6, oridabFITREGIEEY 1o SUVEr SRCRIEARS P B
content f fieffidky 30,/ séfere befiinning to ¥éadihe 4BjecBto network client 12. Another

PCT/ US98/ 05456 on. The sel ected transcode service provider 24 uses a

separ at e beneitof myltiplethreadepropessing iythatiparsen32may etficigntly prreess Tequerts pl ace
5 O R G JBR riTh5e Bl A bl
Get Scal edgbidesily BE kdtriewdd freth BleRfet 18 onte, and lﬁ?ﬁro?;ﬁﬁﬁ. Wiibnsthiypye 5 result
in a cache hit.” This thread then works simultaneously with tthe separate
t hr eadSi ntrahwmitted G puahthdtiple netwotkrolientsd2tcancwirentiy: Ibshianldibé noteds r anscoded)
f-rom t.-r anﬁg\(;)vg\irer}gthsé? em (r)dil%%ngs o r&% ]\)Arl?egelﬁt ?rlviegt%n &1%3'( be implemented without
multiple-thread processing.
In accordance with the embodiment illustrated in Fig. 3, transcoding servér
34 may be dynamically controlled to effect any of a wide variety of operations, such
20 as reconfiguring operational parameters of transcoding server 34. For examplé, in
order to reconfigure which network devices are permitted to access transcoding
server 34, an HTTP message may be sent to parser 22, causing parser 22 to update
(either itself or through transcoding sefvice provider 24) a security mechanism
maintained 5y transcoding server 34 (for example, a table of valid network
25 addresses). Similarly, an HTTP message could be sent to transcoding server 34 to
effect a reconfiguration of one or more parameters used by transcoding service
providers 24 to transcode content prior to transmission to network client 12, such as
instructing transcoding service provider 24 to delete all occurrences of a particular
word from content passed through it.' Other examples of the type of dynamic control

30 that may be exerted using embodiments of the present invention include causing
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IVlFJIti pl e-thread processing may be used to inprove the efficiency of y:
t ranscodi r 34 by not waiting for a hypertext object e received 't
inits 10%§€'ﬁ%§y by HTTP renote proxy 36, or added in itg&&ﬁ’gf’q’%ﬁ‘?to : \
server-side cache nenory 30, before beginning to send the object to network °
client 12. Another benefit of multiple-thread processing is that parser 22

may effici etrdrisyodingsereer 340URS nforé (or 1643 CPURSEWBE fof Particilal 6perhticHE)
mul tiple network clients 12. The hypertext object need only be retrieved
from I nt er FeEonfigusing cache Taemery 39pandelearingrcachamemay 3k 15 transmitted to

such nmultiple n | 4 r reen e | hqul e noted, however,
t hat enbodi nment g’i‘%‘@;ﬁeg dggdgﬁs) (ga rtllgaz?fne\?%?\btlﬁl d(’)tﬁ %W@Y’ﬁ%ﬁéﬂ@h@m r?(h out

mul ti pl e- t hdevied, Figodqaevides a flow dpedr doseibitigla pdnbl Rl R Mnakliéangt r at ed
in Fig. 3, trangcoding server 34 nmay be dynanical Iéhgontrol.l ed to effect
any of awi¢ratEpllinganetwork device accarding te anlembodiment ofthe présgutrinveptioper at i onal

paraneters ' S r . For_.e I i, order, t.o.reconfigure
whi ch net V\D%c%{es@%c%% g?‘gthprgéé{nﬁtl{ygge F@%ﬁ%@?@%&”ﬁ@%ﬁ?ﬁ?% 8?‘(_}%‘?0 ' an
HTTP nessadapifyoth@ancthei nétoFledéide (Btep TO) SWhEte RS dftlamically-RoHirGifibe (€1 t her
itself or through_ transcoding service provider 24) a security nmechani sm

mai nt ai ned BRFWOTKSRVIGSROMPprises 4 aetwork proxy, such ofhes netwarkidevcefmightl i d net wor k

25 dd : Si_ M . ld b t di

o vor gt Sariss Bl delice o' thhfenf T A9 T Anitnidsy” SbecnBhls nEATERS' [

t r anscogd ngdé@msetheeparsssthe peceived irpat in’ A EFRER &erabeNtommhm gStQ%Bb NS ssi on
e

to network client 12, such as instructing transcoding servi rovi der 24 .
to del ete afssupirgia cemmend isifound; she dynamigallywontréliabie mepwoskndevicesherd t hr ough

it. Oher ex les of the type . of .dynam c control 30 t may  be exerted

usi ng embod?AENTS SB?ePﬁeéﬁ ﬁ’é@?ﬂtﬂcﬁ’?ﬁ’@ﬁ?‘?ﬂﬂ‘?s‘? WC#‘E&@%Q?%GP-%)' %h"V\D

98/ 43178  method of this embodiment may be used, for exarrcl%lﬁ to provide the qﬁgﬂ;{c%%ﬁ/op&wts
r or

transcodi ng_server 34 to use nore (or 1 ess) sour ces particul ar
oper at i ons, fupetiemslitygdescriihedabove nenory 30, and clearing cache menmory 30. To

f ur ther gescrib eAtbréﬁeﬂpo?’aaéyingrrr]ﬁcglfly-%ot%yoqggfécn%{vlrgriccd%wcg gl:c':o% ilng to etwork
embodiments of the present invention is that no changes need be made to existing
network infrastructure. In an embodiment where the network device comprises a
network proxy used for Web transactions, for example, commands may be sent to the
network proxy via standard HTTP “PdST”_ methods to special URLs. Accordingly,

20 the only client software required to .issue prdxy commands is a standard Web
browser, with no special configuration required of the client deﬁce other than
specifying an HT TP proxy as a destination device in the manner currently known in
the art. On the other hand, the network proxy can also accept commands from
specialized client soﬁwai'e if present. Similarly, the dynamically-controllable network

25 proxy may freely interact with existing server devices. The proxy may generate its
own forms and status replies for the client as needed, without the need for any
specially-configured HTTP server software or CGI (Common Gateway Interface)
script-processing capability. For example, the proxy can generate an HTML form
that is displayed by the client’s browser. The user may then fill in the form and

30  submit it. The browser takes the filled-in form and uses the input to create a POST
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deyice, Fig. 4 provides a flow diagram describing a general nethod for
dynam calyu o3zt rol 1ing network device according to an ep@pgsssusiseof the
prﬁsent i nventi1on. Processing begins with receipt by the

dynam cal | y-control | abl e network device of an input from anot her network
device (Step 20). \Were the dynam cally-controll able network device

conpri ses eomsmmisatingthexgsults fiom thedETMidonor Théproxemay then asbapthese a

| devj . . . The d i cal ly- .ok 1 abl k 10
vt e ¢ noRCTR paBifR BLpRbROS P Al FPIRR T e B L BBl SRt |
(Step 30) . ofn&tiNeihut cOMMAIRAGE) Worlted! 'Shch shitushephvs walll Yhen b displaydlby

network device then perforns sone predeterm ned action in response to the
comand ( Sthebrowser. Wsingran amangsmenhofithistyps iexisting seryers and sbignts mgy exanpl e,

to provide.the l c,contral functionali crLi b A
benefit 5of "ﬁeﬁﬁﬂéﬂﬁ?ﬁ ?39’?%?#}"8? ﬁ%ltéﬁiaéﬁnm%g%& ?‘Eee%%gﬁg%n‘ggj?‘g

embodi Ment i arytthét RE9Sk proxie "EmBAdilnentsFith preséin BRELIOR ARy iiteroffe t O
existing network infrastructure. In an enbodi nent where the network device
conpri ses &etransparentlyrimplemented in existiughnetworl infiastonctures owith namgedforc onmands
may be sent _to.the netwark proxy via.standard HITP "POST" nethods to

speci al UREB‘?"'“}J\&’W%%VPS%% ‘rﬁ?eﬁ}ﬁ'ﬁw qcPém software required to issue

proxy conmands iEmBodiinemtd af the\ibseht Mvertion may be distribited] fir ex@mplegag at i on
required of the client device other than specifying an HITTP proxy as a

dest i nat®t osetiefingtnictions residingones stotage anediymk Suolha storagesmedium night brea ot her
hand, the network pro&Hfa,n al so cept _con%}? S fromdfefl)ieci al hzed client
sof tvar e | AMPPUYSRE CORIPHTI Plooe ot TITVATE: § RAFIN)S HOMECSFTSE BB Ror k 25
proxy may fdigkete¥ o]g BHRF Afaknetd Jlordgé AéViEl of 8ICIROMLY bf_ﬁﬁ‘y othBemBdigMyoriTay

generate its own forns and status replies for the cliént as needed, wi thout

t he need f ovhighif iskewimtd storexeewyable thstigionser ver software or CA  ( Common
Gateway I nterfac ScLi pt-processin apabi I, ty.. Eor ,ex | e, the proxy can
generate an Wm%qé‘ttﬁ%?%??ﬁ&?v%“%yﬁﬁ%&" Fﬁﬁpf'ﬁ?@ﬁh rgég%ﬁ’ﬁg%r. The user
nay t heps f idmbddimértefiracessing dafa ﬁdmm&I?térgegIﬁ&s&is@kﬂl%ﬂ it et Wile filled-in

formand uses the input to create a POST - ) )
recognize that it is equally applicable to other networking environments. For

example, embodiments of the present invention may be used to enhance data
communications betweén a network client computer and an “intranet.” An intranet
typically is a secure corporate network modeled after the Internet architecture, and

20 generally includes mechanisms for communicating with external networks such as the
Internet. _

The foregoing is a detailed descﬁption of particular embodiments of the
presént invention. The invention embraces all alternatives, modifications and
variations that fall within the letter and spirit of the claims, as well as all equivalents

25 of'the claimed subject matter. For example, persons skilled in the art will readily
recognize that the functionality described herein may be implemented in virtually any
network device capable of receiving HT TP messages, including content servers and
client devices. Moreover, embodiments of the present invention may be applied to

communications protocols other than HTTP. Persons skilled in the art will recognize
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WD 98/ 43178 _ . .
PCT/USQS/gﬁfQﬁ.; nicating the results fromthe HTM. form The

t hen act : 3

the user is informed whether or not the input comand(s) worked. Such
status replies would then be displayed by the browser. Using an arrangenent
of ‘this tyfiem theifotegoingsietailed destrigtion R hfanyorhe? altbmh@vCholifichtiddie

dynam cal l y-control | abl e nefwork proxy the sanme as they would wth any

ot her net ivﬂpﬁwy? 8g nts of the present invention nay therefore be
transparently inplenented in existing network infrastructures, with no need
for special conmunications ports or special protocols. Enbodinents of the
present invention nay be distributed, for exanple, as a 10 set of
instructions residing on a storage nmedium Such a storage nedium m ght be a
menory of a conputer; a piece of firmvare; a portable storage device, such
as a diskette or other magnetic storage device, or a CO-ROM or any other
medi um on which it is known to store executable instructions. Al though the
present invention has been described with reference to 15 enbodinents for
accessing data fromthe Internet, persons skilled in the art will recognize
that it is equally applicable to other networking environnents. For

exanpl e, enbodi ments of the present invention may be used to enhance data
comuni cati ons between a network client conmputer and an "intranet." An
intranet typically is a secure corporate network nodel ed after the Internet
architecture, and 20 generally includes nechanisns for comunicating with
external networks such as the Internet. The foregoing is a detailed
description of particular enbodi nents of the present invention. The

i nvention enbraces all alternatives, nodifications and variations that fal
within the letter and spirit of the clains, as well as all equivalents 25
of the claimed subject matter. For exanple, persons skilled in the art wll
readily recogni ze that the functionality-described herein may be
inmplenented in virtually any network device capable of receiving HITP
nessages, including content servers and client devices. Moreover,

enbodi ments of -the present invention nmay be applied to communi cations
protocol s other. than HITP. Persons skilled in the art will recognize
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What Is Cainmed Is: 1 1. A dynam cal | y-cont rol | abl e network device
conprising a parser and a service 2 provider, said parser including

i nstructi a g{ @SJ"??? Jvely invoking said service 3 provider in response
to a comua g m an external input received by said 4 network

device. 1 2. The networ k device of cI ai m 1, wherein the external input
conprises an 2 I—FI'TP-conPI I ant _nmessage. The network device of claim
1, wherki rl-sai dA dunampiealy d@ﬁ@@ablsnmhgwcecmpma Barger anda $eRYce ser ver,

sal d Paj Sehotidbd U5H phAlE! m&u&&; G fégﬁe]éafve@% FilidgBld selvichV Oki g sal d

servi ce provi res rom request 4 received
fromtie giroeider ml'espﬁnse to aTémunatdlpnrkeddbomm exferredl iripit deceivied by sgidsai d
netvvork device is arranged 2 between a client and a server, said parser
furtherdi m&lﬂq{&"!ﬁ%t ructions for selectively 3 invoking said service
provider in response to a command parsed froma data object 4 received from

the server. 1 5. The network device of claim4, wherein said service
provi der CZNTDriMnéiwbﬂeﬂémfetdf&hﬁmflolw}fefmmamliﬂﬁwcdmbﬁsestainect prior to
forwardi ng_said data object to 3 the client. 1 6. The networ k device of

claim 12 THBroomplinnt MessES: k device is arranged 2 between a client and a
second network device, 'said parser further including 3 instructions for
selectlvely i nvoki ng said service provider in response to a conmand

1 3. ' The network device of claim 1, wherein said network device is arranged

2 between a client and a server, said parser further including instructions for selectively
3 invoking said service provider in response to a command parsed from a request
4

received from the client.

-1 4 The network device of claim 1, wherein said network device is arranged
2 between a client and a server, said parser further including instructions for selectively
3 invoking said service provider in response to a command parsed from a data object
4 received from the server. '
5. The network device of claim 4, wherein said service provider comprises

2 instructions for transcoding said data object prior to forwarding said data object to
the client.

6. The network device of claim 1, wherein said network device is arranged
between a client and a second network device, said parser further including
instructions for selectively invoking said service provider in response to a command

parsed from a data object received by said network device from the second network

B WO e

device.
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4 parsed from a data Objmd network device fromthe seco

network 1 device. - mm& Vﬂ
PCT/ USQS/WBX%’@i 7. E!m “W u of cI aim1, whePEFNSBNSA5% o1 vi'Ce
provi der “conpri ses 2 |nst kons f'br sreconflgurl ng said network device. 1
8. The network device of claim7, wherein said service provider further

2 conprises instructions for setting an -operational parameter of said
netvvork device. 1 The network device of claim]l, wherein said

servi cel prbvi deThermtwnﬂqrdezm&fﬁh@éswhmwmemge provider FOMPRSESa | og fil e

used by,s ,]]RP; etvvork device of claiml,

wher ei nZSZiP%'JsEZ?’}\?géogr%&g‘gg@“}g]ﬁm er ]%JLCOH’F)I’I ses instructions for
obtaining status information from said network device. 1 11 The network
device of claiml1l, wherein said service proyjder, further conpri ses

i nstrucli ohs fof quaflwwgcesqﬁcbmatwbmwﬂwcqpromler “I*Wé net wor k
d f
ot wor k2 pr%n@r‘?#miéﬁ@&foﬁ%ﬁoﬁ%@&o pGialiof balsinehdt dEARH e GREMACEES 0

devi ce further conprises a content server. 1 14 The network device
of clali ml V\,herel n said network device further . nprises a client

devi ce. 11 915, Thewnetworedevics of ¢laimh @@PT%“%%WFFP r@'ﬁéﬁ%rk devi ce,
mhereln th device, said
met hod corrprrﬂéﬁsw{ %-3 o%@‘f‘éﬁﬁ?r{aﬁgﬁ%%ﬁﬂ&@dﬁg§§8%§f%&gﬁfd\§gﬁ3§ fromthe
second networ k devi ce; extracting a command fromsaid i nput; and
5

erformng an actlon In response to said extracted comiand. - 14-
0.  The network device of claim 1, wherein said service provider further .

compnses instructions for obtaining status information from said network device.

11.  The network device of claim 1, wherein said service provider further

comprises instructions for restarting said network device.

12.  The network device of claim 1, wherein said network device further

comprises a network proxy.

13.  The network device of claim 1, wherein said network device further

comprises a content server.

14.  The network device of claim 1, wherein said network device further

compri'ses a client device.

15. A method for dynamically controlling a network device, wherein the network
device is coupled to a second network device, said method comprising the steps of:
receiving an input from the second network device;
extracting a command from said input; and -

performing an action in response to said extracted command.

-14 -
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PCT}US98 16. claim 15, wherein saigGbsRnesdss
recgi vi nggéééi%nlgﬁt ccjlmummm"m“uml ng an HTTP-conpliant nessage. 1 17.

The method of claim 15, wheteih s&i d* step of performing an action conprises
2 reconfiguring the network device. 1 18. The nethod of claim 17,
wherein said step of receiving an input conprises 2 receiving a result of

per for i ngtén aFPe Bisted oh a8 s Whisinteall e o el ) iR coMPtBeL s ¢ 1 ng
sai d t ranseesiohgdaHTTRIcOMpliim nisdsigeer 3 device. 1 20. A storage nedi um

I ncluding a set of instructions for execution by a network 2 devi ce,
wherein the network device is coupled to a second network device, said set

of 3 ingtryugtio [ Sd ' ' [ . el vi n i nput
from It hg sgftolndilﬁ%ﬁ'\%g}r&lgl(’?é’w c:a];g’séﬁ‘&%}'{ w%&ﬁf’%éf%@“%\g ggﬁé@&&%ﬂc}%@ai :JI -
I nput ; @ndreﬁonﬁguﬁn%tKEﬁéthfkww action in response to said extracted

command. 1 21. he storage nedi um of claim 20, wherein the storage
medi um conprises a 2 nmagnetic storage device. 1 22. The storage nmedi um

computel 18- 531hEMddor AN wREU 1 AP bE RS el BB o 0 L0 1
medi um gonRceiving avesult oPind HIMISfoimage nmedia. - 15-

19.  The method of claim 15, wherein said step of performing an action comprises

2 transcoding a data object and transmitting said transcoded data object to another

device.

20. A storage medium including a set of instructions for execution by a network
device, wherein the network device is coupled to a second network device, said set of
instructions comprising instructions for: '

reéeiving an input from the second network device;

extracting a command from said input; and

- 7. I O O N

performing an action in response to said extracted command.

21.  The storage medium of claim 20, wherein the storage medium comprises a

2 magnetic storage device.

22.  The storage medium of claim 20, wherein the storage medium comprises a

2 memory coupled to the computer.

23.  The storage medium of claim 20, wherein the storage medium comprises an

2 optical storage media.
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