1 9 APR 2006 | ELECTRONI C APPROVAL OF DOCUMENTS FI ELD OF THE | NVENTI ON Thi s
invention relates to a nethod for arrangi ng approval of docunents in a
range of 5 environments, such as execution of resolutions by nenﬁ§m§R%mﬁan
organi sati on. The docunents are nade avail abl e and approved over

communi cations network such as the Internet. BACKGROUND TO THE | NVENTI ON
In this specification, where a docunent, act or itemof know edge is
referred to or 10 discussed, this refierence or discussion is not an

adm ssion that the docunment, act or itemof know edge or any conbination
thereof was at the priority date: (i) part of comon general know edge; or
(i1) known to be relevant to_an t to solve anﬁI roblen1mﬁth whi ch

this specificati ELEQT:BQ%IG@&PEB Ald QF NHOGIU B¥rate secretari al

departnent are often conplex and tedious. A w de range of know edge and

skills aﬁﬁﬁﬁﬁﬂ@ﬁﬂThMIﬂ@ﬁﬁNﬁ?éDPy staff in the departnent, including
patience, an ability with interpersonal relationships, and a detail ed

awar eness_of . corporate | aw. The staff are required to prepare a range of
document sTHS R tosrfeAumEthgd demart g manpRIQY 2t @%@ﬂrcmeaﬁsm agage of
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indi viduals 1n the organi satlion, suc as t exa Staff
i n ot her decyaniis atd wade owilsbldand approyed aver ecormmoningivns akevorklssch af t en
required bo erfprn15|nllar roles. SUMVARY OF THE INVENTION It is an object
of the iﬂl%ﬂﬁ?Bﬁ to provide for assistance in organisational duties 25
involvin%wgre rati on and approval of docunents, or at |east to provide an

al t er nat i B&C OUNR L) THE INVENTIOMPR 2006 2
In this specification, where a document, act or item of knowledge is referred to or
10 discussed, this reference or discussion is not an admission that the document, act or

item of knowledge or any combination thereof was at the priority date:
(1) part of common general knowledge; or

(i)  known to be relevant to an attempt to solve any problem with which this

specification is concerned.

15 The duties of a corporate secretarial department are often complex and tedious. A
wide range of knowledge and skills are generally required by staff in the department,
including patience, an ability with interpersonal relationships, and a detailed
awareness of corporate law. The staff are required to prepare a range of documents
and events including minutes, board resolutions, and shareholders meetings. These

20 often involve approval by particular individuals in the organisation, such as the
directors for example. Staff in other organisations outside a corporate environment arc

also often required to perform similar roles.
SUMMARY OF THE INVENTION

It is an object of the invention to provide for assistance in organisational duties
25 involving preparation and approval of documents, or at least to provide an alternative

to existing systems.




Accordingly the invention consists in a nmethod of approving an el ectronic
docunent using a conmmuni cations network, conprising: preparing the
docunment in accord with criteria of a predetermi ned process, providing the
docunent on the network for approval by one or nore partici pantsdARR 2088
process, notifying the parti-ci pants that the 5 docunent is available for
approval, receiving and authenticating approval by participants over the
network, verifying that the partici papts have approved the docunent in

accord wAdvotdigglprie BSeati@Nebnalsthin\d methad ofdpheningCGat @ettarydtimche
docunent. Preferably the nethod includes providing data on status of the
process a$MErHrPuRpNIgHions etk qenrprisie: Bycpaneg grerdocumsatinscentd datys .

Pr ef er abl thid .S ] f . i i i.S

Cube a1t tid 88 laShRHeBimiaEd Yilcksp’ plfl SN USARIOR &P UPHBNESK for
enbodi nerpptdval Py onessmo® prtiidsoidin the phycesh, negfytiesthe phaicpantk den shor ot her
menber.s o({ﬂcan or gani s; ié)n and the criteria are gerived froml eqislative

or  gdvertCHYHr &idp _rféfa"‘iﬂpﬁ‘b‘f 0 TRESENAE i BYneNIcaBRy MPERE] oW, 15 In
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el ectronic approval of documents in-accor predeter ed criteria,
conpri si ripcumeny mastcoshevithpthegweeess, frot aphoums s nythtehtcadat vomn o thnder
cont rol o(%) an operator, and conputer program nmeans havi ng processor

i nstructiCf8™F8r: preparation of docunents for approval by participants,
presentation of docunents for access and review by the 20 participants,

i ssui ng risefefgbbnthieanethed inetideapravidipadate ontstatus dlethd poasesissaparayabofii | abl e

for revi recei vi.ng,and st.oring digjta ignatures created.b he |
ar t1 5 patl SoRSent PR R oo e scterd iy o SRR AR OB | i pant s
have approygdsdtiog "ogpdiedt subdtardiaOQr thbdiftelyh a6l itheeldodumaitdndst 8B&M tti ng

docunents tqQ an archive system Preferably the systemincludes a database

of documskehiyet ptane smbedinesniithrcrroress 252 eselgtian By wircetaes, slrareholdess omnd a

dat abase [ LT 5ol i.ficat Or - t (Proy .S, The system
may be i r%gllt' %rr%ﬁ@é%’jsover g%/agl{rggatﬁd%c??ﬁgutﬁércé?%qa %gldc?%g@ f%oé'? \?%‘ %u%ér &é wi der
privat e rgeveming provisenabdlathgareepeatipubf ihe opginiwatikn.such as the Internet. 19

APR 2006
15  In another aspect the invention consists in a computer system for enabling electronic

approval of documents in accord with predetermined criteria, comprising: at least one
processor for processing the documents under control of an operator, and computer
program means having processor instructions for: preparation of documents for
approval by participants, presentation of documents for access and review by the
20  participants, issuing notification to the participants that the documents are available
for review, recetving and storing digital signatures created by the participants in
relation to the documents, verifying that the participants have approved the document
in accord with the criteria, and transmitting documents to an archive system.
Preferably the system includes a database of document formats predetermined in
25 accord with the criteria, and a database of identification certificates for the
participants. The system may be implemented over several computers of a local
network, or a wider private network, or enabled over a public network such as the

Internet.




LI ST OF FIGURES 3 Preferred enbodi nents of the invention wll be described
with respect to the acconpanying figures, of which: Figure 1 schematically
shows participants who nay be part of a process 5 involving appraval of
docunents over a communi cations network, Figure 2 outlines operal 3dWRdfl5a
process controll er when preparing docunents for the participants, Figure 3
outlines a process by which a docunent nmay be approved by the

participants, 10 Figure 4 outlines a process by which the participants nmay
el ectroni i ocunent in the process of Figure 3, Figure 5
outlines %ﬁ%$¥€i§§§g§m§ﬂich a signed docunent may be | odged with an
authority, Figure 6 indicates how users may obtain access to docunents
stored i nPiferes puhpdiments of dhe anventieni il de descyibed avitle gnngttefo ghat i on f or
t he opera ' L NG es typical program nodul es that are avail able
in carryi%gggﬁgﬁﬂgégg%F%gggﬁﬁﬁkigure 9is asinplified electronic structure
of an approved _docunent, 20 Figure 10 is a screen shot show ng sel ection
of tasks by thBighirel afchematmalfyr hows pasticipants oy HHaot be e olga prowstinent as
present ed; 1 G V.3 Figure 12 is a screen shot

show nnstg clélnrf?rlevﬁl e %‘%"C‘%?Pda}’t"ﬂfng{“tsé’?&g% ‘8"6‘2?%“&?‘85 fi Sgefl“f)oé!"ti ci pant, 25 Figure 13

is a screen shot show ng how participant views conpletion of their signing
process, 1 9 Abigurend gutiines operation of a process controller when preparing documents

for the participants,

Figure 3 outlines a process by which a document may be approved by the

participants,

10 Figure 4 outlines a process by which the participants may electronically sign a

document in the process of Figure 3,

Figure 5 outlines a process by which a signed document may be lodged with

an authority,

Figure 6 indicates how users may obtain access to documents stored in a

15 - register,
Figure 7 indicates a typical computer station for the operator,

Figure 8 indicates typical program modules that are available in carrying out

the process,
Figure 9 is a simplified electronic structure of an approved document,
20 Figure 10 is a screen shot showing selection of tasks by the operator,

Figure 11 is a screen shot showing a document as presented to a participant for

approval,

Figure 12 is a screen shot showing commencement of a digital signature by a

participant,

25 Figure 13 is a screen shot showing how participant views completion of their

signing process,




Figure 14 is a screen shot show ng status of a signing process, and Figure
15 is a screen shot show ng how an approved docunent in the archive m ght
appear to a viewer. DETAILED DESCRI PTI ON OF PREFERRED EMBODI MENT 5
Referring to the drawings it will be appreciated that the |nven1ggp|qlmg be
i npl enented in many ways, and that this description is given by way o
exanple only. The operation of communicati on networks such as the
Internet, and of certification systen;s such as public and private key

systens provi deghuly1 4@k LHSn shéttsBbR n thorities, wll
be appreciated f)ky a skill ednrseao?er a d %ﬁfl%fj%{g% ?\lgdtj be gi ven.

Figure 1 shows ug%&iess controller 10 that | s involved wi.th preparation
and approval Kethttogiyshat sRaSTIRE dpw 7 30PEVSd ogument in thejarghive

or gani sath@ghtaﬂ]s@rg‘(p@we%fer could be a server system operated by a
conpany secretary as part of a corporate network for exanple, with the

parti ci pa f Fach of 15 t he many possi bl e
parti ci paﬁﬁmyﬁgﬁf@l\g%ﬂﬁgﬁﬁ{w be connected to
the process controller either directly through the cor porate net wor k, or

t hr ough aRplebing ta thendrawings iibnsillndtweppeeddted sthah ths ihbentiont afagebe or
t hr ough a for exanple, A gateway device 18

t t
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pr ef er abl ynlyadehy Shptgatdn2 Bf %@ﬁhﬁlﬁn@a@&heﬁ&whﬁ%egucﬁyg i (Iégt'r)e Fyver
systemat the controller may include a web server, application server and

dat abase %Fﬁ‘éﬁtlonf@ﬁteé}?awheﬂs pibdict and private &icp aystems eravided dywoardods t hen
typlcally ) br ers whi ble, to interact
with t mlt Eg}eb?l\gll e ?"%Sﬂg% Oglaraﬁgli‘lﬁ%sh "' {'e emaﬁgliegla p 3{)130%? h‘e%l I5deh 2R dwar e

and/ oto sodetammednaﬂm‘@nérs t hat enabl e signature of electronic docunents
and 25 operations involving digital certificates. The hardware corrponents

oy e U501 B0 £ BOCRE AT TR G LS AL RS
aut hor i t yofldocuhsntsi sy hygmqabf)paft&ﬁs;mthslbﬂ& ih Gih org@figdidhi ODh®tomilet ¢ and
private ked\{l?d fb(e) a ger}se sayrst[elrrf Iogg'gt[e?l byagdcogrltp%;l; aslecr(étea;; Ia; Ip(;fattffsa c-(l)-rr;)%rate
network for example, with the participants being directors of the company. Each of
15 the many possible participants has access to a computer terminal which may be
connected to the process controller either directly through the corporate network, or
through a public 2 communications network 14, such as the Internet, or through a
virtual private network (VPN), for example. A gateway device 18 usually connects
the local network to the wider network. Connections are preferably made using a
20 secure sockets layer system (SSL). A server system at the controller may include a
web server, application server and database server, for example, and the participant
terminals would then typically include software such as browsers which are able to
interact with the web server. The participant terminals are provided with hardware
and/or software components that enable signature of electronic documents and
25 operations involving digital certificates. The hardware components may include a
card reader system for example, while software components may be incorporated in

the browser.

Figure 1 also shows a certification authority 15 that is typically responsible for
generation of public and private keys for the participants, and digital certificates. The

30 authority is also generally connected to the communications network for convenient




30 authority is also generally connected to the comruni cations network for
convenient 1 9 APR 2006 5 interactions with the various parties as
required. Many authorities of this kind such as Verisign are currently
active around the world. A docunment archive system 16 which nay be

i npl emented in a broad range of ways is also shown, typically bdtd ARBt2006
necessarily independent of the process controller 10. The archive may
perform5 simlar functions for a nun@pr of unrelated process controllers

that are ting.i relation.to respec¢tive organj.sati.ons.and
participan‘%&gf?sﬁg%qg Y%Fﬁﬁ#%@%?ﬁSHﬁuﬁsﬁtk%wyawﬁ-“ﬁ%ﬁé*ﬁﬁ?&%ﬂ%ﬁPﬁﬁrk as
t he procevsrisignbre@ubentlsl BetivEnBowall tHe ofll. UHdABIRt ACBRIE\EDsteRYIBIGHTBh ar €
indicated in this specification and specific features of suitable systens

will be kW8¥Wrbe brplcmpied da & bersdr tange brwases| isatlehshowy, wpicslizbuagioa
register o cess?iﬁ(lf %{H%?éﬁsﬁg% 'o? ﬁ?‘% %goc%pso \é\@n&(ﬁ{y eI(E)t eq“lfeo?,lrtcﬁ%e pnl{agylfs ?&g’gﬁ% \I’Aglr Ikér

Fi gure 2 shows ser ctrons related to the proc

10, bet wesimilan furefiensafodra sutheras woetpad prersd edrtfolleantapars @peking ¥st em t hat
runs softﬁ%{e for assisting preparation, and registration of conpany
records. JHRUOPdR ToWeEYe Qigatisttions agg partigipants. ¢ Kdnay stcapativsly be Bpeeffi c
purpose, §dGhmRYolA RICHRE M0 Prilesd Biftrofer YIEMS nétﬁrelgf Qlﬁfﬁﬂfedarwi%g' a
predet erm ned process of the operator’s organi sation. Processes of this
kind may $steget @enidieatedyn ¢hik tspedificaion amdtspicific efgatateatdfomitable Bystanbher

gover ni ng_ ..provi si ons of .t organi satign. The conpany,secretary cquld be
wor ki ng t‘gllgﬁjgplg\pgn %’n?j ng'lregnbeégﬁne Forﬁ@}@u;q@g&r [}B i ﬂil‘?%‘ ol ad?@é%’f 8?5 or

shar efw! degripiestififlss HMRANYonnbRed e hubR! fdigbRat e in an approval process,
for exanple. In steps 21 and 22 software in 20 the server checks the access

rights of.th erator .and.di spl ays opriate ny of ossi bl e tasks.
The oper al &t ec%n qw&earsgn%af@ - c@to\és 5&%3@%%?1 Blg‘icgffscog‘?{c’ﬁ?fdmzh&w@g‘h@? ally

i nvol vi ngopir@pasadh a8 cdipand QetFRR @Bl 5 BFcKisPétem That FREU S8R ark SfoPr epar ed
in step 25, perhaps by way of a pre-stored tenplate for the task. The

oper at or #aFIRSHIFPARLoR ARl fegishatien abcomnaak kerords. iln skp@Pdhoepasatdr B2s The
SocuTer g Be 58T ER R ipRR, AR id by ISR R o
part i tul asccoabkith tiipeedeterintidd prgcaso py theopgRsl érgdnisdiidn. Processes of this
kind may be determined by criteria set out in legislation or by other governing
provisions of the organisation. The company secretary could be working to prepare
and arrange one or more resolutions of directors or shareholders of the company, who
must participate in an approval Iprocess, for example. In steps 21 and 22 software in
20 the server checks the access rights of the operator and displays an appropriate menu of
possible tasks. The operator considers and selects a task in steps 23 and 24, generally
involving preparation of a document of some kind. The document is prepared in step
25, perhaps by way of a pre-stored template for the task. The operator may require
and prepare an attachment in steps 26 and 27. The document may be saved as a draft
25 in step 28. If the completed document is to be sent to participants for approval

according to the process of the particular task, then a working copy is generated and

through steps 30 and 31, ready for review by the participants.

Figure 3 shows a possible procedure for approval of the document generated in Figure
2, in this example by way of signature. Approvals may be required by different
30  participants in the organisation, and their details are generally accessible by the

process controller or a related system. The number of required participants must also




t hrough steps 30 and 31, ready for review by the participants. Figure 3
shows a possi bl e procedure for approval of the docunent generated in Figure
2, in this exanple by way of signature. Approvals may be required by
different 30 participants in the organisation, and their detai I"igahrpﬁzqué
general ly accessible by the process controller or a related system e
nunber of required participants nust also 1 9 APR 2006 6 generally be
known in accord with the particular process, such as a majority of

di rect or Sgedepill Noj J-F 2O, o : ] d Lcipants in
step 40, g_t ypi £??SII,EH %ﬁ{l %gg%dc%fe(pcgéﬂga?llel @ar%éﬁ%sn‘g}lofcggTﬁ{é&n%F%c%a%lw3?i ndi cat e
that a dodienters, fos exawmpld. atNcgifivagon tihéranshited kofthe Riniipdnty én s@ptdtough t he

notices thensgl ve ould 5.include cqpies.of the document. |n step 41 the
docunent %ﬁ/caﬁéﬁyfléﬁsq‘e&?%yiq’fy enalk egg%PS’/“qﬂr%%qg ﬁ’é‘ﬂf“ﬁ? et ardocumentier , such
as from t gxdiiable @Rri tﬁagﬁm@ﬂkdfdrhﬁgnatﬁﬂea@ﬁﬁm Ethe! Qofidls AELRIVE EdugtepP 42.

The archive may or may not nmanipulate the ocunent 1 n various ways to form
an el et r Blude sepigh d] thel sloowment. EbDstep it IFhgutosuBient siagrbengamsfoned Sf

general ly ce [n.step 43, by which gqne qor nmpre .10 partici pants

pr ef er abl r;écgi;c%% sgljogl g%%&%?mﬁntot%ﬂb%b@é@sa%gwm 31”?%50 ahdmas Wréﬁ‘?ed to
view t he &E@Rmited @pthermshibe id ERPSIT. t TRY aR¥Re hEE oPHNORMK henibfigl thdr owser
software, ,for exanple. Particjpants may praovide feedback in Sstep 44, such
as a sugtReemest BHAHGEs WAYS Rdotme pr plegtreric prigingbdastrment EGBual |y by eni | .
The controller notes each approval or is advised by the archive as

si gnat ur el Figlee b sigaingapideekb gemally RRENpIScOI HELIPIBLRERhANE ofYRe ual |y
satisfied in 'Ste£p45érﬁ§ ce a mnimum nunber of directors have signed for

exanpl®. PRBHBAEK PEHCRalYSI%6EssR sener 1y bguirpesse sentrolier rradi are ditoeted the

parti ci pajks e BOBP 46. dogumRaL, ' L di gpary and
t he process restartedgj?rgogﬁg%%)hgs and 48 @é‘pg‘gsﬁ%’%ﬁ‘?ﬁ%@“ r%g(%ﬁslefenents

of the predesss, fohexewmpler oPheicipaatyumey provdplfeddback ¢ stdpes4loquhienta at t he

20 archive aQSq he d steps 49 _and 51.. The partici pants

§ dat es % t ab tﬁ [ )
are gener ALY ed; ] aflg?élﬂlﬁfw gfﬁﬂ ‘gits §iforvmeitepsually dycersib  dBmpertadlar docurent
may be regited esachdapprblal &Mes aVIbELbyathknathily &7 sichathRYUakE Place, and

15 requirements of the process are eventually satisfied in step 45, once a minimum

number of directors have signed for example. Feedback or passing of the
requirements is notified to the participants in step 46, and the document may be
revised if necessary and the process restarted in steps 47 and 48. On passing of the
requirements of the process, the controller requests completion of the document at the
20 archive and updates the database in steps 49 and 51. The participants are generally
notified of completion in step 50 and the completed document may be registered with

the control authority 17 if required.

Figure 4 outlines a possible interaction between the controller system and a computer
system at the archive during the signing procedure in Figure 3. There may be different
25 procedures for documents requiring signature by one or multiple participants. A
participant accesses the server in step 60, typically over the Internet but possibly in
other ways such as over a local network. The server initiates signing at a terminal
operated by the participant in step 61, generally by way of a hardware or software
token that s recorded at the controller. The preferred signature process involves a
30 digital signature and certificate provided to the participant by the certification
authority 15. Digital signatures are generally formed by hashing the document




Figure 4 outlines a possible interaction between the controller system and
a conputer .systemat the archive during the signing procedure in Figure 3.
There may be different 25 procedures for docunments requiring signature by
one or multiple participants. A participant accesses the server{d RpEi@p
60, typically over the Internet but possibly in other ways such as over a
| ocal network. The server initiates signing at a termnal operated by the
participant in step 61, generally by way of a hardware or software token

that is rgeefadetoatprtdfet@ild :Slg&gtangm, Ihe eﬁfrﬁﬁtﬁfgr e h%hﬁﬂéﬁ%%ﬁﬁﬁﬁ?t i ci pant

invol ves a 3o digital signatur certificat'e prov
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verifies or otherw se authenticates the participant, using the certificate
or by son® Rieare efaeracang ik step 664 If yerificatipn isciatjaghicyes anoaIrasaneseageds an err or
nmessage i I r i -] t b i t he ECD
is date aé:]egt t%(?a?rlﬁrlee %%nﬁsdthgfrpq%ga‘l&%nsﬁaf)tfegésag?]th&?ﬂéeeng%r ?IBCD?%G.%% 2’3 Els:,ﬂgn?ét ure is
appentled stampdikinB@Ep 667 asd e @rticipaite sigaturels apperded tpaitd EODpantepa&7e -advi sed

of a successful signature.in step 68. Figure 5 briefly. indicates an
opti onal ’Eﬁ%‘&oé’ygﬁ?lgt?é‘?ml t geedysed At ¢ Arcess 1éi&“36¥6315t%‘§8pany secretary

providing records to an external authority such as a conpanies office. The
out cone oFigaresiboelds indicaggspmowtionpl presss that thigbe asduhhaythbeontest ghwed 15

docunent that nust E}gynot i.f.i ed, cggi ed to or nmade available to the
aut hor i t y*OIRERY SPEGRLY BFOUNRE IR0V &1 24 faffeghal ayEhosityy Such b FOBRWANES fir st

recorded §ficst Ghe Fhtdothe 6Na @h&fé&:{fﬁlnhﬁr&e@ip%c%gs RPERALELY nRY 8£ signed
organi sation, typically in conjunction with actions of the controller.

Many by gadfcsachbiat nmyst hei nmiéjlﬁd, sopiedi tot er nufdeofvailgblgl to the authority.

Existence of the approval and/or the signed document is first recorded by step 70 in

an electronic register operated by the organisation, typically in conjunction with

actions of the controller. Many organisations must maintain a register of official

documents such as securities for inspection by other parties such as a control authority

20 17 in Figure 1. The database of the process controller can meet this requirement

online. A reference to the archive where the EOD may be inspected is preferably all

that is required, although an additional copy may be kept in a separate register. The

operator determines whether the document is to be lodged in step 71 and if so,

operates the server to transmit the document to the authority in step 72, preferably

25 over the network 14 by email. The operator may then commence another task in step

74, returning to Figure 2, or may end the session on the server in step 73. Overall it

can be seen that the system provides a step by step guide for an operator preparing

documents, or carrying out other functions of the organisation. It also provides an

audit trail that can be reviewed if required.

30 Figure 6 outlines a further optional process relating to operation of the register

mentioned in relation to Figure 5. A user such as a shareholder of a company wishing




docunents such as securities for inspection by other parties such as a
control authority 20 17 in Figure 1. The database of the process controller
can neet this requirenment online. A reference to the archive where the ECD
may be inspected is preferably all that is required, although ah9 APR 2006
addi tional copy may be kept in a separate register. The operator

det erm nes whet her the docunent is to be lodged in step 71 and if so,
operates the server to transmt the dgcunent to the authority in step 72,
pref erably A0V Shorh RGN RIAREK tﬁe%e%%%e? rﬁg'sie sbherp ﬁ{a%;t%e ﬁlgg %@e?rlheco.rmence
another task 1n step 74, returnin 0 |gBre 2, or y e T he séssion on
t he ser vemetworkstepA7lecBurisinade in ste@B1 bamdsthe nsdrhaiy Bhecisy stcesn gy i des a

step by ste uide for an operator preparin docunents, or carrying out
ot her fun‘?:‘f’ﬁ&gé’le&?ng ﬂ"ee‘g%%ﬁir"‘s"&f BlrﬁteﬂSt82éP§g- Pruseh BaYs seek o addipeedordhi | t hat

can be reyi kg ind i ii { he r ' I
process relﬁ%n_g to %ﬁﬁ?&énﬁ?ﬂlﬁaﬁé’g’} %f%e%d %ngﬁﬁr%%}ﬁﬁno ragjﬁ)%ﬁagn to
Fi gur & 5.pracessen Sgede 29ral.sHbreefimhihse iofupdated mppropriniehimgtep BSARKRE 2006 8

to obtain informtion accesses t register in.step 8Q. This may take pl ace
over t ne HEHTR ma bATSEREES ootlorgatiadan pep S0o TR LIS RN 81 oy

exer Ci se e @sunidnfés b HEPecisd MhRW Rtm&lia€H 4fiPd 1ﬁ7'é38fo‘éeésr§u§ﬁ gps 82 to
85. A user may seek to add a record in stepsS 86 and 87, perhaps by adding

a note rehatdegerediahever eparation or approval 5 process in Figure 2 or 3.
The database is updated appropriately in step 88 and notifications may be

del i ver edFigaredt7haid ® aidiéRs sé¢tentieflly3he chipohéflé st 8lprocesd Bslfober fnch new
docunents_can be inspected al nost imedi ately after a signing process such

as tHat Heuerh baicalyndeskiop gameyter cammgetgd iina lasal rotwetke Aatdperidrysuethe
component s Qf cuPh9C&RR I Y petn' fno GrFLIULE cherichy BLGA K & desktop
ed’to a cal ne K. r suc

conmput er connect n operato as a conpany

secr et ar yorganigdtivaruspe tiso tomhdlet a6 preparcotid prodidecddcuththiser fapproatil by
organi-sation, uses.the contrqgller tq prepare and provi de docunents_ for

approval ByrbEEnele greapisation g dini ton assiih o rifiEfiano aBd staraes, 6F ithe cat i on
and stor réVed (d3BumBRR! THE doRPAIRAL § mall EofiRALS Rl0, BiciRBSy 2 pPREQEONt @l ner
100, including a processor
- 15 101, memory elements 102, 103 that are typically a RAM chip and a disc drive

respectively, network interface 104, connected by a bus structure 105. The operator

1s able to interact with the controller by way of a keyboard 106, video screen 107 and

screen pointer 108, also connected to the bus structure. Software and data to assist the

operator are contained by the memory elements or may be provided over the network.

20 The data includes document templates 110, rules of the organisation 111, participant
details 112 such as name, email address and digital certificates. The software

includes applications for document preparation 120, provision of access 121,

notification 122, and process tracking 123.

Figure 9 shows the possible structure of a document after completion of an approval
25  process, and storage in an archive. The contents 130 of the document depend on its
purpose as prepared by the operator, such as for a company resolution. Data 131
relevant to the document and the approval process through may be attached, including
names and dates of approval events, or possibly indications of disapproval. Digital
signatures 132, 133, 134 are also included, typically in the form of a document hash
30  that has been encrypted by a private key of the particular signing party. It will be

appreciated that a wide range of document structures, data and indications of status




15 101, nmenory elenents 102, 103 that are typically a RAM chip and a disc
drive respectively, network interface 104, connected by a bus structure
105. The operator is able to interact with the controller by way of a
keyboard 106, video screen 107 and screen pointer 108, also conh?gt@ﬁzﬁ
the bus structure. Software and data to assist the operator are contained
by the nenory el enents or may be provided over the network. 20 The data

i ncl udes docunent tenplates 110, rul eg of the organisation |11, participant
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th b hed, includi d. dat f | ts,
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encrypted by a é)rlvate key of the particular signing party. It wll
appr eci at@nlefad decumens ingplgiomio Yeempany: Figuretd indisatescatanzanbitypiedl cat i ons

of statu included in the doc nt .according, to

pur posesStS%k%t ﬁgﬁgﬁ ag‘.’ezg{%%wﬁ? ¢ iC pa?%ée%fgtgﬁ’ﬁeeﬁfuﬁrﬁgqlﬂ@l%,a %’ﬁ’&ghet hod of
oper at i omatifichtien ar edsolgionByh ey aft dweslectedtic @dchentCBit hdtl ARLE GhigkoMPonent s
such as a waterjmark may be_ included in the conpleted_ document. A range of

el ect ]roonir&ec?%??r&{i%%éltﬁ?ﬂ?rW&bB’é’cFﬁF Higyredd shews past ofjaglwestors mpsalstio 0 screen
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process nmay appear to an operator,” a participant and a vi ewer
conpl et edodapproeait Vatiousrophians o indicaed Figraay?2 shivgis ecrddh asndighasmean r ange

of typical .asks that m.ght be.presented.to the co .secretary, each
requt 11 ngod SBRIRdun G A P SR G oT s ST TP PRy o IS b SeRTon ¢
document ,hdwtherkﬁiecﬁiﬂmi?flt Whbeentbl HARESSRlIchNoR tHal tHeirdPif VAL SARESS-
Figure 11 shows part of a directors resolution to
15 and approval process has been completed. Figure 14 shows a status screen, indicating

in this example, the commencement of an electronic approval process. It will be

noted that a corresponding process involving a tangible document may run in parallel

with an electronic process, with status being recorded manually by an operator.

Figure 15 shows how data relating to a completed document may be presented to

20  another party from the archive.

It will be appreciated that an approval process as described may be implemented as
part of a large and sophisticated electronic management system for companies and
other organisations. A full complete system may provide other functions such as a

record of disclosures made by directors, and transactions made by the company.

25 The word 'comprising' or forms of the word 'comprising' as used in this description
and in the claims do not limit the invention claimed to exclude any variants or

additions.




hol d a special neeting as prepared by the secretary and nade available to a
director for approval. Various options are indicated. Figure 12 shows a
screen as mght appear to a director during a digital signing process
activated by password. Figure 13 shows how the director m ght bfg rggggted
with an indication that their part of he signing 15 and approva @f S
has beenpapvig.eted. Figure 14 shows a status screen, indicating in this
exanpl e, the comencenent of an el ectronic approval process. It will be
noted that a correspondi ng process involving a tangi bl e docunent may run in

par al | wi,th an elgctronic prqocess, with status being recarded manual |y
by an oper atofehd gARprOang 4B, RCGT R G Ap PN iy ((STERAIPE ed document
my be qesNé@REbishg: 20 anot her party fromthe archive. It wll be

appreci ated that an approval process as described may be inplenented as
part of a | drepariagdh ment iparceatd evidhoeritona of apradejenmined prpsssem f or

conpani es a . i satj,ons full co ete system may provide
ot her funct irbg%"sja%lggﬁe g%&gl%nfg%g?&mowor if%rca}pgléq}’ggﬂéy?ﬂﬁe ‘Wedi rectors, and
t r ans agjartivipant@idehdprotdie, conpany. 25 The word 'conprising' or forms of the

word 'conprising’ as used in this description and in the clainms do not
limt the i PSP Hedagicorants hatdhe fopenentis avadabiefos approvalddi ti ons. 10

CLAI VE: 19 ABR:AR0Bnd oyt Ao APBY B10GB04A0 SLAGLEANI R docurent using a

conmmuni cat i ons 'ng:" preparrng the docune in accord with
criteria of rifyingétaetinipasitigancdess apprpval/thdidoguridie irdaurdewith thie t he net wor k
-for approval by one or nore participants in the process, notifying the
parti cifPi8¥®¥ that the docunent is available for approval, receiving and

aut hent | cat i aghiARREA YatheRicaBRIdobG bPARIGCANEN:, hfee network, —verifying that
the participants have approved e document in accord with the process,
providing data on status of the process as approval of the document by the participants

proceeds.

2. A method according to claim 1 further comprising:
receiving a proposed change to contents of the document and notifying the

participants of the proposed change.

3. A method according to claim 1 further comprising;
updating a register of records of the organisation substantially immediately

after the document has been archived.

4. A method according to claim 1 wherein:

the process is a resolution by directors, shareholders or other members of an
organisation, and .

the criteria are derived from legislative or governing provisions relating to

operation of the organisation.

5. A method according to claim 1 wherein:
the document is made available as an pdf, html, or other text document on a

web server.




~archiving an authenticated copy of the docunent, and providing data on
status of the process as approval of the docunent by the participants
proceeds. 2. A nmethod according to claim1 further conprising: receiving a
proposed change to contents of the docunent and notifying the ppgtspgizg@nt s
of the proposed change. 3. A nethod addording to claim!| further

conpri s, ng: A yRdidd RYoRidaBicHif 1 Phekgcords of the organisation
substantially i medi ately after the docunent has been archived. 4. A

met hod accomgtifigatian toltheg participands sisent liyhemagik. ocess is a resol ution by
directors, sharehol ders or other nmenbers of an organisation, and the
criteria are derived fromlegislative or governing provisions relating to

oper at ion oA nidiifoddc@ardifiatbicitm Swhéeiiiet hod according to claim 1 wherein:
t he docunent is nmde avail able as an pdf, htm, or other text document on a
web server. approvgl ofhedevarenhisciyan gwenokdigitshsieoaes.ané: notification to

whor oin: - apaeabaien ERthe BBk I mboe s AR BOF BOAOpERRA . T et ur e, and

aut hentication of the signature is made by way of a digital identification.

A nmet hod according to ¢claim1 wherein: verification of the process includes
verifyithg t‘gé’%edéo WeprdedRcldinBReB% not  necessarily every partici pant

has appr oved,difgafRcHTESD roc&sli&m@eg hed fﬂ%@i AnlienGhAlHG dutieer &1 N

aut henti cati on of the approvals 1s enabled by an authentication service
provi der, anucessarily every participant has approved the document.

9. A method according to claim 1 wherein:
authentication of the approvals is enabled by an authentication service
provider, and

archiving of the document is carried out by another service provider.

10. A computer system for enabling electronic approval of documents in accord
with predetermined criteria, comprising:

at least one processor for processing the documents under control of an
operator, and

computer program means having processor instructions for:

preparation of documents for approval by participants,

presentation of documents for access and review by the participants,

issuing notification to the participants that the documents are available for
review,

receiving and storing digital signatures created by the participants in relation
to the documents,

verifying that the participants have approved the document in accord with the
criteria,

transmitting document to an archive system, and

providing data on status of an approval process as approval of the document by the

participants proceeds.




archiving of the docunent is carried out by another service provider. 10. A
conputer system for enabling electronic approval of docunents in accord
with predetermined criteria, conprising: at |east one processor for
processi ng the docunents under control of an operator, and CO”pWSQWRIWS
program neans havi ng processor instrudfions for: preparation of docunents
for ap oval Jlcl nt [ ation of. docunents for access and
reV|em1 y tﬁ%g%“gﬁlc?mo Wﬁﬁtk@%ﬁﬁ%gﬁﬁngg?ginon to the participants that
t he docunentsdadbaseviidcablest foﬁﬁatigreﬂalanﬁﬁ@@ il @3¢beMwith geiivériagaghd st ori ng
digital signatures created by the participants in relatign to the
docunents, \Aedatabpsef details lﬂ%dlﬁafit@té} igsnftficalion eerti Fpates don themartirdeanient i n
accord with the criteria, transmtting docunent to an archive system and
provi ding data on status of an approval process as approval of the docunent
by the participants proceeds. 12 11. A systemin accord with claim10
further conprising 1 9 APR 2006 a database of docunent formats
predetermned in accord with the criteria, and a database of details
including digital identification certificates for the participants.




