; e3e0 Oxxy4zR{| 6,} Ttan N This invention relates to: DOALQADI NG DATA a
nmet hod of d | data to a receiver/decoder: such a receiver/decoder
per se; andﬂ@@wmmm”ﬁ&i on system L ~~~ The term "receiver/decoder" used
herein may C eiver for receiving either encoded or non-encoded

signals, for exdApéee, television and/or radio signals, whi 16hnlpe
broadcast or transmitted by sone other neans. The term nayc{gﬁggpgo%ggte a-
decoder for dﬁmmmmumlmm“ved si gnal s. Enbodi nents of such

recei ver/deco ude a decoder integral with the receiver for
decodi ng the receiswegdzrsi gnal s, f&%ﬁh&@ﬁ@.ﬁé@ﬁt-top box", such a
decoder functioning in conbination with a physically separate receiver, or
such a decoder including additional functions, such as a web browser, a 15
vi deo recor ggjiq ir{q;enﬁoﬁ%mgs%pn. The advent of digital transm ssion systens
intended primarily for broadcasting television signals, in particular but
.not exclusi vel y samethod ef develordihgdaytet £r&eiveigestidened up the possibility
of . usi ng such systens for, other purposes. One of these is to provide 20

i nteractfvity wi tSHCR Rerespiyenidepderper sepanterein, the term "digital

transm ssion systenf | . s .any transm ssion systemfor transmtting or
broadcasting for aegﬁ%ﬁgglg’g??ﬁﬂﬁﬁ y audi ovi sual or nultinedia digital data.
Wi I st the present invention is particularly applicable to a broadcast
digital television system the invention nmay al so be applicable to a fixed
t el ecomuni Theitens "meceiarikdet aderhusedi ezelinambey tcennat apmkiventforonseiving ather

closed 25 circujt, televisi . .an 0 on. One way of doing.this_is.,tqQ run an
appl i cati oneEl‘EPLgFﬁé’r P@E@G%&%&&B&e I ekABRIen eI E AN EREOR BAi0 SIghabh WRGHERY i s

receive T ARl i b 19, the
recel ve?? deggggér%%aH%\%g\t/%? ﬁn?ﬁlayy %oaﬁleg%%wéagﬁ'e?hp?{ﬁﬂf}ﬁ%gséf 8?’2"?‘%?5?‘!“?%
30 recei ver fotedardéingsteoeived bignals! Enttwdiinents @ddutih eccedde/déadess mey inohedt a
application., | Q]gt hi s W?&v n%;e var i Zty may, be provided, and applications
can be updafecPdst IMEEE PAR Re FRSINET Aoy derodingnths Fesaivedsignalyior prampRles in 2
o'~ ~~~2 n 34l or &4 0r-ed elLyaer : S
corrupted. (s Boo0Rey ek Blectel ArkhORE P NihiE LN RREOAD, sieRRTe
uncor r upt edreceiver,oor edcht hidscalizr inchiding abyitienzlefimctomd, [sugtoas aometobrdvher,dat a
has become corrupted, this g;l(n.result in a significant anount of tinme being

spent dbwnl ¥¥EPH quﬂgr’;%rat‘ie B9 the data which have not 5 becone

corrupted. The present invention seeks to solve these and ot her problens.
In a first aspect, the present invention provides a nmethod of downl oadi ng
data to a 1Uhe edesnyef digeebtrnsmissiomsystemes doteidedgtroparly dor Hrhadcasting television

recei ver/ decoder,. of receiving,a hitstream.including the data; downl oadin
L ondor  onengarrer i RIS PchoR BRELF el DS, beARrars 4B Aoy
and downl oadidihifgi @f daing Eﬁ&ﬁk%ﬁ'&:@?&ﬁhﬁ%?\ggb&q. THed ofl WY CRIR petRS &

| oader. 15 1n one enbodi nent, the downl oade ta | oader conprises a data
| oadi ng2®r oipteractivity Wethdthe gad wsesf Astused dtereih,ohdderm Pdigital tadnisynissbest system'or

[l of.t | . be in the f f J de. .As.
hordin |t neiteie B redanEhon o o fosming ol biagbatipt for Samim CREERaR: cn
is specificaidodsParér saultdhediardal Qadl atiRiM 8L Jrb&nt invention is particularly

applicable to a broadcast digital television system, the invention may also be applicable

to a fixed telecommunications network for multimedia internet applications, to a closed

25  circuit television, and so on.

One way of doing this is to run an application dn the receiver/decoder through which
the television signal is received. The code for the application could be permanently
stored in the receiver/decoder. However, this would be rather limiting. Preferably, the
30 receiver/decoder should be able to download the code for a required application. In this
way, more variety may be provided, and applications can be updated as required without

any action on the part of the user.



20 receiver/decoder, code which is non-interpretive, and/or code which is
directly executable by a mcroprocessor of the receiver/decoder. Thus, the
structure taken by a piece of native code to be dommloaded@QyA@P ann
recei ver/ decoder will depend on the particul ar apparatus used’in f%@
hardware platform of that receiver/decoder. This is in contrast to
"interpretive code", such as that known a3 >"p-code” to the applicants,

p
whi ch 25 j i.nt tation.b ft. dinth i /d d
so that ity 2cRerigB PR Sl hecop GHacRer DA enIRoONPiode e BPECTS
f ti | 1 :
unctiona OY@‘{deﬁa‘:é!‘g’% U898 deévnﬁﬁﬂdav‘@énﬁ%lglc%cgéxggtgﬁwé?%%gtg?t}gg\ﬁgl!a.oafgﬁﬁd : y

the data | oader e In the form of ative or "any

sui tabl e formvesysmalispatdon of ald ésta KO bEYorI® anupied, 1A ROyt #h b eREeRcahor
| oading the data fraomthe bitstreamis downl oaded fzomthe bitstream and

.stored in, peeoupkieltimehssigaspany downipadingthe perions ofi therdate oduer have not
Fol | ow ng_downl oadi ng usi,ng the data | oader of the required data -5

“ downl oadi ﬂg FC%%SPI?HBég'd portions of data is not required. In an
alternative enbodiment, a portion of data stored in the receiver/decoder is
“replaced by a corresponding portion of, for exanple, a section of data
transmtted Thelprédent downtioneckits dasaelve dseterand vtHeherbblesisr eam may conpri se
at | east one data | oader, and, accordingly, the nmethod may further conprise
the steps, at a transmtting system of for the or each data | oader,

di vi di ng t heydat i ;1 . ; t

each data Iogggri?rsg? IdF,%l%;ﬁgﬁaﬁ%ﬂﬁc?ﬁ%%g&&%&slg%é‘x#e?l\?/%d gfgﬂP a Hay og‘fgﬁta)gélaes,
each pl ur@l i tegeivier/dedcaienommipeisinpethe gteps sactharediver/docaief,egpect i ve plurality
of data | oader nodul es. Thus, the hitstreammay include a plurality of data
| oaders and assocFeRcBENg AtRAtsream dneludingthedaBl e recei ver/ decoders havi ng

at a | oader and aS2helSraR dal SO0ARE BAibR WEPBRRTRGR Suf iR, Tho' IR

conveni ent | yregeiveridecader;@hda nunber of nodul es, which can be downl oaded,
and if appropriate run, as required. 20 The nmethod may further conprise the
steps, at the trafewploafing saidsdatmfrom theobitstreamoysing s#id davaloadad deta loader.
formatti each of the nodules as a respective table, J the tables having
the sane Tespective table identification ("TlI~") and respective different

t abl e i dent i In exat émbodirient) theodwvi{lodded Baexloadsi cRPrises adetaflosdih prapramach
plurality of nodul es. of data, formatting each of the_nodules of 25 data as
a respect i velcrEReE, °£ttﬁ‘é datagraderpreferaply maost gfeorrvep @lliqfiibe fpis lgadarnmay 38| s

f the data; j it : b if
of e 9ot 2 hmeatrTaguhes: 8580 et AUBEoM Bl ORER Sl ffshgt
t he downl oadipegifst epde, meydec oviyixhi S specific oadian gamiedlzr ehdrdyyateGplatfiires .of 3the The

tabl es may have r egtive different TID-extensions_other. than_.a. ..
pr edet er neracemﬁ‘%%f’éﬂsi@ﬁﬁ RN B neBrRbEPEYS f ARVRErcadsnprtide i ndirestlyp,

at the transiptihpg by a nﬁiEroip%c%&g&tsf‘ﬁgpl % Avel/BERIYET THREE Qe rsﬁ'ggi’gﬁe Ben by

designed and manufact'ured by vari erent manuf acter's.
manuf act ur era piege pfathive @deuntisr dodmldadée by receivei/dexodef willedepend on the
recei ver/ decoder. Receiverld cq%l eqrﬁggay t her ef or? have vyarious, di fferent

har dwar e dest3gREIat FRAUY j WaTsUPISEOER T Shth F BRI O SICERfisT s AP 15 1n
functi onal %ogxgﬁg'tg"'ﬁﬁ%fp?ﬂivelcbdé's shACLEHO Brdw P! ggde'tﬁgl-éeg%#gk 's'cxbhi%ﬁ an

appl i cation, ves | e - saffe way on every receiver r, and that
a recei \3r / dequidesr insdrpretationxiey softwate stapgd incdiei xeosiveridédoders aorhatcirmey e
manner. | n order ég ensure that the data_.is caonpatible with a particular
versi on of £Xeekied P¥the FUCTARIOGERSPT, ang whigh therederdmisriinclinBalRYET 4 YA4e sangsfder

and data fonFaRle\AEILAN, | SEOLAL RO ] A8 dLBPRIoHE hAFIRE we H0fh'dte

directory ta pre ermne
native code, p-code, or any other suitable form, such as data tables.

30 By means of the above, a loader for loading the data from the bitstream is downloaded
from the bitstream and stored in, preferably temporarily in RAM of, the

receiver/decoder. Following downloading using the data loader of the required data



enable the TID of the nodul es of the data | oader and data for each version
identification of the receiver/decoder to be easily identified. 1 S
Preferably, the nmethod further conprises the steps, at the tr ifrd in
system of including in each transmtted directory table a di ertﬁmff{/-'{?@
version identification therefor; and at the receiver/decodex: determning -
whet her the directory version identificatidn of a currently 20 transmitted
directory table is nore recent than the directory version identification of
a previ ousl yloxaupa R Rl dnFREIRIed noatens kAwfatay it indt stequirdd.D ks ahhaternative

currently transm.tte irectory.taple, and if not,.abqrting the downl oadi ng
of dat a. Th(fr%bog}["???gpgl%oéﬁg? %;a)ga esﬁoﬁ?{]rlﬁdh@d?ecFWFr/amﬁI as Isplaged by a
application, bigal horibe ﬁ?ﬂte L eCter : hne
whet her the c&lﬁr%g%?girl ygvlbers]igongl?dfeiﬁwl ate i ro}ln Soét{o?l htg?pér{aet%?{gﬁﬁn%}aﬁ%\;\%nﬁ%g@gd
.directory t alvenlbadedodeamndpeder. Thi s can ensure that the receiver/ decoder

downl oads pronptly any updated data fxomthe bitstream In order to avoid
. overwitidng resident data stored in the receiverldecoder with identical 30
recei ved da a | i Lon.regyestin atjn f the.resident dafa ca~~
- choose to abg*etbl{]sﬁg%oﬂv}ﬂgfo‘g ey %#ea&;?%gfi#gio dﬁb%ﬁgd?%&ql%gel}”&é"i‘%o DR as
that used i FAh& @thPise mgc@&tpg,nﬁ ao{raﬁs@ﬁhg@ﬁg sﬂs?ﬁ,aof: _g_ Preferably, the
nmet hod conprises the steps, at a transmtti ryg system of; transmitting a
second dat a | oadefor theconebsh datz loadat, dividing dendatatrdder inthe pheekiywdmodudexier ,
of downl oadi ng the second data | oader; and downl oadi ng one of the
first-menti MEd data | oader and the data; said transmtted downl oadi ng
means pepf or m ng i f : [ Nt : er
and thquat a. In fgﬂghg%c?ieﬁghﬁf%} lét?ﬂﬁgﬂgtg\clfgfr%é @gﬁt ghtlraoa;tﬂd;enr%1 %éssﬂjgobrptg]\?id@g%hbg%g
anot'her dat anddwdeli rechpplotpliayrof @8taahodidasheipaadsocibtedheits aqespclivaplarality of
pref erably bei iin the formof native code. This can enabl e downl oadi ng of
a data Ioadéilatatnlgaflfér ]39&1]8%d by using a different data | oader previously
downl oaded fromthe bitstream Thus, it is not necessary to downl oad a data
| oader fromthe bitstreamevery tinme fresh or revised data is to be
downl oaded IHhukSftha Iptstrearn usdyy indbudel opldeditg aff @latacipdéersiand alsberidtad dstan| THisl

the data as efficjently as.the data.l oader. This can reduce signif candy
the ti mest al?é’i‘l_CPBtlaoWﬁ%/’Bé’Zd?chgﬁ%W%Gl}fz“éa“‘d_hﬁféwﬁffo eS| ot The
second dat aahﬁgﬂﬁﬁtem&sﬂfﬁ%ﬂ%é HRiOVSdef Uat LRk ggi‘.é?r DRE such as an
first-nmentiohed data | oader, for exanple, the second data | oader nay be

abl e t o dowapplattioonpiyetonyenigntnbe 188dd np aofse cambeasygembduliel ewhich seamt be

| venti on prowl ieSeR O aSlopiSE ST RS "

20 The method may further comprise the steps, at the transmitting system, of:
for the or each data loader, formatting each of the modules as a respective table,
the tables having the same respective table identification (“TID”) and respective
different table identification extensions (‘‘TID-extensions”); and
for the or each plurality of modules of data, formatting each of the modules of
25 data as a respective table, the tables having the same respective TID as the tables of the

data Joader modules associated therewith and respective different TID-extensions.

It is preferred that an MPEG protocol is used and, if so, the downloading steps may
comprise downloading module MPEG tables.

30
The tables may have respective different TID-extensions other than a predetermined

TID-extension; and the method may further comprise the step, at the transmitting



a receiver for receiving a bitstreamincluding data; storage neans, such as
a nenory; and downl oadi ng neans for downl oading fromthe bitstreaminto the
storage neans 25 a | oader for loading the data fromthe bitstreaminto the
recei ver/decoder.. In one preferred enbodi nent, the downl oagi%w@g& i's
provi ded by a boot programstored in the receiver/decoder. 3 he “
recei ver/decoder may further conprise nedns for deleting the downl oaded
data | oader fromthe storage neans after the data has been dOV\gﬂ oaded from
the bitstrepms efpectetbilet iragpiveaiesodess nisy b dosigred By maBBiRCREEd B ol LS
and associ ated software -%1 mean such as a.tran m'btt&gl iﬁf
c SO

transmitti dgfferent PENPBERT IR Eﬁhrﬁ'@“ agtprer may p, oq%ﬁ,&ni ePent versions

east one data

| oader for |oading data_i apLesel Aatipvaseatduat edferérdt h

the or eackid a"?cgévcfé@?éog%g nggﬁeg?ér)sloﬁéé &ggqgg}éatl?{a}ggerverv, for d%;]i ding the

, OF each dat efedi O tBouthutiRlyi will of oursedell evnforth do \thelisampet Hmctien
associ at ed h\%lr‘%‘ﬁ%ftéhge%érﬂséach@(]:?at.atyl oader into a respectiyve plu ahl i t%. ofn

. modul es sf orspkéifiestion.t Klis therefaredimpeatantibat datg seeh 38 an BPRRGAIQR; Yehayppin the

transm ssi on systemfurther conprises: ns for . ' +d BB
- modul es of same Wﬂ}’éébﬁ"%tfﬁcq‘ﬁé%wdéﬁ’ Q’Eg”a? @sﬁ?@%lt(’?{@&ttog%rrg?o‘%ﬁgxggb‘f es of
the or each data.| i ; respective table ,i identification
("TID") anc?Pf’gg%éO&%ﬁsgtB%?%pgp%rﬁegfg%%@i dentification extensions ("Tm
extensions"); and neans for formatting each of the nodul es of the data

associated wth the or each data | oader a respective table, es
of the noduhesrdef teigpars Mt the dpe 1§&H@P&%51Fé’§lﬂbétﬁ"§‘ Cu\fﬁrdseégﬁh"f ‘{1 g%ckig’g‘l’ of
t he data | oader dul. j s ' SPaeh vesidh fdksti Sedtion
TI D- ext]é)nsi‘%ﬁqg‘.ierq'ﬁbeu?lgsﬁﬁéﬁﬁ?a g‘ﬁtr.’r@g%éla%g %ngﬁgag%?ent ly pr (l)vi.lded by the
datd server,e 20 Fhagiveabloueendhtealifeapyatblechatifig dheeptedelenninedeRHP 19

[}
ot-her than a predeterm ned T1D extension, and e stemnmay furth .
conpri se megabldthe TIPStk madulgs P%@Béé‘tailﬂ?‘tdeﬂia?ég'{“ﬁi qaﬁg}vggsyqrbf'ﬁe{lﬁﬁéagp Beach
plurality of_ podul es havi e S Lm: ch directory table having that
TIb and sai%f%Féﬂ%?’%?rﬁq%ﬁ%%f#%-%eex%«gﬁlsd;gg}ﬁ?g%he directory containing for each
of the nodul es a nane of that nodule and the respective TID 25 extension.
The transm ssion system may further conprise: nmeaps for ner.at_|
direct ory tBrteferablyy thegmathed daebersampsges s eRsqeh ef?%’éﬁg‘glﬁg(sg%&%g)&and

containing, for ‘;nacz‘pc}hgé ; eggghuagaf%xe@ﬁirgag@e%ma sl aietfor abistyisidehtificddn

recei ver/ decoder, ve assocl a with that version
i denti ficat jQfefodt@dt ransm ssion system may further conprise neans for

including in each transmtted
at the receiver/decoder:-

determining whether the directory version identification of a currently

20 transmitted directory table is more recent than the directory version identification of a
previously downloaded directory table having the same TID as the currently transmitted
directory table, and if not, aborting the downloading of data.

The Bootstrap loader may be instructed, for example, by an application, periodically to
25  download the directory table to determine whether the directory version identification
of the previously downloaded directory table has changed. This can ensure that the

receiver/decoder downloads promptly any updated data from the bitstream.

Tn order to avoid overwriting resident data stored in the receiver/decoder with identical
30 received data, an application requesting updating of the resident data can choose to abort

the downloading of data if a table directory is the same as that used in a previous

updating of resident data.



S. -13 Figure 8 illustrates the authentication of an MPEG table; Figure 9
illustrates various areas of nmenory in a receiver/decoder of the tel evision
system Figure 10 illustrates a paraneters field; 5 Figure 11Cdgl ﬁé;ﬂi{ s a
hardware directory table; Figure 12 illustrates a | oader dire rg ¢ .
and Figure 13 illustrates the procedure for downl oading data. An overview'
of a digital television system 1000 is shodnm in figure 1. The digital 10
tel evision system 1000 includes a . nostly comventional, digital television
syst em 2000 Rrsierebis dBe mdhd epppIoEhoStephpst aJEnsRIIENE s¥stewe ofir ansni t

conpressed digital_si ls.. 1n I etail G 2_compressor 2002 in a
br oadcast centre F@@é&@@ggﬁ s&f:%rﬁ)gzﬁa g‘?%ﬁ&ﬁ°§‘?@5&ﬂmsﬂcﬁgﬁs¥m %t r eam of
vi deo si gnal %Q %Tﬁggiqgjmcggﬁowﬁow is connected to a nultiplexer and

scranbl er 2004 by Tinkage 2006." The nul ti pl exer 2004 15 receives a
-plurality of furtkewnlogdirg thegraedrsd, dais $endlt;emdone or nore transport streans

and transmts conpressed.digital, signals to a trangsmtter 2008 of the,
“broadcastScentre @P&’nﬁ‘?“}%ﬁé’g@"czgi]@ﬁ A’iﬁhm?ﬁu@%ﬁﬁi dpta l@éa?rsaé‘dtt & datg; spidfeansmitied: v
of forms incl,udi I ieCat.i lL,inks. .The i -1 its
el ectr orragnefif’%mgolgaiﬁlgl @%\%@;ﬂ %5 'k 3%156@33959%‘? %ft éﬁ?é?}ﬂ}l{ gﬁftf%g%gjﬁ%ﬁge%r% 3
2014, where {digyr ai®tiR) @rironically 20 processed and broadcast via notional

downl i nk 2016 to earth receiver 2018, conventionally in the form of a dish
owned or rented by the end user. The signals received by receiver 2018 are

end user - and RO EEpeEh HinseEi R loeaE Pl by s Sts S EE prokrast,”
recei ver { gecodfb 2200t adeshd 1*6%&%%?@2?@%5%& $or9BF nhfiOcdtle.

tel evision signal 25 for the tel evision 2. A conditional access
system 3000 is connected to the nultiplexer 2004 and the receiver/decoder

2020, di t ed ly.in.the.b t tre. tly in.th
decoder. It ThitstaSmehE pIERne B 2 sBRebatt G T AATLN SPE BiEtn e
from one or TH%H@rﬁ@vi’éﬁﬂ?%%ﬁoa&b@ﬂbhﬁhébitﬁréa&??!][’r}?@[ ih.is fofRRE&anf to download

deci phering nessages refating to comercial offers (that is, one or several
t el evi si on padgradoads Sohdh pitstranbeveay tinss fresiport Teynged datanisbte hendawvnleatednt o

t he receiver/decoder .2020. [ t he decoder 2020 .an 3 APR 2~=2 - is
the end lSer if W&‘_"i"ﬁf%r‘é@?’ﬂ‘(ﬁ#gf‘%\}?@%ﬁ Yoe%wg?cg%sdgf&ﬁﬂ%mnﬂy as the
"applicationgz, Woideh TR dadlrelit® & HREEANPNIHEO tinle kR ELBY PRI FRAR br 26V8sed
various devices contained therein.” ApplicCations are 5 represented in the
engi ne 4008 data'frams the bustfeaimesThe second datacloaiier may provide trapmyed dutdtionelitind
data. A "nmenor ol " qof th ceiver/decoder ,is_a starage _space for
modui co. NodBTELbES GRHSRAT daatih e cep e S et B 5 RaP-SR365 PO Ene
MPEG- 2 t r ansppaéwisibh®abinpir b agal interfaces of the receiver/decoder

2020 are used for downl oading data. Wth reference to Figure 3, the decoder
2020 con2Qii ns, for exanple, six downl oadi ng devices; MPEG fl ow tuner 4028,

serial interface_ 4030 rall el interface 403 .card
readers 4036. ﬁ'ﬁ%copgcdéf %%rﬁ&@_ %sagﬁ'mﬁf)‘ﬂ?nrwvhq%gSqlg%glo%fz‘%%éd%{]‘goag %@’sx 38. 15
For the purposes gfedeiVes foPRGkivingd bRfreaiIRRRINEL @htaON 1S a piece of
conputer' code for controlling high Ievel functions of preferably the

recei ver/ decoder S0Rge 1AeaAnsesighss @ mehery;tané end user positions the focus
of a renote contrqll 026 _(as . .shown,in.note detail. in f.igure 4) on

but t on obj ect seeﬁo%ﬁofﬁgg&%ﬂéﬁoroq%“m%a%ﬁ%g é\?%t?’S??]tégfmﬁdﬁ t&ﬁato%ar%esrggasnst he
val i datipfn kgYoadehfori188dinpithd 8dta FRAY BROSItAREACHRS 8¢ tetéiRel/Beoaet t on is run.
20 An interactive application proposes nenus and executes conmands at the

request of the end user and provides data related to the purpose of the
R o RO bR St Bt SRS T e eenf B P SBALES o §iEbrdgham

stored in the receiver/decoder.

I

30  The receiver/decoder may further comprise means for deleting the downloaded data
loader from the storage means after the data has been downloaded from the bitstream.

The deleting means may be provided by a central processor and associated software



vol atile nmenory) of the receiver/decoder 2020, or broadcast and downl oaded
into the 25 RAM (or FLASH) of the decoder 2020. Exanples of applications
are: An Initiating Application. The receiver/decoder 2020 is equi pped with
a resident initiating application which is an adaptable coll e@:tgi ggﬁo?gm
modul es (this term 30 being defined in noxe detail hereunder) enabling'the
recei ver/ decoder 2020 to be imedi ately .operative in the MPEG 2

envi ronnment. The application provides core features which can be nodified
by the broadcast meqp| sesh asfa resmitted for fraf¥ngfing a bitdreainiticndiigg PRivel code ar
URL, are entered using the renote controller 2026, and these are sent by

t he nmpdenmedobpeisinghatnisest eneodata doadhe farplokdingtdatn irdnck traciae/deopder aBDEata The
appropriate web, pac?e.' s.then i n.al uSed in the transm ssions tomthe

br oadcast c@fOCEe é”&@’i DEST 59 Aetarerdsta @ decoder 2020 via the uplink
2012, 5 transpon 0 i nk : i . {.Si On
2022. Applicati oﬂgéaé%égugbp ga?gcjﬂ %;%#eénbiosgﬁgglggﬁg%gf ?%h?l?;agéjlrogggélggorz} e?‘gl r
2020 andsrepreseailes sad dieddibg aBe fdat£assodfated QEOUNGE of dz65 dRAMEAdeE igfoaphi C
obj ect description unit files, variables block unit files, instruction
sequence fi respectiysopiueality o4 nredudes fandransmital by seid ransmhttingr mptnisc obj ect
description unit files describe the screens, the man-machine interface of
the application. The variables block unit files describe the data
structures M%a%@&,bne&ﬂaﬁsxﬁi@ﬁbh%ﬁxkxﬁ%nﬁaecdxﬁﬁiedptI on sequence files
describe the processing operations of the applications. The application
files provide then@msn(%r ormatting ach tof thpphodules ofsthe 15 F4vh daiplloaderi asns

tituted in thi ta fi h N lib f.il
Cmage 1 Do eDReE Al FnEbIER REL Sofitatabract DPeut S OIPDBRE It es.
A It e aC byt ARRkd YTTDI GAR RkRt A bATACA bid Refiffitatbh hESRNGTIIPUL

and/ or outputs. 20 The engi ne 4008 only Into 1ts nmenory
resource fi keetensionsigeats at a given tinme. These resource files are read from

2ppl {cati on {11 cSieAPRrLRRERBE SED Lhibt Tracwls S5 B PRI Hy o eadh
followng a I k I sl Oa6H r el ere
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is a set of resourgﬁgﬂ I ﬁﬁ‘ﬁﬁnd'daia conprising the follow ng: a single

appl i cat i onT¥PEEVELIYCTR), | e M ed nunber of graphic obj ect description
unit files 4014; 30 an undeterm ned number of variables block unit files

4016;
The formatting means may be conveniently provided by the data server.

20 The tables may have respective different TID-extensions other than a predetermined

) TID-extension, and the system may further comprise means for generating a respective
directory tables for the or each plurality of modules having the same TID, each

directory table having that TID and said predetermined TID-extension, the directory
containing for each of the modules a name of that module and the respective TID-

25 extension.

The transmission system may further comprise: -
means for generating a directory table having a predetermined table identification
(“TID”) and containing, for each of a plurality of version identifications of a

30 receiver/decoder, a respective TID associated with that version identification.

The transmission system may further comprise means for including in each transmitted



an undet erm ned nunber of instruction sequence files 4018; and where
appropriate, data files 4020 such as icon library files, image files, -
19 sections in that table and a two-byte TID extension 34: ~Each section

al so includes a data part 36 and a CRC 38. For a particular nodul e/tabie
24, all of the sections 18 naking up that table 24 have the iFSEAng%ﬁf and
t e sanme TID extension 34. For a particular_ application 22, of "t

tabl es 24 nmaking up that application 22 ral®- t he sanme Tm 28, 5 but

di fferent regpective TC&Fxtensions. The authentjcatjon of an MPEG table

wi |l now be HHBEFBbed HIPHTAET Beavthentigationgel & MPE&ableibl e 40 i ncl udes
data 42 (typi i Si 6. -TJD 28. TILD. i 4 and. dat
bart 36) P EERN on T TSR SRS kiR oA n s P B GeiR g y e RRSE

Jdentification 44 conprdystef;a 1-byte identification of a particular private
key to be used to encrypt the block. The ci pher area 46 conprises a bl ock
‘'of 96 bytes Bigudai@. ThBustiatesta psrametiBs ffigldzer o. A 16 byte signature 50
.begi ns at_an pffs&i of féspl cally between 0 and 31 bytes after the first
byte. The siEigHute 5 ISR BVIWEES digeqtey RPSn MDS si gnat ure generat i ng

.process on t 42 . R{ﬂ"g@é . | S | rt between the 15 first byte
and the si gni‘;@?%ago ar% the bﬂd%éaée’isé"%?]%ﬂyi}g@&ﬁ sing a known encryption
process and Fiparg 3 vat éllkstratdsahavipiedediifeefok @ywnitRbingf dgat i on 44 corresponds.
If a plurality of MPEG tables are to be authenticated, then a directory

listing the nanes of the tables and the signatures of those tables is

o transpor 128 TR Bf B BRRHHANGRT S HeBn o ts MR iy Wbl o e SRR 34
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above. Once the directory has been downl daded fromthe carrier sfgnal it is
possi bl e forwhich ussplthe dnpwn MPEGbArdonauessiver systemrte tumsmitecdvifi€sded bdigital

listed in the diirectory. 25.T erati on of tecei ver/ decoder 2020 in
deal ing wit ﬁlg?aéﬁgt%uwé%e 5&@”:1@??@% SRTEIESFHg BRIPAF Sk CHRT EAIFFFIVESRi on
will now be fenar éipsa. sn‘:é@.frﬁgt&biégll*ch Etr Gt %f%idéd’?i%hﬁ%)?iﬂ?er cotepReST 2930:s

i ncl udes EEP 68, FLASH 69, 70 and RAM 72. he ‘EEPROM 68 | ncl udes a

protected rewpnoectyd tovhinattiplexersand ssyamabier 2064 bpalinkagel2006, Thedudiplkerr2004n| y
the virtuyual machine n nornal. applicati.on) can wite. The protected '
oo on A e bRy e harhel BoRPiedl A e e S il SaRi RS

of fset bi t maparfhinfcoirbists dighiae sigabls 40 4 HehwdRer 2008 6N eheLHRREEE Béntre via
si xteen publi c keys 82, in -21 All of the nodul es of the application

can thus be linkage od@kl Whigh cafmpherousredrke cal wislsv &varistyd of héormgsplineladingn

can be run he r ks . r,.2020. The .downl gadi.ng_of dat.a into t.he
recei ver/deg%laé? f)’%c%\klbxﬁ{ 41%%5\97\/ e %aé’sse?f‘%’e |8ng%p8?s5elagc{o§p?gr\x}1{; t‘flgnéfse\ﬂénce
to Figures Spliak1301Nhewerleh vatdiiRe adeipo38402014;| uiefe tBadere lddtronRhayr ed
to as a "Bootstrap” |oader 100, which is used primarily to downl pad a

| oader 28 PEQFASEEdiaNg PEPadaaste vias potional wewudiakt 4P foi reamthr esceiver 3Q4S,
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received by receiver 2018 are transmitted to an integrated receiver/decoder 2020 owned

or rented by the end user and connected to the end user’s television set 2022, The
receiver/decoder 2020 decodes the compressed MPEG-2 signal into a television signal
25 for the television set 2022,

A conditional access system 3000 is conmected to the multiplexer 2004 and the
receiver/decoder 2020, and is located partly in the broadcast centre and partly in the
decoder. It enables the end user to access digital television broadcasts from one or more
30 broadcast suppliers. A smartcard, capable of deciphering messages relating to
commercial offers (that is, one or several television programmes sold by the broadcast

supplier), can be inserted into the receiver/decoder 2020. Using the decoder 2020 and



Bootstrap |l oader 100 is stored in the FLASH nenory 69 of the
recei ver/ decoder 2020 and typically is not erasable therefiom The

Boot strap | oader 100 functions under the control of the hardware of the
recei ver/ decoder 2020 and software stored therein. 15 Witi ngQupdtRR b
software stored in the receiver/decoder may be performed: at the request
of the user of the receiver/decoder 2020;15at the request of an application
stored in the receiver/decoder 2020; or if the software previously stored
in the receiver/dbecidrus@020 (referred to as "resident" software) has
beconme corrupted. 20 To determ ne whet her resident software has becone
corrupted, software witten by the manufacturer of the receiver/decoder

2020 and st d. ' a checksum on, esifdent. sof t dat a

and conpar egrhteéhfétgg ég{é&éﬁgg@sﬁbmgﬁ?ﬁt%’ﬁr (i?fc’ t%ﬁl@gr eaé;tﬂgg%t%oxgofmﬁegon&?f the

. two val ues @findifdfs 6PafelesiivaRco®r RV ousldBFcEESIANEd BREdiNBADIRATorE are

beconme corrupted. The FLASH nenory 69 and EEPROM 68 of the receiverl decoder

-+ 2020 conf ai nepraseatdt wrthe whgink 4608 es EresdveceBbles's tA Apotivlalies a @@ fresoimarfilend a
| oader in the formof . nativ ch? fromthe_ bitstream Paraneters may be

- stored in tRed ﬁé@t@tr@ﬁ@@éﬂ%ﬁ‘”m 4br Teceivpy/decofer Isi &stofage pp OHﬂﬁﬁPijlesﬁg,

or in EEP | I h
merory 690 i Mgl AARE 8w loaB B B EL el BB B SMANEEMIEO-DFahigrty
-- 23 order sfreamipdat e the resident software. The software downl oaded into

t he FLASH nenory 69 of the receiver/decoder 2020 nmay al so contain a | oader,
referred to as a "Resident"” | oader. This | oader should at |east 5 be able

to perform g, Wei tii. f re, fr t.he bj d

of for of hor pLird BRTHEACRPUR el bRl facy 207 16 ulde s UArHORIR aRROWTRY
vi déo and apdiene@icFiglrd )ehdMRiGabi 2020 ceaMIrsOfd exatapleilsit. doWitoddas dsites;

| oader is |oaded fzomthe bitstream at the request of an application, for

exanpl e, t oM IfloneRmer A28, serrl intarfbeert 038 paeliel intesfage AR S aaedesn 6034 and

| nst | ogd di . t Q hi . ; e, if
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recei ver/ decoder 2020 and the resident software is not corrupted, the

Resi dent | oader is used to performthe update jnstead of an Instream
| oader . 15Thi Eox: the puspotes afiiist speeificationn an epnliertioa isdr pigae of jcampyter code for

recei ver/ decqqern;. . f Ahe Resi . [ kS Adbat f
native code‘?c’%nﬁéh Sl?g{'}s E@%tog éfgr%%ﬁ,c&ﬁgtg%m?%%ﬁgamob?&s%’%é’gﬁr%g’
whi ch al | owyaer @t néedgreitions 22 fbchOof 8Gambteadttin@ilenR 026! (ishshohaini hed

software will now be described with reference to Fi@gures 11 and 12. 20 The

MPEG bi t st r &eteil im &igutred) an ajbaflen oifst srenematbe serce O dhs teleisian 3e10202R g
luralit i ' ] t b
Phe Boot ot 1 arssRREL VAR ey Pthe Milrchol A ANBLE alSob BRI AR bGP AATD | ©9

| oader nd the software to be downl oaded for a number of 25 different

versi ons of the receiver/decoder 2020. Wth reference to_Figure 11, g
har dwar e di ABARIEFAFTIVE BPRIICAHON PFRPOSESILeys 1nd pxeqyiessonprangdset dhemegrest pERE on

Fecei ver | decnshiltef An BiRets POSKS bl b T b sbrfcaoB bl Rl WG
| ocat e and soelthaadsidast darlidetorns, diat é; tseiryd Gimbhee ROM. (03 FLIASHhar cthar gon-

directory tabhle 200 ing¢ludes: . .
volatile memory) of the receiver/decoder 2020, or broadcast and downloaded into the

25 RAM (or FLASH) of the decoder 2020.

Examples of applications are:-
. An Initiating Application. The receiver/decoder 2020 is equipped with a resident
initiating application which is an adaptable collection of modules (this term
30 being defined in more detail hereunder) enabling the receiver/decoder 2020 to
be immediately operative in the MPEG-2 environment. The application provides

core features which can be modified by the broadcast supplier if required. It also



a version nunber, HVERSI ON 206, of the hardware directory 200. The version
~~~ 1 " -25 to the |oader directory 300 associated with the HYN 210 of
the receiver/decoder 2020, the Instream |oader and the software]iPhens?
dom oaded. Wth reference to Figure 12, each | oader directory BOd )
associated with the ~IVN 210 _ 5 of the receiver/decoder 2020 includes: a-
vérsi on nunber, LVERSION 302, of the | oadéY -directory 300. The version
nunber is increased each tinme there is a change in the content of the

| oader directory BOONEemartinvdasdiRL.Nre guared afingriRaragie sonwé!lar 2626, readrtbesen

| oader; 10 the version nu

nunber. NS 308, offeNBECDY ﬁégdelg?\ﬁqu %ggﬁ’ﬁ%]geﬁ%%qga}ezﬁ%ﬁ}%%&d?#e&%“
A abre ot ot nstrout T aprRbprt eyt bIE LD iR Be (RterytsQbneRER HEEE

.table; 15 the T>Dhestiedssiconae, et2iteilby iKe raetbiveldécddeEG0RABL L the upimk 2012,
redundant bytes, RES 316; a maxinum size, SECTION LEN 318, of an MPEG
section &f that MPEGPea#erel014 apdldesvnlink \01GUANBABplayed onghe television 2082. t he
| oadi ng of that MPEG 20 table; and the value, SG\ _S1GN 322, of the
-signature of that MPEG table; for each MPEG table of the software: the

| dent | £ cat |0y SEehI Dr3Z40Rl 113hebbERABLE int 12 TLRHRASePN202HMEXT
326, of that EG table; 25 two redundant bytes, RES 328; a maxl nmum si ze,
SECTI ON LENrg#@seméd sarehtiER Slest Tharesdurtd Ales VBEBGErisa it aphicaobjedt descriptiMraiT

332, of the tinme-qut, f he. | .0adi ng of that MPEG table; .and. 30 e val ue,
SI GN SI GN 35ues, SErighes g{"@’fﬁéﬁ“ﬁlﬁgﬁoﬁs ’tonm{‘%nf%j&ég appliG H%gieﬁiaeégfta lleskey
336, of bhe private key used for the authentication of the |oader directory
300; an& 0 31"~~~ ~~ D~ -27 and the nodul es of the updated software are
downl oaded gmd grephit etjectddserptionpanitfiles E3cHbes fHeayreéfl8heomahirachine interface
recei ver/ decoder 20Q20 .i s,ﬁ:%pted to. djspl % nessages to the user_ of_the

h
r ecei ver | de b 2priration; Thegvanakles black yauifies dscabs te dats suchursnpindled by
f foll owm [ f d i f i i
FLASH nremor (Pea PR SARES THE frsBRafy defterll s RREAHE Bl phodesting bBG Bt bA0E,

that writingpplichtionsg The gpplicaidi filgs provide' theremaly paintatfer thehaiplicstiomst t he

request of an application; a "NATIV' nessage, indicating that updating is
proceedilfg in a "native" state,

The applications constituted in this way can use data files, such as icon library files,

image files, character font files, colour table files and ASCII text files. An interactive

application can also obtain on-line data by effecting inputs and/or outputs.

20 The engine 4008 only loads into its memory those resource files it needs at a given
time. These resource files are read from the graphic object description unit files,
instruction sequence files and application files; variables block unit files are stored in
memory following a call to a procedure for loading modules and remain locked there

unti] a specific call to a procedure for unloading modules is made.

25
With reference to Figure 5, a module 4010, such as a tele-shopping module, is a set of
resource files and data comprising the following:
a single application file 4012;
an undetermined number of graphic object description unit files 4014;
30 an undetermined number of variables block unit files 4016;

an undetermined number of instruction sequence files 4018; and

where appropriate, data files 4020 such as icon library files, image files,



10 that is, because the resident software has becone corrupted; a "000"
mes'sage i ndicating that the Bootstrap | oader 100 is unable to performthe
writing/updating because it is unable to |ocate consistent or valj
parameters (such as the frequency to which the MPEG tuner 4028 |Us~) tftfrbe?ﬂ&kt
or.the PID of the MPEG bitstrean) in the nenory of the receiver/decoder
2020; and 15 an "ERRL" message i ndi catiné9t'hat an error, other than those

speC|f| ed with reference {) he 000 nessage, has_occurred during
writingl updatﬁ"«ﬁtj‘m%ﬁ%1 1hAl 1§ ]leé‘i“ﬁ&trWOé’}’f“’oTH? &xteasipe 34 Jdepch sestingsalgrmcindet hdata
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the receiver/decoder checks the integrity of any resi ent

‘perform ng t hepplibatids2inatiaiiché tbles 24amakingupdrat applidation 23 thhvc thfe stimatTID 28,
cal culation with tthe val ue of the checksum stored in the resident sof twar e.
If the twd vanhdifereat sspetive}ID eXensiansdat i ng continues in the native
state; if the two values are the sane, or if no resident software is
'I_ocated then updating continues in the normal state. 30 In this native

state, it is meﬁtﬁﬁitﬁﬁﬁbmeﬂ MNP PEr taBle PI RV hEM DeURIG e d WHH Seferdnte 36 IFi éu.re
pending in step S 102. If such an update request froman application IS

pendi ng, thats.r Scheetable H0cinghidgs idatas 2 ((tpidally amdpssmg }eadezzs,smapb&t"ém
oad bef o

f h d
'IEI rrgooztjcl sulgé t@?ﬂé’g ?nqt ?atgﬁén%ég’dﬁge%?dre@ﬁlffﬁt %P\{\ﬁg azﬂﬁ éﬁf?ac ﬁ{;? X& an
error hagg OC?&H&ﬁﬂﬂaﬂbﬁ |43@o ?ﬁsmlb%qﬁﬁﬂ}ﬁcattbﬁ of R idﬁ%‘ ar ) e?qg R dt he

ERRL nessage di spl ayed downl oadi ng and aut henti catl ccesst
t he Boot st r apo Enerpt ﬂmdﬂoelowfi‘hgattélet hea | 46s¢anegrines @ddeck bf metyhse dVREzG Thc

bitstreaminto t.h recei ver/ decoder 2020 ep. S
t he Inst ream&. amg? slS r7r8t° démﬂqe BRSBTS Z) Begins gt D g e@FMS?n i f
t he | nstreaml r C

Mol 2adArbytes Hdr 1BYEAS BYieC Attt délgaﬁ-g‘@%% E%du@@&ugﬁg ﬁgg-gfféf\;juesg

the downl oadi ng), the updating is aborte ness
10 if the | nsugnaam peoradtating prosesscasthe data/42. oé]ientnarttmaaﬁz hsantsenad beltwcbineﬂ:e

Tnst ted i 1 tep S 11 th d
or 1 on b -t HEF bl GE iES Sepolire o0 Bnd B8 BlStinia PRETLEhHERE & B1oth & Sut s o
to be downl ?ﬁt‘iﬁgssaixﬂﬂﬁ RadRs) Rywhith HOREY Sfemilieasil 44 eeﬁ@ HEat ed and

witten in appropriate address location in FLASH 15 neno If the
software is not downl oaded before the tine-out is reached; or |f the

software is t au hen (as_an error has. oc urre dur|
downl oadi ng) qua g%ég@éﬁﬁ%ﬁ Fﬁlj‘ htéca\tﬁq g’t WE%WJJA? Bt o
the FLASH n%@m\ét@aes bhe thendphdtiv@s bf iR ks ﬁnﬁahh&&ﬁﬂ%@ al. In the

di splayed. 20 If the resident software is successfully updat ed, The witing
of the rﬂbor@asﬁsﬁfé\thEQeﬂOWn%% épemmsmspmdrmc@iwsngldéwﬂﬁ tabwwymwh’t

oo RSO S5 g R bt
mechamsm descnbed above. Once the directory has been downloaded ﬁom the carrier
signal it is possible for the application to download one or more of the MPEG tables
listed in the directory.

25
The operation of the receiver/decoder 2020 in dealing with signatures and decryption
during downloading of an application will now be described. Referring to figure 9, the
receiver/decoder 2020 includes EEPROM 68, FLASH 69, ROM 70 and RAM 72. The
EEPROM 68 includes a protected region 74 which is used by the virtual machine, and

30 where only the virtual machine (and not a normal application) can write. The protected
region 74 includes a key validation bitmap 76 of 16 or 256 bits, and an offset bitmap
80 of 32 bits. The ROM 70 includes, in one embodiment, sixteen public keys 82, in



' 25 a prescribed nunber of times until successfully conpleted or until a
tihe-out for performng that step is reached. If updating is to proceed in
the normal state, the Bootstrap | oader 100 determines in step S201 whet her
an update request fioman application is akeady pending. If not, the 30
updating continues as normal. If there is already a pending u d@tlﬁje[; %%fsh
then the pending request is processed firgf. I -; F~i ~ ~v~~ - 8lJ thies &
hardware directory 200 in step S208. ~ If the hardware directory 200 is not

downl oaded baf o ehd hrduld¥Rfabié aplidatia ReM thusTbel A1 84 dbaBH h & nfBHL e itRg NOt
aut henticated (as an error has occurred during the downl oadi ng) or,

dependi ng ombave,cudi the appliegtiondcanybe tun Wptilei readivendecedereX2i0ng t he updati ng,
if a successful updating has been carried out 5 using a hardware directory
havi ng the sane HVERSI ON 206, the updating is aborted and the ERRL nessage

_di spl ayed. ' .aut ication .ar | and.t

updiat g | s 1HSA CUORGR RLBAS 5 BF e BB Rt SRV e PR e s
sear ches 5f ogeai Wifh réfiderertb aapaReiong 180 to the version nunber of the
recei ver/ decoder 2020, as defined in a paraneters field. If such an HUN is

-not | ocated, the updating is aborted and the ERRL nessage displayed. If
such an ent is lLocated, t Bogt st r.ap, or Resi.dent |oadegr reads the T

212 of the erv&“é@ftfg‘ﬁcaéeﬂ?g’gfl ]?tgP&?sH%quééggrregﬁ’Tegép@Ffq&?@tsﬁ@ggkqa tetP%i t h
that fi VN~ LH§ b D SIERY | R2H6KmR f a d,
in step S209, ﬁlodﬁﬁlgad? an%ﬂguftahgnti cg?eaéE@ﬁgpgéwégﬁ%ggﬁergwlﬁ%bgg%ngoo.

| f the | oaderandfaceoenfiym®@ck, thersn tinte chgrel 4008 edd applications) erédeneinalie MPEG

reached, if the 20 | oader di.rect y§}-f not aut hepticated (as an error _has
occur r ed0 dufptagrean f%macg&dflﬁgs %ioAr H anszeanyi ¢%gobheareceiyer/ dacoden A¥a0edThy

t he applicat i : L B, d S PN en
Carriog out BeSfbuaB IHRRE 100 it MEredht BIASH nilaRHE SO0 (e rk\B ok 2026
updat i ng i sandoygieslyaischot leeaskRRitherefsmg eTieH Bpbdiayasiloader 100 dewnbaadhdyg thad
aut henti cation are. successful and the updating is enabled by the .

appl i cat i onCoRtFRl HJHE %WF TeEOYCHBRoN e G ard FofEVaTE AHeTES AbrSEIn r om
the MPEG bitstreaminto the RAM 72 of the receiver/decoder 2020 in step
S210. If the Instream | oader is not downl oaded before the tine-out is

r eached]5 or Wiitinglepd atisigrefasvitnaasl storddsinnthe redeivepideteder by B paffotigddr has

occurred during the downl oading), the updating is aborted 30 and the ERR L
message di spl ayed! ferednest |Og&$é%0?5%§ceqvgr/ggﬁ9@§gg@%ﬁq y | oaded and

aut henti cat ed, t BedRlgh@aBrl8afBlicdtn stdfed in Bie reBRrer 1. A
nmet hod of downl oading data to gaggel%ei \I}esréigagé%@eerfegg%ﬁgggb}idﬁgk%é gt eps, at

t he recei ver/ decafithe, saffware greiivushy swrdi irs theeroeiveredideg 200@ (tfdreed to as
"resident” software) has become corrupted.
20
To determine whether resident software has become corrupted, software written by the
manufacturer of the receiver/decoder 2020 and stored therein calculates a checksum on
the resident sofiware data and compares this to a checksum written in the resident
software. If the two values of the checksum are not equal, the resident software has

25 become corrupted.

The FLASH memory 69 and EEPROM 68 of the receiver/decoder 2020 contain

parameters which enable the Bootstrap loader 100 to download a loader in the form of

native code from the bitstream. Parameters may be stored in the Bootstrap loader 100
30 itself, that is, in FLASH memory 69, or in EEPROM 68. Examples of parameters

which may be stored in the FLASH memory 69 include:

. the frequency to which the transponder 2014 is tuned;



downl oadi ng a | oader specific at least in part for the hardware pl atform of
the receiver/ decoder, for loading the data fromthe bitstreaminto the
recei ver/ decoder; and downl oadi ng said data fromthe bitst reir:_@ ﬁ\?ﬁnﬁ iai d
downl oaded data | oader. 2. A nethod according to Caim1l, whérernit &
downl oaded data | oader is deleted fromthe receiver/decoder after the data
has been downl oaded fromthe bitstream 3.23A nethod according to Claiml,
wherein the downl oaded data | oader is subsequently stored in non-volatile
menory of thgdeeaeipddté decatient doftwarget hod according to Caim 3, wherein
the non-vol atile nenory is a Flash nmenory volunme of the receiver/decoder.
S. A nethod according to any preceding claim wherein a portion only of

data stored in the receiver/decoder, is. r aced by a rrespondjn orti.on
“of data domT}beaa%@WBV % el&B&i@lpB’g%lélﬁF ﬁéﬁﬂw % Ofb\&ﬁeﬁeﬁgﬂergieég‘?%i%oto
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cof: for the w alaab ptaforr aditing/shdaiedoNgofheredpém tho APEGI bitsee@nphnd alayt y
of nodul es; and for the or each.data | oader, dividing the data into a
_respective pifferadthey fegturgpdnichas undates gremadpralyposts, abd anayoalinve shereideg and

iated with ' Lural i f. d | . les.. 7. hod
Rccording. t Gk ean e MYEG D of 48 defdled, LR REG I Reindnaded Fep
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a respective table, the tables having the same respective table
i dent i fi cat iwhich'pErforns dhel dowslpedmgvaf the flhsiraant loader er ifoeloadingaiata from the

r e R
tabl es havi r}gcéit?@r/ée%ﬁ'@eﬂmwtH@réEH?nﬁ&ﬁw{?ﬁ'eti@%tec%rﬁfptédhﬁuedﬁés?de!npﬁﬁ%rs is

modul es assocrated therewith and respective different TlID extensions. 8.
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40. A receiver/decoder substantially as herein described. 41. A
transm ssion system substantially as herein described.
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25 two redundant bytes, RES 328;
a maximum size, SECTION_LEN 330, of an MPEG section of that
MPEG table;
a value, TIME_OUT 332, of the time-out for the loading of that MPEG
table; and
30 the value, SIGN_SIGN 334, of the signature of that MPEG table;
an identification, KEY 336, of the private key used for the authentication of the

loader directory 300; and
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10 that is, because the resident software has become corrupted;
) . a "000" message, indicating that the Bootstrap loader 100 is unable to perform
the writing/updating _because it is unable to locate consistent or valid parameters
(such as the frequency to which the MPEG tuner 4028 is to be set or the PID
of the MPEG bitstream) in the memory of the receiver/decoder 2020; and
15 - an "ERRL" message, indicating that an error, other than those specified with

reference to the OO0 message,' has occurred during writing/updating.

As an alternative to static messages, messages in the form of an animated cartoon may
be displayed on the receiver/decoder.

20
The steps in, for example, the updating of resident software will now be described with

reference to Figure 13,

In step S101, software stored in the receiver/decoder checks the integrity of any resident
25 software by performing the checksum calculation and comparing the result of that
calculation with the value of the checksum stored in the resident software. If the two
values are different, then updating continues in the native state; if the two values are the

same, or if no resident software is located, then updating continues in the normal state.

30 In this native state, it is then determined whether a previous update request is still
pending in step S102. If such an update request from an application is pending, that

request is erased in step §103 and step S102 is repeated. If no such update request is
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+10% u& () - AP S0 Ehe BRfream loader is not authenticated (as an error has occurred during
the downloading), the updating is aborted and the ERRL message displayed.
10
’ If the Instream loader is successfully loaded and authenticated, the Instream loader is
executed in step S111 and, in step S112, the corrupted portion of the resident software
is erased and the segments of the sofﬁvarc to be downloaded are downloaded by the
Instream loader, authenticated and written in the appropriate address location in FLASH
15 memory 69. If the software is not downloaded before the time-out is reached; or if the
software is not authenticated (as an error has occurred during the downloading) or if an
error occurs during the writing of the software into the FLASH memory 69, the
updating is aborted and the ERRL message displayed.

20 If the resident software is successfully updated, the writing of the report is stopped in
step S113 and the receiver/decoder 2020 reset to enable a further updating to be

commenced.

In any steps at which the updating is aborted, the step may alternatively be reperformed
25 a prescribed number of times until successfully completed or until a time-out for

performing that step is reached.

If updating is to proceed in the normal state, the Bootstrap loader 100 determines in step
S201 whether an update request from an application is already pending. If not, the
30 updating continues as normal. If there is already a pending update request, then the

pending request is processed first.
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o by the application requesting the updating, if a successfu? updating has been cammed out
5 using a hardware directory; having the same HVERSION 206, the updating is aborted

and the ERRL message displayed.

If downloading and authentication are successful and the updating is enabled by the
application, the Bootstrap or Resident loader searches for an HVN 210 corresponding

10 to the version number of the receiver/decoder 2020, as defined in a parameters field.
If such an HVN is not located, the updating is aborted and the ERRL message
displayed.

If such an entry is located, the Bootstrap or Resident loader reads the TID 212 of the
15 MPEG tables used for the loader directory 300 associated with that HVN 210, the
Instream loader and the software to be downloaded and, in step S209, downloads and

authenticates the correct loader directory 300.

If the loader directory 300-is not downloaded before the time-out is reached, if the
20 loader directory is not authenticated (as an error has occurred during the downloading),
or, depending on an option selected by the application requesting the updating, if a
successful updating has been carried out using a loader directory having the same

LVERS 306, the updating is aborted and the ERRL message displayed.

25 If downloading and authentication are successful and the updating is enabled by the
application, the Bootstrap loader 100 downloads the Instream loader from the MPEG
bitstream into the RAM 72 of the receiver/decoder 2020 in step S210. If the Instream
loader is not downloaded before the time-out is reached, or if the Instream loader is not
authenticated (as an error has occurred during the downloading), the updating is aborted

30 and the ERRL message displayed.

If the Instream loader is successfully loaded and authenticated, the Instream loader is
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3. A method according to Claim 1, wherein the downloaded data loader is subsequently
stored in non-volatile memory of the receiver/decoder.

4. A method according to Claim 3, wherein the non-volatile memory is a Flash memory
volume of the receiver/decoder.

5. A method according to any preceding claim, wherein a portion only of data stored in
the receiver/decoder is replaced by a corresponding portion of data downloaded by the
downloaded data loader.

6. A method according to any preceding claim, wherein the bitstream includes at least
one data loader, said method further comprising the steps, at a transmitting system, of:
for the or each data loader, dividing the data loader into a plurality of modules; and
for the or each data loader, dividing the data into a respective plurality of modules,
each plurality of data modules being associated with a respective plurality of data loader

modules.

7. A method according to Claim 6, further comprising the steps, at the transmitting
system, of:

for the or each data loader, formatting each of the modules as a respective table the
tables having the same respective table identification (“TID”) and respective different table
identification extensions (“TID-extensions™); and

for the or each plurality of modules of data, formatting each of the modules of data as

_ arespective table, the tables having the same respective TID as the tables of the data loader

modules associated therewith and respective different TID-extensions.

8. A method according to Claim 7, comprising, in said downloading steps, of
downloading module tables having the same TID.

9. A method according to Claim 8, wherein said tables have respective different TID-
extensions other than a predetermined TID-extension; and further comprising the step, at the
transmitting system, of generating a respective directory table for the or each plurality of
modules having the same TID, the or each directory table having said predetermined TID-
extension and that TID, the directory table containing for each of the modules a name of that
module and the respective TID-extension.
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18. A method according to Claim 17, wherein at least part of the second data loader is in

the form of code which is specific to the hardware of the receiver/decoder.

19. A receiver/decoder comprising:
a receiver for receiving a bitstream including data;

storage means; and
downloading means for downloading from the bitstream into the storage means a

loader specific at least in part to the hardware platform of the receiver/ decoder, for loading
the data from the bitstream into the receiver/decoder.

20.  Areceiver/decoder according to Claim 19, further comprising means for deleting the
downloaded data loader from the storage means after the data has been downloaded from the

bitstream.

21. A receiver/decoder according to Claim 19, further comprising a non-volatile memory
for storing the downloaded data loader after the data has been downloaded from the bitstream.

22. A receiver/decoder according to Claim 21, wherein the non-volatile memory is a Flash
memory volume of the receiver/decoder.

23.  Areceiver/decoder according to any of Claims 19 to 22, wherein the downloaded data
loader is adapted to perform the downloading of data from the bitstream.

24, A receiver/decoder according to any of Claims 19 to 23, wherein the downloaded data
loader is adapted to replace a portion only of data stored in the receiver/decodr by a
corresponding portion of data downloaded thereby.

25.  Areceiver/decoder according to Claims 19 to 24, arranged to download tables.

26. A receiver/decoder according to Claim 25, wherein said downloading means is
arranged to download a table having a table identification (“TID”) and a predetermined table
identification extension (“TID-extension™) so as to download a directory table, to determine
from the content of the directory table the TID-extensions of module tables having the same
TID as the directory table, and to download the module tables having the same TID as that of
the downloaded directory table and TID-extensions determined from the downloaded
directory table so as to download said loader.

27. A receiver/decoder according to Claim 25 or 26, wherein said downloading means is
arranged to download a directory table having a predetermined TID and containing, for each
of a plurality of version identifications of a receiver/decoder, a respective TID associated with
that version identification, to determine the version identification of the receiver/decoder, and
to download a directory table having a TID associated with the version number of the
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