WO 02/ 104023 PCT/ US01/ 48251 CONDI Tl ONAL ACCESS FOR FUNCTI ONAL UNI TS
BACKGROUND OF THE I NVENTION This invention relates in general to

condi ti onwlo @cioers systens and, nore specifically, to comamsonagest
functional units within a conditional access system 5 Cable television
(TV) providers distribute video streans to subscribers by way of

condi tional access (CA) systens. CA systens distribute video streans froma
headend of a nul€ONBITYONNAIACEESS FGR) FUNEGTIONAdp UNXTSssoci at ed
with a subscriber. The headend includes hardware that receives, the video
streans and distributes thlntheCAs stem
Sel ect set top boxes are %%‘%g%(l{} U}ﬂ?o decon n vi deo strearr?;/
according to entitI’Hﬁﬁﬂtveﬁtﬁtfrﬁfemsl1ﬁrgeﬁ@llttobyndlhena1MS@si oystdmes &l ndogp box.

These vi deo _ﬁ%reams are_volatile and are not retained by the set top box.
Vi deo pr 6§eEHgalls & %@@}ll%ﬁéﬁlqnﬁl whitsiyghin pgPRAona AR Sualog f or m to the

set tgp boxes. Ther e@fs‘?&f‘@f\/\ﬁ B’ s‘i‘n}ﬁﬂ@' \é@@fré(an?é‘%'s‘&ﬁs&i%r

channel s i n nost I on sys e carrier annels “ei t her
carry an vaa)edfa@nmtﬂeai a:atersea@A@ Bystang. ycmyitepr é1sﬂﬂgntd vldew stekamssksreans. The
anal og VI feed IS dul ated on a rr| er and_ occupies the whol e carrier
channel fﬂ‘ilé’ (ﬁlrféu]&gglséfﬁte’% WEB B0 arskionivoX 2sipsdRs With2 about ei ght

to fourt%eﬁs&fbef.tﬂe P{éagéﬁi Bk rue r@mre*%ﬁat%uewee hiXEGe Pl gﬁe ngMe carrier

channel . The separate |g|ta video streans are separated by packet
identifi cda?atﬁbmteQme(ﬂo[ﬂ)le se fayr brexes waithsuibh GAvagstanneSeladisvi pdbxesamt ent

stre n novied accor to eLr un| e Pl D nf or.mat i Vi deo
Strodle aEvEH o6 BReRdE Codiaides dtedyadsosiute it Snry Talouatat st B més

boxes i s \gkwan BEGRESD . S0RE filibo VrABR 5L L ERNE anfafe rfb?é?éf&h@d bPMlset nose
that have ordered a pay per view boxing match are allowed to view it even
t hough euep poset top box 25 may receive the match. Once a user orders the
pay per view progr an entitl e nt. ssage i.S. S ecasted.in & rypt ed
formto each enti tlag@e%@fogf%s o t‘&‘ftgfltnheé © ‘i}i%{f?slénﬁwfé O% P8 T he
entitl emggttd ?%%@Qﬂfhbx% a8d NBLEE 88d E&hcﬁr&i SRS MRl gichrrick OBAERIstR Snost

decrypted en | enent message is a key that will decrypt the pay per view
progridm oapletielevisem syetgms.t Al eg@,met Jpmbelx eidless coipy n epdopHidepsrean v pr ogr am

as it is r ¢ Vlﬁg IC’P glliagglde% S ana{ :;}erlde%nfegpl%lr&g{u?a{tfggg' E:I%!nreé'agf 0

stream e V| eo S ans are
downl oad -ocﬂ;uples the Whole carrier channel for the one analog video feed. To maximize

bandwidth, about eight to fourteen digital video streams may be multiplexed on the same
carrier chanmel. The separate digital video streams are separated by packet identification

20 (PID) informatien such that the individual content streams can be removed according to
their unique PID information.

Video streams are broadcast to all set top boxes, but only a subset of those
boxes is given access to specific video streams. For example, only those that have
ordered a pay per view boxing match are allowed to view it even though every set top box

25  may receive the match. Once a user orders the pay per view program, an entitlement
message is singlecasted in encrypted form to each entitled set top box. Only the
particular set top box the entitlement message is singlecasted to can decrypt it. Inside the
decrypted entitlement message is a key that will decrypt the pay per view program. With
that key, the set top box decrypts the pay per view program as it is received in real-time

30  as either an analog or digital video stream. Accordingly, only whole video streams are

entitled during download.



WO 02/ 104023 PCT/ US01/ 48251 Sone systens, that do not provide conditional
access, integrate personal conputing with a TV for displaying non-stream ng
medi a, suwio @slosnBtware progranms. For exanple, products Saass/43bTVTM
integrate web browsing and e-nmail prograns wth a TV. In these systens, a

I t C) i h the TV.,.The,PC i s. t t
it ornot servi ce. prIRCRFIEREBR Ut B O0F CRICIATE! EGRTCIOF DERE e
br owsi ng cg#y uﬁﬁg%h aprv%laﬁp%%ﬁgﬁ&l-w@hﬁﬂg nRURY b9 £QphRAe pibdrhay!

checking entitfenents as is sired in conditional access systens. SUMVARY

OF THE | REMAniNe Iifrodinegs suvheis tW ebT V8 it gstet woetcmotvsoigl and g-thathpiogomed  uni t s
within a conditional access system |In one_enbqdi nent, d I,
cont rol | i B ¥VedB these §ySiemed Remenal femputsy;(y fl} ﬁg@uéﬁn%gle@ h’f]%e %@éﬁ:ri bed.

| D onS S {eBhnootdd't3 an INAINBLY RB pEATRE P h R pRIVHAI S Yorllne frificheglal un !
identifiers and one or nore tier requir ment s respectlver1y related to each
funct i ondrowsing ahdlemidif preprans. esd syems pecadelcomémmitionocheckingri si ng tier
rights is also 15 received. The functional unit identifiers are correl ated
to their Padgaents peisidesired incogditionsaReess SYHE S uncti onal unit is interacted
with., It is determined if the respective tier requirenments are satisfied
by the tier rights. Further interaction with the functional unit is

aut hori zed. Reference to thEJMMARE OF THE INGENSTOONt he speci fication,
including the 20 drawings and clains, wll realize other features and

advant.ages of the esent invention.  Further featur.es .and advantages of

t he B esent inventi ,mggnt@'rpﬂgg?q %trgﬂﬁﬂ?téénﬁhanlgo @Pglaic%(ﬁg?n arious
enbodi Menfsesotydidif. BE 658SBhbbNMRAL b Mbthodl Br SetBIlimeshcbd tdlatfidiopdheyy Wi th
respect to the acconpanyi ng drawi ngs. 25 BRI EF DESCRI PTI ON OF THE DRAW NGS

Fig. 1 i svithibheektogibayiadesshioad. 1y conetepfiyeinfrsmetion cemprisng ¢ plurality of

distributing. contrpol, data information;. Fig..2 i i W ng
one eHbO(fP?fg’r‘Pfla lfmgld%ﬁ‘t‘t‘%tﬁ?n a1 dpyre sy | u%gmgxgts %Jé%&g}é}ygﬂea%]ﬁ% E&gl agram
i |1 ust r atfRdicanl @ITPRSh IR s Bcered.e8edon® iffonationtokipriciad tiep rights ie4lve r onnent ;

Fig. 4 is a block diagramdepicting an enbodi ment of an ,ob{,ect message;
Fi g. 15 i geeeivadodhediungiionsl embidienigficamats sopalaindip tfir wspscligpie™ nessage; 2

requirements. The functional unit is interacted with. It is determined if the respective tier
requirements are satisfied by the tier rights. Further interaction with the functional unit is
authorized. , '
Reference to the remaining portions of the specification, including the
20  drawings and claims, willlrealize other features and advantages of the present invention.
" Further features and advantages of the present invention, as well as ’ghe structure and
operation of various embodiments of the present invention, are described in detail below

with respect to the accompanying drawings.

25 BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram showing one embodiment of system for
distributing control data information;
Fig. 2 is a block diagram showing one embodiment of a content delivery
system,;
30 Fig. 3 is a block diagram illustrating an embodiment of a set top box
interfaced to its environment;
Fig. 4 is a block diagram depicting an embodiment of an object message;

Fig. 5 is a block diagram showing an embodiment of a “rights” message;



WO 02/ 104023 PCT/ USO1/ 48251 Fig. 6 is a block diagram show ng an

enbodi nent of an object "requirenents" nessage; Fig. 7 is a block diagram
showi ng awoeszhodi2zeent of a resources "requirenents” nessayayudiHEsE1 8 is a
bl ock di agram showi ng the rel ati onship between different objects in a set
top box; Fig. 9 is_a block diagrami]lustrating an enbodi hent of
interaction betwe&H ﬁdﬁebi%iﬁéﬁlaaaﬁpﬁgewmg@n e&’@Pdeég?%WJﬂ?tagr am showi ng
an e”b()di‘{@g&{rerﬁgnté" Eégggés for 10 distributing functional units; Fig. 11
is a flow dragram depicti’ng an enbodi ment of a process for sending control
data i nformation; &igl 7k gblctR digpramishewmindiaagmdodinhdntof & adsomgesaan enbodi ment
of a progess for receiving control data information. 15 DESCRI PTION OF THE
SPECI FI C EERBEPNRENTSECSPRESpr esent i nvention validates that functional units,

such as software .%rig‘g%locﬁ?gaé@éﬁlBﬂs&ﬁlgﬁltl%{%[atigﬁ&i%%éwe@n%if&é?%}’g\éi Eiyon (TV)

set top box by using a tier ani sm orizatron I's provi
mappi ng bejevremaketaop bexqui renents and tier 20 rights for the resource. I|f

the tier requirenments for articular functional unit are satisfied by
the tier rights, t i Puinetloskaoginm ilsdng mmbetiteBr ot BEHOR e set t op

box. In B%e@h?ﬂcﬁ%nal%ﬂ'l ar conponents and/or features may have the sane
reference label. Further,” vari ous conponents of the sane type nmay be

di stingui shed by ffod.116\s adowhdagrefeshewte anadodlodbyerd ofl aphosdfoa second
IabeJr thgt i Sti r}gﬁJiSh s anong the 25 simlar conponents. If only the first
r ef et@ncESEEBEINETENGORY YISt he specification, the description is

applicable to any gqe 1ins_5@%wsdiﬂ%rhﬁrdeﬁféﬁﬁga@%ﬁocﬂlﬁiéhﬂgféﬁﬁc%&'@r first
reference | abel irrespective of the second reference | abel. Referring first

to Fig. $endame embodiiate miophationgysd em 100 i s shown that distributes control
information such as.functiagnal ,.units.and. .entit]| nts, fpr_those. 30
functional units. %ﬁgtsiaé%g]ﬁ?}vn@ﬁ@%gu ?&Egﬁnﬁlggg&%ﬁm SgﬁP?og?ssgf%tem 104 to
di stri but®eivgRNEdrdtol Hanh ifBhith. f rom a nunber of |ocal headends 108 using
headend in the sky (HTS) data streans 124. The national control system

104 tunctions as a nultiple system
DESCRIPTION OF THE SPECIFIC EMBODIMENTS

The present invention validates that functional units, such as software
programs, are authorized for use within a television (TV) set top box by using a tier
mechanism. Authorization is provided by mapping between tier requirements and tier

20  rights for the resource. If the tier requirements for a particular functional unit are satisfied
by the tier rights, the functional unit is authorized for use in the set top box.

In the Figures, similar components and/or features may have the same
reference label. Further, various components of the same type may be distinguished by
following the reference label by a dash and a second label that distinguishes among the

25  similar components. If only the first reference label is used in the speciﬁcatibn, the
description is applicable to any one of the similar components having the same first
reference label irrespective of the second reference label.

Referring first to Fig. 1, an embodiment of a system 100 is shown that
distributes control information such as functional units and entitlements for those

30  functional units. This embodiment 100 uses a national control system 104 to distribute
control information from a number of local headends 108 using headend in the sky
(HITS) data streams 124. The national control system 104 functions as a multiple system
operators (MSOs) and also distributes authorization information for local headends 108.

Billing information from the MSOs associated with each local headend 108 is fed to the

3



operators (MSGs) and al so distributes authorization information for |ocal
headends 108. Billing information fromthe MSOs associated with each | ocal
headend 10® o2s10826 to the 3 WO 02/ 104023 PCT/ US01/ 48251 rradm/wsvaksasont r ol
system 104 where the control information is put into a H'TS data stream

124 f that | | head . The A ol .dat tel Lit d tellit
di shes. 1 1300m3 GonaplSy AR oV hgr Hy ORuoLFRETHapS ot ke FI3 PR
nat i onal 1940b¢ bt BYARINGHAL 1HR%K oditrol W hRAAL 1T AdPANSIIERheD | Fasgont ent

di stributed by Tocal headends 108 includes stream ng nmedia and functional
uni ts. Stareesedrig reteylile HIF S\Wdatiesreamsddifmnp thegratinsal chatrolsyeemelddi baeld fo

decoded, . decrypte isplayed in real tine such that the stream ng
content (&S ﬁp&glheggg}aiggogn set top box of the user. Streaming nedia is

transkent or vol atifg coapst Hféﬂ?&uitégi_rw locMPfeE\@en@g 0D RRIdERESdaBlhe Hedia

non-volatile. If any streamng nedia is located in menory, it s 10 |ost
when t he asdtfunaijonbloxniiss Spresmemednethavs. vidéreor andil prhgrathe it BoBreceivtd) be owned

by th ti onal trol, system MSO.or by oth Os_who rely. th
it i onal oot B GEBlevEl Bribvitine HoRHoR AR R BRAT N o ¢ he
| ocal heaggpd @8t bl e et SHERinEWGhd Riahsibitidr ot dhé eirRtienant i ti es

that are either hardware or 15 inplenented in software, for exanple, a
par al | el updistare Borsteaisint ponan-velatilei VEanyaitresmiriganedy s logalisBin pemery, # 18 re

wire (i.e., |LEEE 13 ort, an ethern art., S rg i rkace, a
packé@ saﬁtémﬁﬁ‘ &b %3,(@%8?9&%6% Oé’ﬁ"iethe?lﬁf’%&m?dre gg?éi‘@@fl f%eﬂ%n%ﬁi\;? e, data,
non- st r eaghgbnal 66frol BRfers MSO B BY ofiéd MBOSWhE rdiRiporpthe @kddnal aontegier at i ng
system application software, drivers, or other software prograls.

Funct i onalysteni 1&¢ torpspideaythorisition informefionds ¢l loed hgpdenddRgioh tha hed in the
set top %ﬁ?' when it is powered-down. Objects include any collection of
digital i Qrmation that can be digitally sent to and stored in the set
top box. Resources Fnelivae vatty bl digrétbahtitics thatardegthichRardetrda@p box and
that is needed by an object to operate as_ intende such as ot her object

or a lghysmpdsmenied incwofivase, Aot FBPL, apatpliRbRT §é€’ég’é’|°rtf BHENPBASSHES Y at ed
Yo aut hort Stk A0 L AP LB Rl b lBeliRg, @SR Rl S |
pr ogr am iacRetswfitchad getobilentbsysttie, ahinfriated tohsdeerdimardre, datogeam t o pri nt
or read certain attachments js a_resource, A user could be given the
abi lity t¥rerBaRe WIRRINONGEHTEHNINGAUHI0)aR ST LRI SERE aBBP?fiag’g}g £8P nt e- mai |
from the pp9a53R software, drivers, or other software programs. Functional units include
20  objects and resources and remain stored in the set top box when it is powered-down.
Objects include any collection of digital information that can be digitally sent to and
stored iﬁ the set top box. Resources include anything that is inside the set top box and
that is needed by an object to operate as intended, such as another object or a physical
device. ‘
25 An object may have several functions associated with it that are also
resources such that the use of the object is subject to authorization as well as the several
functions. For example, an e-mail program is a software object. The ability of the e-mail
program to print or read certain attachments is a resource. A user could be given the
ability to read e-mail with the program, but the ability to print e-mail from the program
30  could be inhibited unless additional authorization tiers are procured.
The HITS data streams 124 are control data channels used for distribution
of control data information to the lo<'3a1 headends 108. The national control system 104

modulates the HITS data streams 124 onto out-of-band charmels respectively uplinked to
all local headends 108.



30 coul d be inhibited unless additional authorization tiers are procured.
The H TS data streans 124 are control data channels used for distribution
of controWwodeia4a2af ornati on to the | ocal headends 108. TheeaTawsoomsdsicontro
system 104 nodulates the H TS data streans 124 onto out-of-band channel s

respectively uplinked to, all |ocal headends 108. 4 WD 02/104023
PCT/ USO1/ 48251 Al thideapshiis §m§ﬁ%HkTPh§‘ﬁftn%HFe§tCPm5ﬁtdé§a IRfrmaien Hueugh the

i nfor nahggtg'oﬁaﬁ' rc?ﬁ‘cg& s&%‘t@rﬁo{lﬁltelsgﬂ teﬁl?éaﬁirg,lnogﬁéﬁsetrmd St@gehok Rtemaedi ary,

ot her enbodi nents ne use the nati control system 104. Larger
MSCs, f omhakx@ipbetrolngytetnad(d. tllaeger MBDs, dopudxampid, mdydrave grdiavgn epmpmelt dat a
information tQ the set top boxes. These | arger I\ﬁgb woul g/{ss formyl ate the
control datsendingsenipl drie moemign ke seidpp 8BSy st REees MSQOEOHExes i n

theirs dogmifaie HE-HARY HHa iH@hﬁaﬂdgﬁf PRLIGRt &i?étg!tlgitpﬁig%%%})%ﬁx@s”m iz of - band

stream an 1 n-band control ann stream a C pher 11TM broadcast
servi ce datraist Tieamntm] dathdnforeationablikl besgat @nan otterfftaoe siseeaciahiin-dandn
(DOCSI'S) service stream or . other contro|l data.channel as part of a

br oadcas contEel eheanal strgpmst Rigichst LT ipderesPORce dAt HEERD A PRO¥RL NS Fi g.
2, a bl i ! . : o0
a bl ogl %g{e?f%@g%egpgc%ﬁgggﬁgg?@ SQJW% SBRALERE othd&hYEr datSURLENR00 s

shown. Th el'rvery tirvely provides content to a nunber of
users bagpaft dfpdRoskattamnltiandisinglksad elangnissibnsfi ed. I ncluded in the system
200 are a local access controller 206, nunber of set to ?o es 208, a
| ocallOpr ogrammi ng  Walbarizssnce ioliga2.ddioentiagamet ] guee Qﬁ&? 8! 2 goicHthe

| nter net d%ﬁge?fjs?stg&ezdo% & @E%ﬁéde@i%@ifs%ﬂeﬂzo%%l&ﬁga% BERNidR Rbeiht B3nd

di stributes | o lisers: ~an nmanages ing for t ers of service
order ed hynteebf uses bisedipemadrtat comditivhs bhimg setisftedninclileNBOtheesystisve a

nunber of | ocal A access contrﬁll%rs and()or | ocal headzt%ﬁds t%‘t di stri.bute
cont ent fQ(QP g lQPRERCOPFCOBHITPHEM ﬁga?r\éta o PSP B ROBT Vhe? 19§ RREESM Ecei ved
froma vacisly g SOUEASalNRL s6RYld drighbiferhlippont ent satel lite di sh

216, the [oca progranmmng receiver 212, a mcrowave receiver, a packet
swi t died net wor k, tTHee longleacness cotRiler 80 recBachcandent pop disaiug gt feassers uni que

Top box 208 e RERRPLIEYT W ER =R i 308 L Hohi e D F ol B o Some

parti cul ahnfddAChiNIRE) mihivedingherBPIJAEN acE&s chbPolRX artdd-18carhedienddto even
t hough both boxes 208-1, 208-2 receive the functional unit. Equi pment

Wit hin t histtibetalcoaBntboe dasMSeht Thsl strepmirganedig npriva ! theeosigpbisireestiveset t op
PO 200 R Sl R OB LA MO BB hnobte party
20  programming receiver 212, a microwave receiver, a packet switched network, the Internet
220, etc. Each set top box 208 has a unique address that allows sending entitlement
information to an individual set top box 208. In this way, one set top box 208-1 might be
entitled to some particular functional unit while another set top box 208-2 might not even
though both boxes 208-1, 208-2 receive the functional unit. Equipment within the locgl
25  access controller 206 regulates the subset of set top boxes 208 that are entitled to the
functional unit and bills the party receiving that functional unit appropriately. |
The content is typically distributed in digital form with an analog carrier
channel that contains a number of separate digital streams. All the digital streams or
channels are multiplexed together into a single digital stream that is modulated upon the
30 analog carrier channel. There are around one hundred and twenty analog carrier channels
in this embodiment of the system 200. The separate digital streams are tracked by packet
identification (PID) information such that the individual digital streams can be removed

according to their unique PID information. Other embodiments could distribute the



The content is typically distributed in digital formwth an analog carrier
channel that contains a nunber of separate digital streans. Al the digital
streans orwoOhaswoel s are nultipl exed together into a singl eceitgbt/@rsst ream
that is nodul ated upon the 30 analog carrier channel. There are around one

hundr ed d t I nbod
ot e 2o S PG O R T i BEREL Sl Sl ST BBl K
i denti fi cabdsBiidE) JakkdtRbatcnad h&%ﬁ&c&nhtmaﬁahﬁodem ¥arfEAuring Eh@ﬂe streams

can be rempbved according to their unique PIDinfofmation.
enbodi rrenhrmscmgﬂ/dtmhttembme the 5 WD 02/ 104023 PCT/ US01/ 48251 cont ent

vmthtransport rrech smsth nc ellite.dis mcro v

ant ennas, trans %ne"gé%ﬁh%t l"’s"’t/\dliﬁf’@ﬁi‘ﬁ 138} QAR o(glgp?rmogp $21% nodens,
carrief cwsfeﬁmoo ﬁ@ﬁ@@n Th&ee?nbo%ﬂﬁérﬁﬁ)r&}?@es'rﬂ&lﬁﬁl’é@&velf‘@ffcﬁ)"édtE&ifé@éﬁrcé o Fig.
3, a block diagram of an enbodi nent of splay 5 system 300 1's shown.

Thi s enbo@pummthmmghnadfeselmﬂftsswmy n@vmm Iobluded indhel displeygystean 36@era ity

t hrough a vari securs nechanj d di s system
300 are %° é?petf%‘p%er? %ﬁm?f%égg?v Sipﬁalyg}q%?,ﬁ{]w‘f%eﬁﬁ oy é§¥’§i6 and
W rel ess 3TRUIhedEMERS coe?p%&teﬁhm a'W%aﬁﬁ@ﬁ&&%ﬁ@eﬂy@y%b‘ﬁ&tﬂ:oﬂ@;ﬁoﬁzﬂ@t the
user can enjoy content conditionally distributed by a content provider. In

this enbodistmbiited byrfecantant errvidaroln By emiodimenthihe cpytentigropidenis gerblerI /B0

The vvork s as the conduit for information traveling between
t he set t%rﬁvgg&o Yj:md t he headend of the MSO In this enbodi nent, the

network has one humﬂéﬁ@tw@ﬂdwsn@dmsaaml@dMdﬁmfdmﬁfman@h@a@lmgbém%nonal
control data channel. GCeneral lé} each anal og carrier transports either an

anal og chﬁlﬁ ﬁ@tl tonbozaZ% ARk thedeadrngi afdhe MES. dhéhiﬁéﬁ@Odmmt,tth%n%ﬁtkrhﬂs dat a
C.ha.””e' t q’h/%ﬁtgsangﬁg C%H}léré Jm%rrae d1r [ {))nﬁ%ght? a%%%he?{(et he

digital c ann carrier are urs

identifi eGSnerﬁB} Bséh anbiigy drriek tfmpcmrhaﬂhelcﬁmxfaQig cﬁiamihmlr am@mder efudigiedl - band
channel that broadcasts data to the set top boxes 208 at one frequency and

recei Mes ¢trmels.ragehthseontred db@ﬁéméawoaﬁ@@ﬁ@ﬁ apd gpjtilomept infrmatign.dat a~ may
be queuedg %Cﬁ]o d &i §c§1 1989%1{%%11‘3 Q}eP%?e@ ﬁﬁgu&%agﬁ‘sdﬁhﬁgmﬁ" fore and

forward me novvn Int nts cou use an
i n- band C(Pa’m)el a cabl e modem di gi taI subscriber line (DSL), cellular
data, satellite link mcrowave |in ‘%ﬂ?”i?r carrier currentauﬁchm gues to

distribute control Ha¢ &-firFbioRalGogHo! P&t aeoiieiieah elenasl P use a

uni - di r eci,@iakts data to the set top boxes 208 at one frequency and receives data from the
20 boxes 208 at another frequency. Return data may be queued to decrease overloading
during peak use periods using a store and forward methodology well known in the art.
Other embodimeﬁts could use an in-band channel, a cable modem, digital subscriber line
(DSL), cellular data, satellite links, microwave links, or carrier current techniques to
distribute control data information. Further embodiments could use a uni-directional
25 control channel instead of a bi-directional control channel to send control data
information. In this scenario, functional units could be authorized without feedback from
the set top box 208.
The printer 312 is an optional accessory some users may purchase and add
to their display system 300. When using the set top box 208 for personal computer tasks,
30  the printer 312 allows printing data such as email, web pages, billing information, etc. As
will be explained further below, the ability to use a functional unit, such as a printer port
332, is regulated by an authorization mechanism controlled by the MSO. Using this
regulation feature, printers 312 compatible with the set top box 208 do not work unless
proper authorization is obtained.to enable the printer port 332 for that set top box 208.
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25- control channel instead of a bi-directional control channel to send
control data information. In this scenario, functional units could be

aut hori zedveior/mewz3 f eedback from the set top box 208. Theproriustess2812 is
an optional accessory sone users may purchase and add to their display
system 300. \Wen usi : . tasks, 30
the printer 312 a||ganggﬁﬁﬁgiai§§¥§8§%§%%§%Q@Hg§%§&§§§a%%gggﬁﬁéi||ing

i nf or mat i correspbding\® the kontbe. el dispred fouypiosity leetiovs ad irlapvilied dghe) use a
functional upit, such as a printer port 332, is regulated by an
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that set smordate Znelo e EdHMERs RO USOL /18 adonitdher diYitalidgiay 316
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di splays, use digital information to fornulate the displayed prcture. The
wirel ess tompudlledepen ¢abl81& ahéramputimdobrmeni dm ih&aned dransdesvensr theanpuit he 10
set top bqx .20 This device.318.cquld be.a renote contraql., .nouse,
eyboar d. S6FbS 1 CHEREEELE VB4 SAMTCrnSa 5ORAR T BRONERIRRLRY An
infrared {42036 8oMRINRRIdH el SR embMh &S, RIikUPRIRIAABHKESHUM bdyRasi m | ar
transcei ver on the set top box 208 to allow wreless conmunication. In
ot her enbouicadof the iRffared tlangneivei.red |ink coul d be used instead of the

infr d transceive 15 The s op box 208 has conmponen rts that

ot ot henc T eat BRSSP Bok S0 b epenal b et PR i PR fomatted i n
the set t@RhBAXatidAS AR tidnA RIS OldcBIded Z40the sERIPbhYx 2@Barea dontrbl&@r3oport 332,
a network port 336, an access control processor 340, a display interface

344, and s¥mary Ba%.eddrtRPopio, dagtworkhpes 3B, gelkecass AoriTal pEacesset 8B40, 2each

ot her over: 0 wher e, ea. I ) 4ni quel y
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i nformation appliance, a lper sonal . .
20 onthe bus 330. Typically, the set top box 208 is a separate device, but could be

integrated with the TV display 316, a computer, an information appliance, a personal
video recorder (PVR) or other consumer electronic component.

The controller 320 manages operation of the set top box 208 using a
trusted or secure operating system. Such functions as digital object decryption and

25  decompression are performed in the controller 320 as well as functions such as switching
TV channels for the user and presenting menus to the user. Included in the controller 320
are a processor, an encryption engine, local memory, and other items common in
computing systems. In some embodiments, the use of trusted or secure operating system
could be avoided if adequaté security is provided by other mechanisms.

30 The set top box 208 includes a block of memory 328. This memory 328 is
solid state memory that could include RAM, ROM, flash, and other types of volatile and
non-volatile memory. Objects are stored in the memory 328 for possible use at a later
time. During execution, software objects are loaded intd and executed within the memory

328, and also use the memory 328 for scratchpad space. Objects, keys, serial numbers
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step of il . i k ] i tatus
of 5 funatoRarngre Patiahat DR LB RIR O BN B B of
encount eraadthshebjept (ertt,| angpesating queah eteck hathehidakipo amnd authodizatioh 2€an and

aut henti cates the object requesting the printing and/ or the printer
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20  that interacts with the printer 312.
The network port 336 is a resource that allows bi-directional
communication between the set top box 208 and the MSO by way of the network 308.
Included in the network port 336 are a tuner and a demodulator that tune to analog carrier
channels and demodulate an MPEG data stream to allow one-way delivery of content.
25  Also included in the network port 336 is a control data transceiver or cable modem that
allows for bi-directional communication of control data information and/or content. To
distribute loading of the control data path to the MSO more evenly, a store and forward
methodology may be used.
Modulation of the digital video signal onto an analog signal compatible
30 with the TV display 316 is performed by the display interface 344. As discussed above,
the TV display 316 generally accepts signals modulated on channel three, channel four or
a composite channel. For displays that accept a digital input, such as LCD displays, the
display interface 344 performs any formatting reqﬁired by the digital input.



checkpoint for printing is located in the operating system but could be in
any program 20 that interacts with the printer 312. The network port 336
is a resowe/mies all ows bi-directional conmunication betomeesviusesiset top
box 208 and the MSO by way of the network 308. Included in the network
port 336 are a tun
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interface 344. As discussed above the TV display 316 generally accepts
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For di spl t put, such as LCD displays, the
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input. 8 WO 02/ 104028e BcEésEDkbUfid&eksor (AEP) B4 o¢dulddSserdritg fingsidus ce t hat
communi cates bi-directionally with a wirel ess i nput device 318. Included in

the IR potihindle sef tomba2qs: dins cxammle. thadChi e s pRkeRicegpp ard
Comml | caf i Bab el ‘g\?&*ﬁnhéﬁhé Fﬁé&ioﬂ%ﬂ}&?og%@lg?{@zb% u?deg&ideﬁf‘éfetﬁe' n the IR

48 convert anal og signhals recelve e transceiver to a
c or r espordnirgliel 3P0t &lo ﬁerﬁjrgaried taskigothe dri@iRe340 iankmldega p]iogembls Rgvitantd RQMe

transcei ver froma corres di gi tal i gnal caonptr
processed %twgoa?r@ietta|exg<ﬂ§§%ﬂr}§w§ indgagndepieot, ﬁé?g?or&?@#%@%ﬁqﬂr &%@40&2&% he
functi ongpii& NaddreniffilenkRR A% h%\giﬁuﬁ Ifén R aesip &ﬁ@taoﬁ{enpmc%%n CP)

340 regul ates security functions inth top box 208. For exanpl e,
t he ACP 3dghapers. oCheckaointeart emhtdded uatndihe sb(ftvaant hor thattigger teé¢ ARPr340rider t he

direction of the cont oIIe 20 or ep nde t.he. cont oIIe 320. To
per £ oo 1hedopadee eheoten 6 viadiess Be et a0k in R Bio e e
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content and cal cul aTh®1§CPsi4grran alse shadoreibir ppﬁrﬁtlsg ayséere (DRigadsurappehe

ft . t hat h 4 ks. |
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© 20 kill running applications if a checkpoint detects an error or if authorization expires.

—

Further, the ACP 340 could monitor memory 328 to detect any application not authorized
to be in memory 328. Scratchpad memory size could also be monitored to detect
applications hiding in scratchpad memory. Additionally, the ACP 340 could randomly
execute checkpoints on the objects in memory to confirm their authorization and/or
25 authenticity. Problems encountered by the ACP 340 are reported to either the OS or the
MSO. In these ways, the ACP 340 acts as a software security guard bot within the set tof)
box 208 such that aberrant behavior is detected and reported.
With reference to Figs. 4, an embodiment of an object message 400 is
shown in block diagram form. Object messages 400 deliver functional units in electronic
30 form to the set top box 208 from the network 308 such that information may be sent to the
set top boxes 208 after they are fielded. Forming the object message 400 are an object
header 404 and an object 408. The requirements for the object 408 are not included in the
object message 400 in this embodiment, however, other embodiments could include

requirements for the object 408 in the object message 400. The tier requirements for the
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The ACP 340 can al so shadow the operating system (OS) to assure proper
functioning of the OS. By watching the |launch of software objects, the ACP

340 can W@ydzi@ko29hi ch application software objects are r uamng/a8ds1
necessary, the ACP 340 can 20 kill running applications if a checkpoint

det ect . i f t i i i .. Further, the ACP 340 | d
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requi renents_ nessa Al t hough not shown in Fig. 4, checksuns are used to

val i dateatsmat?qﬁ‘éﬂtggﬁlf‘éfc‘i‘)%%age 400 is transported to the set top box 208
f he headend w - F S I 04 i d ttribut
om e Reatend i gy, RO AR cERAtel ORI HIgR I 0

for the object nessag jec e

header | eagbhboass 208, ddiorl duvgilbad &f thelbigbital0g) it idthentidedd bfd &lthoreg @b t War e
versign, an %ﬁdorrai n_.identifier. The.header. and object |engths
respégti VEFY g gpwse of tetresh gicnzres 09 prd aylabiithebibe pbieor e thene obj ect

408, The wcdGL LaRa) viPids | SRIIRE PLANLASS AL e 808 bDgl g Lgue

attributing tier urrement 1 nformation | ect nessage The
sof t war e obgact isuech anekiecdtlels programs)\Virsiveme ifgradesbam-ihe preerahs @of.,. Jalh®f er ent
hat .all of the set top boxes

% g,s whi & 3?#18%?%9,‘5@%5?%%@%% 3%%6@%@236 i?lgh TR 1998y 200K @BY/Sr d
associ at eheWbjddt 40@Edn ONRE ImmbaRitP h G au Rt MOh UHE SuGBALARY ok BE, SYst em
200 is designed to deliver to ,

later time. Additionally, authorization can be programmed to expire after a certain

amount of time or can be rechecked periodically as the object 408 is used.

Referring next to Fig. 5, an embodiment of a “rights” message 500 is
shown in block diagram form. The rights message 500 conveys rights to use a functional
unit. Typically, there is one rights message 500 for each set top box 208, which specifies

25  any rights for the functional units in the set top box 208. To determine authorization,
requirements associated with the functional unit are checked against the rights of the set
top box 208 to determine if interaction with another functional unit is authorized. The
rights message 500 allows remotely adding new rights to a functional unit associated with
the set top box 208 to authorize different features and/or functions. Although not shown,

30  therights message 500 includes a checksum to verify the integrity of the message 500
during transport.

The rights header 504 includes attributes for the rights message 500.
Included in the rights header 504 are a header length, a rights data structure length, a set

top box identifier, and a domain identifier. The header length and the rights data structure
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set top boxes 208. Upon downl oad of the object 408, it is authenticated and
authorized to 15 verify the source of the object nessage 400 and

avai | abi | Wwigyo2abad2be obj ect 408 to the receiving set top bae2@®i/48yer al
types of content or information can be enbedded in an object, such as
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pr ogr anmenghttomesgaige 80Gifo espeai feeset wiproox@0Bumthedbntaime or can be rechecked
periodically as the_object 408 is used. . Referring next fto Fi.g..5, an
embodi nent of a "ri%-]‘?il521 '”ﬁﬁ%vééj%‘fwge?@cgﬁwnﬁ%mg?%%lﬂ:itogﬁﬁfé% indhtn  The
right S Al by i ' ihcal |y,
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anot her fyACHdRANBhitdMhlard §utﬁb'ﬁﬂ‘21rﬂyl§ rtidif8r tidr] TRE Ful¥BSSANRit2 w’l | ows
renotely adding new rights to a functional unit associated wth the set

top box 208adyimiliclsertop boxi20$ er may bt dawuloededaiddme ltemritne using ambbisough not

sho 30 _the r%&ﬂés message 500 includes a checksumto verify the
int \é\gpi t Y5128 ssage 500 during transport. The rights header 504

includes attribut esRERFrirdgiRxt tizS6 RSHRIRVIRIR of an BEjestdeshirnichg”r i ght s
header 504 are a header length, a rights data structure length, a set top

box i dentinfysege 6@thid showm imblack diegrant fasm. Theebjeshrtarireraenys message bA@is i ght s

data structuyre 1 02/.104023.PCT/ US01/ 48251. th, r ecti
o cat o et b ety MR PR e ot phicel M d S RGSRInSe)
st ruct ur eindR8ed T Bfect RPuBENeritslBiRbdabE 600 ROkl fenfentiicdter apadadtahat

allows attributing the rights message 500 to a sg_ecific_ set top box 208 in
t he dénmaiiquireraents dafp slredwedP8d AldonBle net e R.JAa P LIGH] FEqUITRMGTEs MBwage

i nformati | i S ] : " : ponal unit
may have @?)91:;.1?1 3 HFsga %}gegkés@{eor %ﬁ@h@ﬁﬂe‘éﬁ%@ﬁpgg}gfsﬁ%??%%ﬁég@%}\? %nce of an
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20  The header and requirements data structure lengths respectively indicate the lengths of the
requirements header 604 and the requirements data structure 608. Every resource and
object has a functional unit identifier that uniquely labels that functional unit. The
functional unit identifier allows attributing the object requirements to an object 408.
Different MSOs are assigned domain identifiers such that all of the set top boxes 208
25  which might receive the object requirements message 600 can screen for messages 600
associated with their domain.

The requirements data structure 608 allows the MSO to specify the tier
requirements corresponding to the object 408. In the data structure 608, the functional
unit identifier is mapped to one or more tier requirements. If a right to any of the required

30 tiers is downloaded in a rights message 500, that object 408 is authorized for use. For
example, the e-mail object could require any of tiers ten, twenty or thirty to be present. If

the rights message 500 includes tier twenty, the set top box 208 is authorized to use the e-

mail program.
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Referring next to Fig. 6, an enbodi nent of an object "requirenents”

nmessage 600 is shown in block diagram form The object requirenents nessage
600 i s uwed2aio4mpeci fy the requirenents for a correspondipay/usyjiagis1 408 in
the set top box 208. Included in the object requirenents nmessage 600 are a
requi renents header : : W : t . Al though
not shown, the obj eg? Q?@gﬁtﬁsg‘#ﬁ?@?gﬁ%ggss%%gﬁoéﬁgﬁ%qﬂgﬁ'uc&ggfeg%@hhgg sumto
verify thsssbdibiediobieyt @Esshfed(ELE agiendit: chier bot tidseapepOEven thohgh r equi renent s
header 604 includes attributes for the object requirenent ssage 600.
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the functiona unit 1dentifier is mapped to one or nore tier requirenents.
I f a rightranspodny of the required 30 tiers is downl oaded in a rights

500, that ohject 408 i hari . le, th
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208 is authorized to use the e- mail program 11 WO 02/104023
PCT/ US01/ 4 82@irenithis dotsj stucturelpugihemeha domeis ddayéifignlieshaafi¢rcpndl y coupl ed

with e associ ated obj ect ssage 400. by .a.si.gnat.ure, ov bot h_nessages.
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nessages Héder POPaRT Be AfuirefRfisidaRCstAldtuk1008. rRifERAE MSGs defsvigiaddionaxd to
Fig. 7, an enbodi ment of a resources "requirenments” nessage 700 i s shown

in bl ock Hicagfiemmsnel thet athel the sefiier bexes 2t Wiisk AEEt FReSEEereyonCesi s used to
specify the r LI t r.all I . - 208.

I ncl uded relqﬁm? %kemrS z%neggarg(%:gts)&rcea%us ﬁ%ﬁﬁ@%ﬁ&% 28%5%8%)@%93&21 t?ng%g? %ﬁ% nts
header 704 and a  The resources requirements data structure 708 allows the MSO to limit

20  access of any resource to predetermined subset of all set top boxes 208. Included in the
resource requirements data structure 708 are entries for each resource in the set top box
208 where the entries are labeled with their respective functional unit identifier. Each
functional unit identifier is mapped to one or more requirements in the data structure 708.
If any of the required tiers for a resource has been downloaded in the rights message 500,

25  that functional unit is authorized for use. For example, if the printer port requires tier
twenty and rights to that tier are not granted, the printer port in not accessible by any
program.

Table 1 shows an example of the tier requirements mapping for the

functional units in a set top box 208. The requirements for each object 408 are received

30  in an object requirements message 600, and the requirements for all resources are

received in a resources requirements message 700.
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requi renents data structure 708. Although not shown, the resources

requi rements 10 nessage 700 includes a checksumto verify the integrity of
t he messaw® 2004d8ri ng transport. The requirenments headerpCiOdsoingisudes
attributes for the resources requirenents nessage 700. Included in the
requi renents header 704 are a header length, a requirenents data structure
| ength, and a domain identifier. The header and 15 requirenents data
structure | engths respectively indicgipgeihe | engths of the requirenents

header 703 ANiondF YRR [CNent S “ﬁ&cj-%ﬂa%ﬂ" e e LP‘fiéFRe&ﬁuéYH&ﬁjg“e .

assli gned orre Tt ttetrrriret O t

X t TTIe—Set—toP eS—Z00; whi ch
m ght r e¢ei-ve—aPesources & S PHEY, Hessage
nessages | 700 asséci ated MErlﬁalﬂ@quCt domal n._The resources réoufid enent|s data
structuré¢ 708 al Pows t he | E80ei Usé pfiPtintePPoraBesmscof d4ny red@uilce to
predetern ned suBset of alWord®rodeodorhiyes PAQer Pbaacl uded i n60I8® resqurce

requirengnts datg Struct kg, B3 REQreMédt€S Tor each|resoukggy n the set

top box Wﬂ*ﬁ e%u@’grt cﬁir&é] VVI tn tnel resg;; ive furjcti onal
uni t i deptifier—Eaech—Ffui -Of tHH eenti+-er—t+s TeapP o—ohe—qr nore
r equi renmg-n—ﬁhe—dakamm%& £ an-y—ei—-t—lc.e—r-aq-wgged—t-l-e#s for a
resource has been downl oaded in the rights message 500, 25 that functional

unit 1S authori zed £1 ARl BBl SRABhARY hoddion BARLOIRALL, LEGHL S L1 er

twenty and rights to r are not” grante not

accessi bliethycarsspoid Rosticos 480 IFr kxahsiestha abm@a@mé wofd pﬂmeesfsblecﬁb_] ect to
requi renents mappl ng for the functional units in set .tqop box 208. The

requi Pemdise ShapinterRast 3t issesoutss thiee wikledhe abplityzef th?-. eawﬂoq}p@&to pesciie r ement s

esour cod Tiaatpiae AL SR Ay g GIPHS TS R ERIITELL “ram

1 Functi qmaitb;dmmtrmglﬂel:qu mmﬂgity Ujlmttheﬁmaﬂ Bmgmmnemlﬂtbs deﬁhed}ﬁmz&iduuygo System
bj ect 10 E- nai | 40 2 E-mm Use_ of_ Print.er Portg)gg‘fsa?urce 40,
70 3 WnWPbSé’@%%‘fmw@ f@ﬁy OF $GYERY- rli@ﬁftls §aY> the 2buity gfipdisidya hj ect

50,60 5 Jridces MY R L0k REFMEGRrNDI%an be regulated.

10 - Granting rights to a tier may enable use of more than one functlonal unit.

In other words, each tier may correspond to a package of functional units. For example,

every functioning set top box 208 in the domain may be given tier ten as a default -

condition. Referring the example of Table |, tier ten would allow use of the operating

system and é-mail objects. Further functionality could be made available to the user by
15  granting rights to additional tiers as desired by the MSO.

The mapping of tier requirements allows offering software objects with
different functionality. For example, the word processor object could be sold with two
different feature sets. If tier sixty were procured in a rights message 500, the user could
use the word processing program and print from that program. However, the user could

20  not print from the word processing program, if tier fifty were procured instead of tier
sixty. The user could later upgrade from tier fifty by procuring tier eighty to allow
printing from the word processor.

. Use of the set top box 208 could be disabled by the MSO in several ways.
The operating system objec;c assigned to finctional unit zero is required for proper

25  functioning of the set top box 208. By sending a rights message 500 that did not have tier

ten, which is required by the operating system object, the set top box 208 ceases to

perform properly. The ability to disable the operating system object would not interrupt
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6 IR Port Resource 90 The physical printer port 332 may have a nunber of
resources assigned to it that correspond to objects 408. For exanple, the
ability oWwadaovwmsd processor object to 5 use the printerrquouso13&31i s
resource three, while the ability of the e-mail object to use the printer

port 332 J : : . ?@%‘ b - ] | owed
to pri nt&%gﬁﬁ%ﬁ%‘é‘?l%‘?d%ﬁ%ai} roel %ﬁ%éfgggwa? ﬁgﬁlggﬁgﬁ 1%?%5%%%@5% d be
deni ed t het @ibddxt308t d.espdiastic higasngds doald begyakdreto diouptyoperativavéiiteyset fop t hi s
way, the ability of individual software  objects 408 to access_the printer
port 322 RO¥?08eSuchis Tarayel of leEniagy; WhLchicgREYPORs ip PRk pﬁﬁﬁ@né{%uﬂ@uase of
nore tha ' hé . T Ler correspond to
a packaggu S%?’ ?ﬁﬁf‘%‘%ﬁg@tﬁ’ﬁ?? %’.th?:%)ér?t&%?ﬁ&?%gﬁéé%&uﬁgﬁgﬁ%gg set top box
208 i the domai n nByndi®ngl wen thdt @avd snasdiznad eefufreinenicitansednnotbe dr@bkdr i ng
the exanple of Table 1, tier ten would allow use of the operatin system
and e- mai 1Y dBglis maessage 1 00e A0 thiemg fi?l{a)bl%uﬁedofbtge ﬁ%@lravamcarmog beo " t he

user by JendARy Ny el adbidpne]md talid, B IEPLEAG Y dlibe MBQ The
mappi ng of tier requirenents allows offering software objects wth
di f f er entrefauncd regaadl¢ss pf whet tiencephgy iemay pessear Hatpr, acesswsountyseequicmentt be

sold with two (fferent feature sets. If tier sixty were procured in a
Cant s nesesites besifBe selid s B obme ThbRE OLBELTABEHRGES am and
printyd r opedshad 760 8918 Rhyd PUEVRLcndd 8 (HSBFe R bO 2800RE sBEH bt 4 g t he word

processing program if tier fifty were procured instead of tier ~sixty. The
user coulmedsagecoulpgnthdazd itonset iTde chedking ditigyrequremegistagemstdioymghtstio al | ow

i nti f t . _Use of, the. set t box 208 |d b
(i sabl od PR grtnE iRt peeSeTRutiiRizRon HiPa R OR Bt “asei gned

to functi BB ivheB SV ol chebIgRMti€shch@itertiOper 25 functioning of the set
I gh

top box 8. By sending a rights nessage 500 that did not have tier ten,
whi ch is required byVitheefoperedoiFigy Ssymneod thbjfiestionalheits ef 2 s&b torbloox 2088

ceas to_perfor roperly. The I tp-di sabl e the,.operating system
ob; oct> wollt S0t FIRURRR 4 G G8) Ao P B BB RE R0 1Yoy T
recei ve agigifidiNahitd hatise OPSTRYLS. TOE it habays Qtlctoni vaialverdprriap bopn of
the set top box 208. Less drastic neasures could be taken to disrupt

oper at i onFigf 8 erresuberdingpto hese 'wBr indhe gz Lo fio smbedimenk suprordinate whi ch,
cOr T eSPoned ) BoARn S8 VS e Bl LB EIE R A0, e
have no aps&icyastld, @ohdréwrmt3otiiapsses shdvkpoing WoalheBIOS 808, OS 812 and so
20  onup the subordination hierarchy. The BIOS 808 imposes checkpoints on the OS 812,
but not upon the hardware 804. Functional units in the same ordination stratum can
impose a checkpoint on another functional unit in that stratum when they interact. For
example, an application 816 can require execution of a checkpoint on a driver 818.
Superordinate functional units are designed to initiate execution of the
25 checkpoints in conjunction with the ACP 340 and subordinate objects are designed to
‘ have checkpoints imposed upon them. For example, the BIOS 808 requires execution of
a checkpoint upon the OS 812 during the boot process, during execution and/or
periodically while running. Driver objects 818 are subject to checkpoints when installed
or exercised during normal operation. Data file objects 822 are subject to checkpoints
30 whenever the data in the file is accessed. An HTML object 828 is reviewed as part of a
checkpoint whenever the HTML object 828 is interpreted by a browser application 816.
Referring next to Fig. 9, one embodiment of interaction between functional
units is shown in block diagram form. In this simpiiﬁed example, the functional units

associated with the set top box 208 include a set top box resource 904, a printer driver
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by a rights nessage 500. In the exanple of Table I, use of the fire wire
port cannot be authorized by any requirenents. Accordingly, the set top
box 208 cwwnmtioure this resource regardl ess of what tier riTgbg03/48251 may

posses. Later, a new resources requirenents nessage 700 could be sent to

repl ace the_ old,one. The,ne soyrces requirenents 1Q nessage 700 coul d
have a ti(geb eci?@?’g%%iﬂagl ?%%CWP irlf,ean%arpgnbe(gpﬂglrgsg&{ﬁegz{% é’t‘i‘%ﬁ@%ﬂo{ﬂ}a&ght s
nessage CatdrabtiutdTehdse FundtidnbiSits, [dhecledaRKhREneduriéred tHafigeeMent s agai nst
tier rights is perforned during the authorization process. Authorization

and/ or aulutkarizaian cherkss TablerX eorelateswighircto gequaresteatidontarh fimctionalowmit ier ed.

Wth refegenge ig. 8, s0 t he functi.oi nit.s of S top box 208
5 are shodn FngieBnart R B s i fes S HRRR b Btckibeyd uatph e

super of di nghiteniessdebesod.unctional units near the top of Fig. 8. That is to
say, functional units toward the top of Fig. 8 are subordinate to those

|l ower in the figure. In this enbodi nent, superordinate functional units
are responsi ble for inposing checkpoi ﬂlﬁl n subordi nate functional units.
For exanpre—the—heardware—364—+rpeses c..&.gpci At-s—Hper—-he—Bl-OS-808- OS 812
and so 20 Bimetipnal Unit H) | Funetional Bk, Requirements g 05 s08 Righésses
checkpoints on tH¥ OS 817,SetBap Bost upgon t MéAhar dwei-eraQRrintBubdvene@l pnits
in the sgne ordigi@ i on st{rE&isih can i nMpose Yescheckpaliér riveanot her
functiongl unit 9gy that Stpahsppahen tlhey iwdser act].ph@dr pgxanpl e, an
appl i catijon 816 g@n T equilrE; R8s 1 on (of a}g&eckpoimneon a driver 818:

H " & s £ A 4. PPN S
Super or di mate—furcttora—tmrts—atre—destgred—to—t+nttrate—execut+or—of—the

25 checkpoints in conjunction with the ACP 340 and subordinate objects are
designed to have. ¢heckRo) BSrdsHROSSTh HRAFrb B Me fothe E4BbRet 16 Bl OS5 808
requires execution of a checkpoint upon the OS5 812 during t'he boot
process, Wien thy exatabjechP 12nedladed, pehedgbudln thewhjdced YAehecksfor Prapeer

obj ec 818 ,are subject. to ch {nt.s when installed. or exerci during
or il G opBRut SnS PREtehS s ORTERT b7 5 s tboielly A0k F Bl el Bkt £
whenever #dfr dofR d-Mafl Bht 01 @ 1 infeeRARESERTArdSNT th M MYt r&@feinsnts @z ved
as part of a checkpoint whenever the HTM. object 828 is interpreted by a

browser apphs eamdibebiet@12 cratinyes ersuiexpast Sremhgekpgintodae dvffod thastallyt
interacti e cl . i bS. i.nshl i m_for In
thi s o nptetird EE AR et Bl IS A SRR et " op
box 208 i9pd-vde @sEetivélgpodded. resource 904, a printer driver 14 WO

02/ 104023 PCT/ US01/ 48251 object, 908, an e-mail aobject 912, and a printer
port Fesource 916. Bier Hig Uskrepgiverdhe st fnbactQ4e Hicgret (esdd al RetPR M al

units, c hﬁ‘ﬁh&% % St eﬁﬁ%ﬁﬂﬂéﬁ,rtﬁg aﬁiﬁ@tto tpE‘iingﬁ% added feature that is not
included in all set top boxes 904. If the printer 312 is a purchase sanctioned by the MSO,

printer driver rights 916-2, 916-4 and a printer port right 916-3 are sent in rights messages
500 to the set top box 904 from the headend of the MSO. '

20 Some embodiments could provide rights to a subset of the functional units
capable of using the printer port 920-3. For example, the e-mail object 912 could be
given the printer driver right 916-4, but the set top box resource 904 would not receive
the printer driver right 916-2. In this way, only the email object 916-2 could use the
printer port 920-3 and the other objects could not.

25 Hooking the printer to the printer port can trigger display of a message on
the TV 316 that asks for a secret code included with the printer 312. After the user enters
the secret code, a request for the rights messages 500 that enable the printer is made to the
MSO. Once the MSO receives and verifies the secret code, an enabling set of rights

messages 500 are sent encrypted in a key-based upon the secret code. In this
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aut hori zation checks. Table 2 correlates rights, to requirenents for each
functional unit in Fig. 9. The functional unit identifier serves to

correl at ewige/wast i onal units with the 5 rights nessages ggQQusoladlse 2
Functional Unit ID Functional Unit Requirenents Rights 904 Set Top Box NA

E-mai |, Rxrj j : - I ' ' Printer
Driver Yeegﬂbgpﬁ?@; ﬂhég)?l%l te?gj%XGrPc?%%ﬁt gpg%of%ftgﬁzlg E%whéﬁwgéﬂse\é?gotdgrgg%%%ﬁ sour ce
904 is supathistitiedt ©08 oviichecede UsinglinebijecOidssaghiem t he emmi | object 912 is
| oaded, a checkpoi né@ll n the object 912 checks for proper 10 rights. The
proper rights are dBPHAERE Hinatlinbiccbeln is awaning thowsep mey thnie Paihan cafilect 912
Itsel f. | | | . : mai | obj ect
r equi rerreﬁfrlﬁsg 2&6@2& %%égggélﬁgh%%gﬁg‘% &5%ggpceg%gﬁﬁ?elg%éé;%rg%{ﬁ?Bgfof)east t he
checkpoi mprintifipe TACR-BaDojett R cylls he pHiaterEritred 08U ine theiisRihativraty ting he
e-mail right. 91 -]}Walgd.e-.rra'l QDbj egt re&i rements  920-2 are respectively

| oaded. NHRE.o A G156 RPé’é‘i'mrﬂl%‘“c@FW% T$yee 98 stopopropessingountil theauthodraticarnfadd ™ an
opt i onal ke 1ok S € ' gl } ri | s an added
Poat e (ROE iRk 312 ktcalen SBRHeFBRter P POL PRI 42 0, 2515
s a pur phate veapotihasel idlpaddientdSty AR 340t Songiwith ¢he primgdrtdsived 6- 2, 916-4
and a printer port%?ré)iﬂ t 9%{}-3 are sent iin rights nmessages 500 to the set
top box SHH RS Tre- e nB‘Fa_lt’coI‘}e Wﬁnll}_ﬁ)a‘@%ﬁ%w%ﬁ’ﬁi’o‘a isﬂﬁ?ﬁgulc@ﬁlpémfﬁfovi de
rightiy t QrieSstIeQlooRifothfls fé i Ateimaidh trSr tgggﬂﬁ!%?é?%%&’ﬁésg& ih@eiﬂé’“ nter

port 920-3. For exanple, the'e-mail object cou gl ven the printer
driver ripghter @o8rdsoueetOltdhe set top box resource 904 woul d not receive the

printer driver rig 916-2. In this y., .only the emajl .object 916-2 could
use the printer po he Typpetpo, s‘?"r’i‘_"eG%@Héﬁ%ﬁ%‘ﬁ?@p@%ﬁ”ﬁ%{f@ceﬁo?-IS fng the
printer tgnide€edrbithé SiintePs12. CORcd hid@sHorfisSphiay 18 prént SRk ofdne TV 316
that asks for a secret code included with the printer 312. After the user

enters tcheckpeut pruses die pracessepie shedkghatitheprintghdsverebeapes BOQrapeat enabl e

h [ . d h . ' . i f] h
(e 5510 ek eI ben 50 Phee s D SERRYERG e
key basedutheaticatiog. TRIE elic €RAS. the Prifti drivel 0b)d6) A% it QdiBestidAel/ W01/ 48251

remainder of the print job is spooled to the printer port resource 914 for printing.

" In some embodiments, the rights 916 of one functional unit can be
inherited by another functional unit. The right 916 could be conveyed to other objects
20 408 that might use that functional unit. For example, the right 916tto use the printer port
332 could initially be associated with the e-mail object 912 alone, where this right 916 is
conveyed to e-mail object 912 when the user purchased a printer 312. At a later time, the
MSO could authorize inheritance of that right 912 to all other functional units or a subset
of the functional units that might use the printer port 332. In this way, additional
25  functional units could use the print feature.

' Referring next to Fig. 10, a flow diagram showing an embodiment of a
process for distributing functional units is shown. This embodiment allows factory
loading of functional units or field loading of objects. Other embodiments could field
load resources also, but this is not done from a remote location such as the MSO. The

30  process begins in step 1004 where the functional units are designed. The functional units
include hardware and software. Some software could be developed by third parties and
provided to the MSO for distribution. The various default requirement tiers for the

functional units are also defined in step 1004.
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enbodi ment, the printer driver object 908 is 'factory | oaded, but other
enbodi nents could |oad this object 908 when needed usi ng an object nessage

400. Wi | aydhereormi | object 912 is running, the user may peyuke/apsint an
e-mail nessage. Several checkpoints authenticate the proper rights 916 are

present before 5 printing. The e-mai|l object 912 calls the printer driver

908 with the i nfor rAtdeEaninagionis mgde lﬁrsfeﬁtlloﬁé as o vhelbrRpige ﬁ@nqtlﬁnqln@tpm nt er
driver 90%; I BERS A 4 bne! et % (1854 48ALPR B arc bR | 0D o0t

912 is chec I nter I'Ver ri printer

was pur chasedcesiase ty@adtﬁgl phmloaltdlaexcé‘ﬂ%t?a%@ istatieg atiiht Hadibre dRrblynattedhnébiany er
requirements ﬁzo 1 for authentication. Presum n% authentication is
successf ul the Aeldy Flentronicaly glorahls objpstecan srograily Pransialiaddn Sig fastorsh@rdheat i on

for the pgiAteRky3L2 c@x@%%&@fe%?ssaﬁé [‘nh{aﬁ da B&he ?Jckcg}gﬁga}fggﬁorﬁ M p%%éh The

printer port’ resource wWar e por |nte aces 4 Cabl e
connect edsystent 6l withouteredBit.a t€¥méciamb provddd ® minismse finctiondllv@ipthe Béter port
resource 914 a__checkpoint pauses the processes to check that the printer
driver obfPB®PX80% has proper 15 authorization. The requirenents 920-3 and

rights 916-3 are | ogg %% E‘ga}%gcﬁgﬁéﬂﬁ%gﬁ%mspﬁé@%&ggﬁog@ 4. Once the use

by the printer driver ject 9 I's aut cated, renai hder of the
print j obpmsesspgobﬂmues td step 01 htvhere ploy fanetemmlinties 34 stadied patd thd seytopl N some

enbodj ment s L s.916 af .one functiona un t can i nherjted by
anot hir P‘aﬂm%%w %ﬂwt the?ﬁ@ml&ﬁvw@ﬁa@ deenst at e Eﬁ%ﬁ@ﬁ%gacf%yatsr?éﬂe dobj ect s
20 408 thaty Mhfe 48 gﬂ?&ﬁs Mﬁ%hﬂ@@fer@%%merﬁ% t}@i&@i"-"@méﬂ@bﬁé@h@s 916 to

use the printer port 332 could initial e associated wth the e-mail
obj ect 91m3vedvenexewaé¢cbmtd1ibs sr:ﬂghbo@l% afﬁerfmhhm@yed to e-mail object 912

when th 312. AL I d
au?ﬂorl geu?ﬁ[]elror'[ ;% ’g‘?ﬁlk%zgf rﬁﬁtf’ %ﬁ?sﬁ%gg??s fg‘frﬂéiﬁnqlgﬂ%:lt‘? %E%NF&P;:]?;JS or a
subset  ofhdrBend dHj&dts %Qﬁstﬁﬂhtfe§ td &@&enfrpﬁmde&ebs eTHe B stBb i EproB&E inchRizs | N

this way, additional 25 functional units could use the print feature.

Ref er¥3 ngelertsomically perding Gie cbjddt 408 by sgyrafyps hbdatagink ﬁuma@’éﬁtsmﬁch@d
process for di.stri i unctiona sh omn 4l al | ows
Pactory  Touiindnsrbriihd gyl el b mitiPB el 88" fer
enmbodi menfusctgaial tnitd. Eligr reh0REmERS Wiee@Sfudtischal Bt aﬂemeﬁermﬁﬂ.eﬂcabcdiﬂllﬁg tbaom a
remote | ocation such as the M5O, The 30 process begins in step 1004 where

t he functmaksgtingpiapof éheeM§&| Hirerpntenhproyidae embedslthepieds 40h& th@t har dwar e
SRR e ey At
for tie §eumptbo&aa208mvdr$ @neobdaoclhahéliestep 1038.ep 1004.
Once all the functional units and corresponding tier requirements are sent
to the set top boxes 208, the rights for each box 208 are distributed. A billing program is
checked to determine the features desired by the user. Once the features are known, the
appropriate tier rights message 500 is sent to each set top box 208 in step 1032. In this
25  way, the MSO controls use of functional units within the set top box 208 from a remote
location.
With reference to Fig. 11, a flow diagram depicting an embodiment of a
process for sending control data information is shbwn. The MSO controls access to
functional units that are in set top boxes 208 and are remotely located from the MSO.
30  The process begins in step 1104 where the MSO divides the functionality of the set top
box 208 into a number of functional units. The granularity of the division should match
any marketing program. For example, there should be a resource assigned for each object
408 that may use the printer port 332 if the ability to print for each object 408 is to be
independently regulated.

17



16 WO 02/104023 PCT/US01/ 48251 A determnation is made in step 1008 as to
whet her the functional unit is being installed in the factory or in the
field Aswigwsespkilled in the art appreciate, resources aica/tsoRusal! Yy
physi cal devices that are installed at the factory or by a technician in

the field. Electronjcal st or abl e .obj ect an generally be installed in
the factory or the bgcef- Iﬁﬂf}"?‘t‘?&}@\]e‘%}’éﬁs,ajrec‘g?@ﬁ&’r?n& I Giqre Ugrserg ?ﬁl%‘ls&&bt h the

factory smabidl RSt 9851 18, thige pPgkat lofloRye ?&?a@l@a%iﬁ’g fuleynal it ﬁzﬁar a
technician to provide a m ninum functio a?lty to the set top box 208. If

t he part imatrer conmsitritovith tha markdgigndan. nkirakhmplei & thafiteorie bod tetbt to be
processin ontinu t.o step 1012 where the functional uni.t re jnstalled
ot e el 5 ey 5o Byt om0 Sypiscarpyed Pribepisaircan sty Ybleter of
the olsj ecicyt ALl delfdpWoked D64 Al thedicksh that the set top box is functional
before shipnment to the user. Certain objects 408, however, are |oaded into
the set top box 2080unde the finatiodanmitstand Feir requitegndntate debigde etspbjpetocessi ng

f t .1008 ,t t 2 .h i t istributed t
dont ent - PEVERFEne et 4 oo 0F At biEo Rk eS| T kb biteal 1 y
sendi ng tRguiedh&fs nd&3eby0s B rhiRRd%hd dalido hil He Bteh RRef2(WEkeS swW tched

network. In step 1024, the content provider assigns functional unit
i denti fi edonain. This mesgagst 100rspecidias any, ticTirequireatgnisrienalhths resouresadthedchiset i onal

unit are deternype ccording to a rketi an, of .1 he MBQ. _The .content
o ovi Dy SR8k 20 AndeRbiel b trefhop A Ao BBl P S Mo IR £ T

obj ects 4B&rafite0by Betsubaqubnitaen®Rige 700 IagR 1606) ahg oBRcombssag 4000es 208
over a control data channel in step 1028. Once al]l the functignal units and
cor r espondihiy the 9t toreberies 2R8 it thegomain nin opjgch gguisErenipesage s0dpaent he
rights fo r ' [ il hSs ; ed to
et or m nlcr RETLAEH piedfeRBo 10 Sl h Pl btk R PEBSEAM A EBR(Cl

t he appribpreirat &ny bEectre@litdndmssRgagdo0) iltcade it thegeteap bos08 {sop box 208 in
step 1032. In this 25 way, the MSO controls use of functional upits within
the det tof5rwatienbythesyhicquegmpessags GOasimgrihe siahinginab g 198ty 11, a

f1 ow di agr am depi ct pg. /0 EIHOYLIBE Rl eits REAEEASL Ofe PRUSHAGnGANI 0! data

information is shown. controls acces dnctional units that are
in set topvboxdstriddt thaderarights orotselgythé Hmati@ck] finidaintthesdviB@ bSO20Bhe sfapocess

begins in step.1104 ere the O di.yides.the functionality.of the set to
boy D05 1ok’ A snied BSp R e nerbona il A Line Aot gidh deaTRiy s REcefui i on

shoul d mai&h Once these rights are known, a unique rights message is sent to the set top box 208

20  of each user in step 1124. At this point in the process, the set top box 208 has authorized
all the functional units chosen for use in that box 208. .
- The MSO can add and subtract functionality from each set top box 208 in
the domain. Ifitis determined the tier rights for a set top box need changes in step 1128,
processing loops back to step 1120 where the MSO determines what rights to allow. A
25 new rights messé.ge 500 is formulated and sent to the set top box 208.
Ffom time to time, new objects 408 are added to the set top box 208. For
~ example, an object 408 that includes program guide information could be downloaded
daily. Ifitis determined there is a new object 408 that requires distribution in step 1132,
processing loops back to step 1116 where the object message 400 and object requirements
30  message 600 are formulated and sent. New rights would also be sent to enable the object
408 on the appropriate set top boxes 208 if a different functional unit identifier is used.
Use of the same functional unit identifier would replace the old object 408.
Referring next to Fig. 12, a flow diagram illustrating an embodiment of a

process for receiving control data information is shown. Just as the MSO sends the
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any marketing program For exanple, there should be a resource assigned for
each object 408 that nmay use the printer port 332 if the ability to print
for each oig@oan40208 is to be independently regulated. 17 PD/Osd1/4E5D23

PCT/ USO01/ 48251 Once the functional units are defined, one or nore tiers
are assi qhol farh AL A0A! NS 1ol ok 208 rlefiRs kkPftocERECb S @fbrd 4 Provi de
for packaging functironal Units ih a nmanner consistent wth the nmarketing
pl an. Forpaxafgutierizafion. "Ehd proeessibeginp i step $2040khdro abesourtee dequirearytsset t op
box 208, no tier is assigned for that resource to effectively disable the
5 port i NM§FRSE Y0 {Sdﬁc%‘f?%eMWGPHSW%FS%‘F?&F‘Fﬂmr@‘%’f?étstm@s?% il®nal units
and their | i any object and requirenents nessages
400, 600,o%%%ﬂ%%@@?ﬂit%ﬁﬁp%%&g??@& ep 1112, the resources requirenments
messadge 700 is formalitat #e requdresesmts foottel ksoitves artretapedy thesshj@®8 in t he

domain. This nessage 700 specifies any tier requirenen fo |1 the
r esour cesMPFFageATElabIorh I CHER! DOAZUTNATE ESHIFE Egsq?%gfﬁgr e&gﬁ’tss?%s%lhge

700 alrea éfhlfl:titoﬁﬁ ik aﬁ&é@heﬁlﬂd%r%g itethenRVRE Webdnt BB ¥et tBE bOYRBEAULHLD
message 700. |In step 1116, any object nessages 400 are sent to the set top
boxes 2081112, thightianesksage 90 iobjeevtedr 8hisimessagetHOnedisadeethg0Brs thesent  for

each object .nessage 400.to specify the tier. requirenen for the gbject 408
i ncl uded PEHEHE W.?toﬂ dejje’ét(‘:'fe%r@ ?’r@ﬂ%‘?ﬁlg Iﬁ&é‘ggﬁ‘?gléec%lﬁﬁjiiﬁl‘? @%??@ﬁﬁfhfee set
top bEx 208 thIhAN & WMibitigd VbR RS RANA AEe ARBSDEE BN USigg the sane
functional unit identifier. Once the set top box 208 knows its

requi rements, the M3©fdwtionaliunats inthoa duwingitee normad eparhieon pithe petdem BoX or

usi ng the nctional units in the.set t.op box 208 i,n step 20. This coul d
ovolve | M EREPRBSATE AP B nGEBUR B Core it e R e E e Rh o
user. ONCEsd dTRBMebAHNCS bR aSukdRINE] uift. URitBbiezakibe Bhecksafhaialdamseng ift 0 t he
set top box 208 20 of each user in step 1124. At this point in the process,

the set t the rbanireaGatsnfs fanetinneal weig arespiisfied dythmier g ingian L20nd5aref or use
in th box 208. The C ad n >t . i each set
Lop b SBprouct sl &AM G Tab Ak HHBRNP IR IS AW O80T S8
top box npg&&RARDES otlier ShPioRdldMhit in@fepCIQSS.i AGenatipdy, eacdrdr @s henedth20

where the MSO determ nes what rights to allow. . A 25 new rjghts nessage 500
i s fornul Breagenmd/adin MO ihden 8128 ifhegaierastien ismop atbereed o time, new

obj ects 408 are added,. ] Cg)éﬁgg L.ect 408
t hat incl udes progrgrmlglﬁioggﬁ? ?ﬁ%})]?tr(rig%ngﬁé%’égtﬁlgl%ggg%m 0 gé;%ftﬁgg%ggrﬁ If it
i s det er nmimestidih@e eeddilyappsrento ) eet mééifinishadanequed esnmlateithoriden in step
1132,

20  variety of marketing programs by the MSO remotely from the users. Through the
mapping of tier requirements to tier rights, authorization of functional units can be
controlled in a flexible way.

A number of variations and modifications of the invention can also be
used. For example, the above examples-show the various control data messages being

25  sentin a particular order. Other embodiments could send these messages in other orders.
Regardless of the order of arrival, a particular functional unit may become authorized
when its rights and requirements information is present in the set top box.

In some of the above embodiments, resource requirements are mapped to
tiers. In other embodiments, Java™ permissions for applications, applets or other code
30 could be tied to tiers, just like resources. Java™ code uses permissions to access things
outside the Java™ sandbox. These permissions could be mapped to tiers such that ifa

mapped tier did not have the proper tier right, the permission would not be granted.
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processing | oops back to step 1116 where the object nessage 400 and obj ect
requi renents 30 nessage 600 are formul ated and sent. New rights would al so
be sent twonabkest he object 408 on the appropriate set tpga/ipagsz208 if a
di fferent functional unit identifier is used Use of the sane functional
unit identifier woul epl ace th ect 8.. Ref rrin next to Fig.

12, a flom/diagraniﬁﬁp @Qi@? ﬁHPﬁ§m1 rBERELNE or recei ving
control d Bodlﬁfeﬁfsr’fﬁérb@ﬂ"'tﬂesen%b‘ﬂW%nts-‘ 'eh%tméi%l ilgstiEG, Sﬁﬁ(ﬁ%t 1Bt oYe

02/ 104023 PCT/USOl/48251 control data Information, the set top box 208
recei ves nventprm teswepe ofwehich fiotorhet determarsed spbett bpfheeappmedz:aim&n The
process begins in step 1204 where a resources requirenents nessage 700 is
recei ved. Any preexisting resources requirenents nessage 700 is overwitten
wi th the new nmessage 700. 5 After the requirenents for the resources are
recei ved, the object nessage(s) and object requirenent nessage(s) are
received in step 1208. At this point, all the functional units and their
tier requirenents are present in the set top box 208. In step 1212, a
rights nmessage 500 is received. This nessage 500 indicates the tiers the
particular set top box is entitled to use. Once the rights are received,
the requirenents are 10 mapped to themto determ ne the functional units
that are authorized in step 1216. As functional units interact during the
normal operation of the set top box 208, checkpoints are encountered.
Checkpoi nts may require checking authorization. for use of sone features
by a functional unit. Authorization checks include determning if the
requi renents of a functional unit are satisfied by the tier rights in step
1220. If there 15 is proper authorization as determned in step 1224, the
functional unit is allowed to interact with the other functional unit in
step 1232. Alternatively, an error is reported to the user and/or the MSO
in step 1228 if the interaction is not authorized. In light of the above
description, a nunber of advantages of the present invention are readily
apparent. A tier nmechanismcan be used to inplenent a wide 20 variety of
mar keti ng prograns by the MSO renotely fromthe users. Through the mapping
of tier requirenments to tier rights, authorization of functional units can
be controlled in a flexible way. A nunber of variations and nodifications
of the invention can also be wused. For exanple, the above exanpl es-show
the various control data nessages being 25 sent in a particular order.

O her enbodi ments could send these nessages in other orders.
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Regardl ess of the order of arrival, a particular functional unit nmay becone
authorized when its rights and requirenents information is present in the
set top bwoodiseene of the above enbodi nents, resource-raguifi@iRsiss are
mapped to tiers. In other enbodi nents, JavaTM perm ssions for

appli catgmmgt her code 30 could be tied to tiers, just like
resour ces: S perm ssions to access things outside the JavaTM
sandbox. These perm ssions could be napped to tiers such that if a mpped

tier did not have the prApgdthéd & cobh@blling béresqreamiscional witivithingd sebp
granted. 19 WD 02/104023 PCT/ US01/ 48251 - Al t hough the invention is
descr bedPoK e9PBETRE ence t o speci fic enbodi nents thereof, the enbodi nents

are rely illustrative . Ll Ling. . | i: e scope of
ol s to be det ackramg D8 ARl kuABia s biifud BEERCUAAES, 302055
PCT/ U801/id4&zHiers MdAdnel ob nidrAkivEEqlibeméntd respedtiblyadiatedrio eadtt fupbliomaguaigcess to

a functional unit within a set top 2 box, conprising: 3 receiving first
inforﬁatilé?ﬂtgtﬂﬁbrisi ng a plurality of functional unit 4 identifiers and one

or noge tier requiremept, sggﬁ@qﬁﬁdﬁégﬁa%(goghﬁsg%pﬁ@@&h functional unit 5

identifier; 6 receiving Seco rising’tier rights; 7
correl7ati ng the funeirtetatimlg thé fitncticheal tuhit idnafit® té theirrrespesipectierve tier 8
requirenents; 9 interacting with the functional unit; 10 determining if the
respedt i VETHFERNSqui renents are satisfied by the tier 11 rights; and 12

aut hoki zi ng furtherinké?gc%lg ﬁt?{l‘;e%ﬁﬁiohﬂ%ﬁt””c“ onal unit. 1 2. The nethod
for controlling access to-the functional uhit within the 2 set top box of

cl ai 01, further codgersning if theeespeciiyettivr rafjuirahentratd satisfidtbby thepleaces t he
tier 3 rights. 1 3. The nethod for controlling access to the functional
uni t Wit HiER8d 2 set top box of claim1, wherein nore than one of the

tier pights coul d aytharizenfiet BREadidnWial 6 HRonitAit he functional unit

identifier.

1 2. The method for controlling access to the functional unit within the
2 set top box of claim 1, further comprising receiving third information that replaces the tier

3 rights.

1 3. | The method for controlling access to the functional unit within the
2 settop box of claim 1, wherein more than one of the tier rights could authorize further

3  interaction with the functional unit identifier.

1 4. The method for controlling access to the functional unit within the
2 settop box of claim 1, authenticating a source of at least one of the first and second

3  information.

5. The method for controlling access to the functional unit within the
2 settop box of claim 1, wherein the functional unit comprises a discrete entity comprising

at least one of software, hardware, drivers, firmware, data, video, and audio.

1 6. The method for controlling access to the functional unit within the
2 settop box of claim 1, further comprising receiving a plurality of streaming content

3  functional units.
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1 4. The nethod for controlling access to the functional unit within the 2
set top box of claim1, authenticating a source of at |east one of the
first andwsenooeh23 i nformation. 1 5. The nethod for contr qldiwmeiageess to
the functional unit within the 2 set top box of claim1, wherein the
functional unit conprises a discrete entity conprising 3 at |east one of
sof twar e, hardware, dr|v he
met hod for controll | hg ag?:lggnsefﬂltlgdr%gﬁ gr%troqﬁg{lf%cﬁé ng%%etﬁ\% %cﬁiléghlt?ltﬁw}thgi %%t top
box of2 cl sdtmeplbot of dlhiet 1,caepeinsha gt t@CiRixvik ige@alpl il ah efiologire Srfachsplag
content 3 functional units. 21 WO 02/ 104023 PCT/ uso1/ 48251 1 7. The nethod
for controlling access tqg the functional unit wthin the set top box of
claimli, wherein thé set % eAndEtpnal accesswgiem OWQWOHW%EF%%@"P@M

di spl ay s8 ‘ﬁf’ﬁgﬂg] tional access systemfor controlling access to
functi ona‘l 5 onprising: 3 a set top box; 4 a functional unit
associkat ed vmth t he asetttop bpx;pbox; 5 a requi rements message conprising a

functional unit identjfier and one nore tier requirenments related to
the fuhctional unit 2ifeRstiops) wat aSWfé"%t%‘ilWltflﬁ]ee shPtio¥hal unit 7 identifier

is asspciated with t k ARBHESRE one
or nore tier rights; q%]ugﬂéﬁﬁg{ﬁqgﬁétsﬂ%g% r%éf'%]%ct@ggﬁtﬁﬁat égrrpar é’?bggch of
t he orfe omomtier rqurerﬂ@ltsmm«:d mrth@ﬁmcagmlmit iddn&ifien evhereimtiredutdtamalwght s i n

or der t hori.ze use the functiopal., 11 unit. 1 9. The conditional
accessﬁ/t syaégﬂ‘??ro‘ts Rl |Wﬁﬂh§*eaf%‘i§1§§a Bi¥unctional 2 units of claim 8,
furthey conprising gnAUtHaRA LR, lr{gtmﬁtdrqﬁbrgﬂ@g ﬁ%gg hgpticates a source
3 of the rights and requirenents ssages. e ‘condi ti onal access

syst erfl f or controll |angu1honw$ntfon¢tmmdhat@nmpares eanh afghebnedranaredierf urt her
conpr j a. data chan between . headend d th set to erein
Cher il el s S20R the Of SRreir SRAS ARG ALt P ebt BRER functippdl TC

condi {1 ong};jtaccess systemfor controlling access to functional 2 units of

claim8, further conprising, a second rights nessage to replace the tier
rights. 1 12. The conditional access systemfor controlling access to

f unctilonal 9. The conditional access system for controlling access to functional
2 units of claim 8, further comprising an authentication function that authenticates a source

3 ofthe rights and requirements messages.

1 10.  The conditional access system for controlling access to functional
2 . units of claim 8, further comprising a data channel between a headend and the set top box,

3  wherein the data channel is one of bi-directional and omni-directional.

1 11.  The conditional access system for controlling access to functional

2 units of claim 8, further comprising a second rights message to replace the tier rights.

1 12.  The conditional access system for controlling access to functional
2 units of claim 8, further comprising a plurality of streaming content functional units sent

3 from a headend to the set top box.

1 13.  The conditional access system for controlling access to functional
2 units of claim 8, wherein the functional unit comprises a discrete entity comprising at

3 least one of software, hardware, drivers, firmware, data, video, and audio.

1 14.  The conditional access system for controlling access to functional

2 units of claim 8, wherein the set top box is integral to an enclosure for a display.
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2 units of claim@8, further conprising a plurality of stream ng content
functional units sent 3 froma headend to the set top box. 1 13. The

condi ti onwlo @coers system for controlling access to functiraTalso1/2s2smi t s of
claim8, wherein the functional unit conprises a discrete entity conprising
at 3 least one of software, hardware, drivers, firmvare, data, video, and

audio.; 1 14. The conditiqnal ,access temfor contrqllin ccess to
functional 2 uni tsqgf C&mﬁﬁhg?%%@@ﬁmgﬁg%&o ‘iewtfgﬁﬂio‘"iagediaar{‘tde%?%}on% an
encl osur ewfiey wath#li sSindition22c¥Rs Q34dA4023,RET- US01/ 48251 1 15. A method for

controlling access to renotely-located and functional 2 units within a
condi t3 onal access $ytsmaimnecinsparidsicnond Bfatertemiondify petherizatidnodeond

i nfornpti i.fy autharizati.on of a 4 renotely-located and functi onal
unit; rLg sgen%laoﬁglgq?gaete%ﬂdﬁmf ?ﬂn&ﬁlﬁgi on conprising a functional unit
identifier and at  Qeddefsthe G ihfoRhati RACHNIRIERIN 2 fuBlbddRduki@idR8 AbMaRtd onal
unit identifier; 7 sending the second information conprising a tier right;

and 8 Gaulspsipnedist fequireiment rofatedrio she fuoetiomsd imihidentifiers; of the renptel y

| ocat 9 functional_unit corresponding to the functional .unit identifier.
176, e et nod { 0Pl e FRcRY HOBELTh i Y rshnd and »
functigonal units w thisthgliediGemtin ¢ malutiRECessh HMsbeMetbmoledy Beded further
conprising: 3 sending third information conprising a replacenment tier ,
right:9 angm&tl@%gmﬁgoxraﬁppn@ngm)merfue@ttqnéhumtld@mfeﬁeéut horization state of the
remotely- 5 |located and functional unit corresponding to the functional

unit identifier. 1 . T : i
r enot e]] y-1 ocat ed an%g' 2 ?g?lgfe}ﬁ(;bna ];gélrlltfozmvﬁr%ﬁ"%gﬁq‘?ﬁ%ﬁégﬁg‘?{:#%a d access
syst er of fimcHomal Lifjts witkinethe coltitiGhad utdesy dyzaehi oftldinal % firshepremptisiagt hori zed

and unaut horized. 1 18, The nethod for controlling access to
renot el y- | ocat ed and8RHEE iBfeENation GUmRKISINE areplseeraeH dict HghtaPndccess

systen of claim 15, rhernGOIRGRSAN ot IRNRSALERD i At Raqver at

| east one of the first and secon mat 1 on.
cont r d | i hgatad @ed surictionad moitebyresppadingdo dredfufctiomalcdrividehtifieri t s wi t hin t he
condi tional access systemof claim 15, wherein nore than one 3 tier right

coul d ;jaut hori ze use. of t renptel y-1 gcat ed and . funct.ional .unit
cor respondi ng to 41?‘he &ﬁﬁE(felrﬁg‘)ﬁlatjloyﬁ?fﬁ{(ﬁ]i’%?‘ﬂcﬁsit%Fe.mOtelyqocategland
2 functional units within the conditional access system of claim 15, wherein the

3  authorization state is one of authorized and unauthorized.

1 18. The method for controlling access o remotely-located and
2  functional units within the conditional access system of claim 15, further comprising

3 generating a signature over at least one of the first and second information.

1 19.  The method for controlling access to remotely-located and

2 functional units within the conditional access system of claim 15, wherein more than one
3 tierright could authorize use of the remotely-located and functional unit corresponding to
4 the functional unit identifier.

1 20.  The method for controlling access to remotely-located and

functional units within the conditional access system of claim 15, further comprising

3  sending a plurality of streaming content functional units to a remote location.

1 21.  The method for controlling access to remotely-located and

2 functional units within the conditional access system of claim 15, wherein the remotely-
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1 20. The nmethod for controlling access to renotely-located and 2
functional units within the conditional access systemof claim15, further
conpri si ngo ®&/198@ndi ng a plurality of stream ng content furrdi/usvaksasnits to
a remote |location. 1 21. The nethod for controlling access to

r enot Iy-I nd unctional unji.ts within the .condjtional ess

st e oot it BMCdhal B comBtes daiars pay e BB F a4 45 8eR PRI A8p51 3
| ocat gd afﬁgd‘;,éf@c@ﬂ‘%glﬁrﬁwa;e QAP ide8Sand AliRcrete entity conprising at |east
one of software, 4 Hardwaré, drivers, firmwvare, data, video, and audio. 24
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