Client
Device

f

&

1/6

EAP Identity Request (TYPE)

Access
Point

®

EAP |dentity Response (NAK)

EAP Identity Request (TYPE)

Repeated as many

EAP Identity Response (NAK)

times as needed

EAP Identity Request (TYPE)

EAP Identity Response (NAK)

\

e2909¢

EAP Identity Request (TYPE)

v

EAP Identity Response (TYPE)

Success { =

L

¥~____\/M_____/

EAP within 802.1X within 802.11

FIG. 1

(Prior Art)

Elapsed Time




2/6

Jusi|y
SS8|BIMA

o &
0 O o

|

sl
SS8jalifA

0l¢

\@\% ST

80¢
)

1A
loneg
uopeafuayIny
N
o)
2
70¢
YIUMG
¢0¢
Jusig
PSIIM

90¢




3/6

& 914

T sl TS
\ .
LTI N

/ ;oo o ao //
\\\ ///
\ \
/ Ianieg /
/ uoieopusyny |
/ 2% \ ol
{ | .
/.// \ Aemajen) SSoRIM
\ o | SSO[BUIM
{
| / 7 i
_M N c0¢ [

{

\

, sl
SSaalIp /

o




4/6

0z 7

Alows
ozy /|
10858901
vz _
JIN
|

1A

| spoye
m:o_umoucmw\ui ayoe] ||1eunog |

yaxdy

o - L
- - Bmwm_ooi
1444 SN
KV\Sv



502+

Authentication Server
Receives Authentication
Request From Client

v

504

Authentication Server
Looks Up Authentication
Cache Based On Client
MAC Address For Last

Used ID Entry

¥

506

Authentication Server
Looks Up Authentication
Methods Table For The
Last Used Authentication
Mode

v

508

Authentication Server
Sends Identity Request To
Client With The Last Used

Authentication Mode

ldentity Request
Matches The Client
Configuration -

Yes

512+

Client Indicates a
Match. Authentication

Authentication Server
Receives A Negative
Acknowledgment From

The Client

500

518

Authentication Server
Looks Up Authentication
Cache Based On Client
MAC Address For Most

Used ID Entry

520

1

Authentication Server
Looks Up Authentication
Methods Table For The
Most Used Authentication
Mode

522

Y

Authentication Server
Sends Identity Request To
Client With The Most Used

Authentication Mode

/524

Identity Request
Matches The Client
Configuration

Yes

Server Selects The Mode
And Algorithm And
Authenticates Client

v

514~

Authentication Server
Updates The Last Used

Cache ID And Usage
Counters

v

5164,

Authentication Server
Updates The Most Used ID

Mode In The Cache Table

FIG. 5

No

A

Client Sends Negative
Acknowledgment To
Authentication Server

/528

1

Authentication Server
Defaults To Sequential
Process Of Selecting And
Trying An Authentication

530

Mode




6,6

Client Access
Device | Point
f f
§ @
EAP ldentity Request (TYPE)
success { EAP Identity Response (TYPE) .

Elapsed Time

\________\\/___m‘___’/
EAP within 802.1X within 802.11

FIG. 6




