The Dynami c Identification Method without Identification Code Field the
¢l nvention:5 The present invention involves a fully dynanic authentication
wi thout identifier, belongs to the information security field. Background
of the Invention 10 For conputer network user authentication, now generally
the nethod of the static identification code (user nanme and series nunber
-etc.), conbi nedThe lynahdc pdagifization Method mwithiont Identdientiby Gode user) is used
to confirmthe user's identification. Since the static identification code
-and password in this nmethod remai n unchanged during their transmt from
the user's termnal to the server for identification authentication, they
may be Kiglddhe dnyeadionnd 15 captured by a certain hacker in the course of
information transmt between the user's termnal and the server and may be
utilized by the attacker to imtate an authorized user to beat. A mng at
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net hod RO AfbRdeddrgatican from static password to dynam ¢ password (i.e.
_static identification code + dynam c password). 20 Quite a few products
based on this new authentication nmethod have been | aunched to the market,
such as the Dynamc ID card of two-factor authentication based on
"crypt dackgimund ifehe Invinti®n( event )" provi ded by the RSA Security
| ncor poration, which will produce dynam c password automatically on
different tine for authentication. In fact, any user who uses the dynamc
password for authentication mﬂ%l %gt hi s dynam c,. passwor var'agion based
55 1B & OF cfmpYICT, (eBVOTkn 453 AU ASRIEaHO e JO MR RERSTHILE BF PRIEfeskiBgsSieHar ¢ he
static iéiedn i@itchtfi(l)ncg(gcieopuser name and series number etc.), combined with the password (the

cryptogram set by the user) is used to confirm the user’s identification. Since the static
identification céde and password in this method remain unchanged during their transmit from
the user’s terminal to the server for identification authentication, they may be intercepted and
15 captured by a certain hacker in the course of information transmit between the user’s terminal
and the server and may be utilized by the attacker to imitate an authorized user to beat.
Aiming at eliminating this defect in the above static authentication, a new user authentication
method has developed based on the above authentication method and the modification from
static password to dynamic password (i.e. static identification code + dynamic password).
20  Quite a few products based on this new authentication method have been launched to the
mafket, such as the Dynamic ID card of two-factor authentication based on “cryptographic
key — time (event)” provided by the RSA Security Incorporation, which will produce
dynamic password automatically on different time for authentication. In fact, any user who
uses the dynarﬁic password for authentication will get his dynamic password variation based
25  on a certain rule, and the hacker may makes use of the weakness that the static identification
code remains unchanged to follow up and analyze it. He would be able to crack the variation

law of the dynamic password and, after capturing enough information, mimic the authorized
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code remai ns unchanged to follow up and analyze it. He would be able to
-crack the'variation |aw of the dynam c password and, after capturing
enough information, mmc the authorized user to raise attacks. ~~~~~~ 30
2 Purpose of the Invention The invention is to provide an authentication
that the hacker could not trace and anal yze. 5 Technical Schene of the

- | nvent iPmrpose dfithe InNdnyiodynam ¢ aut henti cati on nethod w thout identifier of
the invention, the user's original identification code and authentication
=code havi ng been encrypted dynamcally will be transmtted by the user

termn to the server,. and C ther for identif |cat|on 10
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identification code and authentication code are encrypted and decrypted
unitedly. The results of each encryption are different fromall the others

and the[‘e?hﬁn%al’ﬁgn%n&t@tthglﬁﬂﬂ% fication code or feature to be identified

each tinme user Identitication is authenticated, therefore t he
hacker woul d not be able to trace, record and analyze the user's
aut henti cation information. Thus actually t he cracki ng object of the
hacker Ihabe tfullybdywednaiogethdnticationhmethad i withaun idaifief of tise Mpleatiors ethe tusethose
of all users, which provides higher security.

original identification code and authentication code having been encrypted dynamically will

be transmitted by the user terminal to the server, and will be decrypted there for identification

10  confirmation.

In the authentication method of the invention, the identification code and authentication code
are encrypted and decrypted unitedly. The results of each encryption are different from all the
others and there is no a static identification code or feature to be identified each time the
15 user’s identification is authenticated, therefore the hacker would not be able to trace, record
and analyze the user’s authentication information. Thus actually the cracking object of the
hacker has to be changed from the variation law of a single user to those of all users, which

provides higher security.
20  Brief Description of the Drawings

Figure 1 is the schematic diagram of the flow of the above authentication method of the

invention.
25  Detailed Description of the Preferred Embodiment

Shown in Figure 1, the original codes are composed of identification codes I, I, ...Ix and
authentication codes Py, P, ...Py. During authentication, the above original identification
codes and authentication codes are encrypted, and a fully dynamic authentication code (M,

30 My, ..Mk, M1, Misa,... Misn) varying in each authentication is produced, and then the



20'Briéf Description of the Drawings Figure 1 is the schematic di agram of
‘the flow of the above authentication nethod of the 1invention. 25 Detailed-
Description of the Preferred Enbodi nemt Shown in Figure 1, the original

‘codes are conposed of identification codes I1, 12, ...lk and

aut hentication codes P1, P2, ...Pk. During authentication, the above

- or i gi nalynardentérftifecatiompodedddie MandMauvhenviceat.iMio, ¢ ooleasaniéedeiochy pareet, and
a fully dynam c aut hentication code (ML, 30 M2, ...M, M+i, M+2, Mk+0)

svaryi ng henfublycdynaminddentidfiation code pyiddbe elgcryated hihs saeer3andyyhea griginal
identification code (M1. M, ... MK, K Mk+1, Mk+2, ... +n) is.transmtted
to-t he ISGRASRION SGHE i -y Ieficthe 8”:‘%H‘éhi"?tf'?rl§%§’?il%c%f90%|’v\l§m’l-I-Pbé‘““giéerpﬁﬁf‘bd in
t he serverJant t he origi naIt idertltification code 11, 12, ...1k and the

ori gi n&ETBUPHRRCPTEFOBRIESHICHAUBY " Pk wil|l come out again for the
corgespondi ng aut hentication. 5 The above encryption course may be set to
be carried out by the encryption software or hardware in the user's

t er m natheadbvaicBpELY RbURE rhHC BOREORY béeMree AL @€ ehchipidh s8RWare or
limtation to the encryption nmethod. For instance, the dynam c encryption

resul t hasdwdre ilgtte usby's vamynal @né may gpényptionrechoadogynmaadk adupted vithoat aon or
by constant encryption nmethod but 10 varying cryptographic key in each
aut hentlinzigationrip teg eryypiionymethodinfiar iestarogpthiealynamicharypOen reswdt mahbe ghand,
the fully dynam c authentication code without identifier my be decryPt ed
by t h&YswwEng feeyyptipn meshagoin ¢ashayihsnideation ory coapigat enegyRivadmethod ke

user's termnal, or b . o . .
10 ~ varying crypfographlcykey in each authentication, or even by dynamic encryption method. On

the other hand, the fully dynamic authentication code without identifier may be decrypted by
the same encryption algorithm system in the server as used in the user’s terminal, or by
corresponding public cryptographic key in the server while the encryption is done by the
private cryptographic key.
15
The invention is not limited to the above embodiment. The core of the invention is: both the
identification code and the authentication code are transformed into the fully dynamic
identification code (both the original identification code and the authentication code do not
exist any longer), which is transmitted to the server for authentication. Therefore, those
20  authentication methods only by the remained dynamic identification code without

authentication code shall belong to the protective scope of the invention.



correspondi ng public cryptographic key in the server while the encryption
-is done by the private cryptographic key. 15 The invention is not limted
to the above enbodi nent. The core of tsée invention is: both the
‘identification code and the authentication code are transforned into the
fully dynamc identification code (both the original identification code
-and t h&laimhenticati on code do not exist any longer), which is transmtted
to the server for authentication. Therefore, those 20 authentication
:met hods only by the renai ned dynam c identification code mﬁthout
authentlca ion code sh bel ong t r.ot pe. of vention
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aut henticati1on code w thout tifier wll be decrypted in the server for
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wi t hout |dent|f|er in the Caiml, characterized 10 by: a sane dynam c

encr yptideonifizhtjmr ¢dnffimmayei.em i s adopted both in the user's termnal and the
server for encryption and decryption.
2. The fully dynamic authentication method without identifier in the Claim 1, characterized

10  by: a same dynamic encryption algorithm system is adopted both in the user’s terminal and

the server for encryption and decryption.



