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COVMUNI CATI ON FOR A W RELESS COVMUNI CATI ON DEVI CE AFTER A COMMUNI CATI ON
LOSS IN A W RELESS COVMUNI CATI ON NETWORK 5 BACKGROUND Field of the

Technol ogy The present application relates generally to data conmunication
for wireless comunication devices, and nore particularly to nethods and
apparatus for re- 10 establishing comunication for a wrel ess
conmuni cat iwo devicee after a conmunication | 0SS in acwekeh@s&Hy;
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break down. Conventional approaches, such as S|nply retrying transm ssions
using a back-off algorithm w l{,desphtybn either an intensive use of

radi o resources or poor reliabilTty, 20 espeC|aIIy for conmmunication in a
direction fromihernetnpik to the wireless device. Many known wirel ess
networ ks expl'oit the notlton of a wireless .device querying data froma

server, as typi- ﬁ%rﬁ)?sgglr%gﬁ%%gnl eg%%lﬁm{a)lﬂrt %rcﬂ?atco}x §cqp<§ dflgn%ne]]es}lehl S

|ncludes for exa guests for’ we pages an erlo c polTing of an

e- mai | Serc\éﬁ'ﬁtﬁ&&% %‘év?cegmahh 11%{0 %alfh?u}cz to Bl ngd:‘?‘gﬁc% ﬂpepatraq fo??en—vent i onal

"pul I " approac ica patternis ess devi ce

sendi ng,j o egﬂﬁlsnﬁgwgﬁﬁmtﬂwitgﬁeqorb% wireless communication device after a
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Description. of the Related Axrt

Wireless communication devices, when operating within poor coverage areas
15 of a wireless comumnunication network such as a wireless packet-switched network,
may only be able to send and receive traffic during sporadic intervals. This causes
conventional notions of packet-switched data transactions to break down.‘.
Conventional approaches, such as simply retrying fransmissions using a back-off
algorithm, will result in either an intensive use of radio resources or poor reliability,
20 especially for communication in a direction from the network to the wireless device.
Many known wireless networks exploit the notion of a wireless .device
querying data from a server, as typically employeel in most Internet transactions.
This includes, for example, requests for web pages and periodic polling of an e-mail
server for new e-mail by an e-mail program. In this conventional “pull” approach,
25 the typical traffic pattern is the wireless device sending to the network followed by

the network sending a response to the wireless device. When the network is sending



the network sending a response to the wireless device. Wen the network is
sendi ng WO 20114/ 066564 PCT/ CA2003/000092 to the wirel ess device, it is
al ways doing so a short time after the quality of the Iink has been
established. If the transaction fails due to poor coverage, the wreless
device or user may wait for coverage to inprove and subsequently retry the
query. However, the onus is on the wireless device to retry the

transact i onwafztiensany such 5 conununi cati on probl enecrdaaddiepnat e
comuni cati on schenme uses a "push” nethodol ogy. "Push” refers to data

bei ng pusheg, t:0 Wil Mdv&Lass 4 iﬁ&n% goomﬁogqﬁgfé&?gégﬁﬁggO%&c_)ﬁ&\{fnti onal
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10 wireless device application. As an alternative, push requires that an exchange of
traffic be initiated from the network side. Many packet-switched wireless networks
have provisions for network-initiated traffic.
In one known push approach, the network will atterpt to contact a wireless
device several times either by sending a packet directly or paging the wireless
15 device. This approach works well for a small number of retries, but if a large
number of devices have pending traffic, the network’s ability to contact devices may
be quickly exhausted without exchanging any useful traffic. To limit wasting radio
resources attempting to contact wireless devices, a typical network will only attempt
to contact a wireless device a limited number of times and subsequently stop trying
20 until the device makes itself known to the network again. Thus, the wireless devices
may indicate to the network that they have regained coverage after a period being

out of coverage. Such an indication informs the network that it may send to the

wireless device again, even if the network has previously stopped frying to contact
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wi rel ess device again, even if the network has previously stopped trying to
contact 2 WD 2004/ 066564 PCT/ CA2003/000092 the wireless device. A
fundanmental problemw th this approach is that the wireless device may not
know whether its coverage is in fact adequate without testing the

network's ability to receive communication signals transmtted by the

W reless device. However, testing how well the network receives

comuni cat i wo aigessdis 5 fromthe w rel ess devi ce canpofbyt@hiadl y be
determ ned by actually sending packets to the network. This uses radio

resources agg.i; : N0 e v often.. Some networks, such as Ceneral
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net wor k. Agar n, wever, thrs uses ‘eref ore
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transm ssio o the network. Further. issues arise in connection with the
use of o?ie %(?mtﬁ}gr“é&geﬁ% ESFTbY E %é?‘if@?%mtné%y aciiplly srddine Regkslfer ) whi ch
provi de voige and/or data services to the wreless devices. For one, an
appl i cati oni%S%erl{\}glr'OI\%\ﬁﬂ S VSRR ES O AEELS B Wtfeiﬂn%"efwfi"e@i ess device after a

conmmuni cati on IQO%% l%ettwo en ttle vviéel ea?s device and the wreless network
(e.g. out of coverad&"Situstribdy. 1 Hecki Rediomsede 6rFRSs haead
aut omat i calrlleyworrgg st abl lra‘@e once t he _vviurel ess device re%ai ns adequate
signal 20 JEVEFEYE T hETGREP SPEEsoRsyPteriRrist: o Arorpiiuek et fide & ve
continued service(s) from the application server. |If the application
server is c%cr%faivaﬁlg’%dmt e AGH Gt ?‘cgélin{ fovpeyer, this uses radio resources and is
10 therefore performed at relatively long intervals, typically on the order of an hour.
While this periodic transmission will get the network and wireless device’s view of
coverage in sync, the network’s view of coverage may be very different from the
wireless device’s view between these periodic transmissions to the network.
Further issues arise in connection with the use of one or more application
15 servers (e.g. an e-mail server) which provide voice and/or data services to the
wireless devices. For one, an application server will lose its connection with a
wireless device after a communication loss between the wireless device and the
wireless network (e.g. out of coverage situation). If the data connection is not
automatically re-established once the wireless device regains adequate signal
20 coverage, the wireless device may not adequately receive continued service(s) from

the application server. If the application server is configured to automatically re-

establish the connection with the wireless device once broken, however, it may



establish the connection with the wirel ess device once broken, however, it
may 3 WO 2004/ 066564 PCT/ CA2003/ 000092 wundesirably flood the network with
connection requests to the wireless device while it is still unavailable.
Accordingly, there is a resulting need for inproved nethods and apparat us
for re-establishing conmmunication for a wireless comunication device after
a 5 comunication loss in a wireless conmmuni cati on network, SUMVARY
Sever al net Wedgamdotappar at us for re-establishing commumiseatdoon: for a

Wi rel ess conmmuni cati on device after a | oss of conmuni cati on between the

wi reless 10 vilaxdiagy Rt @e WeliBhes GARBL FALLAN, DBLAOKK, 81,2 disc! osed. T

onelllustratlvetechnlque the wr road htifiers of
W rel ess deviicgs @ssQgiated wth connmumi cation | osses in the W rel ess
network over a control channel After regaining coverage, a wreless

device nonitors t 50l 0 ecode an are each broadcasted
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W rel ess device normal |y fefrains fTomtyan ting any control nessage to

the wirel ess network. Thus, the wireless network can make a 20
determ nation of whether the wireless device is out of coverage and control
the re- establishnent process, inS manner that does not overburden

the wireless link w th unnecessa ic,

Several methods and apparatus for re-establishing communication for a
wireless communication device after a loss of communication between the wireless

10 device and a wireless communication network are disclosed.
In one illustrative technique, the wireless network broadcasts identifiers of
. wireless devices associated with communication losses in the wireless network over
a control channel. After regaining coverage, a wireless device monitors the contro!
channel to decode and compare each broadcasted identifier with an identifier of the
15 wireless device. Based on a match between a broadcasted identifier and the
identifier of the wireless device, the wireless device transmits a control message
which informs the wireless net'worlg of the presence of the wireless device.
Otherwise, the wireless device normally refrains from transmitting any control
message to the wireless network. Thus, the wireless network can make a
20 deterrination of whether the wireless device is out of coverage and control the re-
establishment process, in such a manner that does not overburden the wireless link

with unnecessary traffic.



4 WD 2004/ 066564 PCT/ CA2003/ 000092 In another illustrative technique, a
communi cation | oss between the wirel ess device and the wi rel ess network
occurs sonetinme after a connection between an application server and the
wirel ess device is established. Once conmmunication is re- established
between the wirel ess device and the wirel ess network, a stored 5
association of identifiers for the application server and the wreless
device is us8d%W'¥dsist in automatically re-establi shimgoasm@annect i on
bet ween the wirel ess device and the application server. For exanple, the

appl i cati on ser vér amslyr asautemehhgal, bYonsRALARLAh: YekNg, ILS,:1or ed
identifier to re-establish a connecti on once conmuni catiron 1'sS

re-est abl | shédibatulabn st ebasscile b I MAELERS, Aet yor k. 10 In
yet another illustrative technique, a plurality of connection r%uests from

an appl i cat i applisgion enrvdrant e Whdel 88%c deMERLa! elyed at a network
server after a communication | 0ss between the \;ex?llécg%%néi@l 833508é5r§“nd t he

Wi r el ess netssblished Heweear the awhblERCl 2% &4df a2 0f . 1he connectjon requests
fromthe application server is limted by t eewgrglte%ﬁo?}?fwg{e](r\ferslob%ri ng the

comuni cat i omsdeiotien of TNy RS Olpplidkien d2vePtn FHRNELILON, L€ ue%%_s may be
limited by using, for exanple, a rate limting or a  traffid®pold cing

t echni que. Adsiant ageeushly r«CORBRMALG At LA AHS v rel ess device is
re-established without ]gyver bur dem%ng t he %br&é"P%g\s%en‘% I%F Ee‘a%a/lﬁr wirel ess

link using sbchpplizaihedseanth-appasat ys i.bed herein. O her aspects and
features will become 20 apparent I"Itso tho eﬁ%gdlisﬁgref fn)?3§’ﬁialu‘f°é‘ﬁmfﬂyt he art

upon revi eWCGt_ftacﬁ'@?] dsﬁi\giiiﬂ@@toﬁ@lﬁgéﬂti@&i t?_rI]@esQabeis?lp en%imfuizc o gzp odiments .n
conj unction with the acconpanying Figurom qs ce commumnication
is re-established between the wireless device and the wireless network.
10 In yet another illustrative technique, a plurality of connection requests from
an application server to the Wireles.s device are received at a network sexver after a
communication Joss between the wireless device and the wireless network.
However, a number or a rate of the connection requests from the application server
is limited by the network server during the communication loss, The number or rate
15 of conmection requests may be limited by using, for example, a rate fimiting or a
traffic policing technique.
Advantageously, communication for the wireless device is re-established
without overburdening the wireless network and/or wireless link using such
methods and apparatus described herein. Other aspects and features will become

7] 3 . 3 . i 3 3
20 apparent to those ordinarily skilled in the art upon review of following description

of specific embodiments in conjunction with the accompanying figures.



WD 2004/ 066564 PCT/ CA2003/ 000092 BRI EF DESCRI PTI ON OF THE DRAW NGS

Enbodi nents of present invention will now be described by way of exanple
with reference to attached figures, wherein: FIG 1 is a block diagramof a
comuni cati on system which includes a 5 wi reless comrunication device for
communi cating in a wireless communi cation network; FIG 2 is an
illustration of the wireless conmunication network having the wreless
comuni cat i wa xdewicewe operating therein for conmuni cabingadateaoizet ween one
or nore application servers through a public or private conmuni cation

netvorks 10 FIG S 2 M HRATEA GELuE Brdlugsystem or comminicati ng
exanple of a w muni cation. devi ce for use ..in the wirel ess
conmuni cat i on n%%%ﬁ%eﬁtg?g%@%%??vgn%ﬁ%ﬁ%‘?"t efi%slg%b gsbéfr‘v?’%'iﬁﬁxaé“ﬁ"et hod of

re-establishing, rglﬁcegoomh%garie?rmfe%rin,a W rel ess comuni cation device after
a communi cation loss 1n a rel‘ess conmuni cation network; FIGs. 6 and 7

are related flo rts r. descri bing anot her, nethod of re- establishing
communi cat i on f‘é\frbhg m%@&%gmébaﬁ%ﬁ%ﬁc%ﬂ“&wca@ﬂ Eyéfenﬂ“’&c.h gy © are
related £l owcharts for.describing a nmethod of re-establishing 20

conmmuni cat | % B o rC%lgmgﬁl urc%l(?o(g‘s 498 n@rh TR eV iac‘é’“% PH OB o e
applicationservers; 6 WO 2004/ 066564 PCT/ CA2003/ 000092

FIG. 2 is an illustration of the wireless communication network having the
wireless communication device operating therein for commm'licaltmg data between
one or more application servers througha public or private communication network;

10 FIG. 3 is a particular structure of a system for communicating with the
wireless communication device;

FIG. 4 is a more detailed example of a wireless communicaﬁon device for use
in the wireless communication network;

FIG. 5 is a flowchart for describing a method of re-establishing

15 comumunication for a wireless communication device after a communication loss in a
wireless communication network;
FIGs. 6 and 7 are related flowcharts for describing another method of re-
establishing communication for a wireless communication device;
FIGs. 8 and 9 are related flowcharts for describing a method of re-establishing
20 communication for a wireless communication device with one or more application

servers;



FIG 10 is a flowhart for describing another nethod of re-establishing
comuni cation for a wireless communi cati on device with one or nore
application servers; and FIG 11 is an illustration of a network server
used in a network for the method 5 described in relation to FIG 10.
DETAI LED DESCRI PTI ON OF THE PREFERRED EMBCDI MENTS | n the present
application, FIGs. 1-4 show various perspectives and | evels of detail of
di fferent n®OWKEKeARd devi ce configurations which maychbeawbidob@ed in 10
connection wth several different nethods and apparatus described in

relation to Fl @G frkls ABFRPIL Hé'éHJllﬁlié Xnotﬁjsr%xei%oéi of Fe- l@stéﬂacﬁkll di agram of a

commucati on system 100 which includes a wreless ¢ onin '0h devi ce 102
whi ch comuBhRALASHA @ a Wi eSS GARINANI L8l “etWOfk 104 rel ess
comuni cati on device 1.02 i5 Srefg}g%¥§ (ﬁ9$u e§(§e Tng a keyboard
114, and. peshapsnPne or nore auxiliary user |nterfaces (UI) 116, each of
whi ch are coupled to a controller 106. Controller 106 is coupled to a
radi o modem 108 rghe an, ankenna ot 4 Qervnrid L ADST nDdern nnunic tjon devices,
control ler 106 is enb03|H% a c%%?%aﬁvmlm‘%§§Vﬁ€N %?%ﬁ ich runs

operati ng S&%&ﬁﬁh%@kkm@ﬁgﬂﬁ@:@ menory 20 conponent (not shown). Controller
106 wi |l normally control overal | operation of wireless device 102, whereas

signal processing operations associated with comunication functions are
typically performed in radio nodem 108. Controller 106 interfaces with

38\62%63222' %T/l%)%’rkgtg'ﬁ(* '%ﬂ%ﬁl@%?’ﬁ% h@é}%&ﬁ%iﬁ‘ﬂ/ﬂ}oﬁ&&% Vo

In the present application, FIGs. 1-4 show various perspectives and levels of

detail of different network and device configurations which may be utilized in .
16 connection with several different methods and apparatus described in relation to
FIGs. 5-11.
More particularly, FIG. 1 is a block diagram of a communication systermn 100
which includes a wireless communication device 102 which communicates in a
wireless communication network 104.  Wireless communication device 102
15 preferably includes a display 112, a keyboard 114, and perhaps one or more auxiliary
user interfaces (UL 116, each of which are coupled to a controller 106. Controller 106
is coupled to a radio moden: 108 and an anterma 110.
In most modern communication devices, controller 106 is embodied as a
central processing unit (CPU) which runs operating system software in a memory
20 component (not shown). Controller 106 will normaily control overall operation of
wireless device 102, whereas signal processing operations associated with
communication functions are typically performed in radio modem 108. Controller
106 interfaces with device display 112 to display received information, stored
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i nformation, user inputs, and the |ike. Keyboard 114, which may be a

t el ephone type keypad or full al phanuneric keyboard, is normally provided
for entering data for storage in wireless device 102, information for
transm ssion to network 104, a tel ephone nunber to place a tel ephone call;
commands to be executed on wireless 5 device 102, and possibly other or
different user inputs. Wreless device 102 sends comuni cation signals to
and recei ves0 @enwemi cati on signals from network 104 powekoesomorel ess |ink
via antenna 110. Radi o nodem 108 perforns functions simlar to those of

e Bl At o Rlhiod, NSk 400 o 1 8 REPLSTRAU B OB/ doTRguL A L o0 and

possi bly encodi ng/ decoding s ryptidn/ decr

t | at " B erfarm . certain functions jn addition to
those ber eg%g@g md"‘%mag‘%‘?mey%?b‘.&' i POty PRyideg B‘a‘”r%wgtf%f?tfﬁ’ose ski || ed

t hose perforred by base station

nart that iagl g, TRARD A0B ML e AdAPLed Lo DALLLCULEL . il of ess metwork

or networks 1n“"which wreleSs device is

keyed or turseqbaesif AR Mo b e fRor i eana s hor i s
turned off serve. urce Sych intermttent operation of

transrritterd ggqgﬂﬁggﬁg?ﬁg%gg??éﬁEm%ﬁ“g%%@P%Consunption of wirel ess device
102. Since pome&ﬁ%g 102 is normally provided by a limted

power source, suc %%“%S%gi(gfgé% Fémﬂg??%?§w S@%@FCE’d@@iéﬁfﬁﬁﬂ_operatipn
et wean pover"Rarrie’ SREIORRY Bkt nbe! ReHBR ek o omerOabove., the
communi cat 1 on oS 08k ToE o B TR @iets Sepig) St co 1. 09 1o
a mobile stgt ie%pmplgwﬁxgclltﬁést?onggé/rgao%%la%igr% Y pgs%z%y! Sé%co%];ng?desciocrl]iglg eand8
10 encryption/decryption. It is also contemplated that modem 108 may perform
certain functions in addition to those performed by base station 120. Tt will be
apparent to those skilled in art that radio modem 108 will be adapted .1:0 particular
wireless network or networks in which wireless device 102 is intended to operate.
In wireless device 102, a transmitter within radio modem 108 is typically
15 keyed or turned on only when it is sending to network, and is otherwise turned off
to conserve resources. Such intermittent operation of transmitter has a ciramatic
effect on power consumption of wireless device 102. Since power to wireless device
102 is normally Iﬁrovided by a limited power source, such as a rechargeable battery,
device design and operation must minimize power consumption in arder to extend
20 battery life or time between power source charging operations.
As apparent from the above, the term “wireless device” is used herein in

reference to a wireless mobile communication device. In the embodiment of FIG. i,

wireless device 102 is a mobile station. Wireless device 102 may consist of a single
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WD 2004/ 066564 PCT/ CA2003/ 000092 wunit, such as a data conmuni cation
device, a cellular telephone, a nultiple-function communication device

wi th data and voi ce comruni cation capabilities, a personal digital

assi stant (PDA) enabl ed for wirel ess comruni cation, or a conputer
incorporating an internal nodem Alternatively, wreless device 102 may be
a 5 multiple-nodule unit conprising a plurality of separate conponents,

i ncl udi ng bwio 200kmeckve way |imted to a conputer or ot hercsesiogmyconnected to
a wreless nodem In particular, for exanple, in the wireless device bl ock

di agram of FhiGsudh asMRAGRAIBnicARH c?emcgrl%lhﬁgrotelgiﬁ% ? & rftquélg?t%m Led as a radio

nmodem uni t t hat may be inserted 1nto a port er. In this

case, the '&Q&QQM&QHPH&Q&‘Wﬂyﬁgiéﬁf?ﬁﬁf(égT%gmemﬁ%* %Ffs boar 114, one

or nore auxiliary Us 116, an ?ﬁgmconputer s

CPU. It T's akan comhemphaled.bhal . Gampul %sm%{%l% grap{ gg%? BN not

normal | y capabl e of w reless conmmuni cat’i’on

and ef f ecti yel¥,as3uae Gankr BE&B{ Aﬁ umhﬁ%%'wn %adgﬁgb tennﬁgllo of a

singl e-unit device such-as one o ose cri tgh only a

le 1
Those sk %ﬁﬁ?m*&%vﬁlﬁlemﬁ“?%ﬁ*@ﬁ?ﬁgmbﬁ?%g%l%ﬁmh@ﬂea byl SRR orL 12

t hose ;klllgd nart to ny devi ces,
el oo canmun At sanier e B LR e P o B Frn B8R i rol ose
e co .G, D0(e, 3. T B8V, LI SUSOL) K28 gy oo e
ertnodi et ea%# B ifor}f“ PETBlRERS: £ M gpbie ézk%%fﬁf' for Mobi I ¢
FrB T L S T Al K MR AR A A
10 display 112, keyboard 114, one or more auxiliary Uls 116, and controller 106
embodied as the computer’s CPU. It is also contemplated that a computer or other
equipment not normally capable of wireless communication may be adapted to
connect to and effectively assume control of radio modem 108 and antenna 110 of a
single-unit device such as one of those described aﬁove. Although only a single
15 wireless device 102 is shown in FIG. 1, it will be apparent to those skilled in art to
which this application pertains that many devices, including different types of
devices, may be aclive or operable within a wireless communication network at any
time. In addition, such a wireless device 102 may have a more particular
implementation as described later in relation to wireless device 402 of FIG. 4.
20 Wireless device 102 communicates in and through wireless communication
network 104. In the embodiment of FIG. 1, wireless network 104 is a Global Systems
for Mobile (GSM) and General Packet Radio Service (GPRS) network. Wireless
network 104 includes a base‘s’cation 120 with an associated antenna tower 118, a

9



9 WO 2004/ 006564 PCT/ CA2003/ 000092 Mbbile Switching Center (MSC) 122, a
Honme Location Register (HLR) 132, a Serving General Packet Radi o Service
(GPRS) Support Node (SGSN) 126, and a Gateway GPRS Support Node ( GGSN)
128. MSC 122 is coupled to base station 120 and to a |andline network,
such as a Public Sw tched Tel ephone Network (PSTN) 124. SGSN 5 126 is
coupled to base station 120 and to GGSN 128, which is in turn coupled to a
public or pYWPpv#testat a network 130 (such as the | ntePABCI2003RI2L32 i s
coupled to ~MSC 122, SGSN 126, and GGSN 128. Base station 120, including

its associ au\/ﬁzﬁﬂ@m&hﬁh@@ﬁte@m@b@@ﬁﬁB%xﬁe%@a&loﬁi@ 1sterp(f61€ %@ S, ‘?%)ess net work
COVGI’ age for a partl cul ar cover age area conmonl %/ referred lt as a

"cel | ", BasGesdatfaont k8o dkARSTHEPRS)OH 'l\%ﬁg'ﬁ%hﬁ'lg_@a;!nﬁ 28 o204, recei ves
comuni cation signals fromwrel ess devices w't 1'% antenna

tower U S. BaRSsghaliiicl8ASUPIARIL OGS QLA JHER. [iGlibpns, as, modul ation
and possibly encoding and/or encryption of" sign al franshitted to

the wirel eshagevia:i, Buace QHARCE hiTARTLIGUL ALy Beuglby Rugflet ermined

comuni cation 15 protocols and paraneters, r S controller.

Base stabi ofsi2QuSieHith BhdeXraride TRALLAL %%sWs PSS Rl t%%%&‘%’p‘? y gnd decrypts,

i f necessary, any communication signals recel ved fr el eSS devi ce 102

within its gelhil o M@’Hét@%@t‘vﬂ)& P40 %LQC%QJS%he @e(ilner%grﬁﬂﬁtls%m cg‘u}é?cy?r y between

di fferent networ ks. For exanpl e, e net “%erent

nmodul at i on @g@@fges@gwlgg{)ﬁd@@l\absdl fferent frequenm es than 20 ot her
networ ks. The w rel ess nk shown in comrunl cation system 100 of FIG 1

repr esents oneBagg 1]3’9 I?l | t. pi ca differe radi o
frequency (RF) cha?me(f f% {m:l%dﬁ@ its Qg%@ bn{rc}ﬁe; ancl I%erma tower ﬂg

provides wireless network coverage for a particular coverage area commonly
10 referred to as a “cell”. Base station 120 transmits communication signals to and
receives communication signals from wireless devices within its cell via anterna
tower 118. Base station 120 normally performs such functions as modulation and
possibly encoding and/or encryptidn of signals to be transmitted to the wireless
device in accordance with particular, usually predetermined, communication
15 protocols and parameters, under control of its controller. Base station 120 similarly
demodulates and possibly decodes and decrypts, if necessary, any communication
signals received from wireless device 102 within its cell. Communication p1'ot(;cois
and parameters may vary between different networks. For example, one network
may employ a different modulation scheme and operate at different frequencies than

20 other networks.
The wireless link shown in communication system 100 of FIG. 1 represents
one or more different channels, typically different radio frequency (RF) channels,

and associated protocols used between wireless network 104 and wireless device
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and associ ated protocols used between wirel ess network 104 and wirel ess
device 10 WO 2004/066564 PCT/ CA2003/ 000092 102. A radio frequency (RF)
channel is a limted resource that nust be conserved, typically due to
limts in overall bandwidth and a limted battery power of wireless device
102. Al'though a network is normally adapted to be continuously or
intermttently keyed, even where no traffic is exchanged, a w rel ess device
is 5 typi caVPytigtcsfiikeyed when it has traffic to sendCT/Ceawsentdonal "pul |
approaches involving a query froma device to a network before neani ngful

i nf or mati onigos A %Q@é&lﬂ%yl(ﬁfﬂcﬁmr 1%% RN NRe ﬁ?a@gndsﬁbe”é%ﬂééu%'ﬁr cumst ances

unsui table for wireless hnetwork . Those skilled 1n art wll" appreciate

that a wirelgssi\Blwolid i &%fa%kncm‘aé&tanﬁ% 1t e, DGR ML eds O

cells, each'served by a distinct base station anscelver

dependi ng upQR S I R £ Ahbe RPN 382 ”ﬁ%@tg&i km%%"? %E%Sous base

station controllers and base stations nay nnecte tlple SwW t ches

and rout erﬁte(xﬂ%ntﬁ’”‘?c\!ﬁa’ eRANRAL | 8 1 @%:E&Bl &4 ngtvy\oeless conLrol lers. For

all wireless device' s 102 registered wih erator per mnent 15

data (sugh @Ezcé%yrcﬁill}ﬁ@eéj%la&% 102, 4885 -8 }dpr@ n'vlzr‘f:tgongls’ éa\{yﬁ ¢ ngel J.gmporary data

(such as wrel éss ‘device's 102 current 'Y HLR 132. In

case of a vgiGieing &l duert Rolthd 94&%%%69{&& 108 HER 32, L3 duer] od to

determine the cu | ocati on oOf ess evi ce " t°or Locati on

Regi ster (LR [ | ocation areas and
stores the dafggo#pgﬁggégﬂﬁggfizgg e@? mml glm%%gmﬂgﬂﬁ%?fé MY inits area

of responsihilidyss This includes parts of the permanent wireless device
data that have been transmtted fromHLR 132 to the VLR for faster access.

Those skilled in art will appreciate that a wireless network in actual practice
10 may include hundreds of cells, each served by a distinct base station 120 and-
transceiver, depending upon desired overall expanse of network coverage. All base
station controllers and base stations may be connected by multiple switches and
routers (not shown), conirolled by multiple network controllers.
For all wireless device’s 102 registered with a network operator, permanent
15 data (such as wireless device 102 user’s profile) as well as temporary data {such as
wireless device’s 102 current location} are stored in HLR 132. In case of a voice call-
to wireless device 102, HLR 132 is queried to determine the current location of
wireless device 102. A Visitor Location Register (VL.R) of MSC 122 is responsible for
a group of location areas and stores the data of those wireless devices that are
20 currently in its area of responsibility. This includes parts of the permanent wireless
device data that have been transmitted from HLR 132 to the VLR for ;‘aster access.
However, the VLR of MSC 122 may also assign and store local data, such as
temporary identifications. Optionally, the VLR of MSC 122 can be enhanced for

11



However, the VLR of MSC 122 may al so assign and store | ocal data, such as
tenporary identifications. Optionally, the VLR of MSC 122 can be enhanced
for 11 WD 2004/ 066564 PCT/ CA2003/ 000092 nore efficient co-ordination of
GPRS and non-GPRS services and functionality (e.g. paging for
circuit-switched calls which can be performed nore efficiently via SGSN
126, and conbi ned GPRS and non-GPRS | ocati on updates). Being part of the
GPRS net wor RYO Badigisag GPRS Support Node (SGSN) 126 i spciacaatosiievsanme

hi erarchi cal |evel as MSC 122 and keeps track of the individual |ocations

of W rel ess HeVe@iesn: 9GRNARE A 5 R C@m ecurit uncti.ons and access
control. Gat ewayl PRS Suppor t- %ge ?{ stgrvﬁcre%\z}%{ddfélgafoﬁ'tﬂgfaﬁ'ki ng wth

external pagl e . I.S..connected with SGSNs_(such as
SGN 126) Voo o R BB e e B S kA oo e

aut hent [ cat ianaandnhRlelord 0.2 FELERG BLAGENLES) Dased on the same
al gorithns, keys, and criteria as in exi stlrﬁg M I n conventional

102 or by base Safian 38 TreeroRE A o e rany ee! (BE Ol ot o C°
acel cot o annt H g R R o ol e A Pk o 15 1
o 10" ecoecs (R ar vk Lol a9, g 402 1ot ke |13 presencs
devi co 102 Sn3 Boan g s Paf A ARGENST 1B eSaRlrentton wiB Tl 1o

or ‘Short veRaa R RRMGE K SRR PE bS5 sbres BN BRdet o send and
receive GPRp.lalfcrid LRLERE nIRYE CoddF 1880 RS hilhentication and cipher

16 setting procedures based on the same algorithms, keys, and criteria as in existing
GSM. In conventional operation, cell selection may be performed autonomously by
wireless device 102 or by base station 120 instructing wireless device 102 to select a
particular cell. Wireless device 102 informs wireless network 104 when it reselects
another cell or group of cells, knowr as a routing area.

15 In order to access GPRS services, wireless device 102 first makes its presence
known to wireless network 104 by performing what is known as a GPRS “attach”.
This operation establishes a logical link between wireless device 102 and SGSN 126
and makes wireless device 102 available to receive, for example, pages via SGSN,
notifications of incoming GPRS data, or Short Message Service (SMS) messages over

20 GPRS, In order to send and receive GPRS data, wireless device 102 assists in
activating the packet data address that it wanis to use. This c.;peration makes
wireless device 102 known to GGSN 128; interworking with external data networks
can thereafter commence. * User data may be transferred transparently between
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activating the packet data address that it wants to use. This operation
makes w reless device 102 known to GGSN 128; interworking wth external
data networks can thereafter continence. User data may be transferred
transparently between 12 WD 2004/ 066564 PCP/ CA2003/ 000092 w rel ess device
102 and the external data networks using, for exanple, encapsul ation and
tunnel ing. Data packets are equi pped wth GPRS-specific protocol

i nf or mat i onWOado@Fanst erred between wirel ess devi cePl02ammao@3SN 128. As
apparent fromthe above, the term"w rel ess network" includes those fixed

S network coimpleseltise 103 &h 10 eftBiGh] data%ﬁvdrpﬁlsmgf B 855l ARSI Ehuf
information, and includes but is not limted™to RF ?rans el vers,

amplifiers, aﬂ&%ﬁn@%ﬁ@t D&R pgé%@{srapé elq%fp%aed wﬂﬁfdﬁié igp&ﬁfc $dideol ?\?lee % connect ed

to the netmork etc. Those skilled'in art wl apprecla Pﬁéf a wreless

net wor k rraym@ala@gr@zfrécwew@nmmuc@g@ervﬁgﬁoz%ab;c;@ng nvol ve other systems and
conponents, including other network conponents and networks 10 (e.g. the

Internet) not exphifaldnl o RO N kLG - qvvnei‘{z\Fg 0B ciuaes tﬁ‘cgs&ét%or k (or

net works) are responsible for whi ch particular asp ect s of nal

behavi ous aleilh@ conBz%%S%eli e, kfaéﬁ%cat@ %e efeggpggns%? tof ARk fna 1019 veral |
behavi our that connected conponents produce, X%FIC|tIy not ed

herein. Fl Gnolddds$udisSidMkdidh 8 rel (L4 c%}rvg.tsl ﬁ#;l%l%ers%ase ﬁ?&%ﬁ rc]%téwﬁr K 104 having

wireless 15 device 102 operatlng therein dta bet ween

one or Mor e er@fldRlskGat | QR Rk (gc%edztg %li% 8&9 Bﬂh B’c: gl:f1o?ens§$188 éH tt%’tt’un et. and

conmuni cati on networ kK 130.

I nCl Ude a 5&?:{31\&1@@ lHléﬁtaW&}fesg 9 f%’% 8}; gé COx 1 Llled ?ng{/nilgclé(‘:’\% IIQ-FP.'Vé)}\! nf or mat I on

between application servers W re & are three

appl i cati onugeEMEhS 22020 RPN s! ik Jh% o%br ne%fvorL components and networks

10 (e.g. the Internet) not explicitly shown in FIG. 1. Which parts of a network (or |
networks) are responsible for which particular aspects of the final behaviour at the
wireless link is not as important as the overall behaviour that connected components
produce, except where explicitly noted herein.

FIG. 2 is a simplified illustration of wireless network 104 having wireless

15 device 102 operating therein for communicating data between one or more
application servers 202 through a public or private communication network 130.
Network 130 may be or includé Internet, and include a serving network to facilitate
the communication of information between application servers 202 and wireless
device 102. There are three application servers 202 shown in FIG. 2, nametly,

20 application servers 204, 206, and 208; however any suitable number of application
servers may be employed in the network. Application servers 202 may provide any -
suitable voice and/or data service(s) for wireless device 102, especially “push”-based
services. More specifically, application servers 202 may provide an electronic mail
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20 application servers 204, 206, and 208; however any suitable nunber of
application servers may be enployed in the network. Application servers
202 may provide any suitable voice and/or data service(s) for wirel ess
device 102, especially "push" based services. Mre specifically,
application servers 202 may provide an electronic mail 1.3 WD 2004/ 066564
PCT/ CA2003/ 000092 (e-mail) service, a wreless application protocol (WAP)
service, a WhavwigEdsagi ng service (SMS) service, OPCROA003/600092
application-specific service such as a weather update service, a horoscope

Seivice. At ausoei RAkaLHRLAU OB SRINEY B8 Lol Sratples, o FIG S

shows a particular systemstructure catlh%

comuni cat i @RviEeMVES serb e RR aBiaE{:ﬂ'ic@r{iorH@egﬁc ?’sgea%%gsvtvlsch %\%(Sg ivﬁeaﬁ%znﬁﬁ pents of an

;
| P-based w rel ess data networ such+*as a net ?%?ess devi ce

100 comuniLatLs Whbbofe Wik el es t_data network 145, and may al so be
capabl e of comminicating W tH éEWF§§F§§§m%%i%%ﬁﬁgTW§Pﬁ“Zﬁ6f‘ own) . The
voi ce netwoLk . py 10 be associated with | P-based wrel ess network 145

similar to, for exanple, GSM and GPRS networks, or alternatively nmay be a
conpl et eky sepaggi 6 ngtwork. [fhe GPRS | P-based data network s unique in
oov s"\ﬁ!aﬁmm-ﬁp §3§ on TS O\I}B?Lg‘écaﬂ%fvx‘/%% RVICRE such, GPRS

that it is effectively an over

component s ol fliBek £1! ENA £X)5thag, M component s, sugh as base

stations 320, or require a iondl""Co as an 15

hown 1n Fregt SEREEY 0 ey SEColura « o aHFRECRIAF OF oxtornal

shown in FIG 3, a gateway nay _ W)externa
bata packet o areoy SRR e PR b thorre et & Gounde or
i nformati OQOB&iLREatmg with a wireless voice network (not shown). The voice .network may
10 be associated with IP-based wireless network 145 similar to, for example, GSM and
GPRS networks, or alternatively may be a completely separate network. The GPRS
1P-based data network is unique in that it is effectively an overlay on the GSM voice
network. As such, GPRS components will either extend existing GSM components,
such as base stations 320, or require additional components to be added, such as an
15 advanced Gateway GPRS Service Node (GGSN) as a network entry point 305.
As shown in FIG. 3, a gateway 140 may be coupled to an internal or external
address resolution component 335 and one or more network entry points 305. Data
packets are transmitted from gateway 140, which is source of information to be
transmitted to wireless device 100, through network 145 by setting up a wireless
20 network tunnel 325 from gateway 140 to wireless device 100. In order to create this
wireless tunnel 325, a unique network address is associated with wireless device 100,
In an IP-based wireless network, however, network addresses are typically not
permanently assigned to a particular wireless device 100 but instead are dynamically
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transmtted to wirel ess device 100, through network 145 by setting up a

w reless 20 network tunnel 325 fromgateway 140 to wirel ess device 100. In
order to create this wreless tunnel 325, a unique network address is
associated with wireless device 100. In an |IP-based wrel ess network,
however, network addresses are typically not permanently assigned to a
particular wirel ess device 100 but instead are dynamcally 14 WD ‘
2004/ 066564WPAPA/CAXB03/ 000092 al |l ocated on an as- neededabasm®yez It is thus
preferable for wireless device 100 to acquire a network address and for

gat enay 140all@atelebR A1 A thiS, di'iteé%h& @{%Cﬁg 0P Sh Less tunnel
325. Network entry SO|nte305 ﬁs gener al | ug% Fg%%%F%%% 5§Mgﬁ&)denultlplex

5 anongst TR gRLENRYBad GOL AL B GaSRAY SliPro cfé[hgn&‘é'dﬁ ceaneclions such as
the Internéet, for exanple. There are nornmally ver few of ‘tAese network

entry p0|nt§mmggﬁﬁn§&9ggnQ@gy are also intended to centralize externally
avail able wirel ess network services. Network entry points 305 often use

sonme form of anN@qggggﬁﬁ &gg&@&j%n(ﬁggﬂpnghkj é%ﬂ%%dae%h@gn i n address

assi gnment and | ookup bet at ena ess In this

l e, sad l ¢ Vers, Aan uhc DNectiox host
conf 1 gur at i %%&%?o%%%g%ﬁ%p‘ﬁ&ﬁ%%% 2 B iPsTaf A o e

one met ho provi ddr ess
resol ution mfCEent L . ent rel ess data network
345 is a ne]%{%gltr?gsmr) o{ﬁdeﬁl elnl e%h&hﬁ )E/]% ﬁ(ei%)WQ% ﬁc’t?‘g?lgef%% PR proprietary
to the part at| be . constructed
from st gndadr[)%%%ggnﬁgg tgﬁ{l%%ymgg%eldl té%mqﬁ% N \/\%{J[Faey E‘IE%LWIE? egsé S et wor k

ouLer S L eled ONGANE A28 DANSANAS Lo RARE, SLALLANS. 220.00 ! 1Y

i npl emented I n rel ative ar ge net

component 335 that assists in address assignment and lookup between gateways and

10 wireless devices. In this example, address resolution component 335 is shown as a

dynamic host configuration protocol (DHCP) as one method for providing an
address resolution mechanism.

A central internal component of wireless data network 345 is a network router

315, Normally, network routers 315 are proprietary to the particular network, but

15 they could alternatively be constructed from s.t-andard commercially available

hardware. The purpose of network routers 315 is to centralize thousands of base

stations 320 normally implemented in a relatively large network into a central

location for a long-haul connection back to network entry point 305. In some

networks there may be multiple tiers of network routers 315 and cases where there

20 are master and slave network routers 315, but in all such cases the functions are

similar. Often network router 315 will access a name server 307, in this case shown

as a dynamic name server (DNS) 307 as used in the Internet, to look up destinations

15



| ocation for a |ong-haul connection back to network entry point 305. In
sone networks there may be nultiple tiers of network routers 315 and cases
where there 20 are naster and slave network routers 315, but in all such
cases the functions are simlar. Oten network router 315 will access a
nane server 307, in this case shown as a dynami c nanme server (DNS) 307 as
used in the Internet, to | ook up destinations 15 \V O 2004/066564

PCT/ CA2003/B0@@92665¢or routing data nessages. Base stat/ions 820, as

descri bed above, provide wireless links to wireless devices such as

wi rel ess dexdrGeulliuihisel 88 SsNe Ui bu/N0BLIBHBOAS i Bl e8s tunnel 325

are opened across Wi reless networ, inor t'8"Hétessary

menory, routihiRde waBdsIRELSSH a0 W . o deliver IP packets. In GPRS
such tunnel s 32% arewestablﬁéﬁeg%gggﬁéggg% "what are referred to as "PDP

contexts” (i.e. ydalas S8%ShORR els 42n2REN WM LEl eSS nnel 325, wireless
devi ce 100 must use a spegﬁfice%é%ﬁﬁgghgn§%§53wg%é%;ﬂfﬁﬁai rEl%8%s  net work

345. The stgpeef LRENL RS ; 3 W ess. .tunnel 325 may require wreless
device 100 to indicate th%%g%rlrg?%\!l&gére FRETIOF ReBsty §°%’8énﬂf‘§%§f@é& th which it

Wi shes 19 1R 2P0 MASLP BudtNG GAEsuch Rl SoCX ARG, N Lynpel Fixst

reaches network router USés nane rve

net wor k ent%ﬂatram 1@%@1‘1%9?0 asm?’bﬁ Q§§e§tpe(rcg%g%l&gs\§{?)é§\/ ?gggqlbw'%]_tgla @%g]ﬁw r el €ss

tunnel s can be opene romone WTelgss hcy, or to
e 15 1 ound TERet Dne ] S B b TR Qe S RER G R Lo nt 305
Retwor k entry porny 08 PHEAPiBCARS Sinflid-daat iy P v eRce | 335
conponent tQ.al lifgbctgtu%lc%% tlu!.? dc?l‘rqgug,%ésne&v%;k \e,gt{yello%%%{)g \?v\lltim %\311&1019 Wis}(\hesen an 1P
10 to open wireless tunnel 325. In this example, t_he tunnel first reaches network router
315 which uses name server 307 to determine which network entry point 305
matches the domain provided. Multiple wireless tunnels can be opened from one
wireless device 100 for redundancy, or o access different gateways and services on
the network, Once the domain name is found, the tunnel is then extended to
15 network entry point 305 and necessary resources are allocated at each of the nodes
along the way. Network entry point 305 then uses the address resolution (or DHCP
335) component to allocate an IP address for wireless device 100. When an IP
address has been allocated to wireless device 100 and conununicated to gateway 140,
information can then be forwarded from gateway 140 to wireless device 100,
20 Wireless tunnel 325 typically has a limited life, depending on wireless
device’s 100 coverage profile and activity. Wireless network 145 will tear down
wireless tunnel 325 after a certain period of inactivity or out-of-coverage period, in
order to recapture resources held by this wireless tunnel 325 for other users. The
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address has been allocated to wirel ess device 100 and comunicated to
gateway 1.40, information can then be forwarded from gateway 140 to

wirel ess device 100. 20 Wreless tunnel 325 typically has a limted life,
depending on wireless device's 100 coverage profile and activity. Wreless
network 1.45 will tear down wreless tunnel 325 after a certain period of
inactivity or out-of-coverage period, in order to recapture resources held
by this w repeswgodgismnel 325 for other users. The 16prNR20040066564

PCT/ CA2003/ 000092 nmain reason -for this is to reclaim the |IP address

t enpor ari | ymhesessve o fifk Mo 2laSShe HEVAG nnel 325 was
first opened. Once tﬁe fé gddress fs OS%S%QQd%Qﬁfé%%églFzﬁﬁgém%ZS is torn

clown, gat ew@yce 1 whos EeRldl 1 ARE blstWast Qs at s to
mnreless devi ce 1081 mhe?hgr over ffgnsﬁl ?%gn(%SnEFgﬁ §H856%<F (TCP) or 5

over User D‘@{d@gﬂi@é& RLQEI088]s télu%)\m ééa'asmtag}llﬁo BRR!, l Q’E 1n1t1a i lcghbased

w rel ess network" (one specif W re net wor k)

may i ncl udepdaids doSyiRes ébmet‘l&fjw&gf er(ol%ir ﬁar%(x)mssmn Oé dc?l Pb‘gr} %g@g%}'zﬁ] Afg)e SZ

(CDVA) network that has been deve pera

Ceneral PacketRaelQ §§ﬁ¥%§3ﬂ {FRS) netmork for use in 10 conjunction with
A obal System for % mmuni dati ons (GSM netmnrk both devel oped by

st andards commi .t n e e of
RS rﬁh'é}{{oﬁp%? R0 J(de Y &Ol 3)“?‘11?3??‘@“ ¥ & generati on

Tel ecommuni cati ons A ni strations

(30 netvarkael i &smm@mﬁ%!%@%%ga Fud{e%rt gjme L0 LFOE) and

Uni ver sal Mobi | Tel ecommuni cat’i ons at a
ﬁﬁgg::'g![ ggé'f?%§1€9§ 1 9&59‘& netw%%% al"g'!% g(%lsc}en V%r%ngtql}?ﬁria@ Lgvle)e been
descri bed, b&h@ua‘%&%‘ﬂ” 2f%t (l}giglali %’a&SE ?’adloséer\HQeeEBPRS) network for use in
10 conjunction with Global System for Mobile Communications (GSM) network ‘both
developed‘ by standards committee of European Conference of Postal and
Telecommunications Administrations (CEPT); and (3) future third-generation (3G)
networks like Enhanced Data rates for GSM Evolution (EDGE) and Universal Mobile
Telecommunications System (UMTS). GPRS'is a data communications overlay on
15 top of GSM wireless network. It is to be understood that although particular IP-
based wireless networks have been described, the communication re-establishument
schemes of the present application could be utilized in any suitable type of wireless
packet data network.
Preferred Wireless Device. FIG. 4 is a block diagram of a preferred wireless
20 communication device 402 which may be configured to re-establish communication
according to the methods described herein. Wireless device 402 is preferably a two-
way communication cievice having at least voice and data communication

capabilities, including the capability to communicate with other computer systems
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schenmes of the present application could be utilized in any suitable type
of wireless packet data network. Preferred Wreless Device. FIG 4 is a

bl ock diagram of a preferred wireless 20 communi cation device 402 which
may be configured to re-establish conununication according to the nethods
described herein. Wreless device 402 is preferably a two- way

conununi cation device having at | east voice and data comuni cation

capabi | i ti e¥9 2itKed63edi ng t he capability to conununi cabP&rgadssatiter conmput er
systens 17 WD 2004/ 066564 PCT/ CA2003/000092 on the Internet. Depending on

the functi on@tietiyteREOVDHSHIRY orihk SLeES8 \ﬁjrgﬁdethé'i wlvi-n%less '&E&éfe%orriﬁf erred to
C u

as a data nessagi ng device, a two-way pager, a ar telepHone with

dat a nessagiagbepabi ld dsla@Ba Res el 8l @siSe, L AL S pnl.j , r a data
connunicatiéhgdevice (mﬁﬁh Sr ﬁdﬁh ut ?%|eﬁﬁgﬁgﬁﬁgggﬁgﬁﬁﬁﬁﬁﬁ%Pn% | f

wi rel ess_ deyimedd0anissaRabhebilor 1 Wosay COMBNLERLIAN 1 M| norml Iy
Cclu

i ncor porate a. conmuni cati on subsystem 411, which | es a receiver 412, a

transm tt erckuni ARch &SRO GHAT &d,R0PE as one or nore (preferably
enbedded or intg?nal3 antgﬁha efenent%ﬁﬁ%gcgﬁgﬁg%', | ocal oscillators (LGs)

413, ands a progesiet R8s SHER A% ﬂ@o—g\jag 'cagrf:i‘xlmuﬁlglg%ﬁl i ﬁfellol%%%épr (DSP) 420.

Commruni cation 10 subsystem 411 1 s anal ogous to ra m Yand ant enna

110 shoun ifedibdite ko corbBuitiddon NELARRAT £AL iR NORESKILLED, L, T €l d of

comuni cations, particular design-o cohununlcatlop subsystem 411 depends
on the commabamtl any nenckhd Wihehentt L8LC8S,deY] g6, 402 ks, int ended to

operate. Network access requirenent so vary depe pon type of

net wor k- 1%11&&3%(!@5170? thierhdl) SRR BRRURE K5 anfi As, BXATRL Brtol %:[dg? t£1l§, Ageess is

associated wit
a processing module such as a digital signal processor (DSP) 420. Communication

10 subsystem 411 is analogous to radio modem 108 and antenna 110 SlhOWn in FIG. 1.
As will be apparent to those skilled in field of communications, particular design of
conununication subsystem 411 depends on the communication network in which
wireless device 402 is intended to operate.

Network access requirements will also vary depending upon type of network

15 ufilized. In GPRS networks, for example, network access is associated with a
subscriber or user of wireless device 402. A GPRS device therefore requires a
Subscriber Identity Module (not shown), commonly referred to as a “SIM” card, in
order to operate on the GPRS network. Without a SIM card, a GPRS device will not
be fully functional. Local or non-network communication functions (if any) may be

20 operable, but wireless device 610 will be unable to carry out any functions involving |
communications over the network. In Mobitex and DataTAC networks, on the other
hand, such a wireless device 402 is registered on network using a unique

identification number associated with each wireless device.
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subscri ber or user of wreless device 402. A GPRS device therefore requires
a Subscriber Identity Mddule (not shown), commonly referred to as a "SIM
card, in order to operate on the GPRS network. Wthout a SIMcard, a GPRS
device will not be fully functional. Local or non-network comunication
functions (if any) may be 20 operable, but wireless device 610 wll be
unable to carry out any functions involving comrunications over the

net wor k. | nWiBlsit@s64+and Dat aTAC net wor ks, on the ot hecr/ckamdproguch a

wirel ess device 402 is registered on network using a unique identification

nunber associ at gheM fehuiRACReWbikel£RBHRVL.CE
PCT/ CA2003/ 000092 V%gﬁ reqU|r%dEﬁet$0r ]}QEWégwgg%%%Qg%qgg?lva i on
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communi cation signal's over the n |gna s recelv Aft enna 416

t hrough t hemetwairk . r rn1such
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in PIG 4, analog-to d|g| conversion onve
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denndulatlon and deco ng to be ( HY ar manner,
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neluer K Vi 3eARhEIng, S10eIRF 450k dl, RGOSR SRMTURLERL On
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10 example, by DSP 420. These DSP-processed signals are input to transmitter 414 for
digital-to-analog (D/A) conversion, frequency up conversion, filtering, amplification
and transmission over communication network via antenna 418. DSP 420 not only
processes communication signals, but also provides for receiver and transmitter
control. For example, the gains applied to communication signals in receiver 412
15 and. transmitter 414 may be adaptively controlled through automatic gain control
algorithms implemented in DSP 420,

Wireless device 402 includes a microprocessor 438, which is one
implementation of controller 106 of FIG. 1, which controls overall operation of
wireless device 402. Communication functions, including at least data and voice

20 communications, are performed through communication subsystern  411.
Microprocessor 438 also interacts with additional device subsystems such as a
display 422, a flash memory 424, a random access memory (RAM) 426, auxiliary
input/output (I/0) subsystems 428, a serial port 430, a keyboard 432, a speaker 434,

19



15 and. transmitter 414 may be adaptively controlled through automatic gain
control algorithns inplenented in DSP 420, Wrel ess device 402 includes a
m croprocessor 438, which is one inplenmentation of controller 106 of PIG
1, which controls overall operation of wreless device 402. Conmuni cation
functions, including at |east data and voice 20 conmuni cations, are
performed through comruni cati on subsystem 411. M croprocessor 438 al so

i nteracts WPRMHHEIH i onal devi ce subsystens such as acridammloanwed22, a flash
menory 424, a random access nmenory (RAM 426, auxiliary input/output (I/0

subsyst ens 428icroBh@r458) 2 B raA30 condn KB peaker 434, 19 WO
30041 066564 AT EAS005 hO05a sy R kR Sudifen HERRE KA o
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desi gnated at 442. "Sone "of t systens shown 1 n
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"resident"” or on-device functions sone sSu h as 5

keyboard 43310@1@@ ”E‘Jsﬁ@ﬁ@yofl 4%2devfc9 Fure P ! Gf\iota%?py Pmﬁ su}?sy?t% H@k &ge for

connl uni cation- rel ated unctlons such as e

transm ssi ORbyRVRE 48 Ao td o e resident functions
such as a cafcul ator o (ﬂé g ﬁﬁ-ﬁlgﬁﬂl mgmfbeu“z §8??ﬁﬁf “Used by

o et kL AL B DR P S0 e s

flash nmenory which may a ernat’

simlar st OJO%Q 1?tla TR Ognds@egygnlemdlhtof%e?urso%%lsl \?‘Fi‘}g&%‘g%ﬂa Er?:];tf’%ll\goln!s

appreciate that the operating systen1 Spec
parts, therog o g, e L RELA[LL,| BB, Lo A v Ll stpre Such as
detected si }Qf&‘?sjten OFre ROF 4 R2R n-CL)Jmo%Q [&4, Wslich may alternatively be a read-only
10 memory (ROM) or similar storage element (not shown). Those skilled in the art will
appreciate that the operating system, épecific device applications, or parts thereof,
may be temporarily loaded into a volatife store such as RAM 426. It is contemplated
that the received communication signals, the detected signal log, and loss of contact
log may also be stored to RAM 426,
15 Microprocessor 438, in addition to its operating system functions, preferably
enables execution of software applications on wireless device 402. A predetermined
set of applications which control basic device operations, including at least data and
voice communication applications (such as a network re-establishinent scheme), will
normally be installed on wireless device 402 during its manufacture. A preferred
20 application that may be loaded onto wireless device 402 may be a personal
information manager (PIM) application I{aving the ability to organize and manage

data items relating to user such as, but not limited to, e-mail, calendar events, voice
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| og may al so be stored to RAM 426. 15 M croprocessor 438, in addition to
its operating systemfunctions, preferably enables execution of software
applications on wirel ess device 402. A predeterm ned set of applications
whi ch control basic device operations, including at |east data and voice
communi cation applications (such as a network re-establishnent schene),
will normally be installed on wirel ess device 402 during its manufacture.
A preferredvo@igppiaicati on that nay be | oaded onto wecetessodeyi ce 402 nmay
be a personal information manager (PI'M application having the ability to

organi ze anﬁmmgagg@nmgﬁgamkig@§n&ﬁ;akkgg%&gg%ﬁﬁdg@ggqﬂg%%ﬁ ut not limted

to, e-mail, calendar events, voice %%/ 000092

mai |'s, appohniARabSwiaRd dbaskioh to0B N2l Hhe,Qf nmore nmenory stores
are avallable on'Vﬁ?e | ess %hb?éé 43){:’1 H%gcﬂﬁ aF%ig%orage of PIM data

itens. Such Pl %mm%bh&ﬂm%%@fe%gﬂlaé( 'hQadﬁili%rPtg fsglla ang ré/c 8;?{%3(:1 and recei ve

data itens via the w el ess érre Pl M dat a

items are seRmlSSRlYs néw At oI ]grteﬁg“@d AL IIZIE/fjdataai e?‘x}sga ef‘f la the

wireless network, with e W rel ess v1ce user's ¢ data itens

stored apd/ ﬁfeg?a?e%loﬁ efu%gmy}ﬂ L ﬁgc@aqg& via %%nlx)rﬁ%}%rs n \;tsof;_.ke rx?\g@b@ret%}? greating a

m rrored host conp r on Wireless device ¥%%5uch itens.
wrel eas degrie Jélef'?@s’%#?%%“é%%ﬁ%%étglye%[‘%%? ‘adfir Y t%cﬁawﬁéééfo?%;f. ons 10
70 “subsyst apeos Rerr b SRS IR B M ROt AL subsyst e
426 or p?Q&?I‘;l‘er‘”e& SUBIRE IR 41‘5%%3%@3%% refouchunion by
M 1 opr 0ces5Qkm 43 e witheR dblifX\ B dehde computer system. Adaitional applications

10 may also be loaded onto wireless device 402 through network, an auxiliary I/0
' subsystem 428, serial port 430, short-range communications subsystem 440, or any
other suitable subsystem 442, and installed by a user in RAM 426 or preferably a
non-volatile store (not shown) for execution by microprocessor 438. Such flexibility
in application installation increases the functionality of wireless device 402 and may
15 provide enhanced on-device functions, commumnication-related functions, 61‘ both.
For example, secure communication applications may enable electronic commerce
functions and other such financial transactions to be performed using wireless
device 402. |
In a data communication mode, a received signal such as a text message or
20 web page download will be processed by communication subsystem 411 and input
to microprocessor 438. Microprocessor 438 will preferably further process the signal
for output to display 422 or alternatively to auxiliary I[/O device 428, A user of
wireless device 402 may also compose data items such as e-mail messages, for
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in application installation increases the functionality of wreless device
402 and may 15 provi de enhanced on-devi ce functions, comunication-rel ated
functions, or both. For exanple, secure conmunication applications my
enabl e el ectronic conmerce functions and other such financial transactions
to be perfornmed using wireless device 402. In a data conmuni cati on node, a
recei ved signal such as a text nessage or 20 web page downl oad will be
processed byY&BMiifcati on subsystem 411 and input trReTmacwopoecessor 438.
M croprocessor 438 will preferably further process the signal for output

to display 422npk, aliseefativehn (R akdnl it i evice 428. user of
wirel ess device 402 may al so cohpo%e dgtéﬁf%@%é}%%gﬂéggm%ﬁﬁﬁﬁ@mﬁessages,

for 21 WO 200L0B6564 RGH.GA2003L 000092, JexXAl keealgﬁa%}lir}%-iggé ogug a3z 1n
| .

conjunction with display 422 and possibly auxrliar

Keyboar d 432nilgorpelefienabiy ke %amheteod hureri ¢, keyboard, and/ or
t el ephone-type keypad. ?Eesgn%onpgsedoi %%QH%§§Hﬁ%bfﬁéﬁg %% ¥& Bver a

ConﬁuniCati@ﬂmﬂﬂﬁMﬁkkrk@k@y@QmQQQ&H&h& tkﬂ@m%qgéX§ em411. 5 For voice
comuni cations, the overall operation of w reftess device 402 is

substantisal |y simgi kaite c@Xa8REthRAt S ei ved signals would be output to
speaker 434 and signals for %ransnigg?%ﬁgﬁ%ﬁfﬁ(%ég ‘ﬁ%ﬂ@?gﬁggfsnicrophone

436. Al t er nadibis\ataly Qs et Ond Qi tems, such as a voi ce message
recor di ng subsysté%}lna§ al so be F%%EggéﬁﬁégogﬁﬁﬁoP MEQSPERs 06 402.

o houen vesessa st WAL LS LOSEEIRUTIEL o, o,
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also be implemented on wireless device 402. Although voice or audio signal output
10 is preferably accomplished primarily through speaker 434, display 422 may also be
used to provide an indication of the identity of a calling party, duration of a voice
call, or other voice call related information, as some examples.
Serial port 430 in FIG. 4 is normally implemented in a personal digiial
ass?stant (PDA)-type communication device for which synchronization with a user’s
15 desktop computer is a desirable, albeit optional, component. Serial port 430 enables
a user to set preferences through an external device or software application and
extends the capabilities of wireless device 402 by providing for information or
software downloads to wireless device 402 other than througﬁ a wireless
communication network. The alternate download path may, for example, be used to
20 load an encryption key onto wireless device 402 through a direct and thus reliable
and trusted connection to thereby provide secure device communication,
Short-range communications subsystem 440 is an additional optional

component which provides for communication between wireless device 402 and
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Serial port 430 in FIG 4 is normally inplenented in a personal digital
assi stant (PDA)-type conmuni cation device for which synchronization with a
user's 15 desktop conputer is a desirable, albeit optional, conponent.
Serial port 430 enables a user to set preferences through an external
device or software application and extends the capabilities of wreless
device 402 by providing for information or software downl oads to w rel ess
devi ce 402 WPR@#OGH&EN t hrough a wirel ess coma ni captcDoAnetowork. The

al ternate downl oad path may, for exanple, be used to 20 | ocad an encryption

key onto W BffeR8SsydRW:s (R Wlidest HLRHIR A G ﬁe@&gal%ge IR, l46likdl lb%lb nand

trusted connection to thereby provide secure device communi cat
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conponent whi ch provides for “communi cati on between W reless devi ce 402 and
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need not necessarily be simlar devices. xanpl e system 440 nmay

i ncl ude an {.0h EaiiRdy-GR¥iA8y 06k ARSQ%IAL &4, %o;ﬂ%kl'ﬁ m%s?ere MERENL S, or a

BIuetoothTNIconnunlcatlon nDdu e to provi ion mnth

sim | arly- esyanleadusystgas and deV|ces Bl uetoothTMis a registered
trademark 5 of Bluetooth SIG Inc. FIG 5 is a flowhart for describing

one et hod of 1 iGest ablJ S CAITMALEAL! Q. Ry Wi eLess coruni cat | on
mpl oye

devi ce. These nethods may be conponen s’'s {*descri bed

above in r edoﬁfﬁﬂ&?lﬂaﬁ&l Foh GB wirklefs edrhGuniatioR %{e%céig V\}Irﬂ%y ﬁue&g al zgwlytsl? e? ege\ch? ﬂ

enpl oyed by a wireless conmunication device

and oper at i ig14Rd & M fBhESSHEOTINRLEAkIQ ab(pv%tn\ll\ﬁe E 7 I n.gmhéfé.%ng and
recei ving radi frequgncy é S|gna?s over rgf Channdl®
particularly relates 10 a method employed by a wireless communication device,
10 which is registered with and operating in a wireless communication network and
monitoring and receiving radio frequency (RF) signals over a control channel.
Beginning at a start block 502 of FIG. 5, the wireless device tests whether the
cwrrent RF frequency or channel being monitored is adequate for communication
(step 504). This test may be performed, for example, by testing whether a received
15 signal strength indication (RSS]) is above or below a predetermined threshold. If the
R&SI is below the predetem‘“dned threshold, for example, then the RF frequency or
channel is inadequate. If the RF frequency or channel is adequate as tested at step
504, then the wireless device continues to operate normally m the wireless network.
If the RF frequency or channel is inadequate as tested at step 504, however, then the
20 wireless device enters a first mode of scanning operation where it searches for a new
RF frequency or channel for communication (step 506). In this first mode of
scanning operation, the wireless device may scan several different possible RF
frequencies or channels to identify an available or “best” signal.
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Beginning at a start block 502 of FIG 5, the wirel ess device tests whether
the current RF frequency or channel being nonitored is adequate for

comuni cation (step 504). This test may be perfornmed, for exanple, by
testing whether a received 15 signal strength indication (RSSI) is above
or below a predetermned threshold. If the RSSI is bel ow the predeterm ned
threshol d, for exanple, then the RF frequency or channel is inadequate. |f
the RF freqt@dty®%i*ichannel is adequate as tested at PET/EE2008B0O®Y2 t hen t he

wi rel ess device continues to operate normally in the wirel ess network. If

the RF frequencyf ach eharnghal is nbadeaualerasd testigd.at 04, however,
then the 20 wirel ess device enters a fi ry‘saft node o?gasc;ﬁﬁéitoﬁgh%ptg?ati on where

it sear ches whmlessalen@ivconBirudssQAEBRCH: BF nERRANEL LY CH LGat, (step
506). In this first node of scan%cni ng Sper ati Lrll,n%ﬂle wg%t(e\sgegsggvi ce may

scan sever ahftaitfsfigg @Mbthpos Snbhe hRFocchh QOMERLI A5 &4 & h$: 4,0,4 dentify an
avail abl e or "best" signal. 23 WO 2002{1/ 066564 Pﬂlam%ggglfaé%ogﬁgﬁd If such a

new si gnal ivsemetted AT 588 Aoyt Qunch RS u&%%gse&vﬁé E@%gratglg%ﬁe&&g“ the

wi rel ess device continues searching for the new equency t° channel at

step 5065 afeteetablishSdobngnagsReIa tlel WBALL : r st.ep 510. If a
new signal is found when tested at step élgg%lggs\?\%vélr%i tafh%ﬁ’v e%ésvm' rel ess

devi ce i medivat elay P@tfblelm@,f 51%1),5&5@&@?}@? Lg%tg,l 191%%5%%% l%ngogg%\@fé% h the

wirel ess network (step 512 e wrel ess evi ep 512 by

transnitti ngingess QBoRE oMBS SAGEMBE G i REQ! B, LNEy, W hekess network of the
presence of the wireless dgvi ce. The 'metho %C%éﬁh?gﬁglgflgﬁeﬂaﬂ’ * step 512,

begi nni ng  afftesdi@B15Msinding COMHpQ! Message transmitted in step 512 may be
an update nessage, 10 which i's any nessage transnmtted by a wirel ess
devi ce suit abl eIifeOJc)11ﬂ§len1Esl3aéen{rﬂ{smt{ég in step 512 may be an update message,
10 which is any message transmitted by a wireless device suitable for use in informing
and/or updating the network of the wireless device’s status, even if the message
may have another different purpose. For example, the update message may be, in
GPRS, a location area update message or a routing area update message. As another
example, the update message may be a message for sending user data. This message
15 causes wireless network to receive an indication of communication re-establishment
between wireless device and wireless network.
If no new signal is found at step 508 before a timeout occurs at step 510, then
the wireless device eﬁters a second mode of scanning operation where it again
searches for a new RF frequency or channel (step 514). If a new signal is found as
20 tested at step 516, then the wireless device immediately attempts to re-establish
communications with the wireless network at step 512 as described above. If a new
signal is not immediately found at step 516, however, then the wireless device enters
into a sleep mode of aperation for a predetermined time period (step 518).
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and/ or updating the network of the wreless device's status, even if the
nmessage nmay have anot her different purpose. For exanple, the update
nmessage may be, in GPRS, a |location area update nessage or a routing area
updat e nessage. As anot her exanple, the update nmessage may be a nessage
for sending user data. This nessage 15 causes wireless network to receive
an indication of comrunication re-establishnent between wreless device
and wirel esWodegid. 1f no new signal is found at stepchi8sdabore a

ti meout occurs at step 510, then the wireless device enters a second node

of scanni ng Operlﬁirh‘@ﬂ’u,m@ﬁ ﬁlokitt: tﬁegv@flé]ess ﬁ?\ﬁt{ﬁ%g@@d&ggmguﬂcfandp%g 151%,? gegi% or

channel ('step 514). |f a new signal t hen

the vi rel esas deviiac bmediaiel ch@{etttg\;@to§p(gﬁor{ﬁﬁ(% DS edefifh Ui catl ons

with the wireless network at step 512 as descri ew signa

i's not i medhaieli Jf@lmegtm te%Qve%aq(o)luﬁﬁ@%‘f%nsecud:{‘ etfc%%nt &]fr ]ee%le s device

enters into a sleep node of operati ° peri od

(step 518). wafth VR Z004L QQ@%Q&OL&%{I‘L&%&Q&%QEQ 159 1%ge1ve]9lélm g%ﬁoﬁ%u?)ﬁlg ep mode, the

wi rel ess device shuts down significant 1'ons Y (e.g. its

control | er gRd,ERGELNEE i NS ) The.predeterm ned tine
period of thquleep H%dégﬁ% g%?'ggp)% Cu$m€%ﬁp % éaF%é@?ve time

peri ods  whiugledhe, agzsnegal&@yk&mgu%ozﬁefzg{e%@ﬁaggg,%ﬁ L9 deceiver and

controller. Once 5 the”predeterm ned

s re-enabl gg.&nd; VLG8 agal A sear hes for the new RF
;requency J%Qcﬁg hgﬁ§aaﬁhfﬁb&%§ g§éé§cﬁﬁn‘“¥ ¥H%“§%%%ﬁﬁﬁﬁﬂﬁélﬁf operation

i s periodicgl Lvﬁel@ﬁrcitfﬂﬁ&rw&g ﬁ\gﬁoﬁq anﬁa%mg%oefro;;ihe W rel ess device wakes up

froma sleep node of operat | gt nethod, a wirel ess device
such as a cel | ul,af, fLRLLS rﬁ&tﬁgﬁ Mvireless device such as a cellular mobile station

10 operates in a cellular telecommunications network and detects that a signal strength
of signals from the cellular telecommunications network is below a predetermined
threshold. The cellular mobile station then scans for signals from one or more
additional cellular telecommunications networks in response to detecting that the
signal strength of the signals ié below the predetermined threshold. While signals

15 from one or more additional networks are still inadequate for communication, the
cellular mobile station transmits on a regular basis (e.g. periodically) a control
message (e.g. an update message) which informs the cellular telecommunications
network of the presence of the cellular mobile station. The periodic transmission of
such a control message may occur at short intervals, for example, every twenty (20)

20 seconds to every three (3) minutes.
FIGs. 6 and 7 are related flowcharts for describing another method of re-
establishing communication for a wireless communication device. These methods

may also be employed in components shown and described above in relation to
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10 operates in a cellular tel ecomunications network and detects that a
signal strength of signals fromthe cellular tel econmunications network is
bel ow a predetermined threshold. The cellular nobile station then scans
for signals fromone or nore additional cellular telecomunications
networks in response to detecting that the signal strength of the signals
is below the predeterm ned threshold. Wiile signals 15 fromone or nore
addi ti onal wetwenr&ks+are still inadequate for conmuni eaticengebhe cel |l ul ar
nobile station transmts on a regular basis (e.g. periodically) a control

message (e. GiCsans URAA Gl RRIR0EN I GR AN QR b NEnGEM M Bhenuen

t el ecommuni cati ons network the presenc he Ce

The periodi Girb:ERRaR: S34 @Y. 6f artﬁHﬁB}( ?el%%rt% .9 ﬁbeoaascsc? %eth 8m8§)%%§|<{/b at short

intervals, for exanple, eve y twen secon X hree (3)

t FI &9 mént i C r Q Shted b th thod
m nut es. 81w R1e8N b A i A A gdﬁ}L Lhe Q ess t@oﬁﬁﬂ#ﬁ@%?ﬁ%@% 6iczl)ewe(r:erm °

of re- establishing comuni cation a wrel

These net hogs. 1£a%mgk§@:9 . onent s shown nd descri bed above
inrelation to 25 WO 280 %@%éﬁ%%ﬁ#?aiéggéfﬁgﬂﬁﬁﬁ SPPCES s 1 G 6
particul arl }telakes, t t ed w thin the fixed netwprk
infrastructure, and h]%?%?ggagglcu ar%lﬁﬁepg?g@nT MOAVFYes s EPHt 8d et hod

enpl oyed byconﬁﬁﬁué%ﬁ?!x%&% b%mq{ecgﬁél&gg?ﬁ%%:ga@ H'pl{a%eggm?n Lni tial

context for the net he W reless s Fplegi st er ed
operati on, Baaesars "o %@%‘ﬁf AP BHORE LG St Tse e RS, wi rel cos |
moved o a Togron ahar e PRY ety adbrei B Fon e s Gn gercaabauat oty
receive W rghassishanals ig rdgiliﬂetdh% \é\glcgr%&)gs?ssmg;egc!versé s'ibénal, channel, or
10 decoding condition (or combination thereof) which causes communication to be
hindered such that information cannot be adequately transferred or received.
Beginning at a start block 602 of FIG. 6, the network receives an indication of
the communication loss associated with the wireless device (step 604). In actual
practice, the network may receive a number of such indications for a number of
15 different wireless devices associated with such a co@unieation loss. The loss of
conununication may be determined based on any one of a number of different
methods employed between the wireless device and the wireless network. As an
example, “keep-alive” messages may be periodically sent between the wireless
device and the wireless network every predetermined time period, where a
20 communication loss occurs when the network fails to receive a keep-alive message
within the predetermined time period, resulting in the network receiving an
indication of the communication loss, Preferably, the method employed is a

predetermined process which provides some hysteresis, such that short coverage
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comuni cation | oss is defined to enconpass any adverse signal, channel, or
10 decoding condition (or conbination thereof) which causes comuni cation
to be hindered such that information cannot be adequately transferred or
received.. Beginning at a start block 602 of FIG 6, the network receives
an indication of the communication | oss associated with the wirel ess device
(step 604). In actual practice, the network may receive a nunber of such

i ndi cat i onswpaw+asstranber of 15 different wirel ess devicesiasseci ated with
such a conmuni cation | oss, The |oss of connunication may be determ ned
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i ndi cation gf,dhg..50 o] Pre t he pl oyed is a
predeternln%&%%?o%és &{$%§%§E§Og§§§ ?@%éép@“mgﬁﬁﬁmﬂﬁﬁgpshort

coverages 2@&%&&%&Qﬂ%§@6564 PCT/CA2003/000092 | osses such as brief signa
fades (e.g. on ofder of one (1) to ninety (90) seconds) are ignored. Thus,

very brief |oss ion a hose encountered when passing
| ar ge obstructlgﬁgggnﬁ%gnHvﬂﬁg&PﬁugéﬁﬁngﬁfBﬁ WinHesy At g st G dpar ki ng

garage) ne ndi.c tlo o the network that a conmmunication
loss is 5%%3%2% gxﬁggﬁgﬁggﬁsmVﬁg iﬁﬁ}hgﬂ UIEEEPOITVEF e dHhi@steson | oss for

E)Pet \é\‘era: ?Z giglg\fﬁ g@lax{c Z:le‘%z%e%eé %oecmtted ]wnvh %:/oglrrné%ttgg%or? eigsvsfsr ifn ?I?ed§v11%lgssl dentifier

network (stép 606). The identifier may be any suitable identifier which uniquely
10 identifies the wireless device, such as a Mobile Identification Number (MIN), a
Temporary MIN (TMIN), an International Mobile Subscriber Identity (IMSI), a
Mobile Subscriber ISDN Number (MSISDN), or an Internet Protocol (IP) address, as

a few examples.
Communication may also be re-established for some wireless communication
15 devices in the wireless network. In this case, the network receives an indication that
communication re-establishment has been made between a wireless device and the
wireless netwé;rk (step 608). For example, if “keep-alive” messages are normally
periodicallyv sent between the wireless device and the wireless network every
predetermined time period, the network may receive a keep-alive message from the
20 wireless device after failing to receive them for some period of time. Alternatively,

the indication may come in the form of a control message or an update message

which is transmitted by wireless device, as described above.
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comuni cati on devices associated with conmuni cation |losses in the wireless
network (step 606). The identifier may be any suitable identifier which
uniquely 10 identifies the wirel ess device, such as a Mbile Identification
Nunber (M N), a Tenporary MN (TM N), an International Mbobile Subscri ber
ldentity (IMSI), a Mobile Subscriber | SDN Nunber (MSISDN), or an Internet
Protocol (IP) address, as a few exanples. Conmunication nay al so be

re- est abl i sh@QUH@FSSG0ome Wi rel ess conmuni cati on 15 devrcaseimubhe w rel ess
network. In, this case, the network receives an indication that

communi cat i on 1 avest abkiSOTROLRas Reen c&ﬂﬁkl%n%a%oﬁe%kes%bﬂ“y Bhoad, devi ce and

the wreless network (step 608) exanpl e fressages are

normal ly peekdl &aldvs &Nk éx%ﬁw@femetatg%awe@%e%eq SR e ho v reless
|

network every predetermned tine perio he néet worK

keep-alive m%ﬁsﬁéli%vfcésqar@o%ilﬂ@d %\Q%Vgoﬁﬂu%ghonﬁvgseﬁft gl%im'jglal ¥ {-Iwé)gk 1%?%)9'. ggﬁ;vlen

them for sone period of ternative

the form of 5@, ¢QnRLLQlidIE which is transmtted by
wirel ess device. as Hesc?? Ogl%lbe\el}legt %&%gg%e%fﬁjﬁ‘%éé‘%@ia%% w4903/ 000092
When recei ViHagyiddesh A& f tion re- st ab sh the network
removes the i delnt iTier o & g&é%gs(gtgkg}gy'egﬁwnrng 5@% n%hf"t’%e list of

wirel ess deyj; a C A ication es (step . 610). The
wiiGse %ﬁﬂl (5{6}51? RURE)! wWitdllH @[ 180 upon 1{5 Elsdftiogtto e listidof o see

network may also, for each Wi rel ess dévi

whet her a t c ess devjce has expired (step
612). The télﬂﬂrrgl lcﬁ%g@bie%ﬁlﬂ%emaﬁg%} léag Lsfllﬁg}m lﬁfomgﬁ?lflﬁﬁtlmém ffﬁdﬁ‘feoﬁff time for

each wirel easudoy ce,HBAN hS, MMLL oD douthe LSt [on exarple. a 10 - 15

mnute tiner eswtab f

removed from the list (step 614). Since the wireless device is now available for
10 communication, the network may also check to sce whether any messages are
pending for this wireless device and cause them to be sent to the wireless device
immediately.
Next, the network causes the identifiers of the list to be broadcasted over the
wireless network (step 616). The identifiers may be broadcasted over a control
15 channel, for example, of the network. Any suitable control channel and/or control
information communication means may be utilized such as, for example, a Broadcast
Control Channel (BCCH), a Packet Broadceast Confrol Channel (PBCCH), System
Information. message carried over the BCCH and PBCCH, a Periodic Route Area
Update procedure, or the use of a Page request and responge protocol.
20 The method of FIG., 6 repeats again starting at step 604, where new
indications of cormmunications losses and re-establishments are received and

identifiers are added and removed to and form list. Thus, the broadcasting of
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occurs for a wireless device, the associated identifier for the wireless
device is renoved fromthe list (step 614). Since the wireless device is
now avail abl e for 10 comuni cation, the network nmay al so check to see
whet her any nessages are pending for this wireless device and cause them
to be sent to the wireless device imediately. Next, the network causes
the identifiers of the Iist to be broadcasted over the wreless network
(step 616) . Woheihdamtifiers may be broadcasted over acvomtwohesi5 channel
for exanple, of the network. Any suitable control channel and/or control

i nf or mat i onikaARANLC AL 10N a G L " 3s rif r .exanple, a
i &k 11 Eﬂ(?'r‘% 812 P sl g pégfg g%pc s@gn?&gﬂil@

Broadcast Control Channel “a Packet 'Br oadcast ¢hannel

( PBCCH) , Sy&teemwdl-pfe%{g@gjg@n lé@ééﬁggﬁ. carried over the BCCH and PBCClI -1, a
Periodic Route Area 'Update procedure, or the use of a Page request and

[esponse prot oC®eseredl HAE n%tgp%aé F1i&;. 6 4.8 %%ﬁ-e@%a(‘%egic%%g {) g at step

604, where new indications of conmunications T'oSSe€s a bl i shnents
are recei vegksgided WE8NEIT ier added_and .r e d formlist. Thus,
t he broadcasfiﬁgeof 28 WO 208%%%%6%gf S@%ﬂ%ﬁ%gg%/%b%@bgpai&@%Pffiers on
the |ists0CERuBHan HLEIL AL 1S, referably.occur eriodically in
t he network (e.Lglg. elvzary QOQ-W%QZIKQZ%%%%%&?YK%@:{ %%’érggwqeﬁvﬁgﬁt% made to

FIG 7 for > Wl 8.5 1.C ( ils(pciat,d. iith FIG 6. Beginning at
a start bIo%%?7g% %%8%§%%g¥%’§(ﬁgégqg?tgk§é%ﬁhﬂﬁrﬁg%?ﬁﬁ“5ﬁ%ﬁﬁ%“%etmeen the

Communi cat Fan ool a2 Sl Bt b Por Bir BeeP g netit channel . or
decodi ng congid QR QFCRTOLIALEQN LD a(%fhzfozyr\gi{rigrt] will not be adequately
transferred or received. At this point in time, steps 604 and 606 of FIG. 6 are used to
10 add the identifier of this wireless device to a list of wireless devices associated with
communication losses.

At some future point in time, however, communication is re-established
between the wireless device and the wireless network (step 706 of FIG. 7). In
response, the wireless device tunes to a control channel of the wireless network to

- 15 receive signals and to decode identifiers of the list of unavailable wireless devices
broadcasted by the wireless network (step 708). This list is the list of wireless device
identifiers associated with communication losses in the wireless neftwork, as
broadcasted in step 616 of FIG. 6. For each identifier decoded, a comparison is made
between it and an identifier of the wireless device (step 710 of FIG. 7).

20 If a match occurs between identifiers as tested in step 712, the wireless &evice
transmits a control message which informs the wireless network of the presence of

the wireless device (step 714). As described above, the control message may be an

update message which is any message transmitted by a wireless device that is used
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causes comuni cation to be hindered such that information will not be
adequately transferred or received. At this point in tine, steps 604 and
606 of FIG 6 are used to 10 add the identifier of this wireless device to
a list of wireless devices associated with comunication | osses. At sone
future point in time, however, comunication is re-established between the
w reless device and the wireless network (step 706 of FIG 7). In

response, tWeWkt@iess device tunes to a control charoetambsdive: w rel ess
network to 15 receive signals and to-decode identifiers of the |ist of

unavai | abl eignnfeh e {](qety dctﬁsth? l?t'é%gl?gﬁthggﬂpcyﬁesg Egvz%fe nsﬁatgss Se!vgnel Y K (step

708). This list ist I'i st of wrel ess device P ETE Bd%ciated with

communi cat i Qt@ss.ltg% abdbrloR ‘Wff%%egﬁg%%g‘tmremm & 1288 8.%(1%%%%%(1 In step 616

of FIG 6. For each identifler et ween it

and an i dentd i @Redl 1 S8 bp &l R AT HLEELSLER,, %&%ﬁ% Fohesll LT 2

mat ch occurs between i ent| |ers test |n S %Iess devi ce

t t h f t t k of th
ananits ouaplr o, A5aseas bl oh LILOLIE AN Shess netf of the

presence of ess

trol A Ra0Hndate ne h is an sage transmtted
by a w151 oo G ¢B T AT B e 55047065963 T EABB081 000062  to
i nf orm and/ &Emﬂ%ﬁ&o% EJ'&& ﬁst.eht ma;xl_( fb]ptwe 1] Gf\h%l‘j‘?lﬁlffgsﬁe‘g%}r/ Ian )Q%N%r}-hg}e%s even i f

the message may have anot her an updat e
message may,..b&, in GPRS, a Location Update Request message or a Routing
Ar ea Update equest nessage. As anot her exanple, an update nessage may be

: mossave for SEOOhR. 54T Tk TRRRRAC, SRURes ol s et okt
wi reless ded{z ﬁgid%%}ie; Qt%te‘:’l\on flg, R the wireless device refrains from transmitting the
10 control message to wireless network. The method of FIG. 7 repeats when another
loss of communication is experienced between the wireless device and the wireless
network.
Advantageously, communication may be re-established between the wireless
devices and the wireless network in a conirolled manner without overburdening the
15 wireless link, especially with unnecessary traffic. A control message from a wireless
device needs not to be normally transmitted tmless its identifier is broadcasted by
the wireless network. If a wireless device experiences a communication loss and
finds that its identifier is not in the list broadcasted by the wireless network, the
wireless device is not deemed by the wireless network to be unavailable or lost and
20 thus there is no reason for the wireless device to transmit the control message.
FIG. 8 and 9 are flowcharts for describing othér methods of re-establishing
communication for a wireless communication device, which relate to use of one or

more application servers for communication with wireless device. These methods
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network. If no match occurs between any of the broadcasted identifiers and
the wireless device identifier at step 712, then the wirel ess device
refrains fromtransmtting the 10 control nessage to w reless network. The
method of FIG 7 repeats when anot her | oss of comunication is experienced
between the wirel ess device and the wreless network. Advantageously,
communi cation may be re-established between the wrel ess devices and the
wi r el ess nevormrkodisiia control |l ed manner w t hout over bur/denisgothe 15
wireless link, especially with unnecessary traffic. A control message from

a wirel ess i nat.. 1.0 lLly.trnansm tted unless its
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defined to encompass any adverse signal, channel, or decoding condition (or

10 combination thereof) which causes communication to be hindered such that

information cannot be adequately transferred or received. For example, the wireless

device may be moved to a region where wireless network can no longer adequately

receive wireless signals from wireless device. Because of the loss of communication

between the wireless device and the wireless network, a loss of the connection and

(15 communication between the wireless device and the application server occurs. In

actual practice, a number of different wireless devices may be operating in

connection with a number of different application servers where, over time, a
number of connection and communication losses may oceur.

As an illustrative example, wireless device 102 of FIG. 2 may be initially

20  registered with and operating in wireless network 104 and receiving data from

application server 204 through a connection (e.g. a TCP/IP connection). In time, a

loss in communication occurs between wireless device 102 and wireless network 104,

such that the connection between wireless device 102 and application server 204 is
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comuni cati on network and comruni cating data to and/or fromat |east one
application server. Sonetine during operation, however, a | oss of

conmmmuni cation occurs between the wireless device and wirel ess network. A
communi cation loss is defined to enconpass any adverse signal, channel, or
decoding condition (or 10 conbination thereof) which causes conmmuni cation
to be hindered such that information cannot be adequately transferred or
recei ved. PFop2evaiifske, the wirel ess device may be npvedifomoacsegi on where
wi rel ess network can no | onger adequately receive wi rel ess signals from

wirel ess devicgg. BREMSR1QHS a@ﬁiﬂe&?%ﬁm&f 59 r%l'zgﬁgmagﬁ%%ﬁaﬁit he wireless

device and the wi rel ess network 0SS e conn

communi cat i a0 tRRI 0L Wik EhERs 5HInR a0 Lhe SPRLLCa 'gl%g e

occurs. In actual practice, er 0 ces may be

operating |ﬂhﬂ@@gqgﬁgdgﬂ W s diff nt | ication servers
where, over time, a  nunb Ahapgg%ﬁn%)#ﬁgﬁngﬁgmb E Eﬂf‘ﬁ i§¥ses may

occur. As ag J b es i ce 10 of FIG 2 may be
initially 20 ulrtdengﬁ ltsc{lgrdet%&\]ﬁn%ﬁ%pés bllS\ﬁllecro 51%%cnon Wﬁgvﬁ' Fedo% %Vl‘"rffe]to P& 104 and

recei ving dabg.f rver 204, through .a connection (e.g. a
TCP/ I P connectl5“%8&1§QQ£&8%QEQ%F&%QH“Hcg%nﬁﬁﬁFggtrﬁﬁ“ﬁ%ﬁﬁ?@“ﬁ@imeen
w rel ess deyjice 102 and wirel ess network 104, such that the connection

bet ween wirel ess device 102 and application server 204 is 31 WO

2004/ 066564 PCT4 Wt hout net hods descrlbed her ei n,
appl i cation servgﬁ%g%}{tggtqqg\%’ézf gdl?rode Svﬁ eSS SRR NBRIRN B9268 ©h cont i nued
connecti ons, j ss device 102 while it is unavail able.

Al ternative 35% ngp t?flggst C|"f\(l)g gceargﬁ)/ne?e“fﬁ)ﬁmnﬁy’cﬁf}?n b ddwtifiga peyeless

g—ﬁggmﬁt I caldeyiald5rRE e &nkatid ions anapmc 1Qango%1{11%{%ca\{'\f01tlshwg\1{le g;?gvieostglyde\/i ce 102

10 established or pending (step 804). For exafnpie, the list may store an identifier of
wireless device 102 of FIG. 2 in association with an identifier of application server
204 between which data communications were previously established. This list may
be referred to as a “check-in” list. The identifiers used may be any suitable
identifiers which uniquely identify the wireless device and the application server.

15 The identifier for the wireless device may be, as some examples, a Mobile
Identification Number (MIN), a Temporary MIN (TMIN), an Internalﬁonal Mobile |
Subscriber Identity (IMSI), a Mobile Subscriber ISDN Nuwmber (MSISDN), or an
Internet Protocol (IP) address; the identifier for application server may be, for
example, an application sexrver name. Each association of identifiers may be entered

20 oradded to the list sometime during the establishment or maintenance of cornection
between the wireless device and the application server. Alternatively, each

association may be entered or added to the list only when or after the connection or
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5 communi cation is re-established between wirel ess device 102 and wirel ess
network 104. Beginning at a start block 802 of FIG 8, a network server

mai ntains storage of a list of identifiers of application servers in
association with identifiers of wireless devices between which connections
and/ or data conmuni cations were previously 10 established or pending (step
804). For exanple, the list may store an identifier of wreless device 102
of FIG 2 i WOo8%8e5dtion with an identifier of appli caticamoseneer 204

bet ween whi ch data comruni cati ons wer e previously established This list

may be ref eiter @eh tnAsnidtiod BOGKs] e Wil E deb€ o ,ers ysed .may be any
suitable identifiers which unlﬁue |y f e%t? : ﬁ %@%S%%Wﬂ%e and the

appl i cat i ons&efMF condRurtd8od deLfi er for the mnreless devi ce may be, as
some exanples, a Mbile Ildentification Nunber (MLT), a Tenporary M N

(TMN), an Internat enal £ ldgnt | Nbblle
Subscri ber | SDN Number Em&@@hlﬁf{éygﬁﬁ&ipntg?h§E E%?g %mmfpé address; the

identifier {otleapRibERtihORoS8%Y, ?\Efngsoyn fhecsp f&tton se%er agsr%lgt?‘@ amgd I cat | on

server nanme. Each association o I's na or added to

the |ist ssopBlidRedds isNQed e nt enance of connection
bet ween the wirel 6ss device gﬁ%%?ﬁhtﬁ? éﬁl?%% g@f@@ﬁ””ﬂﬂ?@?ﬂﬁtlvely each

e B L oMol SRS 0L o 3%1’5’%635' 53065909 i St dfmunt cat i on
bet ween t hendn &€l I|c tion server severed or
comuni cat i on %? %ﬁ%kgﬁwl&§ag&%§#%§h ond?§m?er£s%ﬁﬁﬁﬁghéﬁvﬁetmeen t he

i rel ess. deubameARdohl okl SLERS 0 %%Ms%nﬁf 88 29N LIRS ©f the

and data communication. As another example, a separate contacting server may
10 request and receive the application server identity by querying the network sexver
using the identifier of the wireless device, where the contacting server thereafter
contacts the application server so that it can re-establish the connection and data
communication, As illustrated in FIG. 8, the method is repeated continually so that
multiple wireless devices can be served in the same manner. Preferably, the method
15 of FIG. 8 and the stored list is keptin a presence server, such as a presence server 134
of FIG. 1 which may be communicatively connected in the network as shown.
FIG. 9 is a flowchart which describes the method of FIG. 8 in a preferred,
more detailed, embodiment, Begizming at a start block 902, an indication of a
corunuication loss between a wireless device and a wireless eetwork is received
20 (step 904). In response to the communication loss, an identifier of the application
server is stored in a list in association with an identifier of the wireless device
between which connections and/or data communications were established or

pepding (step 906). If an indication of communication re-establishment between the
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5 wireless device is used to re-establish the connection and the data
conmmuni cati on between the application server and the wirel ess device (step
806). For exanple, the network server may be a contacting server which
uses the application server identifier to contact the application server
so that it can re-establish the connection and data conmunication. As
anot her exanple, a separate contacting server may 10 request and receive

t he appl i caMOgaMgerder identity by querying the netwack/caemy@nis? usi ng t he
identifier of the wireless device, where the contacting server thereafter
contacts t heviaRp dGak Lo 1S eFideks SAwbRat rd-tiy eﬁgoa‘?srhé?‘ﬁ' {%{]éréﬁ?%w”“ec“on

and data comrunication, As illustrated in r epeat ed
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whi ch descr ihesyldieel Desh Ry o ApBydsBt LA 8, (TRISEEEAL ! ed
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received 20 (step 904) ponse t conmuni ca

identifier @f |i . e 1§§o&§d | in association
elEJQQ{eﬁE’ep lll@%h% B3 irhgg}eli/ Cg‘t on's ]\/\%18‘5 W?%ﬁs (d,%vﬁ(f?é‘éet i ons and/ or

with an identifier of the wre ess

dat gat. n d t 906), |
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i ndi cati on of connunlcatlon re-es 2004/ 066564
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10 connection with a plurality of wireless devices and a plurality of application servers

t he

in the network. Preferably, the method of FIG. 9 and the stored list is kept in a
presence server, such as presence server 13¢ of FIG. 1 which may be
communica'tiveiy connected in the network as shown,
Advantageously, the methods described in relation to FIGs. 8 anc;i 9 provide
{5 an automatic re-establishment pf communication for a wireless device without
overburdening a wireless network with a large number of continued connections
attempts from application servers.
FIG. 10 is yet another method of re-establishing communication for a wireless
communication device with one or more application servers. This method may be
20 employed in systems shown and described above in relation to FIGs. 1-4. FIG. 10
more particularly relates to a method employed within a fixed network

infrastructure and is referred to in combination with FIG. 2.
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application server is contacted using the application server identity (e.g
application 5 server nane) so that the application server may re-establish
the connection with wreless device. The identifiers for the application
server and the wirel ess device are then renoved fromthe stored list (step
912). The nethod repeats continually beginning again at step 904. Although
the nmethod of FIG 9 is described above for a single wireless device in

t he net wor kWOi¢f+8fdal practice the nmethod is performegchmozi@iennnect i on
with a plurality of wireless devices and a plurality of application servers
in the network. Tﬁ’rﬁtﬁlﬁ@-bfirymzﬁehecm’txhqgl Ae ElefRoadoAR Stv&re g.list is

kept in a presence server, such as presence server 3 *1 which may
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FIG 10 norg [ hod, e nplo ed within a fixed

net wor k inffggﬁﬁdggﬁggh%mgq+§ggi p?%mumlé%ﬁ%fﬁgﬁﬁ%ﬁdﬁF?ﬁmFlG. 2. 34
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nmet hod of FIG 10, a wr'el ess connunlca ron “deVi @lstered wth

M|o etwork and._conmmuni cati ng data
ta(r;da(r)lgle:)rat :cl{}%%hg;[ok Q%ﬁé\é’l B Ad@(?i?atelyg: 9 Tans ene or rece?ve@i tFm exampﬂ, the wireless 9

device may be moved fo a region where the wireless network can no longer
10 adequately receive wireless signals from the wircless device. Because of the loss of

commaunication between the wireless device and the wireless network, a connection

and/or communication loss between the wireless device and the application server

occurs. In actual practice, a number of different wireless devices may be operating

in cornection with a number of different application servers where, over time, a
15 number of connection or communication losses Inay 0ceur,

As an illustrative example, wireless device 102 of FIG, 2 may be initially
registered with and operating in wireless network 104 and receiving data from
application server 204 through a connection (e.g. a TCP/IP connection). In time, a
loss in communication occurs between wireless device 102 and wireless network 104,

20 such that the connection between wireless device 102 and appiication server 204 is
broken.  Without the methods described herein, application server 204 may
overburden wireless network 104 with a large number of continued connections

attempts to wireless device 102 while it is unavailable or, alternatively, application
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application server. Sonetinme during operation, however, a |oss of

comuni cation 5 occurs between the wrel ess device and the wirel ess
network. A conmunication loss is defined to enconpass any adverse signal,
channel , or decoding condition (or conbination thereof) which causes
communi cation to be hindered such that information cannot be adequately
transferred ? 2received. For exanple, the wreless device my be noved to

a region whet @2 PH%%E r el ess network can no | onger 10 Biegnramsedoporr ecei ve

wireless signals fromthe wrel ess device. Because of the |oss of

conmuni cat i carveiderry ndibe wirfigled so deineeea BN dshelini tﬁ@é&%@cﬁgﬁwﬂr k, a
connection and/or conmruni cation | oss between the wi rel ess device and the

appl i cati on giedlepedevigCiORager domnachddadbn Praciished®epbahelfk: difler ent
wi rel ess devices nmay be operating in connection with a nunber of different

appl i cat i on i8emverisclashesteprkaver tinme, a 15 nunber of connection or
communi cation |l osses may occur. As an illustrative exanple, wrel ess device

102 of FIG 2 meghbeibni bisahl Modr €9 of eledot LhvandARELLNG, I W rel ess

network 104 and receiving data from application server rough a

connecti on (ewgction &qRsh R CRNRRESSs AMYice hbmlthdBppiRatidn 08 el D, GQIILNI cat i on
occurs between wireless device 102 and w relggpsp naet\ll'\lorﬁjellg‘ﬁe? Sﬁr’n@]ﬁ"rgsuch t hat

the connect paincheft tivee afiaM thet@SsudaVibe Gsd 04waRdnaRRlL &aLLAR. S&rYer 204 is
broken. Wthout the methods described ﬁer ein, app }c%?itd(%ﬁ&s%}v&e{i? 204 may

over burden wikebtesswatt was Kokd4 Thé thea Larle suber..of... conti.nye
connections attenpts to wireless device 102 \AEL{TJPOe }?C'(t?mllggat}lﬁ%?/gﬁu?abl e or,

al t er nat i velimjts apphibeabi 9 ate 85th\é\1?ec}’&%l/t@g§s§QﬂriEﬂﬁeﬁé@%ﬁ%{i% 1(?)]12 %Zsf Oﬁe\rMVtGL 204

may not be configured to automatically ré-estabfish the con
W r f)l ess deWdteenli2 wablerdeCRAMMMTINE Akl 08 ﬂle?w&%'(ﬁag %Ié)' %qsegglt 1\1%3)? n wreless
devi ce
10 utilize, for example, a rate limiting technique or traffic policing technique to achieve
this. The method is completed starﬁng' again at step 1004, but is repeated for
additional communication losas for the wireless device as well as for multiple
wireless devices.
Rate limiting and traffic policing techniques are presently used to manage the
15 volume and rate at which traffic enters a core transport network of a service
provider, As apparent in the present application of FIG. 10, these techniques are
used io manage the volume and/or rate at which cormection requests from
application servers enter into a network which facilitates data communication
between the application server and the wircless devices. This is especially
20 advantageous when performed during the time that a communication loss exists
between the wireless device and the wireless network.
In the block diagram of FIG. 11, several device components from FIG. 2 are
shown including application servers 202, wireless device 102, and base station 120,
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102 and wireless network 104. Beginning at a start block 1002 of FIG 10, a
server receives a plurality of 5 connection requests to the wireless
device fromthe application server over sonme period of tine after the
conmuni cation | oss between the wirel ess device and the wreless network
(step 1004). The server receives these connection requests, but limts a
nunber or a rate of the requests to pass during the conmunication | oss

bet ween t heW@izpéPess devi ce and the wirel ess networ kp(CeCepushdd®) . The
server may 10 utilize, for exanple, a rate limting technique or traffic

pol i cing teahpisadie fho@chi 1@‘5%ew£1h11§2 wmaﬁh%rs Iﬂ%qunﬁoel an JOF%ﬁthStiartl ng again

at step 1004, but is repeated fo addi t i onal connunl oses for the

wirel ess devingigs Mlebis %ﬁm( qggﬁw lidd BhGors %{ e te\égsgrgt mu%'fi?te limting

and traffic policing techniqu are present nag ‘e 15 vol une

and rate atywwab&ehetdRt f 'S&v@rnltigé Redves A& oBﬁ‘é?:?in? getqoéls ﬁ:%fvo ruléligfro‘ta’(ﬁser vice

provider. As apparent in the present "app |cat|on ese

techni ques ADE THSBAndA.RAAILIHIG, KRhHTR ANdLQ orm%cggfrlw Mg connect 1 on

requests from application serversente a ne cilitates

dat a COFYSTUFHIHE@-H{&PQ co19§1tLM??c{Bn zlgﬁaglgtglbc%% %ne e 5 ev1ce E B awdrﬁ{ea €ss

devices. This is especia ant ageous Phg the tine

that a CO”%H‘!H%%EC’&Q&AQ?‘%&I %}. tuzrilucgbege}égg?n H@W rel €ss deVI ce and the

wireless network. In the Ioc agram o several device

ts f E t 202,
COMponent s {1 Ok Cenibodl o SNQMLLCLCLIS, SRRLL OB L 80 SeLeL 2 .
PCT/ CA2003/ ,Q%Q%%gel}/ As‘|e§/8x fﬂ&? Wﬂy bQ palltg &E‘ SL{I f%esv\?urfe ess nél't‘]&gu nle‘g:erl}x limts the

nunmber and/ or
another embodiment, server 1102 may be part of both the SGSN and the GGSN of

10 the wireless network.

To perform these techniques, server 1102 includes at least a qﬁeue 1106 and a
regulating component 1108. In one embodiment, server 1102 may perform a traffic
shaping technique which reduces the potential for network congestion by placing
cennection requests in queue 1106 with a “shaper” (i.e. regulating component 1108)

15 at the head of queue 1106. Such a technique smoothes out connection request flows
and regulates the rate and volume of requests that are admitted to the netwark.
There are at least two fundamental traffic-shaping, rate-limiting techniques which
may be utilized: (1) a trafﬁc—:smoothing technique; and (2) a long-term average
traffic rate-shaping technique.

20 A traffic-smoothing technique eliminates bursts and presents a steady stream
of requests to the network and is commonly implemented using what is referred to

as a “leaky bucket” algorithm. In this case, regulating component 1108 may be

referred to as a leaky bucket queue regulator. A long-term average traffic rate-
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connection requests from application servers 202 allowed to pass through
the wreless network. Server 1102 receives such connection requests
through a router 1104. The connection request limting techniques are
performed at | east during the 5 tine that a communication | oss exists

bet ween w rel ess device 102 and a wirel ess conmmunication network which

i ncl udes base station 102. In one enbodi nent, server 1102 is part of an
SGSN of theW@i’ttéP@®sd network. Alternatively, server ptl00meypoobe part of a
GGSN of the wireless network. In even another enbodi nent, server 11.02 may

be part of mbhlgt@@ulﬁg’@l}ie%@a bh6is GE9 r&ieterﬂ-lgmgl @&e‘%mé%@s@ﬁts Qielgtw[ k. To

perform these techni ques, server 1102 i ncl udes at t a queue 11.06 and a

regul ating eguopeaentan _Japgequés'% ©Ng £aho4I 1BNnt toxﬁrﬁgﬁ’_’if Em%l%x%%ntgai Y u\‘})&e): Lor ma

traffic shaping technique which reduces the potentia r ne

congestion pyatd AkkAG o £AMRREL b QR Sl i gueue, 1106 with a "shaper”
(i.e. regulating c&hpéhent 1108) %SQgﬁﬁi‘%htggg%%V%aégﬁlCTTB%Enéuch a

techni que sMELAGSE: Rith8NNEGL fol and regul ates the rate and
vol une of requésfsetha? are a ﬁﬁpgéﬁﬂggé%ﬁggﬁ%?mork. There are at | east

t fund t al ff1he s ' ; 2l mti t echni whi b
wo Tunaament al s&{@1 1€ 73 o gtxgeﬁfé%ﬁc!ﬁ#tg%tg{aﬂ% npd)%%zﬁg Iteg:'ﬂﬁ%ﬁ%_v%}ga}n gsgr age

utilized: (1) a traffic-shoothin

traffic rat eﬁi’oﬁ@@cﬂin@&ioﬁ%t&ﬂg%fg Whe &Qnfiel ]5195 Iﬁf.sgai*éegoo?t ha'x]?e%lé{[ ﬁ%{r] g\%ge%e el im nates

bursts and presents a s y stream of requests t and is

comon .| beTenked SR M ook BLELER R B8 RgheBBBECL o L,

algorithm 1In this case, re t1 ng” conpon .
| eaky bucketugiencriogualor . be | ARY- SLMYCTANe, LAl LS, "aigs 37 VO

2004/ 066564 PCT/ CA2003/ 00
discard/marking function. If the policing function determines that a particular

10 request is within the predetermined limit, then the request is admitted to the
network. If the policinéf function determines that the request is outside the
predetermined limit, then the request is either dropped immediately (“hard”
policing) or admitted to the network but marked as outside the predetermined limits
(“soft” policing).

15 Although any suitable means may help to provide the techniques of FIGs. 10-
11, the techniques are preferably performed in connection with Access Point Name
(APN) information in the network. An APN is an identifier which identifies an
access point in an external network and may be used for billing purposes. More
particularly, the APN is used to inform an SGSN which GCSN to use and to inform

20 the GGSN which external data network to use. A typical APN includes two parts:
(1) an APN Network Identifier; and (2) an APN Operator Identifier. The APN
Network Identifier identifies the external network being accessed (e.g. the equivalent
to a dpma'm name on the Internet). The APN Operator Identifier is optional and
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shapi ng techni que permts bursts of a predeterm ned size and presents a
burs regul ated stream of requests to the network and is commonly

i npl enented using what is referred to as a "token bucket” algorithm In
this case, regulating conponent 1108 may be referred to as a token buck
queue regulator. 5 Server 1102 may alternatively performa traffic policing
techni que, which | | ows connection requests to be exantsredoamd di scarded
or marked i‘?of(}qg&}fﬁsgiceed predetermined limts. Atraffic policing function
uses the token bucket algorithmas described above, where queue 1106 is
repl aced wi tdantifics threnett b nsefueaning di'stRIHP PR A ?‘hﬁ@isgﬂ‘.‘%ef t he
policing function determ nes that a particular 10 request is within the

pr edet er mi nEBR b riqtiest ¢ patatlaes NGty natihPt £8%Fo the network. If the
policing function determ nes that the request is outside the p edet er m ned
limt, then theAcegdiesto the pesdnhteehrdqus N fpretpatiedy el AT g s %ol i cing) or
admtted to the network but marked as outside the predeterrp ned limts
("sof t" pol icciongdy. thd Emithtidroargtire anybeirtiabiage Hfeafecifty aE P "°8' Pt ovi de t he
techni ques of PIGS. 10- 11, the techniques are preferabl RS formed in
connect i an wpplitatAacess: Roieath Nbpwibery ARNJUs| safeo HieateHEh 5 t%(ené‘ flork. An APN
is an identifier which identifies an access point in an external network
and may be usesdEd ek blekingt fercpometion ivpreet lingtptionsciar BeSyLsciltsa 2PN i s used
to informan SGSN which GGSN to use and to inform 20 the GGSN which

ext ernal dat@oR@tgoekecitio s echniquiey phavahtagdisly bk wedods ibd gEPYE™S (1) an APN
Network ldentifier; and (2) an APN Operator Identifier. The APN Network

| dentifier iqeenbddfihedaticheo BiGsE0AApravetewor kstdisgerd eEesypiieEOyor { he
equivalent to a domain nane on the Internet). The APN Qperator ldentifier

i s optional aangles@&vice without overburdening the wireless network with a large number

10 of continued connections attempts from application servers.

Final Comments. Thus, several related methods and apparatus for re-

establishing communication for a wireless comununicaiion device after a
communication loss between the wireless device and a wireless communication
network have been disclosed. In one technique, a method involves the acts of
15 receiving an indication of the communication loss between the wireless device and
fhe wireless network; based on receiving the indication of the communication loss,
adding an identifier of the wireless device to a list of unavailable wireless devices in
the wireless network; and causing identifiers of the list to be broadcasted in the
wireless network. In the wireless device, the method involves the acts of decoding
20 broadcasted identifiers of a list of unavailable wireless communication devices in the
wireless network after the communication loss; comparing each broadcasted
identifier with an identifier of the wireless device; and based on a maich between a
broadeasted identifier and the identifier of the wireless device, transmitting a control
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WD 2004/ 066564 PCT/ CA2003/ 000092 identifies the network used in roam ng. A
subscri ber can have an APN set in the HLR or request a particular APN when
activating a PDP context. According to the present technique, an APN (or
associated) field may be used to convey the |[imtation on the nunber or
the rate of connection requests froman 5 application server for each
subscri ber.wbnoedt/hisssscase, the server uses the APN (oepcaesocivabed) field to
extract the connection request limtations for the subscriber and

accordingly GXeI R m?or}n%%b“‘!v@éfesF AAENANLREES gane/ b of 18, BLN AR AN

appar at us desc nrelation rovi est abl i shnment

of conmuni c Iil on. Jq{ ess devi ut overb rd n| n ?e wi rel ess
. 1 2

net wor k w tﬁ) 13”1“%( e rmr er%e‘ilff of ¢ h%triethﬁnesd RN REE tgﬂ% 02‘}{19 s from

application serv mrents. Thus, several relat ed met hods and

;
appar at'us for f eetogrgt"\é esss'ﬁei%%&lkcomrum cation for a wirel ess communication
device after ni S tion bet wee he wirel ess device and a

wirel ess com‘rumh% mﬂél ﬂ@f%‘rﬁ ! %I\Wéi beeeéﬁlgléﬁtf‘g’(gl DSERYeHG ‘g%eefie@hm que, a

nmet hod i voI s the act s f 15 recei vi ug 4end| cati on of the, comruni cation
| oss bet Ao SRR Ay He\/’i“i]:‘?s SARMUPRIOR; Fe81°8 SRCRIREABY &V 5K8%d on

recei ving the i nd| atl an q; | g communi cat.i on I ngl ng.an identifier

of the wi ref T HEY P%EEWVB inflpdes T ackipd GO i& BT ¢ eW“i"’élo PE%s in the

w rel ess network; and caus dentifiers of the list. to be broadcasted in
the wirel eS&REAREIRIT wﬂl R IR0 B! Lﬂe HQGJF%éleVLE%éecﬁ’ﬁPﬁaHWdff%‘?l\/es the acts
of decodi ng 0 br oadcast eld identifjers of | ist of unavailable wrel ess
communi cat i Onf GEUPRUSAtOR lpRPetwiep dheWaeRE Wk BF (tRY MURIESSCHRNE cat i on

| oss; corrparl ng ‘each road%asted identifier Wlh l{;}n identifier of the
wirel ess deVFEBERS Ah¥abay Teh counmaricHoh &t Treaablished, Pewarra@e gdrelesfent i fi er and

the i dent| fier of the wirel ess device, transmtting a control
device and the wireless network; and providing the stored assdciation of identifiers

of the application server and the wireless device to assist in re-establishing a
connection between the wireless device and the application server. The identifier of
the application server may be used to contact the application server to assist in re-
establishing the connection, This method may be executed by a server which
15 includes a data storage medium; computer instructions stored on the data storage‘
medium; and a computer processor which executes the computer instructions for:
storing identifiers of application servers in association with identifiers of wireless
communication devices between which data communications were established or
pending; and providing an identifier of an application server to assist in re-
20 establishing a connection between the application- server and a wireless
comumunication device after comumunication is re-established between the wireless

device and a wireless communication network.
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39 WD 2004/ 066564 PCT/ CA2003/ 000092 nessage which inforns the wrel ess
network of the presence of the wireless device. Oherw se, the wireless
device normally refrains fromtransmtting the control nessage to the
wirel ess network. In another technique, a nethod re-establishing a
connection between an 5 application server and a w reless comunication
devi ce oper@bhigodsihaa W rel ess conununi cati on net wopkr/cAvodsuates t he acts of
storing an identifier of the application server in association with an

identifier of the wireless device; receiving an indicatjon, . of
conmmuni cati on Ig§§@5 8%t?ﬁ@qW?r%P@?Em%JQ?@Qﬂﬁﬁﬁatﬁﬁ”“ﬁ?@F@sgﬁnetmork;

receiving an inchatign t hat C%nnunication hs_re- stabl j shed between the
wirel ess 10°WEGEEIANACHRE W FEPE ST HREGHOPR A Ertd B IPREHP RS t or ed
associ ation,_of i%ﬁntif%ers,,ofg&he_application server and the wreless
device to aSSPEes TRAteeldeibBirahiAYY & COBffiaR {9af APRYFEYSH r el ess
devi ce and the‘ap_licagipn se&ver. The identifjer of the application
server my BE'h&EHe PyeeTesct Alohe cHppiEED S Barearth BIraesideYicq n re-
est abl i shi ng the,c?nnection._This met hod na¥ be executed by a server which
15 i ncl udes™4 HATEFIST GHAHEIASAT GRTYONG At L BRERG § tTUIOET 8ne "RESF & on the data
storage nedium and a conmputer processor which executes the conputer
i nstruct i onNRgHFion requsHs A9 H APPHIAEPY sy erapiitisc B | GRTRBICHES opT
association with jdentifiers of wireless conmmunication devices between
whi ch dat a kesweRiribe 2iielirsdarisr anbiegprgasnagwerk eruihg omamg i ding an
identifier of an application server to assist in re_ 20 establishing a
connect i on BEAGESH BHES B Batimgad saty ape ahdon exinmdd &s ste dighni cat i on
device after communication_is re-established between the wirel ess device
and a wir el BeRiEEmRaARESTIOHA R BERNGTIE, A server may be used fo facilitate the re-
10 establishing of communication and include a data storage medium; computer
instructions stored on the data storage medium; and a computer processor which
executes the computer instructions for: receiving a plurality of connection requests
from the application server after a communication loss between the wireless device
and a wireless communication network; and Hmiting a number or a rate of the
15 connection requests from the application server during communication loss between
the wireless device and the wireless network.
In yet even another technique, a method of re-establishing communication
includes the acls of operating a wireless communication device in a cellular
telecommumnications network; detecting that a signal strength of signals from the
20 cellular telecommunications network is below a predetermined threshold; based on
detecting that the signal strength of the signals is below the predeterminecll

threshold, scanning for signals from one or more additional cellular

telecommunications networks; and while signals from one or more additional
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40 WD 2004/ 066564 PCT/ CA2003/ 000092 In yet another technique, a nethod to
facilitate a re-establishing. of conmunication between a wreless

comuni cation device and an application server includes the acts of
receiving a plurality of connection requests fromthe application server
to the wreless device after a comuni cation | oss between the wrel ess
device 5 angd,d, W&l ess communication network; and | pektd0goeonunber or a
rate of the connection requests fromthe application server during the
comruni cation | oss. between the w r)g(lﬁess devj ce ang[j the wirel ess network.
The nunber EHUfRt EIGPRPHBICAHOBHNBEPPET PBqUBRTE Hay 'Be PTITET R t h use of
for exanple, a rate limting technique or a traffic policing technique. A
server nmay BawidEns 19 # desuldt basis %ﬁ%‘ﬂfoi Y5588 t HHF érP"fPﬁ%& Be C(?g‘ﬂf"ﬁ,mi cation
and include a data storage nediunm conputer instructions stored on the
dat a st or agéleseamuniratighy naverhplther Psicaee ek bie thﬂéﬁ mo@ﬁ%étﬁ‘f‘%‘s the conput er
instructions for: receiving a plurality of connection request fromthe
appl i cat i oncalglay Bbik taion Ay dRTAT OB G al%’émﬁﬁfi\ﬁéé‘ﬂte’f”ﬁ’ecowlf*il‘%ss devi ce
and a wirel ess comuni cation network; and limting a nunber or rate of
the 15 cénnéetrgsiveragiesiaspitimonser %ﬁrﬁlﬂr%cﬁﬁs%ﬁo‘éqgﬁ”\/@ﬁh%ﬁﬁ‘?‘?ba muni cati on
| oss between the wreless device and the wireless network. In yet even
anot her t ec Hwiteuenitier; fhe g @r phore grasesedh PRk PR EE AR dt Grighel udes t he
acts of operating a wireless conmunication device in a cellular

t el ecommuni eEEEHNS’ rerderikom detceldtlan flecparugicaiagh aieteek e gbde ™12 si gnal s
fromthe 20 cellul ar tel ecommunications network is below a predeterm ned
threshol d; badeetmined derskddi thg onhat Mo PEICEAEP being dwidgheh 06?1'a‘]t'[1)‘ﬁet°5i gnals is
bel ow the predetermined threshold, scanning for signals fromone or nore
addi ti onal bakd gh detecting that the signal strength is below the predefermined threshold,

10 scan for signals from one or more additional cellular telecommunications networks;
and the one or more processors being further operative to, while signals from one or
more additional cellular telecommunications networks are inadequate for
communication, cause a control message which informs the celiular
telecommunications network of the presence of the cellular mobilelstation to be

15 transmitted through the transmitter on a regular basis,

In finally another technique, a method of operating to - re-establish
communication between the wireless device and a wireless communication network
comprising the acts of: receiving radio frequency (RF) signals from a wireless
communication network during communication therewith; detecting that a signal

20 -strength of the RF signals is no longer adequate for communication; scanning to
identify a new RF signal for communication; if a new RF signal is not identified by
the act of scanning, periodically scanning fo identify a new RF signal for

communication; and if a new RF signal is identified, transmitting a control message
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t el ecommuni cati ons networks; and while signals fromone or nore additional
41. WD 2004/ 066564 PCT/ CA2003/ 000092 cellul ar tel ecomuni cati ons networks
are inadequate for conmunication, transmtting on a regular basis a
control nessage which inforns the cellular telecommunications network of

t he presence of the cellular nobile station. A cellular nobile station may
i ncl ude a reoedvernsssa transmtter; an ant enna coupl esct/oa2Bostolvesr ecei ver and
the transmitter; one or nore processors coupled to the receiver and the

t ransm ttery, ff taglilﬁ et Oﬁeﬁi?e?rs? cbrr%rlngthc R rd%i'cé/ fha ?nc‘iiue eeaCt that a
signal strength of signals {Toma celTular tel ecommuni Cations network is
below a pr 0l ne hreshaol d. the,one or. nore.processors hbeing further
operat v 1 5ot g BB AR Mot e P R A P PRI a5 ow ¢ he

pr edet er i negl, LATESHOLAa A0, 2620 L ALINRLS LTom one: QL. Jorg,addi ti onal
cel lul ar teleconmuni eat ons ne morks, and "R one nore processors being
further ope&&gﬂy;sgqﬂ Kmﬂkﬁ ﬁﬂgqﬁJs f om one or  nore addi tional cellular

t el econmuni Satd onEEHECREIRS RS W ndesEuat B FEF ¥niuiPERTSR " Cause a
control pessa ecomuni cati ans net wor k of

cougEdV\{ﬁi ’t?“th ! regvolr [\rlllsd”%hae rcgsl litilrarl tlel ' IMoLe- py
t he presénce t ReT R EFFUFar ol FATSHET 81 5 B TsPIFENEnTT%d t hr ough
the transmtter on a Qﬁ ul ar B@ikﬁ%dgp fiqall% qagthe( technique, a met hod
of operating t0o" ré&:estabitsh* o | SN BRI HECWY e '®ss devi ce
and a wreless comunjcation network copprising the acts of: receiving
radi o 11 equERBYTERE™ BGhT & TEgH e Pl -BE® BBt Bt SRV RelTor k. dur i ng
communi cation therewith: detecting that a signal 20 strength of the RF
signal's s A6 IBRdar S ELPE T BE " BRRIKR Y T ereL e APRE T N dent i Ty a
new RF si gnal fqr co ication; if a new RF iignal is, not identified by
cause the wireless device to enter mto a second modeof periodic scanning to
10 identify a new RF signal for communication, if a new R¥ signal is not identified in-
the first mode of scanning; and cause the transmitter to transmit a control message to
re-establish communications if a new RF signal is identified.
The above-described embodiments of invention are intended to be examples
only. Alterations, modifications, and variations may be effected to particular

15 embodiments by those of skill in art without departing from scope of invention,

which is defined solely by claims appended hereto.

What is claimed is:
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t he act of scanning, periodically scanning to identify a new RF signal for
con numcation; and if a new RF signal is identified, transmtting a
control nessage 42 WD 2004/ 066564 PCT/ CA2003/ 000092 to re-establish comu
dcation. A wireless comunication device may include a receiver which
receives radio frequency (RF) signals froma wreless comrunication

net wor k dur\& %}{)M{;%%Less communi cation therewith; a spgnéloshiengt h detector
which detects§ a signal strength of the RF signals; a transmtter; one or
nore processors 5 coupled to the receiver and the transmitter; the one or
nmore procesSbilMizing operative to: determine that the RF signals are no

| onger adequate for communication based on the signal strength detector;
cause the wireless device to enter into a first node of scanning to
identify a new RF signal for comuunication; cause qthe W rel ess device to
enter into a sedondmpdeetsl pErFsHRITINEC aRAPRYNEBIOR0 PHerft | F 4 hew RF
signal for communication, if a new RP signal is not identified in the
first node ohugwamtiphgevicrita cagles CRBRRAREREYEE 2 & PHRFIY cont r ol
message to re-establish comunications if a new RF signal is identified.
The abové- destthirbietvenbbe natat sorgfrising s are i ntended to be exanpl es
only. Alterations, nodifications, and variations may be effected to
particular 15 ewtiodsaendiaby of fssemestmiskionlos Betypen e PHEIGE 49eparting from
scope of invention, which is defined solely by clains appended hereto.
What is cl ahmedle vgelest3ei0:12004/ 066564 PCT/ CA2003/ 000092 CLAI M5

based on receiving the indication of the communication loss, adding an
identifier of the wireless device to a list of unavailable wireless devices in the

10 wireless network; and

causing identifiers of the list to be broadcasted in the wireless network,

2, The method of claim 1, further comprising the acts of:

receiving an indication that ccimmumicatibn is re-established between the
15 wireless device and the wireless network; and

based on receiving the indication that communication is re-established,

removing the identifier of the wireless device from the list.

3. The method of claim 1, wherein the act of causing the identifiers of the
20 Tist to be broadcasted comprises the further act of causing the identifiers of the list to

be broadcasted on a regular basis.
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1. A nethod re-establishing communication for a wireless conmmunication
device in a wreless conununication network after a comrunication 5 |oss

t her ebet ween, the nmethod conprising the acts of: receiving an indication of
t he conmuni cation | oss between the wreless device and the wreless

net wor k; based on receiving the indication of the comunication |oss,

addi ng an wdenlidicer of the wireless device to a |istrof2unawai | abl e
wireless devices in the 10 wireless network; and causing identifiers of
the list to be hroadcasted.ip.the wire|less network. . 2. The nmethod of claim
1t ur ther compft o1 g PRECAETSET L MhRBiTor G e e S fat

comuni catigQn is e estgbl [ shed_bfgt%ﬁ_ en the 15 wireless fdgvf,c_e and the
wirel ess netidt e Pragdaroiracaaryies sttt A of RUSTREF AenHES pHAE U Smuni cat i on
is re-estab ishecﬁ, ~removing the identifier of the wireless device fromthe
list. 3. The FRIKEEdeagn lf,la%ﬁ@&eﬁwf%és%‘f’m f causing the identifiers
of the 20 list to be broadcasted conprises the further act of causing the
identifiers of the list to be broadcasted on a regular basis. 44 WO

2004/ 066564 PCT/ CAZ(%gBI 0&939‘%%,4. The net hog@gf claim 1, wherein the act of
causing the identifiie? 2egpd phdaipilsompgispeipheiieadPed conprises the further
act of causing the identifiers of the list to bhe broadcasted over a
control channel "8vigdhaidsndities of thairgies degessfronyfie Lisktfispan gfPialie m 1,
conprising further the act of: renoving the identifier of the wireless

devi ce fronflt?heried &ttt t er an expiration

6. The metfxod of claim 1, comprising furtheér the acts of:
10 in the wireless communication device:
after the communication loss, receiving signais from the wireless
network;
decoding broadcasted identifiers of the list from the wireless network;
comparing each broadcasted identifier with an identifier of the wireless
15 device;
based on a match between a broadcasted identifier and the identifier of
the wireless device, transmiiting a control message which informs the

wireless network of the presence of the wireless device.

20 7. The method of claim 1, wherein the wireless network comprises a

cellular telecomumimications network.
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of a period of time. 6. The method of claim1, conprising further the acts
of: 10 in the wirel ess communi cation device: after the conmuni cation |oss,
receiving signals fromthe wireless network; decodi ng broadcasted
identifiers of the list fromthe wreless network; conparing each
broadcasted identifier with an identifier of the wireless 15 device; based
on a mat ch wWetweensa broadcasted identifier and the pdeosmdsivensnf the
wirel ess device, transmtting a control message, which infornms the

wireless network of fhe presence.ofidfe ULl eS8 AeViFS. 20y finThe met hod
of claim1, wherein the wirel ess network confprises a cer ullarg

t el ecommuni i . rk.. 45 WD 2004/.066564 . PCT/ CA2003/.000092 8. In a

Wi rel ess Co%ﬁ%ﬁ%@%??ﬁhmﬁgéwgé?sgmﬁg#ﬁgambﬁe?g@gg abt9s ?ﬁ%”%% ni cation
with a wrej ,_qﬂygnﬁ ion.network after a conmunication | oss

therew t h, Pﬁ%a#%t1ole%§%%%%§ﬁﬁgt?ﬁgﬁéﬁts of : after the communi cation |oss,
decodi ng broadcaggted identifiers of ,a lList of 5 unavailable w reless
communi cat i on dggégg%C?ﬁmfﬁ%mﬁfﬁg?ﬁ%§°%8§%B?ﬁ?ﬁg%ﬁﬁggﬁﬁéOgﬁgﬁﬁkioadcaste? )
identifier with i.dentifier of the wreless. device and based on a matc
between 5 bl U R e SRS TR TEr58: The wirel oos

' itting . Whi inforns the wrel ess network
device, transm E§H1pr319111§ 8%8{] rb{:o%l{carstcgg Slgg‘l%fler W%T{;.' an Identgﬁer 0? the w1reless

device; and
based on a match between a broadcasted idemtifier and the identifier of the
wireless device, transmitting a control message which informs the wireless network

10 of the presence of the wireless device.

9. The method of claim 8, comprising the further act of;
otherwise, normally refraining from transmitting the control message to the

wireless network.

13
10.  The method of claim 8, wherein the act of decoding broadcasted
identifiers comprises the further act of decoding the broadcasted identifiers over a
control channel of the wireless network.
20 11. The method of claim 8, wherein the broadcasted identifiers comprise

one of identification numbers and an IP addresses.
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10 of the presence of the wireless device. 9. The nethod of claim 8,
conprising the further act of: otherwise, normally refraining from
transmtting the control nmessage to the wreless network. 15 10. The
met hod of claim8, wherein the act of decodi ng broadcasted identifiers
conprises the further act of decoding the broadcasted identifiers over a

control chagpehy@fssdshe wireless network. 20 11. The pphedophosl ai m 8,
wherein the broadcasted identifiers conprise one of i1dentification nunbers

and an I P addre 66564 PCT/ CA2003/ 000092 12. The net hod of
claim8, wher e| thér}\?\n’?m\é/t\f)%cg (@W@e "é’ﬁﬁ’ﬁ? fheewirglesscdavicq| WRPHEBI 4 e st ati on.
13. Awrel e ni cati on device, conprising: 5 a receiver; a
transmitter® @H‘lﬁ‘ﬁ ffA°Roupl ed to the receiver and the transmtter: one or
nore processors coupled to the receiver and the transmtter; the one or
nore processors being operative to: 10 decode broadcasted identi fiers of
unavail abl e wirel ess communi cati on. devices in a wreless conmunication

net wor k; conpar & eadhWBries duastaigtion €ptisef oawrisingh an i dentifier of the

w rel ess device; and
5 a receiver;

' atransmitter;
an antenna coupled to the receiver and the fransmitter;
one or more processors coupled to the receiver and the transmitter;
the one or more processors being operative to:
10 decode broadcasted identifiers of unavailable wireless communication
devices in a wireless communication network;
compare each broadcasted identifier with én identifier of the wireless
device; and
cause a control message which informs the wireless network of the
15 presence of the wireless device to be transmitted through the transmitter,
based on a malch between a broadcasted identifier and the identifier of ’ch.e

wireless device.
14, The wireless comumunication device of claim 13, wherein one or more

20 processors are further operative to otherwise normally refrain from transmitting any

control message to the wireless network.
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cause a control nessage which inforns the wireless network of the 15
presence of the wireless device to be transmtted through the transmtter,
based on a match between a broadcasted identifier and the identifier of the
wirel ess device. 14. The wi rel ess comuni cati on device of claim 13, wherein
one or nore 20 processors are further operative to otherw se normally
refrain frogphimge:tting any control nessage to thecweigb@sgonet work. 47
WO 2004/ 066564 PCT/CA2003/000092 15. The wi rel ess communi cati on device of
claim1l. 3, furtgg nprl cel.l ul ar gﬁbi[e tation. 16. The wreless
commruni cation d fw%?%ﬁ ““ﬁﬂ@}@?ﬁm &lagy Wrdpiher SompEgsk or s ar e
further operat % decode broadcasted identifiers over a control channel
of the mnreF%% ' @&W%ﬁm17 The wirel ess conmuni cation device of claim 13,
wherein the broadcasted identifiers conprise one of identification nunbers
and an I P addresses. 10 18. In a wireless conmunication device, a nethod
of re- establlshlng 0 ication with_a w rel ess comruni cati on network
after a |oss of ! ﬂﬁﬁﬁﬁ% (69 GHUTRER B {erice cheliethydeeBmeios e the act s
of : nonitoring a cont ol channel of the wreless network; 15 decoding

br oadcast edPiOHEMT fi¢ 1§hﬁﬂ¥ﬁWHWéFlQﬁP@zRFP@W@é%I%ﬁH%ﬁﬁPéﬁﬁi6WHOHeV|ces in
the wrel ess network; conparing each broadcasted identifier With an
dentifier PR G parieggervork

17, The wireless communication device of claim 13, wherein the

broadcasted identifiers comprise one of identification numbers and an IP addresses.

10
18.  In a wireless communication device, a method of re-establishing
communication with a wireless communication network after a loss of
communication therewith, the method comprising the acts of:
monitoring a control channel of the wireless network;
15 decoding broadcasted iaentifiers of unavailable wireless communication

devices in the wireless network;
comparing each broadcasted identifier with an identifier of the wireless
device; and
based on a match between a broadcasted identifier and the identifier of the
20 wireless device, transmitting a control message which informs the wireless networl
of the presence of the wireless device; and
otherwise, normally refraining from fransmitting the control message to the

wireless network.
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devi ce; and based on a match between a broadcasted identifier and the
identifier of the 20 wireless device, transmtting a control nessage which
inforns the wireless network of the presence of the wirel ess device; and
otherwise, normally refraining fromtransmtting the control nessage to the
wi rel ess network. 48 WD 2004/ 066564 PCT1CA2003/000092 19. A cellular

t el ecommuni gabiQb&sqystem conprising: a cel lul ar net wopkadodg@st ruct ure
whi ch: receives indications of conmunication | osses with one or nore

cellular 5 nobile stations; adds identifiers of the one or nore cellul ar
nobi |l e stations associated wth conmmunication |osses to a |list; causes
the identifiers _'hn I}j?s {Q_ Pe broadcasted through the cellular network
infrastructure off a ‘éeé)lﬂ e e p YR e NS SPIP R Sone or nore cel | ul ar

nobil e stations operative to, decode the broadcasted identifiers; conpare
each broadcast ed nggﬁf‘ietf“‘ic’g‘rm&}f‘sﬁlﬁldﬁﬁ whightifier of the cellular nobile
station; and cause a contraql nessfage which inforns the cellular network 15
infrastructure of tﬁ‘éceHF%'é‘glﬁ@émb? PREVEEPTN lameseibh pre of merg wHved be
transmtted based. on a natch between a broadcasted identifier and the
identifidr of tHEPELI S nobile station.

adds identifiers of the one or more cellular mobile stations associated
with comumunication losses to a list;
causes the identifiers in list to be broadcasted through the cellular
network infrastructure on a regular basis;
10 each of the one or more cellular mobile stations operative to:
decode the broadcasted identifiers;
compare each broadcasted identifier with an identifier of the
cellular mobile statior; and
cause a conirol message which informs the cellular network
15 infrastructure of the presence of the cellular mobile station to be
transmitted based on a match belween a broadcasted identifier and the

identifier of the cellular mobile station.

20,  The cellular telecommunications network of claim 19, wherein each
26 cellular mobile station is further operative to normally refrain from transmitting any
control message to the cellular network infrastricture, unless a match exists between

a broadcasted identifier and the identifier of the cellular mobile station.
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20. The cellul ar tel econmuni cations network of claim 19, wherein each 20
cellular nobile station is further operative to normally refrain from
transmtting any control nessage to the cellular network infrastructure,
unl ess a match exists between a broadcasted identifier and the identifier
of the cellular nobile station. 49 WO 2004/ 066564 PCT/ CA2003/000092 21. A
met hod r e- eghallh&kisNng a connecti on between an appli ¢ali-Qvmeiver and a

Wi rel ess conmuni cati on device operating in a wi reless comuni cation
network, the nethod conprising the acts of; storing an identifier of the
appl i cation serveér i'h™4890CFETIRG N £ FOUBCHOBSRETerT &P apIicfion ey r el ess
devi ce; recei ingﬁ n indication of a connZtunication | oss between the
wirel ess de\*}’i“zéq ggﬂﬁsst frEITREf iy Slepist WBPRENG Bt @i Virplgssasprimdiaten on t hat
comruni cation is re-established between the wreless device and the

wirel ess nePWﬁ?ﬂ?ﬁﬁﬁﬁﬁ?gcﬁFHWWHﬂﬁﬁmﬁﬁg‘stored associ ati on of identifiers of
the application server and the wireless device to assist in

re- est abl i shi ng S@'gpihidertifsholibe wrrdisationsenypryia pgegaticdavillea idemdifiehe
application server. 22. The nethod of claim 21, wherein the act of storing
the i denfi f PidPe vaelessgeyiess f or med after the act of receiving the indication
of the communi cation |oss. 23. The nmethod of claim 21, wherein the act of
storing the i deHCErmgprn inglicafien oloy spmemusrdagen logs hehreceadhe whelpssclevivd ng t he

i ndi cation of the comunication |oss. 20 24. The nethod of claim 21,
wher ei n t he¥dcife Birelesoeiniegkit he i dentifier of the application server

conprises the further act of storing an application server nane of
receiving an indication that communication is re-established between the

wireless device and the wireless network; and
10 providing the stored association of identifiers of the application server and
the wireless device to assist in re-establishing a connection between the wireless

device and the application server,

22, The method of claim 21, wherein the act of storing the identifier is

15 performed after the act of receiving the indication of the communication loss.

23. The method of claim 21, wherein the act of storing the identifier is

performed prior to the act of receiving the indication of the communication loss.

20 24. The method of claim 21, whereinr the act of storing the identifier of the
application server comprises the further act of storing an application server name of

the application server,



t he application server. 50 WO 2004/ 066564 PCT/ CA2003/000092 25. The net hod
of claim2l1l, conprising the further act of: using the identifier of the
application server, contacting the application server to assist in
re-establishing the connection. 5 26. A nethod of re-establishing data
communi cati on between an application server and a wirel ess conmuni cation

devi ce fronwa Q03I cation | oss between the w rel epgrdeynbegagnd a
Wi rel ess conununi cation network, the nethod conprising the acts of:

storing identifigers . .Qf appl.ication servers in association with identifiers
of 10 mﬁreIess2%onﬁ@ﬁp@§gd8ﬁcﬂﬁVﬁé@EmﬂﬁPﬁgﬁﬁ“ﬁﬁf%ﬁoﬁata cormmuni cat i ons
were established or, pending; and after communication is re-established
bet ween a mﬁreIé@@ggﬁﬁ%ﬁﬁﬁ@éf#BﬁPPH@V@b%nﬁﬁﬂmﬁmWP$gﬁéggm%@ﬁﬁﬁHWEation
net wor k: as isg%ng.in_@e-establishlng a connection between an application
server 15 SRS SPPRIBLS Necorestiofi t h use of a stored association between
an identifier - of the application server and an identifier of the wreless
device. 27. The nethod of claim 26, conprising the further act of: using
the identifier 8% t he apFIicatLon server to contact the application server
20 to asdist in“te- éstAEPPENng-tteliddrn ot samnpgicatime batervdarof ¢l ai m 26,
wherein the identifier of the application server conprises an application
server nanme® 1ia*.10n server and a wireless communication device from a communication loss
between the wireless device and a wireless communication network, the method
comprising the acts of:
storing identifiers of application servers in association with identifiers of
10 wireless communication devices between which data communications were
established or pending; and
after communication is re-established between a wireless communication
device and a wireless communication network:
assisting in re-establishing a connection between an application server

15 and the wireless device with use of a stored association between an identifier

of the application server and an identifier of the wireless device.

27, The method of claimn 26, comprising the further act of:
using the identifier of the application server to contact the application server

20 to assist in re-establishing the connection.

28. The method of claim 26, wherein the identifier of the application server
comprises an application server name.
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WD 2004/ 066564 PCT/ CA2003/ 000092 29. . A server, conprising: a data
storage nedi unt conputer instructions stored on the data storage nediunm 5
a conputer processor which executes the conmputer instructions for: storing
identifiers of application servers in association with identifiers of

W rel ess comuni m cati on devi ces between which data communi cations were

est abl i shedwghyRedqskisng; and providing an identifier efpamhidRplication
server to assist in re- 10 establishing a connection between the

application server and a wireless comunication device after conmmuni cation
is re-established between the wreless device and a w rel ess comunication
network. 30. The server of claim?29, wherein the conputer processor which
executes 15 theé’corfpift e PHBEY LI ons for providing the identifier is used
for contacting the application server to re-establish the connection
bet ween t he appPidREioHi5e &R F8F and the wirel ess device. 31. The server of
claim29, wherein the conputer processor which executes 20 the conputer
i nstructions i s drBefeEEciRr serdrachs day stheseamsitieat i on server with use
of the identifier to further assist in re-establishing data conunmm cation
bet ween fhe appFImRRItFIGHOSEPY whichpgctitrdheforpiutes mstrestiogefor:52 WO 2004/ 066563
PCT/ CA2003/ 000092 32. A nethod to facilitate a re-establishing of
communi cati on bet weétriag idepéiicasafl apphartion tatcroin adwyixte wiil idantifippl i cati on
server, the nmethod conprising
of wireless communication devices between which data communications
were established or pending; and
providing an identifier of an application server to assist in re-
10 establishing a connection between the application server and a wireless
communication device after communication is re-established between the

wireless device and a wireless communication network.

30.  The server of claim 29, wherein the computer processor which executes
15 the computer instructions for providing the identifier is used for contacting the
application server to re-establish the connection between the application server and

the wireless device.

3L, The server of claim 29, wherein the computer processor which executes
20 the computer instructions is also used for contacting the application server with use
of the identifier to further assist in re-establishing data comrmunication between the

application server and the wireless device.
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the acts of: receiving a plurality of connection requests fromthe
application server to the 5 wireless device after a conmunication | oss
between the wirel ess device and a wreless conmuni cati on network; and
limting a nunber or a rate of the connection requests fromthe application
server during the comuni cation | oss between the wirel ess device and the

W reless ngbwaksssekO 33. The nethod of claim 32, whererRbirgeeact of
limting the nunber or the rate of the connection requests conprises the

further act of rform r.at limting .process with the connection
requests fromt %’Z apfi;)lmleg%f1 ﬁ%ﬁacggar“f/ér‘”?"e%%’h%ﬂ{g LrRtiGHOD PetwEd) #n 32,
wherein the act of limtjng.the nynber or the rate of the connection
request s co%(r%%esssecson}nh%mfa{ﬁri Tineé’rlcea%‘g 2BrPBLRHYY S YRy e PeHricemPRENs ci ng
process wt 1et&r(}tg: gonnecti on requests fromthe application server. 35. The
met hod of claim 32, wherein the application server has user 20 information
which is pushed to the wrel ess device. 36. The nmet hod of claim 32, wherein
the application S8FVEr I‘Wg%ht&ﬁ LrHgEHPT reqpgsisifront the APRIsRIQISEvR tohe he wi rel ess
device. 53 V\D,12004/ 066264 PCT/ CA2003/ 000092  37. The net hod of claim 32,
wher ei n fhe W ral SYE° fIG] & SORGRBIRLS o5 belwkery fhgr wiiglpsis| devise ailon. 5 38. The
met hod of claiim 32, wherein the nunber or the rate is determned based on

an Access POI'RE™KEFERIAHE "#&Ts i wi r el ess devi ce.
limiting & number or a rate of the connection requests from the application

scrver during the communication loss between the wireless device and the wireless

network.
i0
33. The method of claim 32, wherein the act of limiting the rumber or the
rate of the connection requests comprises the further act of performing a rate
limiting process with the connection requests from the application server.
15 34. The method of claim 32, wherein the act of limiting the number or the

rate of the connection requests comprises the further act of performing a traffic

policing process with the connection requests from the application server,

35 The method of claim 32, wherein the application server has user

20 information which is pushed to the wireless device.

36, The method of claim 32, wherein the application server has an e-mail
application for use with the wireless device.
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39. A server for facilitating a re-establishnment of data comrunications
bet ween an application server and a w rel ess comruni cati on device, the
server 10 conprising: a data storage nedi um conputer instructions stored
on the data storage medi unt a conputer processor which executes the
conputer instructions for: receiving a plurality of connection requests
fromthe appbi6aik@en server 15 after a comruni cati opchessehpiveen the
wirel ess device and a wirel ess comunication network; and limting a
nunber or a rate of the connection requests fromthe ~application server
during comuni cation | oss between the wireless device and the wreless
network. 20 40. [The server of c]aim39 wherein the conputer processor
whi ch executes Yhe @’t%’ﬁﬁ@“ﬁ of GRFR Gét MBASIF Bf Wirdlest idAycd prEvmisEbar or t he
rate of the nnectjon requests perforns a rate limting teclmique. 54
41. The ser&égmﬁfmyﬂ%ﬁﬁﬁ9§9, wherei n the conputer processor which executes
the conputer instructions for limting the nunber or -the rate of the
connection requests perforns a traffic policing technique. 5 42. The
server of clain1§9, wherein the server conprises an Access Point Name
(APN) server. 435 A TgImeiosiof pigin $% waeustny thanuzgespr iheiraig is determined

based on an Access Point Name (APN) for the wireless device.

39. A server for facilitating a re-establishment of data communications
between an application server and a wireless communication device, the server
10 compﬁsing: |
a data storage medium;
computer instractions stored on the data storage medium;
a computer processor which exccutes the computer instructions for:
receiving a plurality of cornection requests from the application server
15 after a communication loss between the wireless device and a wireless
communication network; and
limiting a number or a rate of the connection requests from the
application server during communication loss between the wireless device
and the wireless network.
20
40.  The server of claim 39, wherein the computer processor which executes
the computer instructions for limiting the number or the rate of the connection
requests performs a rate limiting technique.
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a receiver; atransmtter; an antenna coupled to the receiver and the
transmtter; one or nore processors coupled to the receiver and the
transmitter; the one or nore processors being operative to detect that a
signal strength of signals froma cellular telecomrunications network is
bel ow a predeterm ned threshold; the one or nore processors being further
operative to, based on detecting that the signal strength is bel ow the
predet erm ned threshold, scan for signals fromone or nore additional
cellular tel ecommuni cati ons networks; and 55 the one or nbre processors

bei ng further opgrati i signal s .fromone . or nore additional
cellular tel ecom%{lj'ni cgﬁe %%geﬂé\;\ag%éﬁé’@ber?ﬁ @%Eﬂf’é]f’létef Brocessomw e atecales
cause a cont e which inforns thée cellular telecomunications

ol nessa 5 |
networ k of ttHE CBP%%%%@SH#CEI% tou ligiting Ssoppenbst #ritha mte bé the conzastiont t ed
through the transmtter on a regular basis. 44. In a wireless comunication
devi ce, a netdiestsafertspmsatiraffic policiag tadmaplel sh communi cati on between the
wirel ess device and a wirel ess comrmuni cation J network conprising the acts
of : 110 receiving radio frequency (RF) signals froma wrel ess conmuni cation
networ k during comurucation therewth; detecting that a signal strength of

the RF signals ig no tlonggt.a0eqyak %9,f Pherefi? HE srzeir\(r:e%tcio%%rises an Access Point

Name (APN) server.

43. A cellular mobile station, comprising:

areceiver;

a transmitter;

an antenna coupled to the receiver and the transmitter;

one or more processors coupled to the receiver and the transmitter;

the one or more processors being operative to detect that a signal strength of
signals from a cellular telecommunications network is below a predetermined
threshold;

the one or more processors being further operative to, based on detecting that
the signal strength is below the predetermined threshold, scan for signals from one

or more additional cellular telecommunications networks; and
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scanning to identify a new RF signal for conununication; 15 if a new RF
signal is not identified by the act of scanning, periodically scanning to
identify a new RF signal for conmmunication; and if a new RF signal is
identified, transmtting a control nmessage to re-establish_ conmmunication.
20 45. The method of claim44, wherein the act of detecting conprises
identifying that a received signal strength indicator (RSSI) is below a

pr edet er m ned tmé%ﬁb@k ﬁloré?ré&ss&;bge trRRHe A peh Bl Mot fohile @ E§f'rc5}9 dnie
further act of: norrra ly refraining f mtransmttlng the co tro message
until a new_ RF d._ 5 47, .The method of claim

corpr i oi ng. han el RGoRE Gl ol Fommpiie s BRu s one sl ot os
of the periodic scanning. 48. The nethod of cl ai m 44, wherein_ the control
message confTEEEIGHONUPERIE nissRPlol 10n9peasea Wi edafogmmutiiec agalygipr
device, conprising: a receiver which receives radio frequency (RF) signals
froma w r etebssmnoonmations atstoerhef vibe lprebencngf Whe etlagsr coohilenstedn ém be
therewith: a si ghal "strength detector which detects a signal strength of
the RF 5 gnaaxssmnééﬂ@ohgnmﬁénrbhﬁﬁmeeaﬁaﬁzégmmm ocessors coupled to the
receiver and the transmtter; the one or nore processor being operative
to: :

44,  In a wireless communication device, a method of operating to re-

establish communication between the wireless device and a wireless communication

S’

network comprising the acts of:
10 receiving radio frequency (RF) signals from a wireless communication
network during communication therewith;
detecting that a signal strength of the RF signals is no longer adequate for
communication;
scanning to identify a new RF signal for communication;
15 if a new RF signal is not identified by the act of scanning, pex'-iodica.ﬂy
scanning to identify a new RF signal for communication; and |
if a nev;r RF signal is identiffed, transmitting a control message to re-establish

communication.
20 45.  The method of claim 44, wherein the act of detecting comprises
identifying that a received signal strength indicator (RSSI) is below a predetermined

threshold.
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determ ne that the RF signals are no | onger adequate for conmuni cation
based on the signal strength detector; 20 cause the wireless device to
enter into a first node of scanting to identify a new RF signal for
conmmuni cation; 57 cause the wireless device to enter into a second node of
periodic scanning to identify a new RF signal for conmunication, if a new
RF signal is not identified in the first node of scanning; and cause the

transmtter to A4 ans,! eﬁ@g?gghggS&ﬁ&}%{ﬁ@f&s&&b&lcltgp 5 communi cati ons

if a new RF signal is'i €Ss comruni cati on devi ce of
claim49, wherein the one, or _.nore progessors normally refrain from causing

the transnitter¥BeLY FAEHNNG FEom dHsrulingede LA phrssash B Re RavgREl i s
identified. 10 51. The w rel ess comunication device of claim49, wherein

t he one orsighisidendiedsors cause the wirel ess device to enter into a sleep
node of operation between periods of the periodic scanning in the second
node of periodic scanning. 15 58

5 47.  The method of claim 44, comprising the further act of:

entering into a sleep mode between periods of the periodic scanning,

48. The method of claim 44, wherein the control message comprises an
update message.
10
49. A Wirelesg comumunication device, comprising:
a receiver which receives radio frequency (RF) signals from a wireless
communication network during wireless communication therewith;
a signal strength detector which detects a signal strenéth of the RF signals;
15 a transmitter;
one or more processors coupled to the receiver and the transmitter;
the one or more processor being operative to:
determine that the RE signals are no longer adequate for
communication based on the signal strength detector;
20 cause the wireless device to enter into a first mode of scanning to

identify a new RF signal for communication;
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cause the wireless device to enter into a second mode of periodic
scanning to identify a new RF signal for communication, if a new RF signal is
not identified in the first mode of scanning; and

cause the transmitter to transmit a control message to re-establish

5 communications if a new RF signal is identified.

50.  The wireless communication device of claim 49, wherein the one or
more processors normally refrain from causing the transmitter to transmit the

control message until a new R¥ signal is identified.

10
51.  The wireless communication device of claim 49, wherein the one or
more processors cause the wireless device to enter into a sleep mode of operation
between periods of the periodic scanning in the second mode of periodic scanning.
15

o8



