
200200224-4  10 JAN 2001  1 BACKGROUND OF. THE INVENTION  FIELD OF THE
INVENTION 5 The present invention relates to an encryption apparatus,
authentication information assignment apparatus, encryption  method,
decryption method, and authentication information  assignment method, which
carry out encryption or authentication  processing. 10 DESCRIPTION OF
RELATED ART In a system that uses block cipher to encrypt a bit stream  of
media information such as voice * information or image 15 information
transmitted via a communication- system, an original  bit stream (packet) A
is provided with additional "0" bits C  (padding) so that the packet is
aligned to an integer multiple  of a block length as illustrated in Fig. 1.
Then, the bit stream  undergone the padding is converted to another bit
stream using  20 a cryptographic key 106. The bit stream D, which is
transmitted after the encryption,  is decrypted to the original bit stream
A using a decryption  key 106 at a receiving side. When the encryption
system is applied to authentication,  25 the original bit stream A is
provided with additional  authentication information E, which is obtained
by converting  the original bit stream A through a unidirectional function
and  by encrypting the resultant data by an authentication key 202  as
shown in Fig. 2, and is transmitted. 30 On the other hand, the receiving
side generates data by 



- 2  applying the same unidirectional function to the received  original
bit stream. Then, the receiving side authenticates the  -sender of the
received bit stream by matching the resultant data  with the authentication
information attached to the original  5 `bit stream. As a method of
performing such encryption or authentication  of a bit stream of media
information, Japanese patent application  laid-open No. 2000-59323, for
example, discloses a technique  capable of improving a problem of time
consuming authentication 10 of unimportant data. The technique decides the
importance of  digital AV data by a transmitting unit, and selects an
authentication rule in accordance with the decision result. can the other
hand, Japanese patent application laid-open  No. 5-56034 discloses a
technique that conceals a digital signal  15 on a digital signal
transmission line-in accordance with particular secret codes. The technique
detects pauses in an  analog voice signal, and changes the secret codes of
the digital  signal successively in response to the detection result,
thereby  concealing the digital signal. 20 The foregoing conventional
encryption system or  authentication system, however, carries out
encryption or  authentication of even a bit stream with a small number of
bits  or a bit stream that can be cryptanalyzed easily. Therefore,  it is
easy to cryptanalyze the ciphertext into the plaintext 25 by calculating
the original bit stream in a round robin algorithm.  . In other words, an
intruder who tries to cryptanalyze can easily  get a pair of the plaintext
and ciphertext, making it easy to  break the key. In addition, carrying out
encryption or authentication of  



30 the entire bit stream to be transmitted will increase the 3 - overhead
and delay. Furthermore, the foregoing conventional encryption system  or
authentication system has a problem of increasing the amount  of .the
information to be transmitted because of the padding 5 involved in the
encryption, or the addition of the authentication  Information. Moreover,
the conventional encryption or authentication  method of the media
information has a problem of increasing the  overhead because of the
decision of the importance of the 10 contents to be transmitted, or the
successive change of the  secret codes. SUMMARY OF THE INVENTION 15 The
present invention is implemented to solve the-foregoing  problems. It is
therefore an object of the present invention  to provide an encryption
apparatus, authentication information  assignment apparatus, encryption
method, and authentication  information assignment method capable of
preventing a 20 cryptographic key or authentication key from being broken.
Another object of the present invention is to provide an  encryption
apparatus, authentication information assignment  apparatus, encryption
method, and authentication information  assignment method capable of
reducing the overhead involved in 26 the encryption or authentication.
Still another object of the present invention is to provide  an encryption
apparatus, authentication information assignment  apparatus, encryption
method, and authentication information  assignment method capable of
limiting an increase in the 30 information amount involved in the
encryption or in adding the 



-4 - authentication information. According to a first aspect of the present
invention, there  is provided an encryption apparatus for encrypting and
transmitting a bit stream of media information which is sent 5 from a
transmitting-terminal, the encryption apparatus  comprising: means for
deciding a type of the bit stream; and  means for encrypting the bit stream
in accordance with the type  of the bit stream decided by the means for
deciding. Thus, it can prevent the cryptographic key from being broken,  10
and reduce the calculation amount of the encryption. In  addition, it can
prevent an increase in an information amount  involved in the encryption.
Here, the type of the bit stream may be determined by the  number of bits
or difficulty in cryptanalysis. 15 Thus, it transmits the bit stream which
can be cryptanalyzed  easily without encryption, thereby making it possible
to prevent  the cryptographic key from being broken. The type of the bit
stream may be determined by difficulty  in restoration of the media
information after a part of 20 ciphertext is cryptanalysis. Thus, it
transmits the bit stream which does not care  intrusion ' of a third party,
thereby making it possible to limit  an increase in the information amount
because of an overhead  or padding involved in the encryption process. 25
According to a second aspect of the present invention, there  is provided a
decryption apparatus comprising: means for  receiving a bit stream sent
from a transmitting terminal; means  for deciding as to whether the
received bit stream is encrypted  or not; and means for decrypting the
received bit stream when 



30 a decision is made that the received bit stream is encrypted. 5  Thus,
it can decrypt the bit stream which is selectively  encrypted in accordance
with the type of the bit stream.  Here, the decryption apparatus may
further comprise means for transmitting a bit stream decrypted by the means
for  5 decrypting to a-receiving terminal. Thus, the decryption apparatus
in accordance with the  present invention can be not only =incorporated
into a receiving  terminal, but also implemented as a decryption apparatus
separate from a receiver. 10 According to a third aspect of the present
invention, there  is provided an authentication information assignment
apparatus  that provides authentication information to a bit stream of
media  information sent from a transmitting terminal, and sends them,  the
authentication information assignment apparatus 15 comprising : means for
deciding a type of the bit stream; and  means for providing the
authentication information in accordance  with the type of the bit stream
decided by the means for deciding. Thus, it can prevent the authentication
key from being  broken, and reduce a calculation amount involved in
providing  20 the authentication information. In addition, it can prevent
an increase in the information amount involved in providing the
authentication information. Here, the type of the bit stream may be
determined by the  number of bits or a degree of effect of tampering. 25
Thus, it transmits the bit stream, which does not care  tampering of a
third party, without providing the authentication  information, thereby
making it possible to prevent the  authentication key from being broken. 



According to a fourth aspect of the present invention, there  30 is
provided an authentication apparatus comprising, means for 6  receiving a
bit stream sent from a transmitting terminal; means  for deciding as to
whether the received bit stream is provided  with authentication
information or not; and means for making  authentication based on the
received bit stream, when a decision 5 is made that the received bit stream
is provided with the  authentication information. Thus, it can make the
authentication selectively of the bit  stream, which is provided with the
authentication information,  in accordance with the type of the bit stream.
10 The authentication apparatus may further comprise means for  sending
information about an authentication result obtained by  the means for
authentication. Thus, it can send only the information about whether the
authentication result is valid or not without processing the  15
packets-after the authentication confirmation. The authentication apparatus
may further comprise means for  transmitting the bit stream to a receiving
terminal, when the  means for making authentication gives an authentication
result  that the received bit stream is valid. 20 Thus, the present
invention can be implemented not only in  the case where the authentication
apparatus is incorporated into  the receiving terminal, but also where it
is constructed separately from the receiving terminal. According to a fifth
aspect of the present invention, there  25 is provided an encryption method
performed by an encryption  apparatus for encrypting and transmitting a bit
stream of media  information which is sent from a transmitting terminal,
the  



encryption method comprising the steps of: deciding a type of  the bit
stream; and encrypting the bit stream in accordance with  30 the type of
the bit stream decided. 7  According to a sixth aspect of the present
invention, there  is provided a decryption method comprising the steps of:
receiving by a decryption apparatus a bit stream sent from a  transmitting
terminal; deciding as to whether the received bit 5 stream is encrypted or
not; and decrypting the received bit  stream when a decision is made that
the received bit stream is  encrypted. Here, the- decryption method may
further comprise the step  of transmitting a bit stream that is decrypted
at the step of  10 decrypting from the decryption apparatus to a receiving
terminal.  According to a seventh aspect of the present invention,  there
is provided an authentication information assignment  method performed by
an authentication information assignment 15 apparatus that provides
authentication information to a bit  stream of media information sent from
a transmitting terminal,  and sends them, the authentication information
assignment method  comprising the steps of: deciding a type of the bit
stream; and  providing the authentication information in accordance with
the  20 type of the bit stream decided. According to an eighth aspect of
the present invention,  there is provide an authentication method
comprising the steps  of: receiving by a decryption apparatus a bit stream
sent from  a transmitting terminal; deciding as to whether the received 25
bit stream is provided with authentication information or not;  and making
authentication based on the received bit stream, when  



a decision is made that the received bit stream is provided with  the
authentication information. Here, the authentication method may further
comprise the  30 step of sending information about an authentication result
8  obtained at the step of making authentication. The authentication method
may further comprise the step of  transmitting the bit stream from the
decryption apparatus to  a receiving terminal, when the step of making
authentication 5 gives an authentication result that the received bit
stream is  valid. According to the present invention, it is possible to
prevent the cryptographic key or authentication key from being  broken, and
to increase the safety of the communication system. 10 In addition, since
it is not necessary to encrypt or  authenticate every packet and the
encryption or authentication  process are carried out selectively for each
packet, the  calculation amount of the encryption or authentication process
can be reduced compared with the conventional apparatus. As a 15 result, it
can reduce the overhead and the processing delay.  Furthermore, it can
limit an increase In the information  amount involved in the padding in the
encryption or adding of  the authentication information. The above and
other objects, effects, features and 20 advantages of the present invention
will become more apparent  from the following description of embodiments
thereof taken in  conjunction with the accompanying drawings. BRIEF
DESCRIPTION OF THE DRAWINGS  25 Fig. I is a diagram illustrating an example
of a procedure  



of conventional encryption; Fig. 2 is a diagram illustrating an example of
a procedure  of conventional authentication information assignment; 30 Fig.
3 is a block diagram showing a configuration of an - 9 -
encryption/authentication assignment apparatus of a first  embodiment in
accordance with the present invention; Fig. 4 is a diagram illustrating a
transmission example of  a bit stream in the first embodiment in accordance
with the  5 present invention; Fig. 5A is a diagram illustrating a
transmission example  of a bit stream in a second embodiment in accordance
with the  present invention; Fig. 5B is a diagram illustrating a
transmission example  10 of a bit stream in the second embodiment in
accordance with the  present invention; Fig. 6 is a block diagram showing a
configuration of a  decryption/authentication apparatus of a third
embodiment in  accordance with the present invention; 15 Fig. 7 is a block
diagram showing a configuration of a  decryption/authentication apparatus
of another embodiment in  accordance with the present invention; Fig. 8A is
a diagram illustrating an example of a  decryption/authentication apparatus
for carrying out 20 notification processing in a still another embodiment
in  accordance with the present invention; and Fig. 8B is a diagram
illustrating an example of a  decryption/authentication apparatus for
carrying out  notification processing in another embodiment in accordance
with  25 the present invention. 



DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS The invention will now be
described with reference to the  30 accompanying drawings. 10 - FIRST
EMBODIMENT Fig..3 is a block diagram showing a configuration of an
encryption/authentication assignment apparatus of a first 5 embodiment in
accordance with the present invention, which shows  only a portion relevant
to the present invention. An encryption/authentication assignment apparatus
100  associated with the present embodiment may be incorporated into  a
transmitting terminal, or constructed separately from the 10 transmitting
terminal, or built as a node like a base station  ,between the transmitting
terminal and a receiving terminal.  The encryption/authentication
assignment apparatus 100  comprises an encryption/authentication selector
102 for selecting either the encryption of a bit stream of media 16
information to be transmitted from the transmitting terminal,  or the
assignment of authentication information; an encrypting  section 104 for
carrying out encryption of the bit stream; and  an authentication
assignment section 106 for providing the bit  stream with the
authentication information. 20 The encryption/authentication selector 102
decides the  type of the bit stream to be sent from the transmitting
terminal.  When a decision is made that it is the bit stream to undergo
the encryption, the bit stream is transferred to the encrypting  section
104. In contrast, when a decision is made that it is 25 the bit stream to
which the authentication information is to  be assigned, the bit stream is
transferred to the authentication  assignment section 106. When the
decision result indicates that  



neither encryption nor authentication is to be made, the bit  stream is
transmitted without change. 30 Here, the encryption/authentication
assignment apparatus - 11  100 functions as the encryption apparatus or
authentication  information assignment apparatus as defined in the claims.
Next, an example of the operation of the encryption/authentication
assignment apparatus 100 will be  5 described with reference to Fig. 4. In
the present embodiment, the type of the encryption or  authentication
information is identified by the number of bits  or the difficulty in
cryptanalysis. Thus, among the packets to  be transmitted, a bit stream
with a small number of bits or a 10 bit stream that can be cryptanalyzed
easily is not encrypted  or provided with the authentication information.
In the example as shown in Fig. 4, a voice stream is being  sent from the
transmitting terminal 300 to the receiving terminal  400, in which block
412 is a packet of the voice stream. A bit 15 stream of the voice stream
includes speech bursts 302 and speech  pauses 304. The speech pauses 304
include noise information or  the like and have a short packet length.
Accordingly, when the  ciphertext of these sections is intruded, it will be
easily  broken. 20 In view of this, although the speech bursts 302 are
subjected  to encryption or provided with the authentication information,
the speech pauses 304 are not, and are sent without change. The
encryption/authentication selector 102 in the encryption /authentication
assignment apparatus 100 as shown in  25 Fig. 3 carries out this selection
by making a decision for each  packet to be transmitted as to whether it is
a speech burst or  



a speech pause. Thus carrying out the encryption or the assignment of the
authentication information selectively in accordance with the  30 type-of
the bit stream can prevent the cryptographic key or 12  authentication key
from being broken, and limit an increase in  the overhead. SECOND
EMBODIMENT 5 In the second embodiment, the type of the bit stream of the
media information is classified according to the difficulty in  restoring
the original media information after the ciphertext  is decrypted. Thus,
the bit stream is not encrypted from which  it Is difficult to restore the
original media information even 10 if a part of the multiple packets
constituting the bit stream  is cryptanalyzed. The present embodiment can
also utilize the  encryption/ authentication assignment apparatus 100 as
shown in  Fig. 3 as the foregoing embodiment. Referring to Figs. 5A and 5B,
an example of the operation  15 of -the encryption/authentication
assignment apparatus 1.00 with  the configuration. as shown in Fig. 3 will
be described. In the example as shown in Fig. 5A, a transmitting terminal
300 transmits motion picture information to a receiving terminal  400
according to MPEG1. In MPEGI, to carry out the bidirectional .20 prediction
of a motion picture (backward prediction from a future  reference picture
and forward prediction from a past reference  picture), three types of
pictures are defined: I-pictures (Intra  coded pictures) 406, P-pictures
(Predictive coded pictures) 402  and B-pictures (Bidirect-tonally
predictive-coded pictures) 404. 25 Among the three types of pictures, the
I-pictures 406 are an  intra-frame coded picture, from which the original
bit stream  



can be easily restored if this type of the bit stream is broken.  On the
other hand, the P-pictures 402 and B-pictures 404 are  a prediction coding
picture consisting of the difference data 30 between multiple motion
pictures. Accordingly, it is difficult 13  to restore the original media
information even if only the bit  stream of these types are cryptanalyzed.
Thus, the encryption/authentication selector 102 in the  encryption/
authentication assignment apparatus 100 as shown in  5 Fig. 3 decides the
picture type of the motion picture data to be transmitted. Then, the
encrypting section 104 encrypts it  when it is the I-picture 406. On the
other hand, as for the  P-pictures 402 and B-pictures 404, they are
transmitted without  being transformed through the encryption. 10 Such a
processing can limit an increase in the information  amount by the overhead
and padding involved in the encryption  process. Although the present
embodiment is described by way of  example of MPEG1, the present invention
is also applicable to  15 MPEG2 or MPEG4 that utilizes different types of
pictures such as I-pictures, P-pictures and B-pictures as MPEG1. The
following examples. are a few applications of the present  embodiment. When
transmitting a file from the transmitting terminal 300  20 to the receiving
terminal 400 by multiple packets, only one  packet 602 among the packets
612 constituting the file can be  encrypted and transmitted as shown in
Fig. 5B. In this case,  the original file cannot be restored by using only
the information contained in the packets that are not encrypted.  25 As an
example of a portion to be encrypted, there is a packet  



including configuration information for file compression. In  this case,
the original file cannot be expanded from the remaining packet.
Alternatively, it is possible to divide the types of the  30 bit streams
according to the number of bits or the degree of 14  effect of tampering,
and to perform a selection process in such  a manner that such a bit stream
that has little effect even if  its part undergoes tampering is not
provided with the  authentication information. For example, the
authentication b information is assigned to user information, billing
information,  configuration information and I-pictures of a video stream,
and  to a base layer of a layered coding stream. On the other hand,  the
authentication information is not provided to speech pause  information of
a voice stream, P-pictures and B-pictures or  10 higher layer pictures in
the layered coding. For example, in the layer coding of video or voice,
although  the base layer can offer a certain degree of media quality, the
enhancement layer is useless when separated from the base layer,  and
offers a higher media quality in combination with the base  15 layer. Thus,
only the base layer is encrypted, and the enhancement layer is transmitted
without being transformed  through the encryption. The layered coding can
be achieved by means of different  spatial resolution (for example, QCIF
for the base layer, CIF  20 for the enhancement layer, etc.), or of
different temporal resolution (10 frames/s for the base layer, 20 frames/s
for the  enhancement layer, etc.). Such a processing can curb an increase
in the information  amount due to the overhead and padding involved in the
encryption  



25 process. THIRD EMBODIMENT Fig. 6 is a block diagram showing a
configuration of a  decryption/authentication apparatus applicable to a 30
communication system in accordance with the present invention, - I5  which
shows only a portion relevant to the present invention.  The
decryption/authentication apparatus 200 may be  incorporated into a
receiving terminal, or constructed  separately from the receiving terminal.
Alternatively, it may 5 be configured as a node such as a base station
between a  transmitting terminal and a receiving terminal. The
decryption/authentication apparatus 200 comprises an  authentication
detector 202 for detecting that the received bit  stream is provided with
the authentication information; an 10 authentication confirmation section
204 for making  authentication of the received bit stream; a cipher
detector  206 for detecting that the received bit stream is encrypted;  and
a ciphertext decryption section 208 for carrying out the  decryption
process of the received bit stream when it is 15 encrypted. The bit stream
received by the decryption/authentication  apparatus 200 is supplied to the
authentication detector 202  that detects its authentication information.
When it is  detected, the bit stream is supplied to the authentication 20
confirmation section 204. Then, the bit stream in which the  authentication
information is not detected, or the bit stream  the authentication
confirmation section 204 authenticates is  transferred to the cipher
detector 206. The cipher detector 206  detects whether the bit stream is
encrypted or not. When it 



25 includes the ciphertext information, the received bit stream  is
supplied to the ciphertext decryption section 208 to be  decrypted and then
transmitted to the receiving terminal. When  the cipher detector 206 does
not recognize that the bit stream  is encrypted, the received bit stream is
transferred to the 30 receiving terminal without change. 16  When the
information is transferred according to the IP  (Internet Protocol), the
detection of the authentication  information by the authentication detector
202, and the  detection of the encryption by the cipher detector 206 are 5
carried out by referring to the IP header added to the received  data, for
example. Specifically, referring to the protocol  number contained in the
"protocol" in the IP header, they can  recognize whether the bit stream is
encrypted, or the  authentication information is provided. They can also
detect 10 them by the "payload type" in the RTP (Real-time Transport
Protocol) header. FOURTH EMBODIMENT The fourth embodiment relates to a
combination of the  16 encryption/authentication assignment apparatus 100
as shown in  Fig. 3 with the decryption/authentication apparatus 200 as
shown  in Fig. 6. The encryption/authentication selector 102 of the
transmitting terminal 100 decides the type of the bit stream  20 to be
transmitted from the transmitting terminal. When a decision is made that it
must undergo encryption, the bit stream  is transferred to the encrypting
section 104. In contrast, when  a decision is made that it must be provided
with the  authentication information, the bit stream is transferred to 



26 the authentication assignment section 106. When a decision is  made that
it need not undergo the encryption or authentication,  the bit stream is
transferred without being transformed. On the other hand, the bit stream
received by the  decryption/authentication apparatus 200 is supplied to the
30 authentication detector 202 that detects its authentication 17
information. When it is detected, the bit stream is transferred  to the
authentication confirmation section 204. In contrast,  the bit stream in
which the authentication information is not  detected or the bit stream
that is authenticated by the 6 authentication confirmation section 204 is
supplied to the  cipher detector 206. The cipher detector 206 detects
whether  the bit stream is encrypted or not. When it includes the
ciphertext information, the received bit stream is supplied to  the
ciphertext decryption section 208 that decrypts it, followed 10 by
transmitting it to the receiving terminal. When the cipher  detector 206
does not detect that the bit stream is.encrypted,  the received bit stream
is transferred to the receiving terminal  without change. 16 OTHER
EMBODIMENTS Although the foregoing embodiments are described by way of
example of the encryption/ authentication assignment apparatus  100 as
shown in Fig. 3, the order of carrying out the encryption  and the
assignment of the authentication information is not  20 limited to this.
For example, as shown in an encryption/ authentication assignment apparatus
600 as shown in  Fig. 7, the order of the authentication assignment section
106  and the encrypting section 104 may be.reversed. Likewise, although the
foregoing embodiments are described  



26 by way of example of the decryption/authentication apparatus  200 as
shown in Fig_ 6, the order of carrying out the authentication confirmation
and decryption is not limited to  this. For example, as shown in a
decryption/authentication  apparatus 602 as shown in Fig. 7, the ciphertext
decryption  30 process may precede the authentication process. 18
Alternatively, only the result indicating whether the  authentication is
correct or not may be notified without  processing the packets after the
authentication confirmation.  For example, when a receiving terminal 802
incorporates the 5 decryption/authentication apparatus 200 as shown in Fig.
8A,  the packets transmitted from the transmitting terminal 801 are
transferred to a receiving application 803 without change along  with
information from the authentication apparatus 200 indicating the
authentication result by the authentication  10 confirmation section 204
(for example, when the received bit  stream is valid, the information
indicating that it is valid).  When the decryption/authentication apparatus
200 is separated  from the receiving terminal 802 as shown in Fig. 8B, the
notification processing is achieved by sending a notification 15 from the
decryption/authentication apparatus 200 to the  receiving terminal 802. The
present invention has been described in detail with  respect to preferred
embodiments, and it will now be apparent  from the foregoing to those
skilled in the art that changes and 20 modifications may be made without
departing from the invention  in its broader aspect, and it is the
intention, therefore, in  the apparent claims to cover all such changes and
modifications  as fall within the true spirit of the invention. 



19  WHAT IS CLAIMED IS: c I~~ ff 1. An encryption apparatus for encrypting
and transmitting a  bit stream of media information which is sent from a
transmitting  5 terminal, said encryption apparatus characterized by
comprising: means for deciding a-type of the bit stream; and means for
encrypting the bit stream in accordance with the  type of the bit stream
decided by said means for deciding.  10 2. The encryption apparatus as
claimed in claim 1,  characterized in that the type of the bit stream is
determined  by the number of bits or*difficulty in cryptanalysis. 15 3. The
encryption apparatus as claimed in claim 1,  characterized in that the type
of the bit stream is determined  by difficulty in restoration of the media.
information after a  part of ciphertext is cryptanalysis. 20 4. A
decryption apparatus characterized by comprising:  means for receiving a
bit stream sent from a transmitting  terminal; means for deciding as to
whether the received bit stream  is encrypted or not; and .25 means for
decrypting the received bit stream when a decision  is made that the
received bit stream is encrypted. 5. The decryption apparatus as claimed in
claim 4, further  characterized by comprising means for transmitting a bit
stream  30 passing through the decryption by said means for decrypting to
20  a receiving terminal. 6. An authentication information assignment
apparatus that provides authentication information to a bit stream of media



5 information sent from a transmitting terminal, and sends them,  said
authentication information assignment apparatus  characterized by
comprising: means for deciding a type of the bit stream; and  means for
providing the authentication information in  10 accordance with the type of
the bit stream decided by said means  for deciding. 7. The authentication
information assignment apparatus as  claimed in claim 6, characterized in
that the type of the bit  15 stream is determined by. the number of bits or
a degree of effect  of tampering. 8. An authentication apparatus
characterized by comprising:  means for receiving a bit stream sent from a
transmitting  20 terminal; means for deciding as to whether the received
bit stream  is provided with authentication information or not; and  means
for making authentication based on the received bit stream, when a decision
is made that the received bit stream  25 is provided with the
authentication information. 9. The authentication apparatus as claimed in
claim 8, further  characterized by comprising means for sending information
about  an authentication result obtained by said means for 30
authentication. 21 - (Iiti( llhI[1 !1111 IIILI 11 1l1 X 10.
Theauthentication apparatus as claimed in claim 8, further characterized by
comprising means for transmitting the bit  stream to a receiving terminal,
when said means for making 5 authentication gives an authentication result
that. the received  bit stream is valid. 11. An encryption method performed
by an encryption apparatus  



.for encrypting and transmitting a bit stream of media information  10
which is sent from a transmitting terminal, said encryption  method
characterized by comprising the steps of: deciding a type of the bit
stream; and encrypting the bit stream in accordance with the type of  the
bit stream decided. 15 12. A decryption method characterized by comprising
the steps  of: receiving by a decryption apparatus a bit stream sent from
a transmitting terminal; 20 deciding as to whether the received bit stream
is encrypted  or not; and decrypting the received bit stream when a
decision is made  that the received bit stream is encrypted. 25 13. The
decryption method as claimed in claim 12, further  characterized by
comprising the step of transmitting a bit stream  that is decrypted at the
step of decrypting from said decryption  apparatus to a receiving terminal.
30 14. An authentication information assignment method performed 22  by an
authentication information assignment apparatus that  provides
authentication information to a bit stream of media  information sent from
a transmitting terminal, and sends them,  said authentication information
assignment method 5 characterized by comprising the steps of:  deciding a
type of the bit stream; and providing the authentication information in
accordance  with the type of the bit stream decided. 10 15. An
authentication method characterized by comprising the  



steps of : receiving by a decryption apparatus a bit stream sent from  a
transmitting terminal; deciding as to whether the received bit stream is
provided  16 with authentication information-or not; and making
authentication based on the received bit stream, when  a decision is made
that the received bit stream is provided with  the authentication
information. 20 16.. The authentication method as claimed in claim 15,
further  characterized by comprising the step of sending information  about
an authentication result obtained at the step of making  authentication. 25
17. The authentication method as claimed in claim 15, further
characterized by comprising the step of transmitting the bit  stream from
said decryption apparatus to a receiving terminal,  when the step of making
authentication gives an authentication  result that the received bit stream
is valid. 


