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I NVEN¥/ ON 5 The present invention relates to an encryption appaf gt gﬁN 200F
authentication information assignnment apparatus, encryption metho
decrypti on nethod, and authentication i nf ormati on assignnent nethod, which
carry ouf encryption or authenticatiorm proce55| ng. 10 DESCRI PTI ON OF
RELATED ART In a systemthat uses bl ock cipher to encrypt a bit stream of

nmedi a | nf or mat i on such as Igén’ISOUllle %n&hho&w%ﬁ _15 i nformati on

transmtted via a conmuni ca Syst an original” bit stream (packet) A
I's provided with additional "O" bItS C (padding) so that the packet is
aligned to an integer multiple of a block length as illustrated in Fig. 1.

Then, the bit stream undergeferphorpadsk noNvENeoONerted to another bit
streamusing 20 a cryptographic key 106. The bit stream D, which is

transmtted after the encrypti-on, is decrypted to the original bit stream
A using-a decryption key 106 at a receiving side. Wen the encryption
systebn i s appThedpresenthénviendtiom relziashd orngenarypttion apparatys,
provi ded .with additional authentication information E, which is obtained
by conveRUithentigationi hafopmation AfSiInmeRlhaRPakRtNSec ERFRYPELARL i on

and by en ing the resultan ata by an .authentjcatiqn
Shown | niptioth, SheryatEsh uathody ansl GFehen el LRm dhecrbatEoR U ng
si de gengs%&%imge%@m@‘:hod, which carry out encryption or authentication
processing.
10
DESCRIPTION OF RELATED ART

In a system that uses block cipher to encrypt a ’bit stream
of media information such as voice information or image
15 'informétion transmitted via a communication system, an original
bit stream (packet) A is provided with additional 0" bits C
{padding) so that the packet is aligned to an integer multiple
of a block length as illustrated in Fig. 1. Then, the bit stream
undergone the padding is converted to another bit stream using
20 a cryptographic key 106.

The bit stream D, which is transmitted after the encryption,
is decrypted to the original bit stream A using a decryption
key 106 at a receiving side.

When the encryption sirstem is applied to authentication,

25 the original bit stream A is provided with additional
authentication information E, which is obtained by converting
the original bit stream A through a unidirectional function and
by encrypting the resultant data by an authentication key 202
as shown in Fig. 2, and is transmitted.

30 On the other hand, the receiving side generates data by



- 2 applying the sane unidirectional function to the received original

bit stream Then, the receiving side authenticates the -sender of the
received bit streamby matching the resultant data wth the authentication
information attached to the original 5 "bit stream As a nethod of
performnmi ng such encryption or authentication of a bit streamof nedia

I nformati on, Japanese patent application | aid-open No. 208?-593?3, for

exanpl e, di.s«¢ S t ' . .e of inprqving a problemof time
conrsTEm' ngggé%#gﬁ | SRS %%qﬁl%%fﬁggﬁaﬁ@ Eﬁﬁﬁilﬂ{g q%c{ﬁ?‘qﬁﬁcﬁ&’?&es t he
i mportan indh 3h4 gl ta L L1 i ;

st hent 1 o gindtibl stildy S vert, HRENRERELL MIguido aRF AT R B
hand, Japsewseriet alle #BRiSHd BAt 3tfeaRy MitcPind 13k %%%'1@]%?& data
techni que that conceals a digital signal 15 on a digital signa _

t ransni ssirbth| the- anthendridancion 1Hf pemhits shah tiemirid casleshe THLiHeaRANI que
detects pauses in an anal og voice signal, and changes the secret codes of
t he difgi tkidt styeam.successively in response to the detection resul t,
thereby concealing the digital signal. 20 The foregoing conventional
encryption sy&%mmthaﬁtqéepr@awgmﬁnﬁmepp earaukhentication

encryption.or. . authentication of even a bit streamwith a small_nunber of
bi tsypor Bi ]?lé ﬂgtm & Hien y Jepapess patepd applicatien; s

easy to 04 zg th o) t kpnio.th | ai nt.ext, 25 by cal cul ati ng
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encr Jipt | @wf ambmpéebahtadata .of The technique decides the importance of
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digital AV data by a transmitting unit, and selects an

authentication rule in accordance with the decision result.
On the other hand, Japanese patent application laid-open

‘No. 5-56034 discloses a technique that conceals a digital signal

15 on a digital signal transmission line-in accordance with
particular secret codes. The technique detects pauses in an
analog voice signal, and changes the secret codes of the digital
" signal successively in response to the detection result, thereby
concealing the digital signal.

20 The foregoing conventional encryption system or
authentication system, however, carries out encryption or
authentication of even a bit stream with a small number of bits
or a bit stream that can be cryptanalyzed easily. Therefore,
it is easy to cryptanalyze the ciphertext into the plaintext

25 by calculating the original bit stream in a round robin algorithm.
.In other words, an intruder who tries to cryptanalyze can easily
get a pair of the plaintext and ciphertext, making it easy to
break the key.

In addition, carrying out encryption or authentication of

30 the entire bit stream to be transmitted will increase the



30 the entire bit streamto be transmtted will increase the 3 - overhead
and delay. Furthernore, the foregoing conventional encryption system or
aut henti cati on system has a probl em of increasing the amount of .the
information to be transmitted because of the padding 5 involved in the
encryption, or the addition of the authéhtication Information. Moreover,
t he conventional encryption or authentication nethod of the nedia

infornaﬂéﬁéfﬁéaa Bk Idgmég.increasing the overhead because of the

deci si on e Inportance-of the 10 contents to be transmitted, or the

successi ve changer féﬁ%%# X
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apparatus, authentication information assignnment apparatus,” encryption

met hod, el e hénforabitdon itd Geretransasstgdnbecatiid &k capabbaaaing
preventing a 20 cryptographic key or authentication key from belng broken.
Anot hér welved imhtherenerypthorntdmbhesaddi pionicfethe awtriveypicabion
apparatus, authentication information assignnment apparatus, encryption
nethod,aﬁﬂf@%ﬁﬂ%ﬁ?ﬁcation i nformati on assignnent nethod capabl e of

reduci ng the erhead i nvol ved in %6 the encryption or authentication.
Still anot her "6¥j&9%enr e GPBYER 1PH@§nF? RLiQn opEvABEhertigatdgn i on

apparatu [ ' [_nf ' ssi_annent aratus, encryptjon
mot hod, - mefHSdHE i idd s RSt O Bl b ERACHE HicpeRpang LAS
|1 m ting G iEa@aBEchisbNB3An RISBE1 90 SFOYAE LRYUr&hdd 6FCtnhe
encryption or in adding the

10 contents to be transmitted, or the successive change of the

secret codes.
SUMMARY OF THE INVENTION

15 The present invention is implemented to solve the-foregoing
problems. It is therefore an object of the present invention
to provide an encryption apparatus, authentication information
assignment apparatus, encryption method, and authentication
information assignment method capable of preventing a

20 oryptographic key or authentication key from being broken.

Another object of the present invention is to provide an
encryption apparatus, authentication information assignment
apparatus, encryption method, and authentication information
assignment method capable of reducing the overhead involved in

25 the encryption or authentication.

Still another object of the present invention is to provide
an encryption apparatus, authentication information assignment
apparatus, encryption method, and authentication information
assignment method capable of limiting an increase in the

30 information amount involved in the encryption or in adding the



-4 - authentication information. According to a first aspect of the present
I nvention, there is provided an encryption apparatus for encrypting and
transmitting a bit streamof media information which is sent 5 froma
transmtting-termnal, the encryption apparatus conprising: neans-for
deciding a type of the bit stream and 4means for encrypting the bit stream
I n accordance with the type of the bit stream decided by the neans for

deci di ng. ' . t t.h t hi c key from bei ng broken, 10
and reda RS EibalRey SR Ao Y P ner ypt i on 1 n addi fon, 1t ban
; . : : L . : enct Con.
Fere. the typacaP iy kb et EERE aealtl inel BERLLET, LAVERELBHC EROERT
or difficil tyrévigsiPbanantvptildn T&bﬁarbfu_?%ﬂ%”‘eh%xé@ﬁﬁ%ﬁ ghgeam whi ch

can be cryptanal yzed easily "w thout "encryption, there ng it possible
to prevertrandmittyngogr it Gtkwant refnhedng bhesemation twhEckw!ishgehitt
stream may be determned by difficulty in restoration of the nedia

i nf or Fat iforomfa etrangmit tdhg Gt eaimpimeal exthe sencyypadany sippaddtss it
transmits the bit stream which does not care intrusion ' of a third party,
t her eby rRRREL$INGosHEBRS o1 daqiding | act¥neeofn thige biidf mimeann andunt

because of an oqverhead or, paddi ng.i.nvolved in the encryption_ process. 25
Accor di n§*FHRS, %Fc@l’l‘d’%@bte’c‘?g § ﬁ’étpﬁ&?@ﬁ?“ LRvRAEPEAancewa th §her Eypaed a
decrypti r S I S _Ng: ns f.or receivying.a hij. stream sent
fromyg t?{a}fng'ﬁnp?tﬁ\g ?g?%aﬁe%aeg%xf o‘fh%e’@?ﬂf‘ﬁg%ggg gs T the

received bit hiy@am tBRNBFEIEET tIE Rt FPPRAY kel ¥ roifi Dothd BRoids,
recei ved bit stream when

10 and reduce the calculation amount of the encryption. In
ad&ition, it can prevent an increase in an information amount
involved in the encryption.

| Here, the type of the bit stream may be determined by the
ﬁumber of bits or difficulty in cryptanalysis.

15 Thus, it transmits the bit stream which can be cryptanalyzed .
easily without encryption, thereby making it possible to prevent
the cryptographic key from being broken.

The type of the bit stream may be determined by difficulty
in restoration of the media information after a part of

20 ciphertext is cryptanalysis.

Thus, it transmits the bit stream which does not care
intrusion of a third partjr, thereby making it possible to limit
an increase in the information amount because of an overhead
or padding involved in the encryption process.

25 'According to a second aspect of the present inventibn, there
is provided a decryption apparatus 6omprising: means for
receiving a bit stream sent from a transmitting terminal; means
for decliding as to whether the received bit stream is encrypted

or not; and means for decrypting the received bit stream when

30 a decision is made that the received bit stream is encrypted.



30 a decision is made that the received bit streamis encrypted. 5 Thus,
it can decrypt the bit streamwhich is selectively encrypted in accordance
with the type of the bit stream Here, the decryption apparatus nmay
further conprise neans for transmtting a bit stream decrypted by the neans
for 5 decrypting to a-receiving ternmina .- Thus, the decryption apparatus

I n accordance with the present invention can be not only =i ncorporated
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apparatus that provides authentication info tion to abrt stream of

medi a i nf or mildr®), 14 docryptienHppitatds ey AdktnaPOcsRpLE skRBangt he
aut henti cation information assignnment apparatus 15 conprising : neans tor
deci di ng o1t yieansémibtibigt astridanstresn deepypted yovilh ngedRs for
authentication information in accordance wth the type of the bit stream
deci déd Hearwptbagstpor dedediviig hemminalcan prevent the authentication
key fron1bein% broken, and reduce a cal cul ati on anmount involved in
providing 20TPRE .adihR RecEYPhioR APDATAtAE im ageerdancei widdn thevent
an incre volved in providing the

Ut hont | SRGIPT R FRET B, O k8 RRcoPyFel BFOFRBTRte G inEdnprigoptving
Thue, 1t AR, BUECRLES ABplReRinthdHECE HbrRvkiaon ARRATALIT o
third pardgpardtdoionr avirdicedvidie authentication information, thereby
making it possible to prevent the authentication key from being broken.
10 According to a third aspect of the present invention, there
is provided an authentication information assignment apparatus
that provides authentication information to a bit stream of media
information sent from a transmitting terminal, and sends them,
the authentication information assignment apparatus
15 eﬁmprisingv means for deciding a type of the bit stream; and
means for providing the authentication information in accordance
with the type of the bit stream decided by the means for deciding.
Thus, it can prevent the authentication key from being
broken, and reduce a calculation amount involved in providing
20 the authentication information. In addition, it can Prevent an
increase in the information amount involved in providing the
authentication information.
Here, the type bf the bit stream may be determined by the
number of bits or a degree of effect of tampering.
25 Thus, it transmits the bit stream, which does not care
- tampering of a third party, without providing the authentication
information, thereby making it possible to prevent the
authentication key from being broken.
According to a fourth aspect of the present invention, there

30 is provided an authentication apparatus comprising: means for



According to a fourth aspect of the present invention, there 30 is
provided an authentication apparatus conprising, means for 6 receiving a
bit streamsent froma transmtting termnal; means for deciding as to
whet her the received bit streamis provided wth authentication

i nformation or not; -and neans for nmakindg -aut hentication based on the
received bit stream when a decision 5 is nmade that the received bit stream

[ [ | ' ti i_nf ti Ll | t n ke the
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10 The authenticationh apparatus may further conprrse neans for *s -
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aut hentication. Thus, it can send only the informtion about

aut hent | eatflentsationsbasedbmwtheotesbibed bRt HesSAmd whith aldecision
packets-after the authentication confirmation. The authentication apparatus
may fértHe masipribatnthes reweivedisit t $tngamhd shiprostideaimwitla tieeei vi ng
termnal, when the means for naking authentication gives an authentication
result tEdhanelcabippednformatdam i s valid. 20 Thus, the present
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streamof media information which™'s sent froma transmtting termnal,

the 10 The anthentication apparatus may further comprise means for
sending information about an authentication result obtained by -
the means for authentication. '

Thus, it can send only the information about whether the
authentication result is valid or not without processing the

15 pagketsafter the authentication confirmation. .

The authentication apparatus may further comprise means for
transmitting the bit stream to a receiving terminal, when the
means for making authentication gives an authentication result
that the received bit stream is valid.

20 . Thus, the present invention can be implemented not only in
the case where the authentication apparatus is incorporated into
the receiving terminal, but also where it is constructed
separately from the receiving terminal.

According to a £ifth aspect of the present invention, there

25 1is provided an encryption method performed by an encryption
apparatus for encrypting and transmitting a bit stream of medi_a
information which is sent from a transmitting terminal, the
encryption method comprising the steps of: deciding a type of
the bit stream; and encrypting the bit stream in accordance with

30 the type of the bit stream decided.



encryption method conprising the steps of: deciding a type of the bit
stream and encrypting the bit streamin accordance with 30 the type of
the bit- streamdecided. 7 According to a sixth aspect of the present
invention, there is provided a decryption nmethod conprising the steps of:
recei ving by a decryption apparatus a bit stream sent froma transmtting
termnal; deciding as to whether the received bit 5 streamis encrypted or

; dd i ' bj r ci.sion.i.s _made that
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is provided an au?hent i cation 1 nfor rrg%ﬁon assi gnment net hod perforned by

an aut hertransindt tinigoteatmioalas degidbnig Bs appehethert bhe peowiided bit
authentication information to a bit stream of nedia i nformat! on sent.f.rom
a tradsni ¥Eregmt dsneRgrypted eemnpt: hend deerypiiag itde imeceivednatiiton
assi gnnment, net ho conprising the steps of: deciding a type of the bit
stream antreFoTReR R deeisdPReAS i made obhahi Bhaareenivadabitr akneamyish

the 20t gr*% éae bit stream deci ded. According to an eighth aspect of
t he presedn'? | 5 ifon, there is provide an authentication method
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aut henti cati on based on the received bit stream wien
10 decrypting from the decryption apparatus to a receiving
terminal.

According to a seventh aspect of the present invention,
there is provided an authentication information assignment
method performed by an authentication information assignment

15 apparatus that provides authenticatien information to a bit
stream of media information sent from a transmitting terminal,
and sends them, the authentication information assignment method
comprising the steps of: deciding a type of the bit stream; and
providing the authentication information in accordance with the

20 type of the bit stream decided.

According to an eighth aspect of the present invention,
there is provide an authentication method domprising the steps
of: receiving by a decryption apparatus a bit stream sent from
a transmitting -terminal ; deciding as to whether the received

25 bit stream is provided with authentication information or not;
and making authentication based on the received bit stream, when
a decision is made that the received bit stream is provided with
the authentication information.

Here, the authentication method may further comprise the

30 step of sending information about an authentication result



a decision is made that the received bit streamis provided with the

aut hentication information. Here, the authentication nethod may further
conprise the 30 step of sending information about an authentication result
8 obtained at the step of naking authentication. The authentication nethod
may further conprise the step of transfitting the bit streamfromthe
decryption apparatus to a receiving termnal, when the step of making

aut hent ! Bko3heh Y EhasReb oR: BSRRL AU Baabhe irgcgio\s/g?blbietto
prevent the C'Eﬂgté’\?fﬂ@ﬁi:?cﬁ%ioﬂr m@‘ﬂh@ﬁnﬁx gaféd?@hgfycé ﬂg@ gﬂ and
to increase t ety of the conmunicatldn system I'n ad t|on SI nce
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encryption or authentication process are carried ou selectively for each

packet, wheecedhdngtieminalnt whent theentieptod makingt hethiendtiicat ivocess
can be reduced conpared with the conventional apparatus. As a 15 result, it
can r&dugdvelse anvenitbas taodttion presisktithptidiley redaintdd ol estreamn ais
limt an increase In the information anmount involved in the padding in the
encrypt i ¥81d@.addi ng of the aut henti cation information The above and

ot her objects, effegts, es and 20 advanta f the pr I nvention
o1 boobms. AFEORIELAC A BrSRRE| FBVPRE aBee Atp P OFSTRLE A fent <

EE%&?LT%%%%ﬁﬁE%&M%éé& O%S %a %&%?ge rlaq% ég(ﬁws){yitfllﬁgk an 1er§<%1rrpl e
of a progpedien, and to increase the safety of the communication system.
10 In addition, since it is not necessary to encrypt or

authenticate every packet and the encryption or authentication
process are carried out selectively for each packet, the
calculation amount of the encryption or authentication process
can be reduced compared with the conventional a;iparatus . As a
15 result, it can reduce the overhead and the processing delay.
Furthermore, it can limit an increase in the information
amount involved in the padding in the encryption or adding of
the authentication information.
The above and other objects, effects, features and
20 advantages of the present invention will become more apparent
from the following description of embodiments thereof taken in

conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
25
Fig. 1 is a diagram illustrating an example of a procedure
of conventional encryption;
Fig. 2 is a diagram illustrating an example of a procedure
of conventional authentication information assignment;

30 Fig. 3 is a block diagram showing a configuration of an



of conventional encryption; Fig. 2 is a diagramillustrating an exanpl e of
a procedure of conventional authentication information assignnent; 30 Fig.
3 is a block diagram showi ng a configuration of an - 9 -

encryption/aut henticati on assignnent apparatus of a first enbodinment in
accordance with the present invention;- Fig. 4 is a diagramillustrating a
transm ssion exanple of a bit streamin the first enbodi nent in accordance

ith th 5 ' ' Eig. BA dj il I N9,
D oSS (AYEOLER e, A o T Y e oo
with the oo geily { YENLE0B aBlGe YA4S hé AELEILE! LHFRRALIIE @

ransm SSi on exanpl e 1 (0] a It streamiIn e secon e odl nent I n

accordance W Fﬁgt. hg i PTLWigrdly SN rdt Pngba tdh 08K ShaskAMHBEWENT @
configuration of a decryption/authentication apparatus of a third

enbodi meat vilt sAocodmiansethet Fivde RnftsRNimény ethi 88cot@aniod witls #hél ock
di agram showi ng a configuration of a decryption/authentication apparatus
of anbt hpreserddiirerentihonaccordance with the present invention; Fig. 8Ais
a diagramillustrating an exanple of a decryption/autheqtiqation appar at us
for carrying Big.28Ands A ddagnamddckisiratingaastranseission axanplent
in accordance with the present invention, and Fig. 8B is a diagram
i || ustraPfng Riteshrnam dn £ ?ﬁ‘é‘?%t%ﬂ”éﬁ?‘ﬁ@ﬁt LBa BCGRTAFNGS (Wit Jrhe
carrying_out otjfigaﬁlgn,processing i n anot her enbodi ment in accordance
wth ZSPFﬁgeﬁ} SENYCR YR i on.

Fig. 5B is a diagram jillustrating a transmission example

10 of a bit stream in the second embodiment in accordance with the
present invention; |

Fig. 6 is a block diagram showing a configuration of a
Gecryption/authentication apparatus of a third embodiment in
accordance with the present invention;

15 FPig. 7 is a block diagram showing a configuration of a .
decryption/authentication apparatus of another embodiment in
accordance with the present invention;

Fig. 8A is a diagram illustrating an example of a
decryption/authentication apparatus for carrying out

20 notification processing in a still another embodiment in
accordance with the present invention; and

Fig. 8B is a diagram illustrating an example of a
decryption/authentication apparatus for carrying out
notification processing in another embodiment in accordance with

25 the present invention.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The invention will now be described with reference to the

30 accompanying drawings.



DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS The invention will now be
described with reference to the 30 acconpanying drawi ngs. 10 - FIRST
EMBODI MENT Fig..3 is a block diagram showi ng a configuration of an
encryption/ aut henticati on assi gnnent apparatus of a first 5 enbodi nent in
accordance with the present invention; ¥hich shows only a portion rel evant
to the present invention. An encryption/authentication assignnent apparatus
100 associated with the present enbodi nrent nay be incorporated into a
transmtting termnal, or constructed separately fromthe 10 transmtting
terrrjnal,F (§i“ﬁﬂéoﬁf manpode like a base station ,between the transmtting
term nal a recerving termnal. The encryptlon/authentlcatlon

assi gnrrent appagat us i0Q oIk aﬁagﬁanﬁ%w&igﬂﬂ asbheNgheation %&4 QG or
102 for selecting either the encryption of a bit streamof nedia 1

i nf or nat iepiertypthion y @thehtedattiion tdesigenentt dpperatus v a ﬂtréﬁe
assignnment of authentication information; an encrypting section 104 for
car r ysng emkodimenyptinoacobriaadei Withrﬂwrpxwaantamnaenm@m Lcwhiich shows
assi gnment section 106 for providing the bit streamwth the

aut hent i @50 iPOBERERI Eﬁleﬂ’gﬁme‘i%rﬁ?@ml?%ﬂ%aﬁt heNenrddomon sel ect or 102

deci des the pe of the bi strea he sent fromthetrans ttin
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deci spon themisnii thhgatetmihall, or built as a node like a base station
- between the transmitting terminal and a receiving terminal.
The encryption/authentication assignment apparatus 100
comprises an encryption/authentication selector 102 for
selecting either the encryption of a bit stream of media
15 informatien to be transmitted from the transmitting terminail,
or the assignment of authentication information; an encrypting
section 104 for carrylng out encryption of the bit stream; and
an authentication assignment section 106 for providing the bit
‘stream with the authentication information.
20 The encryption/authentication selector 102 decides the
type of the bit stream to be sent from the transmitting terminal.
When a decision is made that it is the bit stream to undergo
the encryption, the bit stream is transferred to the encrypting
section 104. In contrast, when a decision is made that it is
25 the bit stream to which the authentication information is to
be assigned, the bit stream is transferred to the authenticati'on
assignment section 106. When the decision result indicates that
neither encryption nor authentication is to be made, the bit
stream is transmitted without change.

30 Here, the encryption/authentication assignment apparatus



nei ther encryption nor authentication is to be nade, the bit streamis
transmtted w thout change. 30 Here, the encryption/authentication

assi gnment apparatus - 11 100 functions as the encryption apparatus or
authentication information assignnent apparatus as defined in the clains.
Next, an exanple of the operation of thélencryption/authentication

assi gnnent apparatus 100 will be 5 described with reference to Fig. 4. In
the pres e _encr n or aut [ catign

i of e 10 FEUREETBRE: af e fKnPrmELoBy ShPRratye’lon Hi KPRk eyt aRn

| s 11 ted, bj
wih a srfformdbion ASRIGIEiFRTat s 88 HERTRRA (e hlallieysoy
easi1y s not Ml Yk cexaiipPeOBrdthedgbdiei it dentheat | on [ nformat ion.
In the exanple as shown in Fig. 4, a voice streamis being sent fromthe

transm t tamgrypt fon#budBenitd ddiei die s ¥i§ombat TapparaAs 100 Weith Bkock
412 is a packet of the voice stream A bit 15 stream of the voice stream,

i ncl ubes deseribédr with3@2farmbmpecot Fpgusés 304. The speech pauses 304

i nclude noise information or the |like and have a short packet |ength.
Accordi ngly, WReihehdragsenierenkedinentssdheetypenofi $hentencheyptionwokl be
easily broken. 20 In view of this, although the sgeech bursts 302 are

subj ect eFIERPRLLEHBLPBNIBEOEMEFION 15 LAepfd fiedh bt thet Rumbeat ofnbiten,
Lhe speedl RASER rHI S I8 crPasd Al M SR Ere e K otn o,
oo 9N e MMSALECDE) BpIROURThn FELY shelY ML of NELETLEH. T,
a spgech vy s¥tPéam that can be cryptanalyzed easily is not encrypted
or provided with the authentication information.
In the example as shown in Fig. 4, a voice stream is being
sentfrmmthetransmitfingterminal300tothereceivingterminal
400, in which block 412 is a packet of the voice stream. A bit

15 stream of the voice stream includes speech bursts 302 and speech
pauses 304. The speech pauses 304 include noise information or
ﬁhe like and have a short packet length. Accordingly, when the
ciphertext of these sections is intruded, it will be easily
broken.

20 In view of this, although the speech bursts 302 are subjected
to encryption or provided with the authentication information,
the speech pauses 304 are not, and are sent without change. The
encryption/authentication selector 102 in the
encryption/authentication assignment apparatus 100 as shown in

26 Fig. 3 carries out this selection by making a decision for each
packet to be transmitted as to whether it is a speech burst or
a speech pause.

Thus carrying out the encryption or the assignment of the

authentication information selectively in accordance with the

30 type.of the bit stream can prevent the cryptographic kéy or



a speech pause. Thus carrying out the encryption or the assignnment of the
aut hentication information selectively in accordance with the 30 type-of
the bit stream can prevent the cryptographic key or 12 authentication key
from being broken, and limt an increase in the overhead. SECOND

EMBCODI MENT 5 In the second enbodi ment,- 2Re-type of the bit stream of the
media information is classified according to the difficulty in restoring

the origi La _lLnf ' fier. t cipherte .i s . decrypted. Thuys,
the bi t <rathERtiGAt S Ry BFoH b PER pBY 1 AR (R Rass d% he
original prAi gvkrhaz@tion even 10 if a part of the nultiple packets
constituting the bit stream is cryptanalyzed. The present enbodi nent can
also utilize the encryption/ authentication assignnent apparatus 100 as
shown in Fig. 3 as the foregoing enbodi ment. Referring to Figs. 5A and 5B,
an exanpl SECONDhEMBPOIMENTh 15 of -the encryption/authentication
assi gnnent apparatus 1.00 with the configuration. as shown in Fig. 3 wll
be dedcri bed: 1m thieesegomd emboddment i the §ypelof ahe dnisistttriewmn of wheal
300 transmts nption picture information to a rqceiving termnal 400
accor di ng"edigpirforpatiprcis ¢hasgifjeduacepsding tecthendiff2oudtadiiot i on
of a notign picture, {backward predigtiqn froma future reference picture
and "t or veRFTPERREL FBR PFofLRal Bedia dRsRdathor FEser (Fheciphestent
pictures:ﬁqugﬁéb§€ 2 | -@i.ctur N g et ur %% 06, -P-piciures
(Predictive co pig%f u?@%‘? 202 (gnl}t gﬁ:pﬁec u(ri SR?Ei %??Q‘ P-%anﬁFPg' which
predi cti vier cigsl el f% Kdwll €S0 4¥st e AR b i ddd %‘i‘e&i’&mﬁéﬂﬂ% §8hesvehn®
| -pictures 406 are an intra-frame coded picture, fromwnic e origlnal
bit dbredd a part of the multiple packets constituting the bit stream

is cryptanalyzed. The present embodiment can also utilize the

encryption/authentication.assignment apparatus 100 as shown in

Fig. 3 as the foregoing embodiment.

Referring to Figs. 5A and 5B, an example of the operation

15 of -the encryption/authentication assignment apparatus 100 with
the configuration as shown in Pig. 3 will be described.

In the example as shown in Fig. 5A, a transmitting terminal
300 transmits motion picture information to a recéiving terminal
400 acqording to MPEG1. In MPEG1, to carry out the bidirectional

.20 prediction of amotion picture (backward prediction from a future
reference picture and.forward.prediction from a past reference
picture), three types of pictures are defined: I-pictures (Intxra
coded pictures) 406, P¥pictures {Predictive coded pictures) 402
and B-pictures (Bidirectionally predictive-coded pictures) 404.

25 Among the three types of pictures, the I-pictures 406 are an
intra-frame coded picture, from which the original bit stream
can be easily restored if this type of the bit stream is broken.
On the other hand, the P-pictures 402 and B-pictures 404 are
a prediction coding'picture consisting of the difference data

30 between multiple motion pictures. Accordingly, it is difficult



can be easily restored if this type of the bit streamis broken. On the
ot her hand, the P-pictures 402 and B-pictures 404 are a prediction coding
pi cture consisting of the difference data 30 .between nultiple notion
pictures. Accordingly, it is difficult 13 to restore the original nedia
information even if only the bit streakdof these types are cryptanal yzed.
Thus, the encryption/authentication selector 102 in the encryption/

pi cture topeomtiing VHE rfERA L ey le S o ek Toh levip 19 oLR EhABLE e
| R SEm | ' . | - pi 406. On th
g?ﬁ;?/p}]:i% as :‘((g))}:r:l ’ﬁ:ﬁéség_?: p%tgzrdgtse 40 anécliﬁ%!%iz%tagresplélgrr?hey are the

transm tted wrheut tHeidictyprsbaY HREnEhALHt 1die £OLEy¥RbX0N021EnSude a

processing can limt an increase in the information anount by the overhead

and paddiengrypiolordautheht ieadriyt ass ignmeres appandinig 1l @thaspshewnt in
enbodi nent is described by way of exanple of MPEGL, the present invention

is al Bo Fiw. chdecides 1the/RERtureVeFee olfathet moitien @ifdlarentdatpetoof
pi ctures _such as I_-{)i ctures, P-pictures and B-pictures as MPEGL. The
f ol I.owi ndeetapneritied. 3 Thep apbhe caRcsHBTING: FOGHiON k04 ARPVRERt 1t Wien

t 1Tt fil th 1 1 t ' . 300, 2Q to t I Vi
term nal YRS BV it « FBPoTpRIREPEE GHIS: oRE B EABeB A fng S d ogadiiR s
612 Lt j | d ' '

Fig. o5, Triidirad s R BpREedias HPUC LAR) SIS VRSP |
the i nf oERP £ LHPREG BnirbRgiA MR SeddBypfisnnot encrypted. 25 As an

exanple of a portion to be encrypted, there 1's a packet
10 Such a processing can limit an increase in the information
amount by the overhead and padding involved in the encryption
process.
Although the present embodiment is described by way of
example of MPEGl, the present invention is also applicable to
15 MPEG2 or MPEG4 that utilizes different types of pictures such
as I-pictures, P-pictures and B-pictures as MPEGl.
The following examples are a few applications of the present
embodiment.
When transmitting a £file from the transmitting terminal 300
20 to the receiving terminal 400 by multiple packets, only one
packet 602 among the packets 612 constituting the file can be
encrypted and transmitted as shown in Fig. 5B. In this case,
the original file cannot be restored by using only the
information contained in the packets that are not encrypted.
25 As an example of a portion to be encrypted, there is a packet
including configuration information for file compression. In
this case, the original file cannot be expanded from the
remaining packet.

Alternatively, it is possible to divide the types of the

30 bit streams according to the number of bits or the degree of



i ncluding configuration information for file conpression. In this case,
the original file cannot be expanded from the remai ni ng packet.
Alternatively, it is possible to divide the types of the 30 bit streans
according to the nunber of bits or the degree of 14 effect of tanpering,
and to performa sel ection process in-stdhr a manner that such a bit stream
that has little effect even if its part undergoes tanpering is not

Bt hent | SRS 55 PR ol pReRn B s TeAESBRLP R L itp e

0)

aut hernt i | B _ S8 PRFOPHaPrBR-H
and to & REnatf e BUOH 4 DAY B Uiat 1€ HLERLE ofedbhoRueh’ 10

aut hent i gld @PhrtPf@haBLGORS & Y| f8dnbe %ﬂ%@ﬁhe@aﬁdﬁ%h i#h@r mation of
a voice stream P-pictures and B-pictures or 0 higher layer pictures in:

the | ayermaivattigatfon exnfopmation ! h@dmyetample Ngthé wudbendicadt ien

al though the base |ayer can offer a certain degree of nedia quality, the
enhanéendmif draneet 0B issassigneldcro seear i £drhatiionhebbbiinganfiormabilon,
offers a higher nedia quality in conmbination with the base 15 |ayer. Thus,

only the Q%lsféf-mtipg m:;lpaﬁépnmdtW%%%eer@ﬁna Vageo $§r9ﬁﬁl_nsﬁ11€1t ed
be. achi cFRUSpAREALETEE BF PolaKETed SPANG! BEGAAM:onORT DN RGNS ke F

(07 e 0S5 08 L o B SRRRIEHRP oV Ehaa™h e brupe.
for the ;eARCEIESA bRYEM vollde )strdHm, p PhLEEATELRY aﬁ?1 B {c@irégChpase

in the information . amount due to the overhead and paddi ng“involved in the
encrypt| gigher layer pictures in the layered coding.

For example, in the layer coding of video or voice, although
the base layer can offer a certain degree of media quality, the
enhancement layer is useless when separated from the base layer,
and offers a higher media quality in combination with the base

15 layer. Thus:, only the base layer is encrypted, and the .
enhancement layer is transmitted without being transformed
through the encryption. |

The layered coding can be achieved by means of different

. spatial resolution {(for example, QCIF for the base layer, CIF
20 for the enhancement layer, etc.), or of different temporal
resolution (10 frames/s for the base layer, 20 frames/s for the
enhancement layer, etc.}).

Such a processing can curb an increase in the information

amount due to the overhead and padding involved in the encryption

25 process.

THIRD EMBODIMENT
Fig. 6 is a block diagram showing a configuration of a
decryption/authentication apparatus applicable to a

30 communication system in accordance with the present invention,



25 process. THI RD EMBODI MENT Fig.- 6 is a block di agram show ng a
configuration of a decryption/authentication apparatus applicable to a 30
comuni cation systemin accordance with the present invention, - |5 which
shows only a portion relevant to the present invention. The
decryption/aut hentication apparatus 200t%ay be incorporated into a
receiving termnal, or constructed separately fromthe receiving term nal

bet weon SEiL ST oY oo vt Sohct o TPulal 1R tHE! pRRgtr Tan Ve SR
decryptlon/au?ggnggte' 6ﬂ¥§ﬁf%ﬁ§t§@9t§83p%??%%é%hsEﬁﬁ@ﬂﬂé'Cﬁhion

det ector. 202 I ng that recel ved streamis provided with

t he aut hanlddiiditédl PhEBL hORecR i@ daiingR! | 67 eonkitiifited section
204 for making authentication of the received bit stream a cipher

det ect or geplfrdtos]ydirm ithe tetle ivimng eeaimiarhbi t Aitteearat bvebyy ypt agay and
a ci phertext decryption section 208 for carrying out the decryption .
process be wonfigureddabi &8 sodeasudicrad ta ibades shatypnebbetweerbia stream
received by the decryption/authentication apparatus 200 is supplied to the
aut hent i &Fansmide:ing ckeypinalhandja caceivingutesningdti on i nformati on.

When it is detected, the bij stre is supplied to th ut hentication 20
confirmation S88t AERTYBLL eﬂﬂtk?égiﬁ?t%?gEQHFPﬁa%HFb%Oﬁhgomﬂﬁyﬁﬁﬁi%%tion

o oL R Rl FSR e e 1y B SALBRTLLL AN PRBLLGALL P o
det ect or g29@am Nes HPHPLAEA! RELR" tH atelditt fcdbEohCEinkBRmRItl ot 7 &N 1 S
encrypted or not. en it
10 authentication confirmation section 204 for making
authentication of the received bit stream; a cipher detector
206 for detecting that the received bit stream is encrypted;
and a ciphertext decryption section 208 for carrying out the
decryption process of the received bit stream when it is
15 encrypted. . . .
The bit stream received by the decryption/authentication
apparatus 200 is supplied to the authentication detector 202
that detects its authentication information. When it is
detected, the bit stream is supplied to the authentication
20 confimatioh section 204. Then, the bit stream in which the
authentication information is not detected, or the bit stream
the authentication confirmation section 204 authenticates is
transferred to the cipher detector 206. The cipher detector 206
detects whether the bit stream is encrypted or not. When it
25 includes the ciphertext information, the received bit stream
is supplied to the ciphertext decryption section 208 to be
decrypted and then transmitted to the receiving terminal. When
the cipher detector 206 does not recognize that the bit stream

is encrypted, the received bit stream is transferred to the

30 receiving terminal without change.



25 includes the ciphertext information, the received bit stream is
supplied to the ciphertext decryption section 208 to be decrypted and then
transmitted to the receiving termnal. Wien the cipher detector 206 does
not recogni ze that the bit stream is encrypted, the received bit streamis
transferred to the 30 receiving ternmnaté without change. 16 Wen the

I nformation is transferred according to the IP (Internet Protocol), the

202, and t e HEPCERRoRHOTIRE Laby b Fonosy e d ket ElbcEh: Besiae o
carried q t%&f-riéi F£8ch)t henleP faadsri Addse thet Bathentiieftigata, for
exanpl e. g%%CI |caﬁ?y, re%e?ﬁing to the protocol nunber contalned in the

" pr ot ocolinfidginid€id beathe. auftBenddtat F5w e Eecrbet hen t adithstreamis
encrypted, or the authentication information is provided. They can al so

detect l@etwrtiontde theybeaetypiion iby tilse REPphBealietientolr @paaie

Prot ocol ) header. FOURTH EMBODI MENT The fourth enbodinent relates to a
conbi Bat icarmifed ot by refepptinghtautheniPdeeadaraaddgdneatthe peceined 00
as shown in Hé% 3 with the decryption/authentication apEaratus 200 as
shown i datay BT @xampieypt PBAcifiiraddYoatieficreingt b the protesol

transmtting termnal, 100 decjdes,the, t L,of. the bi tream to be
Lt ansri ¢ BEEHGT AARIRIRes En Py  PEPRPEBL" WheRie 0B PEGIFT  THER Tl i
must und ' h R L Ssdr t encrypting
section ?@%%qq{rﬁ%ﬁlégg?ei‘mﬁg% B&idg’%aoﬁn Jl'és %ﬂaégi’%§§| thIrrBZs € be provi ded
Wi th the g dLef bR hBSPRARLAN 1 st BRo¥iilded | Caledys dard B Ik ddt

10 them by the “payload type” in the RTP (Real-time Transport

Protocol)} header.

FOURTH EMBODIMENT
The fourth embodiment relates to a combination of the
15 encryption/authentication assignment apparatus 100 as shown in
Fig. 3 with the decryption/authentication apparatus 200 as shown
in Fig. 6.
The encryption/authenticétion selector 102 of the
transmitting terminal 100 decides the type of the bit stream
20 to be transmitted from the transmitting terminal. When a
decision is made that it must undergo encryption, the bit stream
is tra_nsferred to the encrypting section 104. In contrast, when
a decision is made that it must be provided with the
authentication information, the bit stream is transferred to
25 the authentication assignment section 106. When a decision is
made that it need not undergo the encryption or authentication,
the bit stream is transferred without being transformed.
On the other hand, the bit stream received by the
decryption/authentication apparatus 200 is supplied to the

30 authentication detector 202 that detects its authentication



26 the authentication assignnent section 106. Wen a decision is mnade that
It need not undergo the encryption or authentication, the bit streamis
transferred without being transforned. On the other hand, the bit stream
received by the decryption/authentication apparatus 200 is supplied to the
30 authentication detector 202 that detéédts its authentication 17

I nformation. Wien it is detected, the bit streamis transferred. to the

aut hent | CoatGPmEPALH. MBihaR PEAL Al taMed NRRML Aeradds LLLALECAN

whi ch the authentication information 1s not e

that i's aréhenéi aatReneYcbita.dh BUdITLEl dN60REbATE0ION FACLERT,2Q4 S

supplied to the cipher detector 206. e cl pher detector ects

whet her tige bit stream in RRGCHEHG uthintiieriéh iNELYABEILACis not
ci phertext information, the received bit streamis supplied to the

ci pher t exdetiectegdt oon thec tiidn £BBeamathdecigptantient td ta@dbyOthy
transmtting it to the receiving termnal. Wen the ci pher detector 206
does Mot Hkhentigatione configmathonsseatippt @04 ishesumpkieddtbi thet ream
is transferred tQ the receiving termnal wthout change. 16 OTHER

EMBODI MENFPDET HOGERCERE £86egolhe EhpbeEateckar rdgtechy whetber
Shown | n ¢, B5E"EEBEIGEs SRCERLER o8 POThe BHERy 3 SRCINPS Fihe
For oxamyBhotterEiLaeornatachl, bHeCEBLORd Bl brnkim 4FohRERt Sash5Pur us
106 “and he enerypiine Sentron 07 mey ey varit b LI ERTLoRER N
f or edi ndertixatisnit tingeitickorthedreceiving terminal. When the cipher
detector 206 does not detect that the bit stream is .encrypted,
the received bit stream is transferred to the receiving terminal

without change.

15 OTHER EMBODIMENTS . .
Although the foregoing embodiments are described by way of
example of the encryption/authentication assignment apparatus
100 as shown in Fig. 3, the order of carrying out the encryption
and the assignment of the authentication information is not
20 limited to this. For example, as shown in an
encryption/authentication assignment apparatus 600 as shown in
Fig. 7, the order of the authentication assignment section 106
and the encrypting section 104 may be. reversed.
Likewise, although the foregoing embodiments are described
25 Dby way of example of the decryption/authentication apparatus
200 as shown in Pig. 6, the order of carrying out the
authentication confirmation and decryption is not limited to
this. For example, as shown in a decryption/authentication
apparatus 602 as shown in Fig. 7, the ciphertext decryption

30 process may precede the authentication process.



26 by way of exanple of the decryption/authentication apparatus 200 as
shown in Fig_ 6, the order of carrying out the authentication confirmation
and decryption is not limted to this. For exanple, as shown in a
decryption/aut hentication apparatus 602 as shown in Fig. 7, the ciphertext
decryption 30 process may precede the a@ithenticati on process. 18
Alternatively, only the result indicating whether the authentication is

correct or noty,mBy. be L {1 ed _without I acessi t he packets after the
aut hent i cat i oA Con ?%g?%%X! gﬁg&'gﬁﬁmﬁééu eﬁpig?ﬁgé i HQSYSH ke 802

i ncor por g4 PehdheicatitohyRld VYA L.capion_gppar at us. 200 8s. in Fig
8A, the packet slt ?an;m: ??egiy rpn?ﬁﬂ%ft?ggs%é?t ?’%g Oel{fln%%h%q a‘gbﬁﬁg}’l

tr ansf er ighd 95 81nGCERS PACRERL! Bt tAESAN AR P AbRPIrmdk Bn.

i nformation fromthe authentication apparatus 200 i1 ndicating the

aut hent i Gdr cexamplie], Whebha agdenringt tePminQice0l [HTRIdPoELELE 0pna04
(for. exanple, when the received bit streamis valid, the information

i ndi cét i sipcrgptionysuthend)icatifem appadatuypR0onasutshovn cht i Phgapgar at us
200 is separated fromthe receiving term nal 802 as shown in Fig. 8B, the
not i fi cattifh PRdeaks itrpnamithed Exonythe fransmihbing terindnals8pioarehe

decryptiqn/authenticati on _apparatus 20Q to .the receiving termnal 802. The
present ﬁﬁ?&ﬁ)’?%’“lr ‘ﬁ‘gé%%éeﬁeﬁg&a' AN PPl igatdion f03witbepécehapgpralerged

nbodi s | | A0 he f ' h
ki1t ea. M oot yon SRGRC AU hont | SALI0R, eBhEF s F0d L hout
departi ndndivatieg | ENENALeRen't] ddiSidH lﬁsﬂﬁcrthea'&%qﬂesd;}‘léjhé%ﬁion

intention, therefore, in the apparent clalns to” cover anges and
nodi 0 caciomfirnestionh | seothon R0a t(fsr sekdamp1e] when MM iHd¥bived bit

stream is valid, the information indicating that it is valid).
When the decryption_/authentication apparatus 200 is separated
from the receiving terminal 802 as shown in Fig. 8B, the
notification processing is achieved by sending a notification

15 from the decryption/authentication apparatus 200 to the
receiving terminal 802.

The present invention has been described in detail with
respect to preferred embodiments, and it will now be apparent
from the foregoing to those skilled in the art that changes and

20 modifications may be made without departing from the invention
in its broader aspect, and it is the intention, therefore, in
the apparent claims to cover all such changes and modifications

as fall within the true spirit of the invention.



19 WHAT IS CLAIMED IS: ¢ I~~ ff 1. An encryption apparatus for encrypting
and transmitting a bit streamof media information which is sent froma
transmtting 5 terminal, said encryption apparatus characterized by

conprising: neans for decidi ng a-type of the bit s m and neans for
encrypting the bit streamin accordancelfith the ty, bit stream
deci ded by said neans for deciding. 10 2. The encr/m

cl ai med | | ragterized in that the type amis
determ n@hﬁoﬁénh%!'%ﬁbﬁr%gri%f bits or*difficulty in cryp tanﬁ@”& 3. The
encryption apparatus as clainmed in claiml, characterized in t he type
of the bit streamis determ ned by difficulty In restoration of the nedia.

i nf or matijon ahhepndrypRiilbr®hpPaR e Hod SnERINAY W tréhdmifting a

decryption apparatus Characterized by conprising: Tmeans for receivi ng a

bit strepitsetrehinodE mddiansfiformad idrewhiicdl is BeNtsfion &l etiatishg tsing
whet her the received bit stream is encrypted or not; and .25 nmeans for

decrypti rt@mﬂma]e.cei:a{jed entryptdam \wWpparxaties i chanacterimred thyat t he
received bit streamis encrypted. 5. The decryption apparatus as clainmed in
cl ai m 4, compIHEingGhar acterl zed by conprising nmeans for transmtting a bit

stream 30 passin thro e decryption b sai.d .nmeans for decgrypting to
20 a recei wﬁﬁaf‘gr lflq;FaI Waﬁtﬁgﬂﬁl oft | Bﬁ |%t0|4}a‘f€?% a%8fgnnent

apparatus t h%eBB%VkSESeR&%@&h%aEhQ”biEf££P8£xh°{h b PadnSL FAh Yndedi
type of the bit stream decided by said means for deciding.
10
2. The encryption apparatus as claimed in claim 1,
characterized in that the type of the bit stream is determined

by the number of bits or difficulty in cryptanalysis.

15 3. The encryption apparatus as claimed in claim 1, .
characterized in that the type of the bit stream is determined
by difficulty in restoration of the media information after a

part of ciphertext is cryptanalysis.

20 4. A decryption apparai:us characterized by comprising:
means for receiving a bit stream sent from a transmitting
terminal;
means for'deciding as to whether the received bit stream
is encrypted or not; and
25 means for decrypting the received bit stream when a decision

is made that the received bit stream is encrypted.

5. The decryption apparatus as claimed in claim 4, further
characterized by comprising means for transmitting a bit stream

30 passing through the decryption by said means for decrypting to



5 information sent froma transmtting termnal, and sends them said
aut hentication information assi gnnment apparatus characterized by
conprising: neans for deciding a type of the bit stream and neans
provi ding the authentication information in 10 accordance with et of
the bit stream decided by said neans -f&® deciding. 7. The ent :
ar \& rn
h Bits or

I nformati on assi gnnent apparatus as clainmed in claim®6
t hat the ty]pe of _the 2it 15 streamis determ ned by.

a degr ee DIFEFPLYLRI Forminal

i'ng. 8. An authentication ab\ ug
characterized by conprising: neans for receiving a bit stkeamsent froma
transmtting 20 termnal; nmeans for deciding as to whether the received

bit stregn i AR K V4 P18H! BRROARILIVH A4 S1GRhERE SppBREtuANdhdEans
for making aut hentication based on the received bit streany when a decision

is made thwdvides' aaehentildativn eaiforhat o’ 0w dediw igtrdiin of media
authentication information. 9. The authentication apparatus as clained in
cl ai ms8, iInfarmatiohasentefremda yramsmitting btemminadr, serddsendsnthemmt i on
about an authentication result obtained by said neans for 30

aut hent i gaidraubhentication [informabion| assigpment] appexratus

Theaut hent,i cati on agpar atus as clained in claim@8, further characterized by

conpri si ifparasterdeed, Bys GOMRGIFIME: bit streamto a receiving terminal,
when said nmeans _for Ki 5.authenticati | ves. an hentication result
that. the rec&e\?&? %?Jf @‘?‘F’e‘%ﬁ?%g\/iﬁ?& %%ﬁ“ﬁ@r?ﬁ#?%ﬁ'n@f’ od performnmed
by an encrypt [ APREA Y Soviding the authentication information in

10 accordance with the type of the bit stream decided by said means

for deciding.

7. The authentication information assignment apparatus as
claimed in claim 6, characterized in that the type of the bit
13 stream is determined by.the number of bits or a degree of effect

of tampering.

8. An authentication apparatus characterized by comprising:
means for receiving a bit stream sent from a transmitting
20 terminal;
means for deciding as to whether the received bit stream
is provided with authentication information or not; and
means for making authentication based on the received bit
stream, when a decision is made that the received bit stream

25 is provided with the authentication information.

9. The authentication apparatus as claimed in claim 8, further
characterized by comprising means for sending information about
an authentication result obtained by said means for

30 authentication.



.for encrypting and transmtting a bit streamof nedia information 10
which is sent froma transmtting termnal, said encryption nmethod

characterized by conprising the steps of: deciding-a-type of the bit
stream and encrypting the bit streamin accordance w.th. t he
bit stream decided. 15 12. A decryption?het hod char arﬂ! Eﬂlll si ng
the steps of: receiving by a decryption apparatus a d from
atransmtting termnal; 20 deciding as to whether the received bit stream
is encrypted or not; and decrypting the received bit stream when a

deci si on yigs, Male abiAbthR S YBPaRlut A8 & ImEACLY Rietin 83 dé-gly-tﬂai»

decryption nethod as clalne I'm 12, further characterizé

conpri si RhdrRee-td £Pz88 bya&@méixtjjm@ rddnst Feem rahginits degrypéepiat the
step of decrypting fromsaid decryption apparatus to a recelving term nal
30 14. Astaddwento cat receinfingrdiarmniresl) guhent sadtdhoeapey ffomanak2ngby an
aut hentication information assignnent apparatus that provides

aut heht i eaxtihenticatienigives an puthentdoatvfomagisull thatriheoregenvefir om
atransmtting termnal, and sends them said authentication information
assi gnmne Mt tfaVadisri zed by conprising the steps of: deciding a
type of the bit stream .and providing the authentication information in
accordance wth the type of the bit stream decided. 10 15. An

aut henti G4t | og, N AR Y HeRHAL DelBE HWBE '6Y Hh bieryption apparatus

for encrypting and transmitting a bit stream of media information

10 which is sent from a transmitting terminal, said encryption
method characterized by comprising the steps of:
deciding a type of the bit stream; and
encrypting the bit stream in accord@ance with the type of
the bit stream decided.
15 . . . .
12. 2 decryption method characterized by comprising the steps
of:
receiving by a decryption apparatus a bit stream sent from
a transmitting terminal;
20 deciding as to whether the received bit stream is encrypted
or not; and |
decrypting the received bit stream when a decision is made

that the received bit stream is encrypted.

25 13. The decryption method as claimed in claim 12, further
characterized by comprising the step of transmitting a bit stream
that is decrypted at the step of decrypting from said decryption

apparatus to a receiving terminal.

30 14. An authentication information assignment method performed



steps of : receiving by a decryption apparatus a bi%ﬂm

transmtting termnal; deciding as to whether the recai \‘g
provided 16 with authentication information-or not; “m

aut hentication based on the received bit stream when a deci'sion is made
that the received bit streamis provide#2with the authentication

i nformation. 20 16.. The authentication nethod as clainmed in claim 15,

L e R SR BB i o §8 SR AR e 200t
17. The ?P‘:’g@?"&f&%ﬁﬂ@eﬁ%&ﬁﬁilﬁ G dtht Lok ! @b”hlﬁltf $tiim of media

characte y conprising the step of transmtting the bit streamfrom
sai d decAnForahtRNRISNE £:00m d @TR/INENIDL £ Bl t@minderahdessh@d Vhepki ng

aut henti cation gives an authentication result that the received bit stream
Is val i dsaid authentication information assignment method
5 characterized by comprising the steps of:
deciding a type of the bit stream; and
providing the authentication information in accordance

with the type of the bit stream decided.

10 15. An authentication method characterized by comprising the
steps of:
receiving by a decryption apparatus a bit stream sent from
a transmitting terminal;
deciding as to whether the received bit stream is provided
15 with authentication information-.or not; and . .
making authentication based on the received bit stream, when
a Gecision is made that the received bit stream is provided with

the authentication information.

20 16.. The authentication method as claimed in claim 15, further
characterized@ by comprising the step of sending information
about an authentication result obtained at the step of making

anthentication.

25 17. The.authentication method as claimed in claim 15, further
characterized by comprising the step of transmitting the bit
stream from said decryption apparatus to a receiving terminal,
when the step of making authentication gives an authentication

result that the received bit stream is valid.



