;e3eH4( 6THfI!,. - 6 JAN 2005 SERVI CE DEPLOYMENT | N DATA NETWORKS The
«present invention relates in general to service deploynent in data hetworks
and in particular to service deployment in heterogeneous data net \T\xﬁrMZUﬂﬁ

conprising a plurality of nodes. Servi cés typically deployed in data

net wor ks include routing services involving sel ected nodes oym M” I and
end to enEBEEIOE BEP1 SRAT }ﬂg[ t) rk. Adifferenti ,@ HE*@@&’
(diff serv) schengﬁlLs« ong e gﬁgﬁiaol%lﬁi“g(géggce for depl oynent on fm
network. In a typical diff serv schene) a network provider suppl i'&s ‘
mul ti pl eTl evel s of network service each associated with a different charge.
Users of TORETHENIBYIatioRaelagsayn gdneral tasegeise deplopmeritéel davh hbtvidiks AgyVgl Of
service Lhg¥ulf Wik one known exanple of a differentiated service,

dat a tra?fi cuoaf C%Jeg? (C)enéér‘lpslo)ﬁgfﬂl}ﬁ'b AeRRHTOUNHIAEA PRt vasks pmensising aoplaraligy whr k i s
granted nhodessport priority over data traffic of custoners paying at |ower
rate for network access. Continuing growh in data comuni cations is
generating increasing demand for diff-serv services as networks becone

i ncreasi ggly . Network providers in general, and Internet Service
Provi der s ivly(ieg %@‘&%B‘r"yeif—"e@%@%a&s r’l@qﬁydes’é’ékp& gerviseoinyelving sefecser v

ser Vi cesnddesatf hmackork dad A®I0Send SRS Epanh ﬁﬂ{[ i has,been no

conveni ent solution to the problem of %aélpﬁ) I n%tl&é?ﬁ@ggcr\%%%re&flﬂ@p future
servi cesS9HICE é‘?‘gée&atséhqm WOk sxBumb ofis sérinize lfort éspisiment Bn & @AMELRL, R, fat a

net wor ks e e _depl oyed manual ly. This typically involves entry of
a new ser’ gct% r éé%f}??‘é%@ﬁﬁ%%“%%”r‘?ﬂ?a?f&?dé'f SUPPHET Bt V@Jﬁ)@élm‘yodct segaichegde in
the net vssdcindenemerditbeni fared i f service was desired, These
manual utgdat es are a |abori Strjés%) Utg%rkrrgpglgr?se&vm&gg{?enapnaé“ ¢ FEY eSS Rosneiated withor

net wor k '8p&ivat oF ssrvismihgy copreninionn ithowiaegample WD b kistréraml ddiese R i ML AlLi e d
net wor k J@ﬂ@%ﬁ{e Daving connect | o?s t hrough the network to each 'node
therein. The networKEnrblagerM3piAACEsss Kotrpeivess israee catsedrt poiopt ver

connect efitd Laffioef BEEMREK HaTil ' rogramed. wWi.th speci alized
net wor k rranage_lrrent softv\é)ra;]e-l. Egg%f‘%@ég}{%gﬁ%ﬁ ra}g e\?\%g@%ﬁlﬁéé’ﬁ%‘ﬁ@ 18 Sptanar e

i ncl ude CPHENEPEAIOV Brcsortingimercasiag Heihed foraiffisew seivicebas kanbhistiie Net Vi ew
sof twar e, gggh{(q%wnofegtom ivolg Systens, and the G scoWrks software
avai | abl e from O S5 & st eRE™X RPBIessIh gencsale anchintranstSertiee Retviderkinhas agent

sof { war gafiilicoapaicaid gl e Bk REME AR TRARGST, TR Yy, comppni cat | ons
e en .

bet ween the network manager and the agents ena - However, 6 JAN
2005 2 fRAHGeReisthapbeant oy envemidtediucionts te pedblehefaesiesingfdif ieRRaged
net wor kfu[m%ﬁ\%gs igyeh, control does not extend to the depl oyment of
services In the managed  HBOWSIRKS SBFR 83 thedpigemti onal networ k- managers and
their agents are not scalable. In short, conventional network nanagenent
systens_are not suitable for deploying services over |arge heterogeneous
net wor k& CEYFRUIPR datp weivwprke semickyare e ploglet mdnulyt Thg tm@n@qm@lm%g? as
imted

the Priya rk o Network Interface ("PNNI")) permt, toa lim
ext ent) a%? %Vbng%tﬁgcéléﬁ%udﬁl\ﬁ%}coéwaar{ééOéﬁﬁ)g eca wrsiates aprsh tiode inQbs nietwark

net wor kwhetdventherimwouktiOBf i G &driiel wak o ! e network. Some
ot her pggt gcol s) such as Active Networ ks %ﬁ?a@@%ﬁé‘%@b‘%‘%ﬁ%%é&ﬁ% depl oy

ser vi cedPOiA i pscR_I U Al dappr-paeh tisk fahnatvosk @redels. t raversing the

network | oads or
Many conventional data networks include a centralized network manager having connections
through the network to each node therein. The network manager typically comprises a
dedicated computer connected to the network. The computer is programmed with specialized
network management software. Examples of such network management software include the
Open View software available from Hewlett Packard, the Net View software available from
Tivoli Systems, and the CiscoWorks software available from Cisco Systems. Typically, each
node in the network has agent software for cooperating with the network manager. Two way

communications between the network manager and the agents enable the network
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attenpts to |load the service into each node it traverses in the network.

+ Successful operation of this packet-based approach relies on the1uﬂpﬁwq@9
conditions: |I) that the network is hoan?neous in the sense that each an
every node in the network is capable of rfunning code carried in the packet
traversing the network; and, Il1) that each node in the network is able to

perform t e desi rvi,ce. In practice, these conditions are not always
ot Noded Srgcneit platfdaiy lifited oparar he Bodes gl the rppmageq RYEEOKK HOWeyer, tsoch

support t bents@rdoecroteixtdngto tiesieplodmbeorRBEAGE iPlhe Y . Hhe next
node. This is clearly undesi rabFe?’i | n-sone exérrplees n\ggé%héé&gékgﬁ\éfo-’based
appr oach, “YbiTPHGIA AE%ik smaegersiand their agenbeatd edt scalaplacloeshsrt, dohstRa6hal t he

nodes of uired to.ahtain new configuration program code
by queryi %%l%g? %Ieﬂna?é n?eg’g%?e?%sp%%fl?togw&g? ?%f d&PE’tymgtf’Gf"é%FS@é(?falﬁ%, or by
queryi ng hetemgdncoys neseskivhi ch have al ready dowdoaded the code needed.

- These queries introduce additional traffic) delays and conplexity to the
networ k. The packet-based approach is not suitable deploying services in a

relativel . f. data networkin lications. For exanple, the
packet - ba%oe @g%fg)trl%ygﬁe%lgnst%dﬁgﬁﬁsqcﬁﬁf%‘“l"grp“ﬁg?ﬂa}g@ilﬂbasstéﬁ Urivag Nehwarkrrrigt work in

whi ch  hopNetywdib Pntedadel (NBNNS”)PEITnR! g i C [k there is
no guarantee that a flow of )_B%E:kets vvilII a m%béﬁ?@%gﬁggséﬁgc%dzﬁe odes.
The | nt erfRCAONSPRYEHARQ9SHN aaehvariveiithonnmaviat bodiippratyn b8 Badhorbdend thes

per f or ne - 2005 3.1n "Spawni ng. Net works") | EEE Net wor k Magazi ne,
Jul y/ Aug(ljnset1 w?g(ggémé?%peﬁgm%c&&éﬁ’qh %?ﬁﬁ%g LWy EntapselptionPreaterol afeploy

aut onat i cahliyesdeph PyikREbNdel abadoadEh WHikh 2hSd - d j.stributed
obj ect technol ogy and centr aFlﬁlged pr ofli I eb%%@éﬁgﬁgﬁhg%g&or[gE%q%JSREti ve
Net wor ks ACEREetOderfl thE ssaivisk éntBiewdhr et s cfses inGhs horwmek, \MaBag et SBEUIiGE S -
Pr oceedi ng; Qth., | FI P/I EEE | nternati onal Wrkshop on Distributed

Syst ens (D‘%&%{:l@%%%uarpp&%cw%t%%? f}ﬁrféﬁo‘@é‘tg(%é‘lh“P%Q, Brunner et al.

Di sclose a franework for isolating services deployed in different virtual
active networks (VANs). However, the creation of the VANS renains a manual
task. Active rethibfractwokdahdmogsnédus zietitehenaf baeaeniidnes; parkgt - based
depl oynent ap . JJhis roach. is not suitable for service depl oynent
in a heter ogeﬁgégﬁési&ﬁlé %P%a%?%’ﬂ?mi"aﬂg 5095 @it ‘A hePacke! teyssifiane ed

depl oynment of neevotkces is desirable. Heterogeneous networks, and
abstraction for |links traversing non-active hops therein, are discussed by
Bhar ghavan et lRithatiepch nodgdmlhatrietvork ¢hiltle ot partorfnahe Aestried eerdeEwor ks )
OPENARCH 2000, Tel Aviv, Israel, March 2000. In Internet Protocol (IP) and
Asynchronous Transfer Mdde (ATM networks, hierarchical structures are

enpl oyedIt praaggy, egad EorfiebriRAPRH AlveayE St | Kk ds B 0 120116 bhaekwor ks only
aggregat e rﬁuti ng i nformation. Hovvefér, ATM I-§’NNI %ga%dgmsgd%?gtrafnztese CBQMW dth
and del af''charget of [ostuppart ths ehieweiBeslisoud tiregacka of Toramsd it tohe Mk hode.
Cener at i 9p;sfiok : Representation", Proc. | EEE ATM Workshop | 999,
pp489- SO0, lskoelﬁ%?ygg%glﬁm%ag SP%@@’,‘&WIF% i‘ge Beckg}-basgd apprpasds confemmpliax node
repr esentates are hbedmissBE A SSacRARANAGEA IKetiofSs A thd LoNGLd S YELS, of @
network hierarchy. In "An n2|%ﬁpr oach to Hi eroarsc i caﬁga@{%rﬁg&xﬁ%ggt r‘?ﬁ{’i‘f“

Ar chi t ectUY EOHREHIBrPrapmm e bBaaery ingta @8iraltdvee Ffokitory ok R dGentee@nce on

Intelli i t s, Thail and, v er 1999) Xiao et al. describes a
di stri bgﬁgﬁrﬁée{b Wo Igwgné)ﬁ(lnag'gperﬁ%egjfngs 8?7&%%%‘? lready dpwplepdeddhe sedansededs ar e
enpl oyedliae goadia in\tir(tdhcbaﬂ&ﬁoﬁwrﬂi’@ﬁ’fo?daﬁﬁ/é‘zﬁx‘é%mycl)%c\i/tgﬁ{;‘g%trfé%&?.sjr gble to

provi de a Fcal abl e solution to the probl em of y organt zi ng and
aut omat i RAEKFYLERPIRAPIY is Betsuiehle deplogsg serviekain aelayivtlangge ABHBEPSEMRPUS
data netjweg K i Lexible nmanner |n accordance with the present invention,
there is nqv&wﬁ%o&p&éaglogs'rgﬁr ﬁéﬁ'nf’]&tlhagﬁ‘ﬁi?ﬁhﬁgépg@f‘ﬂ g &nggblediondeployiag
etvor k nodes. the. a1t oeat  oroRaT Ry TEh IS pEAORA IR Bl ety

depl oyméhire 4y ng earantes/theea fowe! patketdvitionwayssravgtse dief saRiendas. SHeMh&enet

depl oynmgny . hi having a | oyes evel conprising the network nodes and .
one or rmrré%a%o‘g%ég%f‘%‘&o{/kﬂﬁ‘ﬁh’é?%‘éb&i‘%" [qtisgénpestoriid-ch groups of ‘nodes in
the preceding | evel are represented by respective |ogical nodes; generating
a service dissem nation comand specifying the service to be depl oyed;

suppl yi ng - 6 JAN 2005 the service dissem nation command-w th the

all ocation policy froma |ogical node in an upper |evel of the hierarchy to
nodes in the or each |ower |evel of the hierarchy; and automatically
installing the service specified in the service dissenm nation conmand in
networ k nodes sel ected in accordance with the allocation policy.



Preferably, the nmethod further conprises: supplying a service solicitation)
sindiccative of requirenments of the service to be depl oyed, fronltmﬁyAMupr
node in the upper |level of the hierarchy to the network nodes in | ower
tevel s of the hierarchy; conparing the skrvice solicitation with
capabilities of each network node to generate netrics indicating the

ability Olf the nodgqtoﬁ%gpport t he service to be depl oyed; summari zi ng t he
metrics t0 gEAEPRES SWRTEr EEE Nedwerkddagagine; falywaust k998] Camplefl dtlad

hi hypr ENge gl f ive |evels; and
gencrati 1y T et ey on (AR EU IR, R LRETRR Siairadinscd

metrics i dalripueppbiect evleloiogyrangrcestedlized piThe dhaBits. of “VhRaPAESHNt

inventio th od conprises maintaining information in a |ogical node
repr esen{}iqehté' Og]ffgﬁ%’?c m@cwlqwl@emémé@r GustrsenMandged WedjeeaitiRroceedings

r edepl oyrgniouefr i rizin t referabl yeconmprises a
di fferent s'u%*rarlg)/?lg}ti?gﬁyggggré%lw(gﬁwai@?téﬁgﬁetde%s%ﬂ’ﬁéﬁgégﬁg&&q”ﬁhone or
more of tSveitdeeland, Hctalieenh98y Brienepees Eisclby £ faiRWof ik BRI BNGh gect,

t here iséfgo gr ov(h.gred a network system conprising a plurali Fgérg?énodes, t he
syst em béf H}é\’/y ¢ ILdiffersnt yrtyak activemawerks v ddNsadidwevenrihe eneatimdbfake NetN n

before desghinb8Ghankihe ' ion.al sq. extends to.a network node of
such a network syagtema‘aﬁr' %‘%gg%jP%[?J}éﬁ?t[*lﬁceal@r@ggﬁfh‘? ﬁ%mepﬁﬂ“egﬁaélﬁﬁisbaﬁ%ﬂa
conput er dpplogmam ae)lpmaen.tﬂﬁgmmrb@hﬁgmﬂ@mwl@for&é%@d@bﬁﬁ%nma#s for | oading
into nodﬁs of a network systemto configure the systemto performa nethod

as her ei ACHEISPEPUISEYqThétwhinha psedietabie anchoeordinatedpieplo thest af sspadeaalt e
sol utiongt f eniently organizing and automatically
bl oyi ne O A RSt B PR b8 Bl n e Romnativespoant wi t b
.~ =~ - UBrdANr20BBused BEBARGhEaRe! 410N RSPONSbIE A QHSLAREL g%mgl%tw-l;%is’s
managenent is transferred fromthe networﬁ manager 6% the

task of 6%?&?4}5 )
network | CHt2008, T Avdv.dprpeleMiasahedOP hlat Intashe Peotbem (IR @sd Asenelgssaisbed

herein w 0 od_embodyi ng the present invention,
correspmg#ﬁggmdggg\gg )rr%e?/w g%%&l%r\;}ricg’gald %(ch’éféso?raﬁﬁ‘e? Y theegpirateatngs

enbodyi ngrophgaté rveng i ormansh. 1B SewRE Saly algrg?ég%fer@ﬁinr?gﬁaﬁﬁiﬂm%ﬁ{&fle\}e?e

present | I}WEN n wll now be described) by way of exanple only, wth

ref er ench aggéaw&zpﬁ@ar@pvm A delanchvrhaeristies gualewlQbS reuthlgotk

di agr am of rafsiR6PHATITBOL S, AST MOEK npdey Figure 2, .05, 8 bl gok. diagram of

anot her progranmabl e net?/\%[?%n %ggmpﬁémoéie PSESG R g%rg%ég&\gat ed with

oper at i 0¥ cokshbha 994, gy 89veed] leodhE YR KMAPd99S AW kil FddbiSs 2 complex node
representation that captures characteristics of nodes at lower levels of a network hierarchy. In
“An Approach to Hierarchical Network Management Architecture Based on SNMPv2”,
Smartnet’99, the Fifth IFIP Conference on Intelligence in Networks, Thailand, November
1999, Xiao et al. describes a distributed network management scheme in which hierarchical
structures are employed to scale with large numbers of nodes. It would be desirable to provide
a scalable solution to the problem of conveniently organizing and automatically deploying

services across a relatively large heterogeneous data network in a flexible manner.

In accordance with the present invention, there is now provided a method for deploying a
service according to a service allocation policy in a data network comprising a plurality of
network nodes, the allocation policy governing selection of nodes for deployment of the
service, the method comprising: defining a service deployment hierarchy having a lowest
level comprising the network nodes and one or more progressively higher levels in each of
which groups of nodes in the preceding level are represented by respective logical nodes;

generating a service dissemination command specifying the service to be deployed; supplying



Figure 4 is a block diagramof a service deploynent hierarchy for a data
+network showi ng sunmmari zation of capabilities; Figure s_is a fl owggarmngs;of
a service deploynent for .a data network; Figure 6 is aiblock diagram of a
servi ce depl oynent hierarchy for a data et wor k showi ng service

dissem nation; Figure 7 is a block diagram of a service depl oynent

hi er ar chy 4f .0 JM net wor k; Fi qur, is a block diagram of- an | P routing
hi er ar chy tl{ﬁo{er\?ﬁ%éﬁsfmlﬁ%f%? H“%%gm& ‘g‘e Bl geation poligy fjomer logical npdglin@k upper

di agr am ofevahet the hickarbhy @UHoldBLinhth€52LEhYs REGUY |.S,.a bl ock. di agram
of a virtual private .ne}{wor.k. ..n L a~-Y%W%R%)Cé85@‘8é’?ﬁégg*”ra}nﬁgauhr?élca{“éf

Fi gure 1) Mstpllngihe sevice dpenifiestinrtendervite tiseerpines@ndonmaenini etworkRies i S

provi ded I e network node | 0 conprising a processor 20, input

out put (I?% &%gr'?%@a"%e ‘F’f‘g@t"‘%ﬁw"&qlw memory 60 for storing conputer
program coded instructions for execution by the processor 10 and a second
nonvol ati| e nenory 70 for storing a capabilities (CAPS) list indicative of

t he oper abTefgyablar Gamethas! fofthertvempaisiss: 2ipplBinprnetideadlicaionl @drhtivhgr CAPS

list will . riped in.detail shortly. The processor 20, I/0O ports 40,
first nen%?ﬁ“g@?ﬁaﬂgﬁsmmt %?Rjoyﬁﬁ" fipw the logical apdeinribe tererlivel af thes

ar chi t ect hieerdf). toltie RAFbS IL.pent s of. the present

i nvention, ,t.h‘g{_}pr ocessor kgigd%i%?\?é@fgﬁgﬁ %géhgg%%%g@’gg%pqlﬂg%ff%f‘ﬁf%r ests of
hi gh speet!lispaticit Vishcapahiditios of aph oetsasbnogy @f gehadleyméass ﬁdﬁﬁdh(':&% ability of

I nstructi@n n§8§ to(SRI S‘ECJ% ar chi.tecgur e. Exanples of suitable RIS

mi cr opr oces S8y s NRPULHCSHY GedB be Arrlpygst Semassizinayls matsics td ganeratat el

Cor por at | s antet hetRaves ] : il abl e from.l nternational

Busi ness Machi nes cor por ataigggkt?é%@v\gp%gﬂﬁg{lgﬁ@gd%%ﬁg?fh% ther 18V B alep
Busi ness fRR&tHicasEedovoonad igencratling tpeisatmnatiot bemmaf@inld:pkfddnBsbakhed in a
net wor k bsX] Co{}nz%ﬁti nlg ane .gr nore of the 1/0 ports 40 to different nodes or
end poi nt’s to 1o MESHlAEPPGEYe nks with such other nodes or end points.
It will be appreciated that, depending on the capabilities of the I/O ports
40, the conmuni cation |inks may be physically provided by one or a

conbi nat ilamreferrel ¢medmentdtwoprkiengintvesinokieghasod ashpied sh-aRkigal i ber,
copper Wiﬁl%rm%‘(g a w riel ess_medi um such as radi o frequency or infra req.
Simlarly TEeh P A REY M8 A EaRtRERNCCS eIk Aici sslecied miedesciotadlioti dedhiby
the 1/ 0 peddpsoyhikntBythe kv )-cdata according to one or nore of a nunber of

di fferent physical |ayer protocols, including token ring, slotted ring,
ethernet, and ATM In operation, the program code stored in the first

menory Gth%cg[}{mgglrzﬁlsgﬁ B%r%]e%%ﬁ{)r ocessor to transfer data traffic between

i | C
different ports o QIRHISEHA did kst aneeaniatipnaprpeedtiiectior differentt i ng

functi ongrdpg onBoIRIIKoMOGEMQ F Ak |RGe1GONT I gured by the program code to
function as a router, switch, bridge, brouter, or simlar data networking

device. In sone enbodi nents of the present invention, program code for

configuri he_node be preprogrammed into the first nenory 60 during
manuf act w%v%ﬁ??ehlgeﬁggg‘. e%&’fﬂ%ﬁéb&éﬂr%ﬁ?@d‘“é@dé“%Wf%dmmwgdawsecm :

However ) competiher pRERAG LIS i | avent.| date

anendment s, pandgcgrrpl e?el y(g%e?’f[?ée?}es%n ggggﬁ%ry}é@ﬁ?gg edailéér?rtvbcet(%gquyﬂeé’f
mermory 60ethagdris cieambsfereldssattiedn in the network via the 1/0 ports 40. It

w Il be appreciated that the. first nenory 60 and the second nenory 50 may,
in sone enbodi nents of the present invention) be inplenented by logically

partiti olkelpredr: inRaticH algo &bt 8o PN EA! nd WP Yeh a—netwbrkGSygérl}ll. 9 gdr’dition,

the present invention extends to a computer program element comprising computer program

code means for loading into nodes of a network system to configure the system to perform a

method as hqrein before described.

The present invention provides a scalable solution to the problem of conveniently organizing

. and automatically deploying services in a data network, with increased flexibility and with



In preferred enbodi nents of the present invention, the CAPS |list stored in
+the "second nenory 50 is-coded in Extended Markup Language (XM.). XBAAN 2005
advant ageously all ows description of data itens recorded in the CAPS |ist)
together with rules for conbining such data itens with data itens relating
to characteristics of other nodes in the network. Wat follows nowis a XM

listing I u a CAPS |ist,. Th PS | st inctludes
i ndi cat i gfr:%@g? %t ﬁe Jgslp ?;6%20 é(;%teorm Ey FSWﬁTdsaﬁB’Sé?)%fq é]ﬁtr"%ﬁrl(gf?”ﬁéeﬂ?‘?‘ﬁésti on
Pr ogr ammitragsfenteé floacss neWIrk massiepes theGelYorki@elpode. Al so included in the

CAPS |ist are nunmerous operating paranmeters of the node) such as processor
speed and buffer size for exanple. These data itens permt determ nation of

CSSRE N T XN TR R L

Processor > S I es>

v. | . | </ APmbsdpipgthesteserPliNedfod)csiPapbAdiss Featited BhPBS i GE D @ze i 6y

</ PI N_1520 sgeci fics> < en_erglgg <prg(;ess$ng> <spe§gd>p%0(‘),gje§/|1f\z{%<cl%§%%§8g’ﬁ’

</ pr oces&PPRyausepRadNing fhysinvangpm|and yiediedtah> 100 Mit/s <total bandwi dt h>
<t ype>WFQ</t ype> <max_queues>1000</ max_queues> </ schedul i ng> <buffers
managenment > <total _buffer_size> 1 MB </total buffer_size> <max_buffer~ool s>

16 </ maxPhuftiel cabidinesuf (Rpr8a1ihATIOKIHITIAN Bcsbar Bg%sé%%ﬁﬁgd RED>
<

</ buf fers managenent > <forwardi ng> <type> hardware </type rogra bl e>
yes </ pr Bpiaiithpeissenes (oethe gscompanyiog destingatin whichddr ess port </ fiel ds>
<rate>~100% line rate </rate> <table size> 100k entries </table size>
<nunber _of _tables> 1 </ nunber_of _tabl es> </forwardi ng> </ general >

<r esour CEigusaf&a block diagram of a programmable network node:
Figure 2, is a block diagram of another programmable network node

Figure 3 is a flow chart associated with operation of the programmable network node shown

in Figure 2;

Figure 4 is a block diagram of a service deployment hierarchy for a data network showing

summarization of capabilities;
Figure 5 is a flow chart of a service deployment for a data network:

Figure 6 is a block diagram of a service deployment hierarchy for a data network showing

service dissemination;

Figure 7 is a block diagram of a service deployment hierarchy for an ATM network;

Figure 8 is a block diagram of an IP routing hierarchy for the ATM network shown in Figure
7

Figure 9 is a block diagram of another IP routing hierarchy; and,

Figure 10 is a block diagram of a virtual private network.



" -.6 JAN 2005 s // current usage for the defined capabilities ~
« </ resource_usage> </base_capabilities> <diff_serv> // absent if theﬁyﬁuﬁgﬁs
not provide explicit support for diff-sere . <APl supported> standard_
<APl supported> <general > <classifier> <fields> 6 </fields> etc.
</classifier> etc. <general > <resource_usage> // current usage for the
defined capabilities </resource_usage> </diff serv> etc. </Network
Processor> I n sone enbodi ments of the present invention, the CAPS |i st

stored i ReferEng &igw helFigurrol,yin 5@rdfardd ertsbditeneiee pesen@ivehi&iTadi pent s of
vention he CAPS |ist stored in the second menory SO may be

the pres Y. ]
reprogra ng(.!lJj %‘ra BP ﬁmf’;bée RSwers radedy) caarisingrt ppcagedr@0; inpuiodutpiat ()t ems.
Thi s arr pogea®n fidsSnd@biati ' e for network nades in which, for
exanpl e, gdi ffer ent %on%%akgé%%ﬁé&oéféﬁﬂ 558;3}5% £ ém%lé{ﬁf 1?588’1’3{{%‘E°§F$é&.‘mﬁé%rfpr ng
now t o FP¥fguEORby e progeasdrilOpamird secqdaicibRE IERBRASHMRMor %rﬁ]g% cBé\ﬁﬁﬁ&é
inventiO{FAﬁsﬂﬂge %1 1S g&gnect ed to a network 70. 'Node 11 1S si ar“to
node 10 herePh HETBrEVEQL HIEioperting prrametess efrtbe node 1. guprefetrediexhmpheof the
except i oQAPSAlst will bO QAL ribdd int 26,1 0 40 are aced by an 1/0O
subsyst em5. Al S0 con%ggg’%ddmtdc%ﬁltﬂhégﬁ@f \%?qucgssgr &2@ P‘i’%st“qtzifﬁi"téﬁ%m@@rﬁﬁbr

90, a pi &bl eedrd mewogr 0 srenildnte/cOMectsad ina $0§ LMBEEG nRE S ' y server
li.st,. i br%rt?; server 80 stores a librar ybg%%g{tkdg%ggl i sts
i ‘N

| 10. Th re%?-‘rpﬁ L. : . )
each corf€spo Frbgdingenis BfeEHY IpRtiomBRiuprecésoer 2emmides 1. The
et T e D R e
stores ak¢dugedbptri@nciet SRISO)Ar@EAULI Bgarﬁltsleg Qﬁs%litﬁblfqulsemﬁ}{);pi@&%b Lhe
D& el RSBt o i Foriick Fovmriton ok oagre
Each of ‘f?‘éé"%%ﬁswéékﬁfaéé%@”%S%%E%?E@'siﬁgwﬁﬁﬁ@sﬁ“;ﬁ%&%ﬁv@ﬁ‘%@;gqf'ia??ef?’ae
iﬁ, (r)nr) : ﬂgtii 5 fﬁg%ﬁl I;ﬂ:;o:lrit%{nlgglavilsi?é%’sﬁ gda:c):gi;nt% ﬁgﬁﬁrg%‘ﬁ(gfnio%d:e'rﬂf%,eth% 30 1gid N
Yy connecting one or more of the I/O ports 40 to different nodes or end
points to form communication links with such other nodes or end points. It will be
appreciated that, depending on the capabilities of the /O ports 40, the communication links
may be physically provided by one or a combination of different networking technologies
including optical fiber, copper wire, and a wireless medium such as radio frequency or infra
red. Similarly, it will recognized that the communication links established by the I/O ports 40
may carry data according to one or more of a number of different physical layer protocols,
including token ring, slotted ring, ethernet, and ATM. In operation, the program code stored
in the first memory 60 configures the microprocessor to transfer data traffic between different
ports of the I/O ports 40 in accordance with a particular routing function. The network node
10 can be configured by the program code to function as a router, switch, bridge, brouter, or
similar data networking device. In some embodiments of the present invention, program code
for configuring the node may be preprogrammed into the first memory 60 during manufacture
of the node. Such preprogrammed code may be unchangeable. However, in other
embodiments of the present invention, updates, amendments, and completely different code
may be loaded into the first memory 60 from a remote location in the network via the /O
ports 40. It will be appreciated that the. first memory 60 and the second memory 50 may, in

some embodiments of the present invention, be implemented by logically partitioned portions

of a single physical memory.



. 6 JAN 2005 9 inserted into one of the slots, the processor 20 reads
+the 'unique identifier fromthe corresponding register 46. The uni quej JAN 2005
identifier is then sent, ‘at step 150, fromnode 11 to the library server
80. At step 160, the I|brary server 80 rlecovers fromthe i brary 90, based
on the i received unique identifier, the CAPS |list corresponding to port
nodul e 43 added to the node r | 1. At step 170, the library server 80 then
returns the recovered CAPS list to the node 11. At step 180, the processor
20 adds tlnerélBh&d binbédifrehtstof eheacient lBOéI‘thHDﬁilglc[e Iélssllgt(gtotr&em%g ?e t for the

node 11 stored |n the second nenory 50. si m process 1S Srned to
transf er oA léﬁ%qdamﬁﬁcmded Madelpfm,guamf(xm) KL h@vaﬂta&g@&&pﬁu@@sfrom
the pICO erver 11 for storage in the first
M%%’é’?ﬁ@‘%é%%{%“rm "idrH‘ |”}fr‘5€§%&lé% é"&eg‘ebe’ﬂ‘f’&”ﬁ%@rtc@ntbﬂlansfsmh new
softwarecram”ltemwwnnam@qehﬁ réiRfing @M ERAIY o BPRORS ISR, x%Rvé Wikdpe
software protocol library server o the nog l? gai n }?t(orage
in the f|P§@Wﬁﬁ%F%ﬂKMLYﬁlmfenempjcném® a)CAPEensprﬁseﬂtPS memmam) node
11 itself; (}éﬁg{%\/‘,ddwth |?ue|dent|f|er for_recovering a
correspondi g CAB i Sf’))usp?p(féaé?gﬁ)lranﬂ BT QU pPlsator Brogsameita Interéaces
pr ot ocol $APHY) s re@uhit n ers..90, 100,
bna 1 10, f’ﬁ%" ol b aAROADRICRR i LT A RS L ¥ AL RI0H ¢ e
present PAtEH¢reAf themeds,isbetaaspreassoz speeBRindIbdOE: dnslfol eddnpBYTHRE. WaR!;&ERNt ed
by a si ng Z@rtver coqqguft eﬁﬁ%stem connected to the network 70. It should
al so be ApprelrsiragaiaLet w PhBY! B e Ean bt deplpyedpr ghemodenvent i on,
one or nore of the aforenentioned |ibraries 80, 120, and 130 may be stored
in the node 1. 1. Such enbodinents clearly require nore nenory space
resi dent T PHe " W68E°TL. However, transmi ssions of both unique identifiers
across the netWorkeapePitdrietre | i br ary servers 80, 100, 1 10 and of CAPS
lists, protocols, atd processoripigram cose _Eimppidelte | i brary servers 80,
100, and | 10 back<tm~1d1e,@edeiasl are avoi ded) thereby freeing bandw dth
whi ch woul d ot herw se be.Rggcdapied by..control traffic for carriage of data
traffic. Referring now '[Eg: Fi gure 4, in preferred enbodi nents of the present
invention) a data n Fﬁ rJ ses nodes 220 as herein before described
with reference to ure d 2°” The nodes 220 of the data network are
| ogi cal 'y arranged§ Nk a Servi ce Depl oynment Hi erarchy 21 0. The Service
Depl oynment Hi erarchy 210P5°ses5&ged on the topol ogy of the data network.
However) it _ shoul d be not edsredviat So0heizSeswéc@e Depl oynent Hi erarchy 210
does not distribute daterradiscabi ve of node reachability and |ink status.
Therefore, the Service beptayment H erarchy 210 is different to a Routing
Hi erarchy such as Private Nete@@ahkbénla&l%rciﬁﬁ@@o (BN ). QYE10G, 5 4006 JAN 2005 to
hi erarchy. The Service Depl oyygn ;,B g;chy 210 is created by grouping
t oget her nodes 220 in the sarre su ne; g(o One of the nodes 220 is then
el ected as group Ieader Each group APBedI¥¥s a single | ogical group
node 240 at the next |eV&PGr: 1't"We h| er archy. For exanple, at base |evel 180
of the hierarchy 210, n‘(?dé%eri%“algﬁmet"he subnet 230 are grouped into |ogical
group node 240 of a | ogi cal <ubnietutPE&0sizr>inkexnmedbaberdeevsakel 90. At top
| evel 200) |ogical nodes of d{regivGeter SUbNREL16260haalRsH-084Reg i nto | ogi cal
group node 250. Referring nowut@rEhguhe 9)s ameXapl.e; Qf a network service
depl oynment scheme for the seR¥hGe dgploynent hi erarchy 210 conprises a
solicitation step 270, b§fqn1rar| zgtl on step 280, a dissem nation step 290,

mana ent>

an installation step 30 b “an advertisenent step 310. In the
solicitation step 270, reﬁwﬁf Bfents of a service to be depl oyed on the
network are broadcast or nmultYREasP 8 hode®220 of the network. Each of the
nodes 220 conpares the requiveenrage: e gerasrgwatle>be depl oyed with the
capabilities specified in theidARSsdursd dsdranedon Radrdess $66£000k BRMBIY 50.

Each node 220 generates a resalet 10bs the corparhesn in the formof a netric.
|f the requirements of a seryifie Qr8 MQMCL{LS&QMM% ;.90 have a generic
form the solicitation step <gl§;}mbgfst | Rpe )nmereofsyrgirgrg zation step 280, -
the nmetrics generated byfthe nodes 2 5% are sumarized as t hey propagate up

t hrough t he servi ce de I/oymentl %hierarchy 210 fromthe base level 180 to the
top |l evel 200. Thé '€ fization step pernits the service deployment to be
scal abl e. Once thé"fétieapve been summari zed up to the top | evel) node

250 i ndi cat es whet her or



not it is possible for the network to support this service In the

di ssem nation step 290, ~depl oynent of the service is performed by sebegni
only the nodes nost suited to supporting,the service at each of levels |80
I'90) and 200 in the service deploynent hrerarchy 210. This selection is
perfornmed based on a Service Specific Allocation Policy (SSAP) for the
service. Different servicesuhave usidef @renl SeplayaBn;.faqyi Tements. For
exanpl €) services nmap-t&GH heagdepl oynment at every hop along.a path. O her
services however may only be needed at the edges of a path or at sel ected
nodes of a netwprk _The SSAP of a service specifies how the service should
be deployed in dt,éu%a‘ne%work. - 6 JAN 2005 ~ 11 In the installation step
300, the serviCe I-$%Tist al'f é85°h ifhEenff8ees2ny erovidseephirdt [semelrt 180 of t he
net wor k aB¢6rdFhg to the corresponding SSAP. In the advertisement step 310,
each node 220 adver tAPSemppdrsed>nghaddradiis envi caespoatrd> dynam cally : <~. | earns
the identities of otdesdramodes 220 advertising the sanme services. This

al l ows, for exanple, contfiglsiggkVi ces such as routing protocols to
autoconfigure peers. Wiat followg.nQw. ) S g detailed description of the
solicitation step. As nentiongd earlier, in this step, the requirenents of
a service to be depl oyed on tehe'nejtvyork are broadcast or nulticast to nodes
220 of the network. In prefer?’étf‘sé’rﬁ}ﬁfﬁ ments of the present invention the
requi rement of the servité€s are encoded for broadcast or nulticast in a

mar kup | anguage sucl®esaXM. in a manner sinmilar to that of the exenplary
CAPS | i st herein befeverdeseskbed. The requirenents can be defined as
routing protocol s needed, @hysi-caksang) ke Logi.cal.Lapabilties such as
buffer size, nunber.,of;.gueuges,gtc., or a conbination thereof. Sone portions
of the network,gan he omtted formsolicitation step. For exanple, if the
SSAP defines edges or endpoints between which the service is to be

depl oyed,</the solicitation step can nulticast the requirenent of the

servi ce only"t¢ 196¥E°Hodes between the end or edge points. Services can be
divided into two categories: Those requiring a set of customnetrics and/ or
cust om slms@né aabbdifmehidlZshd fradeninSe ' metrics are
derived fromthe aforenenti Oél}gd conpgg%nétg{r%%mr gﬁ%ﬁ)\r%d]n@ﬁ es%é&? H]een?éyépce
to be depl B¥daHangvernia ebertemhodingnts pithCpRSetiistentbn, elcOARSdR! st6&iiMiRg t he

requi r emeid Sy @r?o pose requiring onl set of generic netrics and/or
sunmar i za%oon n?eu e%-g hat’ b@frrgpﬁ?ﬁrc?\ﬂﬂ“? 0‘.{311%6‘?{?765@@% ' Bedition oredelqtion afay be
adverti sesatabgndeTiibbirangenideisRtMaI \dedir L F SRRRGL H%deg?rp%ic% for
sumarization rules. If such netrics are enployed in deploynent of new
ser vi ces®¥impmediffereas combinatioge eAYY, portsenn belustallediRefertihg sewn® Fidues 2 by a
def aul t ﬁ‘ﬂg@lﬁﬁ oliciatio d summari zati on steps redundant.
Conse_queFlt Iy, t%ég’ze@ dleepngbocé e%eo?grfﬁ REEE" 1Y iite? 8Ptching camreeled tTii s i s
especi al hytwoeis70.abde 11105 sideRk @y ABRL1 0erci b¥fofEde bt vififrefddeRE b REAL | €d

with the exception that, in node 11, the I/O ports 40 are replaced by an I/O subsystem45.

Also connected to the network is a CAPS list library server 90, a pico-code library server 100,

and a software protocol library server 110. The CAPS list library server 80 stores a library 90

of CAPS lists each corresponding to a different port module for the node 11. The pico-code

library server 100 stores a library 120 of computer program code for configuring the

processor 20. The software protocol library server 100 stores a library 130 of software routing

protocols for execution by the processor 20 when routing data between ports of the I/O

subsystem 41. The I/O subsystem 45 comprises a plurality of slots for receiving a

corresponding plurality of changeable plug-in port modules 41, 42, and 43. Each of the port

modules 41, 42, and 43 comprises a nonvolatile register 46 storing a unique identifier. With

reference now to Figure 2 and 3 in combination, when, at step 140, a port module 43 is



1 6 JAN 2005 12 in a reduced tinme period. A set of customnetrics has
+values resulting the aforenentioned conparison of the requirenents gfﬁ *@e
service to be deployed and corresponding entries in the CAPS |ist of "t 2005
tecei ving node 220. The values in the set ¢@an be binary) sinply indicating
whet her or not the node supports the service to be deployed. In one
alternative, the values can indicate the cost at which the node is able to
support t he'"SEHSA 0 ongpfihosiher thalpteessat R esadt e uhRfud §enG ALY frdiigat € how
wel | the no%&ggmﬁ}ggpe risge t4%e ser vi ce to, be deployed. Returning to Figure
4, nodes caggtbl 0 u%p “t9ong QUGS ideRtifir isthen Fans, at stap hSGisframdiolt 1386 @he
service, arkbshosmyeri39. waste®l 6@ XRY |t of perfarmng the
solicitation st ?e)(ﬁ, in bl a(_:kl.S) Wiat fo@%&g@ﬁggf‘#&%{s hgﬁﬁ‘?‘? Bé"a@ég%rqagqq oth thef
t he summar i Z&HYehUaupideptfirethe iGARRIli® aofrtponding td ﬁorﬂ%ﬂ&légbﬁd&% tbfie d
interests Olfl.%‘%%le?bl%| q‘l ¥iptQ, SU ize the sets of netrics as the ser 0PCe
depl oyment hi'erarchy 210 P8 BREFAAhen wiusns g reqovened IC ARSI ssifieaoliev el &
I'n parti culstap Bl osashre ' . the present invention, the
e B KO R PG Roe! Ml e

summari zation step is performed at ¢ 6Rf lignce
of predefi fgtthewiede 41 storedoindier sctonccmpintryese: ag g, procdsH & rﬁé‘?@m%to Refgrring
anged i nto

_ _ : transfer
to Figure §nq} of .netri.cs may _be conveniently arr
transition ﬁattrgggg%%ra%@rfogﬁiq copiawig the prosessbr 2hfromehepicyicode Hekpy ment
hi erarchy 24Qefd00 @%BERO® 1 Mor & ransition trjix for |ogical subnet
260 in level 190. Edges of t he @fj Ez Eshe’iq’lrfs‘[tnﬂ%m‘Pﬁy a{“’(’,‘ﬁy‘SQ’l@ogreéswuiﬁyer ed so
that el eneRIOA$S'1s PPEOmedd tn ednsfer ﬁd%esdfwmgfo&ifng!fbﬁﬂ&(ﬁ@fohQ)@ecﬁngﬂ Be?t;[e pat h
bet ween edggs.i. pg&lﬂj 31orowfdl ng a desired service, such as a ary £

R fop o8l BRgeE

sere
service, at eac B GO Hare patAco! Abrarn ermert Flioso i RydenTe} dgath fof BloYa NG

hal f i s shdwfirsdhahofydd. s, . S tajl ed description of the

di ssem natli)oni{%téepalzg(c)# I'nt e%il)(zds"g’ﬁ‘lﬁggﬂh&{”%s?@d”2‘?@‘9“{’}%43déplsdfmm'tbeof a
servi ce i sP@VI€etvaEn bynifireidentifice SPoRel vegin SR, di ntai ns t opol ogy
oriented WL&%&%OCS i ent'tfyi ng) for exagrpl efregv%hlaﬁclﬁggg\lfsﬁl‘estl» 68%%5?'20 need
be enabl ed whth the Y835 BSOfvkrepmopselss prailyl opmbtimeioditiseset] fiamitpnlishep 290
begi ns w tderarddEsien Hat j on t.o de y. the service being | aunched
fromthe top nost node 250 {[ﬁﬂgﬁg%%eélpgﬁeg%ﬁ%ﬁﬁ: Ingpmegmbedimans ofghe porsemnd

travel s doWeRteg, ticdibeary kerv@i B0 DaPebRET | Mk bk [ SSAP. At
each |evel.jn the hierarchy 210 the group ?ealgg?lg?%ét\%g?ggql[%geServer

di sseni nati on comanld “SRTSFIaddothroreeverkdi®s i n whi ch service needs to be
depl oyed) rather than flooding the group with the di ssem nati on comand.
Thi s advaqt ageously mnim zes congestion of the network. In particularly
pr ef er r ed eHIYH Hehbsamedified pinesenthei aMestineR) of e pQés@HtHnlB ader, does not
propagat e ok he 41 ﬁ}%migatdi gg command to nodes in the ‘level below Unl ¥s8%%%
has been selected to db se2PFotldéd: anHdiB0t ey sestoredien the ndde JANSA05 13
remai ns actbvéimdnhecl®iedas i he servi.ce maintain the service.
This allows the servi cg&t %@ﬁegmrggﬁg%ﬁ%@gﬁg%eurte%ﬁ%qti"&§16I’Vdﬁ/rl\é-rf{%‘iv@‘fw,fi cant
changes ofEUFSStARS SR Weflimidsntiias a@onhe hath@sk %0 &hﬂ@iiﬁh@ii%v&*s?%gﬁoo To
avoi d redep) erdrgﬂt:A% a service whenever a routing change occurs, ’
heuristics can be enpl oyed RGP rafdtHagtssarPsosAmabde Femdhs b e vay goormand
so that the,sed\ieBadkSod&P -5t of hs. These heuristics are

al so cont a'hned in the ‘SSAP'I.KQ%Z?ea?é]?\ra]oégegigéqeﬁet{g'gtlr%f'@tﬁaésﬂfd”i‘ Whidhevorielri x M,
m,s i s ndASYEpde ‘P%dp@éﬂ)b'mgnur(hatafﬁmﬁma@x&l&gé Kf ifa @RI e of supporting the
requi red service. Therefore, referring to Figure 6, dissemnation is

perfor rre;leuch that the shortest path is selected at each level in the

hi er ar chyR&é@ingamedio@iedh [ trice rovi ded by the | onest

| evel . Thq% &r})ggrgs Od?: 'é 51% p;:f h{}? E%ﬁ%?g&v?/ag@(g{ T eosfdf‘)esgréﬁ‘i"ﬁgw%‘ho’bémtwgvlm to
t he next Prdeh e2Gpeheaeiotgfard Qeseribed withee@icssery | nd reaches
the | owesholgygl ajr80 mhxe]{]e %le physi cal nodes 220 ifgem?%%gﬁggmfl@f’d?%e
services are ihsiid Peyorkale EAerAlYiayrapge deiatcna hontee IxployinenEHgraRhH 2 10 MEhe

edges of SehdcsbDeplbaatniide thicker |ines at each level, and
t he nodes, al ong lltshgmprzlﬂt h gtra{g?(:l?h%%&g?%gr@e ?ﬁgﬁéﬁppﬁ?éja‘é‘d}qw??%ﬁpwvmd

di seni natPAHI &F @pisd Wy thseSdrmict Daphgriait BichREWPD k) AROAGESFB0RSGLED 1O the
net wor k %ié’%jv‘é%ﬂ},h& serv})g.e is to be dgﬂ! oyed; by a gateway in response to
an end user requestde ERCRaPity andlink sarns. eoffoteh thetSaovicaMeaplof @bhiay rdeNy | S a

det ai | ed2d@ sodiffptehow a0Rodth MRSt/ Ly t The installation of the
service in the nodes 220 aﬁenl t he y&?s@@%ﬁ&??@ﬁ%%hﬂﬁ‘ﬁ@?ﬁ%&EQ‘H@&I owest

|l evel 180 in the hierarchy 210 is automatic. In preferred enbodi nents of
the invention, a link to a repository containing code for configuring the
node to performthe service is included in the SSAP acconpanyi ng the

di ssem nation command. Alternative, if the configuration code associ ated

. o, e .



14 -.6 JAN 2005 the addresses of its peers running the sanme service to
vexecute the service. Exanples of inplicit addressing are in-band signaling
such as that found in Internet Engineeri n8 Task Force (I'ETF) Difiermﬂ'@@t ed
Services (diff serv) or out of band signdPing such as that found in |

RSVP. In the preferred enbodi nents of the present invention herein before
descri bedh\l/\érth re,hﬂeﬂrgnce to Figures 4 and 6, the deploynent of a diff serv
servi ce wasTdsHYe drre Deplayaient Hirsercesa? 1Q isicyeatnddly sisumeg wigether sody 220
exanpl e ofn 8 dapRl dusi j rvj.ae. .. Ln the advertisenent step, nodes
on Whi oh Sk SR suEhd: ROCORE S B985 2707 sl elefio B kGhbLcaden Back erp 230

advert i seAPPRASS ay @siagleilogisalpmeup wed 206 G bk [Bv4) @ﬂthc'ﬂ%r@mh}.%rte&%ﬂ@let iafn
matri ces associ tﬁaﬁ)\%vith the adverti senents are identical to those c¢réated
i

Cl .
in the suRRYrPYd:! Shcchisrapdy 219enqdse 220 insthe sitnet2id gragtoupbdints igypeit s t he

di ff-servggRibMidae 26 : ints. The su j zed advértisements are
conbi ned \%\A tE routi nté)wtgg%é%@?%g%%WdBéﬂ?ga?iﬁmd?\t‘ t%a]IeYelt?QanFCé‘éi at ed
that al i gnedey oflegisasubme 260 plegyamRl ilo86@EA YopliRdandot he routing

hi erarchy of a network significantly eases execution of the advertisenent

step when inplicit addressing services are deployed. Referring now to

Fi gure 7,R@i@n¢ﬁ(g'i JM PN et wor k. enbodyi ng the present invention
wi Il now be .descmg%g{gg?é;%éﬁpﬁx??yeaogﬁl'\\é@‘éﬂr}(éﬁ”&f‘]ﬁ dIFHIgYH‘FB‘rSé?H%rﬁ? feribe

ser vi ce duptiog repiby hiayiderahiy D00 Lép 68 h ayIBkioRkicp 270 &IkAZNih 0RR! (1)
routing service. This service is an explicit addressing out ot*pand “Cont r ol
servi ce. > 2 AHIVEPRINLOR SleRGPR, aoinpiallation steppl Oy and dnyadvertiddivemwtdpciionodes 360
to which are connected I P router nodes 350. The service depl oynent

hi erarchy conprises three |evels, 320) 330 and 340. Level 330 has | ogical
nodes 390) MO lickhAon 43P 276,a¥Qlire3 2R NS LRKEA! b 40Rsnesn groups
430 and 3350. The I P routing hiﬂerarchy mastches tﬁgjeglgy%f%rg[rggﬁﬁ?f&?ﬁ?

hi er ar chyPra#iFa8iHE nppFash faencsies BY0 ofbe meShok t st oPatemoles E10 ddofirds @pd

Bor der al. (BGP), services.are automatically installed at
appr opr ?g% I ayée?{[ §F ur f‘{'lceegg&)gtdgf’]l%e‘gfm PR lifes $PsEIHd imthe EPRbsuest

for Commetirsd ((REGecbbdthembhe 58.atdck inbad 2N AR ehi SWYRRNI Fahd Qé}ngﬁ B3 if e

ski pped for the purpose of this description. Focussing iInste d-on rt]l%

di sseni ndPiA! %F@ﬁm-ﬂﬁ@esw eieepts of arseenenut énsweh ecidvande ol easgdnBgc OSPF
backbone A ch PP.area) routers 350 interconnect wth other
routers gg%ﬁ?%egﬂgﬂggﬁneﬁg 8%n%cr“f‘}<éppg§Verti senents fromal ( OSPF routers 350
are limted to their respective groups, with the exception of the border
ar ea rou%grs of the backbone area) which are advertised in all areas. The
routers 33HY UHYRHEHALRN plgp 2BAhBERUES ReIatediby thrdvelet D3@areUprintirizBe at op

l evel 326he80ybhat .t n pe seen . fromtheir ers in groups 430 and 4SO
as wel | agéﬁrog%g%4%€% e gr[% FGV So PRIy BE Y eéa'i%;y £he rPEsthe brsgdeyed 180106 JAN

2005 i s HoubphgyechR@D. ahehRy meeiRE i SESe RPerPRRT rises
four OSPE areas 460, 470, 480) and gge tog%?ﬁ?@g%%%ﬂ\&g%g&sp%ni ng
two BGP Séﬁaedaetﬁsaegveé?mnamn@z@@d Refogthe fapgleva, IidgRSe iicdtes @hahdes:
exanmpl e gt it : i ' there is provided an I P network including
a plurality t(}]ﬁ)oggelrgl\%ggétﬂg%@(&gg&s%ﬁ’gnég’é S&8VfC plurality of router nodes
S80, S90) 600, and 610. An explicit-addressed in band service is depl oyed
in the n&{}\ﬁordk. The depl oynent of the service will result in servers S60
and 570 Ri%HgCPH8UPR 8¢ 288.cdeeloymientof the agryparieperfdiTER belsklet s ¢il@tthes hown)

: cach 60 70. B th
caches Sageara frile BsaRbriERe ST Pl buiiotoBangdib inthecaars h
t he addrégdesnaft hidigichy RI@XThisatdedsn %&r@?ﬁe@%@sedlo{ﬂ%}ﬁ%c? gggciﬁ %l]%rcgt% 380,
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In summary) what has been described by way of exanple of the present
~invention is described is a nethod for deploying a service accordipg hﬁZﬁ

service allocation policy™Tn a data network conprising g-plurality # b

net wor k nodes. The allocation policy goverins sel ection of nodes for

depl oynment of the .service. The method conprises defining a service
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command spERTFYNeGSs ednebesdeimbd as toutihg pebedotyiRied, physical and/or logical capabilities
such as buffer size, number of queues etc., or a combination thereof. Some portions of the
network can be omitted form solicitation step. For example, if the SSAP defines edges or
endpoints between which the service is to be deployed, the solicitation step can multicast the

requirement of the service only to those nodes between the end or edge points.

Services can be divided into two categories:

Those requiring a set of custom metrics and/or custom sumrmarization rules
that are not known in advance. Such metrics are derived from the
aforementioned comparison of requirements of the service to be deployed and

the contents of the CAPS list of each node receiving the requirements; and,

Those requiring only a set of generic metrics and/or summarization rules that

are known in advance.

Some generic metrics may be advertised by default in the network via corresponding generic
summarization rules. If such metrics are employed in deployment of new services with
sufficient frequency, then advertising these metrics by default renders the solictation and

summarization steps redundant. Consequently, these steps can be omitted in some

circumstances. This is especially desirable for deployment of services required to be installed



suppl ying the service dissem nation command with the allocation policy from
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system conprising a plurality of nodes, the system being arranged to
perform a grvi ce depl oynent nethod as clainmed in any preceding claim 6. A
net wor k notl@2oiellgvheewdt k detpiedsdasarsptipnaif tiedsinmaization Sep. As mentioned earlier.,

it is desirable in the interests of scalabliltiy to summarize the sets of metrics as the service

deployment hierarchy 210 is upwardly traversed through successive levels. In particularly
preferred embodiments of the present invention, the summarization step is performed at
frequent intervals, and/or on occurrence of predefined events, in order to capture changes in
the network. Referring to Figure 6, the set of metrics may be conveniently arranged into
transition matrices between each successive level in the service deployment hierarchy 210
For example, M, is the transition matrix for logical subnet 260 in level 190. Edges of the
subnets in the hierarchy 210 are numbered so that element m j 1s defined as the number of
hops on the shortest path between edges 1 and j providing a desired service, such as a diff-serv

service, at each hop along the path. As the matrix is symmetric, only one half is shown,

What follows now is a detailed description of the dissemination step 290. In the
dissemination step 290, the deployment of a service is directed by the corresponding SSAP.
The SSAP contains topology oriented indications identifying, for example, which of the
nodes 220 need be enabled with the service. More specifically, the dissemination step 290
begins with a dissemination command to deploy the service being launched from the top most
node 250 in the hierarchy 210. The dissemination command travels down the hierarchy 210
together with the corresponding SSAP. Ateach level in the hierarchy 210, the group leader
forwards the dissemination command only to those nodes in which service needs to be
deployed, rather than flooding the group with the dissemination command. This
advantageously minimizes congestion of the network. In particularly preferred embodiments
of the present invention, the group leader does not bropagate the dissemination command to

nodes in the level below unless it has been selected to do so. Provided that the service
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located. Here, the services are installed individually on each node 220. In Figure 6, the edges

of the shortest path are shown as thicker lines at each level, and the nodes along the path at

each level are shaded.

The solicitation and disemination steps may be initiated by a network manager connected to
the network on which the service is to be deployed; by a gateway in response to an end user

request; or via a combination of the two.

What follows now is a detailed description of the installation step. The installation of the
service in the nodes 220 when the dissemination command reaches the lowest level 180 in the
hierarchy 210 is automatic. In preferred embodiments of the invention, a link to a repository
containing code for configuring the node to perform the service is included in the SSAP
accompanying the dissemination command. Alternative, if the configuration code associated

with the deployed service is relatively small, the code may be contained in the dissemination

command.

What follows now is a detailed description of the advertisement step. Once installed, the
service either discovers neighbors with which it exchanges control messages or is advertised
so that data packets are routed towards their destination over nodes enabled with the service.
The former uses explicit address signaling. Other examples of explicit addressing include .
most routing protocols, where routing update messages are explicitly addressed to pcer nodes.

The latter uses implicit address signaling. Implicit addressing does not require a node to use



10" 10" &8- #1096 & () -9/ #10% & ()-& )"10% & ()-3%A0% & ()- (((;) & **dEnb@
C1VLTL09& ()- " F'109& () - sf#109& () - FZ109%& () -

0810%' ()-S10%&' ()-*9+++,],, dEmb@ 1! *! 10%&' ()- Ys' YI0%& () - JA 205
&L $f 10tyéz)()-&"! LO%&! () - Y9" 109 () - LSLO%& ) -, , -} -~ .. dYNC 1! 10 10 I?}/ .
MLOY& () - 47MLOYR () - 33#109%& () -y/ 109%& () -3y, f 109%& ()-...: 0999990} 0aSl! % Ys

0$$& ()- 10 10
18I/§10c(y«)&' {He_agdreggesomfidts Ppers TR the baBLONEYICY L8 breservide, ESé.thfﬁes of

) gig‘o’j; & ( liz @1‘85 /%fa? %é‘%) /%L'"Stianép g@mﬁrﬂgﬂcﬁ as; &gt fymd inInternss FRgingering. Task:

109 ( ) Fox‘ce (X% &ifferealifed Services (diff-serv) or out of band signaling such as that found in
IETF RSVP. In the preferred embodiments of the present invention herein before described
with reference to Figures 4 and 6, the deployment of a diff-serv service was contemplated As
mentioned earlier, such as service is an example of an implicit addressing service. In the
advertisement step, nodes on which such a service is deployed advertise the service. The
advertisements are again summarized and distributed. Here, the transition matrices associated
with the advertisements are identical to those created in the summarization step, because there
is only one path that supports the diff-serv service between the end points. The summarized
advertisements are combined with routing to provide appropriate routes. It will be appreciated
that aligning the service deployment hierarchy 210 and the routing hierarchy of a network
significantly eases execution of the advertisement step when implicit addressing services are

deployed.

Referring now to Figure 7, an example of an ATM-PNNI network embodying the present
invention will now be described to exemplify application of the aforementioned service
deployment hierarchy to the deployment of an Internet Protocol (IP) routing service. This
service is an explicit addressing out of band control service. The ATM-PNNI network
comprises a plurality of ATM switch nodes 360 to which are connected IP router nodes 350.
The service deployment hierarchy comprises three levels, 320, 330 and 340. Level 330 has
logical nodes 390, 400, 410, 420. Level 320 has logical group 440 between groups 430 and
450. The IP routing hierarchy matches the service deployment hierarchy and the PNNI
hierarchy. Open Shortest Path First (OSPF) and Border Gateway Protocol (BGP) services are
automatically installed at appropriate layers. Further details of OSPF can be found in IETF
Request for Comments (RFC) 1583. The solicitation and summarization steps are skipped for
the purpose of this description. Focussing instead on the dissemination step, the SSAP may,
for example select node 410 as the OSPF backbone area. Then in each OSPF area, routers
350 interconnect with other routers 350 in the same area. The advertisements from all OSPF
routers 350 are limited to their respective groups, with the exception of the border area
routers of the backbone area, which are advertised in all areas. The routers 3350 chosen to run
the BGP service are advertised up to the top level 320 so that they can be seen from their

peers in groups 430 and 450 as well as group 440. Referring now to Figure 8, the.resulting IP
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Referring to Figure 9, in another example of the present invention, there is provided an IP

network including a plurality of servers 560, 565, and 570 and a plurality of router nodes
580, 590, 600, and 610. An explicit-addressed in band service is deployed in the network. The
deployment of the service will result in servers 560 and 570 running the proxy cache. Thus,
transparent HTTP clients (not shown) are connected to the proxy cache servers 560 and 570,
Because the proxy caches 560 are transparent, the HTTP clients need not be configured with
the addresses of their proxy caches 560 and 570. Instead, the routers 580, 600, and 610
perform layer 4 switching and redirect HTTP requests to the proxy cache servers 560. To
Improve response time, two layers of caches are employed. The first level caches 560
contains the pages most often requested by local users. The second level cache 570 contains
‘the.pages most often used by all users. For the purpose of this description, it is assumed that
an adequate routing and addressing function is already in place on the network before service
deployment. During the solicitation step, the specific requirements to support the service are
sent to the nodes 580, 590, 600, 610 and 615. Here, the requirements include minimum
processing capacity and storage on the directly attached servers 570, 565, and 560, and the
ability for the routers 580, 590, 600, 610, and 615 to perform layer 4 switching. The logical
representing the backbone area 620 receives a solicitation with requirements corresponding to
second level cache 570. However, the logical nodes representing areas 550, 540, and 530
receive requirements for a first level cache 560. The resulting metric, which may be in binary, V
are then sent up the service deployment hierarchy and summarized for each logical group as
herein before described. The summarization is performed by a logical OR of the results from
each router 580, 590, 600, 610, and 615. The metrics can then be summarized again via a
logical AND of the previous results. The logical node representing the entire network is
thereby determined whether or not the desired service can deployed over the current network
infrastructure. This example demonstrates custom summarization rules that vary from one
level of the service deployment hierarchy to another. The system is transparent to the users.
Therefore, they do not receive advertisements from this service deployment. However, the
first level caches 560 forward cache misses to the second level cache 570. Therefore, the

second level cache 570 generates advertisements of its address. These advertisements are
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than being flooded throughout the network.

The application of the present invention to a Virtual Private Network (VPN) employing
virtual outside links will now be described with reference to Figufe 10. The diff-serv
examples of the present invention herein before described are applicable to transit networks.
Therefore, no virtual outside links were required. A VPN typically interconnects subnets 640,
650, and 660 in the same network. VPNs usually require a defined QoS, together with
encryption capabilities at end points. The desired QoS is signaled by a protocol such as IETF
RSVP. In this example ,it assumed that end points of the VPN are set. In Figure 10, these end
points are identified by the letter A, B, and C. The network in which the VPN is formed
comprises both RSVP capable router nodes 660 and RSVP incapable router nodes 700.
During the solicitation step, the SSAP includes addresses of the desired end points for the
VPN so that appropriate virtual outside links 670 and 680 can be created during the .
summarization step. Otherwise, the upper level 690 of the service deployment hierarchy
would be unable to determine whether or not it is possible to interconnect end points A, B,
and C with RSVP capable routers 660 . The transition matrices corresponding to the service
deployment hierarchy are similar to those described with diff-serv example herein before
described with reference to Figure 4. In matrix M, which is created from matrices M, , and
M2, mye=3, which is the cost of the VPN between end points A and B. Similarly, the cost of
the VPN between end points B and C is m;, =4, and the cost between end points A and C is
Mo =6. The dissemination step can then begin, by selecting deployment of the VPN between

end points A and B, and B and C, 50 as to minimize the overal] cost.

In summary, what has been described by way of example of the present invention is described
is a method for deploying a service according to a service allocation policy in a data network
comprising a plurality of network nodes. The allocation policy governs selection of nodes for

deployment of the service. The method comprises defining a service deployment hierarchy

- having a lowest level comprising the network nodes and one or more progressively higher

levels in each of which groups of nodes in the preceding level are represented by respective
logical nodes. The method also includes generating a service dissemination command
specifying the service to be deployed. The service dissemination command is supplied, along

with the allocation policy, from a logical node in an upper level of the hierarchy 1o nodes in
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the or each lower level of the hierarchy. The service specified in the service dissemination

-

command is automatically installed in network nodes selected in accordance with the
allocation policy. A network system compﬂsing a plurality of nodes was also described by
way of another example of the present invention. The system is arranged to. perform the
aforementioned service deployment method. A network node for such a network system was

also described by way of yet another example of the present invention. .
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1. A method for deploying a service according to a service allocation policy in a data
network comprising a plurality of network nodes, the allocation policy governing selection of

nodes for deployment of the service, the method comprising:

defining a service deployment hierarchy having a lowest level comprising the network nodes
and one or more progressively higher levels in each of which groups of nodes in the
preceding level are represented by respective logical nodes;

generating a service dissemination command specifying the service to be deployed;

supplying the service dissemination command with the allocation policy from a logical node

in an upper level of the hierarchy to nodes in the or each lower level of the hierarchy; and

automatically installing the service specified in the service dissemination command in

network nodes selected in accordance with the allocation policy.

2. A method as claimed in claim 1, comprising;:

supplying a service solicitation, indicative of requirements of the service to be deployed,
from the logical node in the upper level of the hierarchy to the network nodes in lower levels

of the hierarchy;

comparing the service solicitation with capabilities of each network node to generate metrics

indicating the ability of the node to support the service to be deployed:

summarizing the metrics to generate summarized metrics for the next level up of the

hierarchy, and repeating the summarizing step for successive levels; and

generating the dissemination command in dependence on the summarized metrics in said

upper level.
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the service.

4. A method as claimed in claim 2, wherein the summarizing step comprises a different

summarization procedure for different groups of nodes in one or more of the levels.

5. A network system comprising a plurality of nodes, the system being arranged to perform

a service deployment method as claimed in any preceding claim.

6. A network node of a network system as claimed in claim 5.



