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WD 2008/ 014090 PCT/ US2007/ 072695 5 DOCUMENT

AUTHENTI CATI ON USI NG TEMPLATE MATCHI NG W TH FAST
WORGBKRDEIOMNORVALI ZED CROSS- CORRELATI ON TECHNI CALPEH/ESID02@Q72695

[0001] The invention relates to conputer-aided

aut henti cation of security docunments, such as

passports, driver's licenses, birth certificates, or

fi nanci al docunents, based on inmge pattern

confirmati on. BACKGROUND 15 [0002] Conputer-ai ded

techni ques are increasingly being used to validate the

aDOEMENT A\ U ENGd CATIY N USINE T EM PRATTD MATOCHING WITH

secur i t WASTEMYESKEDI XORMALPZEBDPOROSS-CORRELATION,

ID cards, driver's |licenses, birth certificates,

commerci al paper and financial docunments. |In sone

cases, security imges are printed on, enbossed in,

engraved in, or affix ity documents to

ai d detection of coun?ggpgﬁyggglﬁiﬁgge of unaut hori zed
[0dofunenihscZdngelaes & tompulfradidédsautliidnécs@ausfistyuritprdg@snents,

can include qone or nore securjty features, such as
sugh py pssRATEsy ditye s licsnsesr birth seitifigates or dgangizhAoswnsiadwescd on
inﬁ%g 5§&£ggﬁﬁﬁ£§%hye virtual images that are difficult

t Pepro uce and, therefore, lead to nore reliable

validation of the security docunents and increased

detecti on of unauthorized docunents. 25 SUMVARY

[0003] In general, the BA¢eKGROUNB! ates to techni ques

for authenticating security docunents having security

. p L1 . o
O R RERRY AN Mok B B R b ] AR authonicity
oftseahty do@sndnss. t ixadgtlesaif sacwsity doginsingniatludpaadsperts, £redincards,

a i et. background, .or with weak noise interference.
B Gl S By i SRt Fanshptf REAMCIAT Socumens.
InGefRIch&at s%%uﬁ@QmﬁgfbfdraRﬁﬁﬂe@ Bn MR s QMACGHBL cH TRIR affixed to the

y

pattern, espécially when the occluding objects have a
sesunitygeymeiteyivadid dptgerianed doppigeciviag oepse of meuthorized documents

techni ques be .particul ar.l seful in validati a
e<oB6l0 By dTas RS Oty Bl Sl Bl bl Gpuch o

ul@fo RE inkPFc@rorafictlivtad M CRifirone iheeds] M@ rete@asctivervi®ghl images
over a background of a repeating retroreflective

thatoyie riirfﬁwlh@gréprodqce\mdzthwfwmleggt_om welzbis7y dipgBgsof the
seL&?t?Ad]ocfﬁﬁeI{t%‘ EﬁJ‘ﬁEreQ&%CJe'té%ﬁgm BF{tirﬁah'Ehor{‘zE‘c? dc}(du'iﬁeﬂ?s'.
re ec in y 1 nmage

ore I've I'mages W € securl
provi de stronger signals that may dom nate anal ysis
and validation of the background retroreflective
confirmimage, thereby r P@%BYin i ncorrect
aut hentication. The techniques provide a nodified
[0A8F ]t geperal, drecogsentionrelpigs fotechimaiapdosautenti cangles iy

documents having security images that incorporate multiple security features. The
common situation in image template matching techniques is to detect a strong signal
pattern from a quiet background, or with weak noise interference. Occlusion caused by
other security features complicates the confirmation of an expected image pattern,
especially when the occluding objects have a stronger signal than the image pattern. The
techniques may be particularly useful in validating a security document having a security
image composed of one or more “virtual” retroreflective images formed over a

background of a repeating retroreflective confirm image.
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5 the strong signals contributed by the additional
security features, such as the one or nore

WO 200801490 ect i ve virtual inmages, while still aPdDUBI997/072695
for fast and efficient tenplate matching to be

f e ec:t o t he background.
l“ﬁﬁ‘{lo&%{]@%ﬁbwﬁ%ﬁ@s S bR SRRl e gtRey Hihi e security
W%EQFOV@JG @onb&a%nakt tﬁarrﬁayoabm@ate%na%y bhd Valﬁﬁﬁb)ﬁ%mhe

rein the portion of the security docunent includes
baakgreumi fefrpre tlvm\aglé“lrmamagg therébyr iwoulting Foinediret pthentication.
feature and a oreflecti
ThedPethigier R@OVéd%‘a’P? %88 nﬂE}Pﬁhﬁefi r4=0 o 8?‘6%1%9%“0?45‘&( Sy (P nasks out
th® - WYREN I%@lg QeFIRAGEDY B Uedifisss GbalrRd featrtd) stidheasfthd e or more
retroreflective feature and the captured i hage using

refrarsklicetty i vivegrd imagasevatestilf alimying @Té&%ital}d éﬂicn%ge@lpl@tﬁ ematchmg
tches between the

to B pRHL I LGP 1 e B Bbu R ln S35 50067 i 1

[080%]t Tneine embodinn@ints, methed comnprtises dagurignin audgleifitt leadtiagirtion
devi ce conp ri ses an |na e caEture interface to

Ofrae%?%‘ﬂr@té dacuélaiﬁtuwléﬁemﬁ%@@mapn at thesarity dpgegng egideg security

ot h&wﬁg f‘Pél“r‘ét‘?erﬂééﬁ% @9&&* ARd edog r&fdf'r fl&ivk RGhides

a secur ty I mage having a irst retror ectlve

cateddtinge raodified senohided epsocefdlanni beevdopat nafeeenct image associated

ticati devi i ncl udes a fast ked
il i Eao eSS ot ot P RNRER o NINg image
ge‘ﬁ@ﬂa@e‘éﬂ R tif dﬁBEﬂréd 816h 28 Oa TAQTUR i ALRA d R PSS U R @ hria®ihes
between a reference inage associated with the first

beteeanghe fdferen¢ovinape andithe capradiemageapt ur ed i mage using a

DAL R e A S R
infagt m%;qmretlﬂ@rfaéeetb&é@meea cdpaged angbetoTat Iéaeﬁtagf 1l dre@erticle,
ocu
é

000 I n anot her enbodi nent, a security ment
whareindhe pertien ehtheysiclinebides # sesaripnimaps havage fesgeterefloctive

fegtﬁ}/é eﬁlt%, t%&@&ncﬁﬁ&%&ﬁ%é \?etfeiltﬁfj‘es TR d G{eht ﬁa@mﬁfdeél@? hfg@%l@d‘es a fast

ereln ort 1 on
rnasrkedi noesalzed emgs-b(bryelaﬂm&g(@ MN@CD enoduleito sdlculate a modified

retroreflective feature and.a second retroref] ect
nqr@a{ %ﬁdeﬁmsgrf@rrg?aﬁag etwesh anslerraee H%%g@@p%@ée W%H}efflirétd

reOfcfRétdveGlatu S gﬁh@cé’iﬁhﬁk&i{méﬁé R Vher‘ﬁé‘sk%%r %E gg&&ated from the

I mage assocl ate the first retroref
cab&demgamjldtdrhs;da}ptmlthumrhge ofienagr morcasicing bictvagpe the

Peﬁner at ed frogw a\gmur ed 30 i mage, and outputs
refOReICE fgagst anghiac 8?1”11?8 ftt ches between the reference
[00@15191% aabthet aﬁbocﬁﬁ@ﬁtu b 8&buk RISl APARhertRaty s sydrat &ﬁﬁpnses an

nbodi ment, a nethod conprises capturing an i'mage of
lnage cepiuie d@Vle dhrat centuis atlead @lmratmn ofwnemegwﬁ gnearpelet Wigrein the
p e%r% %fre ﬂélg glﬁt 1nglélggsﬁ ldé'lef%gl‘sﬂtyﬁlglealge 1n$rE geqor?éehctlye feature and a
sebiid rettefleaiveub@tiid)@nda MO sfit@a thad cMEUIZR0 8@ hormalized
PCT/ US2007/ 072695 normalized cross-correl ation
crpBrepsistign befen deeferangg Enagssstqcatetvith the fingercirpredlective

feh Gt HdShe captured image using a masking image generated from the captured
image, and outputs indicia of one or more matches between the reference image and the
captured image.

[0008] In yet another embodiment, a method comprises capturing an image of at least a
portion of a document, wherein the portion of the document includes an image having a

first feature and a second feature. The method further includes calculating a modified
2
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and the captured i mage using a masking i nage generated
based on the captured inmage, and outputting indicia

w@Rooset0or nore nmat ches between the reference PEEY820a8TI072695
the captured imge. 5 [0009] The details of one or

enmbodi men of the invention are set rth th
noéi@é %S@H&F&M@@veaﬂa TIRE N e ERIEC P15 ‘T”ék}vthe&rﬁ‘e"i%amre
anfdQ% é‘a[ wred ﬁghg%(ﬂsﬁlfg ARgskifeat 398SaRl vhie JnNNEPIPHRR image,
e apparent fromthe description and draw ngs,
andnmtlfuﬁ@irg intlisén ofl cae s MOTOMBRIEFOORSTRMPTEONNCFINDRANGS
@&DPQ?]}E{H} FIG 1 is a schematic representation
Y ¥l ng an exenplary docunent authentication
[090St EY dals cABat YZRSrS@RbYditYntd OF thaBiMchtibA aRGEOfOHANS the
with the principles of the invention. [0011] FIG2 is
acaomp@bfkngj rgyiegnand thesdeperintiog baleve x@thst falurefogbicelystndm
ad&?tgté SOl realintf%ﬁfon \%‘I %ﬁgﬁgnﬁgﬁﬁg (?6%&1 10n and drawmgs and from
thdolithents in accordance with the pr| nC| pI es of t he
invention. [0012] FIG 3 is a flowhart illustrating
exanpl e operation of the docunment authenti cati on
system of FIG Fqgﬁ i
illustrati ng e??ln'g o%gﬁg%ﬁ)%ﬁo Pt he mst syst em of
0014 FIG 5 oduced
DI 4 PRt atnsen QS UL SE ol oument
AU pAtRsySteRUthitlapally BROR c@ity oS @B Mt In}’acd&@idﬁ@ﬁillth the principles
f[0015 FI G 6 is a reproduced image illustrating an
ofdh@WyFRitan. r ef erence i mage. [0016] FIG 7 is a

T e R
m&}keﬂi ﬁoﬁiiuimle@cﬁolsabomﬁsmdﬂ tﬁclﬁbdjt&l toedalyhesecdiifyfdocaments in

enpl at e. mat chj ng chni ques are perforned to anal yze
CP?Féia’é‘%?a"ﬁ‘}SlF e PRIe D eé(??ﬂf?dﬁ‘éenélpniil G 5, shown for

[0@1‘1]%§ iof ﬂG\Q?ﬂga?/f 1!11§§’[lfht1n% %Qéiﬁh oggfa%oh bf 43 tdotRsnta0thentication

exenplary disp I mage presenhted by the host system
syp@OUFFIGI G 10 is an exenpl ary out put w ndow present ed

0B WS BPHE LSRR TG SPRE opelionosHigieRogbtem of FIG.2.
(T 1185907, B7R3R5et BETANER, PSSR e A20ImEL

is a schematic representation illustrating an
cxeRptnny asoprigioicnnge on 2 saeriEdoewagiton syst em 10 for

[Oﬁﬂgl 15’16 6% & re%?oc uce& Xna%% (%llﬁ?‘teraﬁnél gn Ie;?en%ﬁgrgrrrg AGEe }%gg%.

[0016] FIG. 7 is a reproduction of an example masking image detected from the example
captured image of FIG. 5.

[0017] FIGS. 8A—8C show actual results obtained when different template matching
techniques are performed to analyze the example captured image of FIG. 5, shown for
purposes of comparison.

[0018] FIG. 9 illustrates an exemplary display image presented by the host system.
[0019] FIG. 10 is an exemplary output window presented by the host system on a display,

illustrating example template matching data.
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principles of the invention. Security docunent 12
i ncl udes at | east one security imge 13 5 that

W0 p@BOU®S0 one or nore security features. Docune@ir/US2007/072695

aut henti cati on system 10 may be wused to authenticate
or validate securit as by verifying
that security docd%%ﬂgfqgﬁgigééggéﬁﬁﬁgftain security
features. The security features may be, for exanple,
(00291 [ el liee s¢hematipagpeesentation dhustriten anexepipkary dpcument

TS5 L 1 R B P B
proeipled dithalie et Sk2urigydobemerdtdR irxdadglae lcast gn@ssqeity image 13

driver's license, identification card, tit]e
thefdaelHgstione oF morpescuip ficgiuess. Higcumen2uiirnHeHton S¥ste iy 0 may be
usf S Ethicn@RY VREIMORENTS, dELEM 100 Such sl BENCH B 18 soruriy
docomtat Hspaasesedsraprteinl seatrity éeaturag el ichatumgtfediass amagtbor fod

reference retrorefl ectjve inasp,%ﬁLso referred to as
CXAMP{Ga {}TO4ETEC 1??755?&“@8%‘8?&@5‘%“& A {TRSES ?fr?“%%?{%o gmages
prifYd db cRBOERE T, IRl i3 k& 5EBuRAL dRAnRYt LAPt uring an

i mage of the security image I3 or of the entire face
[0021]t $rsun yodacimgnidi@cmae he, fasxagmle, amasspeitndyivene license,

o ARl TSR AR Rt b BIuRE Tk Hos 85 bR opsyter 10

mbyBe GRAtIKEEFy tha@@hedticity b herREGoaNSAlctdRgEns S/hptheseRtrity

~within the captured inmage, docunent authentication ]

impge &spntaps grefaralectiyn impgs Batneahee dored sfericpecrchpgflective

. Qr _\, e ) s

i SOl b § e RGP B REER g Bhtem 10 may

pepfograehit dadetrninatibnBy capinigeth intggef thdaecurinimage 13 or of the entire
aut hentication system 10 provi des an indication that

fage P@%ﬁuaavc@ﬂf@men&% ap4 ARDY 2P the FeBERd 18EF (P detspipeyyhether

orR B oB&rIRPLRH thd 828 ]celifha §£F§ gwiﬁgg glfeucr%ggyéd t¥age. 1f

8]
I mage 13 may I nclude addition
thE-grfereramiplagg i§ presoadivithorthe oapamet ainaga doomeent puthomtesation system

i mage regi gns .nmatching.the referenc 25 i e,
BT G OR b Srop G P P i R Eiment 12 has been
prypéri@drificiBehE G fBrenc@imasl Qidt Pecscht @ tidScapfired image,
addi'tional security feature. Exenplary techniques for
dofcomentraythenfican sssfemi ideyevides 411 imdeidern thatscowniyalotamentd 2
desqribed in M. S .Patent . 288,842 , entitled
BRIl B Rl el " ot o™ 1o
[0621r @ Z3lhe @Imballimeniedcebiityi iﬁﬁ?é PR R ek ludieldditbnBYsecurity features.
reference. As anot her exanple, security image 13 may
Farggpmpls. i adddipnde epntainggrmetos mipse iprgefegignymaiching the reference
: t : i i : N i e I . . %
infh S Ty 180e L OAE) ety BAelbRR AN By IhARECH o omine
infagay) asraasaddniohali sseityif¢dm. Eeempiatytechniggs faSfonming a floating
. render . tenpl ate matching nmpre difficult_ when ing .
Imaghyaihin AATVBIEE &f arc Hasrthor iy e e fRng HsOp AL s entitied
“S%@éﬁﬂgcwlitﬁ rGorﬁﬂB@ité‘ frfrdle! th¥t HEAL UL §ForcSHGH aﬁ,shetr@tﬁl incorporated
retroreflective virtual 4 WO 2008/ 014090
heRGT by SAOBALO 7269 thdr rrgmplenmyguptydthage 1 3 meiyrineigdr ultraviolet

pait:e‘gﬁgf:)riﬁl‘éne& I\jils{‘t])let ga telgnas%r rigr%e'érlc Hatutes Isfrflc I eys%ntggrptrll?l S.
[0023] The retroreflective image and other security features contained within security
image 13 may render template matching more difficult when using conventional template

matching techniques. In particular, the security features, such as the retroreflective virtual

4
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representative of the reference i mage, thereby making
it difficult to verify that security inmage 13

W0 p@BOU®S0 an aut hentic reference image. For thPGI/US2007/072695
reason, host system 20 of docunent aut hentication

. system 10 .uses a "fast sed nornal i ze

itk BaY P AT JiEpRecsig in the &?ﬁwradéma%%fal%twsao the signal

reﬁ%ﬁ&itzﬁlvfe%f@l{ef REdrée luylagen @he%étf;ﬂ RhIgRE t)dlﬂﬁ%ﬁllf t@%ﬂf? Wt security
nas resent int ecaptured |maget hat are due to

mtage 13 dietiludes amluthertin iefoyerfog amage stor Hols reasgrs thesh sygem 20 of

PR R AAE AT TER 1 Rl JE A ZRALRIEor fation

(FaN Ue? tcRitjh©desefib&lEntirgih tOEfSRiGENy dnd cHRGEHIBNhaskdut any signals
[0024] In operation, a user places security docunment

prisz:nbm the ganswyed impge that argieqiorthe additiaml sepusiee (prtrest yHost systern
20 LSBT ST REATE N b S0P A a0 g mccin
anfal}elsem& apdhantycacobh otlderesltof @éculﬁlt}GdochmedO tunment

aut hentication system 10 includes a_light squrce 16 to
(P31 piomatEORGOueT ppcetoetitity doqumens i 3 0atp e drapcelg. View frame

4f zic%ﬂﬁt%f loclaﬂeg Qécuﬁ (‘i&ﬁmjeﬁt Wltﬂ ?es E&qd Qﬁlgr %ﬂ@%eﬂﬂ%lfﬁocument

relati vvlng posi tion. nsorree ment's
authoenti nE sasretmelrﬁ)t |Inaha ornpysy embddinmreayof RiEt. dddocdimanbr e

P B DR P B M0 SR RS 1
pléaeﬁ%&e@ie@tfra&ﬁbew' I‘?‘é‘h%u%sl'@ﬂl%nbe ArPRQed G At ARYIVE® a

be a canera, such as a ‘charge coupl ed device
Vl@\@@@)pos@om hesomfaermbcrdlmﬁnt&td@@um@p;ttaudwlntwatmtsystd@vh%eay include

migshin SRAAE s el (Dol IRET B ot RSl ER Ry idfigey an

inRQH EgRurkGlciRY 1BQrmalfddsd: et oW RdEPdsiBioh AN zeapture device 18 may
intensities froma 20 m ni mum val ue to a nmaxi rum val ue

beed ¢ameara.guetbaed ¢haagq gﬂuﬁ!,ﬁdrd@we é%Dém Iy %anrwagéath@wptwal input
de'v{b%“h%}{t%&‘l&é‘ %6 E{?‘?%& %Le%gét%%/el iy rlStIH% ‘Qié%né&ﬁéd Bg?@ System

securi docunen rane I mage ¢
20d éMleQﬁteﬂlﬁt}C@fﬂtgh[ ssured1 § nag éc adjusted troidigh ajmngmﬁmeh&nes from a
that includes security inage 13.  The captured i mag
MEumaRIEse ﬁtm%ﬂlmu@w%wp%n@ﬁ Hogrticady byihoyt WSEEAIRG! based on

in gtfr(gﬁ%lggid the 25 portion includes security inmage
| mge capture device communi cates the captured

[Oﬂhﬁg@fttrdhhosdr hayplhem ROuritydocurage l@ﬁma&@ figmeild, image capture
ath 22. Ca red S ces by host

A3 %n@rﬁa A et D e TR ot R 04 s icdty tmage 13,

TKY @a?{ o {2k nsHaWPeser 88 Qﬁh%ﬁfé)n\ﬁﬂﬂs&uﬁ%&oc\%ﬁ%?m FPovided the
S

20 ‘may be, for exanple, a conputer,
pdragn mp udew@wﬂ@ lp@g@ bhalmafjeglaptre é@@ctesqommm(l@mth@ captured

lm%t h Lfl ststem havi n suffl 230 OCesSsSor
RN e S T R AR ekt Ty
prEé!e%Eﬂ@l' 8 maﬁysgem 20 taibe @@ﬁam&bﬁéx&ﬁnafonﬂﬁﬁd display et gbwn)

are described in further detail below, [0026] FIG 2 is
asgoqited withihagfrsapteml A0y Heshsysin At maxdwpfos eyamplst a eqparuder laptop,

mé@id sé}:%onuﬁcﬁ itd afs§§t£mt( b é%g ofiRf Q&h 15}31 sgstern havmg sufficient

cross-corre atlontec ue to analyz ecurity
prdosssuTeint sndnfory aeso0rcdacaalyize Ithet dzupumd imagpl ESamf)letobﬁﬁguratlon

i nvention,  Host system es [
and operation of host systern EE) are c%escr?b rther Igiataﬁ be?
[0026] FIG. 2 is a block diagram illustrating an exemplary host system 20 that uses a fast
masked normalized cross-correlation technique to analyze security documents in

accordance with the principles of the invention. Host system 20 analyzes image data
5
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5 WO 2008/ 014090 PCT/ US2007/ 072695 received from
i mge capture device 18 (FIG 1) to determ ne whether

W@ 2@B0et90r ef erence i nmage may be found within ¥ET/€S2007/072695
mat ched to) the captured image. [0027] Host system 20

i ncl ydes .an i rage captu interface 24 to receive th
rop bl R 2o FBRTE Rage _igg%lﬁ»r D) albicaBings haher g ghyem roference
inf3@t hagde ﬂ)ﬁﬁﬁ\%tﬁiﬁm.&[ﬁaicﬁi&li?fop ccapthrdBiyndpe, for 5

exanple, a serial or parallel hardware interface for
[08Tintderit satté §0whaldds ra geagappture idenfdce €4 18 repatye the image data

recei ving,i e data. As an r . exanpl i mage
o G AR SRR C T o ol 22, SIS Bt RERe g gy be, for
extabdpR), alséti loh peallclHasdw Y siteMdFon@ynbtMERincheith Refle\capture
|nag¢ data_in i nage storage 26, ej%'“ as one or nore
devideds angpigreiane Upreatdatad frsaatsr spmpie rigfpe gapturepeterface 24 may
| ocat ! ! M o
o 5L P Y SEORHALE IR ROR, PG ARE B e
dapemsingipe sbragt A6age., BRchcunmead Cilesasndmbaupdadd ddtabase 30 to reflect
oEticaI di sk, tape, .renovable nen0r¥ card or the
the faeation pighgfmagssqatayihignaee Hayearso IPaeeiierasusemay bean
in{cfprpall’ br SéethhPodisSiSEnt s%rQ%J REGuRA sudNd 2TRYd diHlP%?ﬁ@al_disk, tape,
atabase 30 in response to the user input. er input
reB@vally nienmiryidad ot tre ledcanpl e, sel ection of a reference

10pEF o SR 2Dsmiy 30 Rosi ey SOE ga6et HREOFT g mey
updthtcr REBLETREIN BRBES (FBNC L6 Ipde @s&liwﬁhﬁtnyatyq{lclude, for example,

reference images of particular security feafures
sckstor pha ederghachmdi¢ fremenlibrappelfgefstense omagasystored as templates 28

ocunent s. The,reference es are used .t eri t.he
witHRR Sordt g ThelGRRToy RAGRs Rofet SEh heut S blokark) B¢
reRR&RP dhbgesdFip¥@icubr bdcaiisRatutdsnigdqieiaadd Wivle difRAdnt Bfpes of security
ot her security docunment. 20 [0029] The imge data

dacamentye dhpyeipivnepeimagpt U as¢hiogicfifit lc 2uthgnticisy ofaicc iy h

y r acapt [ . of r '
s fim(E syl GRS en o 08 Mg TRARIE o BliherP br BpNeklit
dozapicntr ed i mage nmay contain primary security features

nd additional security features, such as a

109241, Bhcornae g acsaricd b image gRPTUEGETTSEst et signal path 22 may

I : L4 ' - rel atd
e P R B Lo D o RS PR P e
abdge,phe tdptwkdimagrasky captiimpgmagesvenatydcat3s gah eddities] accurity

"maski ng i mage" representjng th regi ons, of e .
repdiEbER o g EOA NG| Steonbies! STERLL gl hpdificd
nPRMI RS rbJ¥BGErelatiBA LIRS tHtUBTdréhct MBagddidtth®Bdtured image. In

security features, and applies the nmasking inmage to

pariéerdaremaskieg efdes@Engftor Ae geiepdites divapskirrimagey rapeesenfitesthe

ol Qb e Aangli sed crossocortel athon o oalgulatl on,, 0
piBb] MR adhi Rk e aRDRatah e e Raonclaarioy Vsl g

febtifes kb Mg dddRgal Seclie§l fedtuie, andWpPl& the hiaskin@sddedo remove
i mage has the sane dinensionality as the portion of .

the gEegt @ﬁfh@raéiéltlonal security features from the normalized cross-correlation

calculation.

[0030] Masking image generator 36 dynamically builds the masking image in real time,

wherein the masking image has the same dimensionality as the portion of the captured

image associated with secure image 13. In one embodiment, masking image generator 36

may build the masking image by thresholding the images of the captured image on a

pixel-by-pixel basis to locate regions of high signal strength, i.e., image regions that are
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I mage associated with secure image 13. In one

enbodi nent, maski ng i mage generator 36 nay build the
wore®Riong90 mage by threshol ding the inmages of tPET/US2007/072695

captured |mage on a pixel-by- pr xel basis to |locate

i.ons of nal .stren e.regi ons
very B s VB bl R St R s 66 Ty BB TRy e
mQﬂ'ﬂhQﬁ% Proc¥&ing. qad'r"éxarwﬁl%kﬁlﬁ&lﬁgrﬁﬁh%e%‘éﬂﬁrﬁt%} 96 M ﬁ?@d’uce the

al so perform sone nmor phol ogy Erocessr ng. For éxanp
maskeild ek R gettige Herpsds o@@enm,% e daagetotditber arhrghr:sh erghtness

Vaiél?a(%%, %Sﬁegetﬂ]:eg ?né)%eeé)ﬁqrr?glgges Etzle%rsa Vsague (%fsgﬁggeed o whether

a BridhithesPh @t bf EordeshOMERE plRel FhhinaES capkrite uﬁzﬁge@faus Mthin or
based on whether 5 a brightness val ue of

outnde BIsotrdingd rameg of buightaess velies.cApeug @@mM%g‘éhefl&I nixel of the
ca@‘ml‘r&i &a%r&élagybﬁgﬂﬁesé vl \ﬂﬁ%‘ide”o% &@gbg@?rﬂ obid(ﬁg%”?e%ﬁ than 50

ori ghieege thzasz(m)hnaskln’rgne&ge garheretoo BI(S magl getaf coatrespmglmgf pigehwithin
50-200 (i.e., less than eater t han

thergerking Hrlrergte advérgélﬁlé%ral%ofrpagbl%a 2y a%herf‘eféls @H%Ti fgthe captured
1n%?é Cﬁ)!ls( %‘F%%ltge;ss g%@ \?\%2 Ielif 1&%% Ixaﬁ%eaof@b' el erﬁésk‘ié@ iHfage

re the pixel of the capture
ganmage Jbasayaschthcghtmgmadinglpire] bhitite nhasking imiaghion brightness value

of BRI RBOL S ERLBAISY el b SERen RRGR IR HSHaY Tobroxe the

sh%é SththB as8kigkdiBon. OF hedmpti duMi rhifde: anﬁefr&ﬁ@d usreewgeﬂcpr‘he masking

| ation and erosion could significantly inprove
m@!ge prly ofart dnsordaskiorigtypegi @nracmetlwftth@ sdcarityriange lémﬂ the

BRI Sl CubS cAPR Py RE oy BRI Miskipe

inlagBgenct@oPB6 tag alkd 1@1@&@&@21&@&%@@ fahgesSFGriEhn¥ss, which
features contalned within the security imge. Msking

Varhﬁ@r@ng@g@rlah%ryps of Aegumang being éﬂ%ﬂ@dn& he |rfgrge of brightness values

b
B 5L RS ARSeR Al AR POkor AR o st
preang@uﬁfthé)maghhgr&ﬁefge\dﬁladt%ce may al so be dynam cal |y
lﬂﬁgfal'tﬂg%lr%g%rmv{g%ﬂea gﬁ%Ef%ﬁ%ﬁ%&éﬂﬁ?%gra%éﬁ%%hmﬂ?d
no?ﬁl‘éﬁieaecros%(%oh%%%]l (MR b ?8 e ﬁ{odgf% R DiAEHe

t he maski ng | mage to fast” masked nornmalize
captuoshintage fivinatmage s(EEMNCIT), andepiles 88 maskiEGmagd ti the 38ptured

g0 BOANHic kPG T Wed E BE (THET DPRC CPGEE b T cion of

thPCAANEE iRagdBaiRHh ahﬁﬁg&lg sidR1sRE&RAGh Y tHBIEIiABA] B&urity features,
consi d eredga version of "the captured i nage, but w th

c.any reﬁ,ror@lfgtlw forting @aeeé@mgyat t.leraet lad)drttﬂlt@rr‘ail RMYGE mgdule 38
rure aretro C|veflot|n
col G S ol Rufcf o o e Rl Bob Bkt ARt B8 e
méskkg uh@gee Sncaadnmrsared ihg essulths rﬁmﬁﬁmcgow Bk @dtio0sT the template size
bet ween the reference i mage and masked i nmage, and

todliparisd e at Hie regpegive wc}w Besql o th@ rasylt oh thepgealenlgons,
BB BIRER 5L o LR ASEES BBl 20 may dtemin

plﬁalreglbﬁt widhis, the captured image that sufficiently rnatch the reference image,
referred to as matching regions.

[0032] FMNCC module 38 may find the reference image at a plurality of regions within
the masked image. When a match is identified, host system 20 produces a positive

indication, ¢.g., an audible and/or visual indicator of the match. For example, host system
7
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collectively referred to as one enbodi nrent of FMNCC,
host system 20 nay determ ne 30 pixel regions within

WO b@sosadur ed i mage that sufficiently nmatch thBCT/US2007/072695
reference inage referred to as matching regions.

dule 38. ind the r rence im
O[a“‘ ﬁ#a lay eyige lieabqsemgtl% ?fmﬁlrpr N %fthE?j CrRgGe lm%ﬁ?e%ld the
m@tcfﬁﬁ% ¢&bibs Wi@lﬁﬁtﬂhef éa%%rechf?ﬁége%{asﬁﬁﬂh Qo PAREMEERCIR if FMNCC
ositive indication, an audi bl e and/ or visua

modlde ¢&finds od sufﬁelemamcthh tq:tbue refkennpd enageas thegymkednrmamost
090 PCT/ USZO 072695 20 di
syPR ALAHPRL p SREUF IR G308 or PR TRl dtedhy

ddcmgst BNA drReampret Kdit BiGtdn@ 0 alag dMpldyi fimbfe @iﬁﬁicldﬁ fno matches
I mage via dlsplﬁB 40. g\5%;1ternat?velpyzfyl|f FV%CC

WQ@f@mﬁﬂgCﬂ@ﬂ§wﬁ$ﬁ§@%ﬁﬁHWﬁﬂ&%1to the reference |nage |n

[Oh%% Tfjg.‘? g ?sd gﬁ%?kgdﬂolﬁlgé%aglg %?Zlfg]e?o%a%@é{? Hf%g %ogﬁgait a}/lﬁlentlcatlon

systeaur( ¢fF IB} domitiEnt hds3 sydtan 26 xang @e diasdre syfsicren ithges 28 to
may di spl ay_a nessage |nd|cat|£g4no mat ches. were
infagf ﬁf@rac&e 26t Mt @d}sﬁfamiﬁ@sérsﬁ%}}m g@&fg@t 12 gyghps gpesspegt, under

m{gge @ﬁﬁéﬁl‘%"&bﬁ% U8 '(Jlic)u $idsflysRen 8% AP Es ?R?gt@ltek QR RlireliRfage of the

nt aut hen ation” system 10 o
sehmmyMahMyauHdsmn@ysmgﬂtaﬁmstbvwsl&amdhgﬁmomseﬂéﬁébence

' s 28 to st.ora e 26. Next,, a user
10D ERIFR 508 Aty 9o TR RSB R P uo g e g henticated
rn!nf[ﬁﬁ? of BRbHaRcARMISER Vga%o(lé'rgﬁarac'f&fshcss YI34880R hd @ERINV@Bon, host
and Stores a captured i mage of the security docunent

systemud] setpcismnger magye mfered@evmwge&®r ahmkidcuglhtlt typaifroe ampng

ol IBG iR B Thd Pl e BTG DR Blsge via

usdkin@dFRict 8al AYteihgiingy, \haki @u&nmﬁlagz bﬁblo?talrl(‘aﬁtonﬁﬂfé%cﬂﬁent
the identification, host stem 20 sel ects one or
idepifeer ﬁ%wﬁ@ﬁ%@llwag@@l 4115?mt1 Ly selgetethe rafSrseceimsgr Anssd gn

ch:!l;’dc{e ésagf‘?ﬁ g’cﬁ)ﬂ%% e%lée L oSXRRh&t 5108 B'cch%e-%éfable zone (MRZ),

nanua y se Eice I mage Via
oriotiice téxaopti34 chahdéter rad gn\t’tﬁhy(Ofob)Sdr aspstiaeed %60 gﬁit)iorﬁdilﬁﬁeﬁym pre-

n automati c docunent entifier tg automat aIIy or
dedpd matl b Aéamtyers%ﬂag@f c. B SYRPBLOTES Wireigls BSEETe

i Q@T&%‘a@ﬁ b@&&hﬂb@ﬁéﬁmed i mage (e.g., document

si ze, ne read zone or other text
[0033]i Aﬁtr wtwnmthe rtemploeghost symer(l m@):rfonmsaﬁa‘stanwke«ﬂ normalized

reco t 0 rta 20. defi ned r ki ngs) .
cr R GONEI e SN b S8 BehfBa® eyPracenaioger Bpet e
fl)ﬁlfr&f m%e andl ROBIE@HCe aasdt @gEeIHanSsn@EﬁlHEﬂ hst dpGe®0tdctermines
5] After selectin e tenplate, host system

wlz@hqremﬁ OF Mor¢ Mstanerasi g etnrensiiimegr are peessntcpithie e aptured

n{e}g a{lerlqlgm cgets% g ﬁgme? g%tall BERW 0%{ r@ﬁslte%tl bﬁ%g display

reff8)of tﬂ&FMNC@ SRR on @@@hy 89 of gmia& ﬁ@tcﬁlﬁdﬂsﬁﬁm@@dlo or
whet her one or nore instances o he reference imge

vigiad indiatsidOli t hi n t he capt ur ed

[0036] FIG. 4 is a flowchart illustrating example operation of host system 20 of FIG. 2 in
further detail. Host system 20 authenticates security document 12 by analyzing a
captured image associated with the security document. As described above, host system
20 receives a captured image of security document 12 via image capture interface 24 (52),
and may store the captured image to image storage 26. FMNCC module 38 generates a

masking image m(x, v) from the captured image, ¢.g., by thresholding the captured image
8
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20

i mage. This analysis is described in further detail

bel ow. Host system 20 may display results of the
WO-RrNBCI4mm| ysi s on display 40 or produce any ORGIEDS2007/072695

sui tabl e audio or wvisual indicator (50) [0036] FIG

4 is owch illus eratlon f
asf?&%%ﬂbggié{?%‘m mspw@lgﬁﬁr(%scein@ iR ogaie 2 pacpsses a
reﬁe\fé{c@mnz @yﬁlh@rﬁ{;uaf‘e@tzg%f%ﬁggw&x cdocurgnt 12 by

anal yzi ng ured i mage associated wth the

[063Y LEMt\I;C(“dm@dnle r?vB themsuSdeﬁwrmaﬁémgam@g@to egwve gpdasaad objgcts
qb8Gel ve capt ured g ecu documeg 12 s\ei(i.a )
r‘?%&é’“@%‘ﬁeﬂ CEOSPHFIPHRD X’eﬁ% © 1 e (¢ Pggling image.
M6 NpeEiEidallyTEYENCC rhdtRBE3 ShIRY ﬁle%ﬁaskﬁi\gl\iﬁﬁﬁauﬁmk @a@c&red image

generates a maski ng i mage fromthe captured

tojohtadiea maskpd imgge £, eé Ro1d IFB& €ﬁén@ca1éﬂ 3 ey idprdlgjs b ifgoducing

oS0, PRS00 LS, AR il o

bea\ce@&aesefaremabmpemmagﬁa@ey)fmﬂnhé mmlrad eﬁa@&()@w i Theeg e

st orage 26 SGZ [0037] EMNCC podul e 38_then uses, the
nopRalizH S IosergE Ao BRNFEN thidedp léginysy s the qplygdimage is given
}normal i zed cross-correl ati on between the reference

i mage and the masking image. 5 Moire specifically,

FMNCC nodul e 38 ap [tgsyyhﬁ][ﬁ@sky%v)mge]to t he
capturel(\j/l\&a%g to 6Btain a nmasked image f,2(x, )

(58) By ntrqdacing the
maski ng i mage, @tr(gs nt eongﬂﬂrﬁ )b¥vj F qté
normal i zed cross-correl ation cal cul atl on bet ween t he
reference(li)errpl ate inmage t(x, y) and the captured
i mge f(x, The normal Lzed cross-correl ation
whge M%ﬂletmréntoé A5 tabelateiie /an themacagittls eaptire gaaged(x ») in
given |0 hy: Y[t y)-t][.f(x+u,y+v)-fu,vl] Xy -,y
the reg{?l{lﬂf{@@r&&t?l}@lﬁeyn{&@u y+v)-Jv]2}0.5 Xy Xy (1),
r
[Oﬂrrg'!g nﬂ})e]tce(tuﬁté&gg)é JhCTX lrlr%éggcr %%h@gaﬁoﬁl 5),,%1?56} \Yléﬂg?lgt[ﬁh%kmg image
apphiceontb hige ¢a¢>tmbahimagermgwen1b5 [ 0038] The equation for
the normalized cross-correlation_y,,,(x, y) with the
masking | mage  apBKiEErOrDB L he & bt gl ils
. + i

iV BN
Lokl S Y TR I DT

.F
{2 mCx+u, y+)[t(x, y) =11

X,y X,y

me W= (X, Y ) = frum ]
{Zm(x+u y+v)[t(x ¥)—1] Z[f (X+1, Y V) = Frouy 3

2)

where 7 is the mean of the template and fu,v is the mean of f(x, y) in the region under the

template at the position (u, v) and fm(u,v) is the respective mean of the masked image,

Jm(x, ¥).

[0039] Rearranging equation (2) results in the following equation:
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x,y { { (u, V) nm(x+u, y+v)[t(x, y)-Z]2Ym(x+u, y+v)[J
(x+u, y+v)-Juv]2}0.5 Xy Xy

WO eqog/0¥09a | [ . f m( x+u, y+v)-f. (.") 1 Xy Inmu, v)PCEHOSEH07/072695
m(x+u, y+V) [t (X, y)-t] 21j [{{~ Im(x+u,y+v)- {~ Xy Xy
(2) 20 where t is the an of the tenplate and I,, is

the mean of f(x, y) iR{He& )r‘)egﬂo}n under the tenplate
at the positig xy e (,85pective
mean of t}ﬁe((umaské nrge,y £ v)[((XW)y)]}" ngégiﬁ
Rearrangi ng equation (2) results in the foll ow ng

equation: .9 WO 2008/ 014090 PCT/ US2007/ 072695
{y[t(x,.¥1t]12)0.5 Ym (u, V) Xy u
wlﬂéfgif'x z:ét' Y "[é/‘?hktn()ﬁnal@edtc}c%k Qo§el¥ﬁi§n Bfveertth¥ térﬁﬂlate"iﬁﬁg@ 1(x, y) and

I's the normalized cross-correl ation

th@ ﬁ{aﬁ\ﬁ&ﬂrﬂagg A 'ml a@ﬁi‘?f ' (H&gffs éc(r?%cteﬁ)byad'lqodﬁgle Tﬁésciéﬁgmmator of

i mge f d"7' ' m v) i$§ corrected

thixaabdifieris inlthe fG@ﬂ@ﬂérﬁ@t@fHeMtloﬁ Heiden AiRSinkékefig in&agle Qmﬂ e
formof cross-correlation between the masking i nag

refgience femplpisfimpgh cla sogwpnasnees adase Foyrier digpgform éEE\Wd@%Y be used
to 11%% ovF %?fcglﬁl[lolﬁ ?ﬂﬁ?efngg r&& Ff -Q, cg@éia@(ﬁl li—sic?vgeveg‘ Qnﬂrcg'cﬁfcﬁgr? of the

ula cross-correla
mikiae vietige cdmmmﬁiﬂe@theomatfef bp Iit&rodltramg adoﬂhaf&gmvemfrph ircthtes

the matt y .introduci ng anot her c¢onyolution in the
degamFiora Q%S’fe%ytullfé?aélﬁlﬁ theeyes P?f@pwtﬁf@f@«\ﬁ%?raplﬁxﬂy ofthe Goss-
co‘ﬁ%[ﬁ%f] ak LeNak E&‘RH@ @fﬂokydl@ﬁcu?thts u&‘lpﬂﬁé cHBuGREA ElREcn e

as making it nore difficu to i nprove
[0040]clnl oaid@rcbcm irgprioi ¢ itermaiculatiod @&Bicricy, io rsdeafogmzed hpreavthat the
the.c ation _.efficienc ni.z

Ao BrmOmRLEOR SIS PRt PEFAIPLh B rotfon of the

e Cﬁgﬁ’%’é%@ﬁ £RGBd BLOHS the Mabilife RRELD QO mbiie: tion (3
Caigap% ur i mage that | ?%]I Filter edgouté by the naski 1rI1lgequa fon (3)

represgnes the mattdwfsihwdn of the sqmare gl aathmxe(lzl) therrefigrense mage to the
s EhaPepee R aBT bbb SR U Rafon, A Ty oghens. e
refaHte Pn¥gd cdnﬁlstshif 9 gimshkeshte thaolidsia@proximatBBual lightness
thl?orlrltél?gllltn%g}r ‘[Sheset ehnelbodlrnents we can assume that the signal is uniformly present
throughout the reference image, i.¢., that the signal exists equally in every part of the
reference image. By assuming that the signal is uniformly distributed throughout the
reference image, we can assume that the variance o of the whole reference image should
be close to the variance o, of the masked part.
[0041] Thus, based on this recognition, we can simplify equation (3) to obtain the
following equation:

{M.xN }xo
{Zm(x +u,y + v xo

X,y

Y (U,v) = 7' @,v),

(4)

0.5
{M,xN,}
Zm(x +u,y+v)

Yy

Vi (Us9),

()
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reference i mage consists of a graphic pattern that has

approxi mately equal |ightness throughout. For these
werisdi4vent s, we can assune that the signal i SPCT/US2007/072695

uniformy present throughout the reference image,

whEo'is I JhEiS o ROl R kB e A i b LRRF of e masked
pasﬂm %Wdéﬂn%ttﬁé HMe‘ﬁQloﬁbBPtﬂ mwen&éﬂﬁmgg 4 ,,t(ﬁn&) & the

e, we can assune that t e varil anc
ndrﬁfaﬁieer&@sstdas%eu%ﬂ ol refRfoneh ﬁﬁ@getéhdttﬁl@m‘dﬁ{eti%ﬁge 6} e let the
of the masked part. [0041] Thus, based on thi
m@@ﬁ@g pifeireshto noav asethe sianfoing feﬁfe@apm&hﬁ@nbf( @%}Ima@ddm e matio of the

telalg glzoel l ﬁne(‘ m%ske%u at %gas&fx\{k t)éi}kn% r%o? zf) u%t\% (rSWan bet getnerahzed
ng'n(u V), Yn(x+u y+v) X,y (5) 10 WD 2008/ 014090

PCT/ US2007/ 072695 where a is the variance of the

whol e reference inage and 6" 2 is the variance of the

masked part, ‘ﬂ d&f,ix7g, jt he d| nﬁ)ons of the
reference |nag D A ormal i zed
Cross- correlatlon of reference |nage and the

masked image. If we let the nodifier, referred to now
as t@e masking effect nodifier, be esti mat ed by the
atio of the 5 teqplate si ze to t he masked area at
Hevd

B H TRRIEYRISHEC Pegiiationsfiengton (5) can be general i zed
[0?@2] 1G] mé&lcwus {Malde O d = YR ds4 Mdtrand YBEX §¢br¥§iﬁ9at1off o

erear presents the nodification strengt
7'[,0042] tht noprdActd cess-osir¢igicn healveen thé referende ignage andithe rnasked

fast and good approxi mation of
image. This simplification enables FMNCC module 38 to apply an FFT to improve the

efficiency of the calculation. FMNCC module 38 obtains the final result by calculating
the cross-correlation between the masked image and the reference image using FFT (60)

and normalizing the cross-correlation (62) (in other words, calculating ' (u,v) ), and

modifying the normalized cross-correlation by the masking effect by multiplying

7' (u,v) with the masking effect modifier (64). In certain embodiments, FMNCC

module 38 may make this calculation at a speed on the order of hundreds of milliseconds
where host system 20 includes a general purpose processor, ¢.g., a 2 GHz processor.
[0043] Host system 20 determines whether any matching regions exist based on the
results of the fast masked normalized cross-correlation analysis described above. In
particular, host system utilizes the results of the fast-masked normalized cross-correlation
techniques described above to determine whether any regions within the captured image
sufficiently match the reference image. Host system 20 may determine whether any
matching regions are found within the captured image based on a predefined score
threshold. As one example, a predefined score threshold may require a correlation score
of at least 75 on a scale of 0 to 100. In some embodiments, host system may determine
whether any matching regions are found within the captured image based on a minimum
required number of matches having a correlation score above the predefined score
threshold. As one example, host system 20 may be configured such that for any matching

regions to be found, at least 3 matching regions must have a correlation score above the
11
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y'm(u, v) , the normalized cross-correlation between

the reference image and the masked image. This
wapogphifopcat i on enabl es FMNCC nodul e 38 to appP@T/HS20FFI72695

to inprove the efficiency of the cal culation. FMNCC

| e 38 qbt ai the final resylt. by calgulating. the
PfE&%U%SéQﬂrF_ ol IBePmE SRR eﬁ#’?ﬁ@&%@wﬂ&@%&ﬁd’ﬁ‘%@neg score
thfShAUERES bl MBGSed ISt B8rcFnl d6&Ment ByRRD normal i zi ng the
cross-correlation (62) (in other "words,

[0044]clnl samic rq:g)bbtii_me(ms,, hogt systeraryd dim@},isfaj/liqng pokteon of the captured

. normal.i zed cross-corsrel ation by the ski ffect

it PR 1P %5 RTIAEMG l ehoRn GG Ll it B

ref@etckii@hgd £0466).] PorlC&hindld) hestRedEm R0ty dibWCthe Rl image of
38 may nmake this calculation at a speed on the order

the peamtifitdacymeat with the metebing scgignsdrighliphitad. S\ssanethepexample, host

sy ARy Bred B Bl o BRRE BB R 30 sl s in i hine
regioy offeifeclapuged i@gigo st exitcics hagefirae ihage. rdguhdtshing regions

the fast nasked normalized cross-correl ation anal ysis
M B e i 8 verresPRNdipE COTTelataf SO §18--diAs Bri Ot iHIHES module
R R B T R BT Ry ot with respect
todlet efarene imhgt. Ndostapstem &§insaysindicateisnclt fogatmapt hemeble matches are

GBS S e b T RS e S0 TR g o
scb@gty ABsua&A 1hound wi thin the captured i mage based on a

predefined score threshold. As one exanple, a
[0p4- G hesorepdrecd intrage Hblstratig/an egaiplecaptwod medgst 10a an

scoLe of.gg.least 75 on ﬁgscalg gﬁ p Ep 100 IQ SOIe. . ot

XY MEHED, MHEEON S ERElY RSB e AP RES REY REPhayhy Sceurity

inf¥et 6iViNgG a HARGAIMN D s¢Rrityofeatirad TR partichiar, captitsdamha@P@cludes a
based on a m ninum required nunber of nmatches havin

reoieeeticdiarkgiowbpastcrh 6k evhitleingludeemp il igstanees 9 a reference
infa c[:?hc’(gr% gquIés 6943 eqli%%rgﬂl a%ditf&ﬁglt se %ﬁ% %.Qt&g i fg oBa
con cni ng 0 e

igured such that for any nat régi ons
refrot¢fidetivatvittedsinage 7hat chi ng regi ons nust have a
rrel ati on score above the, 11 WD 2008/014090 .
W&@ﬁ’/%ﬁb‘@ﬁt o Sptﬁ%a%fqrﬁéf‘&tlg%B%fégqué§ﬁmra.72uﬁcl%ﬁ%é

re? a@ﬁeﬁmgf.sﬁﬁg%isbh? Hokd ed;gNFIﬁMg’da%ﬁia ulf Ohblem design. A

reshol ds nay be defi ned r different docunent
retrgpdsctieGbdet imdteriad baene ghesimmeniphereh osty teytwnded @0 security

i orghich e PuBid nafEits i B S e b Py rgpretiectve,
suSH tHak alietkiYe WRELHclBE ulddr 8EtRIrEMGeed 1t@r§123T14@ac(o@@anal §Qbrity

exanpl e, host systeWI20|n%%d|spla captured i mage
fegtiire effpercersitlesttve videal nmage ISHOM oyt Hiibagkgregidopastern and, in

hi ghl i ght ed. As, anot her.,examle.. St___system e
@R b e AR e B R SR " S PR TR Ve
Rétforefllectife tirRianit€pRi7agnay R0 OBatdi it ﬂl@ﬂﬁl@{; @fpdafROBove relative
that matches the reference i mage. The matching regions

torfesydreusteBiunt ki qaptugcCigrage IP oy B apBr ¢ehatmags captgredevice 18
5.9t wHeh Q0 Qiirdt ; | St iR 4 dentify

RS A oo A S TP R e W Mo 1 o

[004T]aR1€N6 0 4 tepreispatimage illustrating an exemplary reference image 76 from

which retroreflective background pattern 72 was created. In this example, reference

image 76 includes a retroreflective security emblem. Reference image 76 may be stored

in template data structure 28, and may be manually selected by an operator of host system

20 via user interface 34 (FIG. 2) after the user has viewed captured image 70, or may be
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to the reference i mage. Host system 20 may indicate
such rotation when the natches are displ ayed.

WO\@osn@Pe vel y, host system 20 may sinply gi veP@I/US2007/072695
pass/fail indication of security document 12. [0045]

FIG5 js re ed im I | ustrat an .exanpl e
oufors e L S RO Bog Y 28 DBt g a1 OF e gioepment. In
acBordfddl Wittﬁ/tlfé%‘dhﬁﬁﬁ‘l%s d&@ﬁBé{f l?éilelhnl?&?sﬁs@éﬁ Q@)ﬁﬁ)e@sses captured

security 1image having a plurality of securit
infaga{/Q t@slentify quaror inmsu¢ perfiosaihrusuddcicnthyaa®d réfashodlissags 76.

O ¢ RS P BRIy gl PR e e

ex@mp?escapﬁlr&d ASagdm0A G PNalthis %ﬁMﬁ{)kYmﬁﬁ@ﬁ%ﬁ@ ge T8t generated
formof a retroreflective virtual 1mage 74. 20 [0046]

byaghiephaldingaeach nixel of @ptwed imege @k riar ekgraplei qash pixel of captured
HEE
6 30 o A DA R P N i ch GBI RS pRRLY Y Bt pre-
dedi@sd mgeA e..Melidtion efid @etliwas vehekght materyi datk. Based gn gﬂlea'c&ﬁlysm
m cr ospheres, may_ be bonded to a security _docune
the ﬁ?%e%il@ﬂg phsl 9féb% Hegng Hpegsr 19 v &%F%‘éﬁluer%o p%«kl PteRpixels

of THY mg%ﬁ%h‘fu%ee]f 8l ek d1 thtH %P(eish@ﬁhlhtcaﬁtﬁﬁg' 1§1ag ‘?? WABRII within

Vi ewe er retror Ight. The additi
the pruddfingd 2&51@@@1‘@! o t@a Value ef ?.ifr elfnl thrstwayemvshlmglmhageﬁﬁgws

geglgrg#gil tfg %q oléito 1:),/5&6 gﬁgﬁac < q,‘%a}é));ﬁ%tgp%n %qy‘nate or olbscure
th& Bﬁ@e@fyﬁ%b&%k@t%ﬂn& B@cté{\ﬁ“?@ Thé?ﬁfeﬂﬁa%ff%ﬁﬁamg ehMh kiR image may
i mage "7 be a floating image that may appear to

vaipgesordingtd a/@pe pocltalﬁ@t@m@gmﬁtﬂle camteredalpstagﬁ ed i mage 70

R AEsC R B R ERT F R R FBe Rughpl e pine
tedhiqudO4ele lEdrfaml@d kG artl yRARON GG Caphged hrhitgd:SI(Tc&tHI(EQS aind the
exenpl ary reference image 76 from which

repudtsragy govacior Derppiss o eoneriseat 8. &M@%@n@wp@dnawmng result

R e T
witleyut berrlsetlrzamh ardwitleoyp hakleind atiareabrafiet tiveeviz Bal 1ﬂ1|ag1e Wa,y c.,
be manual I I ect ediki){ an oper.ator of host. system

usyjgfhg gumey F%’ém@ Frhosy i@ 84 mratehing Tesuld 82 s Sws

PO o 9 2 SO D1

wely a¢ leghti2@ ubgveanadsyzi ng characteristics of the

d th h bed
(OFSRETE S skt EFE S s bl sh 8Bt arind POl hirve
cordeioh fincen %m@lbumaﬁq@%&tlr@meﬂmtve sutidal ﬁh@géwuyl OB

ref erence i mage 76 048] FIG7 is a reproduction o
eqantl@x@ﬁpb@ferra’ssl@hﬁym lmg:hj@gmeﬁéme%stw lmpmﬂedr@t tthe results are

exa d |na n exanmpl e,
o TR 10 B8 RO Sieha B i esg etk P e
[ODSK]GFIGJSC @H@Wa@@humgﬁng?&sums oBMI¥A using eRchstthaskbd BICC
tured inmage 70 was analyzed t o det erm ne whet her

(chﬁmeéh@nw deseriligd heroie| Anea Rautesp femampiching results 86

compared to matching results 84 and 82, the FMNCC technique provides much more

distinguished and consistent matching evaluation for all eight occurrences of the
reference image 76 within the captured image 70, as shown in the white peaks of the
matching points.

[0052] FIG. 9 illustrates an exemplary display image 90 presented by host system 20. For

example, host system 20 may output display image 90 on display 40. In this example,
13
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20

defined range, i.e., whether the pixel was very |ight
or very dark. Based on the analysis, the

w@rsespendi ng pi xel of the masking i nage 78 WwWeGI/E81001/672695
a value of 0. Al other pixels 10 of the masking image

78 corr ondi ng to pixels wi.thin captured i
hoSh LY e fisplay %@&&mﬂ%@e %aﬁv@%({ s 03¢ Fifg- jand
fuMBbiUfclfficsdaentiflers fbikend¥a¥tchMB$&IiDE INRARI {PsiMBSently match

enerated to mask out portions of the captured inuge '
refk@enchamagaypd. deossheatne thermablsing resultheongistier dnfty tig matching regions

backgr.ound pat n . The t hod .of buil di the ..
fow@@r‘%}sﬁ %{égl é‘}g{})una/ ﬁ}eyeng(j‘:ec%?e&fnhca llglgg%w{tblél etH% Paptured image.
Edch T e i@hitcBink ¢8giés 92hie nteaiRddu i@l a b ReE wiltba h¥& lindit{8Rg the

8A- 8C show actual results obtained when different )
rapleppbihameaterang reigiey dispdevediagthescner ef geh saraiedlherank of matching
re%ﬁﬁg Y% fhal P/%re%?a% ¢ %%x%g gef{ef@igee inza%e 9f6 alr:é &ovél’ in%%jckets.

e ‘Tresults are shown for purposes conpari son

[06533. FI&A] & hainsexampixaompat wikidoWwi ddgpreseateldtby hdat ybteai 20e6h display

usi ng direct fast Fourier transform (FEFT) for a
AilysEtingcrenaicigRP et TBYrking gAta- QU SURIGTe Py aishen on

: v
g 4 16 TESKS b LSS5 B1LARIESHELL DG o
the kavwnityi dodeh@nt BAor s clilh qray ds wbinbBRd shitvatherhymaty pf security

BT R ol R
inbINEMEIRS R chBAEQLx FBhiflatSRatROVRuAS Widkn EHRREHRI Mage 70. A

result 84 obtained using normalized cross- correlation
logatiom)comidinrdeiof thaskitergpineltfor each oragdhirgteigion 32iis tlisalayed in column

I mage 7. i ... usin 5 equati on.(.1) ~above, . As sho
o0 FgRe g vaFn e R i bty TR R ot SOR D e
rafNRI {eosrde gl 3 eltkitlétRral Nioh REors] shong 16 icgiddn 98, MRich is a number
retroreflective virtual imge 74. [0051] FI G 8C shows @
beaweand) aneatWnil Ky beies thethigpsh %%(&aw%méo‘@ Hliqaggsithe rotation in
F b . )
oSBT o AN N SR, ESEAORA, Dt 0
[0084d|cYiari@s reatbol inse nBlofathel ind 2n tidnhteavE WdECd dsedbual. qulehough described

provi des much npre 30 di stingui shed apd c nsiséfnt ,

forappRISIQT S¥RIPRAION Ot EPPest o temglete Baiching &b ediorgffectikg images
\ BN . . .

ERASLERES (hIRGR DU, POmERSII L TR, AR besootc o
oth@dbahs ¢l sEcWity [ftansts andesmpiatematubingrsptudiiep| dhcscrmg ot

resented by. host system 2Q. For exanple, host system

crBR RGNS e TR RS EyF Piib S0 B%CaTp oy’ 40. 1 n 1t hi <
exanpl e, 13 WD 2008/ 014090 PCT/ US2007/ 072695 host
system 20 presents display image 90 to include
captured image 70 of FIG 5, and further includes
identifiers marking matching regions 92 found to
sufficiently match reference i mage 76. As shown, the
mat ching results consist of only the matching regions
for which host system 20 found the entire reference
image within the captured i nage.
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5 Each of the matching regions 92 is marked with a

square, with a nunber indicating the rank of the
woraaogli4oe0 r egi on di spl ayed at the center of eaRdil/US2007/072695

square. The rank of matching regions 92 that were

rota {QE&&IBSO fromthe reference inmage 76 are shown in

brac [0053] FIG 10 is an exenplary out put

wi ndow 94 presented by host system 20 on display 40
illustrating exanple tenplate matchi ng data. Qutput
L.wi nddwmodeynisinghown on 10 display 40 (FIG 2) after

host system 20 has. an zed..ca 70, oht ai. ned

fr o R Radne S RN ERe 838 haRrhCRRGwEr, SR E
poEOGDOMNEE s¥dulify dﬁdﬂﬁfenpi@ﬂu&espzi s&@BfH infayge h@ﬂﬁ% b TRt eestefictive

docunent authenticity. illustrated in FIG 10,

fegfyrqrnd weﬁ@&megmreﬂleﬁmqfaeyrea row for each of six
It enpt%af'ctu?at &ﬁﬁ%&) H&%a}mﬁ&h&%s C@(R’}eﬁtﬁﬁ Hew rgﬁ:réoﬁce image
ocation cC I nNa (0] center IX8| ac

ase@liarbd With Itl&gﬁ@ﬂre&%relf&cmesﬁahtapﬁeﬁldl the caituat 1r115geﬂﬁ;1ﬂgm nxsking
y] formw th the upper left corner as the origin. The
m}%&?éﬁtﬂ%@@ﬁi@f@motheceazurgfiémageaﬁ%d according to their

corr I

marsay VB R 57 ork st Bl B h [ kS e and the

capotrat inmagecol umm 100 indicates the rotation in degrees
of each of the matching regions 92 with respect to
reference image 76. [0054] Various enbodi nents of the

2.1 nvertd aBhbaveciheen, WeSeh Brdlatifb &Mgﬁﬁe@%&ﬁé@ﬁ@h crd%s-

for purposes of explanation with respect to tenplate
comstation hgtvesfen fthet nebaresfoe emage/and theg@ﬁurevl/umhgwmwm ty
doc unent cribed herein may

DoC diEtaBne b afusERaap SHAR B ERLUER FhAET Sat or o6 and

te ”mg@lﬁngmﬂe GhisRigSnbp@to o saptllae $Ra@d obtdheh masked image;
enbodi ments are within the scope of the foll ow ng

cl ai Getculatipgwoopmalszed ragsgopciiosbgwren frgosskedimggernd the

0 onprising: capturing an i nage of at | east
regeTeIée%gge q?&a security docunent, wherein the 5

por tiodifyahg theeakbatatrd dgymd baidneeods-done | atide svith asmes]kﬁﬂg dffect

i mage having a first retroref]ective feature a
megéaismp?eé?r}t&géhff Bdieioy & an At E@ relPRAs BRI %mﬁgﬁﬁ@re&t each
mXehi %qg[g cross-correl ation between a reference inage

asso ed with the first retroreflective feature and
t he captured i mge using a masking inmage generated

from.t he r.ed d 1Q .out utt| |nd a .of

RN R A S A T L

the captured inmage. 2. The nethod of cI aim1, wherein

caI{MJIXq\t,i ng [the nodified normalized cross- correlation

W earcendeandmggefianthetdiracisapt efitbelraferage image, m(x,
WY T 45t V)

x,¥

v) represents the masking image, and a represents the modification strength.
4. The method of claim 3, wherein modifying the calculated normalized cross-

correlation with a masking effect modifier comprises modifying using a masking effect

modifier in which a = 1.

15



10

15

20

25

30

15 generating a masking imge fromthe captured i nmage;

applying the masking inmage to the captured image to
W@bioalonog masked i mage; cal cul ati ng a nor nmal | REHUS2007/072695

cross-correl ati on between the masked inage and the

reference, i difyin e cal cul. at ed .
5'nor. qf?%%}o@m g@%%@r‘?’@%ﬁ‘iﬂu %%SQ%P’E‘#G&O ﬁlﬁf‘ggé‘ﬁlff‘e’éta 20
refBRbERSe ViRR $988E hAGwhBRid ﬁiﬁlﬁngfhetrﬁe?skﬁigzlﬁl gé td A€ captured
reference image t0 a masked area at each chi ng

imagg ramoves at [Ths apertimndofdhe witrarafictivanhisuali imagh érormtbk cagured
ieffect nodifier is of the form a {M x Nz } where M
& Nt define the dimension of the reference i mage,
m x, Ynm(x+u,y+v) X,y 25 y) represents the masking
I mage, and a represents the nodification strength. 4.
6.The hiaetodpf elpian A 3, wherein nndlfylng t he

cal C\Wleq‘&%q?@%{agﬁn%%ﬁﬁ%e GhA T cal c ﬁfré(? nnga(% %3? %%Itqﬁ'ésl%% é)f a plurality of

maski ng e rconp
pikdskindg ef fect nodifier in mhlch a=1. 30 15 WO
2008/ 014090 PCT/ US2007/ 072695 5. The nethod of claim
2, wHesrein geppratiage awaklpét%g@ém@étsﬁwttf%% Rixel q éheamaskmg

m{a LEPL E[—(slt &Itk Vol ohﬁﬂg?me@ﬂﬁth\%%tﬁ&ﬁ 1@1@% gfésanatgbrlghtness

e maski ng 1 mage t e captured 1mage reno
vallmattmdte pprctieﬁ:mndaﬁngdm“ reghtreseddlesst andesettingt thapixichefgbe masking

. fromthe c ture ma The hod of cl ai 2,

il Seopd S Riee ﬂ}eréggsra%ﬁmtgw% R S

bri RS $Abe folthﬁ‘l tR eraéléﬂn)éd Sfnge R ¥ALBneARMIAEr €1 N
generating a nmask Ing | mage conprises setting a pixe

of the masking 10 image to a first value when a

corr i Xe f.the capture

7001 GRRABSEoR S Rkt Ahnbi SR RE AR HS pf R gRed range of
brbgh'trw@i 06 fYéth UB®ng amiursied tof PeedefiBeddiaXds dTbrih@ess values based

maski n i mage to a second val ue when the

mb%ﬁ@é@%ﬁﬁd?ﬂgﬂbﬂﬁ@ﬂn%ﬁ the captured i nege has a
bri ghtness value within the pre-defined range of
bri ght ness val ues.
8. The method of claim 1, further comprising determining matching regions within

the captured image based on the calculated modified normalized cross-correlation.

9. The method of claim 8, wherein outputting indicia of one or more matches
comprises displaying the determined matching regions and a correlation score

corresponding to each determined matching region.

10. The method of claim 8, wherein outputting indicia comprises indicating a failure
to find any matching regions within the captured image, wherein a failure to find any
matching regions is determined based on a predefined score threshold and a minimum

required number of matches.

11. The method of claim 1, wherein calculating the modified normalized cross-
correlation between the reference image and the captured image comprises calculating the

modified normalized cross-correlation using a fast Fourier transform.
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15 7. The nethod of claim®6, further conprising
sel ecting the predefined range of brightness val ues
WO e@aoateng a plurality of predefined ranges oPCT/US2007/072695
bri ght ness val ues based on a type of the security
docupent.. 8. The netpod.ot claim1, further conprising
1Zdet et MPHTHG AN AYNTREREMLIHIIHAPPTOWE he capt ur ed
| Mg BAgEdaRelilR @l Bub&ird, mg@uréd B R ABIch & @%Dortion of an
cross-correlation. 9. The nmethod of claim8, wherein
artelt pubareinghé pettion af thic aothade tcludios @ sevatiphiesge bevipg iadest

i spl ayi t he determ ne tchi regi ons and a
refigRPaftl e b S SaE S T s T B0eh Geter m ned
mat Chfalioms$k@l aBmARed BrossT B RIGHOUMNCC) iodu B, to WhIekIQich
out putting indicia conprises indicating a failure to

medifgd garmatiged piopycoreqdptemsbofiv e arcfaience amegs exgosiptad avith the first

. Y o Cohi Py .
BTELN BLA 08 TLEHLI 15
captun¢dmimmges &@ui r ed nunber of matches. 30 11. The nethod

of claim1, wherein calculating the nodified )
nor riafisplay ia.ewRy indigia0f PRE PHOBETHiERT tehkcendheFererce image

Iq Iﬁggdhﬁ captured i mage conprises calculating the
mhﬁ%???e nor%ﬁlized cross-correlation using a fast
Fourier transform 16 WO 2008/ 014090 PCT/ US2007/ 072695
12. securi.ty. docunen ut henticati on device
1 ompf SRR o ChpRUR A2 HBFT SRR ecel ve a
capt igskihd g e Yendhtot nefhtdPPabiRe Rhad@roR tfld Gbfired image,
wherein the portion of the article includes a security

i magehdramithgF¥MNGE stodulkeeppbesctht ewsking imege torthe eaptiirad image to
N A e M T
infagk 6hd thc@cRreno® tthideethd@bdiict 2REakRSSE @Mk Bl el dré¥3-correlation

bet ween a reference i mage associated with the first

witlep sleing sffestyeodi Ben rgpissentigg tleratia pf thesdreiordlparcfpspneg image to
aﬁ@%&éh%ﬁeaia%&%@%@ﬁgg&%oﬂOm the captured imge; and
a di's |

play to outpu I Cia of one or nore matches
bet ween the reference imge 10 and the captured
i mge. 13. The aut hentication device of claim12,

i
1% ur ¢ Hsraudhsmpiestionigvics okgkndg i mage generator to

geneg Rl Eindh B Mg dRIAd OB hRE FRREUEEHhIRIE of a plurality of

wherein the FN%K%gnﬁ%%Ie apﬁ%?es t he naéﬁ?% | mage Pél Y
pik¢le apdpt ured i mage to 15 obtain a masked i mage,

cal cu] ates, the nornmali zed C{oss-corr%jatign betmegn )

t he egﬁlg&he rnaskmg 1mage generator generates the masking image by setting a
pixel of the masking image to a first value when a corresponding pixel of the captured
image has a brightness value outside a predefined range of brightness values, and setting
the pixel of the masking image to a second value when the corresponding pixel of the

captured image has a brightness value within the pre-defined range of brightness values.

15. The authentication device of claim 12, wherein the FMNCC module determines
matching regions within the captured image based on the calculated modified normalized
cross-correlation, and wherein the display displays the determined matching regions and a

correlation score corresponding to each determined matching region.
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i mage and the reference imge, and nodifies the

cal cul ated normalized cross-correlation wth a
wore@Riongoef f ect nodi fier representing the ratiBCDUS1008072695

size of the reference inage to a nasked area at each

tching region. 20.14. The authenticati.on .devicge of
Lipt %ag{th%?f&%ta AT A Viege tﬁﬁaeﬁlfp?és il pgsport.a
crbdTPERd 3G dSRAIRAIIGEEh@f 2 BrtR |k BchieYorof secﬁ’t‘it&"%ﬂo@um@tﬁd

wherei n the maski ng i nage generator generates the
maski ng i mage by setting a pixel of the masking inmage

e apt Ueh ot iR R ™ B P RS 1 PG fladylgtoutetes e

mPdiGiee homedize@Bees-edrrdistid@hisiessravar digier tradoret ti ng the
pi xel of the masking inmage to a second val ue when the

correspondi ng pi xel of the <captured imge has a

ri - it hi re- ' . Fange of
lggr i g egaglz@enéa tg)glsd.%}cg 5 @ CE?E@ lgu’ﬁ‘ﬁgg{ é|0::M’jtE ?}Sg%ndevi ce of
cl ai 4 ilidge wioeree infodulhetolshuChonmgtir &l ideige and aéidrasd of reference
mat ching regi ons within the captured image based on
refoRRnCE AMEEAS A M SHARS Ho FABIRAMESAN] 1 085 cor T ol at i on,
and [ ﬁité}fafcg %o Ha'céigle ﬁyerq%lﬁﬂ l ¥&irg the el enm iﬁﬁge from the library
mat ching regions and a correlation score
ofaoferemsp cafclieng immgegcthedet dremutiedticamitoo Micnige regewes thelsélected
g\f}) 2008/ 014090h PCT/ US2007/ 07($ 95 16. The
refe e AT P PO RASE S1O48°CPSTHT 12, wherein the article
is one of a passport, a credit card, an
identification card, a birth certificate, or a
1% ec uFha apthppticatmtdevice of Them a1 fuethet wamnirsmedevi ce of

claim.l2 erein e F modul e, cal cul ates t he

roai 1 e SRR D SR i PE BRI T TRl reforence
refe@étick @hagdsangfigdlides 1% refdrencauinbgat i cati on device of

claim12, further conprising: an imge storage nodul e

to sWerreintanautoaptigrdegunpridecniifigr seleqththg rgfersnce mage dipsethe
' . el ' . )
R R Pl S PG S REC BOE o TBR imae
wisetiaché mghdrtieati@f doveseaetricnatic kelosted ederbnderiaraye frofn the image

referegce ref erence i nages, wherein the authentication
stefags wedylst ri eves the selected reference i mage from

the i mage storage nodule. 19. The authentication

device of claim 12, further conprising: 15 an inage
20st or Agecunibyd db@intont sytbergichtien Gaptucedprisiege and a

library of refergnce  reference.inag hat includes .
the. PEIERe AR (RUES Wik SHET. A B Ottt |G gtk an article
whaeRtthd péHios 8F BelastidiOmc[RESE SRGHt) R hh APt retroreflective
library of reference reference inmages based on
feathen asteetcrend isyorsflcetive featpraured i mage, wherein the
aut haelrl]éslt %%t[elt oﬂlagﬁ,aél fistel & trrlr()ld%/e%snotl*rlﬁglizse%l c?gsts-%g)rrg: a{igﬁ Q%Ren a
i mage Tr e Hhye
reference image associated with the first retroreflective feature and the captured image

using a masking image generated from the captured image, and outputs indicia of one or

more matches between the reference image and the captured image.

21. The authentication system of claim 20, wherein the host system generates a
masking image from the captured image, applies the masking image to the captured
image to obtain a masked image, calculates the normalized cross-correlation between the

masked image and the reference image, and modifies the calculated normalized cross-
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20 storage nodule. 20. A security docunent

aut hentication system conprising: an inmge capture
waelewsoetodhat captures an i mage of at | east a pRCT/USWOTO72695

an article, wherein the portion of the article

BT BT CbTREhE oot BRUUIE FeE A a0 of the size of the
ref@ddceRhseotd ﬂi@skfeﬁ afeu rafeeacmﬁatanﬁ Odgicy st em t hat
cal cul ates a nodified nornal |zed cross-correl ation
between a reference |nage associated with the first
etr reflective fe tur red e si.n
2 DR Br S e BT e L el g R pature
is @l#&t&%ﬁedtﬂg ivirhal PhagdNendoWherbRItBe Adt 6Y1esm Rehovre At ehg a portion
reference i mage an t he g@gtured i mage. 30 21. The
ofghe Wéfﬁqu@ﬁ'tli’%ﬂﬁyﬁﬂslﬂ@ﬁ? gpnctharsnteed ippes B #pplviag Hisgnasking
e t. maski ng i nage fromthe captured
‘“%%a%é@kg%%ﬁ&%‘ggﬁg masking image to the captured
i mage to obtain a masked inmage, calculates the
nornal i zed cross- correlatlon bet ween the . masked |na%
(0)

Ziand teeuhendrditesyriragd clamdOnbather eampirdngalighiisqrre
1112181?152&% ﬂgt% %g[}]&%\n re}ﬁt ‘é(ﬁs ?%I gg&g?&% gﬁ%}g gT g %%9@24&3%@9[5 a viewing
posﬁtnme&eiwharrgntth@m@eloapmfe ddvecess mamgedtah‘éle viefieg poggon.
image to a nasked area at each nmatching region. 22.
The authentication systemof claim 21, wherein the
2@%0&%&@4&)@& .ive feature 5 is a retroreflective
virtual image, ‘wherein the host system renpoves at
| easqapalrmgranilmﬁge @ﬁattkh@t g portion of & decumant,whrareinlthd paagen of the

el AR ER LIRS s B BB AR a TR RE, o1 a0

of Cdaijulatid@,a thotifib@hoBRIMREd SloRgcdrdldt@AtbesvddhGerefe@ent image
illumnate the article, wherein the light source is

asaigipdyeeh dhe Bt %ﬁ@llreearrcfeﬂhawm@reﬂ@nagwm npaslypg jraggsrgenerated
t capture device is arranged at
ba?%go%%gw gr%igg} %{:Tga%ﬂ 24. A nmethod conpri sing:
captautpurgn@indicimgoneforatiort aastheabgorctn tie referemce image and the
docupent, wherein the portion of the 15 docunent
CAPESLHRAECan i mage having a first feature and a second
feature; calculating a nodified nornmalized
cross-correl ati on between a reference i mge
25 s s CEhcanetiodf tlainh 24, fwires¢in fileafinst aldaaedoﬁdfeatumstam Bt and second

S e e R P A S
comirkBES é}l’ﬁflg\ﬁﬁr}nislkﬁlgr i#fa86 RNGE chptBLE iAAgk {h8moedat least a portion

capture
of the second ultrav1olet pattern from the captured image.

26. The method of claim 24, wherein the first and second features are first and second
printed visible patterns, and wherein calculating a modified normalized cross-correlation
comprises applying the masking image to the captured image to remove at least a portion

of the second visible pattern from the captured image.
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25. The nmethod of claim?24, wherein the first and
second features are first and second ultraviolet
w@aio8e14030 and wherein cal cul ating a nodi fi ed PCT/US2007/072695
normal i zed cross-correlation conprises applying the
skj.ng i e.to. t capt.ured image to renove at | east
27 pﬁhtq o OB?lalff%E‘is“éltﬂaﬁa M Yer oA Grivfe Is&:Hppiric fepfyre, and

whEinCARLIMHRS aInTRGBed ¥EmaliR& FBLshQe ot lc8inptid4 applying the
wherein the first and second features are Tirst and
mgskggnichagptéd thicedptuiesliitilage patctrova et leastd pattemedfihe biometric feature
fcalculatin .a nodified normalized cross-correlation
H@Bﬁ%?%@lg Bﬁﬁ?ing the masking image to the captured
image to renove at | east a portion 30 of the second
visible pattern fromthe captured i mage. 19 WO
2008/ 014090 PCT/ US2007/ 072695 27. The nethod of claim
24, wherein the second feature is a bionetric feature,
and wherein calculating a nodified normalized
cross-correl ati on conprises applying the masking
image to the captured image to renove at |east a
portion of the bionetric feature fromthe captured
i mge. 5 20
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