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A METHOD AND APPARATUS FOR PROTECl'ING DATA FROM MIS· 
SYNCHRONIZATION ERRORS 

rm.n or TU JNDNTION 

This invention mates generally to data processing syste~ and more specifically to a 
system for ensming that a mis-synchronization between a read head of a magnetic disk drive 
and infonnation stOMd in the drive does not iault in erroneous data ietrieval. 

BACKGROUND or THE IN\1BN'DON 

Digital data processing systems typically include data storage devices. for example, 
disk drives. Data is JeCOnlecl on the disks in concentric tracks, and each track is divided into a 
number of "contiguous" sectors. often with pps separating one or mom of the sectors. Data is 
retrieved (read) from or stored (written) in the sectors by a read/write head. As the disk rotates 
under the head, data is, for example, read from a particular sector when the head is over that 
sector. 

To begin a read or write operation the head is moved to the track containing the selected 
sector. Unless the head 'Was used in the immediately preceding read or write operation. the 
head, or moie specifical. . dmer and cloi:k ciJCUitry associated with the read/write operation, 
must then be synchronized to the disk so that the information rotating under the head can be 

read. Once the circuitry is synchronized, the head locates the start of the appropriate sector 
and performs the read or write operation. If, for example, during a read operation, the start of 
a sector is not exactly located. inappropriate information read from the disk may be interpreted 
as data. 

The data are typically stored on the disk in encoded form. Prior to recording, the data 
symbols are encoded using an error coriection code (BCC). Encoding the data avoids the loss 
of information through misinterpretation of the ietrieved data, should one or more of the data 
symbols become corrupted due, for example, to a defect in the disk or to noise signals in the 
read or write channels. The result of misinterpreting the retrieved data symbols is erroneous 
data, and the error cOtTeCtion code is employed to, as the name implies, correct the erroneous 
data. 

Specifically, before a string of data symbols is written to a disk, it is mathematically 
encoded to fonn ECC symbols. The ECC symbols are then appended to the data string to fonn 
data code words - data symbols plus ECC symbols - and the data code words are written to, or 
stored on. the disk. When data are read from the disk, the code words containing the data 
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symbols me~ and mathematically decoded. During decoding, enors in the data are 

dmctecl and, if posst"blc, comc:tcd tbroup manipulation of the ECC symbols [For a detailed 

description of dccodin1 see Peterson and Weldon. Enpr Com:;ctjcm OJdps, 2d Edition, MIT 

Pre8'9 1972]. 

Recd Solomon codes are often used as ECCs fot data nx:ontcd on disks. The Reed 
Solomon codes are cyclic codes, which means that if x1, "2• x3 ••• xn is a code word, where 

xi are code word symbols, then "2• x3 ... x0 , x1 is also a code word; x3, x4 .•. xn• x1, x2 is 

also a code word; md x3, x4 ••• Xn• x1 *' "2• may be a code word, where x1 • and "2• are, 

respectively, symbols adjacent to the code word, for e11111ple, the first and second symboJs of 

a next code word. 

As discussed above, the code words ue mcorded on the disk in the contiguous sectors. 

A head that is out of synchronjsm with the information recon:lecl on the disk may start reading a 

code word after one or more bits or one or more symbols of that code word have rotated past 

the bead. It thus finishes reading with one or lllOle bits or symbols of the code word recorded 

in the next sectar or with one or more bits of infonnalion reconled in a gap between the two 

secJOn. If the mis-syncbronizaon is by an integral number of symbols, die infonnation read 

from the disk may fmm another code word. If so, a decoder can use the retrieved symbols to 

"coDect" any erroneous symbols in this code word. 1be decoder forwards these error-free 

symbols to the system component that request.eel the dala, and the system then further 

processes these symbols as if they are the requested data. 

To prevent synchronization errors from msulting in the alteration of data, prior known 

systems have, before recording a code word, included in the ECC symbols a 11coset leader .11 

When the code word is later retrieved, the decoder removes the coset leader from the ECC 

symbols before it conects the data symbols. As discussed below, the coset leader can be 

accurately removed from the rmicved infonnation only if that information is the recorded code 

word. Oth~isc. mmoving the cosct leader will most likely result in the introduction of an 

uncmrcctable number of errors, since the coset leader is "removed .. from symbols other than 

the ECC symbols to which it was, for example, added. 

The cosct leader can be any sequence that does not belong to the code used to encode 

the data. If all possible code words me cons~ as a group. adding the coset leader to the 

BCC symbols in the code words, in effect, shifts the entire group by an amount "b." When the 

coset leader is later mnoved from the ECC symbols in each of the code words, the code words 

are shifted back by the same amount b to the original code words. If a code word is misread 

doe to mis-synchronization of the head, the resuk of removing the coset leader from the ECC 

symbols shifts the codeword by an amount other than b, which usually results in the 

introduction of a uncorrectable number of errors into the code word. 

The coset leader can be thought of a sequence of patterns or values, one value for each 

of the ECC symbols in the code word. In some prior known systems, the coset leader consists 
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of a series of identical p$1DS, for exampl~ a series of I 1J. The encoder thus adds (modulo 

2) the same constant to each of the ECC symbols and the~ removes that cOnstant from 
each of the retrievect ECC symbols. 1be hardware n;quiNd to bandle the coset leader operation 

consists of an adder and a dedicated oao-symbol-sized 1>11ffer· 
Using the same pattrm, or coset leador constant, foi all of the ECC symbols does not 

yield as high a level of.protection as using acoset leadel'. t1Jat consists of a sequence of different 
patterns. If the coset leaderconsisls of a npated ~.it is coaceivable that a mis-. . 
synchronization may leSU1t in information that decodes • a legitimate code word, that is, as a 
code wonl with a ~e number of mun. "Ibis maY ~.for example, when the coset 

leader constant is coaectly removal from.many if not IDCISt.of the amievecl BCC symbols. A 
mis-synchronizaon ii mme likely to n:su1t in the introcluction of an uncorrectable number of 
mors when a sequence of different patterns is Used a the Co.et leader. 

There~ a prObtem with using~ paatans, ·.-.iy, a significant amount of 

buffer space is rcquircd to - ~ ~. If, for~.,, the code WOid contains It m-bit 

ECC symbols. the mcOder mimes k •bit buffers. 'lbis''is ·~ contrast_to the single m-bit 

buffer required in the systam that use the same constant tOr each of the Etc symbols. There 

is thus a trade-off between buffer space or chip "real estate• and the pmtec:tion of. data against 

mis-synchroniDton errors. 

SUMMARY OF TllB. INl'ENTJON 

1be invention is an encoder that generares. from a Single coset leader constant, or 
symbol, a coset leader, which is a series of km-bit symbols that resembles a random sequence. 
The encoder is initially set to an m-bit iaidal coset leader constant. It then encodes this constant 
to produce the (k-1) remaining m-bit coset leader constants. These constants are produced 
simultaneously with the BCC symbols and are combined. i.e •• XOR'd. with the corresponding 
symbols before the symbols are conc&tenated with the data symbols to fonn a code word for 
recording. Accordingly. the k coset leader constants need not be stoR:d in buffers. 

The corresponding decoder similarly generates the Coset leader from a stored initial 
constant. It XOR's these constants with the ECC s~bols in a retrieved codeword as part of a 
demodulation operation. If the head that lead the code word was in synchronism with the 
stored information, XOR'ing the k coset leader constants with the ECC symbols of the 
retrieved code word removes the coset leader from these symbols, and thus, reproduces the 
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original ECC symbOls. Otherwise. the XOR operation combines the coset leader with a shifted 

venion of itself and inttoduces into the mrieved code word a mnnber of errors that exceeds the 

error correction capability of the ECC. 
When the code word is thmftcr decoded, the decoder will not attempt to correct the 

data retrieved by a mis-synchroniml head. It will instead label the data as uncorrectable. 

Specifically. the encoder cncodca the data symbols in acccxdance with an ECC over 

GF(2m). and produces t m-bit ECC symbols. The mc:oder i~ludes, for encoding the 

constant, an m-stage linear feedback shift register (LPSR), which is set-up in accordance with 

a maximum length polynomial in GF(2). The LFSR is pie-set. or hanlwiml, to initiali7.e to the 

selected initial coaet leader constant. In tbe pmared embodiment the coset leader is encoded 

over GF(2). tbe initial coset leader constant is 100001011, and the encoder is set-up in 

accordance with the polynomial x 9 +x8 +x 7 +x3 +x2+1. 
To produce the ECC symbols. the encoder encodes the data symbols in a conventional 

manner using an ECC-symbol genenator and produces. ink 9-bit Mgisters, the k ECC 

symbols. When the first of the ECC symbols is s~fted out of the generator. the LFSR is 

initialized, so that it contains the initial coset leader constant. 1be contents of the LFSR are 

then XOR1d with the first BCC symbol. 

The LFSR js then shifted to update its contents in accordance with the polynomial set 

forth above. This produces in the srages of the LFSR a next coset leader constant, which is 

XOR'd with the next ECC symbol shifted out of the ECC symbol generator. This shifting and 

XOR'ing continues until each of the ECC symbols produced by the BCC-symbol generator has 

been combined with a conesponding coset leader constant produced in the LFSR. 
The encoder next re-sets the LFSR to its initial condition for the next code word, and 

again encodes that constant to produce the k-symbol coset leader. 

The conesponding decoder uses the same LFSR to produce the coset leader constants 

that are removed from a retrieved code word. The decoder also includes a demodulator, which 
demodulates retrieved information into code word symbols. As the demodulator shifts out the 

ECC symbols, the decoder XOR's them with the contents of the IJlSR, shifting the LFSR to 

generate a succession of coset leader constants, as discussed above. 

The hardware n:quirm to produce the coset leader is minimi7.ed by using the hardwired 

LFSR. Accordingly, a k-symbol buffer is not needed. Further, thcM is no delay introduced 

into the encoding or decoding operations by the LFSR. since the LFSR supplies the coset 

leader constants to the XOR gate at the same times as the encoder or decoder supplies to the 

gate the corresponding ECC symbols. 
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11m DISCJlinJON or TRI DRAWINGS 
·: ; 

1be above and fiuther advantages of the invendon may be better understood by 
referring to the-following description in conjunction with the accompanying drawings, in 

which: 

Fig. 1 is a functional block diagram of a system constructed in accordance with the 
invendon; and 

Fig. 2 is a functional block diagram that depicts in more detail an BCC symbol 

generator and a cosct leader generator of Fig. I. 

DBTAD.BQ DBSCBJnJQN or D.J,USftATJD IMBODJMEND 
. ~ . 

Referring now to Fig. l, an encoder 10 includes an ECC symbol generator 12 that 

enc• d data symbols ia accordince with an ECC owr GF(2m) to produce km-bit ECC 
-symbols. The-encoder also includes a coset leader generator 14 that produces k m-bit coset 

leader constants. An XOR circuit 16 ~mbines the constants with the conesponding BCC 

· symbols, as those symbols are shifted Out of the generator 12. -The resulting symbols are 

concatenated with the d data symbols vi'l multiplexer 18, to' fonn a code word that is recorded 

on a magnetic dist (not shown). 

A decoder 30 later retrieves the ECC coclc word from the disk and in a demodulator 32 

reproduces the d data symbols and the k ECC symbols. As the ECC symbols are shifted out of 

the demodulator 32 they ire XOR'd in XOR cimlit 16-with the coset leader constants that are 
produced by ·a coset leader generator 14. 'lbe-XOR circuit 16 thus removes the coset leader_ 
from the retrieved code Word. Assuming there is no mis-synchronization, an error corrector 34 

manipulates in a conventional manner the data symbols and the ECC symbols concatenated 

theme> via multiplexer 36 to correct, as necessary. any emJl'S in the code word. 
If there is a mis-synchronization, the attempted removal of the coset leader results in the 

introduction into the code word of an uilconectable number of errors. The error corrector 34 

thus does not attempt to correct the code word. It instead signals a system controller (not 
shown) that the code word is uncorrectable. The controller may then request that the code 

word again be retrieved from storage. The decoder will thus not inaccurately com:ct 
information that was retrieved when the head that read the infonnation was out of synchronism 

with the stored infonnation. 
Referring now to Fig. 2, the coset leader generator 14 consists of a linear feedback shift 
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register (LFSR) ~'that is hardwired to contain, when mset is enabled. the initial coset leader 

constant. The LFSR 40 has m stages 44 and a feedback path 46 that combines, in XOR gates 

48, the contmts of selected ~ and supplies the combinations to other stages as update 

values. For ease of understanding. the reset line is shown in the drawing as an arrow and the 

clock line is omitted. 

In the prefmed embodiment 1he LFSR 40 baa. nine staps (m=9) and is set up in 

accordance with the maximt.1m length polynomial x9 +r+x7+x3+x2+t overGF(29). The 

initial coset leader constant is 100001011. When the RBSBT line is asserted. the LFSR 40 is 

set to the its initial state, with the contents of each stage 44fanning1hc first coset leader 

constanL :Each shift of the iegister thereafter changes lhe state of the register and produces in 

the stages 44 a new 9.t>it coset leader coastanL After k-1 shifts of the register, the LFSR 40 
has produced a series of k 9-bit symbols {k<2m} that reaemblcs a random sequence. 

The sequence produced by the LFSR 40 bu the property that XOR'ing it with a shifted 

version of itself produces another random sequence. Accontingly, a mis-synchroniation of 

even an integral number of symbols results in the decoder intlOducing an unconectable number 
of errors when it attempts to remove the coset leader. 

Refening still to Fig. 2, the BCC symbol generator 12 receives, with a switch 11 in the 

closed position, d data symbols and opera&es in a conventional manner to encode these symbols 
in accordance with the ECC, to produce k ECC symbols. When the encoding is completed, the 

ECC symbols are held in k registers 13. These symbols are then shifted out of the generator 

12, one-by-one, while the switch 11 is in the open position. 

When the fust ECC symbol is shifted out of the generator 12 to the XOR circuit 16. the 

LFSR 40 is at the same time re-set to contain the initial coset leader constant. The contents of 

the k stages of the LFSR are then combined by XOR circuit 16 with the corresponding m bits 

of the first ECC symbol. The XOR cin:uit 16 preferably consists of m 2-bit XOR gates (not 

shown), which operate in parallel. 
As the next ECC symbol is shifted out of the ECC generator 12. the LFSR 40 is also 

shifted and its contents again applied to XOR cin:uit 16, this time as the second coset leader 

constant. The XOR circuit 16 XOR's the constant and the ECC symbol, and produces a next 

symbol for recording. The two generators and the XOR circuit continue producing the various 

symbols and constants until all k of the ECC symbols have been combined with the 

corresponding coset leader constants. 
In an alternative embodiment, the coset leader generator may be shifted a total of k 

times and the initial coset leader constant used only to initiali7.e the LFSR., rather than as the 

first symbol of the coset leader. The LFSR is thus re-set before the first ECC symbol is shifted 

out of the generator and thereafter shifted each time the ECC symbol generator is shifted. 

In another alternative embodiment, a buffer (not shown) stores the initial coset leader 

constant, and supplies the constant to the LFSR at the appropriate time. As desired, the buffer 
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may contain a plurality of initial constants, so that the lJ=SR may be used to produce one of a 
number of sequences. . 

Referring again to Fig. I, the drJcoder 30 that ~ds to the encoder 10 utilizes the 
same coset leader pneratof 14 to produce the coset lcadm:~ that are to be removed 
from the mrieved code wont. The generator 14 is sbiftecl ·4'lring decoding to conespond to the 
production of the BCCsymbols by db, dmiaaclulatof 32. ·l'he XOR circuit 16 XOR's the coset 
leader constants procSuced .,Y ·die pncra10r 14 with tile cOrresponmng l!cc symbols proc1ucec1 
by the demodulator 32 and forwards the resulting~. via ·Dmltiplexer 36, to the error 
conector 34. Accmdingly. the cosetiell4er-..clo .• nqaire bmfering. 

If thC hc8d that letricved the code wonl was in_ lynclmmism with the ston:d 
information, thO.deCoder reDiovea the coset leader &om~ eCc symbols to which it was 
added. Otherwise it. in effect, XOR's the coset leader with a shifted version of itself. This 
produces in the BCC sylDbols mlother ranclom ~ ~ J:eiu]ts in an uncorrectable 
number of errors in tbO code word and the code woid beinl b-peted as corrupted. 

n is smprisina that an L.FSR can. by k-1 cbanps tfu.in its initial state, produce a k­
symbol coset leader that has all the.necessary properties • ~. that raembles a random 
seqUence of k symbols and, when ~OR'd with a sbiftecl velsion of itself, forms another 
random sequence. SiDce the cosetleader can be so~ 1be hlldware required by the 
· coset leader operation is sipificantly reduced fi9m that rcqairecl in prior known systems. 'Ibis 
is criticai because system chips am becoming more compact and mom densely populated. 

The f0!9going description bas been limi~ to a specific ~ment of this invention. . . . .·· :.-· ": .. , •. . . . 

It will be apparent, however, that variattoDs and modificati~ may be made to the invention, 
with the attainment of some or 111 of its_ advantages. Therefcn, it is the object of the appended 
claims to cover all such variations and modifications as· come within the tme spirit and scope of 
the invention. 
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* C L M S * 

What is claimed is: 

1. A data processing system including: 
L an error comction symbol pneralOr for encoding d data symbols using an 

error comction code over GP(2m) and producing k m-bit error correction 
symbols; 

b. a COiet leader generator for encoding an m-bit initial coset leader constant 
and producing a km bit COiet leader u a series of k m-bit coset leader symbols; 

c. combining means for combining 1he k errorcmrection symbols with the 
concsponding k COiet leader symbol~ the combining means combining the 
symbols and const8nts aa they are produced. iapcctively, by the error 
correction symbol pncrator and the COiet leader generator. 

2. 1be data pmcessing system of claim I wbcnin the coset leader pnemtor consists of 
an m-stage linear feedback shift mgister. and the coset leader symbols are the corresponding 
states of the mgister. 

3. The data processing systan of claim 2 wherein the linear feedback shift register is 
initialized to the state conesponding to the initial coset leader constant and then shifted k-J 
times to produce the k symbol sequence. 

4. The data processing system Of claim 2 wherein 
a. the error com:ction symbol generator encodes the data symbols using an em>r 

correction code over GF(29); and 

b. the coset leader generator linear feedback shift register is characterized by the 
maximum length polynomial x9 +X8 +X7 +X3 +X2 + l over GF(2). 

S. The data processing system of claim 4 wherein the m-bit initial coset leader constant 
is 100001011. 

6. The data processing system of claim 1 wherein the combining means consists of one 
or more exclusive OR gates. 

7. The data processing system of claim I further including a decoder. the decoder 
including: 

a. a demodulator for producing from a received signal d data symbols and k m-bit 
error conection symbols; 

b. a coset leader generator for encoding an m-bit initial cosct leader constant and 
producing a km bit coset leader as a series of k m-bit coset leader symbols; 

c. combining means for combining the k error correction symbols produced by the 
8 
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* C L M S *' 

demodulator with the concsponding k cosdt leilder symbols, the combining 

means combining the symbols and constants as they me produced, respectively, 

by the demodulator and the coset leader generator. 

' 

8. A decoder for decoding d dal8 symbols that n encodecl into a code word, which 

includes k m-bit enor correction symbols that have been combined with a coset lcadcr, the 

decoder including: 

L a demodulator for producing, from a mceived signal, d data symbols and km­

bit error correction symbols;.· 

b .. a coaet leader generator for m:oding m ~initial coset leader constant and 
producing.a km bit coset leader as a~,~ km-bit coset leader symbols; 

c. combining means for combining the k enor correction symbols produced by the 

demodulator with the ccnresponcm,g.k.coaet )r.ader symbols, the combining 

means conibining the symbols.and constantS as they am produced. respectively. 

by the demodulator and the coset leader generator. 

9. The decodet of claim 8 wheMin the coset leader generator consists of an m-stage 

linear feedback shift register. 

10. 'Ibe decoder of claim 9 wherein the linear feedback shift register is characteriml by 

the maximum length polynomial x 9 +x8 +X 7 +x3+x2+1 over GF(2). 

11. The decoder claim 10 wherein them-bit initial coset leader constant is 100001011. 

12. 'Ibe decoder of claim 8 wherein the combining means consists of one or more 

exclusive OR gates. 

13. A data processing system including: 
a. an error comction symbol generator for encoding d data symbols and 

producing k m-bit error correction symbols; 

b. a coset leader generator that, from a predetcnnincd initial state, produces a km­

bit coset leader u a series of k m-bit coset leader symbols; 

c. combining means for combining the k error correction symbols with the 

corresponding k coset leader symbols, the combining means combining the 

symbols and constants as they are produced, respectively, by the em>r 

correction symbol generator and the coset leader generator. 

14. The data processing system of claim 13 wherein the coset leader generator consists 
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of an m-stage linear. feedback shift register, and the~ leader symbols me the corresponding 
states of the regii~~ . o·:,. 

IS. The data processing systan of claim 14 wherein the linear feedback shift register is 
shifted k times to produce the k symbol sequence. 

16. The data processing sy.stem of claim 14 wherein 

L tho error correction symbol pnerator encodes 1he data symbols using an error 
comction code over GP(29); and 

b. the coset leader genalllar linear feedbect shift ~gister is characteriud by the 
maximum length polynomial x9 +r+x7 +X3 +X2+1 over GF(2). 

17. The data pmcessina system of claim 16 wherein the encoder is initialized to the 
state 100001011. 
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