1 COwVBI NATI ON MODES FOR NETWORK CONNECTI ON MANAGEMENT [ 0001] The present
invention relates to communication in snall-scale networks and, nore
particularly, to conbining nodes of a conmuni cation device, which nobdes
determ ne availability of the device to forma network connection to 5

anot her device. [0002] As small electronic devices, such as portable nusic
pl ayers, cellular telephones, digital caneras, personal digital assistants
(PDAs), etc., proliferate and receive indreasing anounts of menory and
conmputing power, the need for the devices to occasionally be connected to
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net wor ks (PAN)Jisvedveen devel oped. One standard for such a wireless PAN is
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networks over fow-cost, globally available short-range radio frequencies. For

published Bluetooth standards and other related information, see
www.bluetooth.org.

20 [0003] The first step in the creation of a small scale wireless network, and often
the only step, is the establishment of a network connection between two devices.
A first device may establish a trusted relationship with a second device by
learning (by user input) a secret, known as a “passkey”, specific to the second
device. Through a “pairing” procedure, the first device learns a Bluetooth address

25  of the second device. The Bluetooth address is a 48-bit device identifier.
However, before the pairing procedure can be initiated by the first device, the first
device “discovers” the second device. The first device may, to this end, scan the
frequencies used by Bluetooth devices to determine whether any such devices
are in range. Where the second device is in range and is in a “discoverable” mode

30  (visible to other Bluetooth devices), the second device responds to the scan with,
among other data, an indication of the Bluetooth address of the second device.
The first device may then use the indicated Bluetooth address in the pairing
procedure.



The first device may then use the indicated Bluetooth address in the
pairing procedure. 2 [0004] Accordingly, one of the nost well-known and
basic Bluetooth security mechanisns is the ability of a user to sel ect
whet her a device is to be in the discoverable node or in a

"non-di scoverabl e" node. That is, users place their device in

non-di scover abl e node so that the Bluetooth address of their device 5 may
not be provided to other, non-trusted deviices. [0005] Problematically,
since the Bluetooth address of the second device is permanent, at a |ater
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second devi ce. [0006 1 Mai ntaining a device in non- |scovera node
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when a devi ceecsnddevick.scoverabl e, the device in the closed node rejects
all [0006] Maintaining a device in non-discoverable mode has security benefits, but
has the potential to make pairing cumbersome when the user wants to make a
legitimate connection. it may be considered inconvenient to the user to have to
20 change to discoverable mode when the user wants to pair with another device
and then change back afterwards. Furthermore, such a strategy does not
eliminate the vulnerability of the device to BlueSnarfing attacks.
0007} A network connection establishment protocol is made more secure by
directly associating a mode in which a device does not actively scan for inquiry
25  messages from nearby devices (non-discoverable mode) with a mode in which
messages intended to initiate the establishment of a wireless network connection
are rejected (non-pairable mode) in a combined closed (non-discoverable/non-
pairable) mode. Advantageously, rather than allowing incoming pairing requests
even when a device is non-discoverable, the device in the closed mode rejects all
30 pairing requests. Responsive to specific initiation, the device may enter an “open”
(combined discoverable/pairable) mode, in which the device does actively scans
for, and responds to, inquiry messages from nearby devices (discoverable mode)

and a mode in which messages intended to initiate the establishment of a wireless



30 pairing requests. Responsive to specific initiation, the device may
enter an "Qpen" (conbined di scoverabl e/ pairable) node, in which the device
does actively scans for, and responds to, inquiry nmessages from nearby
devi ces (di scoverable node) and a node in which nessages intended to
initiate the establishment of a wireless 3 network connection are accepted
(pairabl e node). The device nmay be preconfigured to revert fromthe open
node to the closed node after a given dugation of tine or after a given
nunber of pairings have been conpleted. [00081 In accordance with an aspect
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requesting d Vicgre reé onsi edto receiving a request to establish wireless
communi cat i ons“4TYHeY ti%'SCTﬁ aspects and features of the present invention

wi || become [@#Ar ent adcorddr@savitf ariteh Madpecedfithd prdtehhigvadtonuper gevi ew of
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DRAW NGS an antenna, a receiver and a controller. The controller is adapted to, in an open
mode, instruct the receiver to use the antenna to scan for incoming address
inquiries and initiate pairing of the device with a requesting device responsive to
receiving a request to establish wireless communications and, in a closed mode
20 instruct the receiver not to scan for incoming address inquiries and transmit a
refusal message to a requesting device responsive to receiving a request to
establish wireless communications.
[0010] Other aspects and features of the present invention will become
apparent to those of ordinary skill in the art upon review of the following
25 description of specific embodiments of the invention in conjunction with the

accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] In the figures which illustrate example embodiments of this invention:
30 [0012] FIG. 1 illustrates an exemplary personal area network;

[0013] FIG. 2A illustrates modes of operation related to the activation of a

networking protocol,



[0011) In the figures which illustrate exanple enbodi nents of this

invention: 30 [0012] FIG 1 illustrates an exenplary personal area
network; [0013] FIG 2A illustrates nodes of operation related to the
activation of a networking protocol; 4 [0014] FIG 2B illustrates nodes
of operation related to the availability of a device to be discovered by
anot her device; [0015] FIG 2C illustrates nodes of operation related to
the availability of a device to forma nétwork connection wth another
device; 5 [0016] FIG 3 illustrates states of operation, in one of the
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15 | [0020] FIG. 7 illustrates a wireless mobile communication device from the
exemplary personal area network of FIG. 1, according to an embodiment of the

present invention.

DESCRIPTION OF PREFERRED EMBODIMENTS

20 [0021} FIG. 1 illustrates an exemplary small-scale wireless network 100
including five elements, where each of the elements has been adapted to use a
network connection establishment protocol, e.g., Bluetooth. The elements include
a mobile communication device 102, a PDA 104, a printer 106, a digital camera
108 and a personal computer 110. As illustrated in FIG. 1, the mobile

256 communication device 102, the PDA 104, the printer 106 and the digital camera
108 communicate with the personal computer 110 using Bluetooth. Additionally or
alternatively, the mobile communication device 102 may have a separate
Bluetooth connection with the PDA 104.
[0022] Modes of operation for an exemplary known Bluetooth device are

30  illustrated in FIGS. 2A, 2B and 2C.
[0023] Asillustrated in FIG. 2A, when the Bluetooth function is available on a
device, the device may be in one of two states with respect to the function. By
default, the Bluetooth function may be disabled (Bluetooth off state 202 in FIG.



[ 0022] Mbdes of operation for an exenplary known Bl uetooth device are 30
illustrated in FIGS. 2A, 2B and 2C. [0023] As illustrated in FIG 2A, when
the Bluetooth function is available on a device, the device nay be in one
of two states with respect to the function. By default, the Bluetooth
function may be di sabled (Bluetooth off state 202 in FIG 5 2A). A user
may enploy a user interface, including a user input device, on the device
to actively toggle 212 the device fromthé Bluetooth off state 202 to a

Bl uetooth on state 204. Equally, when the device is in the Bluetooth on

state 204, tdre. nsu%rern@yetnqg@,b@uaéﬁsnté}@ceeﬁﬁb@@mtg% tdre iBludabaet howfe state
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once the wevirreeelhaﬁ;erbéerﬂrshcmvmeqoads ptduetersenedrryliOpéquesdies th OsceigeCur i ty
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[0026] Addi tiS0RRAITESSAAE Trohane! ?E?e‘a‘é‘%/|tE‘”ePﬁS§d%Y'%%E@V|SﬁPSatfﬁép%ﬁ?e 8bth on

state 204, thsudgiavheBilmyctbeddiesd offide fidbhivicerode 242 (FIG 2C) by
def aul t. n t[(g&sépal rabl e node 242, the first device accepts pairin
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device. Once the first device has been paired wt

time, perhaps once the device has been discovered, the user may opt, say, for
security reasons, to toggle 234 the device back to the non-discoverable mode
222. In the non-discoverable mode 222, since the device does not scan for

20  messages from nearby devices, the device does not respond to such messages
and the nearby devices cannot learn the Bluetooth address of the device.
[0026] Additionally, when the first device is placed into the Bluetooth on state
204, the device may be in a “pairable” mode 242 (FIG. 2C) by default. in the
pairable mode 242, the first device accepts pairing initiated by a remote device.

25 Thatis, the first device negotiates the creation of a bond or connection between
the first device and the remote device. Once the first device has been paired with
the other device, the user may opt, perhaps for security reasons, to toggle 254 the
first device back to the non-pairable mode 242, While in the non-pairable mode
242, the first device maintains the connection with the remote device, as well as

30 any previously established pairings.
[0027] Most modern Bluetooth devices are the pairable mode 242 by default
whenever the device is in the Biuetooth on state 204 and do not provide an
interface to toggle to the non-pairable mode 242. However, a “non-pairable” mode



the other device, the user may opt, perhaps for security reasons, to toggle
254 the first device back to the non-pairable node 242. Wiile in the
non- pai rabl e node 242, the first device maintains the connection with the
renote device, as well as 30 any previously established pairings. [00271
Most nodern Bl uetooth devices are the pairable node 242 by default

whenever the device is in the Bluetooth on state 204 and do not provide an
interface to toggle to the non-pairabl e ndde 242. However, a "non-pairable"
node 6 244 is defined in the Bluetooth standard, so it is possible that a

device may ingd wi%f@eu%thelgm@tbf)ﬁa@arﬁdar@'écpi\t\/ls%déé%lfe t‘h@té%gic@ m&2 the
device into the non- pairable node 244. I n the non-pairable node 244, the
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[0030] FIG anclbbesmmt&mesmm aid atdlanairoimedeyicediffituttherdi swiay & abl e
node 20 224. The st at es i ncl an | DLE state 302, IN%IJI‘RY SCAN st at e
T0d ana an 10508 AV REret BE LG By Pascy ser VoL s TEHONS MR € he | DLE
state 302 of rdirﬁaaMﬁreaf@k@c@Dde 224, the device enters 312 the | NQUI RY SCAN

state 304 cal | o,scan _for an _inquiry nessage, a CGener al
| nqui ry A S[IQBg%Id h(l épk@j opgratign, qW&hBlru?tooth %ewce thatis to dlgcover other

Bluetooth devices enters an inquiry sub-state. In the inquiry sub-state, the first
Bluetooth device continuously transmits an inquiry message on different
frequency channels. ,
[0030] FIG. S illustrates states of a Bluetooth device in the discoverable mode
20 224, The states include an IDLE state 302, an INQUIRY_SCAN state 304 and an
INQUIRY_RESPONSE state 308.
[0031] When a device is in the IDLE state 302 of discoverable mode 224, the
device enters 312 the INQUIRY_SCAN state 304 periodically to scan for an
inquiry message, e.q., a General Inquiry Access Code (GIAC). If an inquiry
25 message is not received, the device returns 314 to IDLE state 302. If an inquiry
message is received, the device enters 316 the INQUIRY_RESPONSE state 306.
fn the INQUIRY _RESPONSE state 306, the device transmits a response
message to the origin of the inquiry message. The response message includes, in
part, an indication of the Bluetooth address of the device so that, at a later time,
30  the origin of the inquiry message may take further steps to negotiate a connection
with the device. Once the device has transmitted the response message to the
origin of the inquiry message, the device returns 318 to IDLE state 302.



25 nessage is not received, the device returns 314 to IDLE state 302. If an
inquiry message is received, the device enters 316 the | NQU RY_ RESPONSE
state 306. In the | NQUI RY-RESPONSE state 306, the device transmts a
response nessage to the origin of the inquiry nessage. The response
nmessage includes, in part, an indication of the Bluetooth address of the
device so that, at a later tine, 30 the origin of the inquiry nessage nmay
take further steps to negotiate a connectivron wth the device. Once the
device has transmtted the response nessage to the origin of the inquiry
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LMP_not _accegomn] PDIJ i sypibaf mlaemetdewd@cﬁemeth@. pfair@ﬂnid rERS 242 iR whihssae for
not all ow ng i s case, the_ di scovered

_ tﬁ & gal rr g msl%/1 be sgeci i tﬁ
device rmay iNAPEEPE ERECYIREERY gSPohior ?née%‘fe MBWé‘d"‘a“dZBDPO@%T In
revi ew, when RD{ Itﬂfa%hu@lﬂytr@epasﬁngip@@@y@f@&bgses%he first device will reaCt to

recei vi ng.an é i rﬁ nessage froma second device by transmitting
response ' °ned @%ﬁ the,dise ‘f%‘ﬁ‘adl‘éW sgnitha ponpairadiednedr et Jae Q@Fﬁ"%ﬁﬁress

of the first ded@wr@@on@g@@atr@@lmwé FeYAREPDasyiteER LR o€ cBbpekoot h

address for t heU fTII’he LMP_not_accepted PDU is defined to include a field wherein a reason
for not allowing the pairing may be specified. In this case, the discovered device
may indicate the reason as “pairing not allowed”.

20 [0036] In review, when a first device is discoverable, the first device will react to
receiving an inquiry message from a second device by transmitting a response
message to the second device that includes the Bluetooth address of the first
device. Once the second device has recorded the Bluetooth address for the first
device, the second device can send the first device a pairing request (a

25 LMP_in_rand PDU) without regard for whether the first device is in the
discoverable mode 224. It is highly likely that the first device is in the pairable
mode 242, in which case the first device will respond to the pairing request and
allow the pairing to take place. As such, the practice of toggling a device to the
non-discoverable mode 222 for security reasons may not be truly secure.

30 [0037] Clearly, while a device is in the Bluetooth on state 204, the device is
most secure while in both the non-discoverable mode 222 and the non-pairable
mode 244,



device, the second device can send the first device a pairing request (a 25
LMP_in_rand PDU) w thout regard for whether the first device is in the

di scoverabl e node 224. It is highly likely that the first device is in the
pai rable node 242, in which case the first device will respond to the
pairing request and allow the pairing to take place. As such, the practice
of toggling a device to the non-discoverable node 222 for security reasons
may not be truly secure. 30 [0037] ClearI@, while a device is in the

Bl uetooth on state 204, the device is nost secure while in both the

non- di scover a[BfD(éB motteo @ Ricand ddeednodeai? adyeer aragle Fdosdd hdrOP3Bht ik

overview, a 402 ee Fl sed herein that is a

conbi nati on och atﬁ‘g) ese% F&BY%GH@JQO%QBQﬁEgF%“%Ha ® §HIGE 2fifde 244,

Wien a devi céNhsn hnrlciiae l@lraae@ld’@dené&b?mé hBe dBViLE AoHOAS é&%pﬁ&ﬁ;ﬁﬁ&nﬁ@y

pairing request Hﬁ) ];h M% he devi ce responds to a received

LMP_in_rand PEXYSH % THAT BvBefinvicRleapests tpmef:ptye@sl}]\ﬂ%@rraﬂ%w pégh

devi ce i ss5pl apddviP ni® _adep Rleboot h on state 204, the device may be in the
When a user of a first device wants to

cl osed node i&&#ﬁ ef ault
establish a g first Hevice iss plaged inte thiBlugtastie snstale 20éethet he user
may toggle 4li%vtcbenéy &S In lﬁ@\éﬂd‘s%d'rﬁééb 202 BP&BY: dﬁ/h‘éﬁ% %@3 %g@oﬁ%ﬂ’dﬁ' hati on

10 of the discoverabl e node 224 and the palr e first
devi ce may bé&'aRts Brifdablied a ratdthbetweendhe et devide an04 savopd diwiceathe

B Fanged 1o eathinay o &2 LpPiehfefle IF ol SoBh Rl AEnatb ™ o fihatel v )
the firdP débiredisgyerdlamodaged ans ﬁhemmblermodjrezwen node 404 only for a
15 predet er mige@) ”Uﬁpt?;lrs?fjeﬂéé WA a%fec{t% g'i% réln o§8 cjg %ﬁgot e

pr edet er mi ned nunber o arrings,
aut omat i cal | @fr%mf@ﬂﬁfeﬂmmeﬁcﬂercMﬁmﬂemtbdbthé@ﬂlrathsm &tﬁ first @ndee infay de

f t.h d f t first
Govi ce v | o1 RS B RRSGalital SPENT0E i U okl 8oel A0 AR flet Wi co
wi || respondfitsb davige ptayrbmgram;aaietstreﬂﬁlmuaemeﬁlmtﬁé A4 ey partzomat i cal |y

not ted PDU. [0041] As

oL Py 038 JRES AR Rl i el 3SR [ O0f e
predetermined number of pairings, the first device may be arranged to
automatically return 414 to the closed mode 402. Notably, even if a nefarious
device is able to determine the Biuetooth address of the first device while the first
device is in the open mode 404, the first device will respond to any pairing request

20 PDUs received after automatically returning to the closed mode 402 with an
LMP_not_accepted PDU.
[0041]  As discussed hereinbefore, it is typical for a Bluetooth device to include
a user interface allowing a selection between the discoverable mode 224 and the
non-discoverable mode 222. However, it is not typical for a Bluetooth device to

25 include a user interface allowing a selection between the pairable mode 242 and
the non-pairable mode 244. {n implementing aspects of the present invention, the
user interface may need no changes. Instead, a Bluetooth device may simply be
in the closed mode 402 by default and respond to a user selection, through use of
the user interface, of the discoverable mode 224 by entering 412 the open mode

30 404. The Bluetooth device may subsequently respond to the selection of the non-
discoverable mode 222 by entering 414 the closed mode 402. However, as
discussed hereinbefore, it is preferred that the Bluetooth device revert to the
closed mode 402 after a predetermined duration.



a user interface allowi ng a selection between the discoverable node 224 and
the non-discoverable node 222. However, it is not typical for a Bluetooth
device to 25 include a user interface allowi ng a sel ection between the

pai rabl e node 242 and the non-pairable node 244. In inplenenting aspects
of the present invention, the wuser interface may need no changes. |nstead,
a Bluetooth device may sinply be in the closed node 402 by default and
respond to a user selection, through use 8f the user interface, of the

di scover abl e node 224 by entering 412 the open node 30 404. The Bl uetooth

devi ce may sm@quemflrm dxéﬁ'm? n&thbdef @@@ﬂ@m RIdtratdieinnan: sdhssaviegabl e
node 222 by enter| h osed npde . However, as discussed

her ei nbef or e "§!ith¢ agYiF%fSe'F’rﬂé%iC‘loﬁ%‘E’ Mase ‘EQ?u@t defemt.dbe dewce slardetepnippe

cl osed node /\'»Qap@byﬁvvhathlafgd@&@m@@%@u{@&b%r&e [TQ)Qj@zj24A1&fé b&dn exenpl ary
met hod of operation is illustrated in . Assum ng that the device is

in the cl osedeiRiRs: Mpheregbihalpuch @ﬁ@qmi%@tmn%ﬂ@ﬂmme fesnep 502)
whet her a5re%lf‘eﬁeot hEMBEe HRG HSHAMET leg nfﬂb%ezl@z?ﬁnd‘@é t RN at ér?&@%e‘é‘%‘d In

the event that such a request’is determ ned not t ave een recei ved
t he devi ce néyihedgyice detaamingsdbada muestBrentadthealiscoverabie rmatier&?ﬂé@aest

IT the devi C%g?@?%ﬂ#%ﬁ@%c@eﬁ@%’&ﬁén Bn%dgﬁgﬁr(%%g%gg Sﬁ%};&?’p‘i %Jf?ede 224

has been rec evi ce entersS open no

the device tallesshe hecersaasstapy i erles theodisttiveraltih enadiesttgvasrcatbhe epamatiie 224
and the pai rﬁ? &Dde 242. 10 [0043] The device may then start a tiner
(step 506). e timer may be, for exanple, a count-down tinmer that has a
pr edet er M@ ne@d43] t i dhe davice nmydheoamnsa tichewistép 50€). 0he Ailvteemnat bagby, t he

timer may be n j, rer count from

pr edet er m neSQ?r%ﬁgél’ E\PLaéBD'ledovf%B t%ﬁ‘aaéwfégeﬂ?ﬂ{}*“ﬁﬁ p%iét%&’ren’?%c?%‘}t%p 508)
whet her the tibwaro kas. Memapue[@ﬂtheﬁmmmya\pbebh@uﬂﬂumm@(ﬂmdmmomﬁoﬁ‘ﬁan
reachi ng zerg unt-up tinmer may mean reaching the

pr edet er ni ned®%; %%O ‘:\1/8798118 &Wnﬁ%ftéf‘agéé deternines that the tinmer has not

expi red, thejumbemi ceTrnwe\tatv@meqeth@m@bfeemﬁﬁ fep 500 whatedres timer @gyest to
enter thg non- d'@ﬁ%@fﬁ g*ﬁ‘gm)de 22 has been received. In the event that
such a r&queS¥PT FABE-IPEN HIRAL MhRETHesn Pacbiia e Whle Y my

return to detres s8umt-0@ tiosdreRapRBhnWBLSMISE tHRelibi8BhinBaSinal value. If the device

determines that the timer has not expired, the device may then determine (step
510) whether a request to enter the non-discoverable mode 222 has been
received. In the event that such a request is determined not to have been

20 received, the device may return to determining (step 508) whether the timer has
expired. If the device determines (step 510) that a request to enter the non-
discoverable mode 222 has been received, the device enters closed mode 402
(step 516). That is, the device takes the necessary steps to enter the non-
discoverable mode 222 and the non-pairable mode 244. If the device determines

25  (step 508) that the timer has expired, the device enters closed mode 402 (step
516).
[0045] In the closed mode 402, that is, the combination of the non-discoverable
mode 222 and the non-pairable mode 244, the device maintains existing pairings
but rejects new attempts to initiate pairing. Optionally, for instance, for security

30 audit purposes, the device may record, say, in a log, each rejected attempt to
initiate pairing.
[0048] A second exemplary method of operation is iflustrated in FIG. 6.
Assuming that the device is in the closed mode 402 by default, the device may



expired. If the device determ nes (step 510) that a request to enter the
non- di scoverabl e node 222 has been received, the device enters closed node
402 (step 516). That is, the device takes the necessary steps to enter the
non- di scoverabl e node 222 and the non-pairable node 244. |If the device
determ nes 25 (step 508) that the tinmer has expired, the device enters

cl osed node 402 (step 516). [0045] In the closed node 402, that is, the
conbi nati on of the non-di scoverable nodei®222 and the non-pairabl e node
244, the device maintains existing pairings but rejects new attenpts to

i ni t| ate pai rdeftgrmnﬁbl(elsteﬂﬁbbywhém@rBmécﬁlﬂs!‘s@ﬁ) ehi@F tHEe@isddvieYabi® nidddido4Hgsposes,
t he device rejected attenpt to initiate

pairing. [00 enﬁ[e%‘(‘f%‘filé”é&%ﬁiﬁ‘?ﬁﬁ?ﬂtrﬁé‘%@de@f‘e%rﬁFjﬁiel”ﬁﬁ‘efjé‘qt te Davergasd i n
FIG 6. Assustaiged hbt debige e ﬁﬁghrﬁth’e%ld%@ bS8 gﬁ@@vaﬂqgr QYatherfeaHééb he

device may 10 det er m ne (step whet her a request to ent
di scover abl e hififedeyise q‘f’égrm'B%%War‘ éd@ﬂ@%‘iﬂ to EﬁtelfHé? ‘é‘@@merétbialm%i@(ﬂ%ahaﬁequest

is deter msnecbé?;@ltre&&v@@\{ﬁe b8 eie eﬁ%@§b}5§ﬁ]n} e4(9l§0§¥e‘b%d@§ﬁ§ﬁé’ th@d%ﬂ@ ghosed

node 402 and wait for a later request evice erm’nes

request to erffes hRaegpaty skaablte eﬁtﬂﬂéhQQ@Chwaaewa P2t end ¥ partaéuledew ce
enters open rmgg?]gg)ﬁ (step 604). That is, the device takes the necessary
steps to enter e di scoverabl e node 224 and the pairable node 242. [ 0047]
The devi ce md§04Hen Thaidevigkimay thepdiitiziing & paintgrco(stest€06)6). The pia&lngl ng

counter may

pairing 10 c%ﬁHFee? W ﬁa%zé%’n%?&ﬁgg 8%%1% eﬁlﬁﬁg{ W@gﬁ@:’asgﬁ%e Bg‘{‘PQ ng
count er ri@y ts@uate(rmgénahmﬂ tocauat Altsnatvely) tépaiting asentt henapdier arrghgeauat er
isinitializ r, .er m.n maxi num nu owed alrlnsper
entry into tﬁcguggg@@nﬁ%ﬁl@4ﬂs{e§gﬁé)ﬁwme®a@%ré%m@z?cﬁ{gn st ep
608) whet her raamum mlgntbmsoftwevved irpigetped ent rtt@me;i@p@rcm d@u@am nes that a
pai ri ng has TQ&‘“@ Iet ed tﬁ? ; tpgeenr{m en dgterm neb%ste
610) whet her of WBRE S reRdeiRIts S PR e hdkse pBPOIAS ek
received. In Cbh&)leﬁ&f@rit thehsdvicsUgdhe aninesUes b dafrindfdLhdi g d&%p[ét@d h@xe been
recei ved, .t he, devi ce ma ? urn to deternmining (step 608) whether a
pairing has BESHEIGH h@%é{? erming fleralPcuheibees ﬁ?%t Osqrépr Hegen-

discoverable mode 222 has been received. In the event that such a request is
determined not to have been received, the device may return to determining (step
608) whether a pairing has been completed. If the device determines (step 610)
that a request to enter the non-discoverable mode 222 has been received, the
20 device enters closed mode 402 (step 616). That is, the device takes the
necessary steps to enter the non-discoverable mode 222 and the non-pairable
mode 244.
[0049]  If the device determines (step 608) that a pairing has been completed,
the pairing counter is incremented (step 612). Such incrementing assumes that
25  the pairing counter is arranged to count up. If the pairing counter is arranged, as
mentioned above, to count down, step 612 involves reducing the value stored in
the pairing counter by one.
[0050]  The device may then determine (step 614) whether the pairing counter
has reached a value equivalent to a predetermined value representative of a
30 maximum number of allowed pairings per entry into the open mode 404. In the
alternative, wherein the pairing counter counts down from being initialized to a

predetermined maximum number of allowed pairings per entry into the open mode



that a request to enter the non-discoverable node 222 has been received,
the 20 device enters closed node 402 (step 616). That is, the device takes
the necessary steps to enter the non-discoverabl e node 222 and the
non- pai rabl e node 244. [0049] If the device determnes (step 608) that a
pai ri ng has been conpleted, the pairing counter is increnmented (step 612),
Such increnenting assunes that 25 the pairing counter is arranged to count
up. If the pairing counter is arranged, as nentioned above, to count down,
step 612 invol ves reducing the value stored in the pairing counter by one.

[ 0050] The da@ﬂpﬁef@%rﬁﬂﬁﬁ?%b@b@ﬂ&néﬁ%h@%e%ﬁh?%etﬂt@ thabaiting count er
has reached a val ue equivalent to a predeterm ned value representative of a

30 maxi num nGRYBET BES HAC6REdeai ri ngs per entry into the open node 404. In

the alternatooms Wh'@lﬁ@iﬂé\ﬁé@@eﬂé%ﬂe_@%t@ﬁ%%ﬁfha@Mr@dgt@%infeﬁf?ﬁ%%hﬁg
initialized to a  predeterm ned maxi num nunber of allowed pairings per
entry into t REMHsERT alyedipainiagmpenandrydeiodhaionen gasie 4deipveretval i nvol ve
determ ni Bg i r f the
dovi co e or L p e BB e e e e A B of

al | oned pai r ithryROpeEiscevirahieimeds 222 hapbacmrieivdsimheevaot thgesudh ccurred,

non- di Scover 15 nods 93y o rofERe Shch Ot AE b FELREY RIS, 1T
request is deetarminiegl(sten 608) Wantbebepairingdeisween cohplaed.itdereyioeet urn to
det e oL, GRS 80400 108 RERE- SRPLL udde B 52,
has 10 bé¢én beerrammived e deitecenters dosednosedirgstep 408). (e, Bk6jevicEhat
e 222 and T8 O RECHARPABFGS RoHUCDlF qruBsSerape Ao B pLet DR e oz
that is, thepeoatiemneddeonisof the non-discoverable npde 222 and the
nonpal 2 € S 2 e AT P B e s
nunber of al hwedaraind thghopasaiBld yolBtoa4, tHaeiaReMAREMmAstybdrengsser
contigurable and i hew Stemmprs o aitiate Baing
[0053] The predetermined maximum number of allowed pairings per entry into
the open mode 404 may be user configurable and may, for instance, have a
default value of one.
[0054] The first exemplary method (FIG. 5), wherein the device uses a timer
20  expiry as the criteria for switching from the open mode 404 to the closed mode
402, may not be as preferable as the second exemplary method (FIG. 8), wherein
the device uses the maximum number of pairings as the criteria for switching from
the open mode 404 to the closed mode 402. In particular, in the second
exemplary method (FIG. 6), if the maximum number of pairings is set to one, the
25  user may request a switch from the closed mode 402 to the open mode 404 to
pair with a desired device, accomplish the pairing in a short amount of time and
automatically revert to the closed mode 402.
[0055] In contrast, in the first exemplary method (FIG. 5) the user may request
a switch from the closed mode 402 to the open mode 404 to pair with a desired
30  device and accomplish the pairing in a short amount of time. The device then
remains in the open mode 402 untit the time expires, at which point the device

automatically reverts to the closed mode 402, It may be considered that, during



default value of one. [0054] The first exenplary nmethod (FIG 5), wherein
the device uses a tiner 20 expiry as the criteria for swtching fromthe
open node 404 to the closed node 402, may not be as preferable as the
second exenplary nethod (FIG 6), wherein the device uses the maxi num
nunber of pairings as the criteria for switching from the open node 404 to
the cl osed node 402. In particular, in the second exenplary nethod (FIG
6), if the maxi mum nunber of pairings is &t to one, the 25 user may
request a switch fromthe closed node 402 to the open node 404 to pair

with a desirédtieded tmﬁweax@dmtpdm;slbnrbdnef ﬂhéldanrm@ dridl the SRGiIFY ofBUIRierofhet | Me and
automatically,revert to 402. 0055% In contrast, in the
t

first exenpl &%/t Haaec(qgﬁgislyg}fqeﬁ%bqgé%peiﬁa discayrie a switch fromthe

cl osed node 40856]0 @, nma@tr@tégan@@élatbpdmli rthdinfirB e s hestile@bvicOi ggevi ce and
accorrpllsh tﬂe @al ”'[']’8‘ short anmount of tine. The device then remains
in the open rdd lag gromy . |1- F‘ﬁ@eqtﬁ RetNERIEsY invention may %mﬂefﬂﬁ@edéﬂ/ﬂ@e

aut omat i cal | Ywife¥e hsbildadies Fo2S8R \Hpél@sé%?né ﬁe\ﬁ@é’ 16’?1&%&' @eﬁ‘cL that,

during 12 the time between the conpletion o airing e expiry of
the timer, tHeCUHRYPIOUSDIuAR &S darie ya tenhoerdBee artﬁi a:m@migum%\m(@r ed.

[0056] FIG 7d;éd|éwﬁé6’)a@vﬁ@h i Bréﬂé%ﬁﬁflﬂﬁ%mcomﬂﬂorﬁl cmmulcgsﬁsy' ce

102 famli ar resent 1 nvention  'm
i npl enented i hCPhé)thsr tMDEéIOéstpnbm\h@e&j@w eéemeﬂvelﬂ'he utilizeel, esmoommge

device 102 i %e'v'clg‘{étrﬁl@rto poc%%g%r’\)ﬂcdg% E'fgovﬂ) Q&%ﬁﬂ%a@fﬂ li\'l\ﬁp"ft SI%EJYJBE% erably a

keyboard 724) and ‘an out put
ful I grapRi c betwéear thedelovardi 44 ahdOhestisgliay¥ 2 Ty mittopB)cesEbhERs u‘:c)m&ﬁs of

out put devic t til ,0cessin eV|
m croproc essgﬁe gg% a%ﬁ 6 ﬁ%\/\%élggé%g?éta%c I' % %ﬁ qi’le%lpoioeégt’oégﬂﬁg bet ween
t he keyboard démea@a mhesmswl tayini26t, athetion of Wsaﬁﬁss&byﬁc?a&dwmtfwd s the

operation OquQP display 726, as well as the overall operation of the
nobil e devicée 102, in response to, in part, actuation of keys on the

keyboard 724] @1357@ lise houing 5vdy til'ehelohgal%d Nertizay, e nelyodagabrGiva diicealddy, or
may take her 5 inclu cl anshel | housi ng
structur ég) ﬂ%e%@fi%(i? %Y?Jh ?‘ 89 gg@ctgresgmﬂp QYPERE b WY, *”Qﬁ‘l‘deo@ her
har dwar e or safdewiestioh®ey So dtﬁélrl g dRB ENSEIb XS, for switching between text
entry and telephony entry.
[0058] in addition to the microprocessor 728, other parts of the mobile device
102 are shown schematically in FIG. 7. These include a short-range
20  communications subsystem 700 and a long-range communications subsystem
702. Input/output devices that are distinct from the keyboard 724 and the display
726 include a set of auxiliary /O devices 708, a serial port 708, a speaker 711
and a microphone 712. Other parts of the mobile device 102 include memory
devices, including a persistent flash memory 716 and a Random Access Memary
25 (RAM) 718, and various other device subsystems 720. The mobile device 102 is
preferably a two-way radio frequency (RF) communication device having voice
and data communication capabilities. In addition, the mobile device 102 preferably
has the capability to communicate with other computer systems via the internet.
[0059]  Operating system software executed by the microprocessor 728 is
30 preferably stored in a computer readable medium, such as the flash memory 7186,
but may be stored in other types of memory devices, such as a read only memory
(ROM) or a similar storage element. In addition, system software, specific device

applications, or parts thereof, may be temporarily loaded into a volatile store, such



entry and tel ephony entry. [0058) In addition to the m croprocessor 728,
other parts of the nobile device 102 are shown schematically in FIG 7.
These include a short-range 20 comruni cati ons subsystem 700 and a

| ong-range conmuni cati ons subsystem 702. Input/output devices that are
distinct fromthe keyboard 724 and the display 726 include a set of
auxiliary 1/0O devices 706, a serial port 708, a speaker 711 and a

m crophone 712. Qther parts of the nobil etddevice 102 include nmenory
devices, including a persistent flash nmenory 716 and a Random Access Menory

25 (RAM 718.a5aRd A 708SComhRnicAh eRnaltbaysl emBy (#Omobike aBRbE a2 deyi ce
102 is preferably a tvvo-wa;g)rﬁr adi o frequency (RF) communi cati on device

havi ng voi ce 2nef 8&fe CohitfiNdt Pon capabilities. In addition, the robile
devi ce 102 pr{@(ﬁ&)’}ab}r}ﬁeﬁﬂ%&é&ﬁmf EHO&S%TFE&W E)qmgr% syded fé’récﬁx%ﬁs,

conputer systens via the Internet. 0059] Operating syst'em software
executed by tMebiEiscrepyiredsoftvazgapriications et dreabbyilesdaiiet 192 A conput er
readabl e gedigie siiNed el &% ol ar a RIS hat colit bggé&%’eicéto LRtlich8, ot her
types of nenory devices, such as a read only nenory orasimlar

st orage el ensnth ab@ i ¢oromunisgtersnmediiewsi0é, arsie dati aomteuhications
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carrier network. Preferably, the data itens manage
items stored at, or associated with, an enterprise server.

[0082] Communication functions, including data and voice communications,
may be performed through the long-range communication subsystem 702 and,

20  possibly, through the short-range communications subsystem 700. The short-
range communication subsystem 700 includes a receiver 750, a transmitter 752
and one of more antennas, illustrated as & receive antenna 754 and a transmit
antenna 756. In addition, the short-range communication subsystem 700 also
includes a controller or processing module, such as a digital signal processor

25 (DSP) 758, and local oscillators (LOs) 760. The specific design and
implementation of the short-range communication subsystem 700 is dependent
upon the communications protocot in use in the network in which the mobile
device 102 is intended to operate.
[0063] The short-range communications subsystem 700 enables

30 communication between the mobile device 102 and other proximate systems or
devices, which need not necessarily be similar devices. For example, the short-
range communications subsystem 700 may include an infrared device and

associated circuits and components, or a Bluetooth communication moduie, to



15 PIM application are seanl essly integrated, synchronized and updated via
the wreless carrier network, wth the nobile device 102 user's
corresponding data itens stored at, or associated with, an enterprise
server. [0062] Comrunication functions, including data and voice

comuni cations, may be perfornmed through the |Iong-range comunication
subsystem 702 and, 20 possibly, through the short-range comruni cations
subsystem 700. The short range comuni catitén subsystem 700 i ncl udes a
receiver 750, a transmitter 752 and one or nore antennas, illustrated as a

recei ve ant enp@vith4oacain@ubicatismivith saAlRIMaBRG systerasighd HeRced Rach as

short-range conmuni cation sub 00 also includes a controller or
processing o |%ers%r@iﬁor§gut§r3¥§ ﬁéﬁ %Eieéﬁ%l I compisicagpn mssiufepgpy. fesrthgnd

| ocal oscil | anetadict LES)scth@. coﬁhﬁuﬁ@@t@lvl‘zdkﬁm@@ﬁihg”na’f%'é%én@ﬁh@ﬂ%h@ﬁé!@gﬁopf the
short-range comuni c% on subsystem 700 i s dependent upon t

comuni cat i onSeFPARIEHVIGen! Q58 9. nheasisetfe CABKIIE. £ Mhi ch t he m)bl | e device
102 is intended to operate. [0063] The short-range comruni cations subsystem
700 enabl es 30 communi cati on between the nobile device 102 and ot her

proxi mate systU8RE! orWherelhedasbilagirice hekHamnbeemdiseseued by thepsisandlar

devices. For esmpmberid ity RROBLcediald Dol AN A IR SISl SEMERR, TBY

i nclude an infrared device an SSOCi ate CI'fCui t's an onponents
Bl uet oot h conhifhitsatobite dedee é02 maylsendmmoliedeive @DWMnoaﬁgr@ﬁs v the

simlarly-en S perso u 110.
The Bl uet oot ﬂpiég%iﬁﬁrgtl '?%Dtvg(gr egﬁ] sr#%?:v?@ rphw epeﬁssqngﬂg% @% t'??ad
comuni caltle witt merf@@mwesntehaa 7ééktaee1d3utematd theatcainad 730y woich ;ﬁrbada@fnrl e
device 102 ( r Kit etfc.). .5 [0064

Govi oo 1oo hebhal ANAAESIN. n&@lerty bt idukingh. VG, cop it 5o Raiohas.
Sccept ed a pa&nd mgy eeguestidé Boainghedn_:ﬁatla‘swadersﬂmiawl gtold@,taltchﬂvééf@i@h:cﬂ
evice 102 lve,Cco ion, signals over the wreless
ahor t-range nipveRb gl PRV ST et e s e o ST BR8P O by
the receive dnbeitma, fivh sy demedulgibri and BecdReRily AlsifiR makHe Nsighayicies for

signal anplif,icati. uenc down conversion, fil ter| ng, channel
selgectl orr?% et nsmltg%toﬁégggrsgg FEUPHET ANAREYPIOSeRRSS (el @Bﬁ\’/’é?eglw

Anal og- t 0- di gircalieg)dimeae DIM 788 and are then provided to the transmitter 752 for digital
to analog conversion, frequency up conversion, filtering, amplification and
transmission to the personal computer 110 via the transmit antenna 756.

[0065] In addition to processing communication signals, the DSP 758 provides
20  for control of the receiver 750 and the transmitter 752. For example, gains applied
to communication signals in the receiver 750 and the transmitter 752 may be
adaptively controlled through automatic gain control algorithms implemented in
the DSP 758.
[0066] A received signal is processed by the short-range communication
25  subsystem 700 and is input to the microprocessor 728. The received signal is
then further processed by the microprocessor 728 in preparation for output to the
display 726 or, alternatively, to some of the auxiliary /0 devices 706. A device
user may also elect to send data items to the personal computer 110. The data
items may then be transmitted to the personal computer 110 via the short-range
30 communication subsystem 700.
[0067]  The long-range communication subsystem 702 of the mobile device 102
may be designed to operate with the Mobitex™, DataTAC™ or General Packet
Radio Service (GPRS) mobile data communication networks and may also be



the received signal allows the DSP 758 to perform nore conpl ex

communi cation functions, such as denodul ati on and decoding, In a simlar
manner, signals to be 15 transmtted to the personal conputer 110 are
processed (e.g., nodul ated and encoded) by the DSP 758 and are then
provided to the transmtter 752 for digital to anal og conversion,
frequency up conversion, filtering, anplification and transmssion to the
personal conputer 110 via the transmt ant®enna 756. [0065] In addition to
processi ng communi cation signals, the DSP 758 provides 20 for control of

the receiver dafyragdotdperdts AMBMENIRE vARidt Tl cﬁWmc@%ﬁﬂh@mc&@drﬁet@@Ws‘ §L§’ch t 0

conmuni cati on SI nals in the recéiver he transmtter

adapti vel y cot P qu@ﬁdMﬁW@@ﬁ‘oﬁ@tﬁﬁmﬁe éAUfﬁ’lsd Elﬁmlialmsm@lﬁdbiﬁiptemeﬁﬁpl errent ed
in the DSP 738mA 0@@@3) D‘?\nén@ﬁ%d{ﬁﬂe $lcgnad (pdﬁMRé)qgeﬁ&?r?aq b B8t - range

conmuni cation_ 25 su sgstem 0 and 1s I nput m Ccroprocessor 728. The
recei ved si gne®ivics (PERerEEMr elsePthrrdrrsseldidly ant goivk cebprres.dxdlosefasts n

ProParat| @) (o ibpbd ! Ra BRo oY GREAY WiAngInopll kEfIRaTLYELY . Lo Sore of

t he auxili ary |/ O device evi ce useér ect to send data
items to the [BefBond adwrgpunge voie. cofmeudiaation mbm:gms tdveivedéytihansmi t t ed

to the perso ran omruni cat i on

subsyst om 7000 GO BB C i Gt P B e R BR A PR e i n S BV RS 56958y 72

rmbiGLe de?/i cenapbe ooyt tnethdwegkmc?mgasrap@gﬁélie fw&témehf&:%hm??‘@bﬂnem%@TAETM

or Genera nobi | e onmuni cati on networ ks

and may al soqﬁ}ﬂ%? ﬁﬁgh&é%zijyt'@%éégﬁgt‘)@’% ?W%ﬁéfsugsguméthgfa%l ce

cDomrum cash ?)worwtmmsk@e recrttingasubAgistant ethyMagd be Invdljﬂil@ﬁf@P@QfAdrﬁ &R rﬁe%l( CDI\/ABS)) Ti me
vi si on cess Vi si on e Access

Per sonal n#l?ﬁicga@%o ad%u@d'ﬁ%ggzgﬁxa%@e”&%mt% of data and

voi ce networ kemrbatitatbepased, eor5e>@am®ble NtbRESM Ehe 46@M|t;ﬁb§a@c§iﬁn¢1?hh 4&9 with

t he nobil e deyi ce 192 \@L Wﬁﬂg Ion%ﬁéanege voi ce ‘conmuni cati on node,

si gnal s I‘ECEICW% £h OF‘%‘&&V%‘S i %@F‘dﬁogﬂﬁi@stem 702 and passed

to the micr ommssa@n@ﬁe k@%bé?@ 7Quta19»!e!ﬁortsen4efkﬁh§rp£ﬁéﬂ By | Pdleng Ajgynal s for

transm sgion generat ed by the m crophone ternative v0| ce or
audi o |/ O’°sulf8§ Péﬁrﬁ UCHRER: 8 $oeet awiteh cfbth‘#ﬁg?s‘é@%e& @fcw athes ipsyaftirmdt may
al so be inpl @@Br@éﬂﬂe%e? Ry TO8ié the mobile device 102 between the Bluetooth off state
202 and the Biuetooth on state 204 and also between the closed mode 402 and
the open mode 404.
[0070]  As will be apparent to those of ordinary skill, aspects of the present
20  invention are not necessarily limited to use solely with the Bluetooth
commuinications protocol. In fact, aspects of the present invention should work
with any present or future networking protocal having similar discoverable/non-
discoverabile and pairable/non-pairable modes.
[0071]  Advantageously, aspects of the present invention reduce the likelihood
25  of a security attack by reducing the amount of time during which such a security
attack may be attempted. Further advantageously, functionality of the Bluetooth
networking feature is maintained intact and easy to use.
[0072] Advantageously, aspects of the present invention allow the user
interface experience to be unchanged while, in the background operation of the
30 device, the operation of the device is more secure.
[0073]  Other modifications will be apparent to those skilled in the art and,
therefore, the invention is defined in the claims.



device 102. In addition, the display 726 may also be utilized in voice
communi cati on node, for exanple, to display the identity of a calling
party, the duration of a voice call, or gther voice call related

i nformation. [0069] Using the keyboard 72% and/ or some ot her auxiliary 1/0
device 706, 15 such as a touchpad, a rocker switch, a thunb-wheel, or sone
ot her type ofClaimpsit device, the user may toggle the nobile device 102

bet ween the Bluetooth off state 202 and the Bluetooth on state 204 and

al so between the cl osed node 402 and the open node 404. [0070] As will be

apparent to those of ordinary skill, aspects of the present 20 invention
are not necedsar i |Aymeihoiltog dniancirsesesoligl of wivetsds s thennBlnitationd & a device
comuni cations protocol. In fact, aspects of the present invention should

work with af{0fresentsirgr future networking protocol having sinilar

di scover abl e/ non- di scoverabl e and pai rabl e/ non- pai rabl e nodes. [0071]
Advant agedusl y, agpedtisg af optrempdesewhichrisegnéenoes aredwesndchier Inckmirighood 25
of a security attack by reducing the anmount of tinme during which such a
security attack mdgrebeirauirenpndpairifgrd§lseid dedicamithigesuskytingfdeveei(dh®l ity of
the Bluetooth networking feature is maintained intact and easy to use.

[ 0072] Advant ageoursinbe indipedivdentverherguuestantedeivednit iestabbdH wiveledse user
interface experience to be unchanged while, in the background operation of
the 30 device, tkemopeicatioen of the device is nore secure. [0073] O her
nodi fications will be apparent to those skilled in the art and, therefore,
the invention is defidireda clesehmode a whichI@quehagssre ribt séanmetiHodnafming
enhancing security of w reless communications at a device (102),

conprisi My: 5 prowfidiepyinaniriopaend podieginneinivatef mdgoeneiesstds ecevatted f or
incomng address inquiries and pairing of said device with a requesting
devi ce (110) mayedablishiwiregssdonrewsvaiions; arstyuesein s recei ved to establish
wirel ess comunications; providing a closed node in which frequencies are
not scanned for i AterAWwighingroauehie slosphqudeite saidmpepanadeneviestingde skl ti at ed
when a request is received to

closed mode after one of (i) a pre-determined duration and (ii) completing a
pre-determined number of pairings.
15

2. The method of claim 1 wherein, in said open mode, said frequencies are

scanned periodically.

3. The method of claim 1 or claim 2 further comprising switching from closed

20  mode fo said open mode responsive to a user input.

4, The method of claim 3 further comprising, after switching from said closed
maode fo said open mode, reverting to said closed mode after a pre-determined
duration.

25
5. The method of claim 3 further comprising, after switching from said closed
mode to said open mode, reverting to said closed mode after completing a

predetermined number of pairings.



establish wirel ess comunications; and wherein after swtching fromsaid
cl osed node to said open node, reverting to said closed node after one of
(i) a pre-determ ned duration and (ii) conpleting a pre-determ ned nunber
of pairings. 15 2. The nethod of claim 1 Yherein, in said open node, said
frequencies are scanned periodically. 3. The nethod of claim1l or claim?2
further conprising swwtching fromclosed 20 node to said open node
responsive to a user input. 4. The nethod of claim3 further conpri sing,

after switchiéng fMomnsethod of @geshe sfatiemt d thriugh GFemhdMdmprisiay Shisaiilg to said
cl osed node after a pre-determned duration. 25 5. The nethod of claim3
further conpricsédgiodaf trarsnsiiht ahefgaf mosegeirdsmaineset rateitgtRidriqdestpen
node, reverting to said closed node after conpleting a predeterm ned
nunber of pakestehigh wildlessoeconTthenioattdned of any one of clains 1 through 5
further conprising, in said closed node, transmtting a refusal nessage
responsive to receiving said request to establish w reless comrunicati ons.
5 7. The method of claim®6 further conprising recording said receiving said
request to establ iTba nwithel efstaindhiunthiecedrpiting @corlirg said feedivily saity one of
claims 1 through 7 wherein said wireless 10 comuni cations are short range
comuni cat i orsiuedk to Bambhigt Woelesd cahmiumc8tivdser ei n sai d wirel ess

conmmruni cations are Bluetooth conmunications. 15 10. The nmethod of claim5
wherein said predeterm ned nunber of pairing is one, 11. A nobile

comuni cati on device (102) conprising: an antenna (754); a receiver (750);
and 20 a conBrol | ére (EE8) efcmptopd of otaims 1 through 7 wherein said wireless

10 communications are short range communications.

9. The method of claim 8 wherein said wireless communications are Bluetooth

communications.

15 10. The method of claim 5 wherein said predetermined number of pairing is one.

11. A mobile communication device (102) comprising:
an antenna (754},
a receiver(750); and
20 a controller (728) adapted to:
inan open mode:
instruct said receiver (750) to use said antenna (754) to scan
for incoming address inquiries; and
initiate pairing of said device with a requesting device (110)
25 responsive {o receiving a request to establish wireless
communications; and
in a closed mode:

instruct said receiver (750) not to scan for incoming address



in an open node: instruct said receiver (750) to use said antenna (754) to
scan for incomng address inquiries; and initiate pairing of said device
with a requesting device (110) 25 responsive to receiving a request to
establish wirel ess comunications; and i'8 a cl osed node: instruct said
receiver (750) not to scan for incomng address 18 inquiries; and transmt
a refusal nessage to a requesidia; deyi ce (110) responsive to receiving a
request to establish wireless conmunications, said controller (728),

wherein after switching 5 fafssakdethanebsdidto blodidkthPbolicdide) reverts
to said closed node after one of (i) a pre-determ ned duration and (ii)

conpl eting a pre-determ ned rgaphasive & rdRaivingfequdd 1o AsepmpUulidledseadabl e
medi um cont ai ni ng conput er-executabl e instructions 10 that, when perforned

by processor in a nobile commuﬁﬁdaiﬁ@ﬁs,@gwi&ﬁtrorre%lemg,sah&egrpéf@e@sf&gﬁnéo
i npl ement the nethod of any one of clains 1 to 10. 13. A wireless network

igrmr ising a plurality of mhbhl &i€eBANIRAL tOBaidBYES BRde 2RO IhId 0 cl aim
closed mode after ane of {i} a pre-determined duration and (ii)

completing a pre-determined number of pairings.

12. A computer readable medium containing computer-executable instructions
10 that, when performed by processor in a mobile communication device, cause said

processor to implement the method of any one of claims 1 to 10.

13. A wireless network comprising a plurality of mobile communication devices

according to claim 11,



